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Abstract. We demonstrate CISpaces.org, a tool to support situational understand-
ing in intelligence analysis that complements but not replaces human expertise, for
the first time applied to a judicial context. The system combines argumentation-
based reasoning and natural language generation to support the creation of anal-
ysis and summary reports, and to record the process of forming hypotheses from
relationships among information.
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1. Introduction

We demonstrate the application of CISpaces.org [15,14,2], Collaborative Intelligence
Spaces Online, in judicial context. CISpaces.org is a suite of tools and algorithms for
the support of sense-making of complex situations, complementing human expertise,
and for the dissemination of natural language reports. This web-based tool builds on top
of argumentation-based systems, combining a structured graphical representation of the
reasoning process with efficient algorithms for the automated identification of plausible
hypotheses.

We demonstrate how CISpaces.org supports the data-to-decision process, from hy-
potheses formation, to report generation that can be used for briefings to inform legal
practitioners, or even judges. CISpaces.org facilitates sensemaking in a declarative for-
mat. Differently from existing tools [7,6], CISpaces.org provides a method to record
and support the process of forming hypotheses from the relationships among informa-
tion which enables the analyst to highlight information or assumptions that may lead to
interrelated as well as alternative hypotheses. CISpaces.org makes this core process of
reasoning explicit, providing further support for structuring reasoning and mitigating bi-
ases. The reasoning mechanism identifies what evidence and claims together constitute
a plausible interpretation of an analysis.

ClISpaces.org is freely available for being used at http://tiny.cc/CISpaces
(username: demo, password: demo), and it can be downloaded at GitHub, https:
//github.com/CISpaces, with MIT licence.
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Figure 1. Overview of CISpaces.org functionalities.
2. Components

CISpaces.org builds on top of (1) argumentation schemes; (2) formal argumentation; and
(3) natural language generation techniques (cf. Figure 1).

2.1. Argumentation Schemes

Argumentation schemes [16] are abstract reasoning patterns. Schemes have been derived
from empirical studies of human argument and debate, and further adapted in this work
from literature and experts [15]. Each scheme has a set of critical questions that repre-
sents standard ways of critically probing into an argument to find aspects of it that are
open to criticism. For instance, the following is the argumentation scheme for argument
from cause A to effect B:

Major Premise: Generally, if A occurs, then B might occur.

Minor Premise: In this case A might have occurred.

Conclusion: Therefore, in this case B might have occurred.

Critical questions are:
CQ1: Is there evidence for C to occur?
CQ2: Is there a general rule for C causing E?
CQ3: Is the relationship between A and B causal?
CQ4: Is there any exception to the causal rule that prevents B from occurring?
CQS5: Has A happened before B?
CQ6: Is there any other cause A’ that might have caused B?

The purpose of schemes in CISpaces.org is to guide analysts in drawing inferences,
critical questions are available to analysts as a means to reflect on potential issues during
the formation of hypotheses. Instantiated schemes can be mapped to the overall ASPIC+
framework following the approach proposed in [11].

2.2. ASPIC+ [10]

ASPIC+ [10] is a formal framework able to transform logical statements and logical rules
into arguments. Due to space constraints, we refer an interested reader to the relevant
literature.

ASPIC+ uses Dung’s abstract argumentation framework [5] to compute the accept-
ability status of arguments and, consequently logical statements. CISpaces.org uses state-
of-the-art algorithms for computing such acceptability statuses [4].
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2.3. Natural Language Generation

The use of graphical models to represent arguments is the most common approach used
in the formal argumentation community to capture argument structures [3,1]. This re-
quires a significant level of training that cannot be assumed for the recipients of intel-
ligence analysis, viz. decision makers such as group commanders. To this reason, CIS-
paces.org has been equipped with a Natural Language Generation system. A Natural
Language Generation (NLG) system requires [12]: a knowledge source to be used; a
communicative goal to be achieved; a user model; and a discourse history.

In CISpaces.org we followed a rather pragmatic approach. Indeed, as our main audi-
ence are legal practitioners and judges, we strictly obey to the principle of providing them
with the important pieces of information in the most concise way. We implemented: (1)
a template-based NLG system; (2) a greedy, heuristics-based approach for chaining to-
gether premises and conclusion of arguments; (3) an assert-justify writing style suitable
for speed reading.

3. Applications to Intelligence and Legal Analysis

CISpaces.org is the result of a collaboration with the US Army research Lab in the NIS
ITA programme and with the UK Defence Science and Technology Laboratory in both
the NIS ITA programme and follow-on Defence and Security Accelerator (DASA) pro-
gramme. CISpaces.org is available for use by professional analysts in both the US (Army
Research Laboratory) and the UK (Joint Forces Intelligence Group). The first version
of CISpaces [15] was one of three key research highlights in the NIS ITA programme
[13]. The refinement of the CISpaces software to take it to Technology Readiness Level
4 (characterised as “validation in a laboratory environment”) was informed by evalua-
tion conducted with professional analysts in the US and the UK as part of the NIS ITA
programme, and enabled by the DASA programme. Development work funded by the
DASA programme led to CISpaces being made available as an open-source project under
a permissive (MIT) licence: https://github.com/CISpaces.

CISpaces.org supported an analysis to determine whether KaradZi¢ possessed mens
rea' for genocide in relation to the Srebrenica mass killing. The results of our analy-
sis were submitted to the Mechanism for International Criminal Tribunals as an amicus
curice® brief [9] pursuant to Rule 83 of the MICT Rules of Procedure and Evidence. We
based our analysis only on the judgement of Prosecutor v. Radovan Karadzi¢ [8].

We have continued collaboration with the UKs NCA National Cyber Crime Unit,
where there is considerable interest in the technologies underpinning CISpaces.org and
Open Source Intelligence extraction.

4. Conclusion

CISpaces.org complements human expertise in sense-making activities. The system and
its underpinning technologies have attracted positive interest by the UK Joint Forces In-

! Mens rea: the intention or knowledge of wrongdoing that constitutes part of a crime.
2Amicus curie: a non-party in a lawsuit who argues or presents information relevant to the lawsuit.
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telligence Group as well as by the UK National Crime Agencies Dark Web Intelligence
Unit and National Cybercrime Unit, in addition to triggering interest in the legal com-
munity due to its use for analysing whether KaradZi¢ possessed mens rea for genocide in
relation to the Srebrenica mass killing.

Acknowledgements

This project was awarded funding through the Defence and Security Accelerator themed
competition Revolutionise the human information relationship for defence under Con-
tract DSTLX1000113927. This research was partially sponsored by the U.S. Army
Research Laboratory and the U.K. Ministry of Defence under Agreement Number
WOII11NF-16-3-0001. The views and conclusions contained in this document are those
of the authors and should not be interpreted as representing the official policies, either
expressed or implied, of the U.S. Army Research Laboratory, the U.S. Government, the
U.K. Ministry of Defence or the U.K. Government. The U.S. and U.K. Governments are
authorized to reproduce and distribute reprints for Government purposes notwithstanding
any copyright notation hereon.

References

[1] Cerutti, E.: On scientific enquiry and computational argumentation. In: Proceedings of the 18th Work-
shop on Computational Model of Natural Argument (2018)

[2] Cerutti, F., Norman, T.J., Toniolo, A., Middleton, S.E.: Cispaces.org: from fact extraction to report gen-
eration. In: COMMA 2018. pp. 269-280 (2018)

[3] Cerutti, F.,, Toniolo, A., Norman, T.J.: On natural language generation of formal argumentation. https:
//arxiv.org/abs/1706.04033 (2017)

[4] Cerutti, F., Vallati, M., Giacomin, M.: An Efficient Java-Based Solver for Abstract Argumentation
Frameworks: jArgSemSAT. International Journal on Artificial Intelligence Tools 26(02) (2017)

[5S] Dung, PM.: On the Acceptability of Arguments and Its Fundamental Role in Nonmonotonic Reasoning,
Logic Programming, and n-Person Games. Atrtificial Intelligence 77(2), 321-357 (1995)

[6] Heuer, R.: Psychology of intelligence analysis. US Government Printing Office (1999)

[7] IBM: i2  Analyst’s  Notebook. http://www-03.ibm.com/software/products/en/
analysts-notebook/, [Accessed: Feb. 2018]

[8] ICTY: Prosecutor v. Karadzi¢. http://www.icty.org/x/cases/karadzic/tjug/en/160324_
judgement . pdf (2016)

[9] McDermott Rees, Y., Cerutti, F.: Request for leave to make submissions as amicus curiae. http://
jrad.unmict.org/webdrawer/webdrawer.dll/webdrawer/rec/240941/view/ (2018)

[10] Modgil, S., Prakken, H.: A general account of argumentation with preferences. Artificial Intelligence
195, 361-397 (2013)

[11] Prakken, H.: An abstract framework for argumentation with structured arguments. Argument & Com-
putation 1(2), 93-124 (2010)

[12] Reiter, E., Dale, R.: Building Natural Language Generation Systems. Cambridge (2006)

[13] The Network and Information Science (NIS) International Technology Alliance (ITA): Online legacy -
capstone event. http://nis-ita.org/capstone (2016)

[14] Toniolo, A., Braines, D., Preece, A.D., Webberley, W., Norman, T.J., Sullivan, P., Dropps, T.: Conver-
sational intelligence analysis. In: Proceedings of the First International Workshop on Understanding
Situations Through Multimodal Sensing. pp. 42:1-42:6 (2016)

[15] Toniolo, A., Norman, T.J., Etuk, A., Cerutti, F., Ouyang, R.W., Srivastava, M., Oren, N., Dropps, T.,
Allen, J.A., Sullivan, P.: Supporting Reasoning with Different Types of Evidence in Intelligence Analy-
sis. In: AAMAS 2015. pp. 781-789 (2015)

[16] Walton, D., Reed, C., Macagno, F.: Argumentation schemes. Cambridge University Press, NY (2008)



