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Abstract

The future of Power systems include high penetration of re-
newable energy and interconnectivity between different net-
works through VSC-HVDC. However, this has increased the
stress on transmission systems. WAMS and WAP aim at pro-
viding an awareness of the system state and increase the ro-
bustness when faced with disturbances, thus increasing secu-
rity of operation. In this context, the present work provides
an overview of the key concepts and challenges of wide-area
in Power System energy transmission, as well as highlighting
possible impact of VSC-HVDC towards disturbances. In or-
der to be able to assess these disturbances, this paper proposes
a methodology to study of VSC-HVDC contribution towards
wide-area disturbances and impact on protection systems.
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1 Introduction

Following legislative and government pressures for emissions
reduction [1], in the energy sector it is widely accepted the pro-
liferation of renewables in power systems, becoming a promi-
nent source of energy [2]. For example, in 2018 wind energy
represented 15% of European Union’s electricity (2% increase
from previous year) [3]. In parallel HVDC (High Voltage Di-
rect Current) connections are being implemented, given their
economic benefit in energy transmission over long distances,
increasing the access to renewable energy. This way countries
which are rich in renewable energy can fulfil high consumption
countries, with less renewable sources, as well as allowing to
explore offshore wind [2].

There has been a gradual increase of the stress on transmission
systems due to growing electricity transfers, particularly dur-
ing high wind intensity. It is also expected that power systems
will be operated closer to the limits, with tighter operating mar-
gins, less redundancy [4–6]. All the above mentioned factors
have increased the risk for large-scale power system blackouts
and the vulnerability of interconnected power systems to oper-
ate outside their originally intended design limits [7, 8].

Protective relays prevent the propagation of wide-area distur-
bances, but can also sometimes contribute to its propagation
(e.g. cascaded failures, load shedding) [8]. To ensure trans-
fer capacity and enhance the security of operation and robust-
ness of power systems, System Integrity Protection Schemes
(SIPS) and Wide-Area Monitoring Protection and Control Sys-
tems (WAMPAC) offer a solution to deal with a more variable
system operation and enhance conventional operational secu-
rity [4, 9]. Wide-area monitoring capability is based on the
use of PMU (Phase Measurement Units) to get a vision of the
system and provide a response in unforeseen disturbances en-
suring security of supply and preventing blackouts [5, 9].

The aim of this paper is to provide an overview of the key
concepts and challenges of wide-area in power system energy
transmission, listing possible contributions of VSC-HVDC to-
wards disturbances and impact on protection systems. A
methodology for assessing the disturbances is proposed, with
some initial trials using CAPE TS-Link with PSS/E.

The paper is organised as follows: Section II provides an
overview of the key concepts in wide-area; Section III lists the
main challenges for WAMPAC and SIPS/WAPS; Section IV
provides a list of possible disturbances caused by VSC-HVDC
and some mitigation options using SIPS; Section V provides
details of the proposed methodology for studying disturbances
of VSC-HVDC on AC network and protections; Section VI
provides final remarks of the paper.

2 Overview of main concepts in wide-area
2.1 Wide-Area key phenomena

When analysing wide-area phenomena they can be organised
into: i) Disturbances or Stressed conditions, ii) Triggering
events, iii) Cascaded failures and blackouts.

A wide area disturbance occurs by the propagation of stressed
conditions, which can be on the following [8, 10, 11]:

• Voltage instability/collapse;

• Voltage excursions;

• Angular instability (possibly leading to loss of synchro-
nism);
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• Small signal excursions;

• Oscillatory instability causing self-sustaining inter-area-
oscillations;

• High equipment loading and high power transfer or sys-
tem bottlenecks;

• Frequency excursions (under and over frequency), due to
imbalance between in active power between generation
and load;

• High system phase unbalance;

• Cascading failures/tripping, such as line tripping by dy-
namic line loading (often lends to unsuccessful line
restoration attempts), or equipment tripping by over-
excitation;

The definition of these phenomenas has been covered in detail
in [5, 8, 12].

The triggering events for disturbances can be varied, such as
external threats, earthquakes, weather-related events, hidden
failures, operator errors and event sabotage events [13]. Hid-
den failures are different from faults, as they are the failure of
the protective device itself [6, 8]. They are called hidden be-
cause they remain this way until the case of a fault and thus
fail to operate. This also includes incorrect settings or applica-
tion of a protective device. These types of failures have been
reported to be significant contributors to blackouts. [6].

Fig. 1: Power system operating states [5]

A blackout or cascading blackout is, according to NERC
(North American Electric Reliability Corporation), ”the un-
controlled successive loss of system elements triggered by an
incident at any location” [13]. In this scenario, the operator
and control actions are not able to return the network or sec-
tion of it to a normal operating condition, failing all the alert
and emergency states (see Fig. 1). However, not all cascading
outages will result in a blackout, but they are typically trig-
gered by or more disturbance events [13].

2.2 Wide-Area Monitoring System (WAMS) and Wide
Area Monitoring, Protection and Control
(WAMPAC)

The concepts of Wide Area Monitoring System (WAMS) and
Wide Area Monitoring Protection and Control (WAMPAC) are
closely related. The first, consists of an advanced measurement
system, data and information tool that provides the operator
with full visibility of the power system’s behaviour in real time.
This is achieved through Synchronized Measurement Technol-
ogy (SMT) and Global Positioning System (GPS) [10]. PMUs
are the main form of achieving this information, as they are
able to include GPS data and a high sampling rate for dynamic
power system data, considering the adequate communication
network and data processing are in place [10]. This provides
a more accurate information, as many of the current systems
rely on RMS measurements for system status calculations. The
second, refered to as WAMPC by some authors, is the term
used for the wide-area system which combines all the WAMS
functionalities with the additional protection and control func-
tionalities [5, 10, 14]. Fig. 2 demonstrates the intervention of
WAMPAC in the Power system state change.

Currently WAMS may be used as a complementary system
to the operator’s Supervisory Control And Data Acquisition
(SCADA) system [10]. SCADA contains three main func-
tions: data acquisition, supervisory control and alarm display
and control [10]. However the time frame of operation is
slower than WAMS (See Fig. 3). Some authors suggest that
WAMPAC could replace SCADA in the future [14].

Fig. 2: State change for WAMPAC [5]

2.3 Wide-Area Coordination (WAC)

Wide-area coordination (WAC) or Protection Coordination is
a system study to analyse the coordination between relays, to
reduce the risk of interruptions during service .This concept is
used when referring to unit prelection coordination, but is not
the focus of the current work.

2.4 Wide-Area Protection (WAP) and System Integrity
Protection Schemes (SIPS)

System Integrity Protection Schemes (SIPS) consist in a set
controls/actions defined to protect the integrity of the power
system or a part of it, as opposed to fault protection or relays

2



which are dedicated to protect a specific power system element
[10, 12]. Authors also consider SIPS to encompass Remedial
Action Schemes (RAS), Emergency control Schemes (ECS)
[6, 15].

In the case of SIPS used in WAMS/WAMPAC, they are also
referred to as Wide-Area Protection (WAP) or Wide-Area Pro-
tection Schemes (WAPS) or system wide SIPS. In this sce-
nario, SIPS require the measurement obtained through WAMS
as they provide the global vision of the system (as explained in
sections above) [10].

The time-frame for WAP or SIPS is demonstrated in Fig. 3.
Conventional or ”unit” protection schemes respond immedi-
ately upon fault, however, system issues only occur a few sec-
onds after, as currents and voltages change [12].

The classification of SIPS can be made in 3 forms. The first,
described in [6, 10, 12], organizes based on the the proportion
of the system it impacts. This classification is widely accepted.
The second, similar to the first, is accepted by the WECC and
focuses on the size of the SIPS as well as the impact. In this
context, the safety net refers to backup protection limiting the
spread of the disturbance. The third, refers to a more detailed
classification first based on size and impact, and secondly on
the control principle [9,15]. Additionally, [15] have considered
the event and parameter based as similar, thus calling them
”Pre-calculated” SIPS, as they are based on offline studies and
parameters.

Fig. 3: Response time to Power System events [14]

3 Challenges with Wide-Area Monitoring,
Protection and Control

Based on the available literature, the authors have listed some
of the challenges faced with integrating WAMPAC/WAMS and
WAP/SIPS. It possible to identify, but not limited to, the fol-
lowing challenges: 1. Data management in WAMS/WAMPAC
[10]; 2. System observability through optimal PMU loca-
tion [10, 14]; 3. Co-existence with legacy technology [10, 16];
4. Reliability and risk of SIPS [4]; 5. Standardization & Reg-
ulation [7, 16].

Fig. 4: SIPS classification overview

4 Power system disturbances and increase in
VSC-HVDC technology application

4.1 VSC-HVDC links & power system disturbances

Historical disturbances and blackouts have been listed by au-
thors in [13], as well as considerations for test case design
based on these events.

The types of wide-area disturbances likely to occur depend
on the network configuration. The authors in [6] provide an
overview, comparing two grids, one lightly meshed and one
densely meshed, both with disperse generation and comparing
large or small interconnections. As an overview, the densely
meshed system is more susceptible to overloads, regardless of
the interconnections, while the lightly meshed is more likely
to have frequency and angle instability. The fact of having
interconnections means the network is less likely to have fre-
quency instability, overloads or small signal instability, in both
meshed scenarios. This assessment could provide useful in-
sight when designing or selecting network configuration for
studies. These assumptions could be made considering the in-
terconnection through HVDC, thus still providing valuable in-
sight.

Analysing the list of disturbances provided in Section 2.1 and
considering how VSC-HVDC operate, it could be suggested to
add another disturbance for ”Off-nominal frequencies” caused
by converter operation (e.g. PLL, Switching). Considering
some of the categorised interactions between AC and VSC-
HVDC presented in [16], an analysis based on assumptions
and literature [8, 11, 17–19, 19, 20] was made on the possible
stressed conditions originated. The results are summarized in
Table 1.
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Table 1: Possible disturbances from VSC-HVDC and AC in-
teractions

AC network and VSC-HVDC
interaction category

Impact/interaction
details

Possible stressed
conditions

VSC-HVDC AC fault response
- Increased response time for distance relays - Angular instability
- Non-conventional short-circuit characteristics - Voltage excursion

Protection settings and stability
- Longer response time could mean exceeding
critical clearing time

- Voltage instability
- Voltage excursion
- Angular instability

- Stability studies on interactions
- Small signal excursions
- Oscillatory instability

Short-circuit ratio (SCR)
with HVDC links

SCR level reduction with increased VSC-HVDC links,
replacing synchronous generators, leads to faster
and undamped variations of network parameters

- Voltage excursion
- Frequency excursion
- Small signal excursions

Harmonics and resonance
- Harmonics in measured signals for relays, will impact
the protection function performance
- Harmonics caused by converter operation

- Cascaded failure / tripping
- Off-normal frequencies

4.2 Mitigation of disturbances using SIPS

As an overview, the authors in [15] provide a diagram (see
Fig.5) demonstrating the typical targets and actions based on
practical applications for SIPS, considering different distur-
bances.

Fig. 5: Typical SIPS targets and actions [15]

5 Methodology for studying disturbances
caused by VSC-HVDC on AC network

A methodology is proposed to study the contribution of VSC-
HVDC towards power system disturbances, or their propaga-
tion, and determine the impact on the AC system or specif-
ically on AC power system protection system. From a high
level overview the procedure is divided into 3 parts: 1. Interac-
tions and disturbances, 2. Assessment of interactions and dis-
turbances, 3. Mitigation requirements and procedure(s). The
details of each phase are explained in the following sections.

5.1 Disturbances and interactions

The first phase of the methodology consists in identifying
the contribution of VSC-HVDC towards AC network distur-
bances. This is achieved firstly by defining interactions and
impact of VSC-HVDC on AC protections (achieved in [16]),
secondly to understand the possible stressed conditions origi-
nated from the interactions, as shown in Table 1.

In [18] is presented some of the common points found among
disturbances. It is worth mentioning high loading of equip-
ment, occurrence of a fault and possible equipment or sections
of the network being under maintenance during this period.

In sum, the outcome from this stage is an expectation of the
behaviour of the system, the disturbances originated and some
of the system conditions which can aggravate the occurrence
or propagation of disturbances

5.2 Assessment of interactions and disturbances

Based on the understanding of the previous step it is possible
to identify what the expected interactions and disturbances are,
this narrows the focus when analysing the system. Once the
disturbance has been achieved it is possible to add protection
systems or compare the results with the standardized parame-
ters of protection functions (as reference [21]) .

Starting with a smaller network to re-create the disturbance and
then increasing the complexity once it is understood. However,
this assessment requires a dynamic analysis capability of the
tool being used. In this work, the simulation of the behaviour
was assessed using CAPE-PSS/E TS-Link, according to the
setup described in Fig. 6.

Fig. 6: Simulation setup between CAPE and PSS/E

The outcome from this phase is, after being able to generate
a disturbances from the interaction with VSC-HVDC, assess
the impact on the protection system. It requires the correct
behaviour modelling of the components, which are not be cov-
ered in this paper.

5.3 Mitigation requirements and procedure(s)

From the behaviour identified in the previous section, it is pos-
sible then to analyse if this behaviour is expected or not and if it
can be improved. This can be achieved through requirements,
thresholds or recommendations. New assessment with mitiga-
tion procedures are carried out using the previous scenario, to
confirm effectiveness of the proposed changes.

5.4 Example case: VSC-HVDC fault response

This section provides a case used to exemplify the methodol-
ogy descripted in sections 5.1 to 5.3. Considering the analy-
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sis and assumptions in Table 1. This example, focuses on the
VSC-HVDC response to AC faults, specifically voltage stabil-
ity/excursions.

The network considered is a 3 bus system represented in the
Fig. 7. The VSC-HVDC was modelled using the generic type-
4 wind generator in PSS/E proposed by WECC [22]. As an
attempt to provoke a disturbances a fault was a applied and
cleared in the network.

Fig. 7: Case study network

The general expected behaviour for voltage excursion or sta-
bility, are low voltage profiles throughout or on specific buses
of the system and high reactive power flows. Also, the typical
expected behaviour of the converter is a limited fault current
between 1.5-2 pu.

Following the above-mentioned steps, it was possible to create
an initial disturbance in the network. In Fig. 8 and Fig. 9 below
are represented the voltages (in pu) at Bus 1 considering the
Generator at Bus 3 as a SG and VSC-HVDC, respectively. This
allows to compare the current response and it was observed a
cap for VSC-HVDC at about 1.5 pu. At this point a disturbance
has been created in the network. The next step is to perform an
analysis on the behaviour and impact this will have on typical
protection functions such as listed in [16].

Fig. 8: Example voltage profile for SG on Bus 3

Fig. 9: Example voltage profile for VSC-HVDC on Bus 3

6 Final Remarks

The current paper provided an overview of key concepts used
in wide-area and list disturbances and disturbing factors.

This paper proposes an additional consideration for distur-
bances considering the operation of converters, adding this to
the analysis of the some of the contribution of VSC-HVDC
towards power system disturbances.

Finally, this paper presents a methodology which can be used
for assessing the impact and contribution of VSC-HVDC to-
wards disturbances, focusing on the impact on protection sys-
tems. A small example case was performed to demonstrate its
application.
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