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Abstract. With the increase in reliance upon technology in our everyday lives, users 

are more vulnerable than ever to cybercrime and data security breaches. Whilst it is 

important, and valued, to develop technology-based interventions to mitigate this risk, 

it is also important to consider the impact of human error on cyber safety, and how this 

can be measured. Data collected from a diverse sample of 189 participants using an 

alternative measurement scale to more traditional Likert scales, the Visual Analogue 

Scales (VAS), was adopted for previously researched measures of individual differ-

ences (Age, gender, education level, personality, decision-making style, risk-taking 

preferences, acceptance of the internet, and related Theory of Planned Behavior and 

Protection-Motivation Theory concepts) to expand understanding of the relationships 

between individual differences and user-end cybersecurity behaviors, and explore the 

significance of this alternative measure in the field of Cyber Psychology. Findings 

demonstrate the use of VAS can be a reliable and valid method capable of identifying 

a variety of potential human vulnerabilities and strengths on an individual level. These 

findings highlight the importance of considering a human-centered approach to cyber-

security, and future research should consider then importance of these individual dif-

ferences in tailoring practical interventions.    
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1 Introduction 
     Within the field of Cyber Psychology, some significant of research has focused 

upon technological interventions to reduce to the risk of cyber-attack [1]. Whilst tech-

nological interventions can be useful, given the advance in technology over recent years 

[2,3], it is also important to consider the role of the human user in preventing cyber-

attacks. A recent report by CybSafe, for example, found that 90% of cyber incidents in 

2019 within businesses had human error as a contributing factor [4]. Human error can 
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arise through system misconfiguration, poor patch management, use of default 

usernames and passwords/easy-to-guess passwords, lost hardware, and disclosure of 

regulated information via the use of incorrect email addresses [5]. Multiple cognitive 

elements are thought to be relevant to these behaviors and outputs, including user per-

ception of security risk [6], company security culture and user awareness [7], inten-

tional and unintentional maladaptive behavior [8], individual vulnerabilities and 

strengths [9], and contextual pressures [10].   

Although research has begun to characterize the psychological aspects influencing 

cyber safe and cyber-risky behaviors in Human-Computer Interaction (HCI) and Hu-

man-Machine Interaction (HMI), research in this field is in its infancy. A traditional 

subjective measurement technique, Likert scales, appears to be the dominant scale for 

these forms of research – for example Bishop et al [9] has utilized 5- and 7-point Likert 

scales self-report measures to understand individual differences and user behavior 

which have provided useful insight.  The aims of this present study are two-fold; first 

to build on knowledge regarding possible relationships between human individual dif-

ferences and cyber-security behaviors. To do this, we used a self-report scale not pre-

viously used in this area - the Visual Analogue Scale (VAS). Our second aim was to 

evaluate reliability and validity of the VAS, compared to more widely used 5- and 7-

point Likert scales. Using an alternative scale across the same measures used in Bishop 

et al [9], we can further our knowledge of these relationships, as well as gaining a better 

understanding of the extent to which different scales and measurement vectors within 

scales may impact findings. Using the findings from this work and drawing upon those 

from some other studies – such as Bishop et al [9] - we will be better able to provide 

recommendations to how tailored interventions could be created for practical use to aid 

the mitigation of human susceptibility to cyber-attacks. 

 

2 Background 
Technologically driven interventions in the field of cyber-security tend to assume a 

“one size fits all” solution. For example, system monitoring is a common risk mitigation 

driven by system anomalies, used across all users within a business. This is useful but 

used by in isolation does not fully address and mitigate user-centered vulnerabilities. 

More work research is needed on human-focused approaches – specifically to develop 

more targeted interventions to adapt to the ever-changing cyber-security landscape. In 

particular, understanding which psychological aspects of individual users may increase 

vulnerability to cyber-security risk is critical to further develop targeted and effective 

interventions. 

 

2.1 Individual Differences in Cyber-Security 

A number of studies have examined how various individual differences may relate 

to online cyber-security behaviors to estimate human cyber-security strengths and vul-

nerabilities, for example the SeBIS Online Security Behaviors Questionnaire [11]. This 

framework, and others, are based upon well-researched psychological models of pre-

dicting behavior, attitudes, and intentions including the Protection Motivation Theory 

[12] and the Theory of Planned Behavior [13]. Using these methods gender has been 

found to be a significant predictor of some cyber secure behaviors - whereby men may 

be more likely to form stronger passwords, engage in updating software more regularly, 
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and search for cyber risk cues proactively [14]. Some aspects of personality such as 

conscientiousness may also predict select cyber secure behaviors [14-16]; and risk-tak-

ing attitude, decision making strategies and impulsivity have also been found to be sig-

nificantly related to cyber secure behaviors [11].  

More recently, attempts have been made to refine individual difference models of 

cyber secure behavior, as some measures are highly correlated across frameworks 

[11,17,18]. The present study work aims to calculate the significance of a range of in-

dependent individual difference measures in predicting cyber secure behavior. How-

ever, there are noted differences in findings that need to be addressed. For example - 

Gratian et al [14] found gender predicted cyber secure behavior, and higher impulsivity 

has been found to be significantly negatively correlated to cyber secure behaviors [11]. 

However, these significant findings were not found in Bishop et al [9]. 

 

2.2 Measurement Techniques and Data Resolution 

Whilst there is a possibility that discrepancies in findings on gender and impulsivity 

could be due to co-variance of predictors or indeed low power, it is also important to 

critique the method of self-report and the potential influencing role on findings. In Egel-

man and Peer [11] and Bishop et al [9], participants rated items on either 5- or 7-point 

Likert scales (ordinal data). In these instances, each point is essentially a ‘landmark’ on 

a scale – e.g. an extreme value at each end of the scale, a neutral value in the middle, 

and equally distanced points / gradations leaning to one extreme or another (see Figure 

1, left). Whilst Likert scales like these have the benefit of demonstrating the direction 

an individual may agree or disagree with presented statements (unless a neutral rating 

is selected), the degree of rating extremity comparison in variability between partici-

pants is less clear as there are only a few points to choose from on the scale – e.g., ‘1’, 

‘2’, ‘4,’ or ‘5’ on a five-point scale. Furthermore, these points are fixed in equal points 

away from each other; thus, individuals could be more likely to form a central tendency 

(e.g. gravitate towards a neutral rating) or be polarized in the direction of one ‘land-

mark’ or the other. Having a number of differing points for different Likert scale pre-

dictors for individual differences in the same model also serves as a problem - data for 

those with more points can be viewed to a greater resolution, impacting the significance 

(or not) of analyses used. 

A solution that potentially addresses all of these issues is proposed and presented in 

the current paper. The proposed method is to use scales collecting data closer to interval 

rather than ordinal properties, to increase the freedom of choice in selecting an area, 

rather than fixed data-point on the scale. Whilst Wu and Lueng [19] conclude data dis-

tribution is easier to interpret when there is an increase to 11-points on Likert scales as 

data is closer to that of interval data (e.g., ‘1’ similar to 10% agree, ‘10’ similar to 100% 

agree) there could still be the issue of fixed ‘landmark’ points polarizing ratings. This 

problem, however, is arguably mitigated in Visual Analogue Scales (VAS) – whereby 

the only fixed ratings on a scale are those at the polar ends (0 and 100), with a contin-

uous line between them (See Figure 1, right). Participants simply mark a point on the 

continuous line without being polarized by landmarks and resulting data would approx-

imate an interval-scale level [20] through measurement of points marked – e.g., on a 

scale of 0-100 or even at a finer grained level – e.g., with decimal places. 
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Figure 1 – Example of a 5-point Likert scale (left) and a Visual Analogue Scale 

(right). 

 

With these things in mind, this paper explores whether the use of VAS in human 

cyber-security strength and vulnerability measures is suitable to form models investi-

gating relationships between individual differences (gender, age, education, personal-

ity, risk-taking, decision-making, impulsivity, acceptance of the internet, and relevant 

Theory of Planned Behavior and Protection-Motivation Theory concepts) and cyber 

secure behaviors (device securement, updating, password generation, and proactive 

awareness), how this compares to findings collected using more commonly used Likert 

scales, predicting similar findings to those found in Bishop et al [9], and to note what 

could be gained from adopting these measures.    

 

3 Method 
3.1 Participants 

189 participants (109 Male, 79 Female, 1 Non-Binary) with a good level of the Eng-

lish Language and normal/corrected-to-normal vision were recruited voluntarily via 

Prolific online marketing tool [21]. Participants were aged between 18 and 56 years old 

(M = 24.53, SD = 6.40), and were well educated (all educated at least up to UK GCSE), 

with 90% holding at least UK A level or equivalent qualifications, and 58.3% holding 

at least an undergraduate degree. Informed consent was obtained from all participants 

and upon completion all were fully debriefed and were compensated £7.50 for partici-

pation. This study was approved by Cardiff University School of Psychology Research 

Ethics Committee (CU-SREC). 

 

3.2 Study Design, Materials and Procedure 

Using a between-subjects design, this study investigated how individual differences 

(gender, age, education, personality, risk-taking, decision-making, impulsivity, ac-

ceptance of the internet) and component factors within both Protection-Motivation The-

ory (PMT) and the Theory of Planned Behavior (TPB) related to cyber-security behav-

iors (See Table 1 for summary of subscale measures). 

Participants signed up to the study on Prolific [21] and accessed the survey tool via 

a link from their laptop or desktop PCs. The survey was created on Qualtrics©, an 

online survey platform. Upon reading a brief introduction sheet and consenting to take 

part in the study, participants were first asked to provide their demographic information 

including age, education level, and gender, before completing measures for individual 

differences and cyber secure behavior. The first measure was the SeBIS online security 

behavior questionnaire [11] consisting of 16 statements containing items made up of 

four subscales (updating, device securement, password generation, and proactive 
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awareness). Participants provided ratings for each statement on a VAS, reflecting how 

often they exhibit these behaviors (0=Never, 100=Always).  

Personality IPIP traits [15] consisted of 50 statements (10 each relating to subscales 

including Extraversion, Openness, Conscientiousness, Neuroticism, and Agreeable-

ness). Participants were asked to rate the extent to which each statement applied to 

themselves on a VAS (0=Completely disagree, 100=Completely agree). For the Deci-

sion-making GDMS questionnaire [22] participants were asked to rate the extent to 

which they agree/disagree with 25 statements, representing five decision-making styles 

(five each for intuitive, dependent, avoidant, rational, spontaneous style) on a VAS 

(0=Completely disagree, 100=Completely agree).  

Participants were asked to rate how likely they were to engage in 30 risky behaviors 

from the DOSPERT Risk-taking preferences [23] on a VAS (0=Never, 100=Defi-

nitely). These 30 items were subdivided into subscales each containing six questions 

per subscale (social, recreational, financial, health/safety, ethical).  

For impulsivity, participants gave ratings on the Barrett Impulsiveness Scale (BIS-

11) [24] to indicate how regularly they had experienced a list of 30 statements, on a 

VAS ranging from 0 (Completely disagree) to 100 (Completely agree). Next, the 

UTAUT2 was used to assess the acceptance of the internet [25]. This questionnaire 

consists of 30 statements with nine subscales (performance expectancy, effort expec-

tancy, social influence, trust, facilitating conditions, hedonic motivation, price value, 

habit, and behavioral intention), rating the extent to which the participant agrees with 

each statement on a VAS (0=Completely disagree, 100= Completely agree).  

Finally, a combined list of 43 statements relating to cyber behaviors and the PMT 

and TPB [17] was presented. This formed nine subscales (Information security aware-

ness, information security organization policy, information security experience and in-

volvement, attitude, subjective norms, perceived behavioral control, threat appraisal, 

information security self-efficacy, information security conscious care behavior), each 

with a VAS to rate the extent to which they agree with statements presented (0=Com-

pletely disagree, 100=Completely agree). Before exiting the survey platform, partici-

pants were then provided with debrief information and provided with a Prolific code 

for participation payment. 

Attention check items (e.g. To ensure you are paying attention please rate this as 0) 

were randomly placed across all measures to test whether attention to items was main-

tained throughout, and all checks were met for all participants. All items within each 

measure were randomized in order to reduce inattentive ratings for similar items. 
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Table 1. Summary of subscales for individual differences and cyber secure behavior 

measures. 

Measurement Subscales 

Demographics Age Group (18-24, 25-34, 35-44, 45-54, 55-64) 

Gender 

Education level (GCSEs or Equivalent, A-levels or 

Equivalent, Undergraduate degree, Masters degree, 

PhD/Doctorate, Other specified) 

IPIP Personality [15] Extraversion 

Openness 

Conscientiousness 

Neuroticism 

Agreeableness 

GDMS  

Decision-making style [22] 

Intuitive 

Dependent 

Avoidant 

Rational 

Spontaneous 

DOSPERT  

Risk-taking preferences [23] 

(Likelihood of engaging in 

risky behaviours scales only) 

Social behavior 

Recreational behavior 

Financial behavior 

Health/Safety behavior 

Ethical behavior  

Barratt Impulsiveness Scale 

[24] 

BIS-11 Total 

UTAUT2 Acceptance of the 

Internet [25] 

Performance expectancy 

Effort expectancy 

Social influence 

Trust 

Facilitating conditions 

Hedonic motivation 

Price value 

Habit 

Behavioral intention 

Combined PMT and TPB 

Questionnaire [17] 

Information security awareness 

Information security organisation policy 

Information security experience and involvement  

Attitude 

Subjective norms 

Perceived behavioral control 

Threat appraisal 

Information security self-efficacy 

Information security conscious care behavior 

SeBIS online security  

behaviour [11] 

Updating 

Device securement 

Password generation 

Proactive awareness 
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4 Results 
We are interested in exploring relationships between demographic categories (age, 

gender, and education level) and individual differences (personality, risk-taking, deci-

sion-making, impulsivity, acceptance of the internet, and relevant Theory of Planned 

Behavior and Protection-Motivation Theory concepts), with a variety of cyber security 

behaviors (Updating, device securement, Password generation, and Proactive aware-

ness). Results are grouped according to the 4 subscales from the SeBIS online behaviors 

questionnaire [11]: device securement (section 4.1) proactive awareness (section 4.2), 

updating (section 4.3) and password generation (section 4.4). VAS scale ratings were 

classified as ordinal and therefore non-parametric statistical tests were used. Table 2 

provides an overall summary of findings and how they compare to Bishop et al. [9]. 

Independent-samples Kruskal-Wallis (K-W) tests compared responses from each of 

4 SeBIS subscales across demographic groups age, gender, and education levels. Spear-

man’s rank 2-tailed correlations compared responses from each of the 4 SeBIS sub-

scales with subscales from individual differences questionnaires. These were self-re-

ported personality traits [15], Decision-making styles [22], Risk-taking preferences 

[23], Impulsivity [24], Acceptance of the Internet [25], and other cyber behavior state-

ments developed in accordance with PMT and TPB [17].  

Mean substitution imputation was used in cases where data was missing for individ-

ual item measures to reduce bias. Cronbach’s Alpha test was used to test internal con-

sistency between subscale items for all questionnaire measures. Internal consistency at 

α > 0.5 was found for all subscales except for Introversion component of the IPIP Ex-

traversion subscale (α = .425) and Facilitating conditions subscale of the UTAUAT2 (α 

= .164). 

 

4.1 SeBIS Device Securement 

An independent-samples K-W test revealed no significant differences between age 

groups, gender or education levels on the SeBIS device securement subscale. Neuroti-

cism was found to a significant weak negative correlation with the SeBIS Device Se-

curement subscale (r = -.161, n = 189, p = .027) but no significant relationships were 

found for other personality subscales.  

Ethical and Avoidant decision-making styles both had significant but weak negative 

correlations with Device Securement (r = -.162, n = 189, p = .026 and r = -.147, n = 

189, p = .044 respectively). Rational decision-making style had a significant weak pos-

itive correlation with Device Securement (r = .159, n = 189, p = .029). There were no 

significant relationships found for Intuitive and Spontaneous GDMS subscales and De-

vice Securement. No significant relationships were found between any DOSPERT sub-

scales and Device Securement.  

A significant weak negative relationship was found between Impulsivity and Device 

Securement (r = -.144, n = 189, p = .048). No significant correlations were found for 

any UTAUT2 subscales and Device Securement.  

Analysis found there were significant positive correlations between Device Secure-

ment and Information Security Awareness (r = .293, n = 189, p < .001), Information 

Security Organization Policy (r = .170, n = 189, p = .019), Information Security Expe-

rience and Involvement (r = .259, n = 189, p < .001), Attitude (r = .264, n = 189, p < 

.001), Perceived Behavioral Control (r = .202, n = 189, p = .005), Threat Appraisal (r 

= .213, n = 189, p = .003), and Information Security Conscious Care Behavior (r = .270, 
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n = 189, p < .001). No significant correlations were found between Device Securement 

and Subjective Norms or Information Security Self-Efficacy subscales from the com-

bined PMT/TPB questionnaire.   

 

4.2 SeBIS Proactive Awareness 

Using a K-W test, no significant differences were found between age, gender, or 

education levels with the SeBIS Proactive Awareness subscale. For the IPIP personality 

subscales, significant positive correlations were found between Proactive Awareness 

and Agreeableness (r = .196, n = 189, p = .007), Conscientiousness (r = .221, n = 189, 

p = .002), and Openness (r = .258, n = 189, p < .001). No other significant findings 

were found for other personality subscales and Proactive Awareness. For the GDMS 

decision-making subscales, Proactive Awareness ratings were found to have significant 

negative correlations with Intuitive (r = -.181, n = 189, p = .013), Avoidant (r = -.156, 

n = 189, p = .032), and Spontaneous subscales (r = -.218, n = 189, p = .003). A signifi-

cant positive correlation as found between Proactive Awareness and the Rational 

GDMS subscale (r = .282, n = 189, p < .001), however no significant correlation was 

found between Proactive Awareness and the Ethical GDMS subscale. For Proactive 

Awareness ratings and DOSPERT risk-taking subscales, Proactive Awareness was 

found to significantly correlated in a negative relationship with only the Recreational 

Behavior subscale (r = -.198, n = 189, p = .006) and Ethical Behavior (r = -.272, n = 

189, p < .001).  

Impulsivity was found to be significantly negatively correlated with Proactive 

Awareness (r = -.352, n = 189, p < .001). For Acceptance of the Internet subscales and 

Proactive Awareness, Performance Expectancy (r = .168, n = 189, p = .021) and Effort 

Expectancy (r = .163, n = 189, p = .025) scales positive correlated with Proactive 

Awareness but negatively for Trust (r = -.150, n = 189, p = .039).  

Analysis of the subscales from the combined PMT and TPB questionnaire found 

there were significant positive correlations between Proactive Awareness and Infor-

mation Security Awareness (r = .316, n = 189, p < .001), Information Security Organi-

zation Policy (r = .288, n = 189, p = .001), Information Security Experience and In-

volvement (r = .278, n = 189, p < .001), Attitude (r = .311, n = 189, p < .001), Perceived 

Behavioral Control (r = .172, n = 189, p = .018), Threat Appraisal (r = .299, n = 189, p 

< .001), Information Security Self-Efficacy (r = .219, n = 189, p = .002), and Infor-

mation Security Conscious Care Behavior (r = .309, n = 189, p < .001). No significant 

correlations were found between Proactive Awareness and the Subjective Norms sub-

scale from the combined PMT/TPB questionnaire.   

 

4.3 SeBIS Updating 

No significant differences were found between age, gender, or education levels and 

Updating SeBIS subscale ratings using a K-W test. For Personality, a significant find-

ing was only found for the Openness subscale and Updating showing a positive corre-

lation (r = .211, n = 189, p = .004). For GDMS decision-making subscales, Avoidant 

style ratings were significantly negatively correlated to Updating (r = -.151, n = 189, p 

= .038) and Rational style ratings were significantly positively correlated to Updating 

ratings (r = .238, n = 189, p < .001). No other GDMS subscales significantly correlated 

with Updating. Regarding the DOSPERT questionnaire, only the Ethical Behavior 
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subscale was significantly correlated with Updating demonstrating a weak negative re-

lationship (r = -.193, n = 189, p = .008).  

Impulsivity was found to have a significant negative relationship with Updating (r = 

-.250, n = 189, p = .001). Of the Acceptance of the Internet subscales, only Performance 

Expectancy and Hedonic Motivation demonstrating significant findings revealing weak 

positive correlations with Updating (r = .151, n = 189, p = .038 and r = .161, n = 189, 

p = .027 respectively).  

Analysis of the subscales from the combined PMT and TPB questionnaire found 

there were significant positive correlations between Updating and Information Security 

Awareness (r = .324, n = 189, p < .001), Information Security Organization Policy (r = 

.317, n = 189, p < .001), Information Security Experience and Involvement (r = .249, n 

= 189, p = .001), Attitude (r = .228, n = 189, p = .002), Perceived Behavioral Control 

(r = .174, n = 189, p = .016), Threat Appraisal (r = .216, n = 189, p = .003), Information 

Security Self-Efficacy (r = .179, n = 189, p = .014), and Information Security Conscious 

Care Behavior (r = .296, n = 189, p < .001). No significant correlations were found 

between Updating and the Subjective Norms subscale from the combined PMT/TPB 

questionnaire.   

 

4.4 SeBIS Password Generation 

From the use of an independent-sample K-W test, it was found there was no signif-

icant difference found between gender, age groups, or education levels for the SeBIS 

Password Generation subscale. For personality, Password Generation was found to sig-

nificantly positively correlated with Conscientiousness (r = .229, n = 189, p = .002) and 

Openness (r = .147, n = 189, p = .043) subscales only. Regarding decision-making, 

Password Generation was significantly negatively correlated with Avoidant decision-

making style ratings (r = -206, n = 189, p = .005) and significantly positively correlated 

with Rational style ratings (r = .167, n = 189, p = .021), but other subscales yielded 

non-significant results. No significant relationships were found between Risk-taking 

preference subscales and Password Generation.  

Impulsivity was found to have a significant negative correlation with Password Gen-

eration (r = -.219, n = 189, p = .002). Only Trust (r = -.153, n = 189, p = .036) and Habit 

(r = -.192, n = 189, p = .008) subscales of the Acceptance of the Internet measures were 

found to significantly correlate with Password Generation, demonstrating a negative 

relationship.  

Analysis of the subscales from the combined PMT and TPB questionnaire found 

there were significant positive correlations between Updating and Information Security 

Awareness (r = .302, n = 189, p < .001), Information Security Organization Policy (r = 

.240, n = 189, p = .001), Information Security Experience and Involvement (r = .266, n 

= 189, p < .001), Attitude (r = .276, n = 189, p < .001), Perceived Behavioral Control 

(r = .188, n = 189, p = .010), Threat Appraisal (r = .236, n = 189, p = .001), Information 

Security Self-Efficacy (r = .191, n = 189, p = .008), and Information Security Conscious 

Care Behavior (r = .277, n = 189, p < .001). No significant correlations were found 

between Updating and the Subjective Norms subscale from the combined PMT/TPB 

questionnaire.  
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Table 2. Findings from correlational analyses of individual difference subscales and 

the SeBIS online security behavior subscales. Note. 1=Positive relationship, 2=Nega-

tive relationship, - represents no significant relationship, a = Significant finding con-

sistent with Bishop et al. [9]  

Individual dif-

ference 

Device  

securement 

Proactive aware-

ness 

Updating Password  

generation 

Demographics - - - - 

Personality Neuroticism2  Agreeableness1 

Conscientious-

ness1  

Openness1 

Openness1  Conscien-

tiousness1 

Openness1  

Decision-

making 

Ethical2  

Avoidant2  

Rational1  

Intuitive2  

Avoidant2  

Rational1  

Spontaneous2  

Avoidant2  

Rational1  

Avoidant2 a  

Rational1 

Risk-taking - Recreational be-

havior2  

Ethical  

behavior2 

 

Ethical  

behavior2  

- 

 

Impulsivity BIS-11 Total2 BIS-11 Total2 BIS-11 Total2 BIS-11 Total2 

Acceptance of 

the Internet 

- Performance ex-

pectancy1 

Effort  

expectancy1 a 

Trust2 a 

 

Performance 

expectancy1  

Hedonic  

motivation1 a   

Trust2 

Habit2 

PMT & TPB ISA1  

ISOP1 a  

ISEI 1 

Attitude1 a  

PBC1 

Threat  

appraisal1 a 

ISCCB1 

  

ISA1 a  

ISOP1 a  

ISEI1 a 

Attitude1 a  

PBC1 a  

Threat  

appraisal1 a 

ISSe1 a  

ISCCB1  

ISA1 a  

ISOP1 a  

ISEI1 a  

Attitude1 a  

PBC1  

Threat  

appraisal1 a  

ISSe1 a  

ISCCB1  

ISA1 a  

ISOP1  

ISEI1  

Attitude1 a  

PBC1 a  

Threat  

appraisal1 a  

ISSe1  

ISCCB1 

 

Note. ISA = Information Security Awareness, ISOP = Information Security Organi-

zation policy, ISEI = Information Security Experience and Involvement, PBC = Per-

ceived Behavioral Control, ISSe = Information Security Self-efficacy, ISCCB = Infor-

mation Security Conscious Care Behavior. 
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5 Discussion 
This study set out to investigate how various individual difference (gender, age, ed-

ucation, personality, risk-taking, decision-making, impulsivity, acceptance of the inter-

net, and relevant Theory of Planned Behavior and Protection-Motivation Theory con-

cepts) measures may impact a variety of cybersecurity behaviors (updating, device se-

curement, password generation, and proactive awareness). Findings found a number of 

significant findings, primarily combined TPB and PMT concepts (See Table 2), that 

support Bishop et al [9]. Significant, and consistent, findings were also found notably 

for measures of personality, decision-making style, risk-taking preferences, impul-

sivity, and select measures of Acceptance of the Internet. However, a some of these 

results from using Visual Analogue Scales show deviance from previous research and 

are discussed below. The findings from this study not only convey the importance of 

considering end-user strengths and vulnerabilities to mitigate the risks of cyber-attacks, 

but also suggest the use of Visual Analogue Scales for these measures are reliable and 

valid. 

The first dimensions of individual differences investigated in the present study were 

age, gender, and level of education to examine whether demographically participants 

differed in engagement with various online security behaviors. Whilst Gratian et al [14] 

had found that men were significantly more likely to engage in a range of good cyber 

secure behaviors compared to women, like Bishop et al [9], we found no significant 

differences between groups for gender – despite having a balanced sample. Similarly, 

we also found no differences between age groups or levels of education. However, Gra-

tian et al [14] employed a larger sample and their results show the significant gender 

differences are very weak relationships, thus findings could differ due to this sample 

difference.  

Regarding personality, unlike Bishop et al [9] which found no significant relation-

ships for any subscales, we found conscientiousness to have a significant positive rela-

tionship with Proactive Awareness – a consistent finding with Gratian et al [14] to a 

similar degree of effect size. However, in the present study we found no significant 

relationship between extraversion and device securement – differing from some previ-

ous research on perceived security risks [14,26]. Although, significant findings were 

also found for conscientious and password generation, and higher openness being re-

lated to higher password generation and proactive awareness. This significant finding 

across more than one form of cyber secure behavior could signify how select individual 

differences may be more significant to reducing cyber-security risks from an end-user 

perspective compared to others. This remains true when examining decision-making 

styles and observing consistent positive relationships for rational styles across all cyber 

secure behaviors measured, and how avoidant styles of decision-making should be 

(ironically) avoided due to their negative relationship across all SeBIS behaviors – alt-

hough further analysis is needed to further understand the nature of these relationships. 

Furthermore, findings found less ethical, riskier, behavior was significantly nega-

tively related to updating and proactive awareness could indicate the need for libertarian 

paternalism, or ‘nudges’ [27,28]. However, as no significant relationship was found for 

password generation or device securement it is not clear whether these forms of nudges 

would be effective for these cyber secure behaviors. However, it is of interest to under-

stand how these forms of interventions could be adapted to reduce impulsivity – as 
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ratings for this measure found to be a significantly related to all measured forms of 

cyber secure behaviors. Regarding participants’ acceptance of the internet, the degree 

of trust individuals has in relation to password generation and likelihood of engaging 

in proactive awareness appears to be of interest as this could highlight a particular sig-

nificant vulnerability which cyber offenders could take advantage of using targeted per-

suasion techniques.  

For a large number of subscale measures from the combined PMT/TPB question-

naire [17] it is encouraging to see consistent findings with previous research [9] as this 

could suggests not only that these individual differences be reliably measured, but that 

VAS are capable of detected similar findings. A potential reason for these findings be-

ing found to be significant in both Bishop et al [9] and the present study, but not 

measures in personality, decision-making styles, or impulsivity, could be in part due to 

the differences in participant sizes and the strength of relationships found. On average, 

significant correlations found from the PMT/TPB questionnaire appear to be stronger 

than a number of other relationships found – suggesting the variance of behavior ac-

counted for could be greater in relation to motivation and planned behavior. However, 

this needs further analysis to determine precisely. The present study also furthers 

Bishop et al [9] due to the greater diversity in the sample data is collected. By collecting 

data from participants from a mixture of mainly European and American countries, we 

can be more confident findings being applicable to the general population and across 

cultures. To further validate this, further investigations should adopt the VAS in sub-

jective measurements to evaluate replicability in diverse samples.  

 

6 Limitations 
As with these forms of online survey studies, not all responses may truly represent 

participants’ ratings for individual difference and cyber secure behavior measures – 

therefore the true extent to which these ratings represent individuals may be open to 

responder biases. However, attention checks and data quality checks were carried out 

to reduce the likelihood of attention significantly influencing overall data analyses, and 

all items were randomized within each measure to reduce the likelihood of inattentive 

responses. 

As correlational analyses were mainly used between variables, it cannot be con-

cluded at this stage the nature of these variables and the extent to which individual 

differences variance may account for cyber secure behaviors. Although further analysis 

to form regression models with other potential individual difference predictors will be 

explored to evaluate how interventions for cyber risk could be best targeted in varying 

contexts. Whilst the present study does indicate the use of Visual Analogue Scales 

could be a valid alternative for exploring relationships between variables, it cannot at 

this stage be determined whether this form of scale may be more beneficial than tradi-

tional Likert scales. A comparison between the use of VAS and Likert scales for vari-

ables using data from similarly derived sources whilst controlling for sample size 

should be a future direction in this field to determine how measurement of the same 

data in different forms may influence the distributions and significance of data.   

It was noted from the use of Cronbach’s Alpha tests a few scales appeared to have 

questionable or weak internal consistency. Facilitating conditions subscale of the 

UTAUAT2 (α = .164) and the IPIP introversion sub-component of the Extraversion 
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subscale (α = .425) in particular had very low consistency, which in turn may limit the 

extent to which these specific findings in relation to cyber secure behavior measure-

ments may be debatable and need further exploration to examine whether specific items 

may limit these analyses. It was also noted internal consistency for the disagreeable 

sub-component of the IPIP Agreeableness subscale (α = .55) and Performance Expec-

tancy subscale of the Acceptance of the Internet questionnaire were close to the mod-

erate internal consistency threshold, suggesting the degree these specific measures are 

measuring their overarching concept needs to be explored further. Finally, as only mod-

erate internal consistency was found for Updating and Device Securement subscales 

from the SeBIS questionnaire (α = .524 and α = .523 respectively), with Proactive 

Awareness and Password Generation SeBIS subscales close to the upper end of the 

moderate threshold (α = .598 and α = 601 respectively), there is a necessity to explore 

whether specific items may influence significance of relationships.  

 

7 Conclusions and Future Directions 
Considering currently how increasingly reliant people are on technology for both 

work and leisure, it is also of paramount importance to consider how valued users are 

to mitigate the rising threat of cyber-security breaches and incidents. As highlighted 

from the results from this study, both vulnerabilities and strengths of individuals need 

to be truly understood with the aim for these to be utilized in the tailoring of interven-

tions at both individual and organizational levels. Understanding the extent to which 

user variables relate to security behaviors is the next logical step to determine how 

humans can become the strongest defense to online risks. The findings from this study 

not only convey the importance of considering end-user strengths and vulnerabilities to 

mitigate the risks of cyber-attacks, but also suggest the use of Visual Analogue Scales 

for these measures are reliable and valid. Future research using more direct compari-

sons of Likert and VAS data should be carried out to evaluate the extent to which these 

measurement scales alter data resolution and distribution. From an increase in data res-

olution, this could allow for finer adjustment to Human-Computer Interaction (HCI) 

and Human-Machine Interaction (HMI) measurements and interventions - For exam-

ple, accurately understanding how different people are likely to secure personal and 

work devices, how perceptions of cyber-security policy influence likelihood in ensuring 

software is updated, how actively individuals may seek to keep up-to-date with ever-

changing cyber-security risks, and trust of equipment used can we fine-tune efficient 

interventions. There is a need to consider the interactions between individuals and the 

environment in which they sit to fully comprehend which behaviors can be, and should 

be, encouraged or avoided; and when hard constraints built into HMI and HCI designs 

may be more appropriate in a way which does not hinder productivity or increase harm.     
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