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Abstract: Against the widespread assumption that data are the oil of the 21st century, this article

offers an alternative conceptual framework, interpretation, and pathway around data and smart

city nexus to subvert surveillance capitalism in light of emerging and further promising practical

cases. This article illustrates an open debate in data governance and the data justice field related

to current trends and challenges in smart cities, resulting in a new approach advocated for and

recently coined by the UN-Habitat programme ‘People-Centred Smart Cities’. Particularly, this

feature article sheds light on two intertwined notions that articulate the technopolitical dimension

of the ‘People-Centred Smart Cities’ approach: data co-operatives and data sovereignty. Data co-

operatives are emerging as a way to share and own data through peer-to-peer (p2p) repositories and

data sovereignty is being claimed as a digital right for communities/citizens. Consequently, this

feature article aims to open up new research avenues around ‘People-Centred Smart Cities’ approach:

First, it elucidates how data co-operatives through data sovereignty could be articulated as long as

co-developed with communities connected to the long history and analysis of the various forms

of co-operatives (technopolitical dimension). Second, it prospectively anticipates the city–regional

dimension encompassing data colonialism and data devolution.

Keywords: data co-operatives; data sovereignty; data colonialism; data devolution; smart cities;

people-centred smart cities; platform co-operatives; COVID-19; blockchain; foundational economy

1. Introduction: Data Are Not the Oil of the Twenty-First Century

There is a widespread assumption that data are the oil of the twenty-first century [1].
This phrase is the cliche du jour of the tech-smart city industry, which has turned out
to be a viral idea shared by marketers, tech companies, governments, regulators, and
mainstream media commentators [2–4]. This metaphor portrays public data as passive
and untapped resources that have value only when they are extracted [5]. As such, this
framing completely removes the individual agency created. Data are created in real time,
as individuals click and swipe around the internet [6]. Consequently, what is absent in
this mainstream metaphor is essentially that data sharing should be based on trust and
social capital that emerged in communities from peer-to-peer interactions. This metaphor,
therefore, might work in an economic sense, but it fails to describe what data are as material
assets: Data are not oil; they are people. This contrasts with the imperative that data should
inevitably be monetised as a one-size-fits-all, business-as-usual solution. By contrast,
according to Sadowski et al. [7] (p. 169), ‘everyone should decide how their digital data are
used—not just tech companies’.

Hence, stemming from the counterinterpretation of the metaphor ‘oil equals data’, this
article suggests an alternative pathway in light of several emerging and promising practical
cases to revert surveillance capitalism in smart cities [8]. It illustrates an open debate in data
governance and data justice field related to current trends and challenges in smart cities.

Smart Cities 2021, 4, 1158–1172. https://doi.org/10.3390/smartcities4030062 https://www.mdpi.com/journal/smartcities
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Particularly, this feature article sheds light on two intertwined technopolitical notions that
are paving the way towards the new UN-Habitat approach called ‘People-Centred Smart
Cities’: data co-operatives and data sovereignty.

It must be acknowledged that these concepts may have been separately already
emerging in current discussions about smart cities. Nonetheless, it is equally true that
these current debates on trends and challenges about the so-called technocratic smart city
approach still need people-centred or citizen-centric overarching, transitional, and experi-
mental frameworks to further democratise citizenship and subvert the path-dependency of
surveillance capitalism and sensory power in post-COVID-19 contemporary societies [9].
Smart infrastructures have propelled an industry of smart technology producers to pur-
sue a technological solutionism that often dismisses the multi-layered implications of the
platform economy and society, and more importantly, the side effects of datafication over
citizens amid the pandemic.

Consequently, this article explores the following research question: How can the
potential emerging alternative around data co-operatives be described in parallel with
data sovereignty in the post-COVID-19 era, given that both technopolitical notions are
intertwined and also explicitly presented as key principles of the new ‘People-Centred
Smart Cities’ approach, coined by UN-Habitat to subvert the negative side-effects on social
exclusion and the digital and data divide stemming from existing and hegemonic surveil-
lance capitalism and sensory power [8,9]. The article introduces these two intertwined
technopolitical notions alongside the new ‘People-Centred Smart Cities’ approach as a way
to open up new research avenues related to the prevailing nexus between smart cities and
data [10].

By describing these intertwined relationships between data co-operatives [11], data
sovereignty [12], and the ‘People-Centred Smart Cities’ approach [13], this article—as
shown in Figure 1—addresses several technopolitical discussions by providing a systematic
angle and offering a thorough literature review about each of these notions to prove that
outlined statements remain valid and relevant [14]. At the end of the article, the city–
regional dimension is prospectively anticipated as the next step to be considered in the
future development of the ‘People-Centred Smart Cities’ approach [15]. The article thus
aims to offer a framework to describe the present (technopolitical dimension) and anticipate
the potential prospective advancements (city–regional dimension) around ‘People-Centred
Smart Cities’ [16].

Figure 1. Framework, structure, and literature review: technopolitical dimension of the ‘People-

Centred Smart Cities’ consisting of data co-operatives through data sovereignty.



Smart Cities 2021, 4 1160

The article is structured as follows: (i) the Introduction Section presented the ra-
tionale and research question; (ii) Section 2 will introduce a discussion around data co-
operatives being understood as p2p data-sharing and ownership organisational forms [17];
(iii) Section 3 will describe the main challenges with implementing data sovereignty in a
wide range of city–regional contexts that could already claim to have a plethora of digital
rights for communities and citizens [18,19]; (iv) Section 4, consequently, blends the data
co-operatives (second section) and data sovereignty (third section) in relation to the new
formulation coined by UN-Habitat in 2018 as ‘People-Centred Smart Cities’ by providing a
transitional framework to subvert surveillance capitalism; (v) lastly, Section 5 elucidates
its main contribution, the novelty of its standpoint, its existing limitations, its inspira-
tional intention, and potential future research avenues to elaborate on the city–regional
dimension of the ‘People-Centred Smart Cities’ approach: data devolution [20] and data
colonialism [21].

2. Data Co-Operatives: Socioeconomic Digital Right Claim through P2P Data Sharing
and Ownership

Big data—extremely large data sets that may be analysed computationally—originated
with the increasingly advanced data collection capabilities of the internet, social networks,
the Internet of Things (IoT), artificial intelligence (AI), and sensors [22]. However, this
AI-driven algorithmic phenomenon has led to new consequences, such as hyper targeting
through data analytics, facial recognition, and individual profiling, received by many
with both helplessness and threat, resulting in not-so-desirable outcomes, such as massive
manipulation and control via the surveillance capitalism push in the US and the Social
Credit Systems in China [23].

In contrast, these societal concerns raised a debate in Europe that crystalised into the
General Data Protection Regulation (GDPR) coming into force since May 2018 [24], becom-
ing thereafter a fully fledged inspiration for several data regulations worldwide, including
the California Consumer Privacy Act (CCPA) [25]. Yet, while the discussion around data
governance has spurred fruitful debates [26], we must confess more nuanced and humble
cases, grounded in practice, are required to pave the way. At present, most alternative
initiatives stemming from platform co-operatives [27] are based on services provided by
Amazon Web Services (AWS), which has revealed the insurmountable hindrances related
to how hard is to bypass data extractivism [28–30].

Criticism of platforms that do not adhere to democratic principles has led to the
emergence of an alternative proposition, known as platform cooperativism: worker-owned
cooperatives based on open-source technologies, which respect ethical working conditions
and redistribute to the users the value they have created [31,32].

Amidst post-pandemic uncertainties, COVID-19, and now its Delta variant, have hit
pandemic-stricken citizens dramatically worldwide, creating a general risk-driven environ-
ment encompassing a wide array of economic vulnerabilities and also exposing them to
pervasive digital risks, such as bio-surveillance, misinformation, and e-democracy algorith-
mic threats. It has become clear how deeply data practices are connected to democracy.

Recently, in this similar vein, Ada Lovelace Institute found a ‘data divide’ of in-
equalities in access, knowledge, and awareness of digital health technologies used in the
pandemic, such as symptom-tracking apps, contact-tracing apps, and consumer-facing
mental and physical health apps [33]. The long-researched ‘digital divide’ risks trans-
forming into the ‘data divide’, as data-driven technologies developed in response to the
coronavirus pandemic, such as vaccine passports, benefit, represent, and respond to the
needs of some people and some groups more than others [34]. Hence, a much more
inclusive approach to developing data and data-driven systems is required.

Moreover, we are now witnessing the side effects of an uneven global vaccination
and its aftermath [35]. First, the paradox of vaccines passports (supposedly a tool meant
to unite the world after lockdown) could now instead end up balkanising it into closed
systems where only certain apps are accepted, only certain vaccine brands are welcome,
only some documentation is accessible to cross any border and enter a country [36]. Second,
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the global race for doses has also affected which countries receive which vaccines, resulting
in extreme protectionism also known as ‘vaccine nationalism’ [37,38]. Additionally, third,
despite the fact that biometric technologies from facial recognition to digital fingerprint-
ing have proliferated through society in recent years, the benefits they offer are clearly
counterbalanced by numerous ethical and societal concerns [39].

The quantity of data, and the resulting power, held by a small number of players
(so-called GAFAM: Google, Amazon, Facebook, Apple, and Microsoft) has already created
a counterreaction in the European continent [40]. The European Strategy for Data [41] and
the Data Governance Act [42] attempt to provide an alternative driven by data sovereignty
(whatever it might mean in both European Union as well as worldwide, and particularly in
the Global South regarding data colonialism) [21,43]. Recent years have seen an emergence
of this notion to claim data ownership in debates on the development, implementation, and
adjustment of new data-driven technologies and their infrastructures. Despite its unclear
territorial and technopolitical jurisdiction, data sovereignty is exemplified through national
data sovereignty in cloud computing, indigenous data sovereignty [44–46], and (more
intensively now) patient data sovereignty claims. At the end of the day, the concentration
of power around data has been counter reacted by claims stemming from national and
political interests, indigenous population’s digital rights, and users–consumers–workers–
citizens’ digital rights [47–50].

In the European continent, data sovereignty has adopted a legal form of data altruism
and donation, meaning that individuals can choose the way their data can be stored [51].
However, it remains to be seen how this data sovereignty enables citizen organisations
helping us move from the current paradigm of individuals giving up data to large big
tech entities to a system based on collective data rights and accountability, complete with
legal standards and fiduciary representation. Therefore, this article argues that these
co-operative forms known as ‘data co-operatives’ are a subcategory of the widespread
phenomenon called ‘platform co-operatives’ [17,31,32].

Data co-operatives are member-owned data management storages (e.g., credit unions)
with fiduciary obligations to members, where all data usage is for the benefit of members
and done only with their consent; it is driven by privacy preservation. Data co-operatives
focus on data interactions among citizens and not essentially on the core social value
behind them [52,53].

Hence, arguably, the current pandemic and democracy are pervasively related to data
governance issues, exposing citizens’ vulnerability in a potential surveillance state [54].
However, how can job quality (or worker power) be ensured for all platform workers
while also creating further democratic socioeconomic platformised alternatives to revert
algorithmic and data politics (data oligopolies) extractivist, business-as-usual hegemonic
paradigm [55]? At this stage, consequently, we may also ask whether it is possible to
alter existing data governance extractivist models to incentivise the emergence of platform
co-operatives [56,57] and data co-operatives [58,59], thereby protecting pandemic citizens’
labour and digital rights [60].

Never before has the crucial role that co-operative organisational forms—currently
reignited and reinforced through updated reformist paradigms such as the foundational
economy paradigm—play in sustaining the social fabric of communities, societies, and
economies become so visible to a broad public [31], nor has the need for such organisational
forms ever been more evident. Worldwide, in the post-COVID-19 era, neighbourhoods,
associations, co-operatives, and civic groups have self-organised to help guarantee access
to life-saving resources such as food, health services, IT equipment, clothes, shelter, and
psychological support to those in need [61,62]. One such case is the data co-operatives that
are being increasingly studied broadly in the academic literature and policy implementa-
tions as a base to provide solid research; for example, the recent article published in the
journal Sustainability [17] by the author of this article shows a deep examination of more
than 159 platform and data co-operatives. The present article stems from that empirical
examination by offering a novel framework to connect the potential formation of data



Smart Cities 2021, 4 1162

co-operatives with the necessary fertile sociopolitical ecosystem enabled through a certain
degree of data sovereignty for citizens and communities [63].

At present, there are several data co-operative such as Salus, Driver’s Seat, MyData,
LBRY, dOrg.tech, and Polypoly, which are so far intensively implemented.

Salus Coop is a non-profit data co-operative for health research (referring to health
data and lifestyle-related data more broadly, such as data that capture the number of
steps a person takes in a day), founded in Barcelona in September 2017. Salus aims to
create a citizen-driven collaborative governance model and management of health data. It
legitimises citizens’ rights to control their health records while facilitating data sharing to
accelerate public research innovation in healthcare.

Driver’s Seat is a data co-operative founded in 2019 in Milwaukee, Wisconsin. Driver’s
Seat is a driver-owned co-operative that empowers ride–hail drivers and on-demand
delivery workers to use shared data ownership to make the gig economy work better for
themselves and the communities they serve. Driver’s Seat has developed an app to collect
data from on-demand drivers to (i) return it to drivers in the form of actionable insights to
optimise their earnings and (ii) sell the collected data to local and state government to use
in planning and design, policy creation, and enforcement.

MyData is a health data co-operative started in 2015. MyData.coop enables citizens
to securely store, manage, and control access to their personal data by helping them to
establish and own national/regional non-for-profit MyData co-operatives. MyData co-
operatives act as the fiduciaries for their members’ data. MyData offers a platform on
which user members can securely store copies of their medical records, genomes, and
mHealth data. Members might decide to give their physicians access to all personal data
through the platform. In contrast, a not-for-profit cancer research institute could be given
access to only medical and dietary information. Members could deny access to a for-profit
drug company. Members’ revenues from the sale of data are donated to public research.

LBRY states ‘we think users should own their content (and their privacy) instead of
handing it over to a corporate giant and their advertising buddies. If you think we are
paranoid, there are dozens of examples of companies abusing users and acting against
their interests. It is not paranoia if they are actually out to get you’.

dOrg.tech currently transitioning to a data co-operative, is a full-stack development
collective that works with industry-leading projects in Web3 by using a decentralised
manner by builders worldwide through smart contracts, blockchain, and Ethereum.

Polypoly is a data co-operative that ensures that personal data no longer leave a
device, whether mobile phone, computer, or web-enabled toaster. PolyPod, the member
of the co-operative, has a private server that stores his/her data, and they are controlled
by him/her.

Moreover, stemming from the author’s previous empirical research on data co-
operatives [17], and specifically as empirical evidence of this article, below in Table 1,
is the full and updated list of 31 data co-operatives identified through the data set by the
Platform Cooperativism Consortium [64].
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Table 1. Data co-operatives: empirical evidence.

Data Co-Operative www * Sector/Activity

Intensively Implemented

1. Salus. Coop www.saluscoop.org Health

2. Driver Seat www.driversseat.co Transport

3. MyData www.mydata.org Data management

4. LBRY www.lbry.com Blockchain-based file sharing and payment network

5. dOrg.tech www.dorg.tech Full-stack development collective

6. Polypoly www.polypoly.org Personal data storage

Being Developed/Prototyped

7. Boniffi (former CULedger) www.boniffi.com
P2P services network of verifiable exchange for
financial cooperatives

8. Cozy www.cozy.io Personal data storage

9. Mydex www.mydex.org Personal data storage

10. OpenAQ www.openaq.org
Non-profit organisation empowering communities to clean
their air by using open air quality data

11. OpenHumans www.openhumans.org P2P knowledge production

12. Decode www.decodeproject.eu Tools to keep personal data private

13. Decidim www.decidim.org
Free open-source participatory democracy for cities
and organisations

14. MetaDecidim www.meta.decidim.org Participatory process

15. OpenDataManchester www.opendatamanchester.org.uk
It is a not-for-profit formed a diverse group of open data
advocates in 2010 that supports organisations to release data
and helps people use it

16. TheGoodData www.thegooddata.org This co-operative is now on hold

17. Health Bank www.healthbank.coop App with personal health history

18. Ubiquitous Commons www.ubiquitouscommons.org Commons-driven tools

19. Data Commons Cooperative www.datacommons.coop Data co-operative running community-driven projects

20. Waze www.waze.com Transport

21. Bank of the Commons www.bankofthecommons.coop
Cooperative banking service whose aim is to support
alternative economy projects and social movements on both a
global and a local level

22. Market. Fair www.market.fair.coop FairCoop’s online market.

23. Find. Coop www.find.coop Directory of alternative economic projects in North America

24. Gisc.coop www.gisc.coop
Farmer owned national data cooperative headquartered in
Lubbock, TX.

25. Moedaseeds www.moedaseeds.com
Blockchain-based digital banking, payments, and
microcredit services

26. OpenCreditNetwork www.opencredit.network Cooperative banking

27. Patient Critical Co-op www.patientcritical.com
Canada’s only patient-owned and steered healthcare
advocacy and education co-operative

28. Privacy Co-op www.privacyco-op.com Data justice cooperative

29. RChain www.rchain.coop Blockchain platform and key social coordination technologies

30. RobinHoodCoop www.robinhoodcoop.org Generic coop

31. SomConnexio www.somconnexio.coop Cooperative phone operator

* accessed on 1 September 2021.
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Notably, the aim of this article is not to provide empirical data or any kind of exper-
iment on this topic. Instead, this feature article aims to open up new research avenues
by elucidating how data co-operatives (as a subcategory of platform co-operatives) [17]
require a certain degree of data sovereignty as a technopolitical strategy to allow for being
co-developed with local and regional communities. These communities show a long history
and intrinsic co-operative traditions as a natural way to feed the new approach coined by
UN-Habitat called ‘People-Centred Smart Cities’.

3. Data Sovereignty: Sociopolitical Digital Right Claim for Communities and Citizens

According to Pentland and Hardjono, with 100 million members of credit unions,
the opportunity for community organisations to leverage community-owned data is mas-
sive [52]. Nonetheless, data sovereignty has been used so far for advocacy, and it seems
now more a claim than something that can be easily achieved in practice [65]. In fact, data
flows are complicated and not easy to be tracked, as we are witnessing in the aftermath of
COVID-19. Furthermore, the legal rights associated with data flows depict a complex set of
boundaries when it comes to ownership of data. While there exists a remarkable degree of
harmonisation and coherence around data protection’s core principles in key international
and regional agreements and guidelines, there are diverging implementation practices
around data flows. In addition, Hardjono and Pentland advocate how financialising per-
sonal data, data co-operatives might emerge at the community level [53]. However, this is
rather unlikely without any means of controlling data flows and ensuring data sovereignty
for members of specific local communities [66].

Data sovereignty involves, or can be identified with, the control of data flows with
national jurisdiction [67]. Nevertheless, as these studies themselves indicate, further sys-
tematic analyses are needed for questioning the generalisability of data sovereignty [68].
As such, data sovereignty presents a broad variety of themes, including the authority of na-
tional governments over data stored in domestic or foreign clouds, as well as indigenous-,
community-, or nation-building groups, and patient data sovereignty over health data.
The linkage between data co-operatives and data sovereignty lies in the fact that data
co-operatives may rely considerably on the right and the degree of effectivity of this
sovereignty in relation to their citizens’ own data. Aside from this path dependency, the
effectiveness of data sovereignty requires the willingness of co-operatives’ members to
donate their data altruistically. Consequently, this article acknowledges that the ‘People-
Centred Smart Cities’ approach, led by UN-Habitat and inspired by principles of the
foundational economy [31], may need to advocate for implementations of data ecosys-
tems worldwide [20,69]—at the city–regional level through multi-level governance policy
frameworks and data devolution schemes—to allow certain degrees of autonomy or data
sovereignty in communities facilitating the creation of data co-operatives.

Hence, data co-operatives being a voluntary collaborative pooling by individuals of
the personal data for the benefit of the membership of the group or community, present
several shortcomings as well. Some advocates may see only the data pooling process as a
purely technical process, whereas it is clearly a social–communitarian process based on
trust and related to social capital. As Loukissas argued, all data ultimately are local; thus,
the territorial and local dimensions of this discussion cannot be overlooked. It is key that
the ability to balance the world’s data economy inevitably depends on the fair interplay
among stakeholders [70]. Consequently, it is clear that citizens and workers by themselves
have no direct representation, yet consumers who were able to control their data would be
a force to be acknowledged when their data would be localised/territorialised in certain
data ecosystems [71].

Communities using their own data require decentralised and federated data ecosys-
tems arranged by sectors (health-related data, environmental data, transport and mobility
data, energy, consumption data, etc.) being clearly located in specific places, allowing to
interoperation with each other, unless members of the community decide not to do so. This
would mean owning data and being sovereign about their own data members produce.
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This article suggests that data should be co-operativised among members (citizens or work-
ers) of communities. For co-operativising data, this article considers that localising data
require at the same time trans-local federated data ecosystems (via blockchain) to scale up
the potential of the co-operative action and outreach [72]. Citizens in communities will thus
be using their own data, gathered in local repositories owned by them while contributing
to data sharing if they would allow. This notion has been defined in the literature as ‘data
devolution’ [71].

Actually, this is the case of Eva.coop, a Montreal-based data co-operative [73,74]: They
provide an infrastructure for groups but without accessing local data about passengers.
Some data are shared, however. Eva.coop is built on the EOSIO blockchain protocol as a
way to show how the co-operative model could mark a new blockchain-based iteration
of the sharing economy driven by decentralised system that respects user privacy and
fits into local needs [75]. Local data matters, and Eva might have shed light on the way
to follow. Local communities have more input, drivers are treated more fairly, riding
members maintain their privacy, and are comforted by a locally supported app. Could
this third generation of blockchain be a protocol from which to scale up a federated
co-operative commonwealth based on structured data ecosystems by economic sectors
(transport, healthcare, education, etc.) [76]?

Obviously, there are also obstacles. Communities will have to be educated about
co-operative principles. Beyond that, such local data co-operatives may not be easily
replicated because they are rooted in their contextual and territorial critical factors. Over
time, governance within such co-operatives may also become a challenge: they could
erode or be destroyed as some may people join, and others may have to be asked to leave.
Therefore, this article recognises that data co-operatives cannot be seen as a one-stop shop
that will fix all the ills of platform capitalism. This article suggests data co-operatives
as an approach that is part of a toolbox that also includes efforts such as Solid [77], but
also unions, neighbourhood associations, regulatory intervention, public ownership, and
hybrid among these forms.

This article acknowledges, therefore, the limits of the framing of data co-operatives
through data sovereignty. What does data sovereignty or ownership of a digital platform
as a data co-operative mean when most communities and groups have so far relied on
commercial upstream services? What does it mean when data co-operatives are using
proprietary software and the cloud services of large tech companies? An alliance of co-
operative data services offered from the margins might gradually overcome commercial
upstream services by decentralising data governance models at the local level. At the
very least, smart cities, not only communities in the Global North but also in the Global
South, should be at the table when discussing legal instruments of data co-operatives.
Co-operative scholars, historians, and leaders of organisations, especially from LGBTQI
communities, indigenous people, minority languages’ activists, and defenders of the right
to decide in stateless nations, should be part of the conversations about legal templates
and technological infrastructure for these data institutions [78,79]. An alliance of data
services offered from the margins might help to diversify the digital economy gradually [61].
Understanding the thrill of pioneering legal or technical models for novel data management
is very much required to set up data co-operatives. Nonetheless, proposals for data co-
operatives should be co-developed with co-operative practitioners and connected to the
long history and analysis of the various forms of co-operatives. In summary, data co-
operatives will need to be anchored in local communities shaped by their specific cultural
traits and features as a way to resist data colonialism [80–82].

There are probably few policy aspects worth considering for scaling up data co-
operatives [83,84]: First, there is a clear need to reactivate civil societies for experimentation,
paying special attention to city–regional unique features as clear sources of community-
driven sovereign data to foster the creation of locally based data co-operatives. Second,
it is still likely necessary to provide enhanced training about the scope and functioning
of co-operatives to enable fertilisation of data co-operatives. Third, procurement and



Smart Cities 2021, 4 1166

public incentives are required to push ahead, enhance, and reinforce platform and data
co-operatives beyond marginal experiments aligned with data donation and altruism.

Finally, initiatives around data co-operatives need to find their own strategic pathways
amidst digital and social economy policy agendas in each regional context worldwide.

4. People-Centred Smart Cities: Transitional Framework to Subvert Surveillance
Capitalism and Sensory Power

Against this backdrop, since 2018, UN-Habitat has been promoting the newly estab-
lished smart city trend through its flagship programme entitled ‘People-Centred Smart
Cities’ [13]. According to the UN-Habitat, ‘digital technologies, depending on their use,
can be a force that widens social gaps or reduces them’. Consequently, UN-Habitat aims to
reduce digital inequality, building digital capacity, and ensuring that new technologies are
a force for good. Insofar as UN-Habitat is supportive with the UN as the essential platform
where all relevant actors, including governments, along with companies, technical experts,
and civil society can come together to share policy expertise, and explore the possibility of
a ‘Global Commitment on Digital Trust and Security’ (p. 1).

The ‘People-Centred Smart Cities’ programme flagged the necessity of bringing end
users, citizens, and people back to the forefront of the analysis about smart cities. The
recent awareness of the technopolitics of data in cities has led to a gradual, resilient, and
joint urban reaction—pushed forward by the aftermath of the pandemic and exacerbated
by the algorithmic crisis—which has put city governments at the forefront of safeguarding
citizens’ digital rights and communities’ data sovereignty through the active procurement
of data co-operatives, as was shown in the previous section. This awareness in cities
has been supported by a policy reaction resulting in intensive discussions among cities
and their urban stakeholders about ways to tackle the pandemic crisis by raising debates
around the importance of data sovereignty. UN-Habitat is, therefore, currently amplifying
an urban response that is gradually sparking an updated institutional, alternative, and
experimental transitional version to the hegemonic smart city concept [16], as anticipated
by the academic literature in the past [85,86]. UN-Habitat defines the ‘People-Centred
Smart Cities’ approach as ‘a way of re-thinking about the application of digital technologies
by cities and communities that is grounded in human digital rights and principles of
inclusion, hereby ensuring that no one and no place are left behind’ [13] p. 1. According
to this definition and further ongoing implementations on this reconceptualisation, this
article elucidates that this new brand seems to foster an active role for end users, citizens,
and people in communities as decision makers rather than mere data providers [26].

In a similar vein, the UN strategy on sustainable urban development highlights digital
transformation and new technologies as one of four frontier issues that require a special,
coordinated response. According to the New Urban Agenda, the adoption of a smart
city approach should make use of opportunities from digitalisation, clean energy, and
technologies. However, UN-Habitat acknowledges that in the absence of public oversight
and accountability, data on citizens and communities are being extensively recorded,
often by private companies, thereby raising concerns around privacy, surveillance, data
sovereignty, and individual autonomy. In fact, the Office of the High Commissioner on
Human Rights is working on understanding exactly how international human rights as
digital rights can be applied in cyberspace and for smart cities.

In response to how digital literacy has been overlooked in many smart cities so far
and closely following the contours of the ‘People-Centred Smart City’ debate, there has
been a counter-reaction fuelled by the interplay of certain multi-stakeholders, highlighting
the need for an ethically transparent data-driven society that reinforces the digital rights
and data sovereignty of citizens through accountable data ethics [87,88]. This is the case
of the Cities’ Coalition for Digital Rights (CCDR), a city network established in 2018 by
the local authorities of three main global smart cities: Barcelona, New York City, and
Amsterdam [89]. Alongside this reaction, evidence-based decision making at local levels
is needed to encourage the real and doable implementations of Sustainable Development
Goals (SDGs) through local stakeholders.
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In response to the research question of this article regarding how we can describe
in parallel the potential emerging alternative around data co-operatives through data
sovereignty, given that both technopolitical notions are intertwined and are explicitly
presented as key principles of the new ‘People-Centred Smart Cities’ approach (coined by
UN-Habitat to subvert the negative side effects on social exclusion, digital, and data divide
stemming from the existing and highly hegemonic surveillance capitalism and sensory
power), UN-Habitat acknowledges the following flaws on smart city implementations
so far: (i) lack of awareness of longstanding smartness in cities; (ii) overreliance on the
optimisation narrative; (iii) lack of evidence and key performance indicators (KPIs); (iv)
failure to engage residents in a meaningful manner; (v) privatisation of public infrastructure
and services; (v) lack of transparent and structured data governance [16,90–93].

Hence, the ‘People-Centred Smart City’ approach was coined to renew the main
principles of the smart city. The aim is to empower local governments to take a multi-
stakeholder approach to digital transformations that realise sustainability, inclusivity,
prosperity, and human digital rights for the benefit of all [94]. There are three key features
of this approach for smart city local governments that resonate with the notions presented
previously on data co-operatives and data sovereignty. The first feature is that technology
should be evaluated for its ability to address the needs determined by the people it serves,
and, by extension, data are considered assets in the hands of citizens. The second feature
refers to the fact that citizens should be empowered to intervene and shape interventions
in collaboration with the government or establish their own initiatives by using shareable
data. The third feature addresses digital rights as the core that should lead to digital
inclusion at all levels in smart cities [95,96].

Stemming from the formulation of the ‘People-Centred Smart City’ approach, this
new formulation elucidates the importance of autonomy and sovereignty about citizens’
data and suggests p2p mechanisms to manage, store, and even own data; this in itself may
be a direct invitation (i) to consider data co-operatives as a feasible, doable, and desirable
organisational forms and (ii) to empower communities and citizens through their digital
right to claim their own data sovereignty. Therefore, in building ‘People-Centred Smart
Cities’, local governments are entitled to protect digital rights, as well as tackle data and
digital divide in communities from exclusive private sector data ownership or, in its most
extreme form, surveillance capitalism and data extractivism and colonialism [29,81]. Data
sovereignty claims to (i) enable equitable access to information and communication tech-
nology (ICT), (ii) open channels to harness residents’ capacity and knowledge regardless
of demographic, and (iii) support residents’ development of smart city solutions on their
own terms.

In conclusion, taking a ‘People-Centred Smart City’ approach means redefining the
classic ‘smart city’ approach along these parameters by including explicitly the notions of
data co-operatives and data sovereignty—namely, (i) orienting data co-operatives towards
reflecting and serving the interests of residents, rather than focusing primarily on efficiency,
top-down control, and the narrow interests of the technology industry; (ii) building inclu-
sive, meaningful, and deliberate citizen participation, including extensive consultation,
collaboration, and co-production; (iv) creating a citizenship framework underpinned by
civil, social, political, symbolic, and digital rights based on data sovereignty for citizens
and communities [97]; (v) protecting and leveraging digital public assets, including data,
for the common good; and ultimately, (vi) focusing on projects and programming that
make equity, democracy, and social justice key aspects of smart city initiatives [98].

5. Conclusions

The main contribution of this article is that of opening new research avenues by
suggesting an alternative pathway to subvert surveillance capitalism and sensory power
in smart cities. In doing so, this article illustrates an open debate in data governance and
the data justice field related to current trends and challenges in smart cities [99]. Although
there is an extremely preliminary development of this new pathway, this article sheds
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light on two intertwined notions that are paving the way towards the new approach about
smart cities—data co-operatives and data sovereignty—coined recently by UN-Habitat as
‘People-Centred Smart Cities’.

The novelty of this article lies in the fact that, so far, smart city literature has seldomly
addressed technopolitical aspects, including p2p data sharing and ownership organisa-
tional forms (e.g., data co-operatives) in relation to the current increased awareness of
data sovereignty as possibly one of the most urgent challenges for post-COVID-19 smart
cities. The research literature on co-operatives and sovereignty existed very much at the
core of the debate about the technocratic mainstream and hegemonic approach of the
smart city. ‘People-Centred Smart Cities’, as the main term popularised by UN-Habitat,
may well provide a turning point in the understanding, meaning, and practices around
the so-called smart city concept. Acknowledging the limitations related to the topics ad-
dressed, this article is, therefore, novel in terms of providing a sequence around previous
research on data and platform co-operatives and technopolitical awareness of data in smart
cities by advocating the need for serious consideration of data sovereignty, not only in its
technopolitical dimension but also in its city–regional dimension.

Discussions on smart cities and recent literature on data governance and [100,101], more
broadly, digital economy, society, and citizenship are already employing concepts, including
data co-operatives [11,17,52,53,66,78,83,84], data sovereignty [12,18,19,46,49,50,65,68,78], data
colonialism [21,80,82], and data devolution [14,20,22,69,71] (Figure 1). This article articu-
lates this intertwined relationship by suggesting a more distinct interrelated conceptual
angle that could be seen as an emerging trend in the field of smart cities [102].

In this vein, the new research line addressed in this article may evolve towards
emerging horizons that stem from the current literature review and potential solutions
that will probably lead to new research ideas around the unexplored city–regional and
territorial dimensions so far. Despite the fact that data co-operatives are an emerging field of
experimentation, there is still a necessary policy push worldwide to force them to leave the
marginal or niche experiment zone. Data co-operatives are still not cemented in community-
led structures and dynamics. Instead, data co-operatives may well exist because data
altruism and donation are gradually taking over and opening up new possibilities for
socially oriented data scientists and activists [103]. Regarding data sovereignty [104],
it is equally true that data sovereignty—although interchangeably used sometimes as
digital or technological sovereignty—is gaining momentum. Nonetheless, beyond the
widespread assumption that these terms are broadly used, academic literature is scarce
and inconclusive about the city–regional and territorial dimensions of sovereignty. As
such, in several recent conferences such as ‘Data Justice Lab 2021′, data sovereignty seems
to be reserved only for these ‘global’ issues by ‘global’ minorities; surprisingly assuming
that linguistic minorities or stateless nations claims on their digital rights, particularly in
Europe, are not ‘global’ enough as to be considered properly discussed in these academic
discussions [61]. This article attempts to contribute to this necessary debate insofar as
the European context is probably at stake at the moment without clear indications about
how to federalise data through ecosystems, and, beyond the scope of this article, more
importantly, how to federalise digitalisation through data ecosystems within and across
nation-states [79,105]. This is the novelty to which this article contributes.

Thus, in the upcoming years, academic discussions and technopolitical implementa-
tions around data co-operatives and data sovereignty will evolve towards two main streams
embedded in the city–regional (or territorial) dimension. Potentially, then, ‘People-Centred
Smart Cities’ will inevitably need to consider and thus merge and gradually assemble both
dimensions (Figure 1) [105], taking into account the following observations:

First, there is a need to establish data ecosystems at the city–regional level by ensuring
a certain level of data devolution, which means bringing data back to citizens [14,71].
Consequently, data flows and sharing policy will be needed among different institutional
layers through multi-level governance frameworks [20,69].



Smart Cities 2021, 4 1169

Second, in the post-COVID-19 era [10], data colonialism will disclose increasing
differences among the Global South and the Global North [106,107]. Hence, the ‘People
Centred Smart Cities’, as a newly branded concept coined by UN-Habitat, justifies this
new approach for launching a new urban paradigm for both the Global North and the
Global South, by which digitalisation and datafication require gradual decolonisation [108].
Indeed, it is noteworthy that as a result of the forthcoming new data regulation called
Personal Information Protection Law (PIPL) in China, emulating the goals of the so-called
GDPR and being effective from 1 November 2021, data sovereignty will conquer onwards
an increasing amount of policy debates and discussions around the globe, sparking an
insightful diversity of reactions [109].

This article has described in parallel the potential emerging alternative around data
co-operatives through data sovereignty by presenting both. Consequently, the article
offered a narrative to revisit and tackle the negative side effects on social exclusion, digital,
and data divide characterised as clear consequences for communities and citizens of
surveillance capitalism.

It goes without saying that the article attempted to address an ongoing debate on
data and smart cities by providing existing practices and conceptualisations around data
co-operatives, data sovereignty, and ‘People-Centred Smart Cities’. As a way to open up
the scope of the debate and enhance the plethora of options around it, it would be useful to
clarify that this article offers an alternative view: It is far from the intention of this article to
articulate the content as a dogmatic corpus. Instead, it offers ways to ensure inclusiveness
by enriching the academic and policy discussions onwards.

Finally, it would be worthwhile if this article could be used as an inspiration for other
conceptualisations and collection of cases worldwide regarding data co-operatives and
data sovereignty by adding evidence to the prevailing nexus between smart cities and data.
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