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A B S T R A C T   

The literature so far has been focused on technological sophistication rather than the aspects of blockchain 
adoption that can hinder or facilitate the use of the technology. To address this gap this paper aims to study the 
cognitive factors underpinning adoption decision-making moderated by user characteristics. Using a cross- 
sectional research design, the study recruited 506 respondents to participate and test the relationships 
hypothesised in the research model. The results of the analysis demonstrated that perceived threat vulnerability, 
response cost, response efficacy and self-efficacy determine adoption intention. These factors have varying effects 
on intention depending on users’ subjective knowledge, objective knowledge and innovativeness. This evidence 
contributes to the understanding of users’ perspectives on blockchain adoption, which has been under- 
researched so far. The findings shed light on the cognitive factors motivating blockchain-based technology use 
and the individual characteristics of users who are likely to adopt the technology in the context of data privacy 
and security. In turn, these findings can inform practitioners about the aspects of user behaviour that should be 
considered while developing and marketing the technology.   

1. Introduction 

In adoption and acceptance studies, the underlying technologies 
considered are typically “black boxes”. For example, when it comes to 
electronic banking users do not need to fully understand how security 
works. They are focused on the benefits and what the technology does as 
opposed to how it does it. There are often cases, though, where the 
underlying technologies form a significant part of the overall product or 
service offering. As a result, these technologies come to the foreground 
and are used as a differentiating factor that aims to encourage adoption. 
The blockchain is such a case. A blockchain is “a technology which made it 
possible to build an immutable, distributed, always available, secure and 
publicly assessable repository of data (ledgers), which relies on a distributed 
consensus protocol to manage this repository (e.g., to decide what valid new 
data to include) in a distributed manner” (Sankar et al., 2017). It is not a 
unified technology with predefined services, but an underlying tech-
nological block that enhances the security and privacy of digital trans-
actions irrespective of the area of application (Hughes et al., 2019; 

Kavanagh & Ennis, 2020). The primary advantage of enhanced privacy 
and security characterise the blockchain as a privacy-preserving tech-
nology (Centobelli et al., 2021; Mora et al., 2021; Warkentin & Orgeron, 
2020). However, the technological complexity of the blockchain raises 
challenges for users’ understanding (De Leon et al., 2017; Sahebi et al., 
2020). Typical users find it difficult to grasp its use cases, services and 
benefits, let alone the functionality of its infrastructural layer (Ingold & 
Langer, 2021; Liu, 2021; Pleger et al., 2021). 

Given the above, there is a gap in the current literature focusing on 
blockchain utilisation. Specifically, there is a lack of insight into the 
factors explaining users’ perceptions of the services and applications 
enabled by blockchains. The focus of the predominant stream of 
research is on technical components creating value in the digital ex-
change of data (Yang et al., 2019; Zheng et al., 2017). Only a few papers 
have adopted a user-centric approach, such as users’ perception of 
cryptocurrency (Albayati et al., 2020; Salcedo & Gupta, 2021), the 
traceability feature (Asfarian et al., 2020), privacy and trust (Kowalski 
et al., 2021; Shin, 2019). There is, as yet, no evidence about the 
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psychological and cognitive factors underpinning users’ decision mak-
ing when it comes to the use of the technology preserving users’ data 
privacy. The lack of individuals’ understanding as to how 
blockchain-based applications and services can ensure personal data 
privacy and security reduces their perceived benefits and the public’s 
willingness to adopt them. Hence, it is important to gain an insight into 
the cognitive factors underpinning the adoption of such technological 
“black boxes”. This is especially true considering that blockchain tech-
nology as a building block has been increasingly utilised to enable 
technologies in different domains (Hughes et al., 2019; Kavanagh & 
Ennis, 2020). Due to the security and privacy features of blockchains, 
the adoption of the technology can be regarded as a behaviour pro-
tecting oneself from the consequences of the privacy and security issues 
in digital data exchange. In such use cases, threat-related cognitions, 
associated with the evaluation of the benefits and costs of adopting 
technology, could potentially play a pivotal role in protection motiva-
tion (Culnan & Armstrong, 1999; Floyd et al., 2000). When it comes to 
the evaluation of risks and personal capabilities, individuals’ knowledge 
and predisposition to adopt new technologies could explain the variance 
in behavioural intention (Newell et al., 2000; Rogers, 2010). Knowledge 
is especially important when assessing the rationale for switching to 
protective behaviour, which is dependent on weighing privacy risks 
against the benefits of existing behaviour (Awad & Krishnan, 2006; 
Culnan & Armstrong, 1999; Dinev & Hart, 2006). This assumption about 
the significant role of knowledge originates from prior studies. These 
suggested that knowledge and awareness of the consequences of security 
protection measures significantly affect the perception of the coping and 
threat appraisal factors, facilitating or inhibiting the motivation to 
engage in adaptive behaviour (Liang & Xue, 2010; Torten et al., 2018). 
Therefore, to understand potential differences related to the effect of 
cognitive appraisal factors among people, their knowledge and inno-
vativeness need to be taken into consideration. 

In order to make a contribution towards addressing the above gaps, 
this study sets out to examine blockchain adoption from the users’ 

perspective. As a first step, the study aims to explore the motivational 
role of cognitive factors, such as coping and threat appraisal, in the 
intention to adopt a blockchain. For that purpose, the study adopts the 
Protection Motivation Theory (PMT), which has been confirmed to be 
robust in explaining switching behaviour in online and technology- 
mediated environments as a measure to protect oneself from unfav-
ourable consequences (Elhai et al., 2017; Jansen & Van Schaik, 2018; 
Menard et al., 2017). PMT helps explore the belief as to whether 
security/privacy threats can affect individuals’ decision making and 
whether users perceive blockchain-enabled applications as being able to 
help avoid those threats. As a second step, the study tests the moderating 
role of knowledge and innovativeness in technology adoption. This 
approach helps explore the variance in the effects of PMT variables on 
behavioural intention depending on the degree of users’ objective and 
subjective knowledge and innovativeness. 

The paper is structured as follows. First, the paper presents a liter-
ature review on blockchain technological factors, benefits and risks. The 
next two sections present theoretical frameworks followed by the 
development of hypotheses, justifying the proposed relationship in the 
model. Then, the paper explains the methodology of the study, and 
proceeds with the results of path analysis and a discussion of the find-
ings. The paper concludes with a short summary of the study, it outlines 
limitations and makes suggestions for future research. 

2. Literature review and hypothesis development 

2.1. Blockchain adoption 

A blockchain is based on a distributed ledger, a cryptographic se-
curity protocol and a consensus mechanism (Aujla et al., 2020; Beck 
et al., 2016). The distributed ledger ensures that the entry of new data 
creates a block that is not stored in a single location, but continually 

copied and distributed to different nodes across the network, making it 
accessible and traceable by the participants of the network (Cuccuru, 
2017; Lu & Xu, 2017). Data forms a chain of sequentially created blocks, 
which are cryptographically protected, thus making data immutable. 
That means that once the user has agreed to proceed with a transaction, 
the record of it can never be altered (Atlam & Wills, 2019; Lu & Xu, 
2017). The data is controlled and validated by a centralised or decen-
tralised consensus mechanism (Tönnissen & Teuteberg, 2020). The data 
immutability and the validation mechanism of the distributed system 
increase the trustworthiness of transactions and eliminate the need for 
intermediaries (De Filippi et al., 2020; Ying et al., 2018). 

The degree of data accessibility, immutability, control and the 
openness of the blockchain for participants varies depending on the type 
of blockchain network, which can be public, private and consortium 
ones (Bauer et al., 2019; Marikyan et al., 2021; Morkunas et al., 2019; 
Zheng et al., 2017). A public blockchain is free for participation, making 
the network large in terms of the number of nodes. A large number of 
participants makes any attempt at data tampering more difficult. Data in 
the network is accessible for all actors and completely decentralised, 
which makes it uncontrollable by the organisation (Bauer et al., 2019; 
Zheng et al., 2017). Private and consortium blockchains are permis-
sioned and can imply restrictions on data accessibility. The limited 
number of participants lowers the degree of data immutability. The 
networks are centralised or partially decentralised, which gives a central 
authority to control transactions (Zheng et al., 2017). 

The features of the technology, namely disintermediation, accessi-
bility, immutability and control over the blockchain, enable benefits but 
also create risks revolving around data transparency, privacy, security 
and system usage. Due to the accessibility of blockchains to the public, 
the transactions become transparent and traceable. This gives the public 
an opportunity to see the history of data exchange, control transactions 
by lowering the possibility of data misuse and boosts confidence in the 
quality of the services provided. The immutability, enhanced trans-
parency and traceability of data bring benefits in terms of system se-
curity and the capability to preserve actors’ privacy (Cuccuru, 2017; 
Janssen et al., 2020). Specifically, the distributed data exchange in-
creases a system’s ability to withstand any potential cyber-attack by 
allocating information to other nodes if one has been attacked, thus 
strengthening security (Atlam et al., 2018; Dubey et al., 2020). The use 
of a blockchain in e-government services can eliminate potential fraud, 
data manipulation and corruption (Kshetri, 2017). On the other hand, 
the traceability and transparency of transactions could raise concerns, as 
blockchain networks enable users to see all records of transactions 
(Ahram et al., 2017). Although the actors are anonymous, some scholars 
argue that the transactions can be traced back to the users’ IP address 
(Yli-Huumo et al., 2016). Also, the deployment of blockchain technol-
ogies can result in overhead costs required to maintain operational 
complexity enabling anonymous participation for users (Anderson et al., 
2016; Kiayias et al., 2017; Notheisen et al., 2017). The operational 
complexity, in turn, may cause a decrease in transaction throughput and 
latency (Notheisen et al., 2017). 

From the privacy calculus perspective, the decision to adopt such a 
technology can be the result of the evaluation of the trade-off between 
risks and benefits. Such a perspective suggests that privacy decisions are 
inhibited by perceived risks and facilitated by perceived benefits (Awad 
& Krishnan, 2006; Culnan & Armstrong, 1999; Dinev & Hart, 2006). The 
evaluation of the consequences of technology use requires a knowledge 
of the system, which may bring benefits or cause privacy risks (Liang & 
Xue, 2010; Torten et al., 2018). For example, the decision to adopt 
blockchain-based applications can be dependent on whether the risk of 
personal data mistreatment outweighs the financial and operational 
costs associated with the use of technology. However, due to the tech-
nical complexity of blockchains, the general public has little awareness 
about the technology and how it works (Atlam et al., 2018). This does 
not help encourage adoption, as users may not fully appreciate the 
benefits that such a technology can bring. 

D. Marikyan et al.                                                                                                                                                                                                                              
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Drawing on the technology adoption literature, a number of theo-
retical frameworks have been used to explain the perceived antecedents 
of motivation when it comes to technology in relation to security and 
privacy risks. Researchers tested the factors that were pertinent to 
individual-specific constraints or facilitators of behavioural motivation 
(Herath & Rao, 2009; Ifinedo, 2012; Menard et al., 2017). For example, 
the Theory of Reasoned Action (TRA), the Theory of Planned Behaviour 
(TPB) and Self-determination Theory have been used to study the role of 
personal capabilities and needs (e.g. competence, behavioural control, 
relatedness) that are important for engaging in security-compliant 
behaviour (Herath & Rao, 2009; Ifinedo, 2012; Menard et al., 2017). 
Other studies drew on the factors that matter in strengthening security 
compliance, such as appeals to fear and concerns that can trigger in-
dividuals’ withdrawal from the threat-inducing behaviour (Mcleod & 
Dolezel, 2021; Featherman & Pavlou, 2003). For example, Security 
Capitulation Theory considers the feeling of threat inevitability trig-
gered by privacy, vulnerability and security issues, leading to behav-
ioural withdrawal (Mcleod & Dolezel, 2020; Mcleod & Dolezel, 2021). 
Perceived Risk Theory distinguishes the facets of the risks, such as 
psychological, financial, performance, privacy and time, that hinder 
technology adoption (Featherman & Pavlou, 2003). Although the above 
theories are robust in predicting the risks, associated emotions and in-
dividual needs and abilities, they do not explain the cognitive mecha-
nisms that underpin individuals’ approach behaviour. The 
understanding of coping and threat appraisal is important when exam-
ining motivations to undertake certain actions, as motivations can result 
from the evaluation of the perceived benefits of actions relative to the 
costs of carrying out such actions. 

The research on protective behaviour from the cognitive perspective 
shows the application of the theory on coping mechanisms developed by 
Lazarus and Folkman (1984). The theory made it possible to study the 
role of emotions and cognitive techniques that downplay or strengthen 
the perception of threat underpinning security compliance (D’Arcy 
et al., 2009). Also, researchers used Technology Threat Avoidance 
Theory (TTAT), which stems from PMT and focuses on cognitive 
appraisal factors that facilitate behavioural avoidance (Liang and Xue, 
2009, 2010). However, TTAT was developed to investigate the cognitive 
mechanisms underpinning the avoidance of malicious technology rather 
than the adoption of security safeguarding systems. The cognitive 
mechanisms underpinning approach and avoidance behaviour are 
different in relation to the goal direction. Approach cognition implies 
that individuals undertake behaviour pushing them towards the desired 
end state. Avoidance cognition means that individuals move away from 
the harmful present state without a clear understanding of a desired end 
state (Liang & Xue, 2009). In contrast, Protection Motivation Theory 
(PMT) has been used to examine individuals’ approach motivation 
resulting from the evaluation of privacy security threats and the activ-
ities required to cope with them (Elhai et al., 2017; Jansen & Van Schaik, 
2018; Menard et al., 2017). Rather than focusing on the triggers and 
enablers of behaviour (i.e. emotions, perceived risks, individual abili-
ties), the use of PMT can shed light on the mechanisms of the assessment 
of risks, costs and benefits. Such knowledge can help address the gap in 
the literature related to the lack of research on the appraisal factors 
motivating the adoption of blockchains as a measure to avoid security 
and privacy issues. 

The next section of the paper discusses the principles and the core 
factors of PMT, underpinning the research model developed in this 
study. The section provides the justification for hypothesising the re-
lationships between the cognitive factors and the motivations to adopt 
services enabled by blockchains as an adaptive behaviour directed at 
ensuring the privacy and security of personal data. 

2.2. Research model and hypothesis development 

2.2.1. Cognitive factors 
PMT is rooted in the expectancy-value paradigm, which maintains 

that individuals’ behaviour change is driven by the expectancy that it 
will result in consequences. Fear of a potential threat incurred by the 
behaviour is the stimulus to avert a threat (Rogers & Prentice-Dunn, 
1997; Rogers, 1983). Behaviour change reflects individuals’ maladap-
tive and adaptive behaviour when facing threats. Adaptive behaviour 
refers to recommended activities that one should take to eliminate the 
threat, while maladaptive behaviour refers to the tendency to avoid the 
recommended activities (Menard et al., 2017). There are two sets of 
cognitive processes that predict maladaptive or adaptive behaviour, 
namely threat appraisal (threat severity and threat vulnerability) and 
coping appraisal (response efficacy, self-efficacy and response cost) 
(Rogers, 1983). When individuals face a threat, they cognitively eval-
uate the severity of that threat and their capability of confronting it 
(Menard et al., 2017). 

The first cognitive factor related to threat appraisal is perceived 
threat vulnerability. This refers to the individuals’ assessment of the 
likelihood that threatening events might occur (Ifinedo, 2012). When it 
comes to the use of technology, threat may refer to financial losses, 
private data misuse or identity exposure in online transactions. PMT 
posits that there is a direct relationship between perceived vulnerability 
and behaviour (Chenoweth et al., 2009). The relationship has been 
confirmed empirically when examining information systems security 
behaviour, such as compliance with policies and the adoption of 
anti-spyware software (Chenoweth et al., 2009; Ifinedo, 2012; Lee, 
2011). However, the significance of the effect was not consistent across 
different studies (Menard et al., 2017; Tsai et al., 2016; Vance et al., 
2012). A potential explanation of the contradictory findings could be the 
context of the research. The studies mostly focus on the threats resulting 
from the use of technology that can be partly controlled by users 
(Menard et al., 2017; Tsai et al., 2016; Vance et al., 2012). Individuals 
may think that particular types of threats are not likely to happen, even 
though they potentially exist (Vance et al., 2012). When it comes to the 
current study, the threat is associated with the misuse of data by third 
parties, who can be difficult or impossible to control unless 
privacy-preservation technology, such as a blockchain, is used. Given 
the seriousness of the threats that blockchain technology is designed to 
tackle and evidence of frequent cyber-hacking cases, we expect 
perceived vulnerability to have a significant effect on intention to adopt 
blockchain-enabled services. 

The second threat appraisal construct is perceived threat severity. 
This is defined as “the degree of physical harm, psychological harm, social 
threats, economic harm, dangers to others rather than oneself, and even 
threats to other species which refers to the severity of the outcome or conse-
quence of the event” (Rogers & Prentice-Dunn, 1997). In information 
systems management, the construct reflects the seriousness of the con-
sequences of events, such as hackers’ attacks and financial fraud. 
Perceived threat severity was found to have a significant role in moti-
vating practices, such as energy-conservation, compliance with security 
policies, and the adoption of antiplagiarism software (Ifinedo, 2012; 
Lee, 2011). Consequently, we assume that when it comes to blockchain 
adoption, the role of threat severity will be significant in motivating 
adoption. This may be especially the case considering that the use of 
privacy-preserving technology is induced by the risk that third parties 
may get hold of personal data and treat it inappropriately. Such conse-
quences are beyond one’s own control. In contrast, when individuals 
have a high degree of control over the behaviour and are aware of the 
threats and personal efficacy in relation to protective measures, the ef-
fect of threat severity may play a relatively less important role (Hanus & 
Wu, 2016; Menard et al., 2017; Tsai et al., 2016). In such situations, the 
perception of the coping efficiency could attenuate the effect of threat 
severity on the intention to undertake security measures (Tsai et al., 
2016). Given the above, we hypothesise: 
Hypothesis 1. a) Perceived threat vulnerability and b) perceived 
threat severity have a positive effect on intention to adopt blockchain- 
enabled services. 
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Coping appraisal processes are dependent on response efficacy, self- 
efficacy and response cost. Response efficacy refers to the individual’s 
belief that adaptive behaviour will avert a threat (Lee, 2011). Prior 
studies have confirmed the role of response efficacy in technology use by 
demonstrating the positive relationship between the evaluation of the 
effectiveness of protective measures and intention to switch behaviour 
(Chenoweth et al., 2009; Menard et al., 2017). Given such findings and 
the evidence about the security and privacy benefits of blockchains 
(Cuccuru, 2017; Janssen et al., 2020), we expect that individuals 
consider the technology to be helpful in protecting personal data from 
unauthorised use. Having evaluated potential threat, individuals 
perform a cognitive assessment of available opportunities to deal with 
the threat. If they think that adaptive behaviour will increase their 
chances of confronting the threat, the intention to adopt will also 
increase. 

Self-efficacy refers to individuals’ belief that they are capable of 
undertaking effective measures intended to cope with the threat (Woon 
et al., 2005). The confidence in personal capabilities increases the 
intention to embark on adaptive behaviour (Rogers & Prentice-Dunn, 
1997), such as the adoption of blockchain-enabled services. The corre-
lation between self-efficacy and behaviour change has been examined in 
research on psychology (Bandura et al., 1980) and confirmed in the IS 
literature (Chenoweth et al., 2009; Menard et al., 2017; Tsai et al., 
2016). Self-efficacy directly and indirectly affects intention to engage in 
activities, such as email authentication, the use of software and 
fake-website detection systems (Herath & Rao, 2009; Johnston & War-
kentin, 2010). Therefore, it is expected that personal capability of car-
rying out protective behaviours will correlate with the intention to 
adopt blockchain-based applications. 

Response cost refers to the evaluation of the costs that users will have 
to bear if they choose to engage in adaptive behaviour (Tsai et al., 2016). 
Costs can be financial investments or mental efforts that one might need 
to put in to operate blockchain-enabled services. The higher the 
response cost the lower is the intention to engage in the behaviour 
(Menard et al., 2017). For example, it was found that the perception of 
the costs associated with the installation of anti-spyware software low-
ered the intention to use the software (Chenoweth et al., 2009). Simi-
larly, the strengthened perception of monetary, time and effort input 
into the use of anti-plagiarism software diminishes the intention to 
adopt the software (Lee, 2011). Despite the above (Chenoweth et al., 
2009; Lee, 2011), the inhibiting role of response cost on behaviour may 
vary depending on the context (Hanus & Wu, 2016; Ifinedo, 2012; 
Menard et al., 2017). For example, in the workplace, the adoption of 
technology by employees may not be affected by the consideration of the 
amount of resources that they expected to spend on the behaviour (Ifi-
nedo, 2012). Employees may not care much about costs, as organisations 
deal with financial expenses and have professionals who can implement 
technologies for employees (Ifinedo, 2012). For employees, it might be 
difficult to objectively quantify the costs that adaptive behaviour might 
entail, because security and privacy-preserving features are often built 
into technology (e.g. firewalls, data back-up solutions, spyware soft-
ware) and are available at low or no cost (Hanus & Wu, 2016). However, 
compared to workplace settings, the adoption of a blockchain implies 
costs borne by individuals. Also, when security compliant behaviour 
implies explicit costs (e.g. price for software, time spent on installation), 
the behaviour may be perceived as less time and effort-consuming 
(Hanus & Wu, 2016; Menard et al., 2017). However, when it comes to 
blockchain-based applications, due to the novelty and the functional 
complexity of the technology (Ingold & Langer, 2021; Liu, 2021; Pleger 
et al., 2021), the understanding of what it takes to preserve personal 
data may require a lot of mental effort and time. As such, the effect of 
response cost is likely to be negative in the context of this study. 

Given the above arguments, we suggest that: 
Hypothesis 2. a) Perceived response efficacy and b) perceived self- 
efficacy have a positive effect, while c) perceived response cost has a 

negative effect on intention to adopt blockchain-enabled services. 

2.2.2. Moderating effects 
Drawing on prior empirical research investigating the role of 

knowledge in attitude formation, intention and behaviour (Friestad & 
Wright, 1994; Manika et al., 2018), in this study we assume that the 
appraisal of threat and coping depends on the knowledge that a user has 
about the system. Individuals’ knowledge can be measured both sub-
jectively and objectively. While objective measures can give a more 
accurate representation of the information about the subject, subjective 
knowledge reflects individuals’ perception about the degree of knowl-
edge that they have (Packard & Wooten, 2013; Park et al., 1994). The 
latter is more associated with users’ self-concept and experience driving 
consumer behaviour (Packard & Wooten, 2013). The rationale for 
assuming a moderating effect of objective and subjective knowledge on 
consumer decision making comes from the findings of research con-
firming an effect of knowledge/awareness on coping and threat 
appraisal, underpinning intention (Chen et al., 2020; Torten et al., 
2018). The individual’s awareness of security protection measures in-
creases the perception of the negative consequences of maladaptive 
behaviour (D’Arcy et al., 2009), the effectiveness of coping measures 
(self-efficacy, response efficacy) and decreases the perception of the 
response cost (Liang & Xue, 2010; Torten et al., 2018). An under-
standing of the avoidability of the threat, in turn, increases the moti-
vation to engage in adaptive behaviour (Liang & Xue, 2010). Based on 
these findings, it is expected that the knowledge of blockchain tech-
nology increases the effect of threat vulnerability, threat severity, 
self-efficacy and response efficacy and lowers the effect of response cost. 

Individuals who scored high on the innovativeness scale tend to 
accept new technologies earlier than others (Agarwal & Prasad, 1998). 
There are several ways in which innovativeness is associated with 
behavioural intention. Innovativeness can be a direct and an indirect 
predictor of intention (Ramos-De-Luna et al., 2016; Liébana-Cabanillas 
et al., 2015; Mun et al., 2006). For example, when examining intention 
to use phone payments and QR codes, personal innovativeness was 
found to have a direct positive influence on the outcome variable 
(Ramos-de-Luna et al., 2016; Liébana-Cabanillas et al., 2015). Innova-
tive people are inclined to use technology as they think that it is easy to 
use, they are knowledgeable about it and in control of technology uti-
lisation (Mun et al., 2006). However, the moderating effect of innova-
tiveness in the domain of technology acceptance has been 
under-researched. The hypothesis that innovativeness moderates the 
effect of cognitive factors is based on the assumption that innovative 
people are tech-savvy since they are early adopters of technology 
(Agarwal & Prasad, 1998). Tech-savviness enables them to react to-
wards the potential threat and cope more effectively compared to people 
who scored low on the innovativeness scale. Give the aforementioned 
statements, the third hypothesis of the research states that: 
Hypothesis 3. a) Subjective knowledge, b) objective knowledge and c) 
innovativeness moderate the effect of coping appraisal and threat 
appraisal on intention to adopt blockchain-enabled services. They in-
crease the effect of threat appraisal, response efficacy and self-efficacy 
and decrease the effect of response cost. 

Fig. 1 illustrates the research model, which aims to examine in-
dividuals’ cognitive factors motivating them to adopt a blockchain, 
measured by the perception of threat vulnerability, threat severity, 
response efficacy, self-efficacy and response cost. The effect of the pre-
dictors is moderated by knowledge and innovativeness. 

3. Methodology 

3.1. Data collection 

For the collection of data, we adopted a purposeful sampling strat-
egy, recruiting participants through an independent research platform. 
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As the study was aimed at investigating the moderating effect of 
knowledge and innovativeness, we did not filter respondents based on 
their understanding of blockchain technology. As a result, 506 re-
spondents were recruited for the study (Table 1). When it came to the 
data collection instrument, we developed an online questionnaire with 
three parts, which could be accessed through a URL distributed by the 
data collection platform. The first part briefly outlined the objective of 
the research study and asked the respondents to complete a consent 
form. Then, they were given the textual vignette with a hypothetical 
scenario about the potential use case and the services of a blockchain- 
based application in the context of shopping (Appendix 1). That sce-
nario enabled respondents to relate a personal experience to the 
particular hypothetical case. The respondents were asked to consider a 
case in which they were the users of a free digital wallet app. The ser-
vices that the app provides and the ways in which personal data pro-
cessed through the app is treated were outlined. Then, they were 
introduced to an alternative version of the app that was based on a 
blockchain. Respondents were informed about additional services that 
blockchain technology could enable with regards to personal data 
storage and usage. The second part contained questions about the coping 
and threat appraisal factors predicting the motivation for protective 
behaviour. The questions referred to the potential security and privacy- 
preservation benefits enabled by a blockchain, and not to the services of 
the digital wallet app (examples provided in Table 2). The last section of 
the survey included questions about socio-demographic characteristics 
and technology usage patterns. Prior to collecting the data, a pilot test 
with 30 respondents was carried out. The pilot test made it possible to 
validate the comprehensiveness of the questions. 

3.2. Measurements 

All measurements were adopted from prior studies (Table 2). The 
objective knowledge scale was developed specifically for this study in 
line with the approach used by other scholars (Manika et al., 2018). The 
list of items and multiple-choice answers was drawn from the literature 
on blockchain technologies, and then reviewed by 3 domain experts. 
The final list of questions for testing objective knowledge is in 
Appendi×2. Two of the 15 questions measuring objective knowledge 
were touched upon while defining the services and applications of 
blockchain technology in the vignette. The innovativeness scale was 
developed by Agarwal and Prasad (1998). All the items, except the 
objective knowledge scale, were measured using a 7-point Likert scale. 

3.3. Data analysis 

SPSS statistical software was employed for analysing the collected 
data. A descriptive statistical analysis was performed to summarise the 
demographic profile of the respondents. Prior to testing the relationships 
between the independent and dependent variables using multiple linear 
regression analysis in SPSS, we tested the reliability of the scales using 
Cronbach Alpha coefficients and factor loadings (Table 2). All the scales 
had satisfactory reliability, with factors loadings above 0.4, which is the 
required cut-off criterion (Bonett & Wright, 2015). To test for multi-
collinearity between the independent variables, we checked variance 
inflation factor (VIF) and tolerance coefficients. Tolerance values were 
above 0.10 (0.64 ≥ 0.91), while VIF coefficients were below 10 (1.09 ≥
1.82), which enabled us to reject the possibility of collinearity 
(Thompson et al., 2017). We also checked for validity issues by con-
ducting factor analysis. Table 3 demonstrates that the items of each scale 

Fig. 1. Research model.  
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do not have high loadings on other factors. 
In addition, to exclude the possibility of spurious variance between 

the variables attributed to the measurement method, Harman’s single- 
factor test was conducted. The results showed that the variance 
extracted by a single factor was 32.7%, which is significantly lower than 
the acceptable cut-off point of 50%. Table 4 presents the mean, standard 
deviation and correlation coefficients for the research model. 

To analyse the association of the predictors with the intention to 
adopt technology, multiple linear regression analysis was employed. The 
effects of independent variables were controlled for by sociodemo-
graphic factors, such as age, gender, income and education. However, 
their inclusion has not resulted in significant changes in the effects of the 
predictors. The effect of the proposed moderators on the relationships 
between the predictors and intention was tested using the PROCESS 
macro for SPSS (Hayes, 2015). This tool enabled us to probe the sig-
nificance of the effects of the predictors interacting with sub-
jective/objective knowledge and innovativeness. 

4. Results 

The results of the multiple regression and moderation analyses are 
provided in Tables 5a and 5b. The research model explained 41% of the 
variance (R2 

= 0.412) for intention to use. Four out of five hypothesised 
paths were found to be significant. Although the relationship between 
perceived threat severity and intention to use was non-significant (H3b), 
the positive effect of threat vulnerability on intention was confirmed 
(H3a). Response efficacy and self-efficacy were found to have a positive 
influence on intention (H4a, H4b), while the effect of response cost on 
intention to use was confirmed to be negative (H4c). 

When it comes to the moderation effects of subjective knowledge, 

objective knowledge and personal innovativeness (H5a, b and c), their 
effects on the relationships between self-efficacy and the outcome var-
iable were negative. 

Table 1 
The Profile of the respondents.  

Demographic 
Characteristics 

Type Frequency (n 
= 506) 

Percentage 

Age 18–24 years 91 18 
25–34 years 164 32.4 
35–44 years 163 32.2 
45–54 years 49 9.7 
55–64 years 24 4.7 
65 or above 15 3 

Gender Male 313 61.7 
Female 195 38.3 

Education Completed some high 
school 

122 24.1 

Completed some college 
(GSCE/AS/A-Level) 

122 24.1 

Bachelor’s degree 183 36.1 
Master’s degree 64 12.6 
Ph.D. 11 2.2 
Other degree beyond a 
Master’s degree 

4 0.8 

Income Less than £25,000 180 35.5 
£25,000 to £34,999 115 22.7 
£35,000 to £49,999 82 16.2 
£50,000 to £74,999 61 12 
£75,000 to £99,999 36 7.1 
£100,000 to £149,999 17 3.4 
£150,000 to £199,999 10 2 
£200,000 or more 5 1 

Marital Status Single (never married) 372 73.4 
Married or in civil 
partnership 

128 25.2 

Separated 1 0.2 
Widowed 1 0.2 
Divorced 4 0.8 

Internet Use by Year 1–5 years 1 0.2 
5–10 years 4 0.8 
10–15 years 70 13.8 
15–20 years 214 42.2 
More than 20 years 217 42.8  

Table 2 
Measurement items of constructs.  

Measurement item - Protection motivation theory Loading α 

Perceived threat severity (Ifinedo, 2012; Johnston & 
Warkentin, 2010)  

0.895 

Having someone hacking my digital wallet is harmful 0.808  
Threats to the security of my personal data when using a digital 

wallet are harmful 
0.867  

I view data security attacks on my digital wallet as harmful 0.908  
Security attacks on my digital wallet are harmful 0.905  
Perceived threat vulnerability (Ifinedo, 2012; Johnston & 

Warkentin, 2010)  
0.855 

I know my personal data could be vulnerable to security breaches if I 
do not use a digital wallet 

0.846  

I could fall victim to a malicious attack if I do not use a digital wallet 0.872  
I believe that trying to protect my personal data using a digital wallet 

would reduce illegal access to it 
0.750  

My personal data and resources may be compromised if I do not use 
a digital wallet 

0.868  

Response efficacy (Vance et al., 2012)  0.933 
Using a blockchain-enabled digital wallet to protect my personal 

data would enable me to reduce the likelihood of security breaches 
0.859  

If I use a blockchain-enabled digital wallet, the instances of security 
breaches will be fewer 

0.851  

The regular usage of a blockchain-enabled digital wallet would help 
avoid security problems 

0.860  

Using a blockchain-enabled digital wallet would be an effective way 
of deterring hacker attacks 

0.859  

Using a blockchain-enabled digital wallet would prevent hackers 
from gaining important personal or financial data 

0.877  

Using a blockchain-enabled digital wallet would prevent hackers 
from stealing my personal data 

0.872  

Self-efficacy (Woon et al., 2005)  0.854 
It would be easy for me to switch to the usage of a blockchain- 

enabled digital wallet 
0.832  

I could protect my personal data by using a blockchain-enabled 
digital wallet if there was no-one around to tell me what to do 

0.820  

It would not be difficult for me to switch to the usage of a blockchain- 
enabled digital wallet 

0.854  

I could comply with information security policies by myself when 
using a blockchain-enabled digital wallet 

0.820  

Response cost (Woon et al., 2005)  0.813 
The cost of protecting my personal data using a blockchain-enabled 

digital wallet decreases the convenience of its use 
0.709  

There are too many overheads associated with trying to protect my 
personal data using a blockchain-enabled digital wallet 

0.813  

Protecting my personal data using a blockchain-enabled digital 
wallet would require a considerable investment of effort. 

0.847  

Protecting my personal data using a blockchain-enabled digital 
wallet would be time-consuming. 

0.826  

Intention to Use (Venkatesh et al., 2012)  0.936 
I intend to use the blockchain-enabled digital wallet in the future 0.940  
I will try to use the blockchain-enabled digital wallet in daily life 0.944  
I plan to use the blockchain-enabled digital wallet frequently 0.941  
Subjective knowledge Flynn and Goldsmith (1999)  0.940 
I know quite a lot about blockchain technologies 0.851  
I feel very knowledgeable about blockchain technologies 0.837  
Among my circle of friends, I’m one of the “experts” on blockchain 

technologies 
0.781  

Compared to most other people, I know more about blockchain 
technologies 

0.727  

When it comes to blockchain technologies, I know a lot 0.834  
Innovativeness Agarwal and Prasad (1998)  0.905 
If I heard about new information technologies, I would look for ways 

to experiment with them 
0.865  

Among my peers, I am usually the first to try out new information 
technologies 

0.848  

In general, I am eager to try out new information technologies 0.918  
I like to experiment with new information technologies 0.898   
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5. Discussion 

5.1. Cognitive factors 

Most of the hypothesised paths between cognitive factors and 
intention to adopt blockchain-based applications were supported, con-
firming the applicability of PMT when it comes explaining approach 
motivation to engage in a security-preserving behaviour. The positive 
effect of threat vulnerability on intention is in line with the Protection 
Motivation Theory (Rogers & Prentice-Dunn, 1997; Rogers & Mewborn, 
1976). The significance of the tested relationship confirms that in-
dividuals’ fear of being affected by cyber-security issues increases the 
likelihood of them using blockchain-based services to avoid such 

threats. This result offers an additional piece of evidence to the litera-
ture, which has provided inconsistent conclusions about the role of this 
factor in motivating protective behaviour in different contexts (Menard 
et al., 2017; Tsai et al., 2016; Vance et al., 2012). While it was assumed 
that users may perceive some types of threats as unlikely (Vance et al., 
2012), this study confirmed that individuals consider privacy and se-
curity issues as highly probable in the context of digital data exchange. 
The non-supported hypothesised relationship between perceived threat 
severity and intention contradicts PMT (Rogers & Prentice-Dunn, 1997; 
Rogers & Mewborn, 1976). However, it is consistent with prior studies 
that found that threat severity did not play a role in motivating people 
towards security compliance (Menard et al., 2017; Tsai et al., 2016). The 
potential interpretation of the effects of the two appraisal factors offers 
evidence that while the security/privacy threat may have a direct 
impact on technology users, the consequences of the threat can be easily 
eliminated or experienced to a small extent. For instance, users may 
think that due to the relatively small amount of money passing through 
digital wallets, the risk of financial loss is low. Also, they may think that 
in the case of cyber-attacks incurring financial losses, service providers 
or banks can refund any losses. 

When it comes to the coping appraisal factors, response efficacy was 
found to have a positive effect. Response efficacy had the strongest effect 
compared to other predictors. This indicates the existence of strong 
beliefs that blockchain-based services will help avoid cyber-threats, as 
promised by the developers of the technology (Barati & Rana, 2019; Gai 
et al., 2019; Osmani et al., 2020; Wan et al., 2019). The juxtaposition of 

Table 3 
Cross loadings of measurement items.  

Scale Items Component 
1 2 3 4 5 6 

Response Efficacy (1) 1 0.843 0.123 0.172 0.176 −0.030 0.067 
2 0.839 0.160 0.153 0.151 −0.027 0.064 
3 0.800 0.177 0.162 0.210 −0.085 0.029 
4 0.769 0.236 0.215 0.154 −0.029 0.113 
5 0.759 0.236 0.195 0.137 −0.037 0.168 
6 0.734 0.265 0.273 0.135 −0.049 0.180 

Self-efficacy (2) 1 0.179 0.825 0.197 0.061 −0.041 0.047 
2 0.218 0.752 0.096 0.152 −0.154 −0.026 
3 0.297 0.750 0.047 0.126 −0.095 0.074 
4 0.237 0.708 0.313 0.166 −0.143 0.068 

Intention (3) 1 0.306 0.160 0.843 0.129 −0.117 0.091 
2 0.336 0.190 0.827 0.140 −0.107 −0.001 
3 0.320 0.232 0.825 0.131 −0.088 −0.022 

Perceived threat vulnerability (4) 1 0.196 0.127 0.024 0.864 0.050 −0.033 
2 0.101 0.115 0.137 0.849 −0.013 0.051 
3 0.291 0.142 0.113 0.797 0.017 −0.025 
4 0.470 0.094 0.262 0.558 −0.054 0.044 

Response Cost (5) 1 −0.080 −0.142 −0.065 0.014 0.823 0.029 
2 −0.084 −0.064 −0.074 0.021 0.807 −0.018 
3 −0.138 −0.264 −0.093 0.016 0.771 −0.068 
4 0.109 0.071 −0.033 −0.028 0.753 0.088 

Perceived Threat Severity (6) 1 0.101 −0.010 0.011 −0.018 0.034 0.874 
2 0.068 0.020 0.001 −0.005 0.029 0.863 
3 0.121 0.065 0.012 −0.006 0.012 0.832 
4 0.138 0.109 0.460 0.113 −0.063 0.512  

Table 4 
Mean, standard deviation and correlation coefficients.  

Constructs Mean S.D. Correlations 
1 2 3 4 5 6 

1 Intention 4.615 1.424 1      
2 Perceived threat severity 6.214 0.844 .230** 1     
3 Perceived threat vulnerability 4.529 1.186 .406** .120** 1    
4 Response efficacy 5.109 1.115 .590** .301** .528** 1   
5 Self-efficacy 4.792 1.196 .497** .186** -.390** .548** 1  
6 Response cost 4.262 1.093 -.230 ** -.022 -.044 -.151** -.277** 1 

Note: The significance of the results is at the levels of p = 0.05 (*), p = 0.01 (**) and p = 0.001 (***). 

Table 5a 
Regression results.  

Path Std. Beta t-value p- 
value 

Perceived Threat Vulnerability → Intention to use 0.135 2.742 * 
Perceived Threat Severity → Intention to use 0.103 1.687 ns 
Response Efficacy → Intention to use 0.494 8.348 *** 
Self-efficacy → Intention to use 0.238 4.671 *** 
Response Cost → Intention to use −0.143 −3.071 ** 

Note: The significance of the results is at the levels of p = 0.05 (*), p = 0.01 (**) 
and p = 0.001 (***). 
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potential threats of unauthorised data use against the capabilities of 
blockchain-based services to avoid them leads to the idea that the use of 
such services represents an opportunity to confront security/privacy 
threats. The dependence of intention on self-efficacy is in line with what 
was expected, given the evidence of prior research (Chenoweth et al., 
2009; Lee, 2011; Woon et al., 2005). Since technology is embedded in all 
aspects of life, people believe that they have enough skills to operate the 
technology and realise its potential. The negative effect of the response 
cost was also in line with the research confirming that people are not 
ready to embark on the usage of technology if they bear any costs 
(Chenoweth et al., 2009; Lee, 2011; Rogers, 1983). In the context of this 
research, the finding suggests that the potential monetary losses, phys-
ical effort and time that individuals might spend switching to 
blockchain-based services outweigh the values of the application, thus 
inhibiting its adoption. However, compared to response efficacy, the 
negative effect of response cost on motivation is weaker. This may 
indicate that adoption decision-making is mostly determined by the 
belief that using a blockchain-enabled technology to protect personal 
data would enable individuals to reduce the likelihood of security 
breaches. 

5.2. Moderation effects 

Among the examined moderation paths involving subjective 
knowledge, objective knowledge and personal innovativeness, three 
were found to be significant, namely those involving self-efficacy and 
intention. The significant result is in line with prior research postulating 
that personal predisposition and knowledge enhance self-efficacy 
perception (Maertz et al., 2005; Latham & Budworth, 2006; Gist & 
Mitchell, 1992), which, in turn, can facilitate approach behaviour 
(Lewis et al., 2003). More specifically the three moderations operated in 
a similar manner. Those with low self-efficacy and also low scores on the 
moderators had significantly lower intentions to use the blockchain 
enabled app compared to those with low self-efficacy, but high scores on 
the moderators. In the case of high self-efficacy, the moderators did not 
have a significant impact on intentions. 

The moderating effects of objective knowledge, subjective knowl-
edge and innovativeness on the paths between perceived threat 
vulnerability, response efficacy, response cost and intention were sta-
tistically insignificant. Such insignificant results do not agree with the 
prior research on the role of individual traits in coping behaviour and 
technology adoption (Badii et al., 2020; Wilson et al., 2017; Balapour 
et al., 2020; D’Arcy et al., 2009; Torten et al., 2018). 

Overall, the results of the moderation analysis could potentially 
reflect the fact that the moderators are more of a personal nature and 
hence more likely to impact on self-efficacy and less on factors that are 
more out of people’s control, or that the participants have sufficient 
knowledge to assess the threat and implications at the application level. 
Further research could focus more on these findings in the context of 
different applications and explore the impact of other moderators. 

5.3. Theoretical and practical contributions 

This study contributes to the blockchain and technology acceptance 
literature in two ways. Firstly, the existing blockchain literature mostly 
focuses on technical aspects of the technology (Barati & Rana, 2019; Lu 
& Xu, 2017; Zheng et al., 2017), and lacks insight into the user 
perspective on technology utilisation and adoption. While the benefits of 
blockchains for users have triggered a massive interest in the technology 
(Atlam et al., 2018; Janssen et al., 2020), the psychological and cogni-
tive factors underlying the use have been under-researched. Few papers 
examining users’ attitudes to blockchains provide contextual insight. 
For example, researchers have explored the users’ perception of Bitcoin 
(Alshamsi & Andras, 2019), the traceability function of 
blockchain-based supply systems in Indonesia (Asfarian et al., 2020), 
privacy and trust (Shin, 2019) and organisational adoption of block-
chains for supply chain management (Kamble et al., 2021). In contrast to 
prior research, the findings in this paper advance the literature by 
exploring the cognitive factors that correlate with the intention to use 
the technology and represent the first empirical evidence about the 
potential predictors of the adoption of blockchain-based services. For 
example, given that the strongest cognitive factor underpinning inten-
tion was found to be response efficacy, it is important for users to believe 
that blockchain-based services will be effective in coping with 
cyber-threats, as promised. Secondly, the evidence provided in this 
paper enriches the understanding of the utilisation of innovative tech-
nology with an inherently high degree of technical complexity by 
investigating individual-specific conditions affecting the perception of 
technology. It was found that the effect of coping appraisal factors can 
vary among users with different levels of knowledge and innovativeness. 
While prior research proposed that knowledge and awareness can 
significantly affect the perception of the coping and threat appraisal 
factors (Liang & Xue, 2010; Torten et al., 2018), this study helps un-
derstand the individual characteristics of users, who are likely to adopt 
the technology in the context of data privacy and security. This under-
standing, in turn, can facilitate the diffusion of such technology in 
different sectors. These findings are important given the fast pace at 
which similar technologies are being introduced on the market (Hughes 
et al., 2019; Kavanagh & Ennis, 2020). 

From the practical viewpoint, the findings of this paper provide 
implications for the user-centric development and promotion of a 
blockchain vs. a more technically oriented one. They provide evidence 
about the perception of privacy and security threats that conflict with 
the existing literature presenting the developers’ view on blockchain 
utilisation (Kshetri, 2017; Wan et al., 2019). Specifically, the results 
suggest that individuals perceive the consequences of the threat to be 
non-severe. This could potentially be the case as they take the security 
and privacy aspects for granted. Hence, users may not pay the expected 
attention to how these are achieved. Such a finding has implications for 
marketers, suggesting that they need to embrace more effective channels 
to convey the long-term consequences of security and privacy errors. 
The evidence about the significant effects of the coping appraisal factors 

Table 5b 
Moderation results.  

Moderator Path Std. 
Beta 

t-value p- 
value 

Subjective 
knowledge 

Perceived threat 
vulnerability → Intention to 
use 

−0.024 −0.685 ns 

Response efficacy → 

Intention to use 
0.021 0.675 ns 

Self-efficacy → Intention to 
use 

−0.107 −3.041 ** 

Response cost → Intention to 
use 

0.027 0.631 ns 

Objective 
knowledge 

Perceived threat 
vulnerability → Intention to 
use 

−0.038 −0.964 ns 

Response efficacy → 

Intention to use 
−0.030 −0.836 ns 

Self-efficacy → Intention to 
use 

−0.080 −2.131 * 

Response cost → Intention to 
use 

0.004 0.090 ns 

Innovativeness Perceived threat 
vulnerability → Intention to 
use 

0.001 0.034 ns 

Response efficacy → 

Intention to use 
−0.022 −0.614 ns 

Self-efficacy → Intention to 
use 

−0.100 −2.590 * 

Response cost → Intention to 
use 

0.045 1.090 ns 

Note: The significance of the results is at the levels of p = 0.05 (*), p = 0.01 (**) 
and p = 0.001 (***). 
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(response efficacy, self-efficacy and response cost) and the role of 
knowledge in moderating the paths has a practical value too. To atten-
uate the effect of the response cost on the intention to use 
blockchain-enabled services, the investment in blockchain adoption 
should be justified. In addition, individuals need evidence-based 
knowledge of the benefits of a blockchain for protecting personal data. 
Users’ understanding of the technology’s functionality can be improved 
by demonstrating how a blockchain works in action. 

6. Conclusion and future research suggestions 

This paper has addressed the objective rooted in the lack of research 
on the technology adoption from the user perspective. The study 
examined cognitive factors, in line with the Protection Motivation 
Theory and showed that four out of five factors have significant effects 
on use intention. The coping factors explain the greater variance for the 
dependent variable, with response efficacy and self-efficacy having the 
strongest effects on the intention to use. The moderating effects of per-
sonal innovativeness, subjective knowledge and objective knowledge on 
the strength of the predictors were also tested. Three out of twelve 
hypothesised moderation effects were significant. 

This study provides directions for future research. On one hand, due 
to the selected research design, this study has limitations that future 
research could build upon. First, respondents were provided with the 
hypothetical scenario of using a blockchain-enabled application while 
shopping. The context of the study may create boundary conditions. 
Therefore, future research needs to examine adoption intention using 
other types of blockchain-based applications to compare the strength of 
the predictors. Second, while this study provides quantitative evidence 
about the determinants of adoption, future research could qualitatively 
explore users’ experiences and perceptions in relation to blockchain 
utilisation. The qualitative approach could move the blockchain adop-
tion research in several ways. Although this study statistically confirmed 

the significant role of the factors in adoption intention, future studies 
could provide a richer insight into the reasons as to why certain beliefs 
were formed. Third, scholars could gather data about users’ experiences 
while utilising blockchain-based services in different contexts. Such an 
approach would produce knowledge that can be applied for the adoption 
of blockchains in specific industries. On the other hand, the findings of 
this paper guide future studies with regards to the exploration of the 
services and the benefits of blockchains. Scholars need to demystify the 
practical usefulness of complex technologies by explaining the imple-
mentation of services rather than describing their underpinning tech-
nical mechanisms. Such insights will facilitate the users’ knowledge of 
technology applications, increase their perceived value and the 
perceived capability of implementing them in daily life. 
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Appendix 1. Blockchain-app scenario 

When going out to a shopping mall, you prefer using a free digital wallet app that stores your credit/debit card information for your day-to-day 
cashless transactions. This makes it possible to keep all transactions in one place and not have to carry the cards with you. The app can keep records of 
the transactions. It can potentially share data with third parties who can offer you services accordingly. When carrying out transactions, third parties 
can potentially have access to your personal details including your shopping behaviour, details of your payments cards and invoices. 

To make sure that data is not misused and your privacy rights are not violated, prior to conducting the transaction, you are given:  

• the choice of accepting or rejecting the consent to use their private data  
• explicit information about the purposes of the use of the data  
• explicit information about the parties accessing the data  
• the opportunity to easily withdraw the consent 

Now imagine that the app developers have announced that they are going to launch a premium version of the app. 
This time, the above application has an extra layer of security and privacy. If you have concerns about the violation of privacy rights, the 

application can facilitate the protection of rights by providing the history of the data use by other parties, including the purpose of data processing, the 
type of data processed and the parties to whom the data is disclosed. These services are enabled by blockchain technologies upon which this new 
security and privacy layer is built. 

Blockchain is a technology which made it possible to build an immutable, distributed, always available, secure and publicly accessible repository of 
data (ledgers), which relies on a distributed consensus protocol to manage this repository (e.g., to decide what valid new data to include) in a 
distributed manner. The distributed manner of data recording and storing in blocks across multiple locations ensures the immutability and traceability 
of data. The inclusion of a new piece of data (i.e. block) is controlled by the consensus mechanism (i.e. the consent of all participants across the 
network). The conditions of transactions are written in smart contracts that automatically control the implementation of the rules of transactions, thus 
eliminating the need for a trusted intermediary to oversee the transaction. Given the traceability and irreversibility of data, blockchain technology 
provides the opportunity to receive evidence about the conditions upon which personal data is collected and stored by the providers. 

In principle, blockchain promises to provide the following advantages for the users:  

• Greater Transparency - Users can get hold of the following data: 1) the purpose of data processing, 2) the categories of personal data concerned, 3) 
the recipients or categories of recipients to whom the personal data have been or will be disclosed, 4) when possible, the period for which the 
personal data will be stored. 
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• Increased Efficiency - The disintermediation of data exchange due to a consensus mechanism increases the speed at which transactions are carried 
out. The retrieval of the transaction data is a very quick and cost-efficient process for the provider, which enables users to resolve any privacy- 
related concern efficiently.  

• Better Security - All data entry is cryptographically protected, which ensures the protection of the system and significantly reduces the risk of data 
tampering and cyber-attacks.  

• Improved Traceability - Users can trace their data usage being confident that records have not been tampered with. 

Appendix 2. Objective knowledge Scale 

Please read and select the options below that apply to the statements, based on your knowledge of blockchain technology:   

Statements True False I do not know 
Blockchain is a distributed ledger that enables the creation and storage of data at multiple computers in the network.    
Blocks in the blockchain store information about transactions like the date, time, amount of money, users, etc.    
A smart contract is a part of a blockchain that enables the performance of credible transactions without third parties    
Public blockchain is a decentralised system    
The use of blockchain makes digital transactions more secure    
The use of blockchain ensures users’ anonymity    
Blockchain is used only for cryptocurrency    
The immutability of records ensures data security    
Proof of Work (PoW) is a consensus algorithm    
The chronological order of blocks in the system ensures data mutability    
Tendermint is the name of the developer of bitcoins    
The transactions conducted through blockchain are verified    
Blockchain can be used in finance, medical services and insurance     

What types of blockchain exist?  

• Public  
• Public, consortium  
• Public, private, consortium  
• I do not know 

What types of consensus process exist in a blockchain network?  

• permissioned  
• permissionless  
• both  
• neither 
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