
Received 22 July 2022, accepted 12 August 2022, date of publication 26 August 2022, date of current version 7 September 2022.

Digital Object Identifier 10.1109/ACCESS.2022.3201889

5G Enabled Freeports: A Conceptual Framework
YINGLI WANG 1, ANDREW POTTER1, MOHAMED NAIM 1, ANTONIS VAFEAS2,
ALEX MAVROMATIS 2, AND DIMITRA SIMEONIDOU 2, (Fellow, IEEE)
1Logistics Systems Dynamics Group, Logistics and Operations Management Section, Cardiff Business School, Cardiff University, Cardiff CF10 3AT, U.K.
2Smart Internet Laboratory, Department of Electrical and Electronic Engineering, University of Bristol, Bristol BS8 1TH, U.K.

Corresponding author: Yingli Wang (WangY14@cardiff.ac.uk)

This work was supported by the Department for Digital, Culture, Media, and Sport (DCMS) under its 5G Testbeds and Trials Programme,
which supports innovators to explore new uses of 5G to improve people’s lives, boost business, and diversify the supply of
telecommunications infrastructure and services.

ABSTRACT A novel conceptual framework is developed that depicts a generic Freeport model underpinned
by 5G technology. The framework is based on preliminary findings from a 5G testbed project and secondary
5G use cases from both practice and academic literature. We first provide a descriptive model of the current
state of a port without 5G and Freeport status, identify the challenges and opportunities for logistics flows
if Freeport status is attained and then prescribe how 5G may enable seamless logistics flows. With multiple
challenges for ports generally, Freeport status increases the level of complexity of the core and support
business processes that deliver goods from origin to destination. Despite that increased complexity, Freeports
can attract investment and generate revenue, thus the enablement of Freeports is notionally beneficial in the
long run. As complexity is anathema to smooth logistics flows, we develop a prescriptive model to exploit 5G
to improve efficiency and effectiveness within a Freeport. We demonstrate the application of the prescriptive
model with a 5G Freeport use case supported by simulation results, from which we aim to contribute to the
overall adoption of 5G in Freeports.

INDEX TERMS 5G, descriptive model, prescriptive model, port, logistics systems, use case.

I. INTRODUCTION
5G, the fifth generation of mobile telecommunications tech-
nology, is said to be a revolutionary leap forward in terms of
data rates, latency, massive connectivity, network reliability,
and energy efficiency, when compared with its predecessor,
4G [1]. 5G has the capacity to support innovative new ser-
vices, via autonomous vehicles and smart cities, and increase
efficiency through smart agriculture, factory robotics and
healthcare applications such as remote surgery. The logistics
sector is one of the main industries that is actively exploring
5G’s potential to improve connectivity and visibility, enhance
operational efficiency and accelerate automation.

Among the other digital technologies being developed,
such as Internet of Things (IoT), robotics, artificial intelli-
gence (AI) and machine learning, the logistics sector sees
5G as having an immediate impact by enhancing ‘end-to-
end’ supply chain visibility and thus increasing resilience to
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disturbances (CSCMP, State of Logistics report 2021). As the
critical nodes of logistics supply chains and being a cluster
of companies in the logistics sector, seaports are undergoing
significant trials and applications of smart technologies to
stay productive and competitive [2].

Seaports themselves play a critical role in the global supply
chains of modern business, enabling the transfer of cargo
between water and land-based transport modes. While histor-
ically this was the only function of ports, over time there has
been a move towards carrying out storage and value adding
activities as a way of improving the movement of goods
within the supply chain and generating additional revenue
streams for port operators [3]. Smart ports look to enhance the
operations of modern-day ports, for example using automa-
tion, analytics and optimisation of product flows. By doing
so, they help to manage the complexity arising from the range
of value adding activities.

In parallel with port development generally, there has been
the emergence of Freeports as a way of encouraging busi-
nesses to route products through specific ports and attract
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manufacturing to specific areas of the UK. Freeports are areas
that sit outside of a customs zone, with customs charges and
tariffs paid once the products leave this zone. Freeports often
require a higher degree of security and ability to monitor
the whereabouts of products [4]. As such, a further level of
complexity is added to port operations. Therefore, advocates
of Freeports argue for the need to make them ‘smart’ i.e.
having sufficient digital infrastructure and systems to ensure
ports and related ecosystem actors are compliant and secure
as well as more productive, efficient and competitive [5].

Consequently, there appears to be a significant opportunity
for 5G technologies to support Freeport requirements, build-
ing on existing insights from the applications developed in
regular port operations. This paper aims to investigate 5G
applications in Freeports and explore how 5G capabilities
can support the Freeport concept to enhance efficiency and
productivity to the port operation, allow real- time loca-
tion tracking of individual items, and replace the low value,
manually intensive processes with 5G enabled autonomous
systems. Despite various initiatives enabled by 5G in ports,
there has been lack of studies to examine how 5G supports
a Freeport - where operations are much more complex and
requirements on real time visibility about cargo movement,
safety and security more demanding.

A. RESEARCH CONTRIBUTION
Given this, our main contribution is a conceptual frame-
work of a 5G-enabled Freeport developed via our empirical
research. We build on insights from the United Kingdom
(UK), where recent policy developments have encouraged the
re-establishment of Freeports [6] and a use case involving
The Bristol Port Company, as trialled in the 5G Logistics
project, part of the UK Department for Digital, Culture,
Media & Sport (DCMS) funded 5G Testbed & Trials (5GTT)
programme. Building on our framework, future work can be
conducted to operationalise the 5G enabled Freeport concept
and evaluate, through potential use cases, the full impact
of 5G.

Our research shows the clear benefits of 5G to freeports
that arise from the seamless monitoring and control of cargo
movements and the use of drones for port surveillance with
low latency. Therefore, our research provides important evi-
dence that 5G plays a critical role in building a port’s digital
capabilities and supporting the transition to the next genera-
tion of smart port.

Our technical novelty focuses on the use case delivery on
an end-to-end network that includes the following - which
were demonstrated in detail in Section IV;

• User equipment as a nano cell router
• Radio Access Network (RAN) purely as an access net-
work

• Core network as a local endpoint providing access to the
sensors connected to the nano cell router

• Our Freeport application collection on the Multi-Access
Edge Computing (MEC) infrastructure for which

simulations are presented against sensors connected to
the nano-cell router.

The paper proceeds as follows. Section II introduces the
concept of a Freeport and its developments. It also discusses
the core attributes and unique advantages afforded by 5G
technology, its popular use cases and how 5G has been
deployed/trialled in seaports around the world. Section III
presents our methodological approaches while Section IV
provides a detailed account of the development of a 5G
enabled Freeport model with simulation results. Section V
concludes the paper and discusses the way forward.

II. BACKGROUND LITERATURE
A. FREEPORTS: DEFINITION, HISTORICAL DEVELOPMENT,
AND THE NEW UK FREEPORT INITIATIVES
The concept of a Freeport is often derived from awider defini-
tion of free trade zones. While exact definitions vary between
countries, free trade zones can be considered designated areas
of a country that are outside of customs purposes [7]. Any
goods entering a free trade zone will not be subject to any
import duties until they enter the domestic market, while
goods can be re-exported without paying any duties. Where
these zones are found at a port (and particularly seaport), the
term Freeport may be applied. Further, as well as operating
under different customs regulations, Freeports may also ben-
efit from a broader range of regulatory differences from the
rest of the country, such as tax and planning regulations [8].
It is suggested that there are 3,500 Freeports globally [9].

Examples of Freeports can be traced back to the ancient
past [10] but modern-day examples can trace their roots back
to the early 20th Century [11]. Early research on Freeports
highlights Hamburg, Bremen, Copenhagen, Stockholm and
Gothenburg as particularly successful examples [12]. How-
ever, even then, differences existed as to the functions that
these ports undertook. Lavissière et al. [10] identify three
different functions for Freeports:
• Provide storage of goods under customs exemption.
Such a buffer may be close to the final market for the
products but remains exempt from customs duties until
entering that market.

• Allow minor transformation of goods post-
manufacturing. Lavissière et al. [10] highlight the
labelling of goods in the language of the final market
as an example of this.

• Provide facilities for the manufacturing of products
without customs duties being paid on compo-
nents. These are effectively export processing zones,
as described in [9] and a feature, for example, of Chinese
Freeports [13].

There are a number of factors that lead to the successful
development of a Freeport. As Anderson (1934) first iden-
tified, location is important with the port being situated on
trading routes, and this remains true today [8]. Given that
Freeports are seen as boosting regional development, it has
also been suggested that their location should be in areas
that will benefit from this [13]. Efficient operations are also
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important [14] and this requires modern infrastructure, both
physical and digital as well as an available workforce [8],
[15]. Efficiency also comes through the administrative and
customs processes deployed [8], [13]. Finally, Hoyle [15]
highlights the importance of security, in order to maintain
separation at the port between Freeport goods and other
traffic.

As Freeport operations are affected by the local regulations
under which they operate, we use the UnitedKingdom as con-
text for this study. The first wave of Freeports was introduced
during the 1980s, with six locations being granted this status
by the government [11]. Only four of these established oper-
ations with customers [16], although additional sites were
opened subsequently. By 2012, five locations remained, and
the government decided not to renew the licences for these.
The exact rationale for this is unknown [17], although alter-
native ways for obtaining the benefits of the same customs
were available [6].

In 2020, the UK Government launched new proposals for
the development of Freeports, in response to both Brexit
and the economic impacts of COVID-19 [6]. The Freeports
comprise a combination of ‘customs zones’ (akin to free
trade zones) and ‘tax sites’ where businesses within these
receive wider tax and regulatory benefits [4]. Freeports are
permitted for multiple customs zones and tax sites, but there
is a limit on the size of tax sites and the maximum distance
between any two designated areas is 45km. One important
requirement about a Freeport is that operators would need
to have secured a HMRC-approved inventory linking system
that would ensure the control of movement of goods entering
and exiting the Freeport customs sites, at the port and any
nominated off-port locations.

Threemotivations for Freeports have been stated – creating
hubs for global trade and investment, regeneration and job
creation, and innovation. In 2021 and after a competitive bid
process the UK government announced the location of eight
new Freeports in England [6]. Alongside the Government’s
criteria, the ‘levelling up’ agenda was reported to have influ-
enced its Freeport decisions. All Freeports are expected to
be operational by summer 2022 [6]. Agreement has been
reached for Freeports to be created in Scotland andWales but
their locations have not been confirmed.

B. 5G TECHNOLOGY IN LOGISTICS AND PORT OPERATION
1) 5G INTRODUCTION
Mobile wireless communication technology has tended to
go through a revolutionary change every ten years. Each
generation of mobile communications system builds on the
research and development since the previous generation and
delivers significant performance enhancement in terms of
data transmission speed, network capacity (i.e. the maxi-
mum number of users or devices that a network can sup-
port), throughput (actual rate of data exchange achieved),
range (the physical distance from a host/originating device
in which wireless technology can transmit information) and

latency (the time required for a round-trip message between
two communication partners across a network) [20]. Table 1
shows the development of each generation of technological
development.

While 1G from the 1980s was analogue technology and
only supported voice transmission, 2G was the first digital
system deployed in the 1990s, supporting voice and small
data provisions such as Short Message Service (SMS) and
MultimediaMessaging Service (MMS). 2G provided a digital
leap compared with 1G, and its data speed could achieve
64Kb/s, compared to only 2Kb/s with 1G. 3G emerged in
the 2000s, combining the features of the 2G network with
new technologies e.g. Universal Mobile Telecommunications
System (UMTS) and protocols that delivered a significantly
faster data rate and supported higher quality audio, video and
data transmission [21]. 4G became available in the late 2010s
due to the advancements in technology over the last decade
and provided high speed, high quality and capacity data trans-
mission over Internet Protocol. 4G allowed data transmission
speed at 100Mb/s, much faster than 3G (typically 2Mb/s) and
supported higher speed internet, high definition (HD) quality
video, and mobile broadband [22]. 5G brings another major
technology step, with the creation of a ‘New Radio’ (NR) in
the 2020s. With speeds of up to 10 gigabits per second, 5G
is much faster than 4G. Low latency is a key differentiator
between 4G (60-98ms) and 5G (<1ms), therefore 5G is pre-
dicted to be a core enabler of the 4th Industrial Revolution,
allowing the seamless connectivity of millions of Internet of
Things (IoTs) devices and supporting mission-critical activi-
ties such as autonomous vehicles [23], [24].

5G use cases are typically identified in three categories
[1], [24]:
• Enhanced mobile broadband (eMBB) – eMBB brings
high-speed mobile broadband to crowded areas, allow-
ing consumers and enterprises to enjoy high-speed
streaming on demand with much improved user data
rates. Typical applications include: enhanced indoor
and outdoor broadband, enterprise collaboration, high-
definition cloud gaming, massive content streaming,
augmented and virtual reality.

• Massive machine-type communications (mMTC) –
mMTC services cater to accommodate a large number
of devices with a relatively low (or high) volume of
data with high tolerance for latency. Devices tend to
be low cost with long battery life. Typical applications
include asset tracking and predictive maintenance, smart
agriculture, smart cities, smart retail, energy monitoring
as part of smart and integrated energy systems, smart
homes, remote monitoring, intelligent surveillance, and
video analytics.

• Ultra-reliable and low-latency communications
(URLLC) – URLLC has extreme stringent requirements
on data throughput, reliability and latency and tends to
support mission critical control activities. Some of the
popular example applications include autonomous vehi-
cles and platooning, drones and robotic applications,
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TABLE 1. Evolution of mobile networks and industry adaptation (Source: Authors, developed based on [1], [18], [19]).

smart grid and metering, remote patient monitoring
and telehealth, industrial automation, mission-critical
services (security, safety and emergency services).

A recent survey of 40 5G use cases by theWorld Economic
Forum [25] indicates that 93% of the use cases analysed
would be enhanced by URLLC and 78% by eMBB. mMTC
is perceived to be important too, contributing to 45% of the
use cases analysed. While public 5G networks are being
deployed concentrating on the eMBB use cases, private 5G is
on the rise with early industrial adopters installing their own
5G base stations in factories and industrial parks. Although
confidence in technology is high, the biggest uncertainties lie
in the commercial strength of the business cases and how soon
5G fuels new products and services that customers are willing
to pay for [26].

C. 5G IN PORTS
The first major use cases of private 5G networks in logis-
tics tend to be at logistics hubs such as seaports, airports,
and warehouse complexes. Major seaports around the world,
including Singapore, Rotterdam, Busan and Shanghai, are
investing aggressively in digitalisation to transform them-
selves into smart ports and meet future challenges. Smart
ports will need to utilise digital solutions to address the cur-
rent and future challenges faced by seaports including spatial
constraints, pressure on productivity, fiscal limitations, safety
and security risks and sustainability [27].

5G is seen as a key enabler to the smart port concept and
the only wireless technology currently capable of connecting
every container, vehicle, crane, and other assets used, both
indoors and outdoors, at a major port complex. This inten-
sive real-time and low latency connectivity delivered by 5G,
if integrated with other technologies such as AI and edge
computing, provide invaluable insights into a port’s condition
and operations. It affords a port the ability to control and opti-
mise its operations safely and securely and make decisions
in real-time, with the potential to add a level of automation
before unseen.

5G also powers innovative concepts such as digital twins,
an important pillar of the smart port. The precise digital
representation of a live working environment is dependent
on real-time connectivity between the physical asset and its
virtual representation. Given the complexity of modern ports

and increasingly automated logistics facilities, collecting,
transferring, and visualising the data in a one-to-one dynamic
virtual model has been limited by the capabilities of the
existing wireless network. The top three challenges to the
advancement of digital twins in logistics are cost, precise rep-
resentation, and data quality. 5G and next- generation wire-
less could provide solutions to the latter two challenges [20].

Various 5G use cases in ports are emerging. Table 2 pro-
vides a summary of some notable cases. As evident in Table 2,
the private 5G network is the dominant infrastructure among
the trials and implementations. The main efforts of exploring
the value generated from 5G largely lie in port automation,
intelligent decision making and real- time control of cargo
movement and other operations. The reported benefits tend
to concentrate on port productivity gains (e.g. reducing transit
time of goods in the port, improved efficiency in quays and
yard operations, labour cost savings and easing of service
flows), improved safety and security as well as environmental
benefits.

Of those ports sampled, Port of Livorno stands out due to
its deliberate efforts to assess (using both quantifiable and
qualitative measures) how the benefits enabled by 5G could
contribute to the development of a smart and sustainable port
and deliver on UN sustainable development goals (SDGs).
For instance, there has been an estimate of 8.2% reduction
in associated CO2 emissions per terminal operation, a 20%
average cost reduction per year through optimising vessel
berths as well 20-25% increased productivity with automated
quay cranes [37].

As evidenced by Table 2, 5G technologies are currently
mainly used to augment and enhance existing port and ter-
minal operations, rather than enabling new business models
and more radical innovative practices. Our paper attempts
to bridge the latter and explores how 5G could enable the
concept of Freeport as discussed earlier in this section.

III. METHODOLOGY
A. BRISTOL PORT FREEPORT USE CASE
Our research is firmly rooted and contextualised in Bristol
Port’s Freeport use case, to be trialled in the 5G Logistics
project in early 2022. The multidisciplinary research team
is part of a UK government funded 5G Testbed and Trails
(5GTT) programme aiming to determine the business benefits
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TABLE 2. Summary of emerging 5G use cases in seaports.

of 5G in a port setting, including its potential support of
Freeport operations. Technically it will develop a smart solu-
tion capable of utilising the cutting-edge advancements of 5G
for a. precise location tracking and cargo monitoring; b. the
use of drones for surveillance, security and safety control. The
Freeport use case was co-created by a consortium of public
and private organisations, including two academic institu-
tions, the port operator, technology service providers, a value
adding manufacturing site (acting as a remote Freeport zone
in the project) and a haulage company. Please note that at the
time of writing, Bristol Port does not have Freeport status.s

Multiple data collection methods are used to deliver the
analysis and recommendations in this paper, including inter-
views, regular information exchangemeetings, archival docu-
ments (such as government policy documents) and secondary
publications. Our approach is inductive including the devel-
opment of descriptive and prescriptive models. Simulation
was adopted to demonstrate why the use of 5G is more robust
when data traffic increases.

B. DESIGN SCIENCE APPROACH
We adopt a design science approach to the research [38]
with the exploitation of use cases, which have been applied

to software design [39]. Use cases may be defined as the
telling of narratives, that need to be designed, to guide users
in how to undertake a sequence of activities for a system
to deliver value to actors, i.e. stakeholders as users of the
system. The use case approach is particularly powerful in
helping to capture and explain unambiguously the complex
dynamics inherent in system requirements specification from
design through to implementation [40]. Unlike traditional
software development where actors are seen as outside the
system [40], our method is more akin to the systems thinking
learning-cycle approach where actors, processes and tech-
nologies are inherently part of the whole [41].

Jacobson et al. [42] propose six principles for the devel-
opment of use cases. These principles are aligned with the
software design stages of envisioning (understanding the
business and capturing requirements), reverse engineering
(develop models of the ‘as is’ business and legacy infor-
mation systems) and forward engineering (synthesising the
new information system including testing via numerical sim-
ulation’) [43]. Such a three-stage approach has direct ana-
logue with general, business and logistics systems design
techniques [44]. The six principles, and how we exploit them
in this research, are;
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Principle 1 – Keep it simple by telling stories: the stories
we tell of existing secondary cases and the existing situa-
tion in the case port are via written narratives in the for-
mer, based on publicly available information, and narratives
in written and pictorial form in the latter. For the case of
Bristol Port we have exploited several primary data sources
including interviewswith actors, observations of existing pro-
cesses, collection of archival documentation of existing infor-
mation systems, and workshops with internal and external
stakeholders.

Principle 2 – Understand the big picture: we take a whole
systems approach to the port use case with due consideration
of actors (attitudes), processes (organisational ways of work-
ing) and technologies (hardware and software) [45], [46].

Principle 3 – Focus on value: the emergent property of
the port system is to ensure the seamless flow of goods from
origin to destination to fulfil the needs of a customer to
send / receive goods [3]. The associated actors, processes
and technologies, may have their own specific sub-system
requirements but when combined as a whole they are simply
enablers in achieving seamless flow.

Principle 4 – Build the system in slices: we exploit a
deductive approach to developing a descriptive model [46]
of the existing ‘as is’ port system. We consider the port in
terms of its constituent parts namely; Port Entry, Stevedore,
Transit, Storage and Linkage sub-systems and the supporting
Port Information System (following [47]). Our focus for this
paper is the Port Information System and its relationship to
the other sub-systems.

Principle 5 –Deliver the system in increments: we provide
a whole-system use case, in the form of a prescriptive outline
design [46], for the exploitation of 5G in the Port Information
System and its subsequent impact on the port’s constituent
parts. Future increments, beyond the scope of this paper,
will develop detailed designs for each element of the Port
Information System.

Principle 6 – Adapt to meet the team’s needs: the research
was cocreated and executed by a multidisciplinary team of
practitioners and academics. The former consists of private
organisations including port operator, technology service
providers, and a haulage company, and public sector bodies
including the police, who provide port security, and local gov-
ernments from the region within which the port resides. The
academic team has expertise in wireless digital technologies,
network communications, internet of things, business sys-
tems engineering, port policy and logistics management. The
project delivery involved methodological pluralism, accom-
modating the various disciplinary traditions and philosophies
incorporated within the team.

IV. DEVELOPMENT OF A 5G ENABLED FREEPORT
FRAMEWORK
A. CURRENT STATE: BRISTOL PORT
To envisage how a 5G enabled Freeport operates in prac-
tice, we first need to establish what is the current state of

operations when it comes to cargo flow in a port. Based on the
case study of Bristol Port, Figure 1 presents both the physical
cargo and information flows of its current operations. At this
stage, there are no Freeport processes in operation.

1) A HIGH-LEVEL DESCRIPTION OF CROSS BORDER CARGO
FLOW
A typical import container is manifested by the Shipping
Line. The Forwarding Agent nominates the container for
clearance and submits the entry to the Customs system. The
Port then arrives the vessel and discharges the container
accordingly. The Customs system returns the routing for entry
and sends clearance if and when applicable. Following this,
the Shipping Line releases the container to the nominated
Haulier who updates the container with Vehicle or PIN (pass-
word) details. The Port then allows the container to be loaded
onto a trailer and to depart, given the driver supplies the
correct Vehicle/PIN details.

With incoming cargo, government agencies like Local
Customs, Port Health, and the Animal and Plant Health
Agency (APHA) among others, may require the container to
be checked, with any holds or releases being notified to the
applicable parties. All involved parties can use Destin8TM, a
port community software system used by 17 major UK ports,
and especially the enquiry functions to view cargo informa-
tion in (near) real-time. This includes checking the Vessel
expected/actual time of arrival, Cargo Landed/Loaded status,
Customs Clearance status, and Outdated/Ingated status. The
manifests submitted to Destin8TM are used by Customs for all
fiscal control purposes and manifests submitted to the system
are forwarded to a central Customs anti- smuggling system,
for profiling and risk management purposes. The port police
is onsite to conduct regular surveillance to ensure cargo safety
and security.

2) BRISTOL PORT SPECIFIC DESCRIPTION
Typically, container shipping lines calling at Bristol Port
tend to travel from Antwerp Port, Dunkirk Port and Bilbao
Port. The port gets an Estimated Time of Arrival (ETA)
from the shipping line and then lines up a pilot to help with
berthing. Bristol port also gets an Electronic Data Interchange
file from the port of loading with a loading plan and the
container numbers. Information about the containers is held
on Destin8TM (or known as the inventory linking system).
Each container has a 5-digit Unique Vessel Identifier (UVI)1

number which can be put onto the system. If goods are
not customs released, the port chases either the customer or

1When a vessel is registered on Destin8 through transaction (known as
VRG – Voyage registration), a 5-digit UVI is returned. When a consign-
ment is created through the Manifest Create transactions (MFC/MIC/MCI)
a 4-digit Unique Consignment Identifier (UCI) is returned. Together they
form the Unique Consignment Number (UCN), which is therefore an identi-
fier for a particular consignment within a particular vessel. The UCN remains
with the consignment details until they are purged from the system and may
never be amended. It is the UCN which provides the means for Destin8 and
CHIEF, the Customs computer, to exchange inventory information. Thus,
UVI + UCI = UCN.
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FIGURE 1. Current state map of Bristol Port operations (Cargo and info flow).

Customs. Customs will normally email the port with details
of containers that need to be held for customs inspections.
Containers will also be held due to non- payment issues (not
customs related).

CONSYS is the Bristol Port information system that man-
ages the movement and inventory of cargo within the port
terminals. The system is being upgraded and internet linked.
CONSYS is linked to Destin8TM and when the container
number is put into CONSYS, it accesses the data from
Destin8TM. This includes the release PIN for the haulier to
collect the load once cleared. Only the customer knows the
release PIN. Once a container is on a lorry, it joins a queue
and then a pass is issued for the vehicle to be able to leave
the port. Once off the port (detected through CONSYS),
then a message is sent to Destin8TM using a human operated
account.

The container yard is controlled with an International Ship
and Port Facility Security Code pass, which limits access.
There is also a secondary fence, to maintain the safety of the
ship. When a ship berths, gates are locked at both ends of the
quay to extend this secure area. From discharge, the container
is managed through CONSYS. Whenever it is moved, the
location is noted by the operator on the system. Data entry
is manual at the moment, using a touch screen unit on the
vehicles – reach stacker or rubber tyred gantry cranes.

In terms of the trigger for a container to leave the port,
this can be from the haulage company (e.g. requesting the
collection of an empty container). Sometimes vehicles turn up
unplanned to collect containers, which can cause a backlog.

The new system is under development and will introduce a
pre-booking system, while still allowing the port to accept
unannounced lorries.

3) CURRENT ISSUES
The current process is largely manual and so relies on plant
drivers to update CONSYS on the status of individual con-
tainers. Bristol Port is upgrading its CONSYS with a view
to automating task scheduling activities and integrating the
management of the movement of containers and staff on
site. However, as discussed in Section II-A, to qualify as
a Freeport, the operator of Freeport custom sites needs to
have an information system that is capable of monitoring the
goods movement, in and out and between various sites in a
Freeport zone. This means one needs to be able to pinpoint
the exact location of any goods at any time within the defined
territory. This calls for a real-time goods tracking solution
able to capture, transmit and process the large volume of data
generated from different sources at speed.

Currently most data capturing is done manually, and the
port relies on Wi-Fi to transmit data. Wi-Fi has proven
unreliable in industrial and port environments, with mobile
crane issues among many. This hinders port productivity as
operations can grind to a halt if any key activity breaks down
due to poor Wi-Fi connection. The connectivity issue also
has safety and security implications. The port is currently
looking to use 4G to back up the Wi-Fi network but sees 5G
as a long-term solution to address pertinent issues such as
these.
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B. FUTURE STATE: A 5G-ENABLED FREEPORT AT BRISTOL
PORT
To articulate why 5G is a critical technology that will support
the effective operation of a Freeport, we use Bristol Port’s
operative model to first discuss how it would operate as a
Freeport utilising 4G and then debate why 5G can deliver
better.

1) DATA AND CONNECTIVITY IN A FREEPORT SCENARIO
To address how Freeports and 4G would work together,
we need to identify the requirements of Freeports. In Depart-
ment for Transport (2021), it is stated that a total of 6 million
containers passed through UK major ports in 2019. Of those,
Bristol Port handled around 61,000 containers. To monitor
goods and their state on the move, sensors are incorporated
within these containers and/or vehicles, resulting in a massive
requirement of bandwidth for the transmission of the sensor
data.

Considering traffic from other entities, such as drones,
static sensors, cameras and offices, the bandwidth require-
ments increase exponentially. The strategic value of such
data stems from integrating the data into IoTs and feed-
ing it into machine learning (ML) tools to support smart
decision making and actions. Rather than being reactive to
events and uncertainties, a Freeport can be more proactive
and utilise the insights gained to predict what might happen
and take more informed actions. For example, traffic control,
condition monitoring control, theft prediction, emergency
drone services and other control applications can produce
significant value [48], [49], [50].

2) CURRENT LIMITATIONS OF 4G NETWORK TO SUPPORT
THE FREEPORT CONCEPT
Port logistics are complex and currently managed by port
community systems (such as Destin8 and Consys dis-
cussed above) that are providing services like: i. information
exchange between transport operators, ii. electronic exchange
of Customs declarations and Customs responses, iii. track-
ing and tracing goods through the whole logistics chain,
iv. processing declarations of dangerous goods and other.
Today these services, which enable ports and customs toman-
age their logistics and create global information databases,
are mostly maintained and updated by staff in the cloud.
In Figure 2 we highlight the connectivity of today’s port com-
munity system and their cloud associated databases and other
services. As can be seen in the figure3, the port data traffic is
all transmitted over public shared cells.

While the use of 4G and Wi-Fi could support the data
transfer and processing need of a Freeport concept in prin-
ciple, it has its performance limitations when it comes to
deal with rapid increase in the data traffic volume, velocity
and computation demands. For instance, the use of drone
for video surveillance and object recognition around the port
requires intensive computational load, whilst those imaging
processing and video analytics would have to rely on AI

machine learning to detect anomaly. Under 4G, the only
option for AI decision making is be hosted in the cloud, but
this approach tends to result in high latency, security concerns
and high- cost computing [51].

The intensive use of IoT devices for cargo tracking and
monitoring also calls for high level of automation and smart
applications over a high-speed and high-performance net-
work infrastructure. Furthermore, it is observed in the liter-
ature [51], [52] that IoT performs better when deployed on
MEC infrastructure. MEC reduce network latency by pro-
cessing data closer to the mobile users. The expected network
latency in a 4G network is typically 10-20ms which is, for
many, perceived not good enough [51], [52]. Freeports 4G
data traffic, passes over the public internet service provider
(ISP) network which does not provide the level of reliability
required for mission-critical applications as well as security.

3) HOW WOULD FREEPORTS OPERATE WITH 5G?
The 5G Logistics Freeport use case is aiming to test digital
geofencing within the port that will allow real-time goods
tracking within the pre-set perimeters. The first step is to
enable 5G radio and deploy a virtualised core network that
will enable the development of precise location tracking
utilising 5G. The 5G network will interconnect sensors that
will be installed on goods or in the container to enable
real-time condition monitoring of goods. Moreover, sensors
will deliver additional security to the transfer of goods, gener-
ating automated stock checks via long-range radio frequency
identification (RFID). Digital geofencing will play a key role
in monitoring goods as well as guaranteeing the path of trucks
from different freezones, reassuring a valid transfer and legal
compliance. The second application of 5G is the use of drones
to conduct regular surveillance around the port area to ensure
cargo security and safety.

In our 5G Logistics Freeport use case, a private 5G network
is deployed and the cell architecture is depicted in Figure 3.
The private network supports access to MEC where port
community systems can host local instances, enabling faster
data processing and secure cloud communication only when
required. Data services would operate much faster and given
the use of private network, it provides more granular control
compared to direct cloud connections and enhanced security.
Moreover, 5G supports real time machine learning such as
predictive maintenance to be applied in scale and adaptive
to changes. 5G allows the ML models to be hosted on MEC
nodes on site reducing complexity and enabling nanosecond
latency.

C. SIMULATION RESULTS
To further evaluate the advantage of 5G vis-a-vis 4G, this
work conducted a set of simulated experiments using public
4G network and the 5G Smart Internet Lab 5G test bed at
authors’ institution. In particular an in house sensor emulator
developed with the Python programming language was used
to emulate devices that transmitted data over a controlled
period of time. For each of the experiments a large number of
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FIGURE 2. Freeport operations over 4G.

FIGURE 3. Freeport operations over 5G.

emulated devices transmitted data exactly as the transmission
operated in the field trials of the project.

For this paper a total of 20 experiments was conducted
from which the average value is depicted in the results

section. To derive the confidence interval, the replication
method with 95% confidence interval was used. Each device
is simulated independently and represents IoT sensors com-
municating with the application collection on the MEC
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FIGURE 4. IoT service performance when increasing gradually number of
devices.

infrastructure. Each device operates independently and their
initialisation is parameterised to simulate a power up in the
real world. Devices are configuredwith a particular behaviour
and are powered-up as the simulation progresses in time.
Each device was transmitting sensor messages including tem-
perature, humidity and emulated location coordinates using
HTTPS requests for each of the messages. The connectivity
for the emulated devices used a private 5G sim card and a
public 4G sim card for all the experiments. The topology of
the devices was random and the traffic patterns followed a
Poisson distribution with range of 10 to 100 messages per
minute.

Figure 4 presents the performance of IoT service in col-
lecting and processing data from sensor devices. In this
simulation we increase the number of devices up to 1 mil-
lion sensors and observe the performance of the IoT ser-
vice described above. Data loss due to latency and network
overload is measured as total packets lost and depicted as
performance percentage for each number of total devices.
As observed, 4G radio access technology deteriorates signif-
icantly when increasing devices and network traffic. In the
same environment 5G new radio performs at 100%, even for
1 million devices, meaning that network traffic increase and
devices increase does not impact the network performance.
For large infrastructures such ports, millions of devices are
expected to be deployed as well as other services for example
video streaming. Therefore, 4G limitations would not allow
efficient scaling for future applications.

In Figure 5 we focus on end to end latency of the 4G and
5G networks, and similarly we simulate sensor devices up to
1 million connections. We observe that the network latency is
far lower in the 5G networkMECnodes compared to 4G. This
analysis is interesting as time critical applications will require
ultra low latency to operate efficiently. If a 4G network is
deployed, applications would be limited if the network grows
with additional services and devices.

FIGURE 5. Latency per device density 4G vs 5G.

FIGURE 6. Required number of cells when devices reach 1million per
square kilometre (4G vs 5G).

To provide numerical analysis on scalability between 4G
and 5G networks, we measure the number of cells required
for 1 million devices. Figure 6 highlights the number of cells
required for 4G radios and 5G radios, where the difference
is depicted clearly. 4G networks would require 10 differ-
ent cells to accommodate 1 million devices where 5G NR
would enable the same amount of devices with just 1 radio.
5G radios are currently more expensive that 4G, however
5G application will become an economically viable solution
when the applications and devices of the network increase
exponentially and are deployed at large scale.

D. A GENERIC 5G-ENABLED FREEPORT MODEL
The Bristol Port 5G Freeport use case allows us to extract spe-
cific learnings and integrate them with the generic Freeport
concept discussed in Section II to put forward a generic
Freeport model at a more abstract level (as shown in
Figure 7 (A)). We then overlay 5G technology to highlight
several areas where 5G can add value (Figure 7 (B)). By this,
we hope the proposed model is not just specific to Bristol
Port but can be applied to other Free ports who would want
to explore the use of 5G in supporting their operations. As dis-
cussed in Section II-A, Freeport broadly contains a port itself
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and several conjunctive secure customs sites (also known as
a ‘free zone’) where businesses can import or export goods
inside the UK’s land border. Businesses are able to [5]:
• get relief from duties and import taxes
• use simplified declarations processes to reduce adminis-
trative burdens

• choose which rate of Customs Duty used if processing
the goods changes their classification.

To operate a Freeport customs site, an operator must com-
ply with the conditions of Freeport customs site designation
and safety and security standards (see [5] for details). Of those
critical conditions, there are several where 5G can add value.

The first critical condition is to ensure the safety and
security of the sites and refuse permission of any movement
of goods out of the Freeport customs site other than in cir-
cumstances permitted by the Freeport customs site legisla-
tion. As shown in Figure 7 (B), the use of real-time cargo
tracking and geo-fencing (a virtual perimeter for a real-world
geographic area) can be set up to track the movement of cargo
within the designated areas. Geofences can alert port opera-
tors or customs site operators when a vehicle or container is
removed from the yard or worksite without authorisation.

The use of RFID tags and sensors installed within a con-
tainer would allow real-time monitoring of the status of cargo
at item level providing essential information about the status
of the goods e.g. humidity level, temperature, location and
quantity. This (close to) real time visibility is of great value
to cargo consignees and consignors when the cargo (such as
perishable goods) is sensitive to fluctuating conditions. The
need to knowwhere products are, in what condition and when
there may be delays or disruptions is critical to supply chains
so that risks can be identified, and corrective measures put in
place before those risks lead to major losses. Whilst container
to container tracking in ocean shipping is relatively mature
now,most solutions on themarket are unable to accommodate
the requirements of goods movement within a Freeport zone.
The 5G private network set up in a Freeport can help with the
added lags of the journey, from port to yard (customs sites)
and onto inland transport (rail or road, if import) or another
vessel (if export).

The use of drones for patrol around the port and customs
sites will further enhance the onsite security and control of
cargo. Real-time video and audio data will be transmitted via
the 5G network to the control room, where analytics can be
used to detect abnormalities such as an incorrect truck picking
up a container. This will reduce the need for regular human
patrol onsite, leading to cost reductions and improved respon-
siveness. The drones are able to perform key tasks around
the port such as inspecting infrastructure, surveillance and
monitoring, incident management, berth management and the
detection of emergency situations e.g. fire and rescues. Rou-
tine system inspections could ensure consistent operational
integrity and access to hard-to-reach areas. Given the large
surface area of a port, drones provide clear benefits when
carrying out those activities, resulting in improved situational
awareness and a potential reduction in the number of work

accidents. The large volume of video and location data gen-
erated by drones requires a very high bandwidth and low
latency for real-time data transmission, making a 5G private
network the ideal solution.

The second critical condition is for a Freeport customs site
operator to keep a detailed record of each consignment arriv-
ing at and leaving the site as well as moving from temporary
storage, or between different customs sites. A comprehensive
description of what information needs to be recorded is given
in Appendix A.

Businesses authorised to use the Freeport customs site are
required to declare goods brought into and removed from a
customs site, also goods moved between different customs
sites, and moved within the same customs site. Processed
or repaired goods need to be disposed of. Again, a complex
list of information is required to be submitted to UK’s HM
Revenue & Customs. Core to the information required by the
government and related port and supply chain stakeholders
is the real-time tracking and recording of the goods moved
in, out and within the Freeport. This calls for the right dig-
ital infrastructure that could enable the efficient capturing
and integrating of the large volume of required data into
various information systems/applications whist ensuring data
integrity and speed.

Given the large volume of data being handled, manual
data capture will not be a sensible option – it is time con-
suming, slow and prone to entry errors. Instead, automated
data capture can help to streamline complex workflows in
a Freeport and accommodate much higher data volumes
with speed and accuracy. Therefore, the integrative use of
IoT devices/sensors (such as RFID) (for data capturing), 5G
private network (for data transmission and processing) and
machine learning (for data analytics) will help a Freeport
and its community members to build the much-needed digital
capability. The speed of information flow and the insights
generated by advanced data analytics would allow decisions
to be made quicker, hence dictating the faster physical flow
of goods. This in turn will help to build an agile supply chain
with enhanced visibility that can quickly match supply with
demand.

E. A TECHNICAL PERSPECTIVE ON HOW 5G SUPPORTS
THE CORE ACTIVITIES IN A FREEPORT
Table 3 below summarises the key areas where 5G would
support a Freeport and utilises four key attributes of the big
data concept, namely volume, variety, velocity and veracity,
known as the 4Vs, to highlight how value can be created in
the case of a Freeport.

1) LOCATION REQUEST
In terms of location request to support geofencing and asset
tracking requirements of freeports, 5G provides clear advan-
tages over 4G and Wi-Fi by providing accuracy of loca-
tion, reliability, and lower latency data transmission that this
use scenario demands. A 5G network is more determinis-
tic, which differs from more mature, statistical multiplexed,

VOLUME 10, 2022 91881



Y. Wang et al.: 5G Enabled Freeports: A Conceptual Framework

FIGURE 7. Top (A) A generic Freeport model, Bottom (B) A generic 5G-enabled Freeport model.

data networks which do not offer delivery guarantees and
often experience loss and significant variable latencies due to
congestion. To maintain the integrity of freeports as well as
deal with the increased complexity of the additional logistics

and value adding manufacturing activities, 5G can offer an
on-premises location tracking service, with a significantly
improved accuracy of location coordinates up to 20 to 1
(moving from meters to centimeters), if compared to the
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TABLE 3. Summary of value creation by 5G in the case of a Freeport.

current GPS tracking technology, and a more granular
geofence definition. The improved location tracking would
enable a faster detection of any deviation of goods from a
designated route/area. An estimate would be less than 500ms,
whilst current 4G detection time is at around 2 seconds.

Location tracking by the 5G network is specified by 3GPP
in a technical standard [53]. By examining the signalling
between a 5G New Radio Standalone (NR SA) Core and user
equipment (UE) during the initial call setup, we observed
the capabilities for location tracking as advertised by the
user equipment. The signalling is based on the NGAP proto-
col [54] andWireshark was used to extract the UE capabilities
in relation to the [53] technical standard. For the UE modem
used in the experimentation the 5GS Mobility Management
(5GMM) LTE positioning protocol (LPP) capability was not
present even with changes to the Modem using AT set com-
mands. Newer modems with an updated NAS version [55]
support are expected to provide this capability.

2) ON-SITE MACHINE TO MACHINE COMMUNICATIONS
5G will support and orchestrate the convergence of vertical
applications onto a single common wireless network. this
is expected to be accomplished through advances in net-
work function virtualisation and software defined network-
ing, allowing the flexible usage and configuration of network
functions to enable use cases with very diverse requirements.

It is not straight forward to capitalise on the 5G location
tracking capabilities if deployed in isolation. More value can
be created if the tracking solution is used in combination
with other technologies, for instance, with Wireless Sensor

Networks and real time Machine Learning (ML). The net-
work slicing function (one of the unique advantages of 5G)
could allow a specific network configuration that is dedicated
to support Machine to Machine (M2M) communications
between IoT sensors. This, in turn, allows advanced concepts
such as total predictive maintenance, condition and security
monitoring and auto alerts. Condition monitoring uses 5G
cellular- connected sensors to monitor the condition of port
assets such as cranes, containers and AGVs through factors
like vibration and temperature [30]. Typically, a condition
monitoring software will then detect any abnormalities, while
also determining when an asset is in need of maintenance,
therefore reducing potential incidents and downtime. For
condition monitoring, the network needs to be able to manage
high connection density and transfer data in real-time with
extremely high reliability, making 5G ideally suited for the
scenario.

3) MULTIPLANAR AND MULTILAYER COMMUNICATION AND
SECURITY
Data originating from user equipment (UE) can be trans-
mitted over the multi-cell 5G New Radio (NR) network to
reach the MEC platform and subsequently the MEC services.
Traditionally, the UE modem provides Internet Protocol (IP)
connectivity to different data producers and forwards the
traffic over the radio. MEC processes data close to where
it is generated and consumed. This enables the network to
deliver ultra-low latency required by port-critical applica-
tions, such as the deployment of drone in our use case, or auto-
mated crane control as discussed in Table 1, Section II-B.

VOLUME 10, 2022 91883



Y. Wang et al.: 5G Enabled Freeports: A Conceptual Framework

By processing data locally, MEC applications can reduce data
transfer cost significantly and improve data security.

V. CONCLUSION
Currently and to the best of our knowledge the use of 5G as
a key enabling digital infrastructure to support the Freeport
concept is rare. In this paper, we provide an overview of
existing use cases of 5G in ports through a review of literature.
We then explore in depth how 5Gmay be deployed to support
a particular use case i.e. the Freeport concept using Bristol
Port as an exemplar for the UK sector.

Our simulation results show that 5G has clear advantages
in supporting large number of IoT devices and sensors for real
time tracking of cargo, as well as the use of drones for port
surveillance.While 5GNRRadio simulations in the literature
evaluate the overall standardisation compliance [56], connec-
tivity state [57], mobility support [58] and positioning [59],
these fall within the RAN network. The novel technical
contribution introduced in the current work focuses on the
use case delivery on an end-to-end network. Rather than
evaluating End to End RAN simulations as in [60], we have
opted to evaluate the OSI Layer 3 and 4 KPIs against our
applications’ requirements. We emphasise the roadmap of
harmonisation of ETSI MEC standard with 3GPPP RAN and
Core networking with MEC applications [61].

The business contribution of the paper is the development
of a conceptual framework that depicts a generic Freeport
model underpinned by 5G technology. The framework is
based on the early findings from a UK government funded
5G testbed and secondary 5G use cases from both practice
and academia. The current state of Bristol port was estab-
lished which forms the basis for the conceptual articulation
of the 5G enabled Freeport concept. Following this, a generic
5G-enabled Freeport model was developed, outlining the
underlying technical protocol and process configurations.

Our early findings from this Freeport use case demonstrate
that 5G has great potential to support the operation of a
Freeport by a.) providing an ultra- fast connection for real
time goods tracking and monitoring for safety and security.
b.) enabling a new level of automation through data exchange
and information transfer between government authorities,
port operators, customs site operators, businesses operating
within customs sites as well as other supply chain stake-
holders. Our research is one of the early academic studies
that offer valuable insights into the application and potential
impact of 5G on port operations and its implications for
Freeports. Our research also has important policy implica-
tions, given the UK government’s recent announcement and
roll-out of eight Freeports across the UK [22].

However, our research has limitations. We only reported
preliminary technical results in this paper. Though these
results are indicative of clear benefits by the deployment
of 5G, we are running further field experiments and those
results and full impact on Freeport operation will be reported
later. The proposed generic 5G enabled Freeport model needs
to be validated by future studies. We should also note that

deploying 5G is not without challenges. Those range from
regulatory barriers such as spectrum allocations, infrastruc-
ture investment cost vs performance issues, cyber security
concerns, devices limitations, to cross- industry collaboration
and skill challenges. Moreover, although opportunities are
clear, value creation needs to be systematically captured and
analysed to evidence the true potential of 5G technology in
support the Freeport concept and more generally the port’s
digital transformation. Our future work will focus on these
aspects.

APPENDIX A RECORDS A CUSTOMS SITE OPERATOR
NEEDS TO KEEP
Source: HM Revenue & Customs [62]

A. GOODS ARRIVING AT YOUR FREEPORT CUSTOMS SITE
For each consignment you will need to keep the following:

• air waybill number or shipping number
• the customs procedure the goods have been placed under
• the date and details of any customs formalities
• details of any electronic import or export declarations -
the date and time the goods arrived at the business in the
site

• unique commercial identification references
• number and kind of packages
• the quantity and usual commercial or technical descrip-
tion of the goods

• the identification marks of the container to identify the
goods and weights (gross and net)

• registration number of vehicles carrying goods to the
Freeport customs site

• the details of the business in the Freeport customs site
where goods have been received

The person receiving the goods must notify you that the
goods have arrived, where they are:

• brought into a Freeport customs site to be declared by
conduct to the Freeport customs special procedure

• under the Freeport customs special procedure that have
been transferred to another business in the same Freeport
customs site

Your records will need to show that this notification has
taken place, and you will need to keep a copy of the informa-
tion sent in that notification, and the time and date that it was
received.

B. GOODS LEAVING YOUR FREEPORT CUSTOMS SITE
You must not allow goods to leave your Freeport customs site
unless you have been provided with a notification and evi-
dence to show that the goods meet the following conditions:

• they have been declared to:

– inward processing
– authorised use
– transit
– temporary admission
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– customs warehousing and moved to a place outside
of the Freeport customs site (where it is covered by
the customs special procedure authorisation)

• they have been declared to the Freeport customs special
procedure but are to be moved directly to:

– a place from where they are exported
– a customs office for the purposes of discharging the

Freeport customs special procedure
– a location in Northern Ireland
– an authorised business in another Freeport customs

site

• they are domestic (including where HMRC has accepted
a declaration to say the goods have moved into free
circulation even if the goods are in the Freeport customs
site)

• they can be removed in accordance with an authorisation
by HMRC and will be moved in accordance with that
authorisation

The evidence can include:

• an original (or faxed copy) of an authenticated removal
note, which will be one of the following:

– a C130
– a system generated release note/message

• release by another, approved electronic message format
(for example SMS text message)

• relevant customs paperwork (including things like proof
of cleared declarations and customs special procedure
authorisations)

• relevant commercial documentation that cover:

– the destination of the goods
– the reason for moving the goods outside the

Freeport customs site

The notification must be made by a business who is autho-
rised to operate in a Freeport customs site, or someone acting
on behalf of them.

Your records will need to include the:

• notification and evidence provided to you
• time and date of the notification
• details of the business it relates to

If someone is dealing with customs for them, you must
include their details in your records as well.

Your records must include details about any goods leaving
your Freeport customs site, even if they do not meet the
relevant conditions [62].
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