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A B S T R A C T

The management of construction projects requires adequate techniques to support the continual exchange
of information across disciplines. Recent advances in Building Information Modelling (BIM) have exposed
new ways for process and data integration with open data formats, process mapping, and terminology.
In construction projects where multiple disciplines produce and share BIM data, mechanisms for defining
information priority, provenance and suitability become necessary in order to have consistent and traceable
use of data. This includes objects or collection of attributes for data objects that are associated with a discipline
or organisation including clear identification of the transaction that has introduced the information. Blockchain
can be used to record metadata of BIM objects such as the issuing discipline, object version and responsibility/
liability associated with the data. Blockchain can offer the capability to apply levels of ‘‘trust’’ to individual
BIM objects and a more secured framework of collaboration across stakeholders.

This paper proposes a Blockchain-based BIM data provenance model to support information exchange in
construction projects. By testing the solution in a real-world bridge construction scenario, it has been shown
that the approach can recognise the levels of competence and can improve the process of BIM implementation.
The proposed approach gives stakeholders more confidence when sharing their BIM data, reduces costs, and
improves risk contingencies in construction projects. The paper provides a cost analysis to evidence the
implications of using Blockchain for BIM data provenance through an experimental framework supported by
an Ethereum public test network. A front-end web page has also been created to facilitate interaction with
smart contracts and to monitor the BIM data provenance process.

1. Introduction

Digitisation of the construction sector has been triggered by the
recent advancements in information technology that have created un-
precedented possibilities for the development of innovations and appli-
cations for Construction (Brennen and Kreiss, 2014; Slaughter, 1998;
Elghaish et al., 2020). Building Information Modelling (BIM) represents
a major advancement in the construction industry (Murphy, 2014).
BIM is often described as a ‘‘database with drawings’’ that provides
an information repository or guideline of the constructed assets which
can be used for operating purposes for its entire project lifecycle from
preparation to maintenance and demolition (Morgan, 2017).

Numerous international initiatives have been launched by indus-
try and governmental organisations in the building and facility man-
agement sector to integrate BIM with various construction applica-
tions (Namli et al., 2019). Digital representations of a real construction
asset (i.e. building) can be realised through the use of BIM, from
construction planning through building activity, to enable optimal
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communication and information exchange across all construction par-
ticipants (Krämer and Besenyői, 2018). Such digital representations
contribute to the development of a ‘‘digital twin (DT)’’ in the form of
a data-driven dynamic representation of a construction asset that repli-
cates its real-world behaviour (Lu et al., 2019). Information sharing in
construction represents a challenging aspect involving data privacy and
authenticity risks that often can have a negative impact on stakeholder
trust, supply chain and asset management. Digital ledger solutions can
reduce such risks and promote a higher order of collaboration across
industrial stakeholders (Erri Pradeep et al., 2019a) (Opoku et al., 2021).

As reported by literature, there are several limitations associated
with the use of BIM technologies, especially around integrated archi-
tectures which are often inadequate for real-time co-design, resulting
in a lack of mechanisms for recording iterations associated with model
modifications (Nawari, 2021). In particular, interoperability issues arise
as a result of insufficient specifications when the model is shared across
various project participants (disciplines) (Huahui and Deng, 2018). In
addition, there are overlapping roles and responsibilities, protection of
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intellectual property, a delegation of risk mitigation and confidentiality
responsibilities, and accountability challenges (Nawari, 2021). BIM
platforms are also exposed to vulnerabilities or cyber-attacks as a conse-
quence of data manipulation, hacking, and other cyber-attacks (Yoon
et al., 2021) requiring upgrades and modifications that can produce
project delays and cost effects. A construction project also involves
repetitive tasks that may be automated throughout the project’s life
cycle (Nawari and Ravindran, 2019) requiring transparency in the data
collection process (Hijazi et al., 2019). Disinformation and commu-
nication failures can appear among project stakeholders involved in
the project’s implementation process (Bataw et al., 2016). As a result,
the construction sector demands more adaptable and scalable data
exchanges centred on BIM and the Common Data Environment (CDE),
as well as increased resistance against manipulation of data, model
integrity, and data provenance records (Morgan, 2017; Yoon et al.,
2021).

On the other hand, the use of Blockchain for construction projects
represents a key contribution toward the decentralisation and digital-
isation of the sector. Blockchain uses a distributed public ledger with
a shared and synchronised database for recording transactions while
offering a strong mechanism for data provenance for BIM supported
projects (Puthal et al., 2018).

It is conducted a research-based examination into the usage of
Blockchain for data provenance in BIM environments, focusing on
smart contracts and their use for BIM model coordination. In this
paper, a BIM data provenance system is presented that uses Blockchain
technology to record events, data and transactions results from the
development of a multidisciplinary construction project.

This paper aims to address the following objectives:

• To propose a framework for improving BIM data provenance
through the use of Blockchain technology for multi-disciplinary
construction projects;
• To demonstrate the integration of BIM and Blockchain technology
by implementing a data provenance model for a real construction
case study;

This study discusses the usage of Blockchain technology in the
construction sector, outlining a functional BIM provenance framework
for practitioners and decision-makers to manage activities across the
design, construction, and documentation stages. An analysis was made
of the integration of Blockchain technologies into the BIM data en-
vironment to provide a higher level of digital reliability, integrity
and transparency for construction projects. It is argued that emerging
technologies such as Blockchain can contribute to the development of a
more secure and digitised construction ecosystem, using evidence from
an in-depth literature search and a real construction case study.

The remainder of the paper is as follows: Section 2 provides a
background of the state-of-the-art developments of the industry, and
Section 3 summarises research in the field of knowledge. The method-
ology for developing the data provenance is presented in Section 4,
followed by a set of data provenance analyses and applications in
Section 5. Section 6 validates the provenance model through a real-
world case study involving the integration of Blockchain technology
with the BIM environment of a multidisciplinary construction project.
Sections 7 and 8 present the results and related implications of the
proposed provenance model. Section 9 summarises the conclusions and
discusses future work.

2. Related work

The increased interest in advancing automation in Construction has
triggered the need for the identification of new methods to store and
manage data. Due to the fact that the construction industry started to
operate with digital representations of physical assets, data analytics
for effective decision-making is needed to allow the interpretation and
aggregation of data from various data sources. In particular, digital

twins have the potential to incentivise the development of Building
Information Modelling (BIM) in applications where identification and
diagnosing of faults are needed. Additionally, digital twin technologies
can lead to an increase in productivity, decrease the probability of
failure, shorten manufacturing schedules, and provide new market
opportunities (Patriarca et al., 2018).

Stakeholder engagement for the deployment of building technolo-
gies needs an integrated strategy to enhance collaboration between
individuals, stakeholders and technology. BIM makes project data ac-
cessible to various users within the construction project at various
stages including design and data management, simulations, and project
scheduling (Keskin et al., 2020). One of the key BIM challenges is the
identification of roles and responsibilities. Additional concerns include
intellectual property protection, risk allocation, third-party safety and
security, and the availability of technological intermediaries (Sacks
et al., 2018).

The integration of BIM with Blockchain can enable a more transpar-
ent verification and storage of information related to the provenance of
physical, digital, and application resources. Blockchain exposes a dis-
tributed ledger that is updated block-by-block at a time using a collab-
oratively selected validator. For a construction project, the Blockchain
consensus process identifies a leader discipline that verifies that the
selected leader has appropriate credentials, as well as that each node
recognises the leader’s block as a valid block for inclusion in the
Blockchain (Christidis and Devetsikiotis, 2016). As the information sub-
mitted and verified in the chain is then disseminated and subsequently
preserved across all nodes, Blockchain prevents data and copyright
manipulation (Kshetri and Voas, 2018). The decentralisation of the
Blockchain has been validated as a secure alternative to information
storage, data processing, operation, and trust, providing a mechanism
for managing data in digital environments with extensive security
standards. While many sectors are actively exploring and analysing
Blockchain technology and its uses, the construction sector’s research
is still in its infancy for adoption (McNamara and Sepasgozar, 2021).

Dongmin et al. (2021) designed a system for traceable data transfer
that integrates digital twins and Blockchain technology. The authors
validated the framework using a case study in which virtual positional
data from a prefabricated brick is transferred in near real-time to
the digital twin and stored on the Blockchain. The study findings
demonstrate that the integration between a digital twin and Blockchain
can improve the traceability of data transactions while enabling ac-
countable data sharing about the project among stakeholders.

Tao et al. (2022) propose a collaborative design framework (CMF)
based on Blockchain technology to promote data privacy. The article
proposes an access control mechanism designed in CMF to safeguard
critical BIM data stored on a Blockchain ledger from unauthorised
access. New design methodologies in CMF have been established to aid
in design coordination inside the access controlled Blockchain network.
An illustrative design example verified the suggested CMF’s practicality
and performance with an appropriate latency and storage cost. Addi-
tionally, the findings indicate that when project participants interact
inside the CMF, sensitive BIM data is successfully kept confidential.
Xue and Lu (2020) introduce a new Semantic Differential Processing
(SDT) approach to minimise information redundancy with BIM and
Blockchain integration. The approach manages BIM changes as SDT
records and compiles them into a consensus instead of storing the entire
BIM or its signature code in the Blockchain.

A new BIM system model named bcBIM has been proposed to
address information security in mobile cloud systems. The model pro-
poses BIM data auditing for historical changes via Blockchain in the
mobile cloud with big data sharing (Zheng et al., 2019). Sigwart et al.
(2020) presents a Blockchain extensible IoT data provenance frame-
work using smart contracts. Combined with Blockchain technologies,
data provenance solutions are reliable instruments for making data
more trustworthy while offering tamper-proof data on the sources and
origin of data information. Liang et al. (2017) introduced ProvChain,
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with an architecture adapted for collecting and verifying the prove-
nance of cloud data using Blockchain transactions with tamper-proof
and user privacy features to verify the accuracy, integrity, and timeli-
ness of provenance records. A window of latching (WoL) model is used
to evaluate data provenance with advanced performance to monitor
workload, security, and efficiency (Zhang et al., 2018).

3. Background information

This section presents an overview of the current state-of-the-art BIM
solutions in the construction sector. Results of the literature review are
presented and contextualised to demonstrate the importance of data
provenance for construction digitalisation.

3.1. Digital twins using BIM data

Industrial processes have been significantly transformed over the
last decade, owing to the remarkable spread of Cyber–Physical Systems
(CPS), sophisticated data analytics, and high-performance computing
technology. The recent advent of Digital Twinning (DT) strategies
has proposed a virtual representation of a physical object, operation,
system, or construction asset with a particular emphasis on the ‘‘smart-
ness’’ of such virtual artifacts (Mohammadi and Taylor, 2017). Digital
twins have emerged from the prevalence of sensor networks and the
digitalisation of the manufacturing industry and production systems
followed by applications in other sectors such as the construction
industry. Digital twins operate with ‘‘digital replicas’’ that behave in the
same way that their physical counterparts do in the actual world (Tao
et al., 2018). Although developed to improve design and construction
productivity at all stages of the lifecycle of construction, BIM has
complementarity to digital twins in terms of tracking the physical asset
and increasing the quality of operations in construction projects (Boje
et al., 2020).

BIM systems address a general challenge of managing relevant data
through interdisciplinary construction teams but with an insufficient
trust among the various participants (Gu and London, 2010). A col-
laboration process facilitated by BIM creates security challenges across
different professionals with different skills, knowledge and expertise.
These problems are compounded by the fact that industries do not
keep the same safety information and standards (Erri Pradeep et al.,
2019b). In addition, data security is becoming more and more complex
due to the differences between individuals interacting within a con-
struction project and the development of the supply chain. The use of
Blockchain technology can improve a project’s Common Data Environ-
ment (CDE) with more secure management of activities resulting in full
transparency of the project (Hammi and Bouras, 2018).

Blockchain contributes to the development of trust within an or-
ganisation through the use of authorised parties registered into a
ledger (Brito and Castillo, 2013). A ‘‘distributed ledger’’ is used where
each block of data is inextricably connected and replicated across a
number of servers to enable more effective monitoring and manage-
ment of contract documents (Nawari and Ravindran, 2019).

3.2. Provenance models – Issue Status and Blockchain

In construction projects, owners must be aware of the validity of
the data, as well as modifications and access to data, at all stages of
the project lifetime (Salman et al., 2018).

Provenance defines the surveillance chronology of an object (i.e.,
BIM) and refers to a process of monitoring various records of data
obtained from a collaborative workflow. Provenance can be created
by software in a specific physical, digital or application resource or
can refer to an audit process that is operated on data created purely
for the provenance information (Shetty et al., 2017). As such, the
establishment of trust and confidence around data artefacts is en-
sured through the use of data-provenance systems (Garcia-Alfaro et al.,

2015). Such systems provide information on different stages ranging
from data creation and updates alongside the parties that have initiated
the process and the origin of the data at different stages of the life cycle
including the alteration of the data with the actors involved. In this
respect, a data provenance scheme records unique data points and the
operations identified with the data (Davidson and Freire, 2008), in a
tamper-proof and reproducible manner (Hasan et al., 2009).

Blockchain technology provides the ability to protect data prove-
nance and many required functionalities and features for auditable
resources. The Blockchain Consensus mechanism selects a leader entity
and ensures that the chosen leader has sufficient credentials and that
each node accepts the leader’s block as a suitable block to be included
in the Blockchain (Christidis and Devetsikiotis, 2016). Blockchain pro-
vides mechanisms or instant updates for all users and facilitates inte-
gration with BIM technology including Digital twinning strategies.

3.3. Data disruption

Existing data traceability systems in Construction have signifi-
cant issues with establishing verifiable data provenance and avoiding
fraud and counterfeiting both in centralised and decentralised supply
chains (Hastig and Sodhi, 2019). Construction risks providers (Tapscott
and Vargas, 2019) estimate that 95% of construction project data
is lost when a structure is handed over to the initial owner after
project completion. According to Jabbar et al. (2020), the majority
of existing digital construction solutions are still heavily reliant on
centralised cloud infrastructures, resulting in a lack of transparency
and an inability to protect against security risks such as reliability and
auditability as well as data protection and privacy. Such issues can
be addressed through the use of Blockchain which offers (i) secure
traceability and control, (ii) data immutability, and (iii) the ability to
build trust in extremely low-cost information technology solutions.

In Blockchain, users can choose which data to be stored in a
block while also ensuring that identical copies of the data are dis-
tributed across the ledger (Nayak and Dutta, 2017). Blockchain has
powerful mechanisms to handle authenticated users, ensuring account-
ability, scalability, and efficiency. Although at early adoption stages,
Blockchain can deal with design-related data from a variety of disci-
plines ensuring integration and linking of data between project stake-
holders (Al-Jaroodi and Mohamed, 2019). As the value of construction
has increased as a consequence of, for example, mobile applications
and sensors, Blockchain technologies may be leveraged to their ben-
efit by providing new methods for authorisation and accessibility by
stakeholders, suppliers, and the value chain (Al-Jaroodi and Mohamed,
2019). A data provenance architecture using Blockchain facilitates
auditing of data events and can further improve access control pol-
icy enforcement based on authentication mechanisms (Nguyen et al.,
2012).

3.4. Blockchain technology for construction automation

Construction projects use a variety of data and information that
need to be stored, updated and consolidated. An improved management
and analysis of construction data facilities quicker decision-making
while also enhancing the quality of decision-making, resulting in better
project quality and increased project profit. The use of BIM data
comes with vulnerabilities around data modification or tracing revi-
sions securely and persistence of revision history (Zheng et al., 2019).
The process of recording project updates assumes the confidence of
central operators that often can engage in improper activity leading to
additional risks with data losses and inconsistencies. Such risks can be
avoided with the seamless integration of BIM with Blockchain technol-
ogy to empower collaboration and improve information flow between
participative disciplines. Consequently, contractors and suppliers in the
construction industry may depend on the collected data to establish
the level of service quality standards. Blockchain has the potential
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Fig. 1. Methodological stages.

to advance construction automation by integrating design records,
and datasets from devices and organisations via the deployment of
Blockchain records, thus enabling both historical record review and de-
velopmental research (Casino et al., 2019). An architect may be alerted
when a design change occurs in a design project with information about
the data encryption and transfer for storage. Project participants have
complete control over their information and may authorise or remove
access at any time, a process that is beneficial when dealing with forged
documents or licences (Meinert et al., 2018).

4. Methodology

This section presents the methodology used to evidence the appli-
cation of Blockchain technology for supporting BIM data provenance.
The integration of Blockchain with BIM for data provenance uses a
distributed network for storing provenance data over a decentralised
and fault-tolerant ledger.

In this paper, it is combined two sources of evidence to deliver the
paper objectives (i) secondary sources of evidence resulting from an in-
depth literature survey exploring existing BIM-Blockchain solutions and
subsequent integration for construction applications and (ii) primary
sources of evidence from a real construction case study involving the
construction of a highway bridge.

By extracting evidence from the literature survey complemented
with requirements from the case study, a new Blockchain provenance
framework was proposed to ensure reliable BIM data exchanges and
collaboration across project disciplines. The objectives were primarily
focused on developing a capability to support distributed BIM data
sharing for construction projects based on a scalable and secured prove-
nance model that can incentivise collaboration between stakeholders.
The above objectives were achieved using the following methodological
steps as shown in Fig. 1:

Phase 1: Requirements elicitation - an initial set of requirements
have been collected from the project trial in order to understand and
plan effective integration of Blockchain technology with BIM for data
provenance. Data and evidence informing the decision for adoption of
the provenance framework were collected from the client, participat-
ing disciplines and expertise from the consortium complemented with
results from the literature survey.

Phase 2: Qualitative research - qualitative research data were ob-
tained from a wide range of secondary sources, including research
articles, case studies and best practices from the construction sector.
This included an in-depth literature search using journal and conference
articles, books, whitepapers, and reliable data sources. The review
was aimed at discovering how Blockchain technology is being used in
construction and other industries, with a special focus on case studies
and industrial applications.

Phase 3: Data consolidation - following the completion of these
analyses, the resulted information was consolidated and analysed to
inform the development of BIM data provenance models and scenarios.

Phase 4: Experimental testbed - the experimental testbed has been
configured with a Blockchain environment Remix Ethereum platform
and Kovan testnet which is a public Ethereum test network to support
the implementation of smart contracts.

Phase 5: Development of smart contracts - development of smart
contracts, compilation and distribution processes based on scenarios
on the Remix platform. Smart contracts have been adopted and imple-
mented using Solidity to support various project provenance functions
as identified in the scenarios.

Phase 6: User interface - a web page was constructed to enable a
more intuitive Blockchain interaction with smart contracts.

Phase 7: Results - scenario results have been presented and inter-
preted to demonstrate the efficiency of the BIM-Blockchain integration
for data provenance.

Using the above stages, it is demonstrated how Blockchain can be
integrated with a BIM environment using an IFC model developed for
a bridge highway project.

4.1. Blockchain-based data provenance

For analysis, data from the Clouds-for-Coordination project (Petri
et al., 2017) is used, which aims to support inter-company collaboration
through the exchange of BIM data. As BIM allows information sharing
across the construction and property management sectors, the issue
of data trust becomes important – a problem that is becoming more
widely recognised in the AEC industry through the use of ’Issue Status’
for physical documents. The project participants develop, maintain,
and manage their own BIM data where each discipline can retrieve an
aggregated BIM model combining replicas from the project discipline
model version (Petri et al., 2017). Each action that occurs throughout
the process of construction design is recorded utilising Blockchain
with an unchangeable proof of work raising trust and transparency
across project participants. Fig. 2 illustrates the process of recording
provenance data to Blockchain within a BIM environment.

For establishing data provenance, each record is compiled and then
published to the Blockchain network and shared across the network
nodes. Each provenance input is given a Blockchain receipt for future
validation purposes whereas the provenance records are connected
with a hashed user ID to ensure that nodes in the Blockchain network
provide the privacy of data records. The network operator has the
ability to manage the datasets and the portfolio of users to ensure
reliability (Ramachandran et al., 2017). A record of data provenance
is broadcast globally, and each block is confirmed within a set of
Blockchain nodes.

Fig. 3 illustrates the process of saving a project file or an action
on Blockchain using smart contracts. Smart contracts are a form of
computer protocols that enable the creation of contracts without the
need for contractual intermediaries (Alliance, 2012). A smart contract
specifies the number of attributes including address, functions, and
status, and permits code execution (Bahga and Madisetti, 2016) for the
project disciplines. The value of smart contract applications for con-
struction projects is primarily related to the safety and accessibility of
data blocks distributed in a peer-to-peer environment (Mohanta et al.,
2018). As a result, the provenance model based on smart contracts is in
the form of computer code-written agreements that are intended to be
implemented to capture various circumstances and events taking place
within the project disciplines (Alliance, 2012).
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Fig. 2. Blockchain integration with BIM data.

Fig. 3. An example of saving a construction project file or an activity on the Blockchain.

5. Case study description and BIM data model

Using the IFC model of a highway bridge to represent data within
the project consortium and participating disciplines, data from the
Clouds for Coordination project is used. The IFC model includes all
bridge information, graphical and non-graphical information, through-
out the entire project lifecycle, from planning to design, construction
and use, and bridge operation (Honti and Erdelyi, 2018). The IFC model
is composed of geometric and non-geometric data as shown in Fig. 4.
The project data was reviewed, analysed, and changed in a variety of
ways using software programmes and then exported to an IFC file to
enable data transfer across applications. The IFC file format is based
on an ISO standard (10303–21) referred to as the ‘‘STEP-file’’ (Grani,
2016).

For the scope of this research, the IFC schema is regarded as a stor-
age system for storing and transferring digital data for interoperability
amongst different BIM experts working on a particular project. IFC de-
fines a detailed definition through various formats such as .ifc .ifcXML
for ensuring hierarchically structured elements (Honti and Erdelyi,

2018; Isikdag, 2012). The *.ifcXML extension of the IFC file utilises
the same data schema as the *.ifc extension, but it is displayed as an
XML document rather than an ASCII file (Honti and Erdelyi, 2018). The
IFC and ifcXML standards are both open and publicly available. IFCXML
files utilise the same data structure as ‘‘traditional’’ IFC files, but instead
of an ASCII representation that simplifies machine-to-machine data
exchange (Isikdag, 2012).

5.1. Blockchain project network

The project involves multidisciplinary teams that collaborate to
produce a consolidated BIM model from which provenance data is
recorded into Blockchain. To ensure that the whole historical infor-
mation is maintained in a tamper-proof way, the process needs a
Blockchain trustworthy management and monitoring. The stakehold-
ers involved in the project, Client, Architect, Structural Engineer and
MEP, communicate and recorded their activities using smart contracts
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Fig. 4. Geometric and non-geometric BIM data of the trial project.

through a front-end layer (see Appendix). The front-end is a decen-
tralised application that connects stakeholders to the smart contract
through available interfaces using RestHTTP, Web3, or JSON RPC.

Blockchain smart contracts were designed to support the BIM data
provenance regarding the interoperability requirements of the construc-
tion project. API calls are used to process IFC objects and related
metadata in order to facilitate the use of a project’s background by
disciplines. This enables a distributed manipulation of these IFC objects
in situations where multiple disciplines associated with a project can
work on the same IFC model within the coordination system. The
project partners use a Revit plugin that connects Revit software to the
coordination framework, as well as a filtering application that chooses
IFC objects according to their compliance codes. The Revit plugin
communicates with the system to retrieve and send IFC objects based
on discipline updates.

Blockchain registrations are performed based on an IFC model,
along with methods for data transfer and data provenance across
disciplines. This enables disciplines to obtain the most recent version
of an IFC object in real-time and modify the IFC model appropriately
recording each operation to Blockchain through data provenance. For
the project network, Blockchain and cloud architecture are accessible
through a user interface designed following technical and building
industry standards. The user interface has been designed to accomplish
two tasks: (i) an initial interfacing of the Blockchain with the C4C
network, and (ii) continuous system administration (Petri et al., 2017).
The basic procedure for constructing a network is shown in Fig. 5.

The following steps are identified in a Blockchain data provenance
workflow from Client invitation to discipline operation and Blockchain
registration:

• Step 1: Project Client (Client) configures the project and exposes
the site URL to enable downloads of the BIM model.
• Step 2: To invite project disciplines to participate in an event,
the client sends invites through email that includes a link to
download the software, as well as an embedded IP address of the
coordinator server.

• Step 3: The disciplines download the model and implement up-
dates on the BIM model according to the project plan using IFC
objects updates and operations.
• Step 6: Disciplines will be notified through email about the im-
plemented updates on the BIM model according to a suitability
matrix.
• Step 7: The resulted model metadata with corresponding BIM
properties are stored in Blockchain after each discipline update
in the form of a tuple as presented below.

s t r u c t con t rac t [ s t r i n g operation , u in t time , s t r i n g
model , u in t vers ion , address objectID , s t r i n g owner ] ;

• Step 8: Using the Blockchain network, operations such as adding,
deleting, and modifying smart contracts are undertaken using the
front-end web page.

6. Evaluation

It is considered that a construction project involves a set of disci-
plines that collaborate to deliver project tasks. The evaluation is con-
ducted using scenario data and models from the Clouds-for-Coordination
(C4C) project, which involved multi-disciplinary collaboration for a
highway construction project (Petri et al., 2015). The framework was
developed across multiple disciplines involved in a real-world highway
development project in the UK, which included the construction of a
new bridge (Petri et al., 2017). Fig. 6 depicts the network architecture
of the Blockchain-based BIM project environment.

Throughout the design phase of the bridge, the following part
introduces a complete BIM model integration based on the Blockchain.

• Discipline A — Architect
• Discipline Aa — Architect assistant1
• Discipline Ab — Architect assistant2
• Discipline S — Structural Engineer
• Discipline C — Client
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Fig. 5. Model update in the project network.

Fig. 6. Blockchain-based BIM Project Environment.
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Table 1
Scenarios with input and output parameters.

Scenario Recording blockchain general scenario Discipline leaves the project

Objectives ∙ Disciplines register to Clockchain
∙ Recording every change on the project
1. Change from IFC file
2. Action from the BIM environment
(sharing data between disciplines)

∙ Recording every change on the project
∙ Blocking leaving discipline access in the project
Setting new smart contract and registering new discipline
∙ Set and publish new due date on the project (to extend due
date)
∙ New discipline access to the project
∙ The transaction that are recorded on the blockchain are
generated by calling or involving a smart contract function.
∙ If any of the verification or validation criteria fails, the function
execution is reverted; however, if the execution succeeds, the
generated action are broadcast to the network for recording.

Input parameters ∙ BIM model name-[ml.ifc]
∙ Objects ID- [id1,id2,id3,… idp]
∙ UderID-[id1,id2,id3]

∙ BIM model name-[ml.ifc]
∙ Objects ID- [id1,id2,id3,… idp]
∙ UderID-[id1,id2,id3]

Output parameters ∙ Discipline
∙ BIM Model
∙ Objects
∙ Timestamp

∙ Discipline
∙ Txt
∙ BIM Model
∙ Timestamp

Operations getModel(),updateModel(),addUSer() get-
Model(),updateModel(),addUSer(),deleteUSer(),updateUSerProfile()

Action ∙ [Client]:Highway England
∙ [Archetect]:Costain
∙ [Engineer]:Capita
∙ [A cost consult]:Lee Wakemans Ltd.

∙ [Client]:Highway England
∙ [Archetect]:Costain
∙ [New Engineer]:Capita

• Discipline M — MEP

Step 0 - ‘‘Discipline A’’, ‘‘Discipline S’’, ‘‘Discipline C’’ and ‘‘Dis-
cipline M’’ have been registered into the Blockchain system and get
their unique Blockchain ID. All changes and activities which have been
made to the BIM environment and the model will be recorded on the
Blockchain. Each discipline ‘‘Discipline A’’ can have more users such as
‘‘Discipline Aa’’ and ‘‘Discipline Ab’’.

Step 1 - Discipline C (Client): ‘‘Discipline C’’ has been created for the
first block and proceeded with registering the first entity ‘‘Discipline
A’’. Discipline A will create the model ’’Bridge BIM IFC file" on the
Blockchain network. ‘‘Discipline A’’ will continue to record all design
changes on the Blockchain system.

Step 2 - Discipline S (Structural Engineer): The created IFC file
(A556-CAP-7000-S06-3D-S-1001.ifc) will be shared with the structural
design team by ‘‘Discipline A’’. The Blockchain is configured to keep
consistent records on the network. ‘‘Discipline S’’ will start to analyse
the architectural drawing and develop the structural design. The IFC
file will be shared with ‘‘Discipline S’’ which will start working with
the IFC document as a drawing structural design with changes to
be recorded in the Blockchain network. During all of these stages,
every step of the design and file share between design teams has been
recorded into the Blockchain network.

Step 3 - Discipline C (Client): When ‘‘Discipline A’’ takes to the
final design from ‘‘Discipline S’’, ‘‘Discipline A’’ will share with the
‘‘Discipline M’’ (or ‘‘Discipline S’’ will share with the ‘‘Discipline M’’).
The final IFC file from ‘‘Discipline A’’ will be shared with ‘‘Discipline C’’
at the same time in order to monitor the task process and for monitoring
any data transactions.

Step 4 – Discipline A(Architect): ‘‘Discipline C’’ wants to change the
electrical box on the drawings at the end of the process using the IFC
file. ‘‘Discipline C’’ will send the IFC file to ‘‘Discipline A’’. ‘‘Discipline
A’’ will send the file to ‘‘Discipline M’’. ‘‘Discipline M’’ will change the
box, and will send it to ‘‘Discipline A’’, ‘‘Discipline A’’ will send it to
‘‘Discipline C’’.

Table 1 includes scenarios used for evaluating the approach using
smart contracts and Blockchain in a BIM environment, taking into ac-
count a design process undertaken by a Client, Architect, Engineer and
related disciplines. By testing the new model, it has been attempted to
demonstrate the efficiency of smart contracts for BIM data provenance.
Input and output parameters are defined, and the operations and actors
involved in the process are also specified for each scenario.

6.1. General assumptions involved in the design process

Considering a general project design process, the disciplines in-
volved in the process are first recorded on the Blockchain and included
in the process. After the registration process, the disciplines create their
design and share the designs with the Client. Any information exchange
or activity that occurs with the main ‘‘Project’’ will be recorded directly
in the Blockchain system. Additionally, any changes to the IFC file will
be stored in the Blockchain system as illustrated in Fig. 7.

6.2. Contracts

Remix platform is used to facilitate the compilation and deployment
of smart contracts. Remix is an Ethereum Solidity development plat-
form (Remix, 2022) that facilitates the development of smart contracts.
Dapp (Musan et al., 2020) is another platform that was used to allow
interaction with smart contracts through front-end web pages. In order
to create the front-end web page’s interaction, a front-end JavaScript
interface to connect the front-end page with the Blockchain system was
constructed (Appendix A.1). The UI interface allows users to engage
with contracts, including deploying new contracts and methods of the
contract such as writing or retrieving Blockchain data. The Remix
platform is used to deploy a single contract for system testing and the
verification of the smart contract. For the testing phase, contracts and
transmit transactions across the Kovantest network (Shakila and Sul-
tana, 2021) were installed. Only on the developer device, local memory
was invoked to quickly verify operations and provide execution results
in real-time. Before deploying the smart contract on the Ethereum
mainnet, its code was tested on a Kovan testnet (Anon, 2022). There
are three smart contracts used to implement the Blockchain-based BIM
provenance model for the case study presented in this study.

The smart contract for new user/actor/discipline registration:. It is consid-
ered that each contract is identified with the contract’s object number,
which is maintained in a mapping connection to the updated contract
address. The contract is created/updated for each discipline so that
other nodes may see all the discipline records by using the newUser()
function (see Appendix A.2).

The smart contract for object or input registration:. The contract serves as
a means of registering objects and displaying all objects that have been
registered. Once other nodes are registered to the platform, registered
objects can be viewed through the platform using the newObject()
and Input() functions (see Appendix A.3).
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Fig. 7. The process of provenance records with design discipline.

Updating smart contract with users and actors:. The implementation of
the object provenance model is performed via the first contract. After
the disciplines are recorded on the Blockchain platform, every transac-
tion should be recorded in the contract. With the updateUser() and
updateObject() functions, the final User/Client may see the whole
history of transactions for the object in use and may update the role of
the users (see Appendix A.4).

Implementation Process:

• The smart contract was implemented using the Solidity pro-
gramming language with the truffle infrastructure and a public
blockchain designated Ganache system with truffle console was
used to interact with the backend of the system. After the back-
end server was built, the frontend website was developed and
deployed to interact with the functions of the contract and to
record the data provenance. The server-side code using Node.JS
was implemented with a frontend interface that help to retrieve
data provenance from the database rather than the blockchain.
Contracts have been installed to allow users to utilise the system
for data provenance activities.

Deployment Process:

• The Ethereum public Kovan test network with an existing
blockchain Metamask wallet was used in order to deploy the
experimental scenarios. Ganache was used to obtain ether for the
purpose of testing an application and the address was broadcast
on the Kovan testnet. The Solidity integrated development envi-
ronment (IDE) and Remix are used to develop and deploy the
smart contracts with a ruffle test to validate the existence of the
address on the Kovan test network.

6.3. Authentication

All disciplines are registered into the network as illustrated in Fig. 8.
The client then requests architectural drawings from the registered
architect through the system. The architect shares the file with his
design team. Because the hash code of the file will be uploaded to the
Blockchain system, the file activities and provenance are recorded in a
provenance database. Following that, the client requests the agreement
to be validated using a Blockchain query to see whether the require-
ments of the smart contract are met. The authenticator verifies this
process on the Blockchain and if the smart contract requirements are
met, Blockchain verification generates a proof of data by updating the
provenance data stored.

6.4. Verification

The BIM data associated with design elements are available in
every version of the model chronologically, including where the project
was used, who updated it, and when it was modified. This provides
the capability to determine which data was requested and shared
and whether it was approved. An immutable ledger will be accessed
whenever an architect or member of any other discipline makes a
modification or performs a task. Disciplines will be able to access object
information over the Blockchain network by referencing the unique
Object ID. This enables information to be accessible throughout the
project’s duration or at the end of the project. As input, the object’s
details may be retrieved by inputting the BIM Model ID, the Object ID,
and, if requested, the discipline ID allowing access to historical records
for the desired object over the Blockchain network. Several operations
for a BIM object are considered for the verification process allowing the
disciplines to:
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Fig. 8. The general structure of provenance record to Blockchain.

• to check the details about an object, operation and time.
• to access specific information on where an object is used in the
process as well as the history of an object throughout the project’s
life cycle.
• to retrieve the details of an object that was manipulated by one
of the disciplines throughout the project life cycle.

7. Experimental results

A prototype was implemented for the framework using an Ethereum
Blockchain virtual machine, which provides a public Blockchain net-
work. Ethereum uses a browser-based compiler called Remix-IDE for
writing and compiling smart contracts. Solidity language has been
applied for implementing the contracts.

Two smart contracts, named provenance and verification, are pro-
posed for logging and verifying the information relevant to the dis-
ciplines, actors and objects. The former contract stores the discipline,
objects, operations, time of actions, actors, and the versions of updates
into a Blockchain network. The verification contract verifies: (i) the
objects created/ manipulated by an actor; (ii) the operations of an actor
on an object and the time of each operation of an actor on the object;
(iii) the updated versions on an object which is modified by actors.
The deployment costs of both smart contracts are investigated using
an Ethereum public Blockchain test network (Kovan). The amount of
gas used for deploying provenance and verification contracts are 854979
wei and 767248 wei, respectively. The transaction costs relevant to
the proposed verification depend on the number of involved entities
(e.g., objects, actors etc.) that should be investigated within a construc-
tion project. To this end, the functions/ transactions of the verification
contract will be executed and evaluated costs according to various
parameters.

7.1. Verification of operations

This experiment by changing the number of operations investigates
the costs required for verifying the executed operation of an actor on
an object and the exact time when the operation has been executed.
The assumption is that the number of operations varies from 5 to 30.

The Kovan (PoA) testnet, which is a public testnet on the Ethereum
Blockchain, was used for getting the transaction costs and mining time.
Kovan is an Ethereum-based Proof of Authority (PoA) Blockchain that is
publicly accessible. This testnet is the closest to the actual performance
of the Ethereum Blockchain (Kovan, 2022).

Each result was calculated after five times executions of the trans-
actions with different parameters to reach an average data. Table 2

Fig. 9. Comparison of Number of Operations & Gas Prices (ETH).

gives the details about the average verification costs and mining time.
As seen, when the number of operations increases, the amount of
consumed gas increases steadily. In order to get the average mining
time for the verification, the results with different gas price units
ranging from 10 to 30 Gwei were evaluated. Given a fixed gas price
unit, the verification costs in Ether (ETH) and mining time in seconds
are provided.

Visualisation of the mining time with the different gas prices is
shown in Figs. 9 and 10. The results indicate that the average mining
time decreases sharply when the gas price unit increases. In fact, higher
gas price motivates the miners to run the transactions and create the
blocks sooner.

7.2. Verification of object’s updates

This experiment verifies all the history of an object during the
lifecycle of a project. The history shows all the updates of an object
that has been modified by the actor(s). The experiment by changing
the number of an object’s updates from 5 to 30, estimates the amount
of gas used for checking the object’s history. It is assumed that the
rate of gas price unit is 20 Gwei, being an average rate at the date
of the experiment through Ethereum. The results have obtained after
five times execution of transactions in Kovan with various parameters
to get the average values. Table 3 shows the experimental results. The
amount of gas consumption and the costs of the transactions in both wei
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Table 2
Verifying operations and transaction costs.

Number of operations Mining time

5 10 15 20 25 30 –

Used gas (wei) 194235 388470 582615 776800 970125 1165410 –
Gas price=10 0.003 0.007 0.01 0.014 0.017 0.02 1477
Gas price=20 0.004 0.008 0.011 0.015 0.019 0.023 294
Gas price=30 0.005 0.011 0.017 0.023 0.029 0.035 25

Table 3
Verifying object’s updates and transaction costs.

Number of updates 5 10 15 20 25 30

Used gas (wei) 48033 62100 78241 93004 103000 121050
Cost (ETH) 0.0021 0.0027 0.0032 0.0041 0.0044 0.0053

Table 4
Verifying actors and transaction costs.

Number of actors 5 10 15 20 25 30

Used gas 55251 105920 150680 201902 250032 291230
Cost (ETH) 0.0011 0.0021 0.003 0.004 0.005 0.0058

Fig. 10. Comparison of Number of Updates & Cost (ETH).

and ETH are, respectively, provided. As represented, when the number
of updates over an object rises, the cost of checking the history of the
object increases gradually. It starts from almost 0.002 ETH and reaches
nearly 0.005 ETH.

7.3. Verification of actors

This experiment by changing the number of actors working on or
manipulating an object investigates the costs required for retrieving the
actors’ details. The assumption is that the number of actors varies from
5 to 30. The gas price unit is 20 Gwei and the transactions are executed
and deployed on the Kovan test network. The costs are calculated after
five times of execution with various parameters to get the average
results.

Table 4 shows the experimental results. As seen, when the number
of actors increases, the gas consumed for the verification rises steadily.
The table also provides the transaction costs of such verification in ETH.
Fig. 11 and 12 show how gas fluctuates with the number of operations
and updates identified in the smart contracts.

8. Lesson learned

This article demonstrates how to assure BIM data traceability and
immutability via the use of Blockchain in the design process of devel-
oping a new bridge project. There are a limited number of applications
on the subject of applying Blockchain to data provenance, despite
the fact that the concept has been adopted and validated in several
studies. Within the domain of data provenance, one research (Sigwart
et al., 2020) estimates the cost of gas consumption affected with
Blockchain, showing that the average latency converges to the average
block timings of the various networks, since transactions with higher
prices are virtually included in the next instant block. The study also
compares the test networks Rinkeby and Ropsten demonstrating that
the Ropsten testnet has more standard deviations compared to Rinkeby
testnet. Another study (Ramachandran et al., 2017) proposed a moni-
toring system with contract executions on the Ropsten testnet network,
demonstrating that the amount of gas needed per transaction for partic-
ular operations such as adding users or documents is almost consistent
with the total amount of gas needed for each function. According to
the reported findings, the majority of functional procedures may be
performed at a relatively low cost.

This research demonstrates how a Blockchain-based BIM framework
can be used for data provenance in construction projects. The work
provides factual evidence from a real construction bridge project with
smart contracts developed on the Kovan testnet network. The proposed
provenance framework can accelerate the construction process across
disciplines and facilitates reliable tracking and monitoring of project
tasks while ensuring transparency. The results demonstrate that costs
with the smart contracts implementing the provenance can fluctuate
based on the number of disciplines and the size of the project. The
research provides also valuable insights into the transformation of the
supply chain management and realisation of digital construction which
continues to be sought a topic of current interest in the field of study.

Traceable and immutable data transfer enable stakeholders to de-
velop confidence in the data exchange and this assurance may aid in
the utilisation of data obtained during construction for critical decision-
making. The agreements, operations, and transactions associated with
construction projects may be controlled by smart contracts when par-
ticipants depend on project-related data. By gathering information
between participants and supporting procedures and capabilities such
as documentation, Blockchain with related BIM data provenance in-
tegration may contribute to more reliable source records. Given the
fact that construction data is often gathered in a centralised source, it
is necessary to preserve sensitive construction data using Blockchain’s
capacity to integrate a piece of data into the network ledger together
based on an encrypted signature or private key.

It is argued that a smart contract has the potential to signifi-
cantly accelerate the automating of the construction process. When
established conditions are followed, a smart contract is automatically
executed using computer code, effectively eliminating the require-
ment for trusted intermediaries for contracts. All project partners can
agree on construction-related processes in the contract, and smart con-
tracts automate tasks across disciplines. This procedure allows project
partners to avoid project and operational delays that could lead to
conflicts.
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Fig. 11. Comparing Number of Operations & Used gas (wei).

Fig. 12. Comparing Number of Updates & Used gas (wei).

The proposed work provides also valuable insights on the opti-
misation of the supply chain that can create various disputes and
disagreements among players as a result of the contractual procedures.
One of the primary causes of cost inefficiency or schedule delays in
large construction projects is a shortage of the appropriate materials
at the appropriate location and time. Such contract procedures may
be governed by smart contracts in this context as Blockchain increases
transparency and trust across all supply chains for off-site items. Ex-
ceptionally, if required, Blockchain technology can help to rationally
reconstruct history precisely, thereby giving a major contribution to
the traceability of operations and tasks for a construction project (see
Appendix A.5).

9. Conclusion

A Blockchain-based BIM data provenance is proposed for construc-
tion projects that have the ability to record all activities and exchanges
identified in a construction project. The work shows the steps required
for the integration of a BIM data provenance model with Blockchain
using construction data. The reported results are also evidence of how
the number of disciplines and operations of a project influence total
costs and gas with smart contracts.

This paper demonstrates how an integrated Blockchain architecture
may aid securely traceable and immutable data interactions between
project participants. Trust in project-related data may be established
via traceable and immutable data exchanges. Data provenance may
substantially accelerate future contract implementation, operations,
transactions and evaluation, facilitating better communication across
project participants while incentivising cooperation and collaboration.

A Blockchain data provenance can support real-time monitoring of
discipline activities as evidenced by the real construction case study

provided in this paper. It is projected that collecting data utilising
provenance data with Blockchain while documenting the BIM project
life cycle, can benefit the construction sector in a variety of ways.
To begin, by documenting all aspects of the project throughout the
BIM process, any data loss can be prevented, since the whole record
will be permanently registered to the Blockchain system. Secondly,
with the smart contract advantage, redundant documentation gener-
ated throughout the BIM process will be eliminated, and the process
will be digitally documented in a Blockchain environment. As a re-
sult, it will aid in the acceleration of construction data processing
and can reduce redundant and excessive document workload. On the
other side, it is expected that a transparent approach would promote
confidence among construction stakeholders. This can increase trans-
parency throughout the process and promote communication between
stakeholders.

With multidisciplinary construction projects, the availability and
persistence of date records are essential. By adopting the proposed
approach, the records of the drawings can be made available as data
provenance using Blockchain enables the reconstruction of activities
in accordance with the project tasks. It has also demonstrated that
costs affected by data provenance can vary in direct proportion to the
number of disciplines involved in the process and the volume of data
recorded.

As a future work, Blockchain scalability and performance as well
as its integration into the construction sector should be analysed and
optimised by taking into consideration particular scenarios and events
identified in construction projects. Also, integration with existing digi-
tal infrastructures such as smart IoT-enabled devices, and cloud inter-
actions should be improved and harmonised in order to boost the usage
of Blockchain in the construction sector.

CRediT authorship contribution statement

Yasin Celik: Definition, Formal analysis, Writing – original draft,
Software, Data curation, Methodology, Validation. Ioan Petri: Concep-
tualisation, Writing – review & editing, Supervision, Methodology, Val-
idation, Project administration. Masoud Barati: Software, Resources,
Data curation, Investigation, Validation, Writing-Editing.

Declaration of competing interest

The authors declare that they have no known competing finan-
cial interests or personal relationships that could have appeared to
influence the work reported in this paper.

Acknowledgment

The authors would like to acknowledge support from the Clouds-
for-Coordination (C4C) project in terms of access to project trial data.



Computers in Industry 144 (2023) 103768

13

Y. Celik et al.

Appendix

A.1. Main page and general information of the platform

A.2. New discipline registration

A.3. New object or input registration



Computers in Industry 144 (2023) 103768

14

Y. Celik et al.

A.4. Updating transaction

A.5. Visualising model transactions



Computers in Industry 144 (2023) 103768

15

Y. Celik et al.

References

Al-Jaroodi, J., Mohamed, N., 2019. Blockchain in industries: A survey. IEEE Access 7,
36500–36515. http://dx.doi.org/10.1109/ACCESS.2019.2903554.

Alliance, S.C., 2012. Use cases for business & beyond. URL: http://digitalchamber.
org/assets/smart-contracts-12-use-cases-for-business-and-beyond.pdf. (Accessed 04
July 2022).

Anon, 2022. Kovan testnet proposal. Kovan-Testnet.Github.Io. URL https://kovan-
testnet.github.io/website/proposal/. (Accessed 04 July 2022).

Bahga, A., Madisetti, V., 2016. Blockchain platform for industrial internet of things. J.
Software Eng. Appl. 09, 533–546. http://dx.doi.org/10.4236/jsea.2016.910036.

Bataw, A., Kirkham, R., Lou, E., 2016. The issues and considerations associated with
BIM integration. In: MATEC Web of Conferences, vol. 66, p. 00005. http://dx.doi.
org/10.1051/matecconf/20166600005.

Boje, C., Guerriero, A., Kubicki, S., Rezgui, Y., 2020. Towards a semantic construction
digital twin: Directions for future research. Autom. Constr. 114, 103179. http:
//dx.doi.org/10.1016/j.autcon.2020.103179.

Brennen, S., Kreiss, D., 2014. Culture digitally. URL https://culturedigitally.org/2014/
09/digitalization-and-digitization. (Accessed 04 July 2022).

Brito, J., Castillo, A., 2013. Bitcoin: A Primer for Policymakers. Mercatus Center
at George Mason University, URL https://coincenter.org/app/uploads/2020/05/
Bitcoin-Primer-2ndEd.pdf. (Accessed 04 July 2022).

Casino, F., Dasaklis, T.K., Patsakis, C., 2019. A systematic literature review of
blockchain-based applications: Current status, classification and open issues.
Telemat. Inform. 36, 55–81. http://dx.doi.org/10.1016/j.tele.2018.11.006.

Christidis, K., Devetsikiotis, M., 2016. Blockchains and smart contracts for the internet
of things. IEEE Access 4, 1. http://dx.doi.org/10.1109/ACCESS.2016.2566339.

Davidson, S., Freire, J., 2008. Provenance and scientific workflows: Challenges and
opportunities. pp. 1345–1350. http://dx.doi.org/10.1145/1376616.1376772.

Dongmin, L., Lee, S., Masoud, N., Krishnan, M., Li, V., 2021. Integrated digital twin and
blockchain framework to support accountable information sharing in construction
projects. Autom. Constr. 127, 103688. http://dx.doi.org/10.1016/j.autcon.2021.
103688.

Elghaish, F., Abrishami, S., Hosseini, M.R., 2020. Integrated project delivery with
blockchain: An automated financial system. Autom. Constr. 114, 103182. http:
//dx.doi.org/10.1016/j.autcon.2020.103182.

Erri Pradeep, A.S., Yiu, T.W., Amor, R., 2019a. Leveraging blockchain technology in
a BIM workflow: A literature review. In: International Conference on Smart In-
frastructure and Construction. pp. 371–380. http://dx.doi.org/10.1680/icsic.64669.
371.

Erri Pradeep, A.S., Yiu, K.T.W., Amor, R., 2019b. Leveraging blockchain technology
in a BIM workflow: A literature review. pp. 371–380. http://dx.doi.org/10.1680/
icsic.64669.371.

Garcia-Alfaro, J., Herrera-Joancomartí, J., Lupu, E., Posegga, J., Aldini, A., Mar-
tinelli, F., Suri, N., 2015. Data privacy management, autonomous spontaneous
security, and security assurance 8872. http://dx.doi.org/10.1007/978-3-319-
17016-9.

Grani, H.K., 2016. What is IFC and what do you need to know about it?. URL
https://blog.areo.io/what-is-ifc/. (Accessed 04 July 2022).

Gu, N., London, K., 2010. Understanding and facilitating BIM adoption in the AEC
industry. Autom. Constr. 19, 988–999. http://dx.doi.org/10.1016/j.autcon.2010.09.
002.

Hammi, A., Bouras, A., 2018. Towards safe-BIM curricula based on the integration of
cybersecurity and blockchains features. URL https://hal.archives-ouvertes.fr/hal-
01737929. (Accessed 04 July 2022).

Hasan, R., Sion, R., Winslett, M., 2009. Preventing history forgery with secure
provenance. ACM Trans. Storage 5, http://dx.doi.org/10.1145/1629080.1629082.

Hastig, G., Sodhi, M., 2019. Blockchain for supply chain traceability: Business require-
ments and critical success factors. Prod. Oper. Manage. 29, http://dx.doi.org/10.
1111/poms.13147.

Hijazi, A.A., Perera, S., Alashwal, A., Calheiros, R.N., 2019. Blockchain adaption
in construction supply chain: A review of studies across multiple sectors.
In: CIB World Building Congress, Hong Kong. URL: https://researchgate.net/
publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_
Review_of_Studies_Across_Multiple_Sectors. (Accessed 04 July 2022).

Honti, R., Erdelyi, J., 2018. Possibilities of BIM data exchange. In: 18th International
Multidisciplinary Scientific GeoConference SGEM 2018, Vol. 18. pp. 923–930.
http://dx.doi.org/10.5593/sgem2018/2.2/S09.117.

Huahui, L., Deng, X., 2018. Interoperability analysis of ifc-based data exchange between
heterogeneous BIM software. J. Civ. Eng. Manag. 24, 537–555. http://dx.doi.org/
10.3846/jcem.2018.6132.

Isikdag, U., 2012. Design patterns for BIM-based service-oriented architectures. Autom.
Constr. 25, 59–71. http://dx.doi.org/10.1016/j.autcon.2012.04.013.

Jabbar, S., Lloyd, H., Hammoudeh, M., Adebisi, B., Raza, U., 2020. Blockchain-enabled
supply chain: Analysis, challenges, and future directions. Multimedia Syst. 1–20.
http://dx.doi.org/10.1007/s00530-020-00687-0.

Keskin, B., Salman, B., Ozorhon, B., 2020. Airport project delivery within BIM-centric
construction technology ecosystems. Eng., Constr. Archit. Manag. http://dx.doi.org/
10.1108/ECAM-11-2019-0625, ahead-of-print.

Kovan, 2022. Kovan testnet. URL https://kovan-testnet.github.io/website. (Accessed 04
July 2022).

Krämer, M., Besenyői, Z., 2018. Towards digitalization of building operations with BIM.
IOP Conf. Ser.: Mater. Sci. Eng. 365, 022067. http://dx.doi.org/10.1088/1757-
899X/365/2/022067.

Kshetri, N., Voas, J., 2018. Blockchain in developing countries. IT Prof. 20, 11–14.
http://dx.doi.org/10.1109/MITP.2018.021921645.

Liang, X., Shetty, S., Tosh, D., Kamhoua, C., Kwiat, K., Njilla, L., 2017. ProvChain:
A blockchain-based data provenance architecture in cloud environment with en-
hanced privacy and availability. pp. 468–477. http://dx.doi.org/10.1109/CCGRID.
2017.8.

Lu, Q., Xie, X., Parlikad, A.K., Heaton, J., Schooling, J., 2019. From BIM towards
digital twin: Strategy and future development for smart asset management. http:
//dx.doi.org/10.17863/CAM.40565.

McNamara, A., Sepasgozar, S., 2021. Intelligent contract adoption in the construction
industry: Concept development. Autom. Constr. 122, http://dx.doi.org/10.1016/j.
autcon.2020.103452.

Meinert, E., Alturkistani, A., Foley, K., Osama, T., Car, J., Majeed, A.,
Van Velthoven, M., Wells, G., Brindley, D., 2018. Blockchain implementation in
health care: Protocol for a systematic review. http://dx.doi.org/10.2196/10994.

Mohammadi, N., Taylor, J., 2017. Smart City Digital Twins. pp. 1–5. http://dx.doi.org/
10.1109/SSCI.2017.8285439.

Mohanta, B.K., Panda, S.S., Jena, D., 2018. An overview of smart contract and use
cases in blockchain technology. pp. 1–4. http://dx.doi.org/10.1109/ICCCNT.2018.
8494045.

Morgan, B., 2017. Organizing for Technology in Practice: Implementing Building
Information Modeling in a Design Firm (Ph.D. thesis). UCL (University College
London), URL https://discovery.ucl.ac.uk/id/eprint/1535419. (Accessed 04 July
2022).

Murphy, M., 2014. Implementing innovation: A stakeholder competency-based approach
for BIM. Constr. Innov. 14, 433–452. http://dx.doi.org/10.1108/CI-01-2014-0011.

Musan, D.I., William, J., Gervais, A., 2020. NFT. Finance Leveraging Non-Fungible
Tokens. Imperial College London, Department of Computing, https://www.imperial.
ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-
projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf.
(Accessed 04 July 2022).

Namli, E., Isikdag, U., Kocakaya, M., 2019. Building information management (BIM),
a new approach to project management. J. Sustain. Constr. Mater. Technol. 4,
323–332. http://dx.doi.org/10.29187/jscmt.2019.36.

Nawari, N., 2021. Blockchain technologies: Hyperledger fabric in BIM work pro-
cesses. ISBN: 978-3-030-51294-1, pp. 813–823. http://dx.doi.org/10.1007/978-3-
030-51295-8_56.

Nawari, N.O., Ravindran, S., 2019. Blockchain and the built environment: Potentials
and limitations. J. Build. Eng. 25, 100832. http://dx.doi.org/10.1016/j.jobe.2019.
100832.

Nayak, A., Dutta, K., 2017. Blockchain: The perfect data protection tool. In: 2017
International Conference on Intelligent Computing and Control. I2C2, pp. 1–3.
http://dx.doi.org/10.1109/I2C2.2017.8321932.

Nguyen, D., Park, J., Sandhu, R., 2012. Dependency path patterns as the foundation
of access control in provenance-aware systems. In: 4th USENIX Workshop on
the Theory and Practice of Provenance. TaPP 12, USENIX Association, Boston,
MA, URL https://usenix.org/conference/tapp12/workshop-program/presentation/
Nguyen. (Accessed 04 July 2022).

Opoku, D.-G.J., Perera, S., Osei-Kyei, R., Rashidi, M., 2021. Digital twin application
in the construction industry: A literature review. J. Build. Eng. 40, 102726.
http://dx.doi.org/10.1016/j.jobe.2021.102726.

Patriarca, R., Bergström, J., Di Gravio, G., Costantino, F., 2018. Resilience engineering:
Current status of the research and future challenges. Saf. Sci. 102, http://dx.doi.
org/10.1016/j.ssci.2017.10.005.

Petri, I., Beach, T., Rana, O., Rezgui, Y., 2017. Coordinating multi-site construction
projects using federated clouds. Autom. Constr. 83, 273–284. http://dx.doi.org/10.
1016/j.autcon.2017.08.011.

Petri, I., Rana, O., Beach, T., Rezgui, Y., Sutton, A., 2015. Clouds4Coordination:
Managing project collaboration in federated clouds. pp. 494–499. http://dx.doi.
org/10.1109/UCC.2015.88.

Puthal, D., Malik, N., Mohanty, S.P., Kougianos, E., Yang, C., 2018. The blockchain
as a decentralized security framework (future directions). IEEE Consumer Electron.
Mag. 7, 18–21. http://dx.doi.org/10.1109/MCE.2017.2776459.

Ramachandran, A., Kantarcioglu, D., et al., 2017. Using blockchain and smart contracts
for secure data provenance management. http://dx.doi.org/10.48550/arXiv.1709.
10000, arXiv preprint arXiv:1709.10000.

Remix, 2022. URL https://remix-ide.readthedocs.io/en/latest/. (Accessed: 04 July
2022).

Sacks, R., Eastman, C., Lee, G., Teicholz, P., 2018. BIM Handbook: A Guide to Building
Information Modeling for Owners, Designers, Engineers, Contractors, and Facility
Managers. http://dx.doi.org/10.1002/9781119287568.

Salman, T., Zolanvari, M., Erbad, A., Jain, R., Samaka, M., 2018. Security services
using blockchains: A state of the art survey. IEEE Commun. Surv. Tutor. PP, 1.
http://dx.doi.org/10.1109/COMST.2018.2863956.

http://dx.doi.org/10.1109/ACCESS.2019.2903554
http://digitalchamber.org/assets/smart-contracts-12-use-cases-for-business-and-beyond.pdf
http://digitalchamber.org/assets/smart-contracts-12-use-cases-for-business-and-beyond.pdf
http://digitalchamber.org/assets/smart-contracts-12-use-cases-for-business-and-beyond.pdf
https://kovan-testnet.github.io/website/proposal/
https://kovan-testnet.github.io/website/proposal/
https://kovan-testnet.github.io/website/proposal/
http://dx.doi.org/10.4236/jsea.2016.910036
http://dx.doi.org/10.1051/matecconf/20166600005
http://dx.doi.org/10.1051/matecconf/20166600005
http://dx.doi.org/10.1051/matecconf/20166600005
http://dx.doi.org/10.1016/j.autcon.2020.103179
http://dx.doi.org/10.1016/j.autcon.2020.103179
http://dx.doi.org/10.1016/j.autcon.2020.103179
https://culturedigitally.org/2014/09/digitalization-and-digitization
https://culturedigitally.org/2014/09/digitalization-and-digitization
https://culturedigitally.org/2014/09/digitalization-and-digitization
https://coincenter.org/app/uploads/2020/05/Bitcoin-Primer-2ndEd.pdf
https://coincenter.org/app/uploads/2020/05/Bitcoin-Primer-2ndEd.pdf
https://coincenter.org/app/uploads/2020/05/Bitcoin-Primer-2ndEd.pdf
http://dx.doi.org/10.1016/j.tele.2018.11.006
http://dx.doi.org/10.1109/ACCESS.2016.2566339
http://dx.doi.org/10.1145/1376616.1376772
http://dx.doi.org/10.1016/j.autcon.2021.103688
http://dx.doi.org/10.1016/j.autcon.2021.103688
http://dx.doi.org/10.1016/j.autcon.2021.103688
http://dx.doi.org/10.1016/j.autcon.2020.103182
http://dx.doi.org/10.1016/j.autcon.2020.103182
http://dx.doi.org/10.1016/j.autcon.2020.103182
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1680/icsic.64669.371
http://dx.doi.org/10.1007/978-3-319-17016-9
http://dx.doi.org/10.1007/978-3-319-17016-9
http://dx.doi.org/10.1007/978-3-319-17016-9
https://blog.areo.io/what-is-ifc/
http://dx.doi.org/10.1016/j.autcon.2010.09.002
http://dx.doi.org/10.1016/j.autcon.2010.09.002
http://dx.doi.org/10.1016/j.autcon.2010.09.002
https://hal.archives-ouvertes.fr/hal-01737929
https://hal.archives-ouvertes.fr/hal-01737929
https://hal.archives-ouvertes.fr/hal-01737929
http://dx.doi.org/10.1145/1629080.1629082
http://dx.doi.org/10.1111/poms.13147
http://dx.doi.org/10.1111/poms.13147
http://dx.doi.org/10.1111/poms.13147
https://researchgate.net/publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_Review_of_Studies_Across_Multiple_Sectors
https://researchgate.net/publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_Review_of_Studies_Across_Multiple_Sectors
https://researchgate.net/publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_Review_of_Studies_Across_Multiple_Sectors
https://researchgate.net/publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_Review_of_Studies_Across_Multiple_Sectors
https://researchgate.net/publication/333879452_Blockchain_Adoption_in_Construction_Supply_Chain_A_Review_of_Studies_Across_Multiple_Sectors
http://dx.doi.org/10.5593/sgem2018/2.2/S09.117
http://dx.doi.org/10.3846/jcem.2018.6132
http://dx.doi.org/10.3846/jcem.2018.6132
http://dx.doi.org/10.3846/jcem.2018.6132
http://dx.doi.org/10.1016/j.autcon.2012.04.013
http://dx.doi.org/10.1007/s00530-020-00687-0
http://dx.doi.org/10.1108/ECAM-11-2019-0625
http://dx.doi.org/10.1108/ECAM-11-2019-0625
http://dx.doi.org/10.1108/ECAM-11-2019-0625
https://kovan-testnet.github.io/website
http://dx.doi.org/10.1088/1757-899X/365/2/022067
http://dx.doi.org/10.1088/1757-899X/365/2/022067
http://dx.doi.org/10.1088/1757-899X/365/2/022067
http://dx.doi.org/10.1109/MITP.2018.021921645
http://dx.doi.org/10.1109/CCGRID.2017.8
http://dx.doi.org/10.1109/CCGRID.2017.8
http://dx.doi.org/10.1109/CCGRID.2017.8
http://dx.doi.org/10.17863/CAM.40565
http://dx.doi.org/10.17863/CAM.40565
http://dx.doi.org/10.17863/CAM.40565
http://dx.doi.org/10.1016/j.autcon.2020.103452
http://dx.doi.org/10.1016/j.autcon.2020.103452
http://dx.doi.org/10.1016/j.autcon.2020.103452
http://dx.doi.org/10.2196/10994
http://dx.doi.org/10.1109/SSCI.2017.8285439
http://dx.doi.org/10.1109/SSCI.2017.8285439
http://dx.doi.org/10.1109/SSCI.2017.8285439
http://dx.doi.org/10.1109/ICCCNT.2018.8494045
http://dx.doi.org/10.1109/ICCCNT.2018.8494045
http://dx.doi.org/10.1109/ICCCNT.2018.8494045
https://discovery.ucl.ac.uk/id/eprint/1535419
http://dx.doi.org/10.1108/CI-01-2014-0011
https://www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf
https://www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf
https://www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf
https://www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf
https://www.imperial.ac.uk/media/imperial-college/faculty-of-engineering/computing/public/1920-ug-projects/distinguished-projects/NFT.-finance-Leveraging-Non-Fungible-Tokens.pdf
http://dx.doi.org/10.29187/jscmt.2019.36
http://dx.doi.org/10.1007/978-3-030-51295-8_56
http://dx.doi.org/10.1007/978-3-030-51295-8_56
http://dx.doi.org/10.1007/978-3-030-51295-8_56
http://dx.doi.org/10.1016/j.jobe.2019.100832
http://dx.doi.org/10.1016/j.jobe.2019.100832
http://dx.doi.org/10.1016/j.jobe.2019.100832
http://dx.doi.org/10.1109/I2C2.2017.8321932
https://usenix.org/conference/tapp12/workshop-program/presentation/Nguyen
https://usenix.org/conference/tapp12/workshop-program/presentation/Nguyen
https://usenix.org/conference/tapp12/workshop-program/presentation/Nguyen
http://dx.doi.org/10.1016/j.jobe.2021.102726
http://dx.doi.org/10.1016/j.ssci.2017.10.005
http://dx.doi.org/10.1016/j.ssci.2017.10.005
http://dx.doi.org/10.1016/j.ssci.2017.10.005
http://dx.doi.org/10.1016/j.autcon.2017.08.011
http://dx.doi.org/10.1016/j.autcon.2017.08.011
http://dx.doi.org/10.1016/j.autcon.2017.08.011
http://dx.doi.org/10.1109/UCC.2015.88
http://dx.doi.org/10.1109/UCC.2015.88
http://dx.doi.org/10.1109/UCC.2015.88
http://dx.doi.org/10.1109/MCE.2017.2776459
http://dx.doi.org/10.48550/arXiv.1709.10000
http://dx.doi.org/10.48550/arXiv.1709.10000
http://dx.doi.org/10.48550/arXiv.1709.10000
http://arxiv.org/abs/1709.10000
https://remix-ide.readthedocs.io/en/latest/
http://dx.doi.org/10.1002/9781119287568
http://dx.doi.org/10.1109/COMST.2018.2863956


Computers in Industry 144 (2023) 103768

16

Y. Celik et al.

Shakila, U.K., Sultana, S., 2021. A decentralized marketplace application based on
ethereum smart contract. In: 2021 24th International Conference on Computer
and Information Technology. ICCIT, IEEE, pp. 1–5. http://dx.doi.org/10.1109/
ICCIT54785.2021.9689879.

Shetty, S., Red, V., Kamhoua, C., Kwiat, K., Njilla, L., 2017. Data provenance assurance
in the cloud using blockchain. p. 102060I. http://dx.doi.org/10.1117/12.2266994.

Sigwart, M., Borkowski, M., Peise, M., Schulte, S., Tai, S., 2020. A secure and extensible
blockchain-based data provenance framework for the internet of things. Pers.
Ubiquitous Comput. 1–15. http://dx.doi.org/10.1007/s00779-020-01417-z.

Slaughter, R.A., 1998. Futures studies as an intellectual and applied disci-
pline. American Behavioral Scientist 42, 372–385. http://dx.doi.org/10.1177/
0002764298042003008.

Tao, F., Cheng, J., Qi, Q., Zhang, M., Zhang, H., Sui, F., 2018. Digital twin-driven
product design, manufacturing and service with big data. Int. J. Adv. Manuf.
Technol. 94, http://dx.doi.org/10.1007/s00170-017-0233-1.

Tao, X., Liu, Y., Wong, P.K.-Y., Chen, K., Das, M., Cheng, J., 2022. Confidentiality-
minded framework for blockchain-based BIM design collaboration. Autom. Constr.
136, 104172. http://dx.doi.org/10.1016/j.autcon.2022.104172.

Tapscott, D., Vargas, R.V., 2019. How blockchain will change construction. URL https:
//hbr.org/2019/07/how-blockchain-will-change-construction. (Accessed 04 July
2022),

Xue, F., Lu, W., 2020. A semantic differential transaction approach to minimizing
information redundancy for BIM and blockchain integration. Autom. Constr. 118,
103270. http://dx.doi.org/10.1016/j.autcon.2020.103270.

Yoon, J.H., Gao, X., Pishdad-Bozorgi, P., 2021. Blockchain: Technologies for facilitating
cyber-physical security in smart built environment. pp. 164–189. http://dx.doi.org/
10.1201/9781003017547-7.

Zhang, Y., Lin, X., Xu, C., 2018. Blockchain-Based Secure Data Provenance for Cloud
Storage: 20th International Conference, ICICS 2018, Lille, France, October 29-31,
2018, Proceedings. pp. 3–19. http://dx.doi.org/10.1007/978-3-030-01950-1_1.

Zheng, R., Jiang, J., Hao, X., Ren, W., Xiong, F., Ren, Y., 2019. BcBIM: A blockchain-
based big data model for BIM modification audit and provenance in mobile cloud.
Math. Probl. Eng. 2019, 1–13. http://dx.doi.org/10.1155/2019/5349538.

http://dx.doi.org/10.1109/ICCIT54785.2021.9689879
http://dx.doi.org/10.1109/ICCIT54785.2021.9689879
http://dx.doi.org/10.1109/ICCIT54785.2021.9689879
http://dx.doi.org/10.1117/12.2266994
http://dx.doi.org/10.1007/s00779-020-01417-z
http://dx.doi.org/10.1177/0002764298042003008
http://dx.doi.org/10.1177/0002764298042003008
http://dx.doi.org/10.1177/0002764298042003008
http://dx.doi.org/10.1007/s00170-017-0233-1
http://dx.doi.org/10.1016/j.autcon.2022.104172
https://hbr.org/2019/07/how-blockchain-will-change-construction
https://hbr.org/2019/07/how-blockchain-will-change-construction
https://hbr.org/2019/07/how-blockchain-will-change-construction
http://dx.doi.org/10.1016/j.autcon.2020.103270
http://dx.doi.org/10.1201/9781003017547-7
http://dx.doi.org/10.1201/9781003017547-7
http://dx.doi.org/10.1201/9781003017547-7
http://dx.doi.org/10.1007/978-3-030-01950-1_1
http://dx.doi.org/10.1155/2019/5349538

	Blockchain supported BIM data provenance for construction projects
	Introduction
	Related work
	Background information
	Digital twins using BIM data
	Provenance models – Issue Status and Blockchain
	Data disruption
	Blockchain technology for construction automation

	Methodology
	Blockchain-based data provenance 

	Case study description and BIM data model
	Blockchain project network

	Evaluation
	General assumptions involved in the design process
	Contracts
	Authentication
	Verification

	Experimental results
	Verification of operations
	Verification of object's updates
	Verification of actors

	Lesson learned
	Conclusion
	CRediT authorship contribution statement
	Declaration of competing interest
	Acknowledgment
	Appendix
	Main page and general information of the platform
	New discipline registration
	New object or input registration
	Updating transaction
	Visualising model transactions

	References


