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a b s t r a c t 

Analysts who work in a Security Operations Centre (SOC) play an essential role in supporting businesses 

to protect their computer networks against cyber attacks. To manage analysts efficiently and effectively, 

SOC managers and stakeholders use Key Performance Indicators (KPIs) to evaluate their performance. 

However, existing literature suggests a lack of a systematic approach for assessing analysts’ performance. 

Even though cyber security researchers advocate for research into this area, little effort has been made 

by researchers to address this gap. Drawing on the results of a Delphi panel with industry experts and 

the principles of the Analytic Hierarchy Process (AHP), this paper interrogates the problem and proposes 

a systematic weighted approach for measuring the performance of an analyst in a SOC. The proposed 

method, referred to as a SOC Analyst Assessment Method (SOC-AAM), was evaluated in two SOCs as a 

part of an experimental case study. The results of the empirical evaluation show that the SOC-AAM en- 

ables SOC managers and stakeholders to quantify and assess analysts’ performance in a systematic man- 

ner. The SOC-AAM also provides a novel guideline for assessing the quality of incident analysis and the 

quality of incident reports. This study will be of interest to practitioners and cyber security researchers 

seeking to understand the operations of a SOC analyst. 

© 2022 The Author(s). Published by Elsevier Ltd. 

This is an open access article under the CC BY license ( http://creativecommons.org/licenses/by/4.0/ ) 
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. Introduction 

Security Operations Centres (SOCs) have had much increase in 

se and popularity in recent times and have become an active 

opic of research ( Ahmad et al., 2021; Cho et al., 2020; Schlette 

t al., 2021; Vielberth et al., 2020 ). A SOC is a centralised unit

nside or outside an organisation that helps businesses to defend 

heir network against cyberattacks by monitoring and responding 

o security incidents ( Achraf Chamkar et al., 2021; Majid and Ar- 

ffi, 2019 ). At the heart of a SOC’s operations are cyber analysts 

hereafter referred to as analysts) tasked with the responsibility of 

nsuring the smooth running of the SOC. It is the responsibility 

f an analyst to monitor, detect, analyse and report cyber threats 

nd incidents ( Kokulu et al., 2019; Smith, 2020 ). Analysts are ex- 

ected to demonstrate high operational performance, because poor 

erformance will negatively impact the overall efficiency of a SOC 

 Sundaramurthy et al., 2015 ). 
∗ Corresponding author. 

E-mail addresses: agyeponge@cardiff.ac.uk (E. Agyepong), cherdant 

evayv@cardiff.ac.uk (Y. Cherdantseva), reineckep@cardiff.ac.uk (P. Reinecke), 

urnapp@cardiff.ac.uk (P. Burnap) . 

m

t

2

i

a

ttps://doi.org/10.1016/j.cose.2022.102959 

167-4048/© 2022 The Author(s). Published by Elsevier Ltd. This is an open access article
To manage analysts effectively and efficiently, SOC managers 

nd stakeholders draw on performance metrics and measures, also 

eferred to as Key Performance Indicators (KPIs) ( Onwubiko and 

nwubiko, 2019 ) to evaluate analysts’ performance ( Onwubiko, 

015; Sundaramurthy et al., 2015; 2014 ). However, existing litera- 

ure suggests that SOC managers and stakeholders face a challenge 

n how to evaluate the performance of analysts fairly and sys- 

ematically ( Achraf Chamkar et al., 2021; Andrade and Yoo, 2019; 

undaramurthy et al., 2015 ). Recent studies also point out that ex- 

sting performance metrics and measures for evaluating the per- 

ormance of an analyst are inadequate and problematic ( Achraf 

hamkar et al., 2021; Agyepong et al., 2019; Sundaramurthy et al., 

015; 2014; 2017 ). In the context of this work, the terms ‘metric’ 

nd ‘measure’ are used interchangeably as they are closely linked 

nd are often used synonymously ( Ahmed, 2016; Jacques Houngbo 

nd Toyigbé Hounsou, 2015 ). We use the term ‘stakeholders’ to de- 

cribe other professionals in a SOC such as incident management 

anager, SOC team leaders and technical leads who are also in- 

erested in the performance of an analyst ( Sundaramurthy et al., 

015 ). 

Amongst the problems reported in the literature is that ex- 

sting performance metrics for analysts do not consider several 

spects of their work such as the quality of their analysis and 
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d  
he handling of false positive security alerts ( Agyepong et al., 

020b; Sundaramurthy et al., 2015 ). Furthermore, there is a con- 

ern that existing quantitative performance metrics fail to take into 

ccount the severity or priority of alerts processed by an analyst 

 Kokulu et al., 2019 ), even though researchers point out that an- 

lysts are expected to analyse security alerts according to alert 

riority ( Onwubiko and Ouazzane, 2019c; Shah et al., 2018 ). The 

roblem of ignoring alert priority, and simply measuring analyst 

erformance based on the number of incidents actioned regardless 

f their severity, is that some analysts may opt to action a large 

umber of easy, benign or low priority incidents, thereby scoring 

igh on such a metric ( Sundaramurthy et al., 2017 ). Prior research 

lso highlights that existing metrics are narrow in focus and dis- 

rete and, as such, do not present the entire picture of an ana- 

yst’s effort s and perf ormance within a SOC ( Sundaramurthy et al., 

015 ). Some researchers also assert that SOC managers usually fo- 

us on quantitative metrics with little attention on qualitative met- 

ics such as quality of analysis when measuring the performance 

f analysts ( Achraf Chamkar et al., 2021 ). In addition, studies sug- 

est that the current lack of a systematic approach for evaluat- 

ng the performance of analysts frustrates both analysts and SOC 

anagers ( Sundaramurthy et al., 2015; 2017 ). Despite the problems 

entioned above, there has been little effort from cyber security 

esearchers to improve evaluation methods for analysts. 

The main contribution of this work is a method for evaluating 

he performance of a SOC analyst in a comprehensive and system- 

tic way accounting for the level of importance of each function. 

he proposed method includes a novel guideline for assessing the 

uality of incident analysis conducted by analysts and the quality 

f their incident reports. This guideline will be helpful to both ex- 

erienced and novice analysts who study suggest suffer from the 

omplexities of security incident analysis tasks ( Zhong et al., 2018 ). 

e refer to the proposed method as the Security Operations Cen- 

re Analysts Assessment Method (SOC-AAM). 

This work builds on our previous study that identified the main 

unctions of analysts in a SOC and the criteria that could be used to 

easure their performance systematically ( Agyepong et al., 2020b ). 

n this work, we draw on the results of a Delphi panel of SOC ex-

erts and the principles of the Analytic Hierarchy Process (AHP) to 

ropose a weighted approach for measuring the performance of an 

nalyst. We tested and evaluated the proposed method in a case 

tudy at two SOCs. The evaluation results show that the SOC-AAM 

nables SOC managers to aggregate and quantify the performance 

f an analyst in a systematic manner. The results also reveal that 

he SOC-AAM offers a useful, easy-to-use and comprehensive ap- 

roach for evaluating an analyst’s performance. 

The remainder of the paper is organised as follows: 

ection 2 discusses related work, focusing on studies that ex- 

mine performance metrics for analysts. In Section 3 , we present 

 discussion on the operations of SOC analysts from a theoret- 

cal perspective. Section 4 presents the methodology used for 

his study, explaining both the Delphi technique and the AHP 

ethods. Section 5 presents the results of the Delphi panel. 

ection 6 presents the proposed method. Section 7 presents 

he results from the testing and evaluation of the weighted ap- 

roach. Section 8 presents a discussion and research implications. 

ection 9 presents the conclusions and future work. 

. Related work 

Cyber security researchers have suggested various KPIs for eval- 

ating the performance of analysts ( Agyepong et al., 2019; Kokulu 

t al., 2019; Onwubiko, 2015; Sundaramurthy et al., 2015; 2014; 

017 ). KPIs are measures for assessing performance ( Kaplan, 2009; 

nwubiko and Onwubiko, 2019 ). However, studies suggest that 

OC managers and analysts could benefit from an alternative ap- 
2 
roach to evaluating an analyst’s performance ( Sundaramurthy 

t al., 2015; 2014 ). In a previous work ( Agyepong et al., 2020b ),

e conducted an empirical case study to understand the real work 

f a SOC analyst and proposed a framework that was validated by 

OC experts as a useful framework that provides the foundation for 

eveloping an approach for capturing the holistic performance of 

n analyst. This paper builds on the findings of our previous work 

nd proposes a method for evaluating an analyst’s performance. 

Sundaramurthy et al. (2014) visited three SOCs to identify, 

mongst other things, metrics for evaluating the performance of 

n analyst and found that while some SOCs use the number of 

ncidents processed by an analyst at the end of their shift to as- 

ess their performance, other SOCs measure analysts’ performance 

ased on the time it takes to create a ticket. Their study ac- 

nowledged that there are problems with both metrics. For ex- 

mple, whereas the latter fails to recognise that some security in- 

idents are more complex than others and will naturally require 

ore time, a performance metric based on the number of incidents 

aised, as explained by Kokulu et al. (2019) , does not consider the 

lert priority or severity. Thus, there will be no difference between 

nalysts who consistently work on critical severity incidents and 

hose who choose to work on low priority incidents. 

A subsequent study by Sundaramurthy et al. (2015) that sought 

o investigate a burnout phenomenon amongst analysts found 

hat a major challenge faced by SOCs is how to evaluate the 

erformance of analysts in an objective and consistent manner. 

undaramurthy et al. (2015) noted that the existing evaluation 

ethods fail to fully capture the effort s of an analyst, leading to 

rustration and dissatisfaction amongst analysts. They report that 

ome SOCs based analysts’ performance on the time they spend 

reating a ticket. They noted that analysts lament because tasks 

uch as dealing with false-positives and tuning out of false-positive 

lerts, are often not recognised when it comes to performance as- 

essment. 

Onwubiko (2015) discusses a number of metrics that can be 

sed by SOC managers to measure the performance of analysts. 

mongst them are the number of incidents detected in a certain 

eriod, the number of false positives and true positives detected 

ver a rolling period. However, these performance metrics have 

imilar problems as stated above. 

Achraf Chamkar et al. (2021) and Kokulu et al. (2019) also 

resent performance metrics such as the number of incidents 

aised, the number of alerts analysed by an analyst during their 

hift, mean time to detect (MTTD) and mean time to respond 

MTTR) to an incident. However, analysts see time-based measures 

uch as MTTD and MTTR as misleading when used to evaluate 

heir performance because there are often issues outside their con- 

rol (such as, for example, reliance on third parties for collaborative 

vidence) ( Achraf Chamkar et al., 2021; Agyepong et al., 2020b ). 

Shah et al. (2018) propose evaluating the performance of an an- 

lyst based on the number of analysed/unanalysed alerts actioned 

y an analyst operating an Intrusion Detection System (IDS) sen- 

or. Their approach, however, does not account for other activities 

erformed by an analyst. 

The work presented in this paper takes a different approach 

o how an analyst’s performance can be measured. We propose 

 weighted approach for evaluating an analyst performance using 

ultiple criteria based on the most common and significant as- 

ect of analysts work identified in previous work ( Agyepong et al., 

020b ). We also presents a guideline for assessing the analysis and 

ncident report produced by analysts. 

. Key functions of a SOC analyst 

Analysts play a vital role in the operations of a SOC and the 

elivery of a SOC’s services ( Aung et al., 2020; Axon et al., 2017 ).
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Fig. 1. Activity Theory in SOCs extended from Sundaramurthy et al. (2016) . 
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m

rom a theoretical perspective, the activities and operations 

f analysts can be understood using the Activity Theory (AT) 

 Sundaramurthy et al., 2016 ). The AT, which was first postu- 

ated by Leontiev and Vygotsky, and subsequently extended by 

ngeström (2015) , can be used to model any organised human ac- 

ivity. 

The underlying assumption of the AT is that humans are collec- 

ive beings and that their actions are goal-directed or objective- 

irected ( Engeström et al., 1999 ). According to the AT, without 

n objective, there is no meaning to any planned human activ- 

ty ( Sundaramurthy et al., 2016 ). The AT stresses that humans do 

ot act in isolation but within communities ( Engeström, 2015 ). 

his theory is very much evident in the operations of analysts 

nd how they engage with other members of the team to exe- 

ute missions and realise key objectives successfully. To achieve 

heir objectives, they must obey the rules that govern the activities 

f analysts in a SOC. Rules can be in the form of processes such 

s Standard Operating Procedures (SOPs), playbooks and runbooks 

 Sundaramurthy et al., 2014 ). Analysts also rely on tools such as 

rewalls, Security Information and Event Manager (SIEM) and In- 

rusion Detection and Prevention Systems (IDPSs) to achieve their 

bjectives. They also draw on the idea of division of labour through 

he operations of different tiers of analysts (Level 1, 2, and 3) to 

chieve their objectives Kokulu et al. (2019) ; Sundaramurthy et al. 

2014, 2016) . Although some SOCs do not use a three-tier architec- 

ure and instead rely on their analysts to possess the necessary an- 

lytic abilities to undertake their task ( Kokulu et al., 2019 ). Analysts 

lso engage with professionals such as SOC engineers, incident 

andlers, penetration testers and forensic specialists in the course 

f their operations within a SOC ( Agyepong et al., 2020b ). It is im-

ortant to mention that not all SOCs operate using the Tier struc- 

ure. In a in non-hierarchical SOC, all the analysts are expected to 

ave similar skill-sets to address security incidents ( Kokulu et al., 

019 ). 

Although Sundaramurthy et al. (2016) provide an organised ac- 

ount of the activities of analysts within a SOC by drawing on AT, 

heir discussion only focuses on the threat detection function (the 

onitoring and detection function) by analysts. They do not thor- 

ughly discuss other salient objectives pursued by analysts that are 

elevant when seeking to assess their holistic performance. For ex- 

mple, they do not discuss or comment on key analysts’ objectives 

uch as finding and fixing vulnerabilities ( Agyepong et al., 2020b; 

okulu et al., 2019 ). Likewise, they also do not discuss objectives 

uch as the baseline and vulnerability management function that 

re usually performed by analysts ( Agyepong et al., 2020a; Schinagl 

t al., 2015 ). A revised version of the model suggested by Sundara- 
3

urthy et al. is presented in Fig. 1 to illustrate the operations of 

nalysts and the full range of objectives expected of them. 

The identification and appreciation of analysts’ objectives, also 

eferred to as analysts’ functions in this study, are crucial if one 

ants to design or establish a systematic way of capturing ana- 

ysts’ holistic performance. These functions can be used as a set 

f criteria for evaluating analysts’ performance ( Agyepong et al., 

020b ). Moreover, an effective evaluation method, as explained by 

slam and bin Mohd Rasad needs to have a set of well-defined 

riteria upon which the evaluation is based ( Islam and bin Mohd 

asad, 2006 ). O’Connell and Choong (2008) explain that perfor- 

ance metrics must focus on an analyst real-life workplace needs 

nd experience. However, this can be a problematic issue because 

o two SOCs are the same in terms of the functions that they offer; 

nalysts’ functions vary from one SOC to another ( Goodall et al., 

004; Onwubiko, 2015; Schinagl et al., 2015 ). With this idea in 

ind, in this study we designed a performance evaluation system, 

ased on the most common and significant functions of analysts. 

The functions of analysts are shown in Fig. 1 . These functions 

ere identified in previous work and validated by a group of SOC 

nalysts and managers as the core functions of an analyst that can 

e used as the basis for measuring an analyst’s overall performance 

 Agyepong et al., 2020b ). Existing literature also identifies these 

unctions as core functions of a SOC ( Onwubiko, 2015; Schinagl 

t al., 2015 ). Table 1 summarises the main functions expected of 

n analyst and a description of each function. 

A number of qualitative and quantitative KPIs were also iden- 

ified as useful metrics for measuring the performance of an an- 

lysts under each function. However, on their own, the different 

unctions and KPIs are discrete and as such do not provide an over- 

ll insight into the performance of an analyst if used in a discon- 

ected manner. The intention of this study is, therefore, to find a 

ystematic way of consolidating the functions expected of an ana- 

yst and the associated KPIs for each function to derive the overall 

erformance of an analyst. It is important to highlight that time- 

ased KPIs such as Mean Time to Detect (MTTD), Mean Time to 

espond (MTTR), Mean Time to Triage (MTTT), Mean Time to Fix 

ulnerability (MTTFV) and Mean Time to Mitigate (MTTM) ( Achraf 

hamkar et al., 2021; Agyepong et al., 2020b ) are not used in the 

valuation method proposed in this study for the reasons discussed 

nder Section 2 . 

. Research methodology 

In order to propose a new approach for measuring the perfor- 

ance of an analyst, this study adopts a practical research method- 
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Table 1 

The main functions of a SOC Analyst ( Agyepong et al., 2020b ). 

Analysts’ Functions Description of Activities 

Monitoring and Detection Function • Real-time event monitoring of an organisation’s network traffic, systems, processes and activities using security tools 

such as a SIEM, an IDS or IPS to identify malicious activities. 

• Monitor security systems such as firewalls to detect policy violation, privilege user activities, security breaches or any 

unusual activity on the network. 

• Identification of false positives and false negatives from sensors and tuning them out to decrease the load on sensors 

and analysts. 

• Deep packet inspection and alert triage. 

Analysis Function • Analysing log files and event data reported by the monitoring and detection tools. 

• Visual inspection of logs and in-depth packet analysis of network traffic and alerts using a range of packet analyser 

tools such as Wireshark to establish whether an activity poses a threat to an organisation. 

• Drawing on historical logs to confirm trends and patterns. 

• Conducting root cause analysis and creating script queries to investigate logs. 

Baseline and Vulnerability Function • Vulnerability scans. 

• Applying Patches to fix vulnerabilities. 

• Hardening systems, closing unused ports, disabling unused services. 

• Ensuring that systems are patched to the correct level and that all systems running unsupported operating systems 

are identified. 

Intelligence Function • Identify threat actors that may pose a danger to an organisation. 

• Exchanging threat information with various internal and external parties. 

• Correlate information on multiple threats that might affect an organisation. 

• Blacklisting known malicious IP addresses such as those linked to command and control activities. 

• Creating intelligence use cases scenarios to track new and emerging threats. 

• Create event correlation rules and rules for event filtering. 

Response and Reporting Function • Isolation of suspicious devices to reduce damage to the enterprise network. 

• Use incident tracking system to create and track tickets. 

• Writing incident reports. 

Policies and Signature Management • Writing and tuning correlation rules. 

• Signatures and rules modification to remove false positives. 

• Modification to customised Signatures and content rules. 
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logy that engages with industry experts. The Delphi technique 

 Turoff and Linstone, 2018 ) and the Analytic Hierarchy Process 

AHP) ( Saaty, 2008 ), were used during the engagement with the 

xperts. Even though these two methods have been combined and 

sed in several studies ( Arof, 2015; Taleai and Mansourian, 2008 ), 

o the best of our knowledge, there is no existing work that inte- 

rates both approaches in the context of assessing a SOC analyst’s 

erformance. 

To assess the efficacy of the proposed method, we use the 

ethod Adoption Model (MAM). The MAM is based on the Method 

valuation Model (MEM) - a theoretical framework for validating 

S design methods. However, as explained by Paz et al. (2015) the 

EM has general aspects of evaluation that can be applied to 

ny kind of design method. According to the MEM, the success 

f a design method is reflected in its adoption into practice. 

oody (2003) posits that the acceptability and use of a method 

n practice (which is the ultimate measure of its success) is driven 

y a set of perceptions and intentions. Only methods that are con- 

idered to be useful and easy-to-use will motivate practitioners to 

se it again in the future. The intention to use a particular method 

eads to its ‘Actual Usage’ in practice, which ultimately signifies the 

uccess of that method ( Paz et al., 2015 ). On the contrary, if prac-

itioners do not have a good perception of a method, they are not 

ikely to adopt or use it. We validated the proposed method in two 

OCs using this evaluation strategy. Section 7 discusses the evalu- 

tion process in greater detail. 

.1. The Delphi method 

The Delphi method is a widely used technique for gathering 

ata from a group of experts on a topic within their domain of 

xpertise in a structured group communication ( Turoff and Lin- 

tone, 2018 ). It is useful in situations where no standard criteria 

xist for evaluation, as in the case of the SOC analyst performance 

 Paintsil, 2012 ). However, the Delphi method has some drawbacks 

ne of which is that it can be a laborious and time-consuming 
4 
ethod because of the multiple rounds and associated feedback 

rocess for each round ( Turoff and Linstone, 2018 ). A typical Delphi 

rocess usually involves a minimum of two rounds ( Arof, 2015 ). 

In this study, the Delphi method was used to solicit the opinion 

f SOC experts on the weights that should be assigned to the an- 

lysts’ functions and KPIs that can be used for measuring the per- 

ormance of analysts. These functions and KPIs are also referred to 

s assessment ‘criteria’ and ‘subcriteria’, respectively, to align the 

unctions and associated KPIs to the AHP terminology as part of 

his study. As mentioned earlier, the analyst’s functions (criteria) 

nd KPIs (subcriteria) were identified as part of our earlier work 

ith SOC experts ( Agyepong et al., 2020b ). Identification of the 

riteria and the subcriteria for the evaluation is an integral part 

f the AHP decision-making process ( Saaty, 1990 ) discussed in the 

ext section. In addition, we used the Delphi technique to solicit 

xperts’ opinions on key indicators that can be used to assess the 

uality of an analyst’s analysis and the quality of their report. 

In the literature, different Delphi methods exist, giving re- 

earchers a choice on the specific Delphi technique to use, de- 

ending on what they seek to uncover ( Arof, 2015; Ogbeifun 

t al., 2016 ). The decision-making Delphi is adopted in this work 

s it follows a structured approach that allows experts to cre- 

te a future reality, based on the choices they make ( Arof, 2015 ).

rof (2015) explains that the decision-making Delphi option is sim- 

lar to the classical Delphi method because they follow similar 

teps. These steps are summarised in Gan et al. (2015) as follows: 

1) Design the questionnaire and identify the Delphi panel; (2) Un- 

ertake the first round of the Delphi survey with the expert panel; 

3) Synthesise the opinion provided by the experts from the first 

ound and provide that feedback to all the members on the panel; 

4) Request that each member of the panel reconsider the deci- 

ion, based on the findings from the experts from the first round; 

5) Synthesise expert opinion from the second round and reach a 

onsensus; (6) Repeat steps 3 to 4 (if necessary) until a uniform 

esult is achieved on the topic. These six steps were followed in 

onducting our Delphi exercise. 
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We began the Delphi study by contacting the SOC experts who 

ook part in our earlier work that identified the criteria that can 

e used to evaluate the performance of analysts. On the recom- 

endation from the recruited participants, we also contacted other 

OC experts who did not take part in our previous study. As ex- 

lained by Akins et al. (2005) participants for a Delphi study are 

ot randomly selected but rather they are purposively selected as 

hey have the knowledge and insight on the topic under study. We 

ent an email to the participants, explaining the objective of the 

esearch and requested their participation. In total, 11 (eleven) SOC 

xperts initially agreed to take part in the study. However, only 8 

eight) of them completed and returned their questionnaires. With 

egard to our study sample size, although there is no consensus on 

he minimum number of participants for a Delphi study, we noted 

hat some scholars point out that the panel size for a Delphi study 

an be as small as three participants ( Arof, 2015; Ogbeifun et al., 

016; Turoff and Linstone, 2018 ). The panel consisted of SOC man- 

gers and analysts from the UK Defence sector, finance sector, the 

irline industry, the automobile industry and telecommunication. 

.2. The Analytic Hierarchy Process Method 

The Analytic Hierarchy Process (AHP) is a mathematical model 

hat facilities multi-criteria decision-making involving both qualita- 

ive and quantitative criteria at an individual or group level ( Saaty, 

008; 1980 ). Since its inception, the AHP has been used in several 

elds, including computer science and information systems ( Badie 

nd Lashkari, 2012; Benítez et al., 2011; Costa and Santos, 2017; 

ahmy, 2001; Siregar and Siregar, 2018 ). The AHP breaks a com- 

lex problem into modular parts; arranges these parts into a hi- 

rarchy; assigns numerical values to the criteria/elements in the 

ierarchy by making a pairwise comparison on the relative impor- 

ance of each criterion, and synthesises the judgement to establish 

riorities (also known as weights) ( Odu, 2019; Saaty, 2008 ). Once 

he weights are obtained, a consistency check is applied to ensure 

hat the judgements are not made arbitrarily ( Odu, 2019 ), reducing 

ias in the pairwise comparisons process. If the judgements are 

ound to be inconsistent, the judgement needs to be re-evaluated 

 Benítez et al., 2011 ). 

Islam and bin Mohd Rasad (2006) outlined four steps to using 

he AHP to evaluate the performance, which are: 

i. Identify the criteria, subcriteria and employees to be evaluated 

and construct the AHP model/hierarchy; 

ii. Construct an n × n pairwise comparison matrix for the crite- 

ria. Calculate the weights of the decision criteria by computing 

the normalised principal eigenvector of the matrix ( Odu, 2019 ). 

This vector gives the weights of the criteria ( Saaty, 2003; Singh 

Sidhu et al., 2020; Vargas, 2010 ). Construct a pairwise compar- 

ison for the subcriteria and calculate the weights in a similar 

manner. The weights of the subcriteria are multiplied by their 

respective parent criterion; 

ii. Divide each subcriterion into intensities or grades such as high, 

medium, and low. The intensity allows one to determine the 

quality of an alternative for that criterion ( Saaty, 2008 ). Prior- 

ities are assigned to the intensities by conducting a pairwise 

comparison. The priorities of the intensities are multiplied by 

the weight of their parent subcriterion; 

iv. Finally, take each employee and measure their performance in- 

tensity under each subcriterion, then add the global priorities 

of the intensities for the employee. Repeat the process for all 

the employees. 

The approach used in this study is similar to the steps de- 

cribed above; however, in our work, step (iii) is replaced with 

he inherent intensities of the KPIs: the individual KPIs achieved 

y an analyst under step (ii) are also used as the distinguishing 
5 
actor instead of creating a new set of intensities. As explained by 

aaty (Saaty, 2008, p.136) , the purpose of intensities is to distin- 

uish the quality of an alternative for that criterion. Since many 

f the KPIs used as the subcriteria (see Fig. 2 ) are already serv- 

ng as a distinguishing factor (for example, incidents processed by 

nalysts are categorised as high incidents, medium incidents and 

ow incidents ( Onwubiko and Ouazzane, 2019c; Shah et al., 2018 )), 

e opine that there is no need for additional intensities to be cre- 

ted. We do not use intensities under the intelligence function, the 

olicies and signatures management function, and the baseline and 

ulnerability management function because the KPIs under these 

unctions are deemed sufficient to capture the performance of an 

nalyst, as we discovered during our fieldwork with SOC experts 

 Agyepong et al., 2020b ). This strategy is similar to the work of 

argas (2010) , who did not use intensities. In step (iv), each ana- 

yst is measured against each KPI, and the total of the KPIs is used 

o determine their overall score. 

Figure 2 depicts the architecture of the AHP hierarchical model 

sed in this study. The first level of the hierarchy represents the 

oal, which is to measure the overall performance of an analyst. 

he second level of the hierarchy represents the main functions of 

n analyst which are also used as the main criteria used for the 

valuation process in this work. The functions of analysts were de- 

uced from the empirical interview data collected from SOC ex- 

erts ( Agyepong et al., 2020b ) and a thorough analysis of existing 

iterature ( Goodall et al., 2004; Onwubiko, 2015; Schinagl et al., 

015 ). The third level of the hierarchy represents the subcriteria 

or each respective main criteria. The KPIs under each function are 

sed as the subcriteria. The final level represents the analysts who 

re evaluated one at a time against the criteria and subcriteria de- 

ned above. The word ‘alternatives’ is often used in the AHP hier- 

rchy to denote the final level. 

.2.1. Applying the AHP to derive the criteria weights 

Having modelled the AHP hierarchy, a pairwise comparison ma- 

rix A is constructed and used to compute the weights for the cri- 

eria and subcriteria. The matrix A is an n × n real matrix, where 

 is the number of evaluation criteria or subcriteria being con- 

idered. Let a i j be a pairwise comparison that the decision-maker 

akes between two criteria i and j. Each entry a i j of the matrix 

 represents the importance of the ith criterion relative to the jth 

riterion. Note that, a i j denotes the entry in the ith row and the 

jth column of matrix A . If a i j > 1 , then the ith criterion is more

mportant than the jth criterion, whereas if a i j < 1 , then the ith 

riterion is less important than the jth criterion. If the two cri- 

eria have the same importance, then the entry a i j will be equal 

o 1 ( Saaty, 2008 ). In AHP, the entries a i j and a ji satisfy the con-

traint: a i j · a ji = 1 and a ii = 1 for all i . If a i j = 1 , it means that the

ecision-maker regards element i and j as equally important. 

The relative importance between two criteria is measured ac- 

ording to the numerical scale of 1 to 9, shown in Table 2 . 

Once the matrix A has been constructed, the priority vector (or 

eights) for the criteria can be calculated ( Islam and bin Mohd 

asad, 2006 ). The process for deducing the weights starts by de- 

iving from the matrix A a normalised pairwise comparison matrix 

A norm 

) by making the sum of each column equal to 1 ( Odu, 2019 ).

q. 1 is used for the computation. Each entry a i j of the matrix 

 norm 

is computed, using Eq. 1 ( Ishizaka and Labib, 2011 ). 

 i j = 

a i j 

n ∑ 

i =1 

a i j 

(1) 

inally, the criteria weight vector (w ) is calculated by averaging 

he entries on each row of A norm 

using Eq. 2 ( Ishizaka and Labib,
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Fig. 2. SOC Analysts’ Assessment Criteria. 

Table 2 

Saaty’s Scale of Relative Importance ( Saaty, 2008 ). 

AHP Comparison Scale (a i j ) Numerical Rating Meaning 

Extremely important 9 i is extremely more important than j 

Very strong to extremely important 8 

Very strongly important 7 i is strongly more important than j 

Strongly to very strongly important 6 

Strongly important 5 i is more important than j 

Moderately to strongly important 4 

Moderately to important 3 i is moderately more important than j 

Equally to moderately important 2 

Equally important 1 i and j are equally important 

2

w

4

a

r

C

m

s  

 

r

n

s

p

o

 

C

a

C

c

t

t

p

q

t

s

s

(

s

011 ; Odu, 2019 ). 

 i = 

n ∑ 

j=1 

a i j 

n 

(2) 

.2.2. Checking the consistency 

The consistency of the choices made by the decision-maker for 

 comparison matrix can be checked by calculating the consistency 

atio (CR ) . (CR ) can be calculated using Eq. 3 Saaty (2008) . 

 R = 

C I 

RI 
(3) 

In Eq. 3 , RI denotes a Random Index. In a randomly generated 

atrix, the values are entered randomly and expected to be incon- 

istent ( Saaty, 2008 ). Table 3 shows the values for RI ( Saaty, 2008 ).

Also, the CI in Eq. 3 is calculated using Eq. 4 , where ( λmax )

epresents the maximum eigenvalue of the decision matrix A and 

 is the number of compared criteria Saaty (2008) . The compari- 

on matrix A is absolutely consistent if λmax = n ; otherwise as ex- 
6 
lained by Saaty (2008) , the difference λmax n will be a measure 

f inconsistency in the decision matrix. 

If A is absolutely consistent then λmax = n ( Vargas, 2010 ). If the

R of the decision matrix is less than 0.1, then, the judgement is 

cceptable and can therefore be used ( Odu, 2019 ). 

I = 

λmax − n 

n − 1 

(4) 

Having done the calculations for the main criteria, a similar cal- 

ulation is repeated for all subcriteria. Once the local priorities of 

he subcriteria are calculated, they can then be aggregated to get 

he final priorities ( Vargas, 2010 ). 

As a part of the integrated Delphi-AHP approach, the partici- 

ants were given a questionnaire for the pairwise comparison. The 

uestionnaire was devised in a spreadsheet and was submitted to 

he members of the Delphi panel via email, a strategy which is 

imilar to the suggestion by Gordon (2011) . To aggregate the re- 

ults from the panel (group), a number of techniques can be used 

 Ishizaka and Labib, 2011 ). Saaty (2008 , p. 273) suggests that con- 

ensus can be reached by taking the geometric mean of the in- 
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Table 3 

The consistency indices for a randomly generated matrix. 

n 1 2 3 4 5 6 7 8 9 10 11 12 13 14 15 

R1 0.00 0.00 0.58 0.90 1.12 1.24 1.32 1.41 1.45 1.49 1.52 1.54 1.56 1.58 1.59 
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ividual responses or by voting on the preferred judgement for 

ach pairwise comparison. This position is supported by scholars 

uch as Ishizaka and Labib (2011) . In this study, the geometric 

ean of the pairwise judgements from the participants was used 

n favour of voting as it was not possible to get all participants to- 

ether to vote. The geometric mean values from the experts were 

sed to construct a pairwise comparison table in a manner satis- 

es the reciprocal relation in comparing the elements ( De Felice 

nd Petrillo, 2013 ). 

It is important to point out that, the participants were provided 

ith a recorded video demonstrating the AHP pairwise comparison 

xercise and guidance on how to complete the accompanying excel 

preadsheet for their individual AHP judgements. The purpose of 

he video was to familiarise the participants with the AHP concept. 

he excel spreadsheet was also designed to check the consistency 

f the pairwise comparison and report back to the participant if 

heir judgement was inconsistent. This enables the participants to 

djust to their pairwise comparison until they were consistent. 

. Study results 

This section presents the results of the Delphi Study and the 

ggregated outcome of each round. 

.1. Round 1 - Decisions matrices 

We analysed individual responses from Round 1 to ensure that 

t satisfied the rule of reciprocity, transitivity and was aligned to 

he AHP consistency index ( De Felice and Petrillo, 2013 ). The rule 

f reciprocity dictate that when a judgement a i j is elicited, a ji will 

lso be recorded as the reciprocal value in the comparison ma- 

rix. On transitivity, we explain that this relates to the judgement 

hoices made by the decision maker. For example, if a decision 

aker prefers summer twice as much as spring and spring twice 

s much as winter, in mathematical terms,the preference of sum- 

er to winter would be 4. If the decision-maker assigns any other 

alue, there would be a certain level of inconsistency in the judge- 

ent ( Saaty, 2008 ). The geometric mean of the values suggested by 

he participants for the main criteria was then used to construct 

he group’s comparison matrix, shown in - Appendix A. We then 

hecked the consistency index of the group’s decision. The resul- 

ant weights for each of the main functions along with the CR are 

hown in Appendix A, Table 8 . 

We applied a similar approach to derive the weights for the 

ubcriteria and computed their respective CR . The results of the 

eights for all the criteria and subcriteria are shown in Ap- 

endix A - Tables 9 , 10 , 11 , 12 , 13 , 14 . The analysis of the data

rom the panel in Round 1 shows that the group’s aggregated re- 

ult was below the AHP consistent ratio of < 0.1. The findings from 

ound 1, which met the AHP standard, led us to adopt a two-round 

elphi approach ( Arof, 2015 ). 

.2. Round 2 - Final ranking and weights 

The objective of Round 2 was to establish whether the ex- 

erts agreed with the group consensus achieved in Round 1, or 

hether any of the participants wanted to modify the values from 

he group judgement. Round 2 gave the experts the opportunity to 

ake any changes or to recommend further improvement of the 

esults from Round 1. 
7

The outcome at the end of Round 2 revealed some interesting 

esults in that the participants were satisfied with the weights that 

ad been assigned to the different tasks. As a result, no changes 

ere made to the weights deduced from the group consensus in 

ound 1. Hence, the weights deduced from the group’s decision 

re proposed as the final weights for measuring the performance 

f analysts. 

The weights for the criteria and subcriteria from the two rounds 

ere synthesised to yield a set of overall weights (also known as 

he “global weights”), by multiplying the weight of each criterion 

y the respective weights of their subcriteria ( Vargas, 2010 ). The 

utput of the calculation is shown in Appendix B, Table 15 . 

In addition to the weight assignment, the experts were also in- 

ited to suggest “indicators” for assessing the quality of an ana- 

yst’s report and the quality of their analysis as part of the Delphi 

tudy. The word “indicators” in this study denotes guidelines for 

ssessing the quality of an analyst’s incident analysis/report. Re- 

ated publications point out that incident analysis and report must 

ddress ‘who’ (attacker/malicious person), ‘what’ (indicators of 

ompromise/actions done), ‘where’ (from what IP address), ‘when’ 

timestamp), ‘why’ (the risk), ‘how’ (method of detection) and pro- 

ide recommendations on the actions taken to address the iden- 

ified incident. Using an insight from the existing work ( D’Amico 

t al., 2005; Miloslavskaya, 2018; Mutemwa et al., 2018; Zhong 

t al., 2016 ), we devised a table and listed some indicators that 

an serve as a guideline for assessing the quality of an analyst’s 

eport. The experts were requested to review and add to a list of 

ndicators. 

Following the two rounds of the Delphi study, the indicators 

dentified in Table 4 were reported by the participants as the most 

mportant areas that must be reported by analysts as part of qual- 

ty analysis and in their reports. These indicators can help assess 

he quality of an incident report written by an analyst. 

.3. Reflection on the Delphi-AHP exercise 

Although there was a group consensus on the weights for the 

ifferent functions, it is important to highlight that there were 

ome differences at an individual level in how the participants 

erceived the importance of functions, which was reflected in the 

HP values that were assigned. In fact, the differences in opin- 

ons, which were reflected in the responses to the questionnaire, 

onfirm the assertion made by Goodall et al. (2004) , that different 

OCs conceptualise the operations of a SOC differently. It is, there- 

ore, possible that our respondents’ opinions were influenced by 

he importance they attached to the functions in their local SOCs. 

nother notable observation from the AHP questionnaire returned 

y that participants was that some of the panel members assigned 

n AHP value of 1 to many of the functions, which may have fa- 

ilitated the achievement of a group consensus that was consistent 

ith the AHP CR of < 0 . 1 . 

Despite the individual differences in opinion observed in the 

airwise comparison values, the inference can be made that the 

articipants collectively tended to agree that the monitoring and 

etection function, the analysis function and the response and re- 

orting functions were the most important. As such, these func- 

ions were assigned the highest weights, confirming the impor- 

ance of these three functions as reported by previous SOC re- 

earchers ( Agyepong et al., 2020b; Jacobs et al., 2013; Onwubiko, 

015 ). 
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Table 4 

Quality of Analysis and Quality Report Criteria. 
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. Security Operations Centre Analysts’ Assessment Method 

SOC-AAM) 

In the SOC-AAM, we assign the final weights deduced from the 

elphi-AHP study to the functions of an analyst (see Appendix C 

 Table 16 ). The SOC-AAM contains six main analyst’s functions 

nd 31 KPIs. These six functions and associated KPIs are shown 

n the first column of the SOC-AAM. The second column of the 

OC-AAM shows the weight for each function and for each KPI. 

he third column (labelled - “KPI Score”) is reserved for the KPI 

core achieved by an analyst over the assessment period. An as- 

essor or evaluator must enter the value(s) for the third column 

uring the evaluation process. The fourth column (Analyst’s Score 

er Activity) represents the aggregated score per each function. The 

fth column (labelled - Team’s Total KPI) is reserved for the KPI 

core achieved by the entire team over the assessment period. The 

nal column (Team’s Overall Score) represents the team’s aggre- 

ated score per each function. The rows labelled “Analyst’s Over- 

ll Score” and “Team’s Overall Score”, shown at the bottom of the 

OC-AAM, represents the aggregated score for an analyst and that 

f the team respectively, once the score(s) for each KPI have been 

ntered by an evaluator. This process is further described below. 

he performance of the analyst is calculated in percentage terms, 

onsidering the overall team’s performance in the assessment pe- 

iod. This is to help track and compare the performance of the 

eam and each individual analyst over time. 

The steps required to use the SOC-AAM as an evaluation tool 

re detailed below. The process is facilitated by an Excel spread- 

heet that automates all calculations. The output of the SOC-AAM 

s an aggregation of the KPI scores for a set of SOC analyst’s func- 

ions. Under each function, the number of achieved KPI(s) for the 

unction is submitted. If there are no scores for a particular func- 

ion, that should be left blank. For example, the number of inci- 

ents closed will be reported under the Response and Reporting 

unction. 
8 
The SOC-AAM contains two special KPIs (the quality of analysis 

nd the quality of incident report) that must be scored by only a 

OC manager or the technical lead, as part of the evaluation pro- 

ess. These two KPIs are important because they are among the 

op three largest weights in the SOC-AAM and are based on the 

ubjective judgement of the evaluator. As a part of the evaluation 

rocess, a SOC manager needs to review a randomly selected re- 

ort written by an analyst during an assessment period and assign 

 score between 1 to 7 (where 1 is the lowest and 7 is the highest),

epending on how many of the seven quality indicators the ana- 

yst has addressed in the report (see Fig. 4 ). In our previous work, 

e found that the quality of analysis is often reflected in the re- 

ort written by an analyst ( Agyepong et al., 2020b ). Therefore, the 

anager could assign the same score to both the quality of analy- 

is and the quality of the report. Alternatively, she/he could choose 

o assign a different score for quality of analysis up to a maximum 

f 7. However, this does not suggest that the quality of analysis is 

he same as the quality of report, since the research participants 

ssigned different weights for the quality of analysis and the qual- 

ty of the report. 

The steps for evaluating analysts’ performance are outlined be- 

ow: 

• Step 1: The evaluator enters the total number of analysts in the 

team into the SOC-AAM tool. This will calculate the maximum 

team score for the quality of analysis and the quality of their 

report. (Note: Each analyst can achieve only a maximum score 

of 7 for the quality of their analysis and 7 for the quality of 

their report, based on the seven indicators as stated earlier; the 

overall team score is, therefore 7, multiplied by the number of 

analysts for each of the two functions); 

• Step 2: If an analyst has written a report over the assessment 

period, the SOC manager or the technical lead must review the 

report and assign a score between 1 and 7 for the quality of 

report. The manager would also assign a score for the quality 

of analysis as explained above; 
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Fig. 3. The Method Evaluation Model ( Moody, 2003; Paz et al., 2015 ). 
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• Step 3: The evaluator must enter the scores for the remaining 

functions. Once the evaluator has entered all the scores, the 

SOC-AAM tool will automatically calculate an analyst’s overall 

performance score; and 

• Step 4: To allow a comparative assessment of an analyst’s per- 

formance against their peers, the team’s total scores for each 

function must be entered for the evaluation period. Once com- 

pleted, the score for individual analysts would be displayed as a 

percentage to reflect their individual contribution to the overall 

team’s effort for a reporting period. 

. Empirical evaluation of the SOC-AAM 

The Method Adoption Model (MAM) ( Paz et al., 2015 ) was 

sed to evaluate the efficacy of the SOC-AAM. As mentioned in 

ection 4 , the MAM is derived from the Method Evaluation Model 

MEM) ( Moody, 2003 ), a theoretical framework for validating de- 

ign methods. 

The MEM consists of six constructs whose relationship are 

hown in Fig. 3 . The definitions for the MEM constructs which we 

dopted ( Moody, 2003; Paz et al., 2015; Recker, 2008 ) are as fol-

ows: 

• Actual Efficiency: refers to the effort required to apply a 

method; 

• Actual Effectiveness: denotes the degree to which a method 

achieves its objective; 

• Perceived Ease of Use (PEOU): refers to the degree to which a 

person believes that using a method would be free of effort; 

• Perceived Usefulness (PU): denotes the degree to which a 

person believes that a particular method will be effective in 

achieving its intended objective; 

• Intention to Use (ItU): denotes the extent to which a person 

intends to use a particular method; and 

• Actual Usage: represents the extent to which a method is used 

in practice. 

While the MEM has six constructs, there are instances when 

ome of the MEM constructs may not be relevant or even applica- 

le ( Condori-Fernandez and Pastor, 20 06; Moody, 20 03; Paz et al., 

015; Recker et al., 2005 ). In this research, we focused on the per-

eption and intention-based constructs - See Fig. 3 below. 

The perception and intention-based constructs, known as the 

AM, are present in all successful methods ( Moody, 2003; 

az et al., 2015 ). Our objective was to test the SOC-AAM 

gainst those constructs. Our strategy is similar to the works of 

ecker et al. (2005) , Paz et al. (2018, 2015) , and Díaz et al. (2021) .

brahão et al. (2004) state that one of the major advantages of 
9 
sing the MAM and the associated measurement scales is that it 

s based on previous studies where similar surveys were used and 

alidated in the context of method adoption. We do not use the 

Actual Usage’ and ‘Actual Efficacy’ constructs from the MEM for 

he reasons outlined below. 

Firstly, Moody (2003) , states that it is not possible to assess ‘Ac- 

ual Usage’ under experimental conditions. Given that our testing 

nd evaluation was conducted as an experiment, it was not feasible 

o test the ‘Actual Usage’ construct. However, an intention to use a 

articular method can be a predictor of ‘Actual Usage’ ( Paz et al., 

015; Recker et al., 2005 ). Although we do not include the ‘Actual 

sage’ construct in the evaluation, we argue that an expression of 

ntent by SOC practitioners to use the SOC-AAM in future indicates 

he likelihood of the SOC-AAM being adopted in practice. 

Secondly, Moody (2003) emphasises that the use of the ‘Actual 

fficacy’ constructs are only meaningful when comparing between 

ifferent methods. Given that the SOC-AAM is a new, and to the 

est of the researchers’ knowledge, the only existing systematic 

ethod for capturing the performance of an analyst based on mul- 

iple SOC functions, it was not possible to compare it with another 

ystematic method to justify the use of the ‘Actual Efficacy’ con- 

tructs. This study, therefore, does not use these two constructs. 

In addition to the perception and intention-based constructs, 

e also solicited the opinions of the experts on the perceived com- 

leteness (PC) of the SOC-AAM ( Paz et al., 2015; 2013 ). We define

PC’ as the extent to which a SOC expert believes that the SOC- 

AM covers all aspects of analyst functions ( Paz et al., 2015 ). Also, 

e solicited the opinions of the SOC managers and analysts to as- 

ertain whether the use of the SOC-AAM as the evaluation tool re- 

ulted in improved performance. Lastly, we also asked SOC man- 

gers to provide feedback on whether the scores achieved by their 

nalysts during the experiment reflected the manager’s perception 

f the contribution of each analyst within the team. 

.1. Testing of the SOC-AAM 

The testing and evaluation of the SOC-AAM took place at two 

ifferent or ganisations. The evaluation was guided by the fol- 

owing research questions, which were developed based on the 

EM/MAM, as explained earlier: 

• (RQ1) Do SOC managers and analysts consider the SOC-AAM as 

easy-to-use and useful? 

• (RQ2) Would SOC managers and analysts use the SOC-AAM in 

practice in the future? 

• (RQ3) According to the SOC managers and analysts, to what ex- 

tent does the SOC-AAM cover all the main functions of an ana- 

lyst? 

• (RQ4) According to the SOC managers and analysts, did the in- 

troduction of the SOC-AAM lead to an improvement of an ana- 

lyst’s performance? 

• (RQ5) According to SOC managers, did the final performance 

score(s) of analysts within their team reflect the manager’s per- 

ceived performance of each analyst? 

To protect the identity of the participants and the organisation 

here the evaluation took place, we refer to the two organisa- 

ions as Corp1-SOC and Corp2-SOC. Both organisations were ‘pur- 

osively’ ( Ogbeifun et al., 2016 ) selected through opportunity and 

greement with the senior managers. Participants from both SOCs 

ere given a participant information sheet outlining the purpose 

f the study. The participant information sheet detailed the par- 

icipants’ rights, and they were free to choose whether or not to 

articipate in the study. 

Corp1-SOC provides a 24x7 security monitoring and response 

ervice for its own organisation and also offers SOC services as a 

anaged Service Security Provider (MSSP) to a number of other 
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Fig. 4. Response breakdown regarding the PEOU. 

Fig. 5. Response breakdown regarding the PU. 

Fig. 6. Response breakdown regarding the ItU. 
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rganisations in the United Kingdom and across Europe. Analysts 

ho work in Corp1-SOC perform the range of SOC functions as de- 

ailed in Table 1 above. Thirteen analysts, together with the team 

anager at Corp1-SOC, agreed to participate in the study without 

ny reward for their participation. 

Corp2-SOC, on the other hand, runs an internal SOC for a Nor- 

egian telecommunication company. Analysts who work at Corp2- 

OC also undertake a wide range of SOC functions as detailed in 

able 1 above. Following a discussion with senior managers at 

orp2-SOC, two analysts and their SOC manager agreed participate 

n the testing and evaluation of the SOC-AAM. 

The SOC-AAM tool has an accompanying ‘Read Me’ notes which 

etail a step by step process regarding how to use it as described 

bove. In addition, the managers from both SOCs were presented 

ith a practical demonstration of the SOC-AAM via Zoom by the 

rst author. During the demonstration, hypothetical KPIs values 

ere used to facilitate the explanation of the evaluation process. 
10 
During the evaluation experiment, monthly meetings were held 

ith the SOC managers via Zoom to discuss issues that may have 

isen while using the SOC-AAM. The meeting provided an addi- 

ional opportunity to ascertain the ground truth on the weights 

ssigned to different functions. As part of the evaluation process, 

nalysts from both SOCs were given the SOC-AAM template by 

heir respective managers to record their output in the areas of 

easures, apart from the quality of their analysis and the quality 

f their report. The SOC managers provided us with anonymised 

cores of their analysts at the end of each month. Appendix D - 

able 17 shows the monthly individual breakdown scores by one 

f the analyst at Corp2-SOC. 

.2. Post-testing feedback 

After four months of testing, the participants were invited to 

articipate in a post-task survey. The purpose of the survey was to 



E. Agyepong, Y. Cherdantseva, P. Reinecke et al. Computers & Security 124 (2023) 102959 

Table 5 

Adopted measurement items for the study. 

Construct 

Adopted construct 

definition No Item References 

Perceived 

Usefulness (PU) 

The extent to which a 

person believes that the 

SOC-AAM will be effective 

for evaluating the 

performance of an analyst. 

PU1 Overall, I found the SOC-AAM to be a 

useful method for evaluating an 

analyst’s performance. 

Adopted from: Moody (2003) (PU4, Q7) 

Recker (2008) (PU1, Q1) Davis (1989) (PU14) 

PU2 I find the SOC-AMM useful for 

achieving the purpose of measuring 

an analyst’s performance. 

Adopted from: Recker (2008) (PU2, Q2) 

PU3 The SOC-AAM provides an effective 

approach for measuring the 

performance of a SOC analyst. 

Adopted from: Moody (2003) (PU6, Q12) 

Perceived Ease of 

Use (PEOU) 

The extent to which a 

person believes that using 

the SOC-AAM would be 

free of effort. 

PEOU1 I found the procedure for applying the 

SOC-AAM easy to follow. 

Adopted from: Moody (2003) (PEOU1, Q1) 

Davis (1989) (PEOU14) 

PEOU2 Overall, I found the SOC-AAM easy to 

use. 

Adopted from: Moody (2003) (PEOU1, Q4) 

Recker (2008) (PEOU1, Q1) Davis (1989) (PEOU8) 

PEOU3 I found the SOC-AAM easy to learn. Adopted from: Moody (2003) (PEOU3, Q6) 

Recker (2008) (PEOU1, Q2) Cherdantseva (2014) 

(PEOU1, Q26) 

PEOU4 The SOC-AAM is clear and easy to 

grasp. 

Adopted from: Moody (2003) (PEOU5, Q11) 

Cherdantseva (2014) (PEOU2, Q33) 
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scertain the opinion of the study participants on the PEOU, PU, 

tU and PC of the SOC-AAM. The survey also had two questions 

pecifically designed to find out: (1) whether the introduction of 

he SOC-AAM resulted in an improvement of performance, and (2) 

hether the SOC managers believed the score achieved by an ana- 

yst during the testing period accurately reflected the performance 

f the analyst. 

The perception and intention-based questions for the survey 

ere formulated using a 5-point Likert scale and were based 

n items synthesised from previous works ( Davis, 1989; Davis 

t al., 1989; Moody, 2003; Paz et al., 2015 ). The wording of the

tems were changed to reflect the objectives of the SOC-AAM. 

or each question, the participants were asked to rate their re- 

ponses on a scale, ranging from 1 to 5, where 1 denotes an ex- 

remely negative perception of the construct, and 5 a very good 

ositive rating. Given that 3 is the midpoint of the 5-point Lik- 

rt scale, mean scores obtained from the study participants’ con- 

tructs that are greater than 3 will be considered as positively per- 

eived by the SOC experts. This approach is similar to the work of 

az et al. (2015) . The constructs and the original scales adopted for 

he study Tables 5 and 6 . 

.3. Data analysis and results of the post-testing feedback 

Seventeen participants in total completed and returned the 

ost-testing survey. The average years of experience for the par- 

icipants is 4.7 years. The industry breakdown for the participants 

s: 3 (17.6%) employees from the telecommunication provider, and 

4 (82.4%) employees from the Managed Security Service Provider 

MSSP). The feedback received from the surveys was analysed and 

sed to answer the research questions defined under Section 7.1 . 

The Cronbach’s alpha was used to assess the reliability and in- 

ernal consistency of the set of scale items used in the survey. 

 high level of internal consistency was found with all the con- 

tructs, with Cronbach’s alpha > 0.7 in all cases (See Table 7 ). 

his implies that the items in the questionnaire are highly cor- 

elated. Although there is no agreed upon standard for reliability, 

n the literature, α ≥ 0.7 are typically considered to be acceptable 

oody (2003) . 

Under the MAM/MEM, a score greater than 3 (the neutral point 

n a 5-point Likert scale) indicates a positive perception ( Gonzalez- 
11 
opez and Bustos, 2019; Paz et al., 2015; Recker et al., 2005 ). Thus,

he aim was to analyse the survey data in order to determine 

hether the overall perception rating from the participants was 

reater or less than 3 for the various constructs. 

A Shapiro-Wilk normality test revealed that the data from 

he participants was not normally distributed. Therefore, a non- 

arametric statistical method was used to test the data. A non- 

arametric method also fits the data collected because of the small 

ample size ( Gonzalez-Lopez and Bustos, 2019 ). The Wilcoxon 

igned-rank test was used to determine whether the median score 

f the participants was higher than 3 ( Gonzalez-Lopez and Bus- 

os, 2019 ). 

A one-sample Wilcoxon signed-rank test revealed that the me- 

ian of the scores from the participants for both PEOU and PU was 

ignificantly greater than 3, a p < 0.05, indicating a positive per- 

eption of the SOC-AAM from SOC experts. The median scores for 

he PEOU and PU were 5 and 4 respectively. 

An intention to use a particular method is considered as an im- 

ortant factor when evaluating the pragmatic success of a method. 

he median score from the participants was 5, which is greater 

han 3 with a p < 0.05. Based on the outcome, we conclude that 

he participants have intentions to use the SOC-AAM in future 

valuations. 

When asked about how complete they perceived the SOC-AAM 

s an evaluation tool, the result showed that participants perceived 

he SOC-AAM as covering the key areas upon which an analyst’s 

erformance can be measured. Fig. 7 shows the results of the PC. 

he median score for the PC is 4, which is greater than 3 with 

 p < 0.05. While the SOC-AAM was initially conceptualised using 

xisting SOC frameworks ( Majid and Ariffi, 2019; Onwubiko, 2015; 

chinagl et al., 2015 ) and input from SOC experts obtained through 

nterviews, some of the participants reported in their feedback un- 

er research question 4 that analysts could be tasked with work 

hat may take time, but that is not accounted for in the SOC- 

AM. All the same, our goal was to propose an approach based on 

he most common analyst’s functions as reported by the SOC ex- 

erts in our earlier work ( Agyepong et al., 2020b ) and insight from 

he existing literature ( Onwubiko, 2015; Schinagl et al., 2015 ). We 

ecognise this as a limitation in our work. 

When the participants were asked whether the use of the SOC- 

AM resulted in an improvement, the majority of the analysts 
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Table 6 

Adopted measurement items for the study. 

Construct 

Adopted construct 

definition No Item References 

Intention to Use 

(ItU) 

The extent to which a 

person intends to continue 

to use the SOC-AAM for 

the evaluation of an 

analyst performance. 

ItU1 If I retain access to the SOC-AAM, my 

intention would be to continue to use it when 

evaluating analysts’ performance. 

Adopted from: Recker (2008) (ItU1, Q1) 

ItU2 In the future, I expect I will continue to use 

the SOC-AAM for measuring an analyst’s 

performance. 

Adopted from: Recker (2008) (ItU2) 

ItU3 I prefer to continue to use the SOC-AAM for 

the measuring of an analyst’s performance 

over other ways of assessing an analyst’s 

performance. 

Adopted from: Recker (2008) (ItU3) Moody (2003) 

(ItU2, Q16) 

Perceived 

Completeness 

(PCO) 

The extent to which a 

person believes that the 

SOC-AAM covers all core 

areas in evaluating the 

performance of an analyst. 

PCO1 I found the SOC-AAM to be complete method 

for measuring the performance of an analyst 

based on their task performance. 

Adopted from: Paz et al. (2015) 

PCO2 I found the SOC-AAM to be complete method 

for measuring an analyst’s performance in 

comparison to existing approaches. 

Fig. 7. Response breakdown regarding the PC. 

Table 7 

Reliability of the scale items. 

Construct Cronbach’s α

Perceived Ease of Use 0.886 

Perceived Usefulness 0.894 

Intention to Use 0.899 

Perceived Completeness 0.761 
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92%) commented that the guidelines have improved their incident 

eports because it provided relevant cues. The manager at Corp1- 

OC commented that: 

“The guidelines for assessing the quality of analysts’ analysis has 

een useful to the team. I think it encouraged them to expand their 

hinking and take a step back to think through what they need to do 

hen writing their incident report. I also believe that the tool made 

t possible for everyone within the team to understand the basis upon 

hich they are being assessed.”

The manager at Corp2-SOC expressed a similar opinion, but 

uggested that producing a good quality report comes with ex- 

erience. The manager at Corp2-SOC stated: “I think the SOC-AAM 

reatly helped my analysts develop their ability to analyze events. I 

hink the quality of analysis criteria are good but analysis comes with 

xperience, knowledge and also process of the organisation.”

The managers were asked whether the scores achieved by their 

nalysts reflected their perceived view of each individual analyst’s 
c

12 
ontribution within their team. Extracts from the managers’ re- 

ponses are provided below. The manager at the Corp1-SOC stated: 

There are some competitive individuals within the team, so I was ex- 

ecting those individuals to show that competitiveness. However, look- 

ng at the monthly scores, it was great to see that all the analysts did

retty well. I am of the opinion that the scores achieved by each in- 

ividual analyst reflected in how I perceive their contribution to the 

eam. One area that I saw improvement across the board is report 

riting.”

The manager at the Corp2-SOC stated that the scores achieved 

y analysts only reflected about 95% of their performance. Accord- 

ng to the Corp2-SOC manager: “implementation and architect ac- 

ivities are not in the SOC-AAM. Therefore, when the results are col- 

ected for each period, there will be times when the outcome will not 

e linear because the analyst was performing other implementation 

ctivities. But overall, when compared to the general SOC, I think the 

OC-AAM is satisfactory in measuring analyst performance”. 

The comments indicate that analysts at Corp2-SOC have other 

asks that are not measured in the SOC-AAM. However, as stated 

arlier under Section 3 , our intention was to measure analysts’ 

erformance on the basis of their most common functions. Be- 

ides, there is also no evidence in the literature to suggest that im- 

lementation and architectural activities are typical functions ex- 

ected of analysts ( Agyepong et al., 2020b; Onwubiko and Ouaz- 

ane, 2019b ). So while analysts at Corp2-SOC undertake those ac- 

ivities, this will not be the case in many other SOCs to justify in- 

luding those activities in our method. 
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. Discussion and research implications 

The overall objective for this study was to find a systematic ap- 

roach to evaluating the performance of a SOC analyst. The find- 

ngs from the experimental case study shows that the SOC-AAM 

nables SOC managers and stakeholders such as supervisors to ag- 

regate, quantify and evaluate the performance of analysts in a sys- 

ematic manner. 

Our findings and discussions with the SOC practitioners also 

ead us to believe that the SOC-AAM offers an operational, adapt- 

ble and practical method to evaluating analysts’ performance. It is 

perational because it can be applied, as it is, by any SOC offering 

he functions identified by the SOC-AAM to evaluate the perfor- 

ance of an analyst ( Onwubiko, 2020 ). It is adaptable and prac- 

icable because it can be used to suit each SOC’s specific situa- 

ion and as per the functions offered by a SOC. Also, given that 

he SOC-AAM covers the main functions expected of an analyst 

 Agyepong et al., 2020b ), it provides a comprehensive approach 

hen seeking to evaluate the performance of an analyst. Never- 

heless, the number of participants in the study was small, making 

t difficult generalise outcome of the experimental case study. 

While the sample size of the experimental case study makes 

eneralisation of the findings difficult, as stated by ( Yin, 2018 ), the 

im of a case study is not to generalise but rather to get deeper

nderstandings of a specific situation. Thus, the objective of the 

esting was to assess the efficacy of the SOC-AAM from practition- 

rs point of view as a method for evaluating analysts performance. 

In comparison to existing performance metrics that are based 

n KPIs, which generally do not differentiate the effort s of analysts 

 Onwubiko, 2015; Sundaramurthy et al., 2015; 2014 ), the weights 

roposed by this study allow SOC managers to differentiate ef- 

orts. We make a distinction between the priority of alerts actioned 

y analysts and, thereby, contribute to solving the current prob- 

em that usually does not consider priority ( Kokulu et al., 2019 ). 

lso, the SOC-AAM considers several aspects of analysts’ tasks and 

reviously unmeasured areas, such as dealing with false positives 

 Sundaramurthy et al., 2015 ). 

Given that different SOCs provide different functions ( Jacobs 

t al., 2013; Onwubiko, 2015; Schinagl et al., 2015 ), and analyst re- 

ponsibilities vary between SOCs ( Goodall et al., 2004 ), this study 

cknowledges that each analyst performs only a subset of the func- 

ions presented in the SOC-AAM. While some SOC researchers have 

ttempted to organise analyst responsibilities based on the tiers in 

hich they operate (1,2,3) ( Kokulu et al., 2019; Vielberth et al., 

020 ), there are often inconsistencies in the responsibilities as- 

igned to the tiers. Onwubiko and Ouazzane (2019a) , on the other 

and, only describe the roles of analysts without assigning them 

o a specific tier. These researchers consider all analyst functions 

o be the generic functions one would anticipate from an analyst. 

imilarly, Aung et al. (2020) and Li et al. (2016) discuss how ana- 

ysts apply patches to fix vulnerabilities without assigning them to 

 particular tier. Also, analysts working for an in-house SOC (a SOC 

hat is owned by the organisation it is protecting) may have differ- 

nt functions in comparison with analysts working for a SOC that 

ffers its services as a Managed Security Service Provider (MSSP). 

SSPs are typically third-party organisations that provide SOC ser- 

ices under a specific contract to another organisation. However, 

s noted in the existing literature ( Jacobs et al., 2013; Zimmerman, 

014 ), both in-house and third-party SOCs offer a wide range of 

unctions as detailed in the SOC-AAM. 

The inconsistency and current lack of consensus on the precise 

xpectations of functions of an analyst at each tier influenced our 

ecision not to assign specific tasks to the tiers 1, 2, and 3 in the

OC-AAM, but present a broad range of functions, allowing the per- 

ormance to be measured based on the specific set of functions of- 

ered by a SOC. 
13 
The SOC-AAM does not make a distinction between analyst 

iers, and hence is more applicable in the context of a SOC with a 

on-hierarchical structure, where all analysts are expected to have 

he same level of skills, perform the same functions and work 

ndependently ( Alharbi, 2020; Kokulu et al., 2019 ). When using 

he SOC-AAM, SOC managers may customise the framework and 

hoose to evaluate analysts only in relation to specific relevant 

unctions. SOC managers and analysts should agree on assessment 

reas in both hierarchical and non-hierarchical contexts. Also, SOC 

anagers could choose to compare the scores of analysts operating 

t the same tier as a part of each assessment. 

Another benefit to the proposed approach is the provision of 

ovel guidelines for assessing the quality of an analyst’s anal- 

sis and their incident report as a part of an analyst’s perfor- 

ance evaluation process. To the best of our knowledge, this is 

he first research to work collaboratively with industry experts 

o propose formal guidelines for assessing the quality of an in- 

ident analysis/report. Using the proposed guidelines, it is antici- 

ated that novice or junior analysts can improve their performance 

hen it comes to the analysis function. In addition, SOC managers 

an use these guidelines to assess the performance of analysts in 

his qualitative based area which traditional is difficult to evaluate 

 Achraf Chamkar et al., 2021 ). 

Even though this study demonstrates that it is feasible to mea- 

ure an analyst’s performance using a systematic approach, the 

airwise comparison conducted as part of the AHP is a time- 

onsuming activity. Thus, a contribution of this work is to sim- 

lify this process by proposing the weights that SOC managers and 

takeholders can use to evaluate the performance of an analyst. 

OC managers and stakeholders do not have to go through the in- 

ense AHP process. The proposed weights can be used, as there 

s a consensus from the experts. One area of concern is whether 

he opinions and weights deduced by a small group of experts can 

e unconditionally generalised to all contexts and organisations. 

e recognise this as a potential issue and therefore attempted to 

essen this concern by engaging with experts from five different 

ndustries. Moreover, to avoid bias in the pairwise judgement, the 

elphi method was used over other group data collection method 

uch as a focus group to ensure that a dominant participant do not 

ijack the session ( Brown, 2018 ). 

From a research perspective, this study offers a detailed insight 

nto the work of analysts, and as such, cyber security researchers 

ho may not have access to SOCs can draw on this study to un- 

erstand the operations of cyber analysts. The areas of measures 

resented in this work would be valuable to SOC system designers 

ho can draw on the suggested areas of measures when design- 

ng systems for SOCs to facilitate the evaluation of an analyst per- 

ormance. For example, analysts’ monitoring dashboards for tools 

uch as Security Information and Event Management (SIEM) and 

ntrusion Detection Systems (IDSs) can be designed to incorporate 

ome of the performance metrics proposed in this study to cap- 

ure analysts’ performance. Dashboards are interfaces that bring to- 

ether several security tools on one screen for an analyst. 

. Conclusion and future work 

Evaluating the performance of a SOC analyst is a subject of 

nterest for both cyber security researchers and practitioners, as 

 poor performance from analysts will negatively impact on the 

verall effectiveness and efficiency of a SOC. However, existing lit- 

rature highlights the lack of a systematic approach for evaluat- 

ng the performance of an analyst, causing frustration for both SOC 

anagers and analysts. 

In this paper, we proposed a systematic method for evaluat- 

ng the performance of analysts consistently and systematically by 

rawing on a Delphi panel and the principles of the AHP. Our work 
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epresents a potential change in direction in how analysts’ per- 

ormance is evaluated. We have demonstrated that it is possible 

o evaluate the performance of an analyst in a systematic man- 

er based on their task performance by proposing a weighted ap- 

roach. To the best of our knowledge, this is the first empirical 

tudy to propose a systematic approach for evaluating the perfor- 

ance of an analyst. 

This study has some limitations in that we focus on analysts’ 

ask performance. We recognise that individual work performance 

an be evaluated from other dimensions such as adaptive perfor- 

ance and contextual performance ( Koopmans, 2014 ). Future work 

ay be to investigate how to capture the performance of an ana- 

yst based on other dimensions. Also, some participants described 

he SOC-AAM as time-consuming and advised combining it with 

heir ticketing systems, such as Jira, to streamline the evaluation 

rocess. Working with SOC system designers to integrate the pro- 

osed technique into SOC tooling to assist the evaluation could be 

 potential solution to this constraint. Another limitation of this 

tudy is the manager’s random selection of a written report as part 

f the evaluation process. An incident report that is inadequately 

r poorly written may be missed by the manager. Furthermore, 

he functions and roles of analysts used in this work are based 

n a case study conducted with a small number of participants 

SOC experts) who selected and validated the functions in a prior 

ork and insights from existing literature that describes the pri- 

ary function of a SOC ( Majid and Ariffi, 2019; Onwubiko, 2015; 

chinagl et al., 2015 ). Therefore, we recognise that the small sam- 

le size may have led to the omission of certain functions. Addi- 

ionally, a different group of participants may have chosen or in- 

luded additional analyst functions. 
Table 8 

Weights and Consistency Ratio (CR) for the Main Evaluation Criteria. 

Criteria 

Monitoring and 

Detection 

Function 

Analysis 

Function 

Baseline and 

Vulnerability 

Function 

In

Fu

Monitoring and 

Detection 

Function 

1 1 3 3

Analysis 

Function 

1 1 3 2

Baseline and 

Vulnerability 

Function 

1/3 1/3 1 1

Intelligence 

Function 

1/3 1/2 1 1

Reporting and 

Response 

Function 

1 1 1 1

Policies and 

Signature 

Function 

1/2 1/3 1 1
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ppendix A. Decision Matrices for the Criteria and Subcriteria 
telligence 

nction 

Reporting and 

Response 

Function 

Policies and 

Signature 

Function 

Criteria 

Weights 

 1 2 0.2494 

 1 3 0.2450 

 1 1 0.1084 

 1 2 0.1302 

 1 2 0.1769 

/2 1/2 1 0.0901 

CR = 0.0327 
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Table 9 

Weights and Consistency Ratio (CR) for the Monitoring and Detection Function Subcriteria. 

Subcriteria 

Number of 

Misconfigura- 

tion Detected 

over a rolling 

period 

Number of 

Critical 

Incidents 

Detected over 

a rolling 

period 

Number of 

High Incidents 

Detected over 

a rolling 

period 

Number of 

Medium 

Incidents 

Detected over 

a rolling 

period 

Number of 

Low Incidents 

Detected over 

a rolling 

period 

Number of Use 

Case Incidents 

Detected over 

a rolling 

period 

Number of 

Zero Day 

Incidents 

Detected over 

a rolling 

period 

Criteria 

Weights 

Number of 

Misconfiguration 

Detected over a 

rolling period 

1 1/5 1/3 1/2 1 1/2 1/5 0.0507 

Number of Critical 

Incidents Detected 

over a rolling 

period 

5 1 2 2 5 1 1/2 0.2001 

Number of High 

Incidents Detected 

over a rolling 

period 

3 1/2 1 2 4 1 1/3 0.1390 

Number of 

Medium Incidents 

Detected over a 

rolling period 

2 1/2 1/2 1 3 1 1/5 0.0972 

Number of Low 

Incidents Detected 

over a rolling 

period 

1 1/5 1/4 1/3 1 1/3 1/5 0.0442 

Number of Use 

Case Incidents 

Detected over a 

rolling period 

2 1 1 1 3 1 1/3 0.1262 

Number of Zero 

Day Incidents 

Detected over a 

rolling period 

5 2 3 5 5 3 1 0.3427 

CR = 0.0235 

Table 10 

Weights and Consistency Ratio (CR) for the Analysis Function Subcriteria. 

Subcriteria 

Quality of 

Analysis 

Number of 

Critical Priority 

Alert Analysed 

over a rolling 

period 

Number of 

High Priority 

Alert Analysed 

over a rolling 

period 

Number of 

Medium 

Priority Alert 

Analysed over 

a rolling 

period 

Number of 

Low Priority 

Alert Analysed 

over a rolling 

period 

Number of 

In-house Use 

case Analysed 

over a rolling 

period 

Number of 

Zero Day 

Incidents 

Analysed over 

a day rolling 

period 

Criteria 

Weights 

Quality of Analysis 1 5 6 6 6 5 4 0.4427 

Number of Critical 

Priority Alert 

Analysed over a 

rolling period 

1/5 1 1 2 3 1 1 0.1091 

Number of High 

Priority Alert 

Analysed over a 

rolling period 

1/6 1 1 2 3 1 1/2 0.0974 

Number of 

Medium Priority 

Alert Analysed 

over a rolling 

period 

1/6 1/2 1/2 1 2 1 1/4 0.0640 

Number of Low 

Priority Alert 

Analysed over a 

rolling period 

1/6 1/3 1/3 1/2 1 1/3 1/3 0.0416 

Number of 

In-house Use case 

Analysed over a 

rolling period 

1/5 1 1 1 3 1 1/2 0.0910 

Number of Zero 

Day Incidents 

Analysed over a 

day rolling period 

1/4 1 2 4 3 2 1 0.1544 

CR = 0.0293 
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Table 11 

Weights and Consistency Ratio (CR) for the Baseline and Vulnerability Function Subcriteria. 

Subcriteria 

Number of Patches Applied 

over a rolling period 

Number of Patches Rolled 

back over a rolling period 

Number of Vulnerabilities 

Discovered over a rolling period Criteria Weights 

Number of Patches 

Applied over a rolling 

period 

1 2 1 0.3873 

Number of Patches Rolled 

back over a rolling period 

1/2 1 1/3 0.1698 

Number of Vulnerabilities 

Discovered over a rolling 

period 

1 3 1 0.4429 

CR = 0.0158 

Table 12 

Weights and Consistency Ratio (CR) for the Intelligence Function Subcriteria. 

Subcriteria 

Number of Use Cases 

Created over a rolling 

period 

Number of Indicators of 

Compromised (IOCs) Implemented 

over a rolling period 

Number of Indicators of 

Compromised (IOCs) Shared over a 

rolling period Criteria Weights 

Number of Use Cases 

Created over a rolling 

period 

1 1 2 0.3873 

Number of Indicators of 

Compromised (IOCs) 

Implemented over a 

rolling period 

1 1 3 0.4429 

Number of Indicators of 

Compromised (IOCs) 

Shared over a rolling 

period 

1/2 1/3 1 0.1698 

CR = 0.0158 

Table 13 

Weights and Consistency Ratio (CR) for the Response and Reporting Function Subcriteria. 

Subcriteria 

Quality of 

Incident 

Report 

Number of 

False Positives 

Reported over 

a rolling 

period 

Number of 

True Critical 

Incident 

Closed over a 

rolling period 

Number of 

True High 

Incident 

Closed over a 

rolling period 

Number of 

True Medium 

Incident 

Closed over a 

rolling period 

Number of 

True Low 

Incident 

Closed over a 

rolling period 

Number of 

In-house Use 

Case Incidents 

Closed over a 

rolling period 

Number of 

Zero Day 

Closed over a 

rolling period 

Criteria 

Weights 

Quality of Incident Report 1 5 5 5 5 5 4 3 0.3641 

Number of False Positives 

Reported over a rolling 

period 

1/5 1 1/3 1/3 1 1 1/2 1/5 0.0468 

Number of True Critical 

Incident Closed over a 

rolling period 

1/5 3 1 1 2 2 1 1 0.1090 

Number of True High 

Incident Closed over a 

rolling period 

1/5 3 1 1 2 2 1 1/2 0.0995 

Number of True Medium 

Incident Closed over a 

rolling period 

1/5 1 1/2 1/2 1 2 1 1/3 0.0648 

Number of True Low 

Incident Closed over a 

rolling period 

1/5 1 1/2 1/2 1/2 1 1 1/5 0.0516 

Number of In-house Use 

Case Incidents Closed over 

a rolling period 

1/4 2 1 1 1 1 1 1/3 0.0781 

Number of Zero Day 

Closed over a rolling 

period 

1/3 5 1 2 3 5 3 1 0.1862 

CR = 0.0299 

Table 14 

Weights and Consistency Ratio (CR) for the Policies and Signature Management Subcriteria. 

Subcriteria 

Number of Use Cases Excluded 

over a rolling period 

Number of Use Cases or Signatures 

Amended over a rolling period 

Number of False Positives Signatures 

Excluded over a rolling period 

Criteria 

Weights 

Number of Use Cases Excluded over a 

rolling period 

1 1/2 1 0.2500 

Number of Use Cases or Signatures 

Amended over a rolling period 

2 1 2 0.5000 

Number of False Positives Signatures 

Excluded over a rolling period 

1 1/2 1 0.2500 

CR = 0.00 
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A

Subcriteria 

Weights 

Global weight = the weight of each 

criterion (×) their respective 

subcriterion weight 

Global 

Weights (×) 100 

0.0507 0.0126 1.2640 

0.2001 0.0499 4.9901 

0.1390 0.0347 3.4677 

0.0972 0.0242 2.4249 

0.0442 0.0110 1.1013 

0.1262 0.0315 3.1470 

0.3427 0.0855 8.5479 

0.4427 0.1084 10.8440 

0.1091 0.0267 2.6716 

0.0974 0.0239 2.3866 

0.0640 0.0157 1.5667 

0.0416 0.0102 1.0180 

0.0910 0.0223 2.2288 

0.1544 0.0378 3.7817 

0.3873 0.0420 4.1982 

0.1698 0.0184 1.8410 

0.4429 0.0480 4.8004 

0.3873 0.0504 5.0432 

0.4429 0.0577 5.7666 

0.1698 0.0221 2.2116 

0.3641 0.0644 6.4403 

0.0468 0.0083 0.8276 

0.1090 0.0193 1.9277 

0.0995 0.0176 1.7594 

0.0648 0.0115 1.1455 

0.0516 0.0091 0.9129 

0.0781 0.0138 1.3817 

0.1862 0.0329 3.2930 

0.2500 0.0225 2.2527 

0.5000 0.0451 4.5053 

0.2500 0.0225 2.2527 

1 100 
ppendix B. Final Weights 

Table 15 

Global Priority: Final Weight for Each Task. 

Criteria and Subcriteria 

Criteria 

Weights 

Monitoring and Detection Function 0.2494 

Number of Misconfiguration Detected over a rolling period 

Number of Critical Incidents Detected over a rolling period 

Number of High Incidents Detected over a rolling period 

Number of Medium Incidents Detected over a rolling period 

Number of Low Incidents Detected over a rolling period 

Number of Use Case Incidents Detected over a rolling period 

Number of Zero Day Incidents Detected over a rolling period 

Analysis Function 0.2450 

Quality of Analysis 

Number of Critical Priority Alert Analysed over a rolling 

period 

Number of High Priority Alert Analysed over a rolling period 

Number of Medium Priority Alert Analysed over a rolling 

period 

Number of Low Priority Alert Analysed over a rolling period 

Number of In-house Use case Analysed over a rolling period 

Number of Zero Day Incidents Analysed over a day rolling 

period 

Baseline and Vulnerability Function 0.1084 

Number of Patches Applied over a rolling period 

Number of Patches Rolled back over a rolling period 

Number of Vulnerabilities Discovered over a rolling period 

Intelligence Function 0.1302 

Number of Use Cases Created over a rolling period 

Number of Indicators of Compromised (IOCs) Implemented 

over a rolling period 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

Response and Reporting Function 0.1769 

Quality of Incident Report 

Number of False Positives Reported over a rolling period 

Number of True Critical Incident Closed over a rolling period 

Number of True High Incident Closed over a rolling period 

Number of True Medium Incident Closed over a rolling period 

Number of True Low Incident Closed over a rolling period 

Number of In-house Use Case Incidents Closed over a rolling 

period 

Number of Zero Day Closed over a rolling period 

Policies and Signature Function 0.0901 

Number of Use Cases Created over a rolling period 

Number of Indicators of Compromised (IOCs) Implemented 

over a rolling period 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

Total Weight 
17 
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A ethod 

T

A

ANALYST’S KPI 

SCORE 

ANALYST’S SCORE 

PER ACTIVITY 

TEAM’S TOTAL 

KPI 

TEAM’S OVERALL 

SCORE 
ppendix C. A Security Operations Centre Analyst Assessment M

able 16 

n Analyst Assessment Template. 

ANALYSTS FUNCTIONS AND KPI(s) WEIGHTS 

Monitoring and Detection Function 

Number of Misconfiguration Detected over a rolling period 1.2640 

Number of Critical Incidents Detected over a rolling period 4.9901 

Number of High Incidents Detected over a rolling period 3.4677 

Number of Medium Incidents Detected over a rolling period 2.4249 

Number of Low Incidents Detected over a rolling period 1.1013 

Number of Use Case Incidents Detected over a rolling period 3.1470 

Number of Zero Day Incidents Detected over a rolling period 8.5479 

Analysis Function 

Quality of Analysis 10.8440 

Number of Critical Priority Alert Analysed over a rolling period 2.6716 

Number of High Priority Alert Analysed over a rolling period 2.3866 

Number of Medium Priority Alert Analysed over a rolling period 1.5667 

Number of Low Priority Alert Analysed over a rolling period 1.0180 

Number of In-house Use case Analysed over a rolling period 2.2288 

Number of Zero Day Incidents Analysed over a day rolling period 3.7817 

Baseline and Vulnerability Function 

Number of Patches Applied over a rolling period 4.1982 

Number of Patches Rolled back over a rolling period 1.8410 

Number of Vulnerabilities Discovered over a rolling period 4.8004 

Intelligence Function 

Number of Use Cases Created over a rolling period 5.0432 

Number of Indicators of Compromised (IOCs) Implemented over a 

rolling period 

5.7666 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

2.2116 

Response and Reporting Function 

Quality of Incident Report 6.4403 

Number of False Positives Reported over a rolling period 0.8276 

Number of True Critical Incident Closed over a rolling period 1.9277 

Number of True High Incident Closed over a rolling period 1.7594 

Number of True Medium Incident Closed over a rolling period 1.1455 

Number of True Low Incident Closed over a rolling period 0.9129 

Number of In-house Use Case Incidents Closed over a rolling 

period 

1.3817 

Number of Zero Day Closed over a rolling period 3.2930 

Policies and Signature Function 

Number of Use Cases Created over a rolling period 2.2527 

Number of Indicators of Compromised (IOCs) Implemented over a 

rolling period 

4.5053 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

2.2527 

Total Weight 100 

Analyst’s Overall Score 

Team’s Overall Score 

Individual Analyst Percentage Contribution (%) 

Team’s Percentage Contribution (%) 
18
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A

T

C

ANALYST’S KPI 

SCORE 

ANALYST’S SCORE 

PER ACTIVITY 

TEAM’S TOTAL 

KPI 

TEAM’S OVERALL 

SCORE 

2 2.5280 4 5.0560 

0 0.0000 0 0.0000 

3 10.4031 5 17.3384 

11 26.6741 21 50.9234 

20 22.0255 48 52.8612 

2 6.2940 2 6.2940 

1 8.5479 2 17.0959 

7 75.9082 14 151.8164 

0 0.0000 0 0.0000 

3 7.1598 5 11.9330 

11 17.2333 21 32.8999 

20 20.3591 48 48.8619 

2 4.4575 2 4.4575 

1 3.7817 2 7.5634 

28 117.5491 40 167.9273 

3 5.5230 5 9.2050 

29 139.2111 38 182.4145 

2 10.0864 3 15.1296 

6 34.5997 8 46.1329 

6 13.2694 8 17.6926 

7 45.0820 14 90.1641 

0 0.0000 10 8.2761 

0 0.0000 0 0.0000 

3 5.2781 5 8.7968 

11 12.6004 21 24.0552 

20 18.2580 38 34.6903 

2 2.7635 2 2.7635 

1 3.2930 2 6.5860 

0 0.0000 0 0.0000 

0 0.0000 2 9.0107 

0 0.0000 1 2.2527 

612.8860 

1032.1983 

59.3768 

100 
ppendix D. Performance Evaluation Score: Corp2 - Analyst 1 

able 17 

orp2 - Analyst 1. 

ANALYSTS FUNCTIONS AND KPI(s) WEIGHTS 

Monitoring and Detection Function 

Number of Misconfiguration Detected over a rolling period 1.2640 

Number of Critical Incidents Detected over a rolling period 4.9901 

Number of High Incidents Detected over a rolling period 3.4677 

Number of Medium Incidents Detected over a rolling period 2.4249 

Number of Low Incidents Detected over a rolling period 1.1013 

Number of Use Case Incidents Detected over a rolling period 3.1470 

Number of Zero Day Incidents Detected over a rolling period 8.5479 

Analysis Function 

Quality of Analysis 10.8440 

Number of Critical Priority Alert Analysed over a rolling period 2.6716 

Number of High Priority Alert Analysed over a rolling period 2.3866 

Number of Medium Priority Alert Analysed over a rolling period 1.5667 

Number of Low Priority Alert Analysed over a rolling period 1.0180 

Number of In-house Use case Analysed over a rolling period 2.2288 

Number of Zero Day Incidents Analysed over a day rolling period 3.7817 

Baseline and Vulnerability Function 

Number of Patches Applied over a rolling period 4.1982 

Number of Patches Rolled back over a rolling period 1.8410 

Number of Vulnerabilities Discovered over a rolling period 4.8004 

Intelligence Function 

Number of Use Cases Created over a rolling period 5.0432 

Number of Indicators of Compromised (IOCs) Implemented over a 

rolling period 

5.7666 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

2.2116 

Response and Reporting Function 

Quality of Incident Report 6.4403 

Number of False Positives Reported over a rolling period 0.8276 

Number of True Critical Incident Closed over a rolling period 1.9277 

Number of True High Incident Closed over a rolling period 1.7594 

Number of True Medium Incident Closed over a rolling period 1.1455 

Number of True Low Incident Closed over a rolling period 0.9129 

Number of In-house Use Case Incidents Closed over a rolling 

period 

1.3817 

Number of Zero Day Closed over a rolling period 3.2930 

Policies and Signature Function 

Number of Use Cases Created over a rolling period 2.2527 

Number of Indicators of Compromised (IOCs) Implemented over a 

rolling period 

4.5053 

Number of Indicators of Compromised (IOCs) Shared over a 

rolling period 

2.2527 

Total 100 

Analyst’s Overall Score 

Team’s Overall Score 

Individual Analyst Percentage Contribution (%) 

Team’s Percentage Contribution (%) 
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