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ABSTRACT
Linking survey and social media data has gained popularity. However, obtaining 
consent from respondents to link social media is a known challenge. Using data 
from a nationally representative survey of the U.K. this study investigated 
whether respondents’ a) activity frequency, b) activity variety and c) technical 
skills with smartphones are associated with consent to link Twitter data to 
survey responses. Additionally, this study explored mediating role of privacy 
and security concern and moderating effects of age, gender, employment and 
educational level to better understand the influences of privacy concern on 
Twitter linkage consent. Results showed that activity variety with smartphones 
is positively associated with Twitter linkage consent, and privacy concern 
mediated the effects of activity frequency and activity variety with smartphones 
on linkage consent. Age and employment status moderated the associations 
between privacy concern and linkage consent, with younger and employed 
respondents being more likely to be affected by privacy concern.
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Social media platforms, such as Twitter (also known as X.), Facebook and Instagram, allow users to 
share updates and experiences, providing a wealth of real-time data for researchers to study human 
actions, thoughts, and feelings (Fiesler & Proferes, 2018). However, due to the public accessibility of 
social media information and the associated risks of exposing personal privacy, researchers typically 
gather and examine this data in aggregate, rather than attributing it to specific individuals. This 
approach, though protecting privacy, may limit the potential utility of social media data for research 
purposes (Townsend & Wallace, 2017).

In recent years, a burgeoning number of studies have sought to link social media data with other data 
sources in relatively secure settings. This involves storage and processing of different types of data 
separately until needed for linkage, using linked data only for specific research inquiries, and restricting 
access for identifiable information (Sloan et al., 2020). By minimizing the risk of disclosure, public and 
anonymized data sources can supplement each other (Hughes et al., 2021). Data linkage between different 
types of data depends on obtaining consent from respondents (Knies et al., 2012). It is critical as informed 
consent stands as a pivotal ethical principle in research, demonstrating respect for and protection of 
respondents. The willingness of participants to engage in research is also heavily influenced by whether 
their consent is requested (Fiesler & Proferes, 2018). Therefore, understanding the factors that influence 
respondents’ consent decisions can help identify potential biases in linked data sources and improve 
consent rates by addressing these concerns in survey design (Ohme et al., 2021).
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Previous research has shed some insights into the impacts of respondents’ demographics on data 
linkage consent. However, there remains limited literature on whether individuals’ behaviors, 
particularly smartphone usage, could impact their consent decisions. Given that smartphone is 
increasingly becoming the primary device through which individuals integrate their online and 
offline activities (Klimmt et al., 2017; Wenz & Keusch, 2023), the lack of understanding on the effect 
of smartphone usage may impair the comprehension of linked dataset. Additionally, the continuous 
connectivity and omnipresence nature of smartphones might affect users’ privacy concerns 
(Ketelaar & Van Balen, 2018), the primary factors underlying their hesitations to grant consents 
for sharing personal data (Fiesler & Proferes, 2018). In light of this, this study focuses on 
respondents’ consent to link Twitter data with survey responses, aiming a) to investigate the impact 
of smartphone usage (i.e. activity frequency, activity variety, and technical skills with smartphone) 
on Twitter linkage consent, b) to examine the mediating role of privacy and security concern 
between smartphone usage and Twitter linkage consent.

Moreover, previous research surrounding effects of demographic factors on data linkage consent 
often yielded inconsistent results. The reason for this may be due to the presence of other variables 
that function interactively with demographic features. To explore this, this study examines the 
moderating role of age, gender, employment status and educational level on the association between 
privacy concern and Twitter linkage consent. By doing so, this study contributes to a more 
comprehensive understanding of the factors that affect data linkage consent as well as the potential 
systematic bias of the linked dataset due to these factors. The finding of this study will also provide 
insights for designing survey questionnaires to improve data linkage consent rates.

Rational

Linking survey with Twitter data

Social media has become an integral part of modern society, profoundly altering interpersonal 
communication in current world (Hedman & Djerf-Pierre, 2013). As one of the most popular social 
media platforms, Twitter enables users to share brief and real-time messages, as well as interact 
through likes, comments, and retweets. With an average of over 500 million daily tweets (Beveridge,  
2022), Twitter has become a crucial source of publicly available information that can be utilized for 
various research purposes, such as identifying emerging online topics, tracking online sentiments, 
and mapping social networks (Ovadia, 2009).

There has been a growing research interest in combining Twitter information with survey 
responses, as these two types of data can supplement each other and offer a more comprehensive 
understanding of individuals’ online and offline behaviors (Eady et al., 2019). For example, with the 
linked dataset, it is likely to investigate respondents’ online behaviors objectively, rather than 
relying solely on self-reported measurements (Hughes et al., 2021). Such linkage also provides an 
opportunity to validate survey response by comparing it with information retrieved from respon-
dents’ tweets (Sloan et al., 2015). Moreover, advanced computational methods can be applied to 
tweet data to build machine learning models, which can then be refined and validated using survey 
data (Braithwaite et al., 2016). Overall, merging survey with Twitter data enables researchers to 
explore a wider array of research inquiries concerning the interplay between online and offline 
activities, as well as to pursue new avenues for methodological advancements.

To ethically and practically access and link Twitter data with survey responses, it is necessary 
to obtain respondents’ consents. Such consent is often requested through a series of survey 
questions, along with information detailing the purpose, procedure and handling of data 
collection and storage (Stier et al., 2020). Despite researchers’ efforts to develop ethical guide-
lines for securing and storing linkage data (Sloan et al., 2020), not all individuals grant consents 
for their data to be linked in this manner, and consent rates vary greatly across different studies 
(Mneimneh et al., 2021). As consent to data linkage is non-probabilistic and linked sample may 
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not represent the entire population, it is crucial to investigate what factors may affect data 
linkage consent. By doing so, researchers can better understand limitations of linked dataset 
when drawing conclusions, and can tailor the design of survey questionnaires to mitigate 
influences of potential factors.

Effects of smartphone usage on Twitter linkage consent

In this study, we first propose that individuals’ smartphone usage may influence their willingness to 
grant consent for Twitter linkage. Smartphones are the most widely used mobile devices to access 
social media (Dean, 2022; Parsons, 2022). As such, individuals, who use smartphone more inten-
sively or possess greater technical expertise, may be more familiar with the functionality of social 
media and potential benefits of exploiting social media data. Consequently, they might be more 
inclined to grant consent for Twitter linkage. Findings from prior empirical studies could lend 
support to this argument. For instance, Silber et al. (2022) discovered that individuals’ affinity with 
technology is positively related to their willingness to share Twitter data. Findings related to consent 
in other data linkage contexts indicate a comparable pattern, albeit with potential differences in the 
underlying motivations for sharing various data types. For instance, Elevelt et al. (2019) discovered 
a positive relationship between variety of smartphone usage and willingness to share GPS data. 
Máté et al. (2023) noted that those who use smartphones for a wider range of activities tend to 
participate more in passive digital data collection. Wenz et al. (2019) observed that individuals with 
a higher variety of activities with smartphone were more likely to attend mobile data collection 
tasks, such as connecting smartphones via Bluetooth and using smartphone cameras to take photos. 
To delve deeper into this association, we examine smartphone usage habit from three perspectives 
and propose that (see Figure 1 for summarized hypotheses):

H1: Respondents’ (a) activity frequency, (b) activity variety and (c) technical skills with 
smartphone are positively associated with Twitter linkage consent.

Figure 1. Summary of hypotheses. H1a, H1b and H1c represent total effects between corresponding variables and content to link 
Twitter.
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Privacy and security concern as mediator

Additionally, privacy and security concerns have been a major contributing factor to individuals’ 
reluctance to link public with anonymous data (Mneimneh et al., 2021; Otto & Kruikemeier, 2023; 
Sala et al., 2012). Such concerns often stem from the fear of personal data breaches, and a lack of 
clarity on how different data types are merged (Clarke et al., 2021). Meanwhile, privacy concern is 
not inherently fixed, but rather can be influenced by other factors (Sipior et al., 2014; Smith et al.,  
2011). Smith et al. (2011) macro model of APCO (Antecedents ➔ Privacy Concerns ➔ Outcomes) 
has suggested that privacy concern can act as both a dependent and an independent variable. This 
study proposes that smartphone usage may play a crucial role in shaping respondents’ privacy 
concerns, which in turn influence their consents to data linkage. The rationale is outlined below.

With increasing prevalence of mobile internet services, smartphones have emerged as the 
primary devices for accessing online contents and services, reflecting a growing trend toward 
mobile-first digital experiences (Tsetsi & Rains, 2017). Those who frequently use smartphones 
are typically more engaged online. Prior studies have indicated that those who are more frequent 
and adept internet users often exhibit less concern about privacy and security (Metzger, 2004; Yao 
et al., 2007). It is thus plausible that higher frequency, variety and proficiency in smartphone usage, 
implying greater internet exposure, may lead to lower levels of privacy and security concern. 
Accordingly, we put forward that: 

H2: Respondents’ (a) activity frequency, (b) activity variety and (c) technical skills with smart-
phone are negatively associated with privacy and security concerns.

H3: Respondents’ privacy and security concerns are negatively associated with Twitter linkage 
consent.

Based on H2 and H3, (a) activity frequency, (b) activity variety and (c) technical skill with 
smartphone will be negatively related with individuals’ privacy concerns, which, in turn will be 
negatively associated with their consents to Twitter linkage. In other words, smartphone usage may 
influence Twitter linkage consent through privacy concern, which aligns with the logic of mediation 
model (Hayes, 2009; Wu & Zumbo, 2008). Prior studies on consent to adopt advanced technology 
for data collection, such as contact tracing app and network devices, also suggested that privacy 
concern could play a crucial mediating role in individuals’ decision-makings (Alraja et al., 2019; 
Wang et al., 2022). Accordingly, we propose: 

H4: Privacy and security concerns mediate the associations between (a) activity frequency, (b) 
activity variety, (c) technical skills with smartphone and Twitter linkage consent.

Potential moderating effects by demographics

In addition to investigating the impact of individuals’ smartphone usage on data linkage consent, 
this study also seeks to address the inconsistency in the influence of individuals’ characteristics on 
data linkage consent. For instance, some scholars found that males were more likely to grant 
consent to link survey with social media data, such as Twitter, Facebook, and Spotify (Mneimneh 
et al., 2021; Silber et al., 2022). Similar outcomes were also observed in research examining linkage 
consent between survey and medical records (Knies et al., 2012; Sala et al., 2012). In contrast, Dunn 
et al. (2004) discovered that the consent rate was lower in males than in females until around the age 
of 70 years. There were also several studies revealing no significant relationship between gender and 
data linkage consent (Mneimneh et al., 2021). These discrepancies may be due to the influence of 
other variables on the relationship between demographic features and data linkage consent. This 
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study places the emphasis on privacy and security concerns, and specifically examines how demo-
graphic features might moderate the association between these concerns and Twitter linkage 
consent.

First, respondents’ age may moderate the negative effect of privacy and security concern on data 
linkage consent. Previous research has indicated that an individual’s propensity to engage in data 
linkage declines with age (Al Baghal et al., 2020; Mneimneh et al., 2021). This study further proposes 
that for individuals with same levels of privacy concern, older respondents might be more aware of 
the potential risks and thus more cautious about sharing Twitter accounts. In contrast, younger 
respondents – more well-adapted to technological realities – may feel more comfortable with 
innovations and are better able to handle privacy concern, leading them to be more inclined to 
consent data linkage. Therefore, we propose that: 

H5: The negative association between privacy and security concern and Twitter linkage consent 
will be moderated by age; the negative association will be stronger for older respondents than 
middle-aged and younger respondents.

Second, the association between privacy and security concern and data linkage consent might be 
moderated by respondents’ employment status. According to privacy calculus theory (Wang et al.,  
2016), individuals always rationally weigh the potential benefits and risks of personal information 
disclosure. Self-disclosure often occurs when perceived benefits outweigh the associated costs. In 
the case of this study, employed respondents, who often possess greater socioeconomic resources, 
might have more at stake if their privacy and security are compromised. Thus, they may avoid 
disclosing personal information and the impact of privacy concern on Twitter linkage consent 
could be more pronounced. In contrast, unemployed individuals may not have as much at stack, 
even though their level of privacy and security concerns is similar. Previous research on attitudes 
toward data linkage also showed that respondents may support data linkage in general, but express 
reservations about linking employment-related data due to its potential higher risks (Xafis, 2015). 
Accordingly, we put forward that: 

H6: The negative association between privacy and security concern and Twitter linkage consent 
will be moderated by employment status; the negative association will be stronger for employed 
respondents than unemployed respondents.

Additionally, gender may moderate the association between privacy concern and consent for 
linking Twitter data. According to sociocultural theory, males and females are often assigned 
different social norms and expectations (Eagly & Wood, 1999). These societal expectations can 
potentially affect their levels of caution and willingness to disclose personal information. 
Specifically, females tend to demonstrate higher rates of caution and adopt more protective actions 
when confronted with external risks (McLean & Anderson, 2009). In contrast, males, who are often 
expected to be more risk-taking, may take less protective behavior (McLean & Anderson, 2009). 
Empirical research before also suggested that females tend to express more concerns about online 
privacy and, consequently, tend to adopt more self-protective online behaviors in comparison to 
males (Dommeyer & Gross, 2003; Hoy & Milne, 2010). Accordingly, in the current study, females 
may be more hesitant to share Twitter information than males due to concerns about privacy and 
security. Accordingly, we put forward: 

H7: The negative association between privacy and security concern and Twitter linkage consent 
will be moderated by gender; the negative association will be stronger for female compared to male.

Lastly, educational level may serve as a moderator on the association between privacy concern and 
Twitter linkage consent. Research on online privacy management have shown that individuals with 
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lower educational attainment are less likely to take measures to protect their online privacy 
(Boerman et al., 2021; Chai et al., 2009; Smit et al., 2014). This could be attributed to the fact that 
less educated individuals may lack necessary knowledge and familiarity with specific privacy 
protection measures (Boerman et al., 2021). Regarding this, it is plausible that those with lower 
levels of education might not avoid potential privacy risks and tend to grant consents to link Twitter 
data, even if they have similar level of privacy concern. Comparatively, individuals with higher 
education are more likely to apply their educated privacy knowledge to actual preventive actions 
and, thus, might be more inclined to decline data linkage. Therefore, we put forward: 

H8: The negative association between privacy and security concern and Twitter linkage consent 
will be moderated by educational level; the negative association will be stronger for individuals with 
higher educational levels compared to those with lower and medium educational levels.

Methods

Data collection

The data for this study were sourced from the UK Understanding Society Innovation Panel (IP), 
a national representative survey of the United Kingdom. The IP survey is an ongoing longitudinal 
study that tracks individuals within households (University of Essex ISER, 2021). The initial wave of 
the IP survey began in 2008, targeting households across England, Scotland and Wales with 
a stratified and geographically clustered design. First, sectors were randomly selected in 
a systematic manner, with the probability of selection proportional to the sector’s population 
size. Then, within each selected sector, addresses were chosen with systematic random sampling 
approach, resulting in a sample of 2,760 addresses. For each sample address, interviewers identified 
the sampled persons. In the subsequent waves, only households that had participated in the 
previous wave were revisited. To replenish the sample, new addresses were added, with 960 in 
wave 4, 1,560 in wave 7, and 960 in wave 10.

This study used the dataset from Wave 10 of the IP survey, gathered in May 2017. Respondents 
were first asked if they had a Twitter account. Those who confirmed having an account were 
subsequently asked for consent to link their Twitter data with survey responses. The sample for 
Wave 10 comprised 2,570 individuals. Out of this, 513 (approximately 19.96%) reported they had 
a Twitter account. Among those Twitter account holders, 171 individuals agreed to the linkage of 
Twitter, while 315 individuals declined.1

After listwise deletion of missing values, 454 of 513 respondents remained. Among the respon-
dents in the final sample, the age average is 37 with a range from 16 to 76. Males accounted for 
46.3 percent (n = 210), while females accounted for 53.7 percent (n = 244). Married respondents 
accounted for 57.7 percent (n = 262), while single respondents accounted for 42.3 percent (n = 192). 
Most respondents were employed (n = 352, 77.5%), while 102 were not (22.5%). Majority of 
respondents had obtained a degree (n = 170, 37.4%), followed by A-level (n = 134, 29.5%), GCSE 
(n = 75, 16.5%) and other higher degree (n = 53, 11.7%). Respondents’ self-reported personal 
monthly gross income ranged from 0 to 15,000 GBP, with a mean of 2082.68 GBP. Most respon-
dents lived in urban areas (n = 344, 75.8%) as opposed to rural areas (n = 110, 24.2%).

Variable construction

For all study variables, higher scores represented higher values of the variable. The reliability of 
these variables was evaluated using McDonald’s omega (ω). For variables that included four or more 
items, Confirmatory factor analyses (CFAs) were performed. See supplementary material for 
descriptive statistics for all study variables.
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Activity frequency with smartphone
One item, ‘How often do you use a smartphone for activities other than phone calls or text 
messaging?’, was used to evaluate respondents’ activity frequency with smartphone. Respondents 
rated their answers using a 4-point scale (1 = Everyday; 4 = Once a month or less). This item was 
reverse coded, so the higher scores indicated higher frequency in using smartphone.

Activity variety with smartphone
Twelve items were used to measure activity variety with smartphone (e.g. ‘Do you use your 
smartphone for browsing websites/playing games/shopping’). Each item was dummy coded 
(1 = Yes; 0 = No). The scores for all 12 items were then summed up, with a higher score 
indicating a wider range of activities conducted using smartphone.

Technical skill with smartphone
One item regarding ‘How would you rate your skills of using a smartphone?’ was used to assess 
respondents’ skill levels with smartphone. The answers range from ‘1’ (Beginner) to ‘5’ (Advanced).

Privacy and security concern
Eight items were employed to measure privacy and security concerns. Using a 5-point Likert scale 
(1 = Not at all concerned; 5 = Extremely concerned), respondents would answer questions regarding 
how concerned they would be about privacy and security of providing information in multiple ways 
(e.g. complete an online questionnaire in mobile browser/use camera of smartphone/share the GPS 
position of smartphone). CFA results suggested that the eight items formed a unidimensional factor: 
χ2(12) = 37.76, p < .001, χ2/df = 3.15, CFI = .99, RMSEA = .07, SRMR = .03. The reliability analysis 
showed acceptable internal consistency, with McDonald’s omega (ω) was .91 [CI95% = .89, .92].

Findings

Structural equation modelling

To test hypotheses, a structural model was constructed. This model included activity frequency, 
activity variety and technical skill with smartphone as exogenous variables, privacy and security 
concern as the mediator, and consent to Twitter linkage as the endogenous variable, using lavaan 
(0.6–12) in R. Demographic variables, including age, gender, income, education, marriage, employ-
ment status, and residential area, were incorporated as control variables. These were retained in the 
model if they showed a significant association with any of the variables under study. Mediation 
analysis was conducted by investigating the indirect effect of (a) activity frequency, (b) activity 
variety and (c) technical skills with smartphones on Twitter linkage consent through privacy and 
security concern. This approach is commonly used in studies to examine mediation effects (e.g. 
Hayes, 2009; Shrout & Bolger, 2002). The analysis was carried out by computing bias-corrected 
bootstrapped confidence intervals with 5,000 random samples. To address any missing data, the full 
information maximum likelihood estimation was utilized (Graham, 2009). First, goodness-of-fit for 
the measurement model was examined, where all latent factors were free to covary in the measure-
ment model. The output indicated that the magnitude of the relationship between items and factors 
were adequate for all variables and all factor loadings are statistically significant. Then, goodness-of- 
fit for the structural model was examined.2 Results suggested acceptable fit for the proposed model, 
χ2(37) = 93.95, p < .001, χ2/df = 2.53, RMSEA = .06 [CI90 = .044, .073], SRMR = .03, CFI = .97.3

H1 predicted that (a) activity frequency, (b) activity variety and (c) technical skills with 
smartphones are positively related with consent to Twitter linkage. Results (see Figure 2) 
revealed that only the relationship between activity variety and Twitter linkage consent was 
significant (b = .12, SE = .05, p = .012, CI95 = .03, .22). However, the relationships between activ-
ity frequency (b = −.04, SE = .05, p = .43, CI95 = −.15, .06) and linkage consent, as well as between 
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technical skills (b = −.02, SE = .05, p = .76, CI95 = −.11, .08) and linkage consent were not 
significant. Thus, H1b was supported, indicating that individuals who use smartphones for 
multiple purposes are more likely to consent to link Twitter data with survey responses. 
However, H1a and H1c were not supported.

Regarding H2a-H2c, results showed that activity variety with smartphones was negatively 
associated with privacy concerns (b = −.32, SE = .06, p < .001, CI95 = −.44, −0.20), in accordance 
with H2b. However, activity frequency with smartphone was positively related with privacy concern 
(b = .15, SE = .05, p = .004, CI95 = .05, .26). The relationship between smartphone technical skills and 
privacy concern was not significant (b = −.06, SE = .06, p = .27, CI95 = −.17, .05). Therefore, H2b was 
supported, whereas H2a and H2c were not. Furthermore, privacy and security concerns were 
negatively related with Twitter linkage consent (b = −.20, SE = .06, p < .001, CI95 = −.31, −.10), 
providing support for H3.

Mediation analysis (i.e. indirect analysis) revealed that privacy and security concern 
mediated the association between activity frequency and Twitter linkage consent (b = −.03, 
SE = .02, p = .036, CI95 = −.061, −.002), as well as between activity variety and Twitter linkage 
consent (b = .07, SE = .02, p = .004, CI95 = .021, .110), but not the association between technical 
skills and Twitter linkage consent (b = .012, SE = .01, p = .31, CI95 = −.011, .036). Therefore, 
H4a and H4b were supported, whereas H4c was not.

Moderation analysis

To examine the influence of four proposed moderators (i.e. age, employment status, gender, 
and educational level) on the relationship between privacy concerns and consent to link Twitter 
(H5 – H8), simple slope analyses conducted at the mean, as well as one standard deviation above 
and below the average of the moderator with the PROCESS Macro in SPSS (Hayes, 2022). The 
Johnson-Neyman method was applied to ascertain the specific values of a moderator for which the 
effect of independent variable on dependent variable becomes statistically significant (Hayes, 2022).

Results suggested that respondents’ age moderated the negative association between privacy 
concern and Twitter linkage consent (b = .02, SE = .008, p = .046, CI95 = .0003, .031) (see Figure 3). 
However, contrary to the hypothesis, the negative effect of privacy concern on Twitter linkage 
consent was higher for younger respondents (b = −.80, SE = .19, p < .001, CI95 = −1.17, −.44) relative 

Figure 2. Final model with standardized path coefficients. *p < .05. **p < .01. ***p < .001. The standardized coefficients between 
activity frequency, activity variety and technical skills with smartphones and consent to link Twitter represent total effects.
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to middle-aged (b = −.58, SE = .12, p < .001, CI95 = −.82, −.33) and older respondents (b = −.35, 
SE = .15, p = .02, CI95 = −.64, −.06). Thereby, H5 was not supported.

Furthermore, results showed that respondents’ employment status moderated the negative asso-
ciation between privacy concern and Twitter linkage (b = −.62, SE = .28, p = .03, CI95 = −1.17, −.07) 
(see Figure 4). For employed respondents, the higher privacy concern would lead to lower likelihood 
to disclose Twitter information (b = −.67, SE = .14, p < .001, CI95 = −.95, −.39). For unemployed 
respondents, however, the association between privacy concern and Twitter linkage consent was 
not significant (b = −.05, SE = .24, p = .84, CI95 = −.53, .43). Therefore, H6 was supported.

Additionally, it was discovered that gender (b = −.34, SE = .24, p = .16, CI95 = −.82, .14) and 
educational level (b = −.07, SE = .16, p = .64, CI95 = −.38, .23) did not moderate the association 
between privacy concern and Twitter linkage consent. Thus, H7 and H8 were not supported.

Discussion

Utilizing data from the UK Understanding Society Innovation Panel (IP), this study tested the 
associations among activity frequency, activity variety, technical skills with smartphone, privacy 
and security concern, and Twitter linkage consent. Results indicated that both frequency and 
variety of smartphone activities significantly predicted privacy and security concerns, which in 
turn influenced their consents to link Twitter with survey responses. Additionally, age and employ-
ment status moderated the associations between privacy concern and Twitter linkage consent.

First, different from our hypotheses, only activity variety with smartphone was positively related 
to consent to Twitter linkage, while the effect of activity frequency and technical skills with 
smartphone were not significant. This is consistent with previous research that highlighted the 

Figure 3. Moderating effects of age on the association between privacy and security concern and consent to Twitter linkage. The 
values on Y-axis denote the logarithmic transformation of the odds of Twitter linkage consent. These values can range from 
negative to positive infinity. Higher probabilities of consent correspond to higher log-odds, and lower probabilities correspond to 
lower log-odds.
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influence of smartphone usage variety on the willingness to take part in passive mobile data 
collection (Keusch et al., 2019; Struminskaya et al., 2021; Wenz et al., 2019). For instance, Wenz 
et al. (2019) found a similar positive association between the diversity of smartphone activities and 
the willingness to attend mobile data collection tasks, such as app downloads for surveys and 
sharing GPS position. One possible explanation for this consistent pattern is that individuals who 
use smartphones for a wider array of purposes tend to be more open to new experiences and 
practices, thus more likely to grant consent to Twitter linkage. This reminds us to be cautious when 
drawing conclusions from the linked data sources, as the linked sample may be skewed toward 
individuals with specific smartphone usage patterns.

Additionally, we discovered that activity frequency was positively related to privacy and security 
concern, while activity variety was negatively related to privacy concern. This implies that it is 
critical to distinguish different operationalizations of smartphone usage – activity frequency versus 
activity variety – when considering its potential influences. The positive relationship could be 
because those who use smartphones more frequently may have a higher likelihood of encountering 
privacy and security risks, such as data breaches or hacking attempts. Thus, they may be more aware 
of the potential risks and vulnerabilities associated with these activities. Additionally, self-reported 
frequent usage of smartphones is also often associated with heightened anxiety and stress (Elhai 
et al., 2021), which could amplify concerns over privacy and security intrusions. In contrast, 
individuals who engage in a wider variety of smartphone activities may have a more relaxed attitude 
toward privacy. They may be less concerned about protecting their personal information because 
they are accustomed to sharing it in different platforms. On the other hand, individuals who engage 

Figure 4. Moderating effects of employment status on the association between privacy and security concerns and consent to 
Twitter Linkage. The values on Y-axis denote the logarithmic transformation of the odds of Twitter linkage consent. These values 
can range from negative to positive infinity. Higher probabilities of consent correspond to higher log-odds, and lower 
probabilities correspond to lower log-odds.
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in a narrower range of activities may be more likely to perceive those activities as particularly 
important or sensitive, thereby heightening their privacy concerns.

Moreover, our study found that privacy and security concern was significant determinant 
directly affecting the willingness to consent to Twitter linkage, corroborating previous research 
on data linkage and passive data collection (Keusch et al., 2019; Mneimneh et al., 2021). This 
study also provides evidence suggesting that privacy concern could act as a mediator between 
other factors, such as variety and frequency of smartphone use, and the consent for data 
linkage. The results shed a light on respondents’ decision-making process regarding whether 
consent to link to Twitter and provides some insights for researchers to address respondents’ 
privacy concerns when designing surveys. For example, it might be helpful to explicitly address 
respondents’ privacy concerns due to frequent usage of smartphone in the survey introduction 
to alleviate respondents’ potential anxiety.

Regarding the moderating role of demographic factors, our study revealed that age influenced the 
link between privacy concerns and the consent to link Twitter, with a somewhat unexpected twist: 
younger respondents showed a stronger correlation between privacy concerns and consent behaviors. 
This suggests that for respondents with same level of privacy concerns, younger respondents were more 
likely to translate their privacy concerns to actual behaviours. Specifically, among those with lower 
privacy worries, young respondents were more inclined to consent to provide their Twitter account than 
middle-age and older respondents, whereas for those expressing higher privacy and security considera-
tions, younger were less likely than older to agree to link Twitter accounts. One potential reason could be 
that younger people, having grown up in the digital age, are more adept at managing online privacy 
(Blank et al., 2014), which may lead to actions more closely aligned with their privacy concerns, such as 
a lower rate of consent to disclose information. Furthermore, Rusk (2014) posited that trust toward the 
data-collecting entity may affect the association between privacy attitudes and behaviors. Older respon-
dents might place more trust in public data collectors, such as universities in this study, than younger 
respondents (Christensen & Lægreid, 2005). This trust may lead them to be more amenable to data 
linkage, despite having similar privacy concerns.

Furthermore, our findings indicate that employment status moderates the relationship between privacy 
and security concerns and the consent to link Twitter. Employed respondents showed a pronounced 
negative correlation between privacy concerns and their willingness to consent to Twitter linkage, 
suggesting that as privacy concerns increase, the likelihood of consent decreases for this group. This 
could be attributed to employed individuals’ heightened awareness of the potential repercussions of 
sharing personal information online, which may stem from their professional obligations and the reputa-
tional risks involved (Bhave et al., 2020). Consequently, they might exercise more caution when consider-
ing whether to link their Twitter accounts to a research study. On the other hand, unemployed respondents 
may not be subject to the same level of professional scrutiny or potential exposure, and thus, their privacy 
concerns may not significantly deter them from consenting to social media account linkage.

Limitations and next steps

Several limitations of the study are worth noting. One major limitation is the potential for bias due to 
survey nonresponse. In this study, low consent rates and a small percentage of Twitter users among the 
initial sample may lead to a lack of representativeness in the final linked dataset. Second, the cross- 
sectional data of the study restricts our ability to infer causality from the observed associations. 
Subsequent studies would benefit from employing experimental or longitudinal designs to better 
understand the dynamic relationship between smartphone usage and privacy concerns, as well as 
Twitter linkage consent. Third, in this study, we relied on self-report measures to assess activity 
frequency, activity variety and technical skills with smartphones. Future research could employ unob-
trusive means of data collection, such as passive smartphone usage, to gain a more precise assessment of 
smartphone usage habits. Lastly, the dataset used in this study was collected in 2017. Over the past years, 
Twitter has undergone significant changes, especially with Elon Musk taking control of the platform. It is 
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anticipated that Twitter (or named as X.) will evolve into to a super-app, incorporating more features. As 
Elon Mask (2023) stated: ‘we will add comprehensive communications and the ability to conduct your 
entire financial world.’ Moreover, Mask has also pledged to reduce content moderation and appease 
advertisers (Kelly, 2022). The expansion and transformation undoubtedly mean more heightened 
privacy concerns for users. This could potentially have a detrimental impact on obtaining user consent 
for data linkage, potentially further lowering the rate of consent in linking Twitter data in this regard.

Notes

1. The two values do not add up to 513 due to the missing values, which are caused for the following reasons: (1) 
In applicable: the participant was not eligible for this question and was never asked about it; (2) Proxy: when 
a person cannot participate in the interview, someone else in the household answered question on their behalf; 
(3) Refusal: the respondent refused to answer; (4) DK: the respondent did not know the answer.

2. The analysis was conducted with estimator of Maximum Likelihood (ML). Taking the ordinal nature of items 
into consideration, we further run a structural equation modeling using estimator of Diagonally Weighted Least 
Squares (DWLS) with polychoric correlations. DWLS is useful when dealing with ordinal data and provides 
estimates without the need for data to be normally distributed. The model showed an acceptable fit with Robust 
method, χ2(37) = 72.97, p < .001, χ2/df = 1.97, RMSEA = .046 [CI90 = .030, .062], SRMR = .03, CFI = .995. The 
results are consistent with those using ML. Specifically, smartphone activity variety was positively associated with 
Twitter linkage consent (b = .17, SE = .04, p = .04). Meanwhile, activity frequency (b = .17, SE = .16, p = .001) was 
positively associated with privacy concern, while activity variety (b = −.32, SE = .03, p < .001) was negatively 
associated with privacy concern. Furthermore, privacy and security concern mediated the effects of activity 
frequency (b = −.05, SE = .06, p = .008) and activity variety (b = .10, SE = .01, p < .001) on Twitter linkage consent.

3. A model is deemed to have a good fit if the Root Mean Square Error of Approximation (RMSEA) is below .06 
and the Comparative Fit Index (CFI) exceeds .95. An acceptable model fit is indicated when the RMSEA values 
range from .06 to .08 and the CFI values fall between .90 and .95 (Hu & Bentler, 1999).
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