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Abstract: With the increase in the adoption of Internet of Things (IoT) devices, the security threat
they face has become more pervasive. Recent research has demonstrated that most IoT devices are
insecure and vulnerable to a range of cyber attacks. The impact of such attacks can vary significantly,
from affecting the service of the device itself to putting their owners and their personal information
at risk. As a response to improving their security, the focus has been on attacks, specifically on the
network layer. However, the importance and impact of other vulnerabilities, such as low-level Radio
Frequency (RF) attacks, have been neglected. Such attacks are challenging to detect, and they can be
deployed using non-expensive equipment and can cause significant damage. This paper explores
security vulnerabilities that target RF communications on popular commercial IoT devices such as
Wi-Fi, Zigbee, and 433 Mz. Using software-defined radio, a range of attacks were deployed against
the devices, including jamming, replay attacks, packet manipulation, protocol reverse engineering,
and harmonic frequency attacks. The results demonstrated that all devices used were susceptible
to jamming attacks, and in some cases, they were rendered inoperable and required a hard reset
to function correctly again. This finding highlights the lack of protection against both intentional
and unintentional jamming. In addition, all devices demonstrated that they were susceptible to
replay attacks, which highlights the need for more hardened security measures. Finally, this paper
discusses proposals for defence mechanisms for enhancing the security of IoT devices against the
aforementioned attacks.
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1. Introduction

The Internet of Things (IoT) refers to the billions of physical devices around the
world that are connected to the Internet. Such devices may be connected in a domestic
environment, such as a smart home, as well as within Critical National Infrastructures
(CNI), which facilitate larger networks, such as smart cities. When connected and combined
with sensors, such devices are accompanied by a level of digital intelligence that enables
them to communicate data in real time, making the fabric of the world around us smarter
and more responsive. However, although the adoption of IoT continues to increase, several
studies have reported that such devices introduce tremendous security flaws, and a vast
majority are vulnerable to a range of cyber attacks [1].

Current research surrounding the security of IoT focuses on investigating network-
based attacks, such as Denial of Service (DoS), Man-In-The-Middle (MITM), malware,
and sniffing [2–4]. However, fewer studies have focused on the vulnerability of IoT devices
towards Radio Frequency (RF) attacks. Such attacks may be particularly challenging to
detect or trace, as adversaries can deploy them and exploit vulnerabilities from a long-
range distance [5]. RF-based attacks can be launched using open-source software and
affordable hardware, making it possible for anyone to gain the necessary equipment to
deploy them [6]. What makes RF-based attacks particularly dangerous is that an adversary
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can deploy them from a long range of distances of up to 100 m, allowing malicious actors to
exploit vulnerabilities while being undetected and untraceable [5]. Such attacks may lead
to the exfiltrating of sensitive user data, such as usernames and passwords, by sniffing the
frequency of operation of the targeted device [5] and jamming access to devices, making
them inoperable to their users. The subsequent consequences of such attacks range from
financial loss to users being unable to gain physical access to their own smart homes.

An example of a popular RF-based attack towards IoT devices is the Zigbee Worm
attack, which exploits the Zigbee protocol. This attack targets hard-coded symmetric
encryption keys in the Zigbee protocol, which allows the worm to take control of the
devices [7]. Infected devices can infect other nearby Zigbee devices, allowing the adversary
to take full control of the network. This attack can be achieved as far as 400 m away from
the device, increasing the difficulty in tracking and tracing the adversary.

One of the main limitations within the existing literature in this field is that the attacks
performed have been deployed using expensive hardware, which requires expensive
proprietary software. This means that very few adversaries may be able to gain access
to such equipment to leverage such attacks. On the contrary, it is critical to investigate
the impact of RF-based attacks that could be deployed using affordable and broadly
available hardware.

Given the severity of the impact of RF-based attacks, it is evident that further research
is required to understand their behaviours and, subsequently, design defence mechanisms
towards mitigating them. To the best of our knowledge, this is the first investigation into
how RF-based attacks affect commercially available IoT devices, as well as the proposal
of methods towards defending them against such attacks. More importantly, this work
considers a realistic attacker model where an adversary uses affordable hardware and
open-source tools. The main contributions of the work presented in this paper are the
empirical investigations into

1. A detailed experimental setup and methodology for assessing RF vulnerabilities in
IoT devices.

2. Launching popular RF-based attacks, including harmonic frequency attacks, using
affordable hardware and open-source tools within a realistic attacker model.

3. The behaviour of such attacks towards commercially available smart-home IoT devices.
4. Recommendations for enhancing IoT device security based on our findings, which

provide practical guidelines for manufacturers and developers.

The remainder of this paper is divided into the following main sections: Section 2
presents related work, Section 3 introduces the communication protocols used in commer-
cial IoT devices that are relevant and susceptible to RF vulnerabilities, Section 4 introduces
RF attacks in ecosystems, Section 5 presents the methodological approach implemented
in this paper, including a description of the IoT devices used, as well as their configura-
tions, the RF-based attacks launched on such devices, and a description of the adopted
attacker model. Section 6 discusses the findings from deploying RF-based attacks on such
devices, Section 8 proposes possible methods towards enhancing the security of IoT devices
against RF-based attacks, Section 10 concludes the paper, and finally, Section 11 discusses
future work.

2. Related Work

The proliferation of IoT devices for industrial and residential use has increased the
significance of network security. Despite notable advancements in this field, research on
the RF security of these devices remains relatively scarce.

In many cases, RF investigations have been conducted using very expensive equipment
to perform RF-based attacks, which, in most cases, will not be something an average
attacker might have access to. In particular, a key study by Bukhari et al. [8] explores
innovative solutions to enhance the security of wireless sensor networks, which are integral
components of the IoT ecosystem. They propose a federated learning model combined
with a Spiking Convolutional Neural Network and Bidirectional Long Short-Term Memory
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(SCNN-Bi-LSTM) architecture, aimed at improving the reliability and privacy of intrusion
detection systems in these networks. Their findings suggest that this approach not only
enhances detection accuracy but also preserves the privacy of the network data, making
it particularly valuable in scenarios where sensor nodes handle sensitive information [8].
Moreover, Rugeles Jose de Jesus et al. [9] deployed multiple attacks on both IoT devices
and industrial installations using a Universal Software Radio Peripheral (USRP) N210
device. The USRP is an extremely costly piece of hardware that can cover a large range
of bandwidth up to 400 MHz. This makes it perfect for performing attacks on devices
that utilise frequency hopping, but also unrealistic as these types of equipment are usually
owned and operated by state-sponsored attackers [10] like in the case of the Cyprus
Surveillance van [11,12]. Although the paper does make valid claims about the types of
attacks that can be conducted with different software-defined radios (SDRs), there is no
clear indication of what the devices being tested were.

In 2012, Barnickel et al. [13] demonstrated a technique in which a MITM attack could
be performed between two devices at the initiation of the Secure Simple Pairing (SSP)
process. This vulnerability allowed an adversary to intercept the pairing pin, later allowing
them to reconnect to the device without being authorised. Even though the technique
is impressive, it requires expensive and sophisticated equipment like the USRP2, which
boasts a bandwidth coverage of up to 50 MHz. Notably, Bluetooth is one of the most widely
adopted communication protocols due to its low power requirements, making it a staple
in many off-the-shelf devices. As the IoT increasingly incorporates battery-less devices,
understanding and mitigating energy-related vulnerabilities becomes crucial. A recent
study [14] explores the specific challenges posed by energy attacks on these devices, which
are typically powered by ambient energy sources. Highlighting the susceptibility to energy
depletion attacks, the research emphasises the need for robust security protocols that pre-
vent malicious entities from disrupting device functionality. The paper suggests innovative
directions, such as energy-efficient security algorithms and adaptive energy harvesting
techniques, to enhance the resilience of IoT systems against such vulnerabilities. These
insights are pivotal for developing sustainable and secure IoT architectures in the future.

Furthermore, in the context of real-world scenarios, Karagianis et al. [15] evaluated
mitigation strategies against RF. However, the attacker model and assumptions made were
not realistic. For instance, during the experimentation phase, the authors evaluated the
RF detection model when the cars were next to each other and either at a full stop or at a
constant speed. This does not take into account the possibility of frequency drift due to
the Doppler effect, which could cause dropped packets and skew the results [16]. In the
realm of Industrial IoT (IIoT) security, innovative methodologies are continuously being
explored to enhance the robustness of communications under challenging conditions. One
such study focuses on the application of RF fingerprinting to secure IIoT systems, even in
environments plagued by interference and noise [17]. This approach leverages the unique
RF signatures of devices to authenticate and validate communications, effectively mitigating
the risks associated with spoofed transmissions and unauthorised access. By adapting to
channel impairments and background noise, RF fingerprinting presents a viable security
enhancement that ensures the integrity and reliability of critical industrial communications.

Similarly, Arif Mehmood et al. [18] evaluated the security against RF attacks against
a smart cart. Although the solution is low cost, using the shelf parts, it lacks any proper
filtering from outside interference and also any form of presence check from the receiving
device. A simple foil bag would be able to contain the RFID tag’s transmission, allowing a
malicious actor to leave the store uninterrupted. Phan Duy Hung et al. [19] also created
a simplistic IoT device using an Arduino, attacking it using jamming, replay attacks,
and sniffing. Although this is a good example of an Arduino-based IoT device, the hardware
used in this case lacked any security features by design. In addition, the lack of proper
casing and filtering of the device made it susceptible even to the lowest skill level of attack.
Finally, the attacks were performed near the device, which could have possibly caused
attenuating signals to interfere with the results.
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Moreover, Öst Albert [20] attempted to use a HackRF to jam a LORA signal. The attack
was unsuccessful as LORA uses spread spectrum signals to communicate and is beyond
the HackRF capabilities. This is because LORA devices are used to transmit at a rated
30 dBm or 1 watt, which is 300 times more than the 30 mW transmit power of the HackRF.
On the same note, addressing the persistent threat of jamming attacks in IoT environments,
recent research [21] introduces a novel approach utilising dynamic channel hopping based
on Petri nets formulations. This method enhances the resilience of RF devices by allowing
them to dynamically switch communication channels when a jamming attack is detected.
The use of Petri nets provides a structured and effective way to model and analyse the state
transitions involved in channel hopping, ensuring minimal disruption and maintaining
communication integrity.

Finally, Rojas et al. [22] reviewed and summarised the existing literature on RF security
techniques for IoT devices. They discussed four specific techniques: beamforming, cooper-
ative jamming, RF fingerprinting, and spread spectrum codes and provided an overview of
each technique, including its principles and potential applications in IoT security. However,
the study lacked any experimental work, empirical data, or analysis to support their claims.

Consequently, although the existing literature emphasises the critical nature of network
security in the IoT, there is a noticeable lack of practical, real-world assessments regarding
RF vulnerabilities in these devices. The majority of studies either depend on impractical
models, or expensive equipment or fail to incorporate empirical validation. As such,
to bridge this gap in the literature, this study conducts an exhaustive evaluation of RF
security weaknesses in widely used commercial IoT devices and illustrates how these
weaknesses can be easily exploited with inexpensive hardware. This underscores the
critical nature of developing resilient defensive systems. Finally, Table 1 summarises the
existing literature and its limitations.

Table 1. Limitations in existing literature.

Work Devices Used Devices Type No. of
Devices Attacks

[9]

USRP,
UberTooth,
RTL-SDR,
HackRF

Homebrew,
Commercial N/A

Sniffing,
R.E,
Replay,
DoS

[15] USRP Commercial 1 DoS

[18] Arduino Homebrew 1

Sniffing,
R.E,
Replay,
DoS

[19] Arduino,
HackRF Homebrew 1 R.E

[20] Arduino,
HackRF Homebrew 1

Sniffing,
R.E,
Replay,
DoS

This paper
HackRF,
NESDR,
CC2531

Commercial 4

Sniffing,
R.E,
Replay,
DoS

3. Radio Frequency Protocols in IoT Ecosystems

This section introduces the communication protocols used in commercial IoT devices
that are relevant and susceptible to radio frequency vulnerabilities. These protocols are
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widely used in many popular IoT devices; therefore, it is critical to understand how they
operate and what attacks they are vulnerable to.

3.1. Wi-Fi

Wi-Fi has been commercially available since 1997, allowing devices to connect to
a network wirelessly, with speeds now reaching up to 2 Gbps. The Wi-Fi protocol is a
family of wireless network protocols that are based on the IEEE 802.11 standard and are
mostly used for LAN (Local Area Network) communication [23]. It is one of the most
used protocols for computer networking and is trademarked by the Wi-Fi Alliance, which
controls which devices are certified to use the protocol. Wi-Fi uses microwave bands to
communicate, specifically 2.4 GHz, 5 GHz, and the up-and-coming 6 GHz, utilising 20 MHz
of bandwidth with a limited transmit power of 100 mW or 20 dBm. By using these high
frequencies, they allow high data-rate transfers using line of sight [24].

3.2. Zigbee

The Zigbee protocol is an IoT-specific protocol used for the transmission of data from
sensors and automation control networks using the IEEE 802.15.4 [25]. It uses very low
data rates of around 250 Kpbs and operates on the microwave frequency allocation of
868, 902–928 MHz, and 2.4 GHz frequencies [26]. Usually, higher frequencies are used to
transfer data between devices at higher data rates but in a closer range. Zigbee devices
have a maximum range of 100 m [27].

Zigbee Infrastructure

The structure of the Zigbee network consists of three main devices: the coordinator,
router and end device. A Zigbee network cannot function without a coordinator, as it
bridges the device with the network. The coordinator is in charge of storing the informa-
tion sent by the end device, while the router will re-transmit the data to the appropriate
device [28].

3.3. Bluetooth

Bluetooth is a short-range, low-power mode for transferring data between two devices.
It is usually used to sync between devices in a mesh network, send files between devices,
stream music, etc. It operates on the 2.4 GHz portion of the spectrum, utilising 79 channels
of 1 MHz bandwidth each [29]. The Bluetooth network operates using frequency hopping
to minimise interference from other sources. When two devices initiate a connection, they
first initiate with a handshake signal, which requires authorisation from both parties.

Bluetooth devices are organised with a star topology, meaning that there is one master
server that sends data to multiple slave nodes [30]. For example, a master server could be a
phone and the slaves are the wireless earphones or speakers. A Bluetooth packet is made
up of three parts: the access code, headers, and payload.

4. Radio Frequency Attacks in IoT Ecosystems

Multiple studies have demonstrated that IoT devices are vulnerable to a wide range of
attacks, including RF-based and physical attacks (e.g., [9,15,18,20]). Some of the reasons
why such devices are insecure include limitations in computational power, lack of transport
encryption, insecure web interfaces, lack of authentication and authorisation mechanisms,
and their heterogeneity, which makes applying uniform security mechanisms extremely
challenging [1]. Consequently, several IoT attack categories have emerged:

• Replay attacks: replay a transmitted signal to the targeted device, causing IoT devices
to respond to messages or commands that have already been issued. In the context of
RF-based attacks, the adversary needs to be located between the transmitter and the
targeted device [31].

• DoS (jamming) attacks: aim to make IoT devices unavailable to their intended users
by temporarily or indefinitely disrupting their services [32]. In the context of RF-based
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attacks, to produce a jamming signal, the adversary uses a signal generator to produce
a continuous wave, which is then sent to the target device. The adversary will also
attempt to send out a stronger signal than the target signal, effectively making the
target device non-operational.

• Sniffing: utilises specialised software that can be used to intercept and analyse the
signal of a device to exploit information such as its modulation, sample rate, and band-
width, to facilitate other cyber attacks.

• MITM: compromises the communication channel between the IoT device and the
intended recipient of its data. Once the connection is compromised, the attacker can
act as a proxy, and, therefore, read, insert, and modify the transmitted data [33]. One
of the most common forms of MITM attacks is spoofing attacks, where the adversary
takes on the identity of an authentic device, trying to lure the victim and intercept
their data [34].

• Harmonic attacks: Every electronic device that utilises radio frequencies for communi-
cation and operation, such as Wi-Fi, Zigbee, LORA etc., is prone to harmonic frequency
emissions [35]. In this case, this could allow attacks to be carried out by using even less
sophisticated equipment by transmitting on lower frequencies [35]. More specifically,
when a wave oscillates, it produces harmonic waves with a reduction in bandwidth
each time. This results in an oscillation on a different frequency. Harmonic Spurious
emissions are also problematic in electronic devices as they produce unwanted oscil-
lations close to the fundamental frequency as well as harmonic frequencies, which
can cause interference. For example, a device transmitting at exactly 433 MHz with a
bandwidth of 25 kHz will also bleed onto other frequencies well over its bandwidth
without proper filtering [36]. This is especially prominent in dual-side mode modu-
lations such as Frequency Modulation (FM). Many of these spurious emissions are
generated by low-noise amplifiers embedded in the devices, which are used to amplify
the low-powered signal transmitted from the device. Using this type of amplification
causes not only the desired transmission signal to be amplified but also any harmonics
or “noise” it generates [37].

5. Methodology

Figure 1 describes the testing methodology implemented in this paper. Firstly, an ex-
tensive analysis of the devices’ characteristics was needed to evaluate the type of approach
taken. As these devices need to be certified to be sold to consumers, they must be certified
by the Federal Communications Commission (FCC) [38] (for the US) and CE [39] (for Eu-
rope). A detailed analysis of each device is documented by both organisations, specifying
the frequency of operations, their board types, and the protocols used. By referring to these
documents, the reconnaissance phase of identifying the frequency of operation could be
bypassed. Next, if the frequency of operation was lower than 1.7 GHz, the RTL-SDR would
be used to take advantage of its higher sensitivity. If the device used an unencrypted proto-
col, packets were captured and analysed to determine if they could be reverse-engineered
and replayed back to the device while also targeting the first, second, and third harmonics.
If this were not the case, jamming attacks would be performed using the HackRF, targeting
the frequency of operation and the relevant harmonic frequencies until the impact of the
attack was negligible. Lastly, the overall results of the testing were analysed and reported.
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Figure 1. Description of the testing methodology.
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5.1. IoT Devices

The testbed used to support the experiments provided in this paper consists of four IoT
devices of different types (e.g., multimedia, sensors) that utilise different communication
protocols. The rationale behind choosing these devices was due to their popularity [40–42],
their large user base, and the diversity in their functionalities and communication protocols.

• The Belkin Nestcam HD is a small, compact wireless camera used for personal surveil-
lance, employing a 720p resolution for video capture. Its maximum transmission
power stands at 67.5 mW, which is notably below the 100 mW limit set by the FCC to
ensure safety and minimise interference. Given its transmission power and the use of
a small PCB antenna, the camera’s signals can primarily be received nearby [43]. This
design choice emphasises its intended close-range surveillance application while also
reducing potential interference.

• The NEST smoke alarm is a smart sensor alarm that uses both Bluetooth and Wi-Fi to
connect to the Internet and a Nest Hub. It uses Bluetooth 4.0 with a maximum transfer
rate of 1 Mbps as well as a modulation type of GFSK, operating between 2.402 and
2.480 GHz. The channel spacing used by the device is 2 MHz, allowing a HackRF to
sniff at least one channel [44].

• inFactory sensors are widely used and can often be found in many weather stations.
To send data over the Internet, such stations either have built-in functionality or they
use a third-party device. They often operate at 433.920 MHz using FSK modulation,
which sends out packets to neighbouring monitoring devices that display the data.
These data are often sent using an unencrypted signal, which can be decoded using
the rtl_433 software [45] .

• The Sonoff SNZB-02 is a small temperature and humidity sensor that utilises the
ZigBee protocol. The device uses a standard 2.4 GHz RF frequency and uses GFSK
modulation, which is very low bandwidth and low power modulation. The device
itself is housed in a small plastic casing with minimal shielding from other forms
of RF interference. The device itself sends out a beaconing packet, which alerts any
receiving device of the current temperature and humidity of the area [46].

Table 2 summarises such devices.

Table 2. The IoT devices included in the testbed. All the devices used herein were sourced in the
United Kingdom

Manufacturer & IoT Device Type Protocol (s)

Belkin—NestCam HD Multimedia Wi-Fi

Nest—Smoke Alarm Sensors Bluetooth and Wi-Fi

inFactory—Sensors Sensors 433.920 MHz

Sonoff—SNZB-02 Sensor Sensors ZigBee

5.2. Radio Frequency Attack Equipment

This Section describes the tools that were used to deploy RF attacks on the IoT devices
described in Section 5.1. The rationale behind selecting such tools was their affordability;
this increases the accessibility of such devices to a wider user base, increasing the volume
of attacks and, thus, their impact and versatility—their ability to exploit a range of RF
protocols. As such, the following devices were used to facilitate the RF attacks launched:

• The HackRF is a half-duplex SDR transceiver designed for RF investigation. It has
an operating frequency of 1 MHz to 6 GHz with an 8-bit quadrature sample rate. It
has a maximum transmission power of 30 mW, which makes it suitable for trans-
mitting at close ranges. Nonetheless, it is prone to sporadic emissions, which could
compromise nearby equipment if used in combination with amplification equipment.
In addition, the HackRF is compatible with GNU-Radio, allowing it to be calibrated to
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work with multiple other equipment and protocols. One of the main disadvantages
of the HackRF is its long-range receiving performance. In this case, a Temperature
Compensated Crystal Oscillator (TCXO) was added to the HackRF to increase its
reception performance and minimise frequency drift while receiving for long periods.
TCXOs are often used to correct the voltage of the tuner chip, which results in varia-
tions in frequency over temperature. The voltage correction is applied to a varactor
diode located on the crystal circuit, which varies the crystal frequency by a minuscule
amount. This results in a more stable frequency [47]. An important factor to consider
is that TCXO chips reside when they have experienced extreme temperatures for long
periods. This may demonstrate a frequency shift when the chip returns to its normal
ambient room temperature.

• The RTL-SDR (NESDR) is a low-cost SDR receiver capable of receiving from 25 MHz
up to 1.7 GHz. Its wide popularity has given rise to multiple software packages
which support a wide range of decoding protocols, such as Digital mobile radio
(DMR), Automatic Packet Reporting System (APRS), Long Range (LORA), Project 25
(P25), and FSK [48]. When compared with the HackRF, the NESDR is only capable of
receiving transmissions but has overall better community support. RTL-SDR-based
devices are based on two chips: the RTL2832U demodulator chip and the R820T2
tuner chip. It also features a 0.5 PPM (parts per million) low-noise TCXO chip, which
is capable of keeping the tuner in sync with the demodulator as it heats up. Since heat
is a major factor in the signal stability of the tuner, it is important to keep the device in
a stable temperature range [48].

• The CC2531 USB Evaluation Module Kit provides an easy and convenient way to
interface with the 802.15.4 ZigBee protocol. It allows the decoding and syncing of
ZigBee devices and provides verbose logging data that enable the exploration of any
vulnerabilities of the IoT devices [49]. The small PCB antenna allows the testing of
IoT devices within a small range without having to expose them to unauthorised
third parties. The onboard CC2531 chip is one of the standard chips used for the
ZigBee protocol, along with the CC2530, which is a discrete-level chip without the
USB interface, and the CC2538, which features an Arm Cortex-M3, which allows
it to handle many more simultaneous devices [49]. The small eight-pin headers on
the board allow custom firmware to be flashed on the board. In the experiments
herein, the CC2531 board was flashed with the sniffing firmware to be compatible
with “ZigBee to MQTT”, which provided verbose logging of the testing process. This
eliminated the need for third-party servers and software, which become unresponsive
at any time. After flashing the firmware, a Linux-based (Parrot OS 4.11) [50] device was
loaded to act as an MQTT server for connecting to the ZigBee devices via the board.

• GNU Radio is an open-source software development platform used to create virtual
signal processing blocks which can be implemented with software-defined radio such
as the HackRF. Using GNU Radio creates more complex RF signal simulations without
the need for expensive hardware, thus reducing the cost of the testing equipment.
Many of the components of GNU Radio are interchangeable and allow it to interface
with multiple programs, which expands its functionality. Such software includes
SDRangel [51], Sparrow Wi-Fi [52], zigbee2MQTT [53], rtl_433 [54], and Universal
Radio Hacker [55,56].

5.3. Identifying the Attack Vector of IoT Devices

Before exploiting the IoT devices discussed in Section 5.1, their characteristics, speci-
fications, and how they operate needed to be analysed. Information such as indications
of certifications of specific protocols can be derived from the labels found on the devices.
To determine which attacks are relevant to which devices, the following attributes were
considered:
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1. What protocols does the device use?
By identifying the device’s protocol, an investigation into known vulnerabilities
was conducted.

2. What frequencies does the device operate on?
By using either the FCC listing or software-defined radios, the device’s frequency of
operation was determined and investigated for harmonic or spurious emissions. More
specifically, an investigation into the inner workings of the device and its components
was implemented to identify which attributes of the device could be exploited. This
was crucial in identifying and launching relevant and effective low-skill and low-
effort attacks.

3. Does the device contain sufficient filtering?
Smaller devices with limited space for hardware often lack sufficient filtering and
protection from outside interference. This was the case with the Sonoff SNZB-02
tested in this work, where it was possible to interfere with its normal operation by
physically obstructing the device’s antenna.

4. Is the device dependent on a third-party application?
Many IoT devices depend on third-party applications, without which they are not
operational. In this case, custom firmware may be installed on the receiving device to
make them usable. This was the case with the Sonoff SNZB-02 tested herein, which
required the receiver to be flashed with Z-Stack-firmware to allow the receiver to act
as a coordinator [57].

5. What other unique characteristics does the device possess?
Some devices, such as the inFactory sensor, use a specific protocol tailored to the
unique characteristics of the device. This meant that a custom attack vector was
needed so that it would conform to the specifications of the device.

5.4. Experimental Setup

To conduct the experiments herein, the devices were placed in proximity to the
software-defined radios. To eliminate the chances of interference, the IoT devices were
placed in a large room of approximately 53.60 m2, and it was ensured that no other device
was present and turned on nearly two meters from each other. As the HackRF has low
receiving performance, transmissions between devices present in nearby rooms were not
of concern. In addition, to ensure the HackRF transmitted with almost zero loss, an ap-
propriately tuned 2.4 GHz rubber duck antenna was used. To further reduce the chances
of interference from other devices, the low-noise amplifier gain and base band gain were
reduced until only the signals coming from the tested devices were received. Figure 2
illustrates the experimental set-up.

In more detail, each attack was deployed on the IoT devices at least three times to en-
sure the reproducibility and effectiveness of the attacks. However, during our experiments,
it was noted that certain protocols employed by the IoT devices utilised a feature known
as Frequency-Hopping Spread Spectrum (FHSS). FHSS is a method wherein the signal
being transmitted jumps between various frequencies in a seemingly random manner.
This randomness and unpredictability inherent in FHSS proved to be a challenge, as in
some instances, it interfered with the consistent reproduction of our attacks. In essence,
because of the dynamic nature of the frequency shifts, not all attacks yielded the same
results every time they were executed. This variability underscored the effectiveness of
FHSS as a potential defence mechanism against certain types of RF attacks.
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Figure 2. Experimental setup.

6. Experiments and Results

In this section, the findings that have been obtained from a series of experiments are
presented. The overall results showed that the devices have varying degrees of fragility to
different attacks and, in some cases, could be completely disabled.

6.1. Belkin NestCam HD

With the use of Sparrow Wi-Fi in conjunction with the HackRF, it was deduced that
the camera was operating at 2.437 GHz (Channel 6). The traffic from any device trying to
connect to the camera could also be viewed if needed.

• Deauthentication—Figure 3 illustrates the interface of the Sparrow Wi-Fi software,
which was used to launch a de-authentication attack from both the computer’s internal
Wi-Fi adaptor and the HackRF. When using the computer’s inbuilt Wi-Fi, the graph
demonstrates a disconnection of the camera from the network, successfully preventing
RF attack equipment from gaining any further connections. The HackRF was also
used on its own to perform the attack by monitoring the frequency of ICMP packets.
Using “hackrf_transfer”, a “.bin” file was saved containing the IQ data and then
re-transmitted at 2 Mega samples per second. This resulted in a minor increase in
latency. Subsequently, Sparrow Wi-Fi covers the whole channel of operation of the
targeted IoT device using the computer’s built-in Wi-Fi adaptor. This is due to its
larger bandwidth capabilities in comparison to the HackRF.

• Attacking First Harmonic—To evaluate the harmonic attack, ICMP packets were sent
on the harmonic frequency of 1.2185 GHz, which also has a second harmonic of
2.437 GHz. The results demonstrated a minor increase in latency, but not enough to
cause disruption or any packet loss. These results can be observed from Figures 4 and 5,
where high peaks in the latency were observed while attacking via the harmonic,
but the attack was not strong enough to cause any disruption. By using the HackRF to
send ICMP packets in an attempt to jam the signal, it was observed that there was no
impact on the signal quality of the device, indicating its resilience and capability to
communicate effectively without any interference-induced degradation. This may be
explained by the fact that the HackRF does not transmit at a bandwidth large enough
to cover the whole channel on its own; the low power transmitted by the HackRF
is not enough to completely overshadow the transmission of the camera; the Wi-Fi
changes between modulation types; therefore, if jamming is performed using only one
form of modulation, disruption may be temporary.



IoT 2024, 5 367

• Signal Sniffing—The laptop’s inbuilt Wi-Fi adaptor was used with monitor mode en-
abled to capture and inspect the camera’s packets. However, no obvious vulnerability
to exploits was detected. The HackRF’s lack of bandwidth was a limitation for its
ability to sniff packets directly.

Figure 3. Sparrow Wi-Fi deauthentication.

Figure 4. HackRF 2.437 GHz.



IoT 2024, 5 368

Figure 5. HackRF 1.2185 GHz.

6.2. NEST Smoke Alarm

• Deauthentication—Similar to the Belkin NestCam HD, the Sparrow Wi-Fi software
was used to launch a de-authentication attack on the NEST Smoke Alarm from both
the computer’s internal Wi-Fi adaptor and the HackRF. When using the computer’s
inbuilt Wi-Fi, no obvious vulnerability to exploit was detected. However, an inter-
esting observation was the large number of beaconing packets being transmitted.
The HackRF was also used on its own to perform the attack. The only observation
was the increase in latency between the access point and the camera.

• Bluetooth Sniffing—The computer’s internal Bluetooth device and the HackRF was
used to sniff the Bluetooth spectrum and monitor the packets between the NEST
Smoke Alarm. The HackRF’s lack of bandwidth did not allow complete packets to
be received. In this case, an attempt was made to receive a channel using Channel 37,
which is the default starting channel for Bluetooth. This resulted in the reception of
multiple malformed packets, with only the NEST’s broadcast packets being those that
could be decoded successfully. When using the computer’s internal Bluetooth device
to monitor the packets, it was observed that beaconing packets are mostly transmitted
by the NEST device. This demonstrates the limitation of the HackRF’s bandwidth and
its inability to attack the IoT device using Bluetooth.

• Jamming—The HackRF’s lack of bandwidth removes its capability to sniff Wi-fi
packets as they are too large. It is also not able to replay the handshake signal for this
reason. Using the “hackrf_transfer” function to re-transmit a capture signal did not
yield any substantial results.
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6.3. inFactory Sensors

To acquire and decode signal transmitted from the inFactory sensors, the “rlt_433”
software was used. Such data were sent out using a frequency of 433.920 MHz. To analyse
signal data, Universal Radio Hacker was used as it allows signal analysis, packet manipula-
tion, and reverse engineering. The flags in the following command returned the data sent
out by the inFactory sensor only, filtering out any unwanted sensors if they were present:

– d: Device number
– R: Device ID
– a: Analyze mode 4
– A: Pulse Analysis
– S: Store all raw signals
– rtl_433 -d 1 -R 91 -a 4 -A -S all

Figure 6 illustrates the data sent out by the sensor in imperial units (Fahrenheit) and
converted to Celsius on the receiver. In this case, the temperature is 85.70 F with a humidity
of 61%. It can also be observed that the channel being used is listed; in this case, it is
Channel 1. This information is useful when reverse engineering packets using Universal
Radio Hacker for packet manipulation.

Figure 6. Decoded inFactory sensor data.

• Jamming—Many of these sensors are housed in thin plastic casing with little or
no shielding from external RF interference. This makes the device vulnerable to
jamming attacks. To investigate the effectiveness of this attack, a signal irrelevant
to the modulation mode from the HackRF was sent to the sensor. This jammed the
connection between the HackRF and the sensor. This attack was escalated further by
utilising a handheld transceiver to transmit a carrier wave on 433.920 MHz with more
than 1 watt. This has the potential to jam multiple devices on the same frequency and
at a much larger distance.

• Replay Attack—To conduct a replay attack and gauge its success, the sensor was
first placed inside a freezer. This chilling process was essential to create an abnormal
condition, causing the temperature to drop to an unusually low −9 degrees Celsius,
and thereby triggering the sensor to transmit an alert signal. Once the sensor was re-
moved, the Universal Radio Hacker was used to capture this alert signal. Six separate
samples were collected for consistency. Leveraging the software’s integrated features,
the signal was then relayed to the receiver. However, this attack attempt did not suc-
ceed. Subsequently, to further examine the feasibility of a replay attack, the following
methods—which were designed based on the constraints of the environment and the
limitations posed by the physical conditions of the experiment—were attempted:

1. Removing the batteries from the sensor and sending the signal to the receiver
without the sensor present. This method tests the hypothesis that the receiver
might recognise a valid signal even in the absence of the actual sensor, offering a
basic but essential step in validating the integrity of the receiver.
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2. Resetting the receiver and then sending the signal.
3. Sending the signal at 30 s intervals.
4. Capturing the handshake signal sent out by the sensor, disabling the sensor

by turning it off, and using the signal we have captured in the hopes that the
handshake signal would be enough to trigger the receiver to display an output.

Following our evaluation, all methods were unsuccessful. However, an intriguing
observation emerged: after attempting the attack with the sensor turned off, once reacti-
vated, the sensor struggled to re-establish its connection with the receiver. This difficulty
persisted even when manually attempting to synchronise using the ’sync’ button on the
device’s rear, as well as by switching the sensor’s channels. This suggests that the receiver’s
internal clock might have been desynchronised, hindering any new device connections.
A hard reset of the receiver, achieved by removing its batteries, was the only remedy to
re-synchronise the devices.

6.4. Sonoff SNZB-02

• Jamming—Like many devices, the Sonoff SNZB-02 started sending a beaconing packet
on Channel 11 (2.405 GHz). This channel is the most frequently used channel by
devices that operate in the 2.4 GHz band, as it initiates the time synchronisation of
the devices. This channel is also used by the ZigBee protocol to send out the bea-
coning packets. But, as the Zigbee protocol is designed to use frequency hopping,
it becomes difficult to jam the channel. After further investigation, the signal was
successfully jammed using the SDRANGEL and its 802.15.4 module. More specifically,
by transmitting a random ZigBee packet, it was possible to stop the receiver from
gathering telemetry from the device. It is worth noting that this was successful only
after synchronising the device with the coordinator. However, as the HackRF has
greater transmission power in comparison to the Sonoff device, its signal was over-
powering. A bandwidth of 10 MHz was used to jam channels 11 and 12, preventing
the device from hopping to other channels. The attack was successful as the device
was not responsive and was unable to receive a signal for three minutes. Furthermore,
the HackRF’s transmission power and LNA gain were set to 61 and 47, respectively,
which led to the jamming of both 11 and 12 channels.

• Replay Attack—Using Universal Radio Hacker, it was possible to capture the signal of
the device. However, due to the nature of the Zigbee protocol and its use of frequency
hopping, it was not possible to successfully replay the initialisation packet. Subse-
quently, it was not possible to connect to the coordinator using the HackRF. However,
although it was possible to capture part of the packet, it was not large enough to be
decoded or analysed. With this in mind, it was possible to briefly replay the packet
back to the device when it was listening to channel 11. This was only momentary and
only happened for a few minutes; after that, we were unable to do the same thing
again for some time. This is likely due to the Zigbee protocol using spread spectrum,
hence, when the signal was transmitted, only the current channel was monitored for a
brief period before it switched to another one. This finding is important, as from an
adversary’s perspective, being able to capture the full packet in such attacks signifi-
cantly increases the severity of the possible consequences. For example, if the sensor
was connected to a thermostat, the results could be catastrophic as the temperature
could be changed uncontrollably, causing bodily harm.
As shown in Figures 7 and 8, we can deduce:

1. The replay attack was successful, as the temperature and battery values were the
same throughout the attack.

2. The link quality is calculated by Zigbee2MQTT and not by the sensor.
3. The values for humidity are inconsistent, which could be due to malformed

packets being sent out by HackRF or the use of spread spectrum, which caused
only a part of the packet to be received.
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Figure 7. Replaying the signal back using SDR angel.

Figure 8. Replay attack.

Table 3 provides a comprehensive overview of the experimental results, detailing the
susceptibility of IoT devices to various attacks. It is important to note that all devices, re-
gardless of their communication protocol or the absence of signal hopping, were uniformly
vulnerable to sniffing attacks. Devices that operated on a single channel and adhered to
one frequency were invariably susceptible to attacks using the first harmonic. However,
only devices reliant on a singular communication mode succumbed to jamming attacks.
Notably, the Nest smoke alarm showcased resilience against these jamming attempts, as the
bandwidth demands of both its Bluetooth and Wi-Fi outpaced the transmission capabilities
of the Hack RF. This study underscores the pressing security vulnerabilities present in
many IoT devices, highlighting the importance of our research in this realm.
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Table 3. Experimental results.

Attack
Belkin

NestCam
HD

Nest
Smoke
Alarm

inFactory
Sensors

Sonoff
SNZB-02
Sensors

Deauthentication X X ✓ ✓

Attacking first harmonic ✓ ✓ ✓ X

Signal sniffing ✓ ✓ ✓ ✓

Bluetooth sniffing N/A ✓ N/A N/A

Jamming ✓ X ✓ ✓

Replay X X ✓ X

7. Discussion

The experimental results highlight significant vulnerabilities in IoT devices when
subjected to various RF attacks, including jamming and replay attacks. Each device tested—
Wi-Fi-enabled security camera, Zigbee-enabled thermostat, and 433 MHz smart garage
door opener—demonstrated varying levels of susceptibility, revealing critical insights into
their respective security postures.

Our findings indicate that the Wi-Fi-enabled security camera was particularly vul-
nerable to replay attacks. This can be attributed to insufficient encryption and authen-
tication mechanisms, aligning with some observations by other researchers, who noted
similar weaknesses in older IoT devices lacking advanced security protocols. In contrast,
the Zigbee-enabled thermostat exhibited resilience under low-intensity jamming but failed
under high-power interference. This vulnerability is consistent with [58], which docu-
mented comparable weaknesses in Zigbee devices subjected to RF interference. The smart
garage door opener operating on the 433 MHz frequency was highly susceptible to both
jamming and replay attacks. The lack of robust security features, such as frequency hopping,
contributed to its vulnerability.

The success of jamming attacks against the Wi-Fi-enabled security camera and the
smart garage door opener underscores the critical importance of signal integrity. The cam-
era’s failure to maintain a stable connection during jamming is indicative of its reliance on
continuous, unimpeded RF communication, a common weakness in many consumer-grade
IoT devices. In contrast, the thermostat’s initial resistance to jamming can be attributed to
its robust signal modulation techniques, although it ultimately succumbed to sustained
high-power attacks.

Replay attacks were particularly effective against devices with static encryption keys
or outdated security protocols. The security camera’s vulnerability highlights the need for
dynamic key management and real-time authentication. These features were absent in the
tested devices, rendering them susceptible to unauthorised access through replayed signals.

The practical implications of our findings are significant for the design and develop-
ment of future IoT devices. Manufacturers must prioritise the integration of advanced
security features such as dynamic encryption, frequency hopping, and real-time anomaly
detection to mitigate RF attack risks. The insights gained from our experiments can in-
form the development of more resilient IoT architectures, capable of withstanding the
sophisticated nature of modern cyber threats.

8. Towards Defending IoT Devices against Radio Frequency-Based Attacks

This section outlines potential strategies that could be used to protect IoT devices
against various RF-based attacks. These techniques are essential for establishing the devices’
confidentiality, integrity, and reliability.
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8.1. Encryption

Encryption plays a pivotal role in safeguarding data integrity and confidentiality
within IoT devices. Among various encryption methods, the Advanced Encryption Stan-
dard (AES), particularly AES-256, is highly recommended due to its proven robustness
and efficiency [59]. As a symmetric key algorithm, AES-256 encrypts data in 128-bit blocks,
providing a high level of security for IoT applications. Symmetric encryption, which uses a
single private key for both encryption and decryption processes across devices, is widely
utilised in IoT due to these strengths [60]. Furthermore, AES-256 not only secures data
against current cryptographic threats but is also considered resistant to future quantum
computing attacks, offering a significant level of post-quantum security [61,62]. To address
the CPU overhead issues in resource-constrained IoT environments, developments such
as cryptographic AES co-processors have been introduced. These co-processors minimise
CPU load and enhance key security through advanced isolation mechanisms [61]. Despite
the effectiveness of AES, the necessity for a shared private key in large networks introduces
risks, such as potential exposure to malicious actors. This vulnerability underscores the
importance of also considering asymmetric encryption methods, which use a pair of public
and private keys for enhanced security dynamics. Asymmetric encryption is particularly
advantageous in scenarios where key distribution poses a security risk. For guidelines on
implementing both AES-256 and exploring asymmetric cryptographic options, referring to
the latest NIST publications is advised [63].

Thus, asymmetric key encryption was created to solve this problem [59]. One of the
most efficient asymmetric-key encryption schemes available is Elliptic Curve Cryptography
(ECC), which offers a strong trade-off between security level and resource consumption.
ECC is particularly advantageous in environments where computational power, memory,
and battery life are limited, providing robust security with smaller key sizes compared to
other asymmetric schemes [64,65]. Instead of using the same key to encrypt and decrypt,
different private and public keys are used. The public key is shared with everyone, while
the private key is used to maintain its function to encrypt confidential data and only allows
the owner to access the data. This does come with a performance overhead and requires
more processing time and resources, which is exceedingly sparse on low-end devices
such as sensors and IoT devices. This is why, even though AES uses a Symmetric Key
Encryption standard, due to its low resource requirements, it can work on IoT devices [59].
The effectiveness of ECC in IoT can be explored further in the IETF RFC 7748 [66], which
discusses the use of Curve25519 and Curve448 for ECC.

Encryption is one of the best mitigators to sniffing attacks, as it requires a key for
the data to be decrypted. In some cases, a dedicated encryption chip is used for handling
encryption, which removes the overhead from the CPU.

8.2. Frequency Hopping Spread Spectrum (FHSS)

FHSS has been recognised as a highly effective method for mitigating radio frequency
interference and securing wireless transmissions from eavesdropping. FHSS works by
rapidly switching the carrier frequency among many frequency channels, using a pseudo-
random sequence known to both the transmitter and receiver. This technique significantly
enhances resistance to interference and jamming [67]. For a detailed discussion on FHSS
applications in IoT security, see IEEE Standard 802.11 [68], which provides guidelines for
implementing FHSS in various communication devices.

The implementation of FHSS in IoT devices involves modifying the firmware to
support frequency hopping protocols. This includes setting up synchronisation mechanisms
that ensure both the transmitter and receiver follow the same frequency hopping sequence
without losing alignment. The complexity of the pseudo-random sequence used in FHSS
can be adjusted to strike a balance between security and performance, depending on the
device’s capabilities and the operational environment.

FHSS not only helps reduce the impact of jamming attacks but also minimises the risk
of signal interception and unauthorised access. By spreading the signal across multiple
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frequencies, FHSS makes it harder for an attacker to maintain continuous interference or
eavesdrop on the communication effectively. Additionally, FHSS can be combined with
other security measures, such as encryption, to further enhance the overall security of
IoT devices.

One of the key advantages of FHSS is its adaptability to various IoT environments.
Whether in a densely populated urban area with significant RF interference or in a remote
location with minimal interference, FHSS can dynamically adjust its hopping pattern to
maintain robust and secure communications. Despite these benefits, implementing FHSS
requires compatible hardware and software, which may increase the cost and complexity
of IoT devices.

8.3. Scrambling

The oldest method of obfuscating the content of RF transmissions is scrambling. This
is achieved by using a set frequency value to invert the frequency of the input signal, which
creates a “clone” of the signal on a different frequency range [69]. In other words, the signal
is transposed to a different range and can only be decoded by a device using the same
frequency offset and settings. Compared to other methods of protection, it is the most
primitive, as it can be easily broken and de-scrambled. Even more complex scrambling
methods like Split-Band Inversion are also prone to de-scrambling [70].

For example, de-scrambling voice communication can be achieved by recording the
signal we want to de-scramble using a program like “SDR#” and an SDR capable of
listening on the specified frequency. After recording the IQ data, we play them back using
the same software and look for the inverse modulation. Depending on the modulation,
we can use either upper- or lower-sideband modulation to demodulate one of the two
inverted modulations [69]. We can observe this phenomenon in Figure 9, where the top
graph indicates the noise floor and the bottom spectrogram shows the signal, where the
redder areas show stronger signals. Scrambling can be implemented through software
modifications in the signal processing module of the IoT device. It requires both the
transmitter and receiver to be synchronised with the same scrambling sequence.

Figure 9. Scrambled signal.
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Scrambling adds an extra layer of security by making intercepted signals harder to
decode without the correct sequence. It is particularly effective against eavesdropping and
simple interception attacks. However, its effectiveness can be limited if the scrambling
sequence is discovered by attackers. For that reason, it is recommended that scrambling be
combined with other techniques, like encryption for enhanced security.

8.4. Split-Band Inversion

Split-Band Inversion works by adding one more carrier frequency, which divides the
spectrum into two equal but opposite parts and then combines them into one signal. This
process significantly increases the complexity of the signal, making it difficult for unautho-
rised receivers to decode. The most challenging aspect of Split-Band Inversion is accurately
identifying the two initial frequencies before the combination occurs. These frequencies
must be precisely selected and aligned to ensure the integrity of the inverted signal.

Automated tools, such as “deinvert” developed by Oona Raisanen, streamline the
process of Split-Band Inversion. Using an RTL-SDR, “deinvert” can autonomously monitor
a frequency and perform the necessary operations with minimal manual intervention.
This tool simplifies the process of demodulating the inverted signal, making it accessible
for practical applications. However, despite its compatibility with Split-Band Inversion,
the success rate tends to be marginally lower due to the increased signal complexity and
the precision required in frequency alignment [71].

The implementation of Split-Band Inversion involves sophisticated signal processing
techniques. It requires digital signal processing (DSP) hardware capable of handling
the inversion and recombination of the frequency bands. The DSP algorithms must be
meticulously designed to ensure that the signal inversion is both effective and reversible,
allowing the intended receiver to reconstruct the original signal accurately.

Split-Band Inversion offers several security benefits. By dividing and inverting the
signal spectrum, it creates a more secure communication channel that is resilient to eaves-
dropping and unauthorised decoding. This technique can be particularly useful in environ-
ments where signal interception is a significant concern. Moreover, Split-Band Inversion
can be combined with other security measures, such as encryption and FHSS, to further
enhance the overall security of IoT devices.

However, the effectiveness of Split-Band Inversion also depends on the precision
of the signal processing equipment and the environmental conditions. Variations in the
transmission medium, such as multipath propagation and noise, can affect the quality of
the inverted signal. Therefore, it is crucial to calibrate the system accurately and ensure
that the transmission environment is as stable as possible.

8.5. IoT Security Standards

In IoT security, adherence to established standards is also essential to enhance security.
The ISO/IEC 27400:2022 [72] standard provides a comprehensive framework specifically
designed for the security needs of IoT devices. This standard emphasises the necessity
of systematic security practices, ensuring that protective measures are consistently imple-
mented and maintained across different IoT systems.

Subsequently, employing these standards also enhances the resilience of IoT devices
against a spectrum of radio frequency-based threats. By integrating such security frame-
works, organisations can safeguard the integrity, availability, and confidentiality of data
transmitted between IoT devices. Furthermore, compliance with such standards helps
foster trust among users and stakeholders by demonstrating a commitment to security at
every level of device operation.

Ultimately, the integration of these standards into the development and deployment of
IoT solutions not only mitigates the risk of potential attacks but also increases the robustness
and overall reliability of these devices.
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9. Limitations

One of the primary limitations of this study is the selection of IoT devices. While we
chose a diverse range of devices to represent common categories (Wi-Fi-enabled security
camera, Zigbee-enabled thermostat, and 433 MHz smart garage door openers), this selection
may not encompass the full spectrum of IoT devices in use today. Future studies should
include a broader array of devices, including those with more advanced and varied security
features, to provide a more comprehensive analysis of RF vulnerabilities.

Moreover, the experiments were conducted in a controlled laboratory setting, which
may not fully replicate real-world environments where IoT devices are typically deployed.
Factors such as physical obstructions, varying signal interference from other devices,
and environmental noise can significantly affect the performance and security of IoT
devices. Conducting similar experiments in more varied environments would help validate
the findings and provide more generalisable results.

While the study employed jamming and replay attacks to test the vulnerabilities of
IoT devices, there are numerous other RF attack techniques, such as MITM attacks, signal
spoofing, and DoS attacks, which were not explored in this work. Including a wider range
of attack scenarios could provide a more holistic understanding of the security challenges
faced by IoT devices. Additionally, variations in the intensity and frequency of attacks
were limited by the capabilities of the SDRs used; more advanced equipment could reveal
different outcomes.

Lastly, the IoT devices used in this study were tested with their existing software and
firmware versions at the time of the experiment. Updates to software and firmware can
significantly alter the security posture of these devices. As such, the results may not be
fully applicable to devices that have since received updates addressing the vulnerabilities
identified. The ongoing testing and updating of device firmware are necessary to keep pace
with evolving threats.

10. Conclusions

The increasing popularity of IoT devices in everyday life highlights their potential
to enable seamless connectivity and convenience. However, these benefits come with
significant security risks, making IoT devices appealing targets for adversaries. While many
solutions have been developed to protect IoT devices from traditional threats such as DoS
and MITM attacks, there remains a significant gap in understanding their susceptibility
to RF-based attacks. These RF threats are particularly concerning because they can be
launched from long distances, allowing attackers to exploit vulnerabilities without detection
or tracking.

This research addresses this critical gap by providing a comprehensive analysis of
RF-based vulnerabilities in four popular, commercially used IoT devices. By utilising
software-defined radio, we uncovered a range of potential risks and demonstrated the
susceptibility of these devices using common hardware to perform the attacks. Our results
revealed that many IoT devices exhibit a significant vulnerability to jamming attacks,
often requiring a comprehensive system reset following a successful hack. The detailed
examination of the NEST smoke alarm showed that the use of multiple communication
channels, such as Bluetooth and Wi-Fi, increases susceptibility to potential vulnerabilities.
Despite the inherent bandwidth limitations of the HackRF, our novel methodology of
integrating a laptop’s built-in Wi-Fi capability with the HackRF showcased promising
prospects for effective exploitation.

In conclusion, this study provides a thorough examination of the vulnerabilities of
IoT devices to RF attacks, specifically jamming and replay attacks. Our research is novel
in its comprehensive analysis across multiple device types and communication protocols,
providing a detailed understanding of the specific weaknesses inherent in each.

These contributions not only fill gaps in the existing literature but also serve as a
foundation for future research and development in IoT security. Our findings underscore
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the urgent need for more advanced security measures and pave the way for developing
IoT devices that are robust against evolving RF threats.

11. Future Work

Given the promising findings from this preliminary study, it is evident that the next
logical step is to broaden our experimental scope with the use of more advanced equipment.
For instance, during the examination of the Belkin NestCam using software-defined radios,
we only managed to achieve a slight disruption to the signal. This suggests the potential
for more in-depth assessments, particularly with devices possessing greater bandwidth
capabilities, such as the USRP SDR and Ubertooth.

Moreover, considering the vulnerabilities of numerous devices operating on analogue
systems, like relays, to magnetic interventions, it becomes imperative to further our research
in this direction. Specifically, exploring the application of electromagnetic pulses might
offer novel insights into enhancing the range and efficiency of potential disruptions.
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