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Abstract

The widespread adoption of Cloud and Public Legitimate Services (CPLS) has inad-
vertently created new opportunities for cybercriminals to establish hidden and robust
command-and-control (C&C) communication infrastructure. This abuse represents a
major cybersecurity risk, as it allows malicious traffic to seamlessly disguise itself
within normal network activities. Traditional detection systems are proving inadequate
in accurately identifying such abuses. Therefore, this thesis is motivated by emphasiz-
ing the urgent need for more advanced detection techniques that are capable of identi-

fying the C&C activity hidden within legitimate CPLS traffic.

To assess the extent of the cyber threat of abusing CPLS, this thesis presents an ex-
tensive Systematic Literature Review (SLR) encompassing academic and industry lit-
erature. The review provides a comprehensive categorization of the attack techniques
utilized to abuse CPLS as C&C infrastructure. The open problems uncovered through
the SLR motivate this thesis to propose a novel Detection System (DS) capable of
identifying malware that abuse CPLS as C&C communication channels. Furthermore,
to evaluate our system robustness against attempts to evade detection, this thesis intro-
duces the Replace Misclassified Parameter (RMCP) adversarial attack. The proposed
detection system leverages Artificial Intelligence (Al) techniques, combining static and
dynamic malware analysis methods to accurately identify CPLS abuse. The effective-
ness of the proposed system is validated through extensive experiments, demonstrating
its ability to detect novel and sophisticated attacks that evade traditional security meas-

ures. The outcomes of this thesis have significant implications for enhancing the se-
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curity of cloud environments, contributing valuable knowledge and practical solutions

to the field of cloud security.
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Chapter 1

Introduction

In the modern digital landscape, individuals and organisations face a constant bar-
rage of threats from various types of malicious software (malware), including bots,
ransomware, trojans, and worms. These malicious entities have become the predom-
inant tools employed by cybercriminals to carry out their nefarious activities. Among
these threats, bots are particularly concerning as they can form networks, known as
botnets, which comprise compromised computers remotely controlled by a botmaster
or multiple controllers via a command-and-control (C&C) infrastructure. Botnets have
emerged as one of the most dominant threat vectors, posing severe risks to global In-
ternet security. The increasing use of Cloud and Public Legitimate Services (CPLS)
has unintentionally opened new avenues for cybercriminals to create concealed and re-
silient C&C communication channels. This misuse of CPLS poses a significant threat
to cybersecurity, as it enables malicious traffic to effortlessly blend in with regular
network activities, making it difficult to detect. Conventional detection systems, such
as signature-based antivirus software and traditional intrusion detection systems, are
struggling to effectively identify CPLS abuse. These systems rely on known malware
signatures or predefined rules, which are less effective against malware leveraging trus-
ted cloud services for C&C communication. Malicious actors blend their traffic with
legitimate cloud service usage, making it challenging for these systems to distinguish
between benign and malicious activities. This emphasises the need for more advanced

detection methods to identify C&C activity masked within legitimate CPLS traffic.

This thesis aims to address this critical issue by first conducting a thorough systematic
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review of the literature (SLR) to assess the extent of the cyber threat posed by the abuse
of CPLS as C&C infrastructure. The SLR encompasses both academic and industry
literature, providing a comprehensive categorization of the attack techniques utilized
by malicious actors. The open problems uncovered through the SLR motivate the
development of a novel Detection System (DS) capable of identifying malware that

abuses CPLS as C&C communication channels.

Therefore, this thesis introduces two distinct DSs that leverage machine learning (ML)
techniques. The first DS employs a static analysis technique and achieves a remarkable
detection accuracy rate of 98.26%. The second DS, on the other hand, utilizes the

dynamic analysis technique and demonstrates a detection accuracy rate of 97.95%.

To evaluate the robustness of the proposed detection system, this thesis introduces
the Replace Misclassified Parameter (RMCP) adversarial attack. The effectiveness of
the proposed system is validated through extensive experiments, with 3,067 malicious
and 3,067 benign samples, demonstrating its ability to detect novel and sophisticated

attacks that evade traditional security measures.

The outcomes of this thesis have significant implications for enhancing the security
of cloud environments, contributing valuable knowledge and practical solutions to the
field of cloud security. By providing a comprehensive understanding of the CPLS
abuse threat landscape, developing a taxonomy of attack techniques, and proposing an
innovative Al-driven detection system that is robust to adversarial manipulation, this
research aims to equip organisations with the tools and insights necessary to safeguard

their critical assets and data hosted in cloud environments.
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1.1 Background

1.1.1 Botnet Components

To facilitate a comprehensive understanding of botnet operations within the context of
this thesis, it is essential to introduce the fundamental elements that constitute a botnet:
bots, the botmaster, and the command and control (C&C) channel. Figure 1.1 provides

a visual representation of these components and their interactions.

C&C Server
&

AN
/c&c /c&c c&c\ c&c\
Botnet / / \ \

I l

/ ;

Botmaster

C&C Channels

Figure 1.1: Botnet elements.

Bot

A bot is a software program that is often malicious in nature. It is installed on a
compromised host and can perform a wide range of activities, including low-level op-
erations such as creating or modifying system-level processes, as well as disabling
security tools like Anti-Virus (AV) software, and modifying registry keys. For in-

stance, the Advanced Persistent Threat (APT) group Kimsuky [23, 19] is known for
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employing bots to create or modify system-level processes as a means of maintain-
ing persistence on compromised systems. This is a method of maintaining persistence
on compromised systems. These bots repeatedly execute malicious payloads, ensur-
ing that the malware remains active and continues its malicious activities. Another
common activity of bots is disabling security tools, such as Anti-Virus (AV) software.
Sophisticated bots like Agent Tesla [15] and Brave Prince [14] possess the ability to
terminate any active analysis processes, including AV software, thus ensuring their un-
detected continuity in malicious activities. Modifying registry keys for persistence is
another activity performed by bots. For example, Amadey [24] changes the Startup

folder by overwriting the registry keys,

The installation of bots on victims’ machines can occur through various malware

spreading mechanisms, such as accessing infected websites or installing trojans.

Botnet

A botnet is a collection of bots connected to a C&C channel, forming a cohesive unit
that awaits commands from the botmaster to carry out malicious activities. The co-
ordinated nature of botnets allows the execution of large-scale attacks and the ampli-

fication of the impact of malicious campaigns.

Botmaster

Botmasters are malicious actors who exercise control over botnets by issuing com-
mands to bots, enabling them to engage in various malicious operations. These op-
erations can include theft of financial assets, exfiltrating confidential data, degrad-
ing systems, launching distributed denial of service (DDoS) attacks, or sending spam
[154, 130]. The botmaster serves as the central authority, orchestrating the actions of

the botnet to achieve their malicious objectives.
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C&C Communication Channels

Botnets often leverage pre-existing or established communication protocols for their
internal communication, rather than developing new network protocols. The most

common protocols utilised by botnets include:

* Internet Relay Chat (IRC)-based C&C channels: These channels utilise a push-
based model, where the botmaster issues new commands to the botnet and the

bots respond promptly to these commands.

* HTTP-based C&C channels: These channels adopt a pull-based model, where
bots are configured to periodically check in with the C&C server and retrieve

any new commands.

* Peer-to-peer (P2P)-based C&C channels: These channels make use of peer-to-

peer communication to either relay commands or locate a C&C server [103].

* Domain Name System (DNS)-based C&C channels: These channels employ
DNS tunnelling, a technique that allows the encapsulation of non-DNS traffic
within DNS packets [98, 18].

C&C communication channels play a crucial role in facilitating communication between
the botmaster and bot clients, as well as among bot clients themselves. The evolution of
botnet C&C communication has witnessed several generations, each adopting different

protocols and architectures to enhance their resilience and evade detection.

The first generation of botnets relied heavily on Internet Relay Chat (IRC) for C&C
communication. In this setup, bots would connect to IRC channels created by the bot-
master on the C&C server to await commands to perform malicious activities. How-
ever, this approach had a significant drawback, it relied on a single point of failure. If
the IRC servers were taken down or identified, the entire army of bot clients would

become ineffective.
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To address this vulnerability, the second generation of botnets transitioned to peer-to-
peer (P2P) protocols [103, 110]. This decentralized approach eliminated the single-
point-of-failure weakness. However, managing and controlling P2P-based botnets
proved to be a challenge, leading to the adoption of HTTP for implementing C&C

communication in subsequent generations [3, 131, 110].

In recent years, a new type of botnet has emerged, known as hybrid botnets, which
combine both P2P and HTTP protocols [130]. This hybrid approach leverages the
strengths of both protocols to enhance the resilience and flexibility of the botnet’s C&C
infrastructure. Additionally, DNS-based C&C channels have been observed in recent
attacks, where APT groups such as Wekby [18] and APT41 [2, 68] use DNS TXT re-
cords to establish a two-way command and control communication channel. This tech-
nique, known as DNS tunnelling, allows the encapsulation of non-DNS traffic within
DNS packets. It enables malware to receive commands and exfiltrate data using DNS

queries and responses, making it more difficult to detect and block malicious traffic.

C&C Server

The C&C server is an essential component that acts as the communication hub, fa-
cilitating the interaction between the botmaster and the bots. Often referred to as the
coordinator server, the C&C server is utilized by the botmaster to issue commands,
maintain and update bot programs. Bots establish connections to the C&C servers to
receive commands or download bot binaries [130], enabling the botmaster to maintain

control over the botnet and orchestrate malicious activities.

1.1.2 Abuse of Cloud and Public Legitimate Services (CPLS)

In the context of this thesis, the term "abuse" refers to the malicious exploitation of
CPLS by cybercriminals to facilitate C&C operations for botnets. This abuse involves

using these services in ways that were not intended by their providers, often violating
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terms of service and exploiting the trust placed in these platforms. Specifically, abuse

of CPLS as C&C infrastructure can include:

1. Using CPLS to receive and host stolen data.
2. Exploiting CPLS to disseminate commands to infected machines.
3. Leveraging CPLS APIs for covert communication between botnet components.

4. Misusing CPLS for sending commands or exfiltrating data.

1.2 Motivation and Problem Definition

The rising global adoption of Cloud and Public Legitimate Services (CPLS) has un-
intentionally opened new avenues for cybercriminals to create concealed and resili-
ent C&C communication channels. This misuse of CPLS, including popular services
like Google Drive, Dropbox, and OneDrive, poses a significant threat to cybersecurity.
Malicious actors exploit these services using sophisticated techniques, allowing their
traffic to blend seamlessly with legitimate network activities. Our comprehensive un-
derstanding of this landscape, derived from systematic literature review and analysis
of real-world malware samples, reveals the increasing complexity of botnet attacks
leveraging CPLS as C&C infrastructure. Conventional detection systems struggle to
effectively identify this abuse, emphasising the pressing need for more advanced detec-
tion methods that can recognise C&C activity masked within legitimate CPLS traffic.
This evolving threat landscape and the challenges in detecting CPLS abuse serve as the

primary motivations for this study.

Abusing CPLS as C&C infrastructure

Understanding the life cycle of a botnet that abuses Cloud Public Legitimate Services

(CPLS) as its C&C infrastructure is crucial for the successful analysis and development
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of effective botnet detection systems. By comprehending each phase of this cycle, it be-
comes possible to enhance and create more efficient detection mechanisms. Figure 1.2
illustrates how threat actors abuse CPLS as centralized C&C servers to control bots.
After compromising a victim’s machine, the bot requires a remote control mechanism
to communicate with the C&C server and receive further malicious instructions. To
establish this remote C&C channel, bot connection requests are routed through CPLS
instead of direct connections [141, 93]. This approach leverages the legitimate and

trusted nature of CPLS to evade detection and blend in with normal network traffic.

The life cycle of abusing CPLS as a C&C channel generally involves the following

steps:

(a) The botmaster issues commands to the bots in the botnet through the CPLS.

(b) Bots continuously monitor the designated CPLS for new commands from the

botmaster.
(c) Bots execute the received malicious commands.

(d) Bots report the results of the executed commands back to the botmaster through

the CPLS.

To illustrate this lifecycle with a concrete, real-world example, the following sections
examine how different threat actor groups have exploited various CPLS platforms as

C&C infrastructure for their malware campaigns.

Abuse Google Drive as C&C infrastructure The Pawn Storm cyber espionage
group, also known as Fancy Bear or APT28, has been observed abusing Google Drive
as a C&C infrastructure for their malware campaigns, which allowed the attackers to
send commands and receive data from compromised systems using the Google Drive

API [104].
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The lifecycle steps for abusing Google Drive as a C&C infrastructure by the Pawn

Storm cyber espionage group can be outlined as follows:

* Command Execution: Every time the malware runs a command using cmd.exe,
the standard output (STDOUT) of the executed command is piped and written to

a Google Drive account.

* Credential: The credential of the attacker’s Google Drive account are hardcoded

within the malware itself.

e Command and Control: Every 20 minutes, the bot checks for a file in Google
Drive. If a file with a corresponding filename format exists, it downloads that
file and runs the contents as a batch file. The STDOUT of the commands is then
written back to Google Drive as a result, effectively creating a reverse shell back

to the attacker with Google Drive acting as the C&C server.

Abuse OneDrive as C&C Infrastructure The POLONIUM threat actor group has
been abused OneDrive for C&C ) infrastructure for for their malware campaigns [81],
by leveraging OneDrive to retrieve malicious payloads and exfiltrate data from com-

promised systems.

The lifecycle steps for abusing OneDrive as a C&C infrastructure by the POLONIUM

threat actor group can be outlined as follows:

* Initial Compromise: POLONIUM gains initial access to the target system through
various means, such as phishing emails or exploiting vulnerabilities in web-

facing applications.

* Malware Deployment: Once the initial compromise is achieved, POLONIUM
deploys their custom malware, which is designed to communicate with the OneDrive-

based C&C infrastructure.



1.2 Motivation and Problem Definition 10

* Payload Retrieval: The malware connects to a specific OneDrive account con-
trolled by the attackers and retrieves additional malicious payloads. These pay-

loads are stored in OneDrive as innocuous-looking files to evade detection.

* Command Execution: The malware periodically checks the OneDrive account
for new commands from the attackers. When a command file is detected, the

malware downloads and executes it on the compromised system.

* Data Exfiltration: The malware collects sensitive data from the compromised
system, such as user credentials, files, and keystrokes. The collected data is then

uploaded to the OneDrive account, making it accessible to the attackers.

Abuse Dropbox as C&C Infrastructure The IndigoZebra APT group has been ob-
served abusing Dropbox as a C&C infrastructure for their malware campaigns [64].
The group’s malware, named "BoxCaon," uses Dropbox to receive commands from
the attackers and exfiltrate data from compromised systems. The lifecycle steps for ab-
using Dropbox as a C&C infrastructure by the IndigoZebra APT group can be outlined

as follows:

* Initial Configuration: BoxCaon is configured with hardcoded Dropbox account

credentials and a specific directory for C&C communication.

e Command Retrieval: The malware continuously monitors the designated Drop-
box directory for new files containing commands from the attackers. When a

new file is detected, BoxCaon downloads it and saves it to a local directory.

* Command Execution: If a file named "c.txt" is found in the local directory, the

malware reads its content and executes.

* Data Exfiltration: After executing the commands, the malware collects the out-
put and saves it to a file named "p.txt" in the local directory. It then uploads this

file to the designated Dropbox directory, making it accessible to the attackers.
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* Persistence: To maintain persistence on the infected system, BoxCaon creates
a scheduled task that runs the malware every 10 minutes. This ensures that the

malware remains active and continues to communicate with the C&C server.

By leveraging trusted and widely-used CPLS such as Google Drive, OneDrive, and
Dropbox, APT groups like Pawn Storm, POLONIUM, and IndigoZebra can evade
detection by security solutions and ensure the resilience of their C&C infrastructure.
This technique allows them to blend their malicious activities with regular ones. This
structure is highly stealthy and difficult to detect, as the bot retrieves commands and
exfiltrates data through legitimate CPLS. This approach makes it challenging for net-
work defenders and security solutions to differentiate between malicious and benign
network traffic, as the malicious activities are hidden within the normal communica-

tion patterns of the CPLS.
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The MITRE ATT&CK framework [17], a globally accessible knowledge base of ad-
versary tactics and techniques, recognises the use of CPLS for C&C as a specific tech-
nique under the "Command and Control" tactic. The technique, identified as "Bid-
irectional Communication" with ID T1102.002 [27], involves the use of CPLS such as
Google Drive [60] Onedrive [12] Dropbox [64] to establish bi-directional communica-

tion between the compromised system and adversaries.

In the following sections, we will discuss how different threat actor groups abuse vari-

ous CPLS as C&C infrastructure for their malware campaigns.

Abuse Google Drive as C&C infrastructure The Pawn Storm cyber espionage
group, also known as Fancy Bear or APT28, has been observed abusing Google Drive
as a C&C infrastructure for their malware campaigns, which allowed the attackers to
send commands and receive data from compromised systems using the Google Drive

API [104].

The lifecycle steps for abusing Google Drive as a C&C infrastructure by the Pawn

Storm cyber espionage group can be outlined as follows:

* Command Execution: Every time the malware runs a command using cmd.exe,
the standard output (STDOUT) of the executed command is piped and written to

a Google Drive account.

* Credential: The credential of the attacker’s Google Drive account are hardcoded

within the malware itself.

* Command and Control: Every 20 minutes, the bot checks for a file in Google
Drive. If a file with a corresponding filename format exists, it downloads that
file and runs the contents as a batch file. The STDOUT of the commands is then
written back to Google Drive as a result, effectively creating a reverse shell back

to the attacker with Google Drive acting as the C&C server.
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Abuse OneDrive as C&C Infrastructure The POLONIUM threat actor group has
been abused OneDrive for C&C ) infrastructure for for their malware campaigns [81],
by leveraging OneDrive to retrieve malicious payloads and exfiltrate data from com-

promised systems.

The lifecycle steps for abusing OneDrive as a C&C infrastructure by the POLONIUM

threat actor group can be outlined as follows:

* Initial Compromise: POLONIUM gains initial access to the target system through
various means, such as phishing emails or exploiting vulnerabilities in web-

facing applications.

* Malware Deployment: Once the initial compromise is achieved, POLONIUM
deploys their custom malware, which is designed to communicate with the OneDrive-

based C&C infrastructure.

* Payload Retrieval: The malware connects to a specific OneDrive account con-
trolled by the attackers and retrieves additional malicious payloads. These pay-

loads are stored in OneDrive as innocuous-looking files to evade detection.

* Command Execution: The malware periodically checks the OneDrive account
for new commands from the attackers. When a command file is detected, the

malware downloads and executes it on the compromised system.

» Data Exfiltration: The malware collects sensitive data from the compromised
system, such as user credentials, files, and keystrokes. The collected data is then

uploaded to the OneDrive account, making it accessible to the attackers.

Abuse Dropbox as C&C Infrastructure The IndigoZebra APT group has been ob-
served abusing Dropbox as a C&C infrastructure for their malware campaigns [64].

The group’s malware, named "BoxCaon," uses Dropbox to receive commands from
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the attackers and exfiltrate data from compromised systems. The lifecycle steps for ab-
using Dropbox as a C&C infrastructure by the IndigoZebra APT group can be outlined

as follows:

* Initial Configuration: BoxCaon is configured with hardcoded Dropbox account

credentials and a specific directory for C&C communication.

* Command Retrieval: The malware continuously monitors the designated Drop-
box directory for new files containing commands from the attackers. When a

new file is detected, BoxCaon downloads it and saves it to a local directory.

e Command Execution: If a file named "c.txt" is found in the local directory, the

malware reads its content and executes.

» Data Exfiltration: After executing the commands, the malware collects the out-
put and saves it to a file named "p.txt" in the local directory. It then uploads this

file to the designated Dropbox directory, making it accessible to the attackers.

* Persistence: To maintain persistence on the infected system, BoxCaon creates
a scheduled task that runs the malware every 10 minutes. This ensures that the

malware remains active and continues to communicate with the C&C server.

By leveraging trusted and widely-used CPLS such as Google Drive, OneDrive, and
Dropbox, APT groups like Pawn Storm, POLONIUM, and IndigoZebra can evade
detection by security solutions and ensure the resilience of their C&C infrastructure.
This technique allows them to blend their malicious activities with regular ones. This
structure is highly stealthy and difficult to detect, as the bot retrieves commands and
exfiltrates data through legitimate CPLS. This approach makes it challenging for net-
work defenders and security solutions to differentiate between malicious and benign
network traffic, as the malicious activities are hidden within the normal communica-

tion patterns of the CPLS.
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Botnet creators find CPLS extremely useful for establishing hidden and robust C&C

communication channels due to the following factors:

 Evasion and Stealth: CPLS are often whitelisted in corporate environments. By
using CPLS, malware can bypass network filters and firewalls, making detection

more challenging.

* Detection Challenge: By using CPLS, attackers can blend malicious traffic with
regular traffic, making it harder for analysts to distinguish between benign and

malicious activities.

 Reliability & Availability: CPLS usually have high availability, ensuring that
the C&C infrastructure remains operational. This contrasts with malicious do-

mains, which can be quickly taken down or blacklisted.

e Cost-Effective: CPLS are free or available at low-cost tiers for attackers com-

pared to setting up and maintaining their own infrastructure.

* Fast Deployment: With CPLS, attackers can quickly deploy and scale their
C&C infrastructure as needed. This speed is especially useful when launching

large-scale campaigns.

* Difficult to Block: Since CPLS are legitimate and widely used, blocking them

entirely would disrupt normal operations for many businesses.

* Anonymity: Using CPLS can add a layer of abstraction between the malware
authors and their C&C infrastructure, making it harder for researchers to trace

back to the actual operators.

* Data Storage and Exfiltration: CPLS can be used to store stolen data or pay-
loads. Malware can upload sensitive data to these services without raising alarms,

especially if the data is encrypted or obfuscated.
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» Adaptable Infrastructure: With CPLS, malware authors can easily switch between
different services or accounts, making their infrastructure more adaptable and re-

silient against takedowns.

These stealthy communication channels leverage the trust placed in enterprise-authorized
services, the reputable names of CPLS vendors, and secure communication protocols
like Transport Layer Security (TLS). This combination provides adversaries with an
additional layer of protection, making detection and mitigation efforts more challen-
ging. Moreover, the user-friendly nature of most CPLS, demanding minimal technical
skills, lowers the barrier to entry for botnet creators. This ease of use has contributed
to the proliferation of botnets abusing CPLS as their C&C infrastructure. Furthermore,
users implicitly trust CPLS providers to protect their data and provide secure access.
However, malware authors exploit this trust, blending their malicious traffic within the

legitimate traffic flow of these services.

Despite the range of defence mechanisms proposed in the literature, the analysis of
existing detection mechanisms in Chapter 2 reveals a deficiency in effectively identi-
fying the abuse of CPLS as C&C infrastructure. This gap in the current state of the art
highlights the need for novel approaches and solutions to address this emerging threat.
These factors have made CPLS a fertile ground for botnet abuse, presenting substan-
tial challenges for most intrusion detection systems. These systems often struggle to
differentiate between legitimate and malicious C&C activities, leading to delayed de-
tection and response. This delay in identifying and countering threats substantially
increases the likelihood of successful cyberattacks, potentially leading to catastrophic
consequences such as data breaches, significant financial losses, and damage to organ-
izations’ reputations. To address these gaps and enhance the security of cloud environ-

ments, this thesis aims to answer the following research questions:

RQ1: What techniques are utilized to abuse the CPLS as C&C communication chan-

nels, and how frequently are these attack techniques employed?
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RQ2:

RQ3:

RQ4:

RQ5:

RQ6:

RQ7:

Which types of CPLS are targeted for abuse?

What countermeasures have been proposed to detect the abusive use of CPLS as

C&C infrastructure?

How can we develop and validate a comprehensive dataset and labeling strategy

for Portable Executable (PE) files to support the detection of CPLS abuses?

How can statically extracted features from Portable Executable (PE) files be
leveraged through artificial intelligence or machine learning methodologies to

enhance the detection and mitigation of CPLS abuses?

In what ways can dynamic feature extraction from Portable Executable (PE)
files, integrated with machine learning models, improve the detection of CPLS

abuse as C&C infrastructure?

How can the robustness of detection models against adversarial attacks be en-
hanced for both statically and dynamically extracted features from Portable Ex-

ecutable (PE) files in CPLS abuse?

1.3 Objectives

To address the issues mentioned previously, this thesis will focus on the following key

objectives:

* Objective 1: Conduct a comprehensive literature review to establish a tax-

onomy of attack techniques employed by threat actors to abuse CPLS as
C&C infrastructure. This objective will involve a thorough examination of ex-
isting research, industry reports, and case studies to identify and categorize the
various methods, tools, and strategies used by malicious actors to exploit CPLS
for C&C purposes. By systematically organising and classifying these attack

techniques, this thesis aims to provide a clear understanding of the current threat
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landscape and identify potential gaps in existing defence mechanisms, thus lay-

ing the foundation for developing a novel detection system.

* Objective 2: Identify gaps in existing defense mechanisms of abuse the
CPLS as C&C infrastructure. Building upon the insights gained from the lit-
erature review and the developed taxonomy of attack techniques, this objective
will involve a critical analysis of current defense mechanisms and their limita-

tions in effectively detecting and mitigating CPLS abuse.

* Objective 3: Investigate the use of static and dynamic malware analysis
methods through Artificial Intelligence (AI) techniques to detect CPLS ab-
use. This objective will explore the potential of Al-driven approaches to enhance
the effectiveness and efficiency of malware analysis in the context of CPLS ab-
use detection. Taking advantage of the strengths of static and dynamic analysis
methods, this thesis aims to develop an approach that can accurately identify and
classify malicious artifacts, behaviours, and communication patterns indicative
of CPLS abuse. The investigation will involve feature engineering techniques
and evaluation of machine learning models to determine the most suitable com-
bination to achieve high detection accuracy while minimizing false positives and
computational overhead. The ultimate goal is to develop an intelligent, scalable,
and adaptable system that can effectively detect and respond to the ever-evolving

threat of CPLS abuse in real-world cloud environments.

By successfully addressing these objectives, this thesis aims to contribute to the field of
cloud security by providing a comprehensive understanding of the CPLS abuse threat
landscape, developing a taxonomy of attack techniques, and proposing a robust Al-
driven detection system that combines static and dynamic malware analysis methods.
The results of this research will have significant implications for improving the security
posture of organisations using cloud services and will help to safeguard the confidenti-

ality, integrity, and availability of data and resources hosted within these environments.
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1.4 CPLS Abuse Detection System Architecture and In-
tended Users

The proposed detection system is designed to be implemented by cybersecurity teams
within organizations, cloud service providers, or managed security service providers

(MSSPs). The system architecture consists of several key components:

1. Data Collection Module: Gathers PE files from various sources within the or-

ganization’s network or cloud infrastructure.

2. Feature Extraction Module: Applies static and dynamic analysis techniques to

extract relevant features from the collected PE files.

3. Machine Learning Module: Utilizes the extracted features to classify files as

benign or malicious using the trained Random Forest model.

4. Alert Generation Module: Produces alerts for files classified as potentially abus-

ing CPLS for C&C infrastructure.

5. Reporting Interface: Provides a dashboard for security analysts to review and

investigate detected threats.
The primary users of this system would be:

1. Security Operations Center (SOC) analysts who monitor and respond to security

incidents.
2. Threat hunters who proactively search for hidden threats within the network.
3. Incident response team who investigates and mitigates detected abuses.

4. Cloud security team who continuously monitor cloud environments to identify

potential abuses.
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By integrating this detection system into existing security infrastructure, organisations
can enhance their capability to identify and mitigate the abuse of CPLS as C&C infra-
structure, thereby improving their overall security posture against sophisticated cyber

threats.

1.5 CPLS Abuse Detection System Deployment Scen-

arios

The system can be deployed in various scenarios, depending on the organisation’s in-

frastructure and security needs:

1. On-premises Deployment:
* Installation: The system would be installed on dedicated servers within
the organisation.

* Data Collection: Network traffic analysers and endpoint agents would col-

lect PE files and send them to the central analysis server.

* Integration: The system would integrate with existing Security Informa-
tion and Event Management (SIEM) systems for centralised alert manage-

ment.
2. Managed Security Service Provider (MSSP) Deployment:
* Installation: The MSSP would host the system in their infrastructure and

offer it as a service to multiple clients.

¢ Data Collection: Secure channels would be established between the cli-

ent’s infrastructure and the MSSP’s system to collect relevant PE files.

* Integration: The system would integrate with the MSSP’s existing multi-

tenant security management platform.
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3. Deployment by Cloud Service Providers: Cloud service providers such as Mi-
crosoft (OneDrive), Google (Google Drive), or Dropbox could implement our
CPLS abuse detection system directly into their infrastructure to detect potential

abuse. The integration could be as follows:

* Installation:
— The system would be integrated directly into the cloud provider’s ex-
isting infrastructure.
— Machine learning models and analysis engines would be deployed
across the provider’s global data centers for distributed processing.

— A centralized management console would be set up for the provider’s

security team to monitor and respond to alerts.
* Data Collection:
— The system would automatically analyze PE files upon upload, modi-
fication, or based on scheduled scans of existing files.
— Metadata about file access patterns, and behaviors would be collected
to provide context for the analysis.
* Integration:
— The system would be integrated with the provider’s existing security
infrastructure and threat intelligence platforms.

— Alerts would be fed into the provider’s security information and event

management (SIEM) system for correlation with other security events.

— Automated response mechanisms could be implemented to quarantine
suspicious files, limit sharing, or suspend potentially compromised ac-

counts.

By implementing the CPLS abuse detection system in this manner, cloud
service providers could significantly enhance their ability to detect and pre-

vent the abuse of their platforms as C&C infrastructure.
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1.6 Practical Deployment Considerations

While the previous section outlines general deployment scenarios, each case requires
careful evaluation due to unique challenges and considerations. Here, we provide a
more detailed discussion on the practical aspects of deploying our CPLS abuse detec-

tion system in different environments:

1. On-premises Deployment:

* Performance Impact: Evaluate the computational load on existing in-
frastructure. Organizations may need to allocate dedicated hardware re-

sources to ensure optimal performance without impacting other operations.

* Network Integration: Careful integration with existing network security
tools is crucial. This may involve configuring firewalls, intrusion detection

systems, and SIEM tools to work in tandem with the new system.

* Data Privacy Compliance: On-premises deployments must adhere to data

protection regulations.
2. Managed Security Service Provider (MSSP) Deployment:

* Scalability: MSSPs need to ensure the system can scale to accommodate
multiple clients. This may involve implementing multi-tenancy features

and load balancing mechanisms.

* Customization: Each client may require specific customizations. MSSPs
should develop a flexible framework that allows for client-specific rules

and thresholds without compromising the core functionality.

* Service Level Agreements (SLAs): Clear SLAs must be established, de-
tailing response times, update frequencies, and support levels for the de-

tection system.

3. Cloud Service Provider Implementation:
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* Integration with Existing Services: Cloud providers must seamlessly in-
tegrate the detection system with their existing services without disrupting

the user experience.

* Real-time Analysis at Scale: Given the massive volume of data, providers
need to optimize the system for real-time analysis of large number of files

simultaneously.

Each deployment scenario requires:

Thorough testing in a staged environment before full implementation

Regular model updates to adapt to evolving CPLS abuse techniques

 Continuous monitoring and tuning of system performance and accuracy

Integration with existing security workflows and incident response procedures

1.7 Key Contributions

This thesis makes several novel and significant contributions to the field of cybersecur-

ity, particularly in detecting CPLS abuse as C&C infrastructure:

1.7.1 Novel Taxonomies

These taxonomies significantly enhance our understanding of CPLS abuse techniques
and C&C communication channels, providing researchers and security professionals

with a structured insights to analyse and combat evolving threats.

1. Taxonomy of CPLS Abuse Techniques: We introduce a comprehensive clas-
sification of methods used by malicious actors to exploit CPLS. This taxonomy

covers techniques such as steganography, encoding, cryptography, fraudulent
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accounts, use of botmaster’s credentials or hard-coded tokens, compromised
victims’ accounts, component object model (COM) hijacking, process injec-
tion, COMSPEC environment variable exploitation, multiple process exploita-
tion, and Al-powered C&C, providing a structured understanding of emerging

threat vectors.

2. Taxonomy of C&C Communication Channels: We present a systematic cat-

egorization of botnet communication strategies, covering traditional channels

(IRC, HTTP, P2P) and emerging ones (DNS abuse, CPLS platforms).

These taxonomies fill a critical gap in existing literature and provide a foundation for

future research in this rapidly evolving area of cybersecurity.

1.7.2 First Labelled Dataset for CPLS Abuse

We contribute the first dataset specifically addressing CPLS abuse, comprising 3,067
malicious and 3,067 benign Portable Executable (PE) files, which are binary execut-
able files used in Windows operating systems. This dataset has been obtained from
VirusTotal and spanning the years 2017 to 2021, addresses a critical gap in the field
by enabling more accurate and relevant training of machine learning models for CPLS
abuse detection. It includes malicious samples that exhibit communication with known
CPLS-hosted domains and benign samples from trusted sources. Our dataset focuses
on Portable Executable (PE) files due to their prevalence in Windows systems and high
representation in malware samples. While other file types like PDF, DOCX, ZIP, and
JavaScript can also be used maliciously, PE files are the primary executable format in
enterprise environments and the most commonly submitted file type to VirusTotal, as

illustrated in Figure 3.2.
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1.7.3 Machine Learning ML-based CPLS Abuse Detection Sys-

tems

These high-performance detection systems represent a significant leap forward in identi-
fying CPLS abuse, demonstrating the potential of machine learning techniques in tack-

ling complex cybersecurity challenges.

1. Static Analysis Approach: we develop a ML CPLS abuse detection system

achieving 98.26% detection accuracy, utilizing:

* Tailored feature engineering: we tailor informative feature engineering to
behaviours that indicate CPLS abuse, such as connecting to known CPLS

domains and making potential C&C API calls.

* Custom feature elimination (CFE) method for optimal feature selection: to
identify the most relevant features, we introduced a custom feature elim-
ination (CFE) method designed to determine the exact number of features
needed for filter selection approaches. For wrapper-based feature selection,
we utilise various techniques, including sequential feature selector forward
(SESF), sequential feature selector backward (SFSB), and recursive feature

elimination (RFE).

2. Dynamic Analysis Approach: we develop a ML CPLS abuse detection system

achieving 97.95% detection accuracy, utilizing:

* Innovative Dual-Sandboxing technique: we introduce an innovative ap-
proach that combines Cuckoo and Triage sandboxes to extract a compre-
hensive set of features, including host-based features (API calls, file activ-
ities, system interactions) and network-based features (interactions with

cloud services and the Internet).

» Extraction of 99 features: we employ both filter-based (Information Gain

and ReliefF) and wrapper-based (Random Forest and J48) feature selec-
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tion strategies. However, these methods did not surpass the 98% accur-
acy achieved using the complete set of 99 features derived from our Dual-
Sandbox approach, highlighting the importance of each feature in accur-

ately differentiating between malicious and benign samples.

Our detection systems demonstrate low misclassification rates. For static analysis, we
observe a false positive rate of 1.74% (falsely identifying benign samples as malicious)
and a false negative rate of 2.57% (falsely identifying malicious samples as benign).
For dynamic analysis, we observe a false positive rate of 2.05% and a false negative rate
of 2.57%. These comprehensive results, showing both high accuracy and low misclas-
sification rates in both directions, represent a significant advancement in identifying

CPLS abuse.

1.7.4 Novel RMCP Adversarial Attack

The RMCP attack provides a crucial evaluation of the robustness of CPLS abuse detec-
tion systems. In the context of CPLS abuse, where attackers continuously evolve their
techniques, understanding and improving the resilience of detection systems against
potential evasion tactics is vital for maintaining long-term effectiveness. we propose
the Replace Misclassified Parameter (RMCP) as a novel white-box adversarial attack
to evaluate the robustness of our proposed abuse detection systems. Despite the ad-
versarial attack, the approach retains a relatively high detection accuracy level. For the
ML-based CPLS abuse detection system utilizing static malware analysis, the detection
accuracy rate drops from 98% to 83% under the RMCP attack, outperforming the ro-
bustness rates of 69.03% and 54.37% achieved by Kumar et al. [126] and Raman et al.
[145], respectively. On the other hand, for the ML-based CPLS abuse detection system
utilizing dynamic malware analysis, the detection accuracy rate drops from 97.95% to
90.01%, comparing the robustness rates of 50.00% and 47.57% achieved by Sethi et al.
[150] and Shijo et al. [152], respectively. This contribution has been published [72].
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1.7.5 Comprehensive Analysis and Future Directions

We provide a thorough examination of existing studies, identifying key challenges and
opportunities in CPLS abuse detection. This analysis lays the groundwork for future
research, proposing directions such as real-time monitoring of CPLS platforms and
development of collaborative detection frameworks. These contributions collectively

advance the field of cybersecurity by:

* Providing structured frameworks for understanding and categorizing CPLS ab-

use

 Offering novel tools and methodologies for developing effective detection sys-

tems

* Demonstrating the potential and robustness of ML in addressing emerging cy-

bersecurity challenges

» Setting the stage for future research and practical applications in CPLS abuse

detection

1.8 Thesis Outline

This thesis is structured into seven chapters, each focusing on a specific aspect of the

research:

e Chapter 1 - Introduction: This chapter provides an overview of the research
problem, highlighting the growing threat of CPLS abuse as C&C infrastructure.
It presents the motivation behind the study, the aims and objectives, and the

significant contributions of the thesis to the field of cloud security.

* Chapter 2 - Literature Review: This chapter presents a comprehensive review

of the literature related to the abuse of CPLS as C&C infrastructure. It analyses
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and compares previous studies, identifying the strengths, limitations, and gaps
in current detection approaches. The chapter also introduces novel taxonomies
for attack techniques and C&C communication channels, providing a structured
framework for understanding the threat landscape. This contribution has been

published [73].

* Chapter 3 - Dataset and Preprocessing: This chapter describes the dataset
used in the research, including the collection process, data sources, and the pre-
processing techniques applied to prepare the data for analysis. It provides in-
sights into the characteristics of the dataset and the steps taken to ensure its
quality and suitability for the experiments. This contribution has been published

[72].

* Chapter 4 - Static Analysis Using Machine Learning for Detection of CPLS
Abuse as C&C Infrastructure: This chapter focusses on applying machine
learning techniques to detect CPLS abuse using static analysis. It presents the
feature engineering process, the selected machine learning algorithms, and the
evaluation metrics used to assess the performance of the models. The chapter
discusses the results obtained and provides insight into the effectiveness of static

analysis in detecting CPLS abuse. This contribution has been published [72].

* Chapter 5 - Dynamic Analysis Using Machine Learning for Detecting the
CPLS Abuse as C&C Infrastructure: This chapter explores machine learning
techniques to detect CPLS abuse through dynamic analysis. It describes the
dynamic analysis environment, the feature extraction process, and the machine
learning models employed. The chapter presents the experimental results and
compares the performance of dynamic analysis with static analysis in the context

of CPLS abuse detection. This contribution has been submitted for publication.

* Chapter 6 - Robustness of CPLS Abuse Detection System: This section intro-
duces the Replace Misclassified Parameter (RMCP) as a novel adversarial attack

to evaluate the robustness of the proposed machine learning models. It compares
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the resilience of the models against related works and discusses the implications
of the RMCP attack on the overall security of the detection system. This contri-

bution has been published [72].

* Chapter 7 - Conclusion: The final chapter summarizes the essential findings
and contributions of the thesis. It revisits the research objectives and discusses
how they have been addressed throughout the study. The chapter also highlights
the practical implications of the research for enhancing the security of cloud en-
vironments and provides recommendations for future work in the field of CPLS

abuse detection.

1.9 Summary

This chapter introduces the research problem of malware abusing CPLS as C&C in-
frastructure and the motivations behind this thesis. It outlines the main objectives, in-
cluding establishing a taxonomy of attack techniques, developing a threat model, and
investigating Al techniques for malware analysis. The chapter also presents the signi-
ficant contributions of the thesis, such as novel taxonomies, comprehensive analysis of
existing studies, a novel labelled dataset, the development of machine learning-based
CPLS abuse detection systems, and insights into their robustness. In conclusion, these
contributions collectively represent significant progress in the field of CPLS abuse de-
tection. By providing such contributions, this thesis not only enhances our current
capabilities in detecting and mitigating CPLS abuse, but also lays a strong foundation
for future research and practical applications. These developments are crucial in the
ongoing effort to secure cloud environments and protect against increasingly sophist-

icated cyber threats.
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Chapter 2

Literature review

2.1 Introduction

This chapter presents a literature review on the abuse of Cloud-based Public Legitim-
ate Services (CPLS) as Command and Control (C&C) channels by botnets. Although
numerous surveys have focused on botnet attacks and their detection mechanisms, only
a few, such as the work of Radunovic et al. [144], specifically address botnets abusing
CPLS as C&C channels. Our Systematic Literature Review (SLR) aims to provide
a comprehensive overview of this research area, identifying and categorizing various
types of abusive attacks. In contrast to the four abusive tactics proposed by Radun-
ovic et al., our SLR identifies ten different types of abusive attacks. The chapter also
includes a comparison of our SLR with the survey by Radunovic et al. [144], high-
lighting the unique methodology adopted in our SLR. This methodology incorporates
a structured and comprehensive search strategy, criteria for inclusion and exclusion,
an evaluation of study quality, and data synthesis to formulate a taxonomy of attack
techniques employed by botmasters to exploit CPLS C&C channels. Furthermore, the
chapter discusses other relevant surveys, such as those by Khattak et al. [123] and
Latah [128], which provide valuable insights into the evolving threat landscape of bot-
nets and their use of non-traditional C&C channels. Despite the differing focuses and
methodologies between these related surveys and our SLR, they collectively emphasize
the necessity for ongoing research and innovative solutions to tackle emerging cyber

threats. The chapter is organized as follows: Section 2.2 presents related surveys on the
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topic, followed by a comparison of our proposed SLR to that of Radunovic et al. [144].
The subsequent sections detail the systematic literature review methodology, including
the research strategy, research questions, search process, and study eligibility selection.
The chapter concludes with a discussion on the challenges associated with detecting
and preventing the botnet exploitation of these non-traditional C&C channels. This
literature review aims to provide a comprehensive understanding of the current state
of research on the abuse of CPLS as C&C channels, thereby paving the way for future

research in this critical area of cybersecurity.

2.2 Related Surveys

Although there is a significant number of surveys focusing on botnet attacks and their
detection mechanisms, such as those of Khattak et al. [123], Kuitert [125], Silva et al.
[154], and Singh et al. [158], only Radunovic et al. [144] specifically address botnets
abusing CPLS as C&C channels. In their survey, Radunovic et al. present a taxonomy
of malicious social bots and discuss various attack types at different stages. They also
propose four abusive tactics, including encoding communications within text-based so-
cial media posts, using steganography, exploiting free accounts, and implementing a
username generation algorithm (UGA). Despite recognizing four abusive techniques
in this survey, our proposed SLR identifies and categorizes ten different types of ab-
usive attacks. Table 2.1 compares our SLR to the survey by Radunovic et al. [144].
Our SLR adopts a unique methodology that diverges from the approach utilized in
the related work. The SLR we conduct incorporates a structured and comprehensive
search strategy, criteria for inclusion and exclusion, an evaluation of study quality, and
data synthesis to formulate a taxonomy of attack techniques employed by botmasters
to exploit CPLS C&C channels. Conversely, the related work does not follow a sys-
tematic review methodology. It instead provides an overview of current research on
botnet C&C channels through social media, investigating emerging trends, potential

defense strategies, and areas warranting further research. Khattak et al. [123] offer
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a concise overview of an evasive strategy that abuses social networking websites like
Facebook and Twitter for C&C functions and provides a detailed taxonomy of the bot-
net phenomenon. This review also anticipates a trend, wherein CPLS would either
be used to create bots (i.e., botcloud) or to host the C&C on the cloud in the future.
This insight aligns with our findings, which highlight the growing abuse of CPLS plat-
forms as C&C channels. Latah [128] proposes a taxonomy of malicious social bots and
characterization of various attack strategies at different stages (initiation, listening, and
execution-stage attacks). The main focus is on a social bot, with the discussion being
around one attack technique, which involves using steganography to abuse Facebook
and Twitter as C&C mediums. This technique is also identified in our SLR as one of
the abusive tactics employed by botmasters. It is important to note that the aforemen-
tioned reviews focus on social media C&C infrastructures, while our SLR explores
the abuse of cloud-based C&C infrastructures. Despite this difference in focus, all
the aforementioned reviews lack a systematic approach, thereby failing to provide a
comprehensive overview of this research area. Despite the differing focuses and meth-
odologies between the related surveys and our SLR, they offer significant insights into
the evolving threat landscape of botnets and their use of non-traditional C&C channels.
Our SLR, along with two other reviews [128, 144], discusses the challenges associated
with detecting and preventing the botnet exploitation of these non-traditional C&C
channels. These reviews emphasise the necessity for ongoing research and innovative
solutions to tackle emerging cyber threats, which is consistent with the conclusions

drawn from our SLR.
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Table 2.1: Comparison of our proposed SLR to that of Radunovic et al. [144].

Aspect Our Proposed SLR Radunovic et al. [144]

Focus Abuse of the CPLS platforms as C&C Abuse of social media platforms as
channels C&C channels

Specific Covers 10 types of attack techniques Focuses specifically on the use of so-

attacks that are employed to abuse the CPLS cial media platforms through means

discussed platforms as C&C infrastructure. such as status updates, comments, dir-

ect messages, and the creation of fake
accounts.

Taxonomy Provides a comprehensive taxonomy of This review discusses the use of text-

details attack techniques used by botmasters to  based social media (SM) posts, hidden
abuse CPLS as C&C channels. These communications through image and
techniques include steganography, en- linguistic steganography, and the util-
coding, cryptography, fraudulent ac- ization of public cloud storage for the
counts, use of Botmaster’s credentials unobservable exchange of communica-
or hard-coded tokens, compromised tions and uploading of stolen files. It
victims’ accounts, component object also includes the use of domain gener-
model (COM) hijacking, process injec- ation algorithms and the conveying of
tion, COMSPEC environment variable C&C messages through comments on
exploitation, multiple process exploita- public SM posts.
tion, and Al-powered C&C.

Review Systematic Literature Review. Not specified.

methodo-

logy

Time 2008-July 2023. Not specified.

frame

Number 91 Not specified.

of studies




2.3 Systematic Literature Review Methodology 35

2.3 Systematic Literature Review Methodology

2.3.1 Research Strategy

Based on the review aims, the methodological framework by Kitchenham and
Charters [124] was adopted in this SLR. The review process outlined in this frame-
work summarizes the stages of an SLR into three main phases: planning, conducting,
and reporting. The primary motivation for adhering to these stages is to identify, ana-
lyze, and interpret all available literature related to the abuse of CPLS as a C&C infra-
structure. Adherence to a predefined protocol is crucial for reducing potential research
bias in data selection and analysis. It also enhances reliability through the replicability
of the process, enabling others to follow the same procedure. Our systematic review
commenced with the selection of bibliographic databases for the search, along with the
development of a set of inclusion and exclusion criteria and search strings. The search
process and the inclusion and exclusion criteria used are presented below. The search
strings were employed to query two primary sources: the academic and industrial liter-
ature. Abbreviations and synonyms of search terms were taken into consideration. To
retrieve the most relevant literature, the search strings were restricted to titles, abstracts,

and keywords.

2.3.2 Research Questions

Our SLR aimed to explore the state-of-the-art attack and detection techniques em-
ployed for abusing CPLS as C&C communication channels. To achieve this objective,

we formulated the research categories and questions, which are outlined in Table 2.2.
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Table 2.2: Research questions.

Category

Research Questions

Aim of Discussion

Abuse Technique

(1) What techniques are utilized to
abuse the CPLS as C&C
communication channels, and how
frequently are these attack

techniques employed?

Investigate and understand
the specific strategies or
methods used by attackers to
abuse CPLS for their C&C
communication channels.

Assess the prevalence of
these attack techniques,
which may help to under-
stand their popularity or

effectiveness.

(2) Which types of CPLS are

targeted for abuse?

Identify the specific CPLS
that are most vulnerable or
frequently targeted by these

abusive techniques.

Abuse Detection

(3) What countermeasures have
been proposed to detect the abusive
use of CPLS as C&C

infrastructure?

Explore and evaluate the
existing countermeasures or
detection methods that have
been proposed to identify
and combat the abusive use
of CPLS as C&C infrastruc-

ture.
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2.3.3 Search Process

The SLR process followed is depicted in Figure 2.1. To extract all literature relevant to
the defined research questions, we employed a search strategy using Boolean expres-
sions ‘AND’ and ‘OR’ to combine the search terms. The main keywords used in the

search for relevant articles were as follows:

* (C2 OR C&C OR “Command and Control”’) AND.

* (cloud OR Legitimate OR platform OR Service OR public OR “public service”
OR OSN OR “social network" OR blogging OR blog) AND.

¢ (bot OR botnet OR malware) AND.

* (abuse OR exploit).

These combined queries were then applied to a selection of academic databases that
included the IEEE Xplore Digital Library, SpringerLink, ACM Digital Library, Scien-

ceDirect, and Scopus.
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Given that the majority of relevant incidents involving the abuse of CPLS as C&C
channels were reported by the threat intelligence industry, we expanded our research
to include these sources. Examples of these sources include FireEye, TrendMicro,

WelLiveSecurity, F-Secure, Unit42 Palo Alto, and SecureList.

2.3.4 Study Eligibility Selection

The search is limited to the literature that focuses on the abuse of CPLS C&C commu-
nication channels. Given the large number of articles that could be retrieved using the
previously mentioned research strategy, an assessment criterion was necessary to select
those that best address our research questions. To retrieve the most relevant articles in

the field, we applied the selection criteria outlined in Table 2.3.

Table 2.3: Inclusion and exclusion criteria.

Inclusion Criteria Exclusion Criteria
* Studies published from 2008, when * Studies written in a language other
the first abuse incident was discovered, than English.
through July 2023. * Studies focus on the behavior of mali-
¢ Studies focus on the abuse of CPLS as cious or automated accounts, bots, us-
C&C channels. ing social media to amplify and spread
* Studies discuss an approach for identi- misinformation, increase fake follow-
fying and/or preventing the abuse of ers, and impersonate genuine (human)
CPLS as C&C channels. accounts.

* Studies that do not provide an answer

to the research questions.
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2.3.5 Data Extraction and Synthesis

After applying the inclusion and exclusion criteria, we obtained a total of 91 stud-
ies. Figure 2.1 illustrates the process of extracting relevant articles, while Table 2.4
and Table 2.5 show the number of included academic and industrial publications, re-
spectively. In the next phase, our aim is to review each of these studies to distill the

following core information:

The publication date of each study.

The specific CPLS that was abused for C&C channels.

The attack techniques that were utilized to abuse the CPLS as C&C channels.

* Any proposed detection mechanisms aiming to mitigate such abuses.

Subsequently, we embarked on the phase of data synthesis, wherein we aggregated
all relevant data. This was a crucial step enabling us to comprehensively address our

different research questions.

Table 2.4: Number of included academic publications.

Source Academic Publications
IEEE 5
Springer Link 9
AMC 2
ScienceDirect 4
Scopus 8




2.4 Research Findings 41

Table 2.5: Number of included industrial publications.

Source Industrial Publications
FireEye 4
TrendMicro 11
welivesecurity 15
f-secure 2
paloaltonetworks 4
securelist 4
Threat Intelligence 23

2.4 Research Findings

In this SLR, we explored the topic of CPLS abuses as C&C channels, focusing particu-
larly on understanding the attack techniques employed and countermeasures proposed.
This abuse is not limited to a particular type of service; instead, it is pervasive across
a variety of platforms, including cloud storage, social media, business communication
platforms, and more. Our findings indicate that botnets have evolved significantly over
the years, adopting diverse methods to abuse the CPLS for C&C communication. For
instance, we observed techniques such as steganography, cryptography, COM hijack-
ing, process injection, COMSPEC environment variable exploitation, and Al-powered
C&C. Further discussion and additional attack techniques are presented in Section 2.6.
Many mainstream platforms were found to be popular targets of abuse: cloud storage
sites such as Dropbox and Google Drive, social media sites like Twitter and Facebook,
business communication platforms like Slack, developer repositories (GitHub), online
clipboard sites (Pastebin), push services for iOS and Android notifications, video and
photo sharing sites (YouTube and Instagram), email services (Outlook and Gmail), di-
gital distribution platforms (Discord), and instant messaging software (Telegram). The

countermeasure strategies proposed to date, both in computer and Android environ-



2.4 Research Findings 42

ments, involve detecting anomalies in user behavior, CAPTCHA verification, reputa-
tion score calculation, and causality measurement between user activity and network
traffic. However, each of these strategies come with their own limitations as outlined

in Section 2.4.3.

2.4.1 RQ1: What Techniques Are Utilised to Abuse the CPLS as
C&C Communication Channels, and How Frequently Are

These Attack Techniques Employed?

Investigating and comprehending the specific strategies or methods employed by at-
tackers to abuse CPLS for their C&C communication channels is essential for under-
standing the nature and extent of these attacks. The taxonomy of attack techniques
presented in Table 2.6 showcases the wide range of methods utilized by threat actors
to exploit CPLS for C&C operations. These techniques align with several of the tac-
tics outlined in the MITRE ATT&CK framework, a widely-used knowledge base of
adversary tactics and techniques in the industry [17]. Our taxonomy identifies tech-
niques such as steganography, encoding, cryptography, fraudulent accounts, use of
botmaster’s credentials or hard-coded tokens, compromised victims’ accounts, com-
ponent object model (COM) hijacking, process injection, and modifying system vari-
ables. These techniques correspond to specific techniques listed under the "Command
and Control" tactic in the MITRE ATT&CK framework [4]. For instance, the use of
steganography in our taxonomy aligns with the "Data Obfuscation: Steganography"
technique (T1001.002) in the MITRE ATT&CK framework, which involves hiding
C&C traffic within seemingly benign data or files, such as images or documents [6].
Similarly, the encoding technique in our taxonomy corresponds to the "Data Encod-
ing" technique (T1132) in the MITRE framework [5], where adversaries encode data
using standard or non-standard encoding schemes to make the content of C&C traffic
more difficult to detect. The cryptography technique in our taxonomy relates to the

"Encrypted Channel" technique (T1573) [10], which involves employing known en-
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cryption algorithms to conceal command and control traffic. This can include the use
of symmetric cryptography (T1573.001) [9] or asymmetric cryptography (T1573.002)
[8]. The use of fraudulent accounts in our taxonomy also relates to the "Account Ma-
nipulation: Additional Cloud Credentials" sub-technique (T1098.001) [1] under the
"Persistence" and "Privilege Escalation" tactics in the MITRE ATT&CK framework.
This sub-technique involves adversaries adding their own credentials to a cloud account
to maintain persistent access to victim accounts and instances within the environment.
The COM hijacking technique employed by malware such as Turla [106] and Com-
RAT [101] aligns with the "Event Triggered Execution: Component Object Model Hi-
jacking" sub-technique (T1546.015) [11] under the "Persistence" tactic in the MITRE
ATT&CK framework. This sub-technique involves adversaries establishing persist-
ence by executing malicious content triggered by hijacked references to COM objects.
Turla utilises the legitimate messaging application programming interface (MAPI) to
interact with Outlook, granting complete control over the target mailbox, and utilising
additional MAPI functionalities. To ensure persistence and concealment, the operat-
ors employ the COM system to modify the Windows Registry, enabling the malware
to execute every time the user logs in. Most of the techniques in our taxonomy of
attack techniques for abusing CPLS as C&C infrastructure (Table 2.6) align with the
techniques listed under the "Command and Control" tactic in the MITRE ATT&CK
framework [4]. This includes techniques such as steganography (T1001.002), data
encoding (T1132), encrypted channel (T1573), web service (T1102), and more. How-
ever, one technique in our taxonomy that is not currently represented in the MITRE
ATT&CK framework is the Al-powered C&C technique, as described in Section 2.6.8.
This technique, proposed by Wang et al. in their DeepC2 framework [165], leverages
Al to enable covert communication between the malware and the attacker on online so-
cial networks (OSNs). By aligning our taxonomy to the MITRE ATT&CK framework,
we provide a more comprehensive understanding of the attack techniques employed by
threat actors to abuse CPLS for C&C operations. This alignment helps bridge the gap

between our research and the industry-standard knowledge base, facilitating the de-
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velopment of effective countermeasures and defense strategies. Based on the insights
gained from investigating the techniques used to abuse CPLS as C&C communication
channels, we extracted two key derived features in the static analysis chapter (Chapter
4): presence_of_CLS_domains and potential_C&C_api_calls. These features are spe-
cifically designed to capture the characteristics of CPLS abuse as C&C infrastructure,
complementing the common PE features typically used in malware analysis. These de-
rived features, presence_of_CLS_domains and potential_C&C_api_calls, play a cru-
cial role in capturing the specific characteristics of CPLS abuse as C&C infrastructure.
By incorporating these features alongside the common PE features, our static analysis
approach aims to enhance the detection of malware that exploits CPLS for malicious
purposes. As demonstrated in Table 4.6, the inclusion of these derived features, partic-
ularly potential C&C_api_calls, significantly improves the detection accuracy of our
machine learning models. In addition to the static analysis approach, we also intro-
duced the innovative Dual-Sandboxing (DS) technique in the dynamic analysis chapter
(Chapter 5). This technique is specifically designed to extract a comprehensive set of
dynamic features that capture the characteristics of CPLS abuse as C&C infrastruc-
ture. The DS technique combines the strengths of two sandbox environments, Cuckoo
and Triage, to gather a broad spectrum of features related to both system interactions
and network activities. The features extracted using the DS technique include API call
patterns, file interaction metrics, system interaction patterns, domain communication
logs, and network traffic profiles. These features are selected to align with the attack
techniques identified in the taxonomy to detect malware that abuses CPLS for C&C
purposes. Further exploration and analysis of these attack techniques can be found in

Section 2.6.



Table 2.6: Taxonomy of Abusive Techniques Targeting CPLS

Technique

Abused CPLS Description Reference Occurrences

Steganography

Dropbox, Google Hiding communication between [95, 136, 51, 41, 9
Cloud Messaging bots and C&C servers within 129, 91, 149, 55,

(GCM), Discord, legitimate-looking files, such as 57]

Facebook, images or videos, and then trans-

Twitter, Imgur, mitting them through cloud storage

ImgBB, Evernote services

Continued on next page
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Table 2.6 — continued from previous page

Technique Abused CPLS Description Reference Occurrences
Encoding weibo.com, Using encoding to make commu- [118, 51, 99, 83, 40
Twitter, nications more difficult to detect, 155,157,121, 90,
Facebbok, such as base64 encoding used to 74, 140, 108, 96,
Google Docs, obfuscate C&C commands or data 84, 167, 160, 67,
Instagram, sent to the C&C server 112,116, 139, 94,

YouTube, Yahoo,
Quora, GitHub,
outdrive,
Dropbox, Google
Drive, OneDrive,
GCM, Microsoft
TechNet,
Pastebin, Mega
Facebook
Instance
Messenger,

Alibaba Cloud

162, 120, 35, 132,
56, 91, 146, 114,
62, 104, 97, 39,
33, 109, 52, 127,
92, 70, 143, 168,
163, 138]

Continued on next page
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Table 2.6 — continued from previous page

Technique

Abused CPLS

Description

Reference

Occurrences

Cryptography

Microsoft
Outlook, Gmail,
Dropbox,
CloudMe,
YouTube, Google
Drive, OneDrive,
Pastebin, Google
Docs, Slack,
Twitter,
Facebbok,
Weibo, GCM,
pCloud, Yandex
Disk, Github,
Mega, Alibaba
Cloud

Using encryption to secure commu-
nications between bots and C&C
servers hosted on cloud-based ser-

vices

[111, 149,99, 41,
51, 63, 106, 101,
37,32,48, 66, 67,
91, 102, 54, 61,
134, 160, 49, 133,
70, 143,168, 163,
40]

21

Continued on next page
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Table 2.6 — continued from previous page

Technique

Abused CPLS

Description

Fraudulent ac-

count creation

Teams, OneNote,
Outlook,
Discord,
Pastebin,
Facebook,

Twitter

Creating fraudulent accounts on
cloud-based services to use as a dis-
guise for C&C servers or to store

botnet-related data

Reference Occurrences
[149, 167, 55, 57, 6
52, 59]

Continued on next page
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Table 2.6 — continued from previous page

Technique Abused CPLS Description Reference Occurrences
Botmaster’s Twitter, Obtaining botmaster credentials or [155, 157, 80, 51
credentials or Telegram, hard-coded tokens to access cloud- 100, 47, 166, 35,

hard-coded

tokens

Evernote, Slack,
GitHub, Pastebin,
Google+,
CloudMe, GCM,
Google Docs,
Dropbox,
OneDrive,
Google Drive,
Gmail, Microsoft
Exchange Web
Services, pCloud,
Yandex Disk,
Mega, Alibaba
Cloud

based services, which can then be
used to host C&C servers or store

botnet-related data

38,147,159, 142,
93, 49, 44, 50,
53, 32, 171, 91,
140, 108, 96, 84,
135, 34, 77, 64,
102, 54, 47, 166,
36, 89, 43, 35, 88,
58, 113, 116, 65,
134,114, 62, 104,
144, 37, 45, 133,
143, 168, 163,
141, 115, 40]

Continued on next page
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Table 2.6 — continued from previous page

Technique Abused CPLS Description Reference Occurrences
Compromised Facebook Compromising legitimate user ac- [100, 161, 80, 13
Accounts Instance counts on cloud-based services to 106, 81, 97, 39,

Messenger, use as a disguise for C&C servers 171, 91, 144,

Facebook, or to store botnet-related data 169, 168, 95]

Twitter, Outlook,

GCM, Dropbox,

Microsoft

Exchange Web

Services Google

Drive
COM hijack- Outlook, Gmail,  Hijacking COM components on an [106, 101, 36, 89] 4
ing Dropbox infected system to communicate

with a C&C server hosted on a

cloud-based service

Continued on next page
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Table 2.6 — continued from previous page

Technique Abused CPLS Description Reference Occurrences
Al-powered Twitter Employing neural networks for dy- [165] 1
C&C namic addressing, identifies at-

tacker accounts via avatars, and em-

beds command in tweets via hash

collisions and data augmentation,
Process injec- Evernote Injecting malicious code into le- [159] 1
tion gitimate processes to communicate

with a C&C server hosted on a

cloud-based service and evade de-

tection
ComSpec Dropbox Modifying the ComSpec environ- [64] 1
environment ment variable to point to a com-
variable mand shell on a cloud-based service

to execute commands and commu-

nicate with a C&C server

SSUIPUL] YoIeasaY t'C

IS
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Evaluating the frequency and prevalence of attack techniques used to exploit CPLS as
C&C channels is crucial for understanding their popularity and effectiveness. Based
on the information presented in Table 2.6, these attack techniques have been observed
and documented across multiple references, indicating their use to varying degrees.
However, obtaining precise quantitative data on the frequency of these techniques can
be challenging due to the clandestine nature of cybercriminal operations and the ever-
evolving threat landscape. Consequently, we acknowledge that these references may
not encompass the entire spectrum of cyber threats associated with abusing CPLS.
Despite this, the comprehensive list of references presented in Table 2.6 and the count

of abuses by year for each technique illustrated in Figure 2.2 emphasize the importance

2015 2016

Year

of paying attention to these techniques.

Employed Abusive Techniques

19 Emm Botmaster's credentials

== Cryptography
18 EEE  Steganography
mmm Encoding
mmm Compromised Accounts
mm Fraudulent account
s COM hijacking
mmm Al-powered C&C
B Process injection
14 s ComSpec variable

Number of Abuses Reported
3

4
3
2
1
1
- S
0
2008 2009 2010

2om 2012 2013 2014

2017 2018 2019 2020 2021

Figure 2.2: Number of abuses by year for each technique.

2022
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Prevalent Techniques

Encoding and the use of botmaster’s credentials or hard-coded tokens are the most fre-
quently employed techniques across platforms and over time. Their prevalence could
stem from their relatively straightforward implementation and their ability to blend
with normal network traffic, which likely make them a preferred choice for many cy-

bercriminals.

Evolution and Trends

The complexity of techniques used by attackers seems to be increasing over the years.
While earlier years primarily witnessed encoding and the use of botmaster credentials
or hard-coded tokens, later years show a rise in more advanced techniques, such as

encoding, cryptography, compromised accounts, and even Al-powered C&C.

Increasing Complexity

In recent years, attackers have increasingly employed a combination of techniques,
and often abuse multiple CPLS platforms concurrently to increase the resilience of the
C&C infrastructure and complicate tracking and takedown efforts. For instance, we
have observed cases where cybercriminals combine encoding and cryptography tech-
niques to enhance the concealment of C&C operations. This trend implies that attack-
ers are continually advancing their tactics in order to evade detection. The combination
of techniques increases the difficulty of detection, suggesting that multi-layered secur-

ity strategies are essential for effective defense.

2020: A Year of Escalated CPLS Abuse for C&C

As depicted in Figure 2.2, the year 2020 witnessed a substantial increase in the abuse

of CPLS platforms for C&C operations. This escalation could potentially be attributed
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to the global COVID-19 pandemic, which resulted in a significant increase in online
activities. The expanded online presence created a fertile ground for cybercriminals,

offering them a larger pool of potential targets.

In response to RQ1, our analysis reveals that attackers employ a diverse range of tech-
niques to abuse CPLS as C&C channels. These techniques, as categorized in our
taxonomy (Table 2.6), include steganography, encoding, cryptography, fraudulent ac-
counts, use of botmaster’s credentials or hard-coded tokens, compromised victims’
accounts, COM hijacking, Al-powered C&C, process injection, and modifying sys-
tem variables. Many of these techniques align with tactics outlined in the MITRE
ATT&CK framework, underscoring their relevance to real-world threats. Significantly,
the Al-powered C&C technique proposed in the DeepC2 framework is a novel addi-
tion not yet represented in MITRE ATT&CK, highlighting the continual evolution of
attacker strategies. In terms of frequency, encoding and the use of botmaster’s creden-
tials or hard-coded tokens emerge as the most prevalent techniques across platforms
and over time, likely due to their ease of implementation and ability to blend with le-
gitimate traffic. However, the complexity of techniques appears to be increasing, with
recent years witnessing more advanced and combined techniques like encoding, cryp-
tography, compromised accounts, and Al-powered C&C. The year 2020, in particular,
saw a significant escalation in CPLS abuse for C&C, potentially linked to the increased
online activity during the COVID-19 pandemic. This surge underscores the adaptive
nature of cybercriminals in exploiting global events. In conclusion, attackers leverage
a wide array of techniques, from simple encoding to sophisticated Al, to abuse CPLS
as C&C channels. The frequency and complexity of these techniques are on the rise,
with attackers often combining multiple methods to enhance stealth and resilience.
This trend emphasizes the critical need for robust, multi-layered defense strategies to

counter the evolving threat landscape of CPLS abuse.
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2.4.2 RQ2: Which Types of CPLS Are Targeted for Abuse?
Correlation between Platform User Base and Abuse Occurrence

A positive correlation is observed between the number of users on a platform and the
number of malware instances targeting that platform. Platforms with a larger user base,
such as Google Docs, Dropbox, Twitter, Google Docs, Google Drive, YouTube, and
Facebook, tend to report more abuse instances. The logic behind this correlation is in-
tuitive; a larger user base provides a wider pool of potential victims for cyber attacks.
Based on the conducted statistical analysis, there appears to be a positive association
between the number of users on a platform and the number of abuse occurrences. Spe-
cifically, the slope of the regression line was calculated to be approximately 1.647—see
Figure 2.3. This suggests that for each increase of one unit (one billion users) in a plat-

form’s user count, the occurrence of abuse tends to increase by 1.647 units on average.

Platform Specific Trends and Corporate Usage

Table 2.7 presents a summary of malware occurrences grouped by CPLS. An occur-
rence is either an in-the-wild reported malware incident or a proof-of-concept (PoC)
malware developed by security researchers. The data showcase the diverse range of
CPLS exploited as C&C communication channels. CPLS like Dropbox, Google Docs,
Google Drive, Outlook, and OneDrive, widely utilized in corporate environments, are
particularly appealing to threat actors due to their integral roles in data storage, col-
laboration, and communication. Our analysis reveals that these platforms have been
exploited using a variety of techniques over the years, including botmaster credentials,
encoding, cryptography, and compromised accounts. The popularity of these platforms
in both the public sphere and corporate settings, coupled with their common usage for
file storage and sharing, makes them attractive targets for abuse as C&C infrastruc-

ture. Threat actors can leverage the trust and ubiquity associated with these platforms
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Clusters of Platforms Based on Number of Users and Abuse Occurrences
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Figure 2.3: Correlation between number of users and abuse occurrences.

to blend their malicious activities with legitimate traffic, making detection more chal-
lenging. Moreover, the use of these platforms for C&C communication allows threat
actors to maintain a persistent and stealthy presence within compromised networks.
By abusing the built-in features and APIs of these platforms, malware can retrieve
commands, exfiltrate data, and maintain a bidirectional communication channel with
the attacker, all while evading traditional security measures. The prevalence of these
platforms in corporate environments further amplifies the risk of abuse. As employ-
ees rely on these platforms for their daily work, malware that abuses them for C&C

communication can more easily infiltrate and propagate within the organization.

40

1.647
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Table 2.7: Malware occurrences grouped by CPLS: a reported abuse is for in-the-

wild malware incident, whereas a PoC (proof of concept) is malware created by

security researchers.

Incident Categories

CPLS Occurrences Reported Abuse PoC
Dropbox 17 [51, 34, 135,77, 64, [91, 88, 58, 169, 36,
102, 54, 166, 143] 40, 89, 43]

Twitter 13 [41, 51, 138, 155, 167, [121, 149, 111, 99,

47] 157, 35, 165]
Google Docs 8 [140, 56, 96, 84, 167, —

108, 160, 67]
Google Drive 8 [146, 114, 61, 62, 104, [91]
168, 167]
Youtube 8 [48, 139, 112, 116, 94, —
66, 67, 63]
Facebook 8 [161, 115,90, 63, 92] [95, 136, 111]
Slack 7 [141, 142] [49, 44, 50, 53, 42]
Outlook 6 [106, 83, 81, 97, 39] [59]
OneDrive 6 [116, 113,65, 134, 143] [91]
Pastebin 6 [140, 109, 52, 108, —
127, 66]

Github 6 [41, 120, 141, 35, 132] —
Gmail 4 [101] [45, 37, 158]
Telegram 4 [38, 93, 147, 115] —
Google Cloud 3 — [129, 171, 91]

Messaging
(GCM)

Continued on next page
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Table 2.7 — continued from previous page

Incident Categories

CPLS Occurrences Reported Abuse PoC
Evernote 2 [51, 104, 159] —
Google Scripts 2 [140, 108] —
Discord 2 — [55, 57]
ImgBB 2 [51, 167] —
Microsoft 1 [33] —
TechNet

CloudMe 1 [32] —
Imgur 1 [51] —
Google+ 1 [109] —
Facebook 1 — [92]
Instance

Messenger

File.io 1 [141] —
Yahoo 1 [162] —
Quora 1 [162] —
Microsoft 1 — [59]
Teams

Microsoft 1 — [59]
OneNote

Google Sites 1 [63] —
Instagram 1 [83] —
pCloud 1 [133] —
Yandex Disk 1 [133] —
Alibaba Cloud 1 [163] —

Continued on next page
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Table 2.7 — continued from previous page

Incident Categories

CPLS Occurrences Reported Abuse PoC
Mega 1 [143] —
Exchange 1 [144] —

Web Services

(EWS)

Anomaly Analysis

There are notable anomalies, wherein some platforms report low abuse instances des-
pite maintaining large user bases. For example, Instagram, with over 1.6 billion users,
recorded merely a single instance of abuse as indicated in Figure 2.3. Conversely,
platforms such as Dropbox, Twitter, Slack, Pastebin, and Telegram are outliers with a
smaller user base but a high number of abuse occurrences. This can be attributed to the

following factors:

* Platform usage patterns: Different platforms cater to different user behaviors and
usage patterns. For instance, platforms like Dropbox and Slack, despite having
smaller user bases, often attract business and professional users. This can make

them more appealing targets for abusers seeking access to sensitive information.

* Security measures: The level of security measures implemented by the platforms
plays a crucial role in the number of abuse occurrences. Platforms with robust
security features and stringent user verification processes might experience fewer

instances of abuse, even with a large user base.

* Platform features and accessibility: platforms that offer a broader range of func-
tionality and ease of use tend to attract more abusers, which provides more op-

portunities and tools for abusers to exploit.
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* Anonymity: platforms that offer a certain level of anonymity seem to attract
abusers. This could be because anonymity can make it easier for abusers to

avoid identification.

Emerging Threats

The advent of Al-powered C&C attacks in 2022 highlights the continually increasing
sophistication of cybercriminal tactics. While currently only observed on Twitter, it is
conceivable that threat actors may leverage Al in abusing more platforms like Drop-
box, Google Drive, Outlook, and OneDrive in the future. COM hijacking, though less
prevalent currently, has been observed in several instances and poses a significant risk
due to its ability to persist in a system undetected. This anticipatory threat underscores

the need for continuous research and proactive defense strategies in cybersecurity.

In response to RQ2, our analysis reveals that a wide range of CPLS are being targeted
for abuse as C&C infrastructure by malware. Platforms with large user bases, such
as Google Docs, Dropbox, Twitter, Google Drive, YouTube, and Facebook, tend to
experience more abuse occurrences. This is likely because a larger user base provides
attackers with more potential victims. However, some anomalies exist where platforms
with smaller user bases like Dropbox, Twitter, Slack, Pastebin and Telegram report a
disproportionately high number of abuse incidents. This may be attributed to factors
such as the types of users on the platform (e.g. business users being targeted), vary-
ing security measures across platforms, the range of features and ease of exploit on
each platform, and the level of anonymity provided. Particularly, platforms commonly
used in corporate environments like Google Docs, Dropbox, Google Drive, Outlook
and OneDrive are major targets. Attackers abuse these trusted, ubiquitous platforms
to hide malicious traffic, persist stealthily in networks, and infiltrate organizations as
employees use them in daily work. A concerning emerging threat is the use of Al in
attacks, currently seen on Twitter but likely to spread to other platforms. In summary,

attackers are targeting a diverse set of popular CPLS platforms to abuse as C&C in-
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frastructure, with corporate platforms being prime targets. Continuous research and

proactive defenses are needed as attack sophistication grows.

2.4.3 RQ3: What Countermeasures Have Been Proposed to Detect
the Abusive Use of CPLS as C&C Infrastructure?

Several techniques have been proposed for detecting abuse of cloud-native platforms
as C&C communication channels. Six of these detection strategies have been im-
plemented for use in a computer environment, while only one has been specifically
implemented for use on the Android OS. These techniques primarily focus on three

approaches: rule-based, behavior tree-based, and ML-based detection methods.

Rule-based Detection

Kartaltepe et al. [121] introduced a dual-level abuse detection system, comprising
client-side and server-side mechanisms. On the client side, they defined three fea-
tures to detect botnets: self-concealment, unusual network traffic, and questionable
provenance. They posited that connections to social media platforms might be con-
sidered suspicious unless driven by human actions. To differentiate between legitimate
users and bots, they employed behavioral biometrics, user input reactions, and graph-
ical user interface (GUI) interactions as detection metrics. On the server side, they
operated under the assumption that any communication with social media platforms
that involves textually encoded messages or posts is suspicious. They utilized the J48
decision tree algorithm to categorize input messages, differentiating between Base64
or Hexadecimal-encoded text and regular language content. However, these detection
methods come with certain constraints: (i) they don’t offer real-time detection since
the tests were conducted in a post-analysis lab environment, and (ii) crafty adversaries
could potentially bypass detection by using image-steganography techniques to embed

malicious commands within posts.
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Vo et al. [164] developed the API Verifier, a tool that uses CAPTCHA verification
to authenticate social media account access based on MAC addresses. This tool de-
termines whether an API call is made by a human or a bot, adding a protective layer
against automated bot activities. However, the API Verifier proposed by Vo et al. has
several drawbacks. First, the CAPTCHA verification system can be vulnerable to relay
attacks, potentially enabling botnets to circumvent the verification. Second, depending
solely on MAC addresses for user identification might fall short in situations where

users switch between multiple devices or when MAC addresses are easily spoofed.

Ghanadi et al. [107] delve into the study of stego-botnets that utilize steganographic
images on online social networks for C&C operations. They proposed a system named
SocialClymene, designed to detect covert botnets in social networks using stego-images.
The system has a negative reputation subsystem that analyzes images shared by social
network users and calculates a reputation score for each user based on their history of
participating in suspicious activities. The goal is to recognize botnets by analyzing the
behavior of the users and their history of involvement in suspicious activities. Never-
theless, these detection approaches have certain limitations: (i) the system might not
detect new botnets lacking a history of suspicious behavior, and (ii) it can be challen-
ging to accurately identify a user’s reputation, especially in dynamic online settings

where reputations can shift swiftly.

Behavior Tree-based Detection

Yuede et al. [118] introduced a behavior tree-based detection framework designed to
identify social bots through host activity monitoring. This framework is composed of
three main components: a host behavior monitor, a host behavior analyzer, and a de-
tection methodology. To construct and analyze a suspicious host behavior tree, they
crafted a social botnet called wbbot. Their design incorporated sample collections
from two distinct sources: real-world social bots [161, 115, 155, 157] and social bot

malware samples curated by researchers [136]. After running and evaluating this col-
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lection of social bots over a specified duration, they created a template library. This
library was subsequently used to determine the highest similarity value when com-
pared to the suspicious behavior tree. Upon the behavior tree’s completion, the tree
edit distance method was utilized to to calculate its similarity to the template, result-
ing in the final detection result. Nevertheless, this detection methodology presents a
notable limitation: a substantial false positive rate of 29.6%. Additionally, this sys-
tem’s could potentially bypass if attackers deploy a multi-process strategy or spread

malicious behaviors over varied time intervals.

Burghouwt et al. [85] proposed a causality detection mechanism designed to pinpoint
Twitter-based C&C channel communication. This is achieved by measuring the cor-
relation between user activity and network traffic. The authors operate under the as-
sumption that any network traffic directed to the OSN, which isn’t a result of human
actions like specific keystrokes or mouse movements, should be considered suspicious.
The causality detection approach utilizes a time frame that begins immediately after a
user event. This helps differentiate network activities triggered by genuine user actions
from those initiated by bots. However, this detection approach has certain limitations.
First, legitimate API calls, which are used for routine automated polling, might be
mistakenly identified as suspicious. Second, the primary metrics used to determine the
time gap between user activity and network requests might not be universally accur-
ate. This is because different machines and operating systems can have varied delay
times and performance attributes. Lastly, sophisticated bots could potentially circum-
vent this detection by observing user activities and executing commands in response to

user-initiated events.

ML-based Detection

Jietal. [117] undertook a detailed assessment of several previously studied abusive so-
cial bots. The authors incorporate spatial and temporal correlations to identify patterns

of the social bots. They gathered source code, builders, and execution patterns from
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established social botnets, including Twitterbot (Singh [156]), Twebot (Burghouwt et
al. [86]), Yazanbot (Boshmaf et al. [82]), Nazbot (Kartaltepe et al. [121]), wbbot (Ji
et al. [119]), and fbbot. Their objective was to scrutinize the techniques these bots
employ to bypass current detection systems. Drawing from their analysis, they pro-
posed a detection strategy using 18 features. This strategy uses spatial correlations to
recognize patterns across child processes, like multiple bots on one IP, and temporal
correlations to study event sequences for behavior patterns. However, their focus on

just six bots could limit the study’s applicability to other bots.

Ahmadi et al. [71] introduced a method designed to detect Android applications that
abuse Google Cloud Messaging (GCM) for C&C communication. By adopting the
Flowdroid tool [78] to extract GCM flows and identify GCM callbacks, they trained an
ML model using features like GCM registration ID, sender ID, and the type of GCM
message. Their findings indicate that GCM flow features can effectively distinguish
malicious applications. Nonetheless, the method might be vulnerable to evasion tactics
like obfuscation, which adversaries might use to mask GCM flows. Additionally, its
applicability is constrained, as it only works for Android OS and is not applicable in

Windows OS environments.

In response to RQ3, which asks about the countermeasures proposed to detect the
abusive use of CPLS as C&C infrastructure, our analysis reveals a diverse set of ap-
proaches spanning rule-based, behaviour tree-based, and ML-based detection methods.
These countermeasures, implemented across both computer and Android platforms,
employ various techniques such as host and server-side detection, GCM flow analysis,
API verification with CAPTCHA, negative reputation scores, and causality detection.
However, it is crucial to acknowledge the limitations of these countermeasures, as de-
tailed in Table 2.8. Common challenges include the potential for adversarial evasion,
the difficulty in accurately identifying reputation in dynamic online settings, and the
constraints in applicability across different platforms. Continuous research and im-

provement are necessary to enhance the effectiveness and accuracy of these detection
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mechanisms, ultimately strengthening the security of CPLS and preventing their abuse

as C&C infrastructure.
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Table 2.8: Comparative Overview of CPLS Abuse Detection Mechanisms in Re-

lated Works: categorized proposed detection mechanisms by whether they are

host-based or server-based, and identifies each as either proactive (P) or active

(A) in their approach to anomaly detection. Proactive approaches are those that

aim to prevent abuse before it occurs, while active approaches are those that re-

spond to abuse as it happens

Reference Host-

Server-

Based Based

Detection Mechanism

Limitation

Yuede et
al. [118]

P -

Kartaltepe P P

et

[121]

al.

Ahmadi

et

[71]

al.

P -

Constructs a behavior tree
based on host activity and
calculates its similarity to a
designated template using the
tree edit distance

Host-based: Uses behavioral
biometrics (keyboard, mouse
input) to identify suspicious
connections.  Server-based:
Classifies incoming messages
using the J48 decision tree al-
gorithm

Modifies the Flowdroid tool
for flow analysis to extract
Google
(GCM) flows, which are then

Cloud Messaging

used as features in a machine
learning model to identify

malicious Android apps

Evade detection by per-
forming random time delays
between different behaviors

of social bots.

Lack of empirical data and
evaluation and relies heavily

on case studies.

Limited to Android OS, chal-
lenging to identify if obfusca-
tion or hiding is implemented

on GCM flows

Continued on next page
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Table 2.8 continued from previous page

Reference Host-

Server-

Based Based

Detection Mechanism

Limitation

Vo et al.
[164]

Ghanadi
et al.

[107]

BurghouwtP

et al.

[85]

Ji et al.
[117]

P

A

Adopts a CAPTCHA verific-
ation technique to authentic-
ate social media accounts by
utilizing the MAC address,
distinguishing between API
calls from human users or
automated bots

Proposes SocialClymene, a
system that uses stego-images
to detect covert botnets in so-
cial networks by analyzing
user behavior and calculating
a reputation score based on
suspicious activities
Measures the causal relation-
ship between network traffic
and human activity to distin-
guish between user-triggered
and bot-originated network
events

Incorporates spatial and tem-
poral correlations to identify
patterns of behavior that may
be indicative of social bot

activity

Can be bypassed using relay
attacks, MAC addresses can
be easily spoofed or changed

by attackers

May not detect new botnets
with no previous history of
suspicious behavior, challen-
ging to accurately assess user
reputation in dynamic online

environments

Can be evaded by mimicking
human activity such as mouse
clicks or keyboard strokes,
may produce false positives
from legitimate APIs used for
automate

Focuses on only six social
malicious bots and may not

generalize to other botnets
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2.5 Challenges and Directions for Future Research

While some progress has been made in detecting CPLS abuses as C&C channels, sev-
eral challenges remain, and there are directions for future research that can further

enhance the detection mechanisms.

2.5.1 Quantity and Quality of Datasets

One of the challenges is the lack of dedicated datasets specifically designed for de-
tecting malware that abuses CPLS platforms as C&C channels. Future research should
focus on developing comprehensive and representative datasets that cover a wide range
of CPLS platforms and abuse techniques, thereby enabling researchers to effectively

evaluate and enhance detection mechanisms.

2.5.2 Quantity and Quality of Datasets

One of the challenges is the lack of dedicated datasets specifically designed for de-
tecting malware that abuses CPLS platforms as C&C channels. Future research should
focus on developing comprehensive and representative datasets that cover a wide range
of CPLS platforms and abuse techniques, thereby enabling researchers to effectively

evaluate and enhance detection mechanisms.

It is important to note, however, that obtaining precise quantitative data on the fre-
quency of these techniques can be challenging due to the secretive nature of cyber-

criminal operations and the constantly evolving threat landscape.

2.5.3 Emergence of AI-Powered C&C

As discussed in Section 2.6.8, Al-powered C&C emerged in 2022, indicating that at-

tackers are utilizing Al to abuse Twitter as a C&C infrastructure. Although its current
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observation is limited to Twitter, it is conceivable that threat actors may employ Al in
their abuses across various platforms. This highlights the importance of future research

focusing on developing defenses against Al-powered C&C.

2.5.4 Deep Packet Inspection (DPI)

DPI plays a crucial role in identification the of malicious activities within cloud envir-
onments. Its effectiveness, however, is often hindered by tactics employed by attackers
such as payload encryption, protocol encapsulation, and obfuscation. These tactics can
mask the presence of malicious commands and communications, including those that
involve CPLS platforms used as C&C infrastructure. Furthermore, the complexity of
CPLS traffic, combined with the large volume of encrypted data and the legitimate
use of these platforms, adds another layer of challenge to the application of DPI. This
complexity requires more sophisticated analysis and detection techniques, which can
discern subtle patterns of abuse amidst the large volume of normal traffic. In light of
these challenges, future research should explore innovative approaches to overcome
these obstacles and distinguish between legitimate and malicious uses of CPLS plat-

forms without violating user privacy.

2.5.5 Evasion Tactics

Attackers continuously evolve their tactics to evade detection mechanisms. Future
research should investigate advanced evasion techniques, such as obfuscation, poly-
morphism, and steganography. Robust countermeasures need to be developed to ef-

fectively detect and mitigate these tactics.
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2.5.6 Cross-Platform Abuse Detection

Cybercriminals often abuse multiple platforms simultaneously and launch coordinated
attacks. Research could focus on the development of cross-platform detection tech-
niques that can identify and correlate malicious activities across different CPLS plat-

forms.

2.5.7 Collaboration and Information Sharing

CPLS abuses often transcend individuals and require collaboration and information
sharing among different stakeholders, including cloud providers, security researchers,
and law enforcement agencies. Future research should explore ways to facilitate col-
laboration and information sharing to enhance the detection and mitigation of CPLS

abuses.

2.6 Abuse Attack Techniques

2.6.1 Steganography

This section examines the advancements in abusing CPLS platforms through image
and text steganography. Steganography as a covert channel has garnered substantial
attention from academia as demonstrated by proofs of concept, and from threat act-
ors as observed in actual hacking incidents. Our review uncovered multiple instances

in which CPLS were abused through the application of steganography techniques as
C&C.
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CPLS as a Primary C&C Communication Channel

ELISA (Elusive Social Army) [95] is an OSN-based botnet that abuses Facebook as
a covert C&C channel, disseminating its messages through victims’ social media ac-
counts. ELISA establishes a covert channel using a Unicode steganography technique,
inserting non-printable characters and invisible glyphs into user-generated messages
posted on OSNs. These hidden elements are not displayed during the rendering pro-

cess, making them hard to detect.

Stegobot [136], another OSN-based botnet, abuses Facebook as its main C&C com-
munication channel. To establish this covert communication path within the social net-
work, Stegobot employs a JPEG image steganography scheme known as YASS [56].
By doing so, it effectively embeds hidden information within digital images, thereby

augmenting its stealth and evasion capabilities.

Punobot [129], a mobile botnet targeting Android systems, cleverly utilizes Google
Cloud Messaging (GCM) for its C&C operations. Punobot employs a steganography
technique that transforms the original command messages into different ones to evade

detection by both users and the push notification service (PNS) server.

HAMMERTOSS [41] is a backdoor developed by the APT29 threat-active community.
HAMMERTOSS was well crafted to cover the tracks of APT29 using several tech-
niques, including building an algorithm that produces regular Twitter handles and the
steganographic embedding of images with malicious commands. HAMMERTOSS
also uses a domain generation algorithm (DGA) to create new Twitter handles. Whenever
the malware creates a new handle, the corresponding Twitter page is fetched, and the
page is searched for a particular pattern, which represents the encrypted C&C URL.
HAMMERTOSS utilizes GitHub and cloud storage services as the primary C&C com-
munication channels to transmit commands and relay stolen data from compromised
networks. To obtain the malicious commands, HAMMERTOSS implements stegano-

graphy techniques through images that contain encrypted malicious commands. Once
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HAMMERTOSS obtains the GitHub URL from its regular Twitter account, it visits
the page, retrieves the steganographic images containing encrypted data, and upon
successful connection and downloading, begins the decryption process to extract the

actual command and perform the intended malicious operation.

RegDuke [51] malware employs steganography and cryptography techniques to hide
data in PNG images. The developer of RegDuke misuses Dropbox by hosting stegano-
graphy images containing an encrypted malicious command for covert C&C opera-
tions. The backdoor lists the Dropbox directory corresponding to a clientld (the com-
promised machine) and downloads the embedded PNG files. When images from the
Dropbox directory are downloaded, the RegDuke code scans through all the image
pixels and extracts data from them. The hidden data are specifically extracted from the
implant, and the content is decrypted using an advanced encryption standard (AES)
key that is hard-coded in the payload, which can be one of the following weapons of

attack: Windows executable, Windows DLL, or PowerShell script.

This backdoor only resides in memory and relies on steganography to hide data in im-
ages using a technique called “least significant bit”, which stores and combines 8 bits
of data into a total of 24 bits of data per pixel: 8 for red, 8 for green, and 8 for blue.
RegDuke consists of a loader and a payload, both components written in .NET. Reg-
Duke persists by using a WMI consumer named MicrosoftOfficeUpdates. The threat
technical report [51] identifies four different primary variants of the RegDuke loader
between August 2017 and June 2019. The first version was not obfuscated and had
the encryption key hard-coded in the code. Later versions directly read the encryption
key from the Windows registry and employed various obfuscation techniques, such as

flattening the control flow or using .NET Reactor, a commercial obfuscator.

In 2012, Shuai et al. [153] proposed a malware called SUbot that leverages blog web-
sites for the creation of covert channel communications to evade detection. The author
of SUbot implemented steganography and cryptography strategies, using RC4 to hide

a secret message and appending the ciphertext message to the end of a JPG file. The
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modified JPG file containing an executable command was then uploaded to a blog.
When the infected mobile device visits the URL of the blog site, it downloads and

retrieves the plaintext commands from the JPG image.

CPLS as a Redirector to C&C Domain

Twitter has been abused by the HAMMERTOSS malware as a mapper for the malicious
URL. This is achieved by searching for a tweet with a URL and a hashtag; the URL
points to the location of the C&C website with one or more images, while the hashtag

allows HAMMERTOSS to extract encrypted instructions from an image file.

PolyglotDuke [51] is malware that is used by APT29 cyber espionage as a downloader
for the MiniDuke backdoor. It uses various public websites, such as Twitter, Imgur,
ImgBB, or Evernote public notes, to retrieve and decode the C&C URLs. It moreover

relies on image steganography for its C&C communication channel.

Insights

Our review of steganography in the context of abusing the CPLS as C&C channels

presents several important insights:

» Steganography has become a popular method among threat actors for maintain-
ing a covert communication channel, often serving as the primary C&C channel.
Cases like ELISA, Stegobot, Punobot, HAMMERTOSS, and RegDuke demon-
strate the use of different steganographic techniques—from Unicode and image
steganography to the least significant bit technique—effectively hiding malicious

commands and evading detection.

* Online social networks (OSNs), along with other online platforms, have become
common targets for misuse. As seen with ELISA and Stegobot using Facebook

and HAMMERTOSS exploiting GitHub, these platforms provide a vast, noisy
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environment in which malicious activities can blend in, thus enhancing the ef-

fectiveness of the steganography.

» The sophistication and complexity of steganographic techniques have been in-
creasing. Advanced encryption standard (AES) keys, domain generation al-
gorithms (DGAs), and obfuscation techniques like .NET Reactor have been used
in conjunction with steganography to further hide and protect the malicious pay-

loads.

* Mobile platforms are not immune to these types of attacks. As shown by Puno-
bot, steganography can also be employed in attacks targeting mobile devices, in

this case using Google Cloud Messaging as a C&C channel.

 Steganography is not only used for direct C&C communications but also serves
as a means of redirecting to C&C domains. HAMMERTOSS and PolyglotDuke

represent cases where steganography was used to decode the C&C URLs.

2.6.2 Encoding

Encoding, typically employed to ensure data integrity and confidentiality, is paradox-
ically being weaponized to aid C&C operations. This technique obscures malicious
communications, making them harder to detect and interpret. Our study reveals that all
identified malware variants using encoding are designed to evade detection and main-
tain the secrecy of their operations. The following example illustrates how encoding is

used to support confidentiality in the context of CPLS abuse.

CPLS as a Primary C&C Communication Channel

Nazario [138, 155] identified a Twitter account being maliciously used as a C&C oper-

ations coordinator. The botmaster set up a Twitter account named “upd4t3” to conceal



2.6 Abuse Attack Techniques 75

and disseminate malicious C&C messages, demonstrating how encoding enhances the

confidentiality of malicious communications:

1. The botmaster broadcasts Base64-encoded commands via tweets.
2. Bots retrieve these encoded messages through an RSS feed.

3. Bots then decode the messages to execute the hidden commands.

This encoding process supports confidentiality in several ways:

* It obfuscates the true nature of the commands, making them incomprehensible

to casual observers and many automated detection systems.

* The encoded messages blend with the normal encoded web content, making

malicious traffic less distinguishable.

* The decoding step adds a layer of protection, as the true content cannot be un-

derstood without first decoding the message.

This encoding technique significantly enhances the confidentiality of C&C communic-
ations. It makes the malicious messages more difficult to identify and interpret without
prior knowledge of the specific encoding scheme used, thereby supporting the overall

goal of maintaining secrecy in botnet operations.

CPLS as Redirector to C&C Domain

ESET researchers discovered a Korplug variant [56] used by the Advanced Persistent
Threat group, the Winnti group. This variant exploited publicly shared Google Docs
files to extract its C&C address from a seemingly legitimate block of text using the

well-known DZKS and DZJS delimiter strings.

An APT group named Turla used a trojan backdoor housed in a Firefox extension to

retrieve the C&C URL. Turla APT is a cyberespionage group with over a decade of
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activity. In the analyzed sample of this threat report [83], the C&C domain was ob-
scured using an encoding technique in a well-known celebrity’s Instagram comment.
More specifically, the Firefox extension parsed the photo comments on the official Ins-
tagram account and calculated a custom hash value. If the comment hash value equaled
183, a regular expression (?:\\u200d (?:#1@) (\\w) was then executed against
the matched comment to obtain the C&C shortened URL path, which subsequently led
to the actual C&C URL.

Stantinko [112] is a remotely configured cryptomining module that utilizes most of the
compromised machine’s resources. Stantinko malware interacts with its mining pool
indirectly, through an IP address collected from YouTube video descriptions. These
C&C IP addresses are concealed in a hexadecimal format in the video description

string.

Janicab malware has exploited YouTube [116] to obtain the C&C IP. To retrieve the
actual C&C IP address, the malware navigates through comments on specific YouTube
videos. If a format such as “our 50380702789658th psy anniversary” is matched, the
obscured number from the matched comments is extracted and converted to the actual

C&C IP address.

Palo Alto [162] documented two similar malware variations, CONFUCIUS_A and
CONFUCIUS_B, which abused legitimate websites to retrieve C&C server IP ad-
dresses instead of using DNS lookups. To illustrate how the IP for the C&C domain is
decoded, CONFUCIUS_A and CONFUCIUS_B use Yahoo and Quora to circumvent
traditional mechanisms, parsing for keywords between specific phrases previously pos-
ted by the threat actor. The malware then decodes the interim phrase by substituting
words for components of an IP address. A basic lookup table is used to decode and

derive the C&C IP address.

Palo Alto also analyzed a new variant of the SunOrcal malware family [120], which
exploited the GitHub service by employing a de-obfuscation process of Base64 and

XOR decoding to extract a C&C server. Strategically, this sample was configured to
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connect to a specific file hosted on the GitHub repository to extract the data leading to
the real C&C server. Text between two particular strings within this target file is parsed

and encoded to derive the C&C URL.

The Scote backdoor is malware, discovered by Palo Alto Networks [109], that misuses
legitimate third-party web platforms like Pastebin and Google+ as covert C&C com-
munication channels. The Scote payload establishes a connection to these legitimate
platforms’ URLs to retrieve data and parse for specific commands to be executed by

the compromised machine.

Insights

Our study of encoding in the context of abusing the CPLS as C&C channels presents

several important insights:

* Encoding serves a dual purpose in these attacks. It not only provides a method
of concealing C&C communications within legitimate service traffic, but also, it

allows threat actors to hide the actual location of their C&C servers.

* Many of the observed malware variants, including the Korplug variant, Janicab,
and CONFUCIUS_A and CONFUCIUS_B, demonstrate creative use of regular

expressions and encoding techniques to retrieve C&C server addresses.

» Threat actors exhibit adaptability in their encoding methodologies, leveraging
the specific characteristics of each platform to embed encoded data. For instance,
using Instagram photo comments or YouTube video descriptions to conceal en-

coded commands or C&C server addresses.
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2.6.3 Cryptography
CPLS as a Primary C&C Communication Channel

Shuai et al. [153] introduce SUbot, a botnet specifically designed for mobile platforms.
SUbot leverages micro-blogging for evasion purposes and implements cryptography
using RC4 to conceal a secret message. This message, which contains a malicious
command, is appended to the end of a JPG file. Following this, the author of SUbot
uploads the modified JPG file, which now contains an executable command, to a blog.
When an infected mobile device visits the URL of the site, it downloads the image and

retrieves the encrypted commands from the JPG file.

Sebastian et al. [149] designed a botnet to conceal malicious commands within a tweet.
In their proposed experiment, the Botmaster covertly injects encrypted malicious com-
mands into tweets to evade security measures. The format of the malware-infected
tweet follows the #keyword command pattern, where the value of the command is
encrypted. The bot then retrieves the tweet from the Botmaster’s fake Twitter accounts
and extracts the provided encrypted command. This command is then decrypted and

interpreted, launching an attack on the infected machine.

He et al. [111] constructed prototypes of web test automation rootkit (WTAR) bots:
Fbbot, Twbot, and Wbbot. These bots abuse Facebook, Twitter, and Weibo, respect-
ively, as C&C infrastructures. The web test automation (WTA) technique, initially
developed for automating browsers and testing websites, can perform actions such as
filling in forms, reading data from web pages, and clicking elements on web pages.
The WTAR-based technique has been leveraged to mimic typical user behaviors on
an OSN. To better conceal the communication, thus making detection more difficult,
both the botmaster and the bot use the data encryption standard (DES) to encrypt the

commands and their corresponding execution results using a predefined key.

The Turla backdoor is a type of malware that exploits a victim’s Outlook mailbox, us-

ing it as a transport layer for its C&C operations, receiving commands, and exfiltrating
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data. To better conceal the malicious commands and execution results, the designer of
the Turla backdoor takes advantage of a previously opened session of the victim to gain
access to the default mailbox profile [106]. In addition, the backdoor creator employs
the MISTY1 symmetric encryption method. This method is used to create specially
crafted PDF documents that contain either encrypted malicious instructions or con-
fidential information, which are then attached to the compromised Outlook account’s

inbox.

ESET researchers [101] investigated a backdoor variant called ComRAT, which abuses
Gmail as a covert C&C channel to receive commands and exfiltrate data. The Com-
RAT botnet authorizes the Gmail account using credentials embedded in the malware
payload. ComRAT then connects to the Gmail HTML web interface to search for an
email with a specific subject. Once matched, the email attachment is downloaded and
decrypted via the AES-256 algorithm to extract the malicious command for execution.
The executed command result is then encrypted using RSA-2048 and emailed to the
threat actor, often hosted on GMX or VFEmail. To ensure persistence, ComRAT de-
velopers rely on a technique known as COM hijacking to tamper with the Windows

registry, causing the ComRAT botnet to execute every time the user logs in.

RegDuke malware [51] utilizes cryptographic techniques to secure the data transmitted
between the botmaster and the bots. Once an image is downloaded from Dropbox, the
bot loops over the image pixels to extract data. The bot then decrypts the information

with an AES key hard-coded in the payload to retrieve malicious commands.

The CloudMe platform was exploited by CloudAtlas malware [32] as a covert com-
munication channel. To make the transmitted messages between the attacker and the
victim undetectable, the designer of the CloudAtlas malware employs cryptography
with AES and data compression with LZMA techniques. The malware is configured
to include encrypted contents such as the C&C’s CloudMe URL, a username and pass-
word, and two folders on the CloudMe server for storing malicious commands and

uploading the victim’s data. The malware downloads the encrypted malicious com-
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mands uploaded by the threat actor, decrypts them, and then interprets them. It then

uses the same mechanism to upload the result back to the server.

CPLS as Redirector to C&C Domain

Dong et al. [99] proposed a botnet design that combines QR codes, Twitter search,
domain generation algorithms (DGAs), cryptography (AES and RSA), and Tor. In
their design, Twitter is utilized as a mapper to the C&C web server. The Twitter search
engine is queried for a particular keyword to locate the botmaster’s post, which includes
a QR code image. Upon scanning the QR code, the encoded combination of three
components—the C&C web server address, the hard-coded token, and the RSA public
key is retrieved. The recovered RSA public key is then used to encrypt the data to be

sent to the C&C web server.

The Casbaneiro botnet [48] utilizes YouTube, a legitimate website, to store its C&C
server domains. The malware operator of Casbaneiro embeds an encrypted C&C
web server address in a false Facebook or Instagram URL within the description of
a specific YouTube video. This serves to redirect compromised machines to the threat

actor’s C&C infrastructure.

Insights

The use of cryptography techniques plays a crucial role in malware and botnet oper-
ations. It is primarily used for two purposes: protecting C&C communications and
hiding malicious commands or data within legitimate-looking content. Our review of
cryptography in the context of abusing the CPLS as C&C channels presents several

important insights:

* The combined use of cryptography along with the abuse of popular CPLS plat-

forms for C&C channels illustrates the increasing sophistication of botnet strategies.
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These platforms provide an additional layer of security and reliability, making
it more difficult to detect botnet activities due to the reputable nature of these

services.

* Botmasters frequently embed encrypted malicious commands into digital con-
tent, such as images or social media posts. These commands are later extracted
and decrypted by bots for execution as demonstrated in cases like SUbot, Com-

RAT, and RegDuke.

* Cryptography is often combined with other techniques to enhance security and
evasion capabilities. For instance, the ComRAT botnet merges cryptography

with COM hijacking to ensure persistent execution.

2.6.4 Botmaster Login Credentials or Hard-Coded Token
CPLS as Primary C&C Communication Channel

Nazario [138, 155] identified a Twitter account, named “upd4t3”, that was being mali-
ciously utilized as a C&C operations hub. The botmaster used this account to distribute
Base64-encoded commands via tweets. The bot then fetched these commands using
the RSS (really simple syndication) feed, decoded them, and executed them, thus es-

tablishing a covert C&C communication route.

Singh et al. [157] developed an OSN-based botnet named SocialNetworkingBot that
leverages Twitter for its C&C communications. The malware author used authentic-
ated official Twitter accounts to post tweets containing disguised commands to be inter-
preted by the bots. The botmaster posted tweets using approximately 300 pre-defined
keywords to facilitate fetching the tweets. Bots queried the Twitter search engine for
specific keywords to retrieve these tweets from the botmaster account, which served
as a rendezvous point. The bots then fetched and executed the malicious commands

embedded in these tweets.
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Telecrypt [38, 115] is a type of ransomware that abuses Telegram’s instant messaging
API for its C&C infrastructure. Initially, the botmaster sets up a Telegram bot, which
utilizes TeleCrypt ransomware to enable interaction between the threat actors and the

compromised machine.

Upon infecting a machine, the ransomware employs Telegram’s ‘sendMessage’ method.
This method enables the bot to transmit messages to a chat thread associated with a spe-
cific number. This number is hard-coded into the ransomware’s body, and is used to
deliver a “successful infection” report back to the attackers. This is performed using

the following request:

https://api.telegram.org/bot<token>/sendmessage?chat_id=<chat>

&text=<computer_name>_<infection_id>_<key_seed>

The request includes the following parameters:

<chat>: Represents the chat number with the cybercriminal.
e <computer_name>: The name of the infected computer.
* <infection_id>: A unique identifier for the infection.

* <key_seed>: A number used as the basis for generating the file encryption

key.

Following the transmission of this information, the trojan scans the infected machine’s
hard drives, looking for files with specific extensions. Once such files are identified,
they are encrypted bytewise. This encryption is achieved by adding each file byte to

the corresponding key bytes, employing a simple encryption algorithm.

ESET researchers have uncovered a unique malicious toolkit, TeleBot.AA [93], de-
veloped by the TeleBots APT group. This toolkit was specifically designed to abuse

Telegram for C&C operations, utilizing the Telegram Bot API. Each version of the
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backdoor contains individual hard-coded credentials, indicating the presence of a Tele-
gram Messenger account for each sample. The attacker communicates with the com-
promised systems through private Telegram chats, enabling the exchange of commands

and retrieval of results.

Palo Alto Networks has detailed in an article [147] a malicious Android trojan known
as “TeleRAT”. This trojan abuses the Bot API of Telegram to carry out C&C activities.
The TeleRAT spyware infiltrates the victim’s Telegram app by masquerading as a le-
gitimate application that promises to provide a count of profile visitors. The APKs of
the malicious app contain hard-coded Telegram bot API keys, enabling them to period-
ically send beaconing signals at precise intervals of 4.6 s and await specific commands

from the attacker.

TrendMicro [104] recently discovered a malware variant named BKDR_VERNOT.A
that employs a clever technique to avoid detection. This malware utilizes legitimate
services like Evernote, a web-based note-taking application, as a proxy server to estab-
lish communication with the botmaster. Upon successfully infecting the victim’s ma-
chine, BKDR_VERNOT.A drops a .DLL file that injects itself into a genuine process,
generating legitimate network traffic in order to evade detection by security solutions.
The payload of BKDR_VERNOT.A leverages hard-coded official Evernote account
credentials to connect to saved notes, enabling the backdoor to retrieve malicious com-

mands and upload stolen data to a designated drop-off zone.

TrendMicro researchers discovered and analyzed a backdoor called “SLUB”, which
abuses three legitimate platforms—Slack, GitHub, and File.io—to establish its C&C
infrastructure [141]. The threat actor sets up a Slack workspace and a GitHub account
to facilitate SLUB backdoor C&C operations. To interact with the Slack API, the de-
signer of SLUB embeds two hard-coded authentication tokens. The operator of SLUB
uploads malicious commands to GitHub snippets, which the backdoor then retrieves
and executes. The results of these commands are subsequently uploaded to both Slack

and File.io.
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TrendMicro researchers discovered a variant of the SLUB backdoor four months after
the first version was identified [142]. This evolved version discontinued using Git-
Hub for its C&C operations, instead opting to fully integrate Slack workspaces as
the covert C&C communication channel between the malware and its controller. The
updated SLUB variant employs the same authentication approach as the previous ver-
sion between the backdoor and its controller. Once a victim machine is infected by
the SLUB backdoor and attempts to join a Slack workspace, a new channel titled
<use_name>—-<pc_name> is created. If the SLUB threat actor wants to execute
a malicious command, they post the message to a victim-specific channel in Slack.
The SLUB backdoor on the victim’s machine then responds by parsing and executing

the requested command.

The CloudAtlas malware exploited the CloudMe platform as a covert communication
channel [32]. To secure the messages transmitted between the attacker and the victim
and to make them undetectable, the designer of CloudAtlas employed a combination
of AES cryptography and LZMA data compression techniques. The malware was con-
figured to contain encrypted contents including the C&C’s CloudMe URL, a username
and password, and two folders on the CloudMe server designated for storing malicious
commands and uploading the victim’s data. Specifically, the botmaster uploads the
encrypted malicious commands to the account, which the malware then downloads,
decrypts, and interprets. The malware employs the same mechanism to upload the

results back to the server.

Zhao et al. [171] introduced C2DM, an Android botnet architecture that abuses Google’s
Cloud to Device Messaging (C2DM) service for the dissemination of C&C commands.
C2DM, a cloud-based push notification service for Android developers, was exploited
in this botnet to eliminate the need for a direct connection between the botmaster and
the bots. By blending the malicious bot traffic with the legitimate C2DM traffic from
other Android apps, this botnet can covertly transmit its traffic. Furthermore, Zhao et

al. [171] highlighted that many existing botnet detection strategies struggle to detect
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this type of push-like mobile botnet, as both malicious bots and legitimate applications

use official push servers to receive updates.

Chen et al. [91] developed CloudBot, an enhanced version of a push-styled botnet [91].
CloudBot is a hybrid structured smartphone botnet (combining hierarchical and P2P
structures) that abuses ten cloud-based push services (GCM, JPush, XGPush, ZYPush,
GeXinPush, and Airbop) as a C&C downstream channel. Meanwhile, prominent cloud
services like Dropbox, OneDrive, and Google Drive are used as a C&C upstream chan-
nel. CloudBot’s design allows botmasters to send commands to bots in the form of
legitimate push traffic via cloud-based push services. The bot then uploads the ex-
tracted data using cloud-based storage services. A significant advantage of using push
services in a mobile botnet is the ability to avoid direct communication with C&C
servers for command retrieval. CloudBot accesses the cloud storage services by em-
bedding the account information and access token into a push message, which is then
delivered to bots using the push services. Cloud-based push services can only support
text messages. To satisfy this requirement and evade detection during command trans-
mission, CloudBot incorporates three levels of obfuscation: encryption, encoding, and

high-order mimic functions.

CPLS as Redirector to C&C Domain

Chen et al. [91] designed and implemented an Android-based push-styled botnet that
abuses Google’s message push service, GCM. This service is used as a mapper to direct
users to the C&C URL domain to carry out malicious activities. For a more detailed

discussion, refer to Section 2.6.4.

Insights

Our review of botmaster login credentials or hard-coded tokens in the context of abus-

ing the CPLS as C&C channels presents the following insight:
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* Many types of malware, like Telecrypt, TeleBot.AA, TeleRAT, BKDR_VERNOT.A,
and CloudAtlas, use hard-coded credentials or tokens to authenticate themselves
to these online services. These credentials or tokens are often embedded dir-
ectly into the malware, enabling it to automatically and seamlessly connect to

the service.

2.6.5 Compromised Accounts
CPLS as a Primary C&C Communication Channel

ELISA [95] is an OSN-based botnet that enables the botmaster to communicate with
their bots by leveraging unaware user interactions and concealing its messages within
victims’ posts. ELISA constructs an overlay network, which interacts with typical
users to deliver messages across the entire botnet. To ensure confidentiality, the C&C
communication is safeguarded by using encryption and signatures between the bot-

master and their bots.

As outlined in Sections 2.6.3, the Turla malware [106] leverages the victim’s already
opened session to access the default mailbox profile. Consequently, communication
between the compromised Outlook email and the botmaster’s email takes place through

either an encrypted malicious instruction or encrypted PDF attachments.

CPLS as Redirector to C&C Domain

The Koobface botnet [161] [115] is a social botnet that primarily relies on popular
social networking sites like Facebook and Twitter for propagation. To achieve this, the
botnet spams legitimate social network users and takes them through multiple layers of
URL redirection to evade blocklist detection. The obfuscation process involves using

blogs, RSS feeds, and shortened URLS to resolve and connect to the C&C URL.
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2.6.6 Fraudulent Account
CPLS as a Primary C&C Communication Channel

Sebastian et al. [149] described a method that abuses Twitter as the main C&C commu-
nication medium by concealing the malicious commands within tweets. As discussed
in Section 2.6.3, the bot retrieves the tweet from the botmaster’s fake Twitter accounts,

decrypts the embedded command, and executes it.

2.6.7 Component Object Model (COM) Hijacking
CPLS as a Primary C&C Communication Channel

Researchers at ESET conducted a thorough analysis of the Turla backdoor malware [106].
Turla exploits the victim’s Outlook mailbox for C&C communication, receiving in-
structions, and exfiltrating data. After infecting the host, Turla utilizes the legitimate
messaging application programming interface (MAPI) to interact with Outlook, grant-
ing complete control over the target mailbox and utilizing additional MAPI functional-
ities. To ensure persistence and concealment, the operators employ the COM to modify
the Windows registry. This Microsoft technology enables developers to manipulate
objects in various applications. The communication between the botmaster and the
infected bot takes place through email, utilizing specially encrypted PDF attachments
to transmit operational commands and exfiltrated information between compromised

Outlook emails and the botmaster’s email.



2.6 Abuse Attack Techniques 88

2.6.8 Artificial Intelligence (AI)-Powered C&C

CPLS as a Primary C&C Communication Channel

Wang et al. proposed DeepC2 [165], an innovative Al-powered C&C framework de-
signed to address the challenges of covert communication on OSNs. Their approach
leverages a neural network model for dynamic addressing, allowing the malware to
identify the attacker’s accounts through the extraction of feature vectors from avatars.
By utilizing hash collision and easy data augmentation techniques, the attacker em-
beds commands within normal-looking tweets, ensuring covert communication while
avoiding detection by OSN platforms. The framework leverages Twitter Trends as a

rendezvous point.

2.6.9 Process Injection
CPLS as a Primary C&C Communication Channel

As discussed in Section 2.6.4, the BKDR_VERNOT.A malware [104] abuses the Ever-
note platform for its malicious operations. The threat actor’s Evernote account creden-
tials, hard-coded into the malware binary, enable the bot to fetch malicious codes stored
in the notes on the service. Upon execution, BKDR_VERNOT.A drops a specifically
formatted .DLL file, or component, into the computer’s temporary directory and in-
jects itself into the legitimate process of Windows Explorer. This .DLL file initiates

the backdoor’s actual operations.
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2.6.10 COMSPEC Environment Variable
CPLS as a Primary C&C Communication Channel

The BoxCaon backdoor, discovered by researchers at Checkpoint [64], abuses Drop-
box as its C&C infrastructure. The backdoor employs the COMSPEC environment
variable, which typically points to the command-line interpreter (cmd.exe), to execute
malicious commands. The procedure works as follows: the attacker uploads files or
commands to the Dropbox folder. The malware then fetches this folder and downloads
all its contents to a working directory. If the file ‘c.txt’, which contains the attacker’s
command, is found in this working directory, the backdoor executes the command us-
ing the COMSPEC environment variable. The results of the command execution are

then uploaded back to Dropbox, and the command is deleted.

2.6.11 Exploit Multiple Processes

CPLS as a Primary C&C Communication Channel

Yuede et al. [117] developed Wbbot, a social bot that exploits Twitter for C&C op-
erations. The bot is designed to divide malicious behaviors into multiple processes,
aiming to evade behavior detection mechanisms. Each process is dedicated to a spe-
cific malicious behavior, allowing them to exhibit benign behavior. Such a decentral-
ized approach can make it challenging for traditional detection methods to accurately

identify the overall malicious behavior.

2.7 Research Gap Analysis

Despite the range of defense mechanisms proposed in the literature, this chapter ana-

lysis revealed a deficiency in detection systems for effectively identifying the abuse of
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the CPLS as C&C infrastructure. This research gap was identified through this SLR.
Our work contributes to the research in this area by introducing a refined taxonomy
of abusive strategies. This taxonomy categorizes the methods used by threat actors to
abuse CPLS as C&C infrastructures. In addition, this chapter elaborates on existing
detection methods, examines their effectiveness, and highlights their limitations. The
identified research gap underscores the need for further research and development of

more robust and comprehensive detection systems.

2.8 Summary

In this chapter, we have conducted a comprehensive literature review on the abuse
of Cloud-based Public Legitimate Services (CPLS) as Command and Control (C&C)
channels by botnets. Our Systematic Literature Review (SLR) has identified and cat-
egorized ten different types of abusive attacks, providing a more granular understand-
ing of the threat landscape compared to previous surveys. Through our research, we
have discovered that the abuse of CPLS as C&C channels is not limited to a par-
ticular type of service; instead, it is pervasive across a variety of platforms, includ-
ing cloud storage, social media, business communication platforms, and more. Bot-
nets have evolved significantly over the years, adopting diverse methods to exploit
CPLS for C&C communication, such as steganography, cryptography, COM hijack-
ing, process injection, and COMSPEC environment variable exploitation. Our find-
ings also highlight the increasing sophistication and complexity of attack techniques
employed by threat actors. The combination of multiple techniques, such as encoding
and cryptography, and the concurrent abuse of multiple CPLS platforms, demonstrate
the adaptability and resilience of modern botnets. Moreover, the emergence of Al-
powered C&C attacks underscores the continual evolution of cybercriminal tactics.
The countermeasure strategies proposed to date, both in computer and Android envir-
onments, involve detecting anomalies in user behavior, CAPTCHA verification, repu-

tation score calculation, and causality measurement between user activity and network
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traffic. However, each of these strategies comes with its own limitations, emphasizing
the need for continued research and development of more robust and effective detection
and prevention mechanisms. Our SLR also highlights the correlation between platform
user base and abuse occurrence, with platforms like Google Docs, Dropbox, Twitter,
Google Drive, YouTube, and Facebook reporting more abuse instances due to their lar-
ger user bases. However, anomalies exist, with some platforms like Instagram report-
ing low abuse instances despite their substantial user base, while others like Dropbox,
Twitter, Slack, Pastebin, and Telegram experience high abuse occurrences despite a
smaller user base. In conclusion, this literature review has provided a comprehensive
understanding of the current state of research on the abuse of CPLS as C&C channels.
It has identified the diverse range of attack techniques employed by threat actors, the
increasing sophistication and complexity of these techniques, and the limitations of
existing countermeasures. The insights gained from this review underscore the critical
need for ongoing research and innovative solutions to effectively detect, prevent, and

mitigate the abuse of CPLS as C&C channels by botnets.
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Chapter 3

CPLS Malware and Benignware

Dataset: Collection and Preprocessing

3.1 Introduction

In this chapter, we provide background information on the dataset and preprocessing
steps utilised in our research on detecting the abuse of Cloud and Public Legitimate
Services (CPLS) for malicious command and control (C&C) infrastructure. Our data-
set comprises malware files in the Portable Executable (PE) format, which is widely

used in the Windows operating system and is a common vehicle for malware delivery.

First, we discuss the rationale behind our decision to concentrate on the PE file format,
highlighting the dominance of Windows in the desktop operating system market and
the prevalence of PE files among submissions to VirusTotal, a leading malware ana-
lysis platform. Next, we describe the process of identifying the exact CPLS domains
that have been exploited by malicious actors for C&C communications, as well as the
trends in CPLS domain abuse over the years, which underscores the growing threat
posed by this type of attack. Finally, we outline the steps involved in collecting and
curating our dataset, including the use of VirusTotal Intelligence Agent, Cuckoo sand-
box, and various sources for both malicious and benign samples. We also explain the
measures taken to ensure a balanced dataset and maintain data quality throughout the

preprocessing phase.
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3.2 Background

The dataset in this work include only the Portable Executable (PE) file format. The PE
file is a standard format for executables, object files, and dynamic-link library (DLL)
in the Windows operating system [20]. It contains information about the structure and
layout of an executable file, including the entry point, the code and data sections, and

the dependencies of the program.

The focus on the PE file format is driven by two primary factors. First, its widespread
use in the Windows environment is highlighted in Figure 3.1, showing that Windows
has maintained a dominant market share in desktop operating systems (OS) from 2013
to 2023. Second, Figure 3.2 indicates that the PE file format is the most commonly
submitted among all file types on VirusTotal, which is a widely used repository that
allows users to submit suspicious files and URLs for scanning by multiple antivirus

engines and other security tools.
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Figure 3.1: Global distribution of market share among different OS used in

desktop PCs [7].
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Figure 3.2: VirusTotal submission by file format [26].
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In Section 3.2.1, we summarise the PE file format [20], including details on the struc-

ture and content of PE files, which are commonly used to run programmes on Windows

systems.

3.2.1 PE File Format

The PE file format is one of the most prevalent types of executable files used in mal-

ware. PE files have a certain structure and contain various fields that provide informa-

tion about the file [16]. In the context of malware CPLS abuse detection,

specific fields

within the PE file format can be crucial for distinguishing between malicious and be-

nign files. The entry point of a PE file is a crucial component that specifies the starting
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address where the program begins execution. It’s defined in the Optional Header of
the PE file structure and is represented by the AddressOfEntryPoint field. When the
operating system loads the executable, it uses this address to determine where to begin
executing the program’s code. In the context of malware analysis, the entry point is
significant as it’s often the first part of the code that malware authors modify to in-
sert their malicious routines. As depicted in Figure 3.3, the PE file format comprises
several fields: COFF Header, Optional Header, Import Table, Export Table, Resource
Directory, Relocation Table, Debug Information, and Section Table. Instead of offering
an exhaustive description of every field, we focus on the ones most pertinent to abuse
detection, as outlined in Table 4.2. For instance, the number of sections and the charac-
teristics of the DLL have been shown to be useful in differentiating between malware
and benign files. The optional header provides information such as the linker version
and the sizes of code and data, which can also be valuable for classification purposes.
Moreover, the section table contains crucial data regarding the file’s sections, including

code, initialized data, imports, exports, and resources.

While our analysis considers various properties of PE files, several specific attributes
are particularly valuable for malware detection and could be candidates for additional

analysis:

Entry Point (AddressOfEntryPoint): Often modified by malware to insert mali-

cious code at the start of execution.

* Import Address Table (IAT): Lists external functions used by the executable,

which can indicate suspicious API calls.

* Section characteristics: Unusual section names or permissions can be indicative

of malware.

* File alignment and section alignment: Abnormal values might suggest attempts

to hide malicious code.
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* Timestamp: Can be used to identify compile time, which might reveal anachron-

isms in malware.

Digital signatures: Absence or invalidation of signatures can be suspicious.

* Resources: Unusual or hidden resources might contain malicious payloads.

DLL characteristics: Certain flags can indicate potentially malicious behavior.

These properties are particularly interesting because they are often manipulated by
malware authors to evade detection or to facilitate malicious activities. Future research
could delve deeper into analyzing these specific attributes, potentially uncovering new

patterns or indicators of CPLS abuse.
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Figure 3.3: Detailed diagram of the structure of a Portable Executable

file [16, 21].
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3.3 Dataset

3.3.1 CPLS Domain Identification

Identifying the precise CPLS domains that have been abused for C&C communication
is crucial for two reasons. First, having a comprehensive list of abused CPLS domains
enables us to create a more representative dataset for our analysis. By including mal-
ware samples that specifically communicate with these domains, we can ensure that
our dataset captures the characteristics and behaviors of malware that abuse CPLS for
C&C purposes. Second, it allows us to focus our research on the specific domains that
are most commonly exploited by malicious actors. By targeting these domains, we can

develop more effective detection tailored to the current threat landscape.

To identify the exact domains that malware connects to, we first conducted a thor-
ough review of the abused CPLS services identified in the literature review chapter,
particularly in Table 2.6 and Table 2.7. These tables showcase the diverse range of
CPLS platforms abused as C&C infrastructure. Based on the CPLS services identi-
fied in these tables, we searched for the corresponding domains and included them in
Table 3.1. This process involved reviewing API documentation and executing actual
connections to these services to determine the precise domains utilized by each CPLS
platform. Importantly, we identified these CPLS domains before collecting the mal-
ware samples for our dataset. By having a predefined list of abused CPLS domains,
we were able to filter and retain only the malware samples that specifically communic-
ated with one of these domains during data collection process, see Section 3.3.4 . This

targeted approach ensured that our dataset was highly relevant to our research focus.
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Table 3.1: CPLS domains abused as C&C infrastructure.

Names of the CPLS Domains

api-content.dropbox.com
mail.google.com
sheets.googleapis.com
mail.google.com
dropbox.com
pastebin.com
dev.twitter.com
status.twitter.com
docs.google.com
storage.googleapis.com
app.slack.com
hotmail.com

azure.com
telegram.com
teams.microsoft.com
apis.google.com
aws.amazon.com
onedrive.live.com
outlook.office365.com
imgbb.com

file.io

api.twitter.com
chat.google.com
slides.googleapis.com
smtp.gmail.com
twitter.com
raw.githubusercontent.com
publish.twitter.com
youtube.com
script.google.com
spreadsheets.google.com
slack.com

outlook.com
portal.office.com
instagram.com
Evernote.com
imap.gmail.com
file.core.windows.net
cf-my.sharepoint.com
alibabacloud.com
cloudme.com

pcloud.com

docs.google.com
classroom.googleapis.com
storage.googleapis.com
onedrive.com
github.com
api.twitter.com
apps.twitter.com
twitter.com
translate.google.com
api.slack.com
gmail.com
amazonaws.com
discord.com
OneNote.com
publish.twitter.com
m.youtube.com
blob.core.windows.net
graph.microsoft.com
yandex.com/disk/
imgur.com

mega.io

For example, Figures 3.4 and 3.5 indicate the domains of the Azure service for down-

load as a GET request and for upload as a PUT request, respectively.
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The Get File request may be constructed as follows. We recommend that you use

HTTPS.

Method Request URI HTTP
versio
GET https://myaccount.file.core.windows.net/myshare/mydirectorypath/myfile HTTP/

3

Figure 3.4: Azure service domain for downloading files using a GET request.

Request Syntax:
PUT https://myaccount.file.core.windows.net/myshare/myfile HTTP/1.1

Request Headers:

X-ms-version: 2620-82-18

x-ms-date: Mon, 27 Jan 2814 22:41:55 GMT

Content-Type: text/plain; charset=UTF-8

x-ms-content-length: 1824

Authorization: SharedKey myaccount:YhuFJjN4fAR8/AmBrqBz7MG2uFinQ4rkh4dscbjt

Figure 3.5: Azure service domain for uploading files using a PUT request.

Furthermore, as illustrated in Figures 3.6 and 3.7, Outlook uses the Microsoft Graph
REST API [13] for various operations: retrieving a message via a GET request and
creating a message with an attachment through a POST request. These operations
are fundamental for services that manage email interactions programmatically, such
as automating email notifications or processing incoming messages for data extraction

purposes.
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Version

‘ Microsoft Graph REST APl v1.0

% Filter by title

v Message
Message
List messages
Create draft message
Get message
Update message
Delete message
(et message defta
Send draft message
Copy message
Move message
Create draft fo reply
Reply fo @ message
Create draft fo reply-all
Reply-all to a message
Create draft o forward message
Forward message
Send mai
List atiachments
Add attachment
Create session to attach large flle
Create open extension
(et open extension
» Mtachment
¥ Category
» Focused Inbox
» Mail older
» Mail search folder
» Rule
» Extended properfies
* Notes
* People and workplace intelligence
# Personal contacts

] Download POF

Example 1: Get a specific message

‘ Request

Hera iz an example of the reguest,

AP QU Goo Jeve Jaelerpt PHP PowerShel  Pyhon

HITP I cogy PIT

GET https://graph.microsoft.com/v1.8/me/nessages/ AAMKAGYINDE ZNTHAL TZaYWULNDKNC 1hMDZILTUL0GYSOTZhYRY40ABG

}
Response
Hera Iz an example of the response. Nate: The response abject shown here might be shortzned for readabilty.
HITR I Copy

HTTP/1.1 280 OK
Content-type: application/json

"Bodata, context": "https://graph.microsoft.com/vi.8/$netadatasusers( ' 77180chb-a5ae -457¢ -b7es-65hadba3zer’
"Bodata, etag": "I/ \"CQAMEYAAACAOTQHEIOCSDPOtEIAF COARART U™,

"1d" " AAMKADNMGARA=",

"createdDateTine"; "2018-09-89783:15:852",

"lasthodifiedDaterine":"2915-89-29T83:15: 832",

"changekey" " (QAAABYAAAC40TOHETQUSbOPOtE 3AF chARANT juz",

“categories”:[

If

"receivedoateTine”: "2018-89-89783: 15 087",
"sentDateTine”:"2013-03-89763; 15:067",
"hasAttachments": false,
"internetMessageld” : "<MiHPREE1BERRAGMAHPR1128. namprd22. prod.outlook. com ",
"subject":"9/9/2018: concert”,
"bodyPrevies”:"The group represents hevada.”,
"importance”; "normal”,
"parentFolderTd": "AAMKADCOAARAAAETAAAS",
"conversationId": "AAQkADOUpaZEYNS=",
"isDeliveryReceiptRequested": false,
"isReadReceiptRequested”  false,
"iskead":true,
"isDraft":false,
“webLink":"https: [foutlook. office3ss. com/ ona/ !ItemID-AAMKADMGAAARIDEE VS Ur]-18viewmode ] -ReadMes sageT ten”
"inferenceClassification™: "focused",
"body":{
“contentType": "html",
"content": "<htnla\rincheads \rin<meta http-equiv=\"Content-Type\" content=\"text/ntnl; charsetzutf-s\"
h

Figure 3.6: Example of a GET request to retrieve a specific message using Mi-

crosoft Graph REST API. [13].
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Example 3: Create a message with a file attachment and send the
message

Request

HTTP C# CL Go Java JavaScript PHP PowerShe Python
HTTE e Copy
POST https://graph.microsoft.com/vi.8/me/sendMail

Content-type: application/json

"message™: {
"subject": "Meet for lunch?",
"body": {
"contentType": "Text"
"content": "The new cafeteria is open.”
}.‘

"toRecipients™: [

"emailAaddress": {
"address": "meganb@contosc.onmicrosoft.com"

.
1.

"attachments": [

"@odata.type": "#microsoft.graph.fileAttachment”,
"name": "attachment.txt",

"contentType": "text/plain”,

"contentBytes": "sovsbesgv29ybagh”

Response
HTTR M Copy

HTTR/1.1 282 Accepted

Figure 3.7: Example of a POST request to create a message with a file attachment

using Microsoft Graph REST API. [25].

For OneDrive, regardless of whether a file is shared via the OneDrive website or
through the OneDrive app, the shared URL will be hosted on https://cf-my.sharepoint.com.
As demonstrated by the examples where files were shared using both methods, as

presented in Figures 3.8 and 3.9
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1701 2f63bf7ffaaSe3d3a27ed7552d0a3a48cad1bl1f7f2ch55bfecdb06132ebda0af
1702 74d9985c382c1c7d746e842441ee9ee7d11dSbefcde58004b3b0ebB06c500790
1702 cSbal3c07ae5d2c6d87cdadcele29360450384229b571b6357b3543550d791d3
1704 9d30ebe63e8804a6cBfc7204a1f052db5d897e11a72d3beal0bedf5dd050f01b
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Figure 3.8: Shared file URL on OneDrive via the website.

Link to 'Previous D...ks v2.xlsx’ created

https://cf-my.sharepoint.com,/x:/r/personal/allelaht_c... | Copy |
[ﬁ_,f] People with existing access can use the link

Figure 3.9: Shared file URL on OneDrive via the app.

3.3.2 Categorisation of Abused Cloud Services

Building upon our identification of CPLS domains, we can categorise the CPLS that

are commonly abused for C&C infrastructure. This categorisation provides a compre-
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hensive view of the CPLS abuse landscape observed in our dataset:

1. File Storage and Sharing Services:

* Examples: Dropbox, Google Drive, OneDrive

» Abuse methods: Storing malicious payloads, exfiltrating data, hosting C&C

instructions
2. Social Media Platforms:

» Examples: Twitter, Facebook, Instagram

* Abuse methods: Disseminating encoded commands, coordinating botnet

activities
3. Business Communication Platforms:

» Examples: Slack, Microsoft Teams

¢ Abuse methods: Covert C&C communication, data exfiltration
4. Code Repository Services:

* Examples: GitHub, GitLab

* Abuse methods: Storing malicious scripts, hosting C&C instructions
5. Email Services:

* Examples: Gmail, Outlook

* Abuse methods: Sending C&C instructions, exfiltrating data
6. Messaging Services:

» Examples: Telegram, Discord

* Abuse methods: Real-time C&C communication, coordinating attacks



3.3 Dataset 105

Each category of CPLS offers unique features that malicious actors exploit for their
C&C operations. For instance, file storage services are often abused to store and re-
trieve malicious payloads, while social media platforms are exploited for their ability to

broadcast encoded messages to large numbers of compromised devices simultaneously.

3.3.3 CPLS domain Abuse Trends

As part of our investigation into the abuse of CPLS listed in Table 3.1 for C&C pur-
poses, we analysed the frequency of such abuses across different CSPs over the years.
Figures 3.103.11, 3.12, 3.13 and 3.14 illustrate the number of incidents per year where
popular CSPs such as OneDrive, Outlook, GitHub, Pastebin, Slack, Google Drive,
Facebook, Google Docs, Twitter, and Dropbox were exploited for malicious activities.
This temporal abuse patterns, which show the increasing exploitation of these CPLS
domains by malicious actors in recent years, with each data point representing the

number of abuse occurrences detected per year.

Dropbox Abuse Years OneDrive Abuse Years

s
2 2 ; E 2
1 1 1 1 1 1 1.
° ! o ° uI I I I I I I

w08 2009 2000 2011 2002 2013 204 2015 2006 2017 2008 2019 2020 221 202 208 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

Figure 3.10: Yearly abuse occurrences of the (a) Dropbox domain and (b)

OneDrive domain.
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OneDrive Abuse Years
Github Abuse Years
2
-, 3
", i 2
1 { | 1 1 1 ‘
I | |
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

(a) OneDrive (b) Github

Figure 3.11: Yearly abuse occurrences of (a) the Outlook domain and (b) the Git-

Hub domain.

Pastebin Abuse Years Slack Abuse Years
2 z 5
| | | 1‘:. V
11
2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023

(a) Pastebin (b) Slack

Figure 3.12: Yearly abuse occurrences of (a) the Pastebin domain and (b) the

Slack domain.
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Google Drive Abuse Years
Facebook Abuse Years

'7 2
/ : R 1 L B
| L | | | I | | |

2008 2009 2010 2011 2012 2013 2014 2015 2016 2017 2018 2019 2020 2021 2022 2023 2008 2009 2010 2011 2012 2013 2018 2015 2016 2017 2018 2019 2020 201 2022 2023

(a) Google Drive (b) Facebook

Figure 3.13: Yearly abuse occurrences of the (a) Google Drive and (b) Facebook

domains.

Twitter Abuse Years
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(a) Google Docs (b) Twitter

Figure 3.14: Yearly abuse occurrences of (a) the Google Docs domain and (b) the

Twitter domain.

3.3.4 Dataset Collection and Preprocessing
Malicious Samples Inclusion

In this research, we utilized a comprehensive dataset obtained from VirusTotal [30],
a prominent online platform for malware analysis, spanning the period from 2017 to
2021. The dataset encompassed various malware formats, but our focus was specific-

ally on Portable Executable (PE) files that abuse CPLS as C&C infrastructure. The
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initial dataset contained 324,841 samples with a total size of 409.7GB.

To collect relevant malware samples, we employed a two-step approach. First, we
utilised the VirusTotal (VT) Intelligence [69] in conjunction with a custom Python
script. This script was designed to extract samples that exhibited communication with
known CPLS-hosted domains, as listed in Table 3.1. By leveraging the capabilities
of the VT Intelligence and our tailored script, we were able to identify and retrieve
a targeted subset of 621 malware samples that specifically interacted with the CPLS

domains of interest.
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[ Identify CPLS domains abused for C&C infrastructure
(Search for corresponding domains '|
- 4
(Compile list of abused CPLS domains (Table 3.1) |
[ Collect initial dataset from VirusTotal |
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[ Use VirusTotal Intelligence and custom Python script |

v
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. oy
,

(Obtain 521 malware samples |

(Execute remaining samples in Cuckoo Sandbox '|
- ™
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~
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Figure 3.15: Workflow for CPLS Malware and Benignware Dataset Collection

and Preprocessing.
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Next, to further expand our dataset and ensure comprehensive coverage, we executed
the remaining 323,920 samples (excluding the 621 samples already extracted) in a con-
trolled Cuckoo sandbox environment [31]. Cuckoo sandbox is an open-source auto-
mated malware analysis system that allows for the dynamic analysis of malware in an
isolated environment. Figure 3.16 shows a screenshot of the Cuckoo sandbox during
the analysis of a malware sample. The sandbox generates detailed analysis reports,
including information about the sample’s interactions with the system and network

communication.
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Figure 3.16: Screenshot of Cuckoo sandbox during malware analysis.

The malware samples are submitted to the central management component of Cuckoo,
which then distributes them to multiple virtual machines (VMs) for analysis. Once the
analysis is completed, Cuckoo generates detailed reports in JavaScript Object Nota-
tion (JSON) file format. By leveraging the distributed architecture and comprehens-

ive analysis capabilities of Cuckoo, we were able to process a large number of mal-



3.3 Dataset 112

ware samples efficiently. Figure 3.17 illustrates the architecture of the Cuckoo sand-
box, highlighting the interaction between the malware sample repositories, virtual ma-

chines, and analysis reports.
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Figure 3.17: Architecture of Cuckoo sandbox for malware analysis.

In our Cuckoo sandbox configuration, we set a S-minute interval for monitoring mal-
ware behavior. This choice is based on both existing literature and our empirical ob-
servations. Although there is no best practice for malware execution time due to the

varying behaviours of different samples, several studies have successfully used a 5-
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minute execution period for malware analysis [75, 76, 87, 105, 122]. In our experi-
mental setup, we observed that some known CPLS abusing malware samples did not
exhibit any suspicious behavior in the first few minutes of execution. However, at the
S5-minute mark, we began to observe the first connections to CPLS domains. While
longer durations could potentially capture more behaviors, we found that the 5-minute
interval struck an optimal balance between detection effectiveness and computational

resource management, especially considering the large-scale nature of our dataset.

The detailed workflow of our dataset collection and preprocessing process is depic-
ted in Figure 3.15. Through this dynamic analysis, we identified an additional 2,446
samples that demonstrated actual connections to the CPLS domains of interest. By
combining the samples extracted using the VT Intelligence, 621 samples, and those
identified through the Cuckoo sandbox analysis, 2,446 samples, we obtained a total of
3,067 malware samples that specifically abused CPLS for C&C communication. This
targeted dataset allowed us to focus our research on the most relevant samples, ensur-
ing the quality and relevance of our findings. The detailed workflow of our dataset

collection process is depicted in Figure 3.18.
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Figure 3.18: Detailed workflow for extracting a sub-dataset from the VirusTotal

datasets.

Table 3.2 presents a detailed breakdown of the dataset, including the size, total number

of samples, and the number of samples connecting to CPLS domains for each month

and year.
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Table 3.2: Overview of the dataset

Year Month Size Malware Samples Malware Samples Connected to CPLS

Oct 247 GB 18,293 218
2017

Nov 35GB 6,881 11

Mar 91.5GB 75,066 376
2018

Jun 84.8 GB 93,061 187

May 47.3 GB 34,112 782
2019

Nov 9.3GB 23,573 29

May 40.4 GB 38,445 489
2020

Nov 29.4 GB 12,289 382

Apr 42.0 GB 10,490 287
2021

Nov 36.8 GB 12,631 306
Total 409.7 GB 324,841 3,067

Benign Samples Inclusion

In addition to the malicious samples, we also included a set of benign samples in our
dataset to facilitate a comprehensive analysis and evaluation of our detection tech-
niques. These benign samples were obtained from trusted sources such as CNET [28]
and SourceForge [29], which are well-known repositories for legitimate software. To
validate the benign nature of these samples, we submitted them to VirusTotal for anti-
virus scanning. Only the samples that received a detection score of zero, indicating no
flagging by any of the participating anti-virus engines, were considered for inclusion
in our dataset. Furthermore, to ensure the network connectivity of the benign samples,
we executed them in Cuckoo [31] sandbox environment similar to the one used for
malware analysis. The purpose of confirming that the benign samples establish inter-
net connections is twofold. First, it ensures that the benign samples are not corrupted

and fully functional, and exhibit their intended behaviour, which may include network
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communication for legitimate purposes. Second, by verifying that the benign samples
establish internet connections, we can assess the effectiveness of our detection tech-
niques in distinguishing between malicious and benign network activity. By applying
these stringent selection criteria, we curated a reliable and representative set of benign

samples to complement the malicious ones in our dataset.

Dataset Labelling

The dataset labelling process is a crucial step in preparing the data for training and eval-
uating machine learning models. We employed a binary labelling scheme, assigning a
label of 1 to malicious samples and O to benign samples. The labelled samples were
then utilized for feature extraction and training machine learning models, as discussed

in Chapters 4 and 5.

Dataset Balancing

Initially, the collected dataset exhibited an imbalance in the number of malicious and
benign samples, with 3,067 malicious samples and 3,652 benign samples. Imbal-
anced datasets can potentially introduce bias in machine learning classifiers, leading
to skewed results and suboptimal performance. To mitigate this issue and ensure a bal-
anced representation, we removed the excess benign samples. The dataset balancing
process was carried out to maintain the dataset’s quality and integrity. Since the col-
lection of benign samples was based solely on their ability to establish connections to
the internet and their VirusTotal detection score of zero, removing the excess benign

samples did not alter the core properties of the dataset.

Experimental Setup

The entire experimental setup, including the extraction of the sub-dataset from Virus-

Total, the parsing of PE files, and the execution of malware and benign samples in
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the Cuckoo sandbox [31], was conducted on a dedicated machine equipped with an
Intel Xeon (Skylake IBRS) CPU running at 2.2 GHz, 64GB of RAM, and the Ubuntu
20.04.1 LTS amd64 operating system. This robust hardware and software configura-
tion ensured efficient processing and analysis of the dataset, enabling us to handle the

computational demands of the research effectively.

Dataset Uniqueness and Value

The resulting dataset, comprising 3,067 malware samples and 3,067 benign samples,
with a total of 6,134 samples, is unique and valuable to the field of cybersecurity due
to its specific focus on malware that abuses CPLS as a C&C infrastructure. Unlike
many existing datasets that primarily contain generic malware samples, our dataset
provides a targeted representation of this emerging threat, which has been relatively
underrepresented in prior research. By curating a dataset that specifically addresses
CPLS abuse, we aim to contribute to the development of more effective detection and
mitigation strategies tailored to this particular type of malicious activity. Moreover,
the comprehensive preprocessing steps applied to the dataset, including the careful
selection of malware samples, the inclusion of benign samples, and the balancing of the
dataset, enhance its quality and reliability. These preprocessing measures help ensure
that the insights derived from the dataset are accurate, meaningful, and applicable to

real-world scenarios.

3.3.5 Adversarial Assumption

In our research, particularly as detailed in Chapter 6, we adopt a white-box attack
model to evaluate the robustness of our detection system. This model assumes the

following.

* Full Knowledge of the Model: The attacker has complete knowledge of our

detection system, including its architecture, parameters, and the features used.
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* Access to Feature Information: The adversary understands the features we

extract from PE files and how they are used in the detection process.

* Ability to Modify Samples: The attacker can modify malicious samples to at-
tempt to evade detection, within the constraints of maintaining the malicious

functionality of the file.

* Goal of Evasion: The primary objective of the attacker is to modify malicious

samples in a way that causes our model to misclassify them as benign.

This white-box model represents a worst-case scenario, where the adversary has max-
imum knowledge about our system. By adopting this stringent model, we aim to eval-
uate and improve the robustness of our detection approach against highly sophisticated
attacks. The details of how we test our system against this adversarial model, including
the specific Replace Misclassified Parameter (RMCP) attack, are elaborated in Chapter
6.

3.4 Summary

In this chapter, we have presented a detailed exploration of the dataset and prepro-
cessing steps that form the foundation of our research on detecting the abuse of CPLS
for malicious C&C infrastructure. We emphasized the significance of focusing on the
PE file format. By examining the global market share of desktop operating systems
and the prevalence of PE files in VirusTotal submissions, we justified our decision
to concentrate on this specific file format. Moreover, we provided insights into the
process of identifying the exact CPLS domains that have been exploited by malicious
actors for C&C communications. By reviewing API documentation and executing ac-
tual connections to these services, we were able to compile a comprehensive list of
abused CPLS domains. The analysis of CPLS domain abuse trends over the years re-

vealed the alarming growth of this threat, underscoring the urgent need for effective
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detection and mitigation strategies. The dataset collection and preprocess was metic-
ulously described, highlighting the use of the VirusTotal Intelligence Agent, custom
Python scripts, and the Cuckoo sandbox environment. We detailed the steps involved
in extracting relevant malware samples that communicate with known CPLS domains
and the filtering process that ensured the inclusion of only the most relevant samples in
our final dataset. Additionally, we discussed the incorporation of benign samples from
trusted sources and the verification measures employed to validate their legitimacy and
functionality. To address the challenges posed by imbalanced datasets, we emphasized
the importance of balancing the number of malicious and benign samples. By carefully
removing excess benign samples while preserving the dataset’s quality and integrity,
we aimed to prevent classifier bias and ensure accurate evaluation of our detection
techniques. Furthermore, we highlighted the unique characteristics and value of our
dataset in the field of cybersecurity. By specifically focusing on malware that abuses
CPLS as a C&C channel, our dataset fills a critical gap in existing research and contrib-
utes to the development of targeted detection and mitigation strategies. Throughout the
chapter, we stressed the importance of maintaining data quality and integrity during the
preprocessing phase. The meticulous attention to detail in dataset collection, sample
verification, and balancing demonstrates our commitment to ensuring the reliability
and representativeness of the dataset. Overall, this chapter lays the foundation for our
research by providing a solid understanding of the dataset and the preprocessing steps
involved, while also highlighting the uniqueness and value of our dataset in addressing

the emerging threat of CPLS abuse for malicious C&C infrastructure.
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Chapter 4

Detecting CPLS abuse as C&C

infrastructure with Static features

4.1 Introduction

In this thesis, we propose two main approaches for detecting the abuse of CPLS as
C&C infrastructure: static analysis and dynamic analysis. This chapter focusses on
the static analysis approach, which involves the use of machine learning techniques
applied to static features extracted from Portable Executable (PE) files. The dynamic
analysis approach is discussed in detail in Chapter 5. PE files are a common format for
executables on Windows operating systems and contain a wealth of information that
can be used for malware detection. The methodology we employ consists of several
stages, each of which contributes to the overall detection process. These stages are
data collection, feature extraction, feature selection, classification, and evaluation. We
analyze the PE files in our dataset to extract static features. These features, which are
characteristics of the PE files that can be determined without execution, provide the
raw data that our machine learning techniques operate on. The feature selection stage
involves identifying the most informative features from the ones we extracted. Not
all features are equally useful for distinguishing between benign and malicious files,
so this stage is crucial to improve the efficiency and effectiveness of the subsequent

classification stage. Finally, in the classification stage, we apply machine learning
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techniques to classify each PE file in our dataset as either benign or malicious. The
output of this stage is a model that can be used to classify new, unseen PE files. Each
of these stages is detailed in the following sections, where we discuss the specific tech-
niques and approaches we used, as well as the rationale behind our choices. Through
this comprehensive approach, our aim is to provide a robust and effective means to

detect the abuse of CPLS as C&C infrastructure in PE files.

4.2 Methodology

Our methodology incorporates several novel elements that distinguish it from previ-
ous approaches in malware detection, particularly in the context of CPLS abuse. The
approach is structured into five key subsections: Data Collection, Feature Extraction,

Feature Selection, Classification, and Evaluation.

4.2.1 Novel Aspects of Our Approach

The key innovations in our methodology include:

* Custom Feature Elimination (CFE) Method: We introduce a novel CFE tech-
nique for optimal feature selection, designed to determine the exact number of

features needed for filter selection approaches.

* Tailored Feature Engineering: Our approach includes derived features spe-
cifically designed to detect CPLS abuse, such as "presence_of_CLS_domains"

and "potential_C&C_api_calls".

* CPLS Abuse Detection: Unlike general malware detection systems, our ap-
proach is specifically tailored to identify the abuse of Cloud and Public Legitim-

ate Services as C&C infrastructure.
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In Data Collection, we detail the acquisition of a dataset, focusing on PE files. Feature
Extraction discusses the identification of key features from PE file headers, crucial for
differentiating between benign and malicious files. Feature Selection elaborates on the
application of filter-based and wrapper-based methods, including our novel CFE tech-
nique, to refine the feature set for enhanced malware detection accuracy. The Classi-

fication and Evaluation stages complete our methodological framework.

(Feature Extraction)

[Feature Selection

v

(Select optimal feature subset)

v

[Train and evaluate classifiers]

v

[Identify best performing classifier)

v

CEvaluate robustness against adversarial attacks)

®

Figure 4.1: Workflow of the proposed static analysis approach for detecting CPLS

abuse as C&C infrastructure.

Figure 4.1 illustrates the workflow of our proposed static analysis approach for detect-

ing the abuse of CPLS as C&C infrastructure. The workflow outlines the key stages
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involved, including data collection, feature extraction, feature selection, classification,

and evaluation.

4.2.2 Data Collection

For a comprehensive description of the dataset collection process, refer to Chapter 3.
In summary, we used a dataset obtained from VirusTotal [30] between 2017 and 2021,
which included various malware formats. Our research specifically focused on PE
files that abuse CPLS as C&C infrastructure. The dataset included malicious samples
that showed communication with known CPLS-hosted domains and benign samples
obtained from trusted sources. The initial dataset was imbalanced, but we ensured a
balanced dataset by removing extra benign samples while retaining the same charac-

teristics as the remaining ones.

4.2.3 Feature Extraction

Before delving into the specific features we extract from PE files, it’s essential to un-
derstand the concept of static analysis in malware detection. Static analysis involves
examining the binary code of a program without executing it. This approach is funda-
mental in identifying potential malware by analyzing its code structure, content, and

other attributes that remain unchanged unless the file is modified.

In our static analysis approach, we primarily utilize raw features extracted directly from
the PE file structure, complemented by two derived features. This combination allows
us to capture both the structural characteristics of the executable and specific indicators
of potential CPLS abuse. The raw features include various attributes from the COFF
Header, Optional Header, and Section Table, providing a comprehensive view of the

file’s structure and potential behavior without execution.

Our focus on static analysis and PE header features is driven by the rich information



4.2 Methodology 124

these headers provide about the executable, without the need to execute potentially
harmful code. The PE format, being a standard for Windows executables, offers vari-
ous headers and sections that describe the binary’s structure, behavior, and dependen-
cies. We analyzed the header and sections of each file in our sample and identified a
total of 38 relevant features, comprising 36 raw features and two derivative features
(Table 4.2). Raw features can be directly extracted from the PE file without further
processing. These features include Characteristics, DllCharacteristics, SizeOflmage,

AddressOfEntryPoint, and ResourceSize.

Derived Features

In addition to the raw features extracted directly from the PE file, we also derive two
additional features: presence_of CLS_domains and potential_C&C_api_calls. These
derived features provide valuable insights into the behaviour and characteristics of the
PE files in relation to the potential abuse of CPLS for C&C communication. while
many of the raw features extracted from PE files are commonly used in malware
analysis, our derived features, particularly "presence_of_CLS_domains" and "poten-
tial_C&C_api_calls", are specifically tailored to detect CPLS abuse. These features
are novel in the context of CPLS abuse detection and provide crucial indicators of

potential C&C activity.

Presence of CPLS Domains The presence_of_CLS_domains feature is generated by
examining each section of the PE file to check for the presence of any CPLS domains.
If a CPLS domain is found in any section, the feature value is set to 1; otherwise, it is
set to 0. This feature helps identify PE files that may be communicating with known

CPLS domains, indicating potential malicious behavior.

Identifying Potential C&C API Calls After identifying the CPLS domains of in-

terest that potentially communicate with malware, we further analyzed the collected
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samples to identify specific API calls commonly employed for C&C operations. We
focused on a set of well-known networking-related API functions that malware fre-
quently uses for establishing connections, sending and receiving data, and perform-
ing other C&C-related tasks. It is important to note that while these API calls are
commonly associated with C&C communication, they are not exclusive to botnets or
HTTP traffic. Many of these calls can be used for legitimate purposes or in non-HTTP
protocols. Our approach considers these calls as potential indicators when combined
with other features, rather than definitive proof of malicious activity. A limitation of
focussing on these calls is the potential to miss C&C communication using non-HTTP
protocols or custom communication methods. Table 4.1 presents the list of these po-

tential C&C API calls and their descriptions.
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Table 4.1: Potential API calls for abusing CPLS as C&C infrastructure.

API Call

Description

Potential Abuse Case

InternetOpenA
InternetConnectA
HttpOpenRequestA
InternetReadFile
InternetWriteFile
InternetCloseHandle
WinHttpOpen
WinHttpConnect
WinHttpOpenRequest
WinHttpSendRequest
WinHttpReceiveResponse
WinHttpReadData
WinHttpWriteData
WinHttpCloseHandle
connect

gethostbyname

recv

send

socket
URLDownloadToFileA
HttpSendRequestA
InternetCrackUrlA
InternetOpenUrlA
InternetQueryDataAvailable
InternetReadFileExA
InternetWriteFileExA
InternetSetOptionA
InternetQueryOptionA
InternetGetLastResponseInfoA
InternetGetConnectedStateExA
InternetCheckConnectionA
InternetDialA
InternetGetAutoProxyUrlA
InternetGetCookieA
InternetGetCookieExA
InternetSetCookieA
InternetSetCookieExA

InternetGetDomainNameA

Open an Internet session
Connect to a remote server
Open an HTTP request handle
Read data from an Internet file
Write data to an Internet file
Close an Internet handle

Open an HTTP session

Connect to a remote server
Open an HTTP request handle
Send an HTTP request

Receive an HTTP response
Read data from an HTTP request
Write data to an HTTP request
Close an HTTP handle

Connect to a remote server
Resolve a host name

Receive data from a socket
Send data to a socket

Create a socket

Download a file from the Internet
Send an HTTP request

Split an URL into its components
Open an HTTP or FTP session
Check for available data

Read data from an Internet file
Write data to an Internet file

Set an Internet option

Query an Internet option
Retrieve error/status information
Check the connection state
Check if a resource is reachable
Dial an Internet connection
Retrieve auto-config script URL
Retrieve a cookie

Retrieve a cookie (extended)

Set a cookie

Set a cookie (extended)

Retrieve Internet domain name

Establish a connection to CPLS
Connect to CPLS servers

Open HTTP requests to CPLS

Read data from a file on CPLS

Write data to a file on CPLS

Close connections to CPLS

Open HTTP sessions with CPLS
Connect to CPLS servers

Open HTTP requests to CPLS

Send HTTP requests to CPLS

Receive HTTP responses from CPLS
Read data from an HTTP request to CPLS
Write data to an HTTP request to CPLS
Close HTTP connections to CPLS
Connect to CPLS servers

Resolve CPLS domain names

Receive data from CPLS

Send data to CPLS

Create sockets for CPLS communication
Download files from CPLS

Send HTTP requests to CPLS

Parse CPLS URLs

Open HTTP or FTP sessions with CPLS
Check for data from CPLS

Read data from a file on CPLS

Write data to a file on CPLS

Set options for CPLS communication
Query options for CPLS communication
Get information from CPLS communication
Check connection state with CPLS
Check if CPLS is reachable

Dial a connection to CPLS

Retrieve CPLS auto-config script URL
Retrieve cookies from CPLS

Retrieve cookies from CPLS (extended)
Set cookies for CPLS

Set cookies for CPLS (extended)

Retrieve CPLS domain name

The rationale behind extracting these API calls is that they provide functionalities
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that can be exploited to facilitate communication between malware and CPLS serv-
ers. For instance, API calls like InternetOpenA, InternetConnectd, and
HttpOpenRequestA can establish connections and open HTTP requests to CPLS.
Similarly, functions such as InternetReadFile, InternetWriteFile,

WinHttpReadData, and WinHttpWriteData enable reading from and writing
to files on CPLS, which can facilitate data exfiltration or retrieval of additional mali-

cious payloads.

It is important to note that while these API calls are commonly associated with C&C
communication, they are not exclusive to botnets or HTTP traffic. Many of these calls
can be used for legitimate purposes or in non-HTTP protocols. Our approach considers
these calls as potential indicators when combined with other features, rather than defin-
itive proof of malicious activity. A limitation of focussing on these calls is the potential

to miss C&C communication using custom communication protocol methods.

By examining the Import Address Table (IAT) of a PE file for the presence of these API
calls, we can identify executables capable of interacting with CPLS in ways commonly
associated with C&C communication. While the presence of these APIs alone does
not necessarily indicate malicious behavior, when combined with other features and
analyzed using machine learning techniques, they can contribute to accurate detection

of PE files abusing CPLS for C&C purposes.

The potential_C&C_api_calls feature is generated by analyzing the Import Address
Table (IAT) of the PE file. The IAT contains information about the imported func-
tions used by the executable. We examine the IAT for the presence of specific API
function calls that are commonly used for C&C communication, such as those listed
in Table 4.1. If any of these potential C&C API calls are found in the IAT, the feature
value is set to 1; otherwise, it is set to 0. This feature helps identify PE files that may

be utilizing APIs associated with C&C activities.
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Algorithm 4.1 Feature Extraction Process
1: function EXTRACTFEATURES(list_of_samples, output_file)

2: with open(output_file, 'w+’) as csv_file:

3: write_header(csv_{file)

4: for each sample in list_of_samples do

5: pe < pefile.PE(sample)

6: write_raw_features(csv_file, pe)

7: presence_of _CPLS_domains < check_CPLS_domains(pe)

8: potential_C2_api_calls <— check_api_calls(pe)

9: write_derived_features(csv_{file, presence_of_CPLS_domains,
10: potential_C2_api_calls)
11: end for

Table 4.2: PE file fields and derived features for abuse classification.

Field Description

* Machine: Type of machine that the object file is intended to run

on.
COFF

Header * NumberOfSections: Number of sections in the object file.

* TimeDateStamp: Time and date that the object file was created.

Continued on next page



4.2 Methodology

129

Table 4.2 — continued from previous page

Field

Description

Optional
Header

Linker version: Version of the linker that created the object file.

Code and data sizes: Sizes of the code and initialised and un-

initialised data in the object file.

Entry point address: Address of the entry point for the object
file.

ImageBase: Address of the executable in memory.
CheckSum: Value used to validate the integrity of the image.
DllCharacteristics: DLL characteristics of the executable.

Import Table: List of DLLs and functions imported by the ex-
ecutable that can provide information about the functionality of

the executable and indicate potential malicious behaviour.

Export Table: List of functions exported by the executable that
can provide information about the functionality of the execut-

able and indicate potential malicious behaviour.

Resource Directory: Resources used by the executable, such as
icons, cursors, and bitmaps, that can provide information about
the appearance and behaviour of the executable and indicate

potential malicious behaviour.

Relocation Table: Information used by the linker to adjust ad-
dresses in the code when the executable is loaded into memory
that can provide information about how the executable is or-

ganised and indicate potential malicious behaviour.

Debug Information: Information used by debuggers to help de-
bug the executable that can provide information about the in-
ternal structure of the executable and indicate potential mali-

cious behavior.

Continued on next page
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Table 4.2 — continued from previous page

Field Description

e Name: Name of the section.

* VirtualSize: Size of the section in memory.

Section
* VirtualAddress: Address of the section in memory.
Table
» SizeOfRawData: Size of the section in the object file.
* PointerToRawData: Location of the section in the object file.
» presence_of_CLS_domains: If any of the CLS domains appear
in sections of the PE file, the value is 1; otherwise, it is O.
Derived
Features * potential_C&C_api_calls: If any of the potential C&C API

calls appear as an import function in the PE file, the value is

1; otherwise, it is 0.

4.2.4 Feature Selection

To identify the most relevant and informative features from the extracted set, we employed a
combination of filter-based and wrapper-based feature selection techniques. The filter-based
methods included information gain (InfoGain), chi-squared, and ReliefF, while the wrapper-
based methods utilized random forest (RF) and decision tree (DT) as foundational models,
paired with sequential feature selector forward (SFSF), sequential feature selector backward

(SFSB), and recursive feature elimination (RFE) strategies.
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Filter-based Methods

For the filter-based methods, we chose information gain (InfoGain), chi-squared, and ReliefF
due to their proven effectiveness in the literature. InfoGain has been widely used and has
been shown to be efficient in malware detection studies [148, 151, 79]. Similarly, ReliefF has
been successfully employed in the context of malware analysis [170]. These methods are well-
established and have shown promising results in identifying informative features for malware
detection tasks. Filter-based methods rank features according to their relevance to the label
class but do not specify the exact number of features to use. To address this, we developed and
implemented a Custom Feature Elimination (CFE) technique 4.2.4 on each of the filter-based

methods to determine the optimal number of features to use.

Custom Feature Elimination (CFE) Technique We developed and implemented a CFE
technique to determine the optimal number of features for the filter-based methods. The CFE
technique leverages the feature importance rankings provided by InfoGain, chi-squared, and
ReliefF, and iteratively evaluates the impact of adding features on the classification accuracy

using a random forest classifier and 10-fold stratified cross-validation.

The CFE technique follows these steps:

1. Initialize an empty set of selected features.

2. Obtain the feature importance rankings from a filter-based method (e.g., InfoGain, chi-

squared, or ReliefF).
3. Iterate through the ranked features:

a. Append the current feature to the temporary set of selected features.

b. Train a random forest classifier using the temporary feature set.

c. Evaluate the classifier’s accuracy using 10-fold stratified cross-validation.
d. If the accuracy improves compared to the previous iteration:

¢ Add the current feature to the set of selected features.

* Record the accuracy progress.
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e. If there is no improvement in accuracy:

* Terminate the process.

e Return the set of selected features.

4. The final set of selected features represents the optimal subset that maximizes classific-

ation accuracy.

Accuracy Progress and Selected Features Figures 4.2, 4.3, and 4.4 illustrate the ac-
curacy progress and the subset of features selected by the CFE technique using InfoGain, chi-

squared, and ReliefF, respectively.
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Figure 4.2: Accuracy and subset of features using InfoGain.
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Wrapper-based Methods

For the wrapper-based methods, we evaluated each combination of the foundational model

(RF or DT) and feature selection strategy (SFSF, SFSB, or RFE) to find the optimal subset
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of features that maximizes the model’s performance. The three feature selection strategies are

described below:

1. Sequential Forward Selection (SFSF)

» SFSF starts with an empty set of features and iteratively adds features one by one.

* In each iteration, SFSF evaluates the performance of the model with each candidate

feature added to the current subset.

* The feature that yields the best improvement in the model’s performance is selected and

added to the subset.

* The process continues until adding more features does not improve the model’s perform-

ance or until a desired number of features is reached.

2. Sequential Backward Selection (SFSB)

» SFSB starts with the full set of features and iteratively removes features one by one.

* In each iteration, SFSB evaluates the performance of the model with each candidate

feature removed from the current subset.

* The feature whose removal yields the least degradation in the model’s performance is

selected and removed from the subset.

* The process continues until removing more features does not improve the model’s per-

formance or until a desired number of features is reached.

3. Recursive Feature Elimination (RFE)

* RFE recursively removes less important features based on a feature ranking criterion.

« It starts with the full set of features and trains the model.
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* The features are ranked based on their importance (e.g., using feature coefficients or

feature importances).

* The least important features are removed, and the model is retrained with the remaining

features.

* The process is repeated until a desired number of features is reached.

Optimal Feature Subset Selection The RF-SFSF approach outperformed the other five
wrapper-based approaches, achieving the highest accuracy rate of 98.26% with 22 out of 38
features. This finding suggests that the sequential forward selection strategy, combined with
the random forest model, was able to identify the most informative subset of features that
maximized the model performance. While other feature selection methods, such as InfoGain,
identified smaller feature sets (15 features), they did not achieve the same level of accuracy. Our
comprehensive evaluation of different feature selection methods demonstrates that 22 features,
as selected by RF-SFSF, provide the optimal balance between model complexity and detection

accuracy.

Figures 4.5 and 4.6 present a comparative analysis of the wrapper-based feature selection meth-
ods using random forest and decision tree as the foundational models, respectively. The optimal

feature count for maximum accuracy is highlighted by dotted lines in each figure.
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Feature Selection Comparison
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By employing both filter-based and wrapper-based feature selection methods, we were able to
identify the most informative and relevant features for malware detection. The custom feature
elimination (CFE) technique for filter-based methods and the RF-SFSF approach for wrapper-
based methods demonstrated their effectiveness in selecting optimal feature subsets that max-

imize classification accuracy.

4.2.5 Classification

Our evaluation applies five ML-based classifiers, which are implemented in Scikit-learn [22]:
namely decision tree (J48), random forest (RF), naive Bayes (NB), k-nearest neighbors (K-
NN), and support vector machine (SVM). These classifiers were selected for their diverse un-
derlying algorithms and their widespread usage in malware detection literature [148, 137, 170].
By employing a range of classifiers, we aim to comprehensively assess the performance of vari-

ous ML classifiers on our dataset, which is detailed in Section 5.3.1.

To measure the accuracy of these classifiers, we utilized two distinct evaluation techniques:
10-fold cross-validation and a training-to-testing split ratio of 70:30. The evaluations were
conducted on an ASUS computer equipped with an Intel i7-9700K processor with a clock
speed of 3.60 GHz, supported by 32 GB of RAM, and running the Windows 10 operating

system.

4.3 Experiments

4.3.1 Overview of the Detection System

Figure 4.7 offers an illustrative overview to provide a clear and comprehensive understanding of
the proposed detection system. This visualisation encapsulates the process from data collection
through feature extraction, leading up to the application of machine learning techniques to
identify CPLS abuse as C&C infrastructure. The figure illustrates our systematic approach,

highlighting key components and their interactions within the detection system.
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Figure 4.7: Illustrative overview of the proposed detection system.
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4.3.2 Classification

Our evaluation applies five ML-based classifiers, which are implemented in Scikit-learn [22]:
namely decision tree (J48), random forest (RF), naive Bayes (NB), k-nearest neighbors (K-
NN), and support vector machine (SVM). These classifiers were selected for their diverse un-
derlying algorithms and their widespread usage in malware detection literature [148, 137, 170].
By employing a range of classifiers, we aim to comprehensively assess the performance of vari-

ous ML classifiers on our dataset, which is detailed in Section 5.3.1.

To measure the accuracy of these classifiers, we utilised two distinct evaluation techniques:
10-fold cross-validation and a training-to-testing split ratio of 70:30. The evaluations were
conducted on an ASUS computer equipped with an Intel i7-9700K processor with a clock
speed of 3.60 GHz, supported by 32 GB of RAM, and running the Windows 10 operating

system.

4.3.3 Evaluation

This stage includes the evaluation of the classification results, comparison with related works,

and robustness evaluation against adversarial attacks.

Experimental Results of All Features

The classifiers were analysed and compared with regard to detection accuracy. We present the
detection accuracy of five classifiers, all utilising the extracted features for classification, as

demonstrated in Tables 4.3 and 4.4.

The results show that the random forest classifier outperforms the other classifiers, achieving a
high detection accuracy of 97.77% in the 70:30 split scenario and 97.80% in the 10-fold cross-
validation scenario. The J48 and K-NN classifiers also demonstrate high detection accuracy
rates, with detection rates of 96.41% and 93.12%, respectively, in the 70:30 split scenario, and

96.84% and 93.80%, respectively, in the 10-fold cross-validation scenario.
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However, the NB and SVM classifiers show significantly lower accuracy compared to the other
classifiers, indicating that they may not be suitable for this dataset. The NB classifier has
detection accuracies of 65.13% and 63.76% in the 70:30 split and 10-fold cross-validation
techniques, respectively. The SVM classifier has even lower detection accuracies of 52.47%

and 52.54% in the 70:30 split and 10-fold cross-validation techniques, respectively.

Ultimately, when considering all extracted features, the results demonstrate that the RF classi-
fier, combined with the selected set of features, is suitable for accurately detecting the abuse of

CPLS for C&C infrastructure in our dataset.



Table 4.3: Comparative analysis of abuse detection accuracy: all features vs. selected features (Part 1). Here, (70:30) denotes

a split of 70% training data and 30% testing data, while (10-fold) stands for 10-fold cross-validation.

All Features Feature Selector
Classifier Wrapper Methods
RF as Feature Selector J48 as Feature Selector

70:30 10-fold 70:30 10-fold 70:30 10-fold

J48 96.41% 96.84% 96.80% 96.77% 96.20% 96.90%
RF 97.77% 97.80% 98.15% 98.26 % 97.45% 97.90%
NB 65.13% 63.76% 63.50% 63.06% 54.16% 52.87%
KNN 93.21% 93.80% 92.67% 93.63% 92.07% 92.70%
SVM 52.47% 52.54% 51.11% 52.48% 51.11% 52.53%

Selected Features

AddressOfEntryPoint, SizeOfCode,
SizeOflnitializedData, SizeOfUninitializedData,
BaseOfCode, MajorLinkerVersion,

Majorlmage Version,
MajorOperatingSystem Version, DIICharacteristics,
SizeOfStackReserve, NumberOfSections,
ImageBase, SectionAlignment, FileAlignment,
MinorOperatingSystem Version,
MinorImageVersion, MajorSubsystem Version,
MinorSubsystem Version, SizeOflmage,
SizeOfHeaders, CheckSum, Subsystem,
SizeOfStackCommit, SizeOfHeapReserve,
SizeOfHeapCommit, LoaderFlags,
NumberOfRvaAndSizes, SizeOfOptionalHeader,
Characteristics, Machine, e_lfanew, DebugSize,
ExportSize, VirtualSize2, ResourceSize, [atRVA,
presence_of CLS_domains,

potential_C&C_api_calls

AddressOfEntryPoint, MajorLinkerVersion,
MajorImage Version,
MajorOperatingSystem Version, DIICharacteristics,
SizeOfStackReserve, NumberOfSections,
ImageBase, SectionAlignment, FileAlignment,
MinorOperatingSystem Version,
MajorSubsystemVersion, SizeOflmage, CheckSum,
Subsystem, SizeOfHeapCommit,
NumberOfRvaAndSizes, Machine, DebugSize,
VirtualSize2, IatRVA, potential_C&C_api_calls

AddressOfEntryPoint, SizeOfUninitializedData,
MajorLinkerVersion,
MajorOperatingSystem Version, DIICharacteristics,
SizeOfStackReserve, NumberOfSections,
ImageBase, SectionAlignment, FileAlignment,
MinorOperatingSystem Version,
MinorlmageVersion, MajorSubsystem Version,
MinorSubsystem Version, SizeOflmage, CheckSum,
SizeOfStackCommit, SizeOfHeapCommit,
NumberOfRvaAndSizes, SizeOfOptionalHeader,
DebugSize, VirtualSize2, [atRVA,

presence_of CLS_domains

sjuowiLradxy €'

Il




Table 4.4: Comparative analysis of abuse detection accuracy: all features vs. selected features (Part 2). Here, (70:30) denotes

a split of 70% training data and 30% testing data, while (10-fold) stands for 10-fold cross-validation.

Feature Selector

Classifier Filter Methods
InfoGain ChiSquared ReliefF

70:30 10-fold 70:30 10-fold 70:30 10-fold

J48 95.87% 95.83% 94.19% 95.04% 94.51% 94.93%
RF 97.12% 97.47% 96.47% 96.59% 95.93% 95.32%
NB 52.74% 52.38% 65.02% 65.57% 59.32% 64.18%
KNN 91.85% 92.96% 93.16% 93.77% 93.75% 93.81%
SVM 53.72% 53.52% 52.47% 52.54% 61.11% 60.68%

Selected Features

VirtualSize2, AddressOfEntryPoint,
SizeOflnitializedData, IatRVA, ResourceSize,
SizeOfCode, SizeOfImage, MajorLinkerVersion,
Characteristics, DIICharacteristics, BaseOfCode,
SectionAlignment, DebugSize,

SizeOfUninitializedData, potential_C&C_api_calls

ImageBase, CheckSum, SizeOfStackReserve,

SizeOfUninitializedData, SizeOflnitializedData,

SizeOfCode, LoaderFlags, BaseOfCode,

VirtualSize2, SizeOfImage, AddressOfEntryPoint

DebugSize, e_lfanew, NumberOfSections,
Subsystem, potential_C&C_api_calls, IatRVA,

SectionAlignment, SizeOfStackReserve

sjuowiLradxy €'
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Experimental Results on Selected Features

It is important to note that using all extracted features may not always be optimal, and feature
selection techniques may be necessary to improve classification accuracy. Therefore, this sec-
tion discusses the result of an accuracy detection rate achieved with selected features. Tables
4.3 and 4.4 compare the detection accuracy of various classifiers after feature selection, em-

ploying wrapper and filter techniques.

Regarding detection accuracy, the RF wrapper technique consistently outperforms other feature
selection methods, whether the data is split into a 70:30 training-to-testing ratio or subjected
to 10-fold cross-validation. For instance, the detection accuracy with RF as a feature selector
is 98.15% for the 70:30 split and 98.04% for 10-fold cross-validation, whereas the detection
accuracy with J48 as a feature selector is 96.80% for the 70:30 split and 96.77% for 10-fold
cross-validation. Among the filter methods, InfoGain and ReliefF perform better than chi-
squared. For example, the detection accuracy with InfoGain as a feature selector is 97.12% for
the 70:30 split and 97.47% for 10-fold cross-validation, while the accuracy using chi-squared
as a feature selector is 96.47% for the 70:30 split and 96.59% for 10-fold cross-validation.

Figures 4.5 and 4.6 show the mean accuracy rate obtained by each combination using a dif-
ferent number of selected features ranging from 1 to the maximum number of 38 features in
the dataset. The RF-SFSF approach outperformed the other five wrapper-based approaches,

achieving the highest accuracy rate of 98. 26% with 22 of 38 characteristics.
The superior performance of the Random Forest classifier can be attributed to several factors:
* Ensemble learning: Random Forest is an ensemble method that combines multiple
decision trees, which helps to reduce overfitting and improve generalisation.

* Feature importance: Random Forest can effectively handle high-dimensional data and
identify the most important features for classification, which is particularly useful given

our comprehensive feature set.

* Reduced variance: By averaging the predictions of multiple trees, Random Forest re-

duces the variance in the predictions, leading to more stable and accurate results.
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While other ensemble methods like AdaBoost or Gradient Boosting could potentially perform
well for this task, Random Forest’s specific characteristics made it particularly suitable for
our CPLS abuse detection system. Future research could explore the performance of other

ensemble methods in this context.

These characteristics make Random Forest particularly suitable for the complex task of detect-

ing CPLS abuse as C&C infrastructure.

Our analysis revealed that these characteristics were particularly beneficial for CPLS abuse de-
tection. The ensemble learning approach proved especially effective in handling the complex
patterns of CPLS abuse, as evidenced by the consistently high accuracy across both validation
techniques (98.15% for 70:30 split and 98.26% for 10-fold cross-validation). The model’s abil-
ity to identify important features was reflected in its successful prioritization of key indicators
like potential_C&C_api_calls, which emerged as one of the most influential features in our

analysis.

Upon comparing the results of the filter-based and wrapper-based methods, we concluded that
the RF-SESF approach is the most compelling feature selection method for this dataset. The

final subset of features employed in our study is detailed in Table 4.3.

Comparison with Deep Learning Approaches

Deep Learning (DL) has gained significant popularity in various domains, including malware
detection, due to its ability to automatically learn hierarchical representations from raw data.
However, in our study, we opted to use traditional machine learning techniques, particularly

the Random Forest (RF) classifier, instead of DL for the following reasons:

* Performance: Our experiments demonstrated that the RF classifier, in conjunction with
wrapper-based selected features, achieved a high detection rate of 98.26%. This per-
formance surpassed the results obtained using DL approaches. As shown in Figure 4.8,
the DL model achieved a test accuracy of 95.19% and validation accuracy of 95.93%,

both of which are lower than the 98.26% achieved by the RF classifier.
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» Feature engineering: Our approach involved careful feature engineering, including the
extraction of both raw and derived features from PE files. The RF classifier, combined
with effective feature selection techniques, was able to leverage these handcrafted fea-
tures to achieve high detection accuracy. DL, on the other hand, typically relies on
automatically learned representations from raw data, which may not always capture the

domain-specific knowledge incorporated through manual feature engineering.

* Computational resources: DL models often require significant computational resources,
including powerful GPUs, for training and inference. In contrast, the RF classifier can
be trained and deployed efficiently on standard hardware, making it more practical for

real-world deployment.

Accuracy Curves
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= = Test Accuracy Test Accuracy: 0.9519
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Figure 4.8: Accuracy curves for the DL model, showing the validation and testing

accuracy over epochs.

Comparison to Related Works

Detection Accuracy Comparison Given the limited research on using ML techniques
to detect abuse of the CLS as a C&C infrastructure, we conduct a comparative analysis with

existing studies that identify general malware using PE file properties as ML features, similar
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to the studies by Kumar et al. [126] and Raman et al. [145]. It is essential to highlight that the

evaluations for both our work and the other two studies were based on our unique dataset.

Table 4.5 presents the results of the comparative analysis. With a detection accuracy of 98%,
our proposed work outperforms the other two studies, which posted rates of 94% and 95%, re-
spectively. This improved performance is attributed to our unique approach of leveraging both
raw and derived features from PE files. Notably, the derived features, presence_of_CLS_domains

and potential_C&C_api_calls, played a significant role in enhancing the detection efficacy.

Table 4.5: Comparison of abuse detection accuracy between proposed and exist-

ing works.

J48 Random Forest
Reference
Accuracy Precision Recall F1-Score Accuracy Precision Recall F1-Score
Kumar et al. [126] 94.46 94.90 93.63 9426 94.68 94.93 94.08 94.50
Raman et al. [145] 94.75 93.83 95.08 9445 95.65 96.36 94.64  95.49
Proposed work 96.80 96.04 9743  96.73 98.26 98.75 97.43  98.09

Importance of Derived Features

In our study, we evaluated a total of 38 pertinent features, of which 36 were raw PE features
and two were derived features. Utilising various feature selectors, as discussed in Section
4.2.4, our results identified a combination of 21 raw features and the derived feature poten-
tial_C&C_api_calls to yield the highest classification accuracy. Detailed results and comparis-
ons before and after inclusion of the derived features can be perused in Table 4.6, and Tables
4.3 and 4.4. Our final model, which delivered the highest accuracy, employed the RF classifier
in conjunction with the aforementioned feature selector. We also charted the importance of
each feature. This plot offers a visual representation of the relative significance of each feature

as depicted in Figure 4.9.
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Table 4.6: Comparison of detection accuracy: evaluating the impact of including

derived features.

Validation Approach
Features Used
70:30 Split 10-Fold CV
Optimal feature using RF feature selector (excluded potential C&C calls) 0.977186 0.981416
+ presence_of CLS_domains 0.977729 0.980600
+ potential_C&C_api_calls 0.981532 0.982557
Included derived features 0.978273 0.986601

Although the presence_of_CLS_domains feature may not have prominently boosted the clas-
sification accuracy, as indicated in Table 4.6, its relevance stems from our data collection ap-
proach, detailed in Section 5.3.1. In particular, the dynamic analysis phase of our data collec-
tion was designed to extract a subset from the VirusTotal dataset that predominantly connects

CLS domains.
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Figure 4.9: Feature importance highlighting the prominence of ‘poten-

tial_C&C_api_calls”” among the top influential features in the model.

Robustness Evaluation For a detailed analysis of our model’s robustness against adversarial
attacks, please refer to Chapter 6, titled "Robustness of CPLS Abuse Detection System." In
summary, to compare the robustness of our ML models with related works, we propose the Re-
place Misclassified Parameter (RMCP) as a novel white-box adversarial attack. Our proposed
model demonstrates a robustness rate of 83.54% against RMCP, outperforming the 69.03%
and 54.37% achieved by Kumar et al. [126] and Raman et al. [145], respectively. These find-
ings highlight the resilience of our work against adversarial attacks, offering a more robust and

reliable solution for abuse detection.
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4.4 Summary

In this chapter, we presented a novel approach that utilised machine learning techniques on

static features extracted from PE files to detect the abuse of CPLS as a C&C infrastructure.

Through our experiments, the RF classifier combined with wrapper-based selected features
achieved the highest detection rate of 98.26%, outperforming related works such as Kumar et
al. [126] and Raman et al. [145], who reported detection rates of 94% and 95%, respectively.
This demonstrates the effectiveness of our proposed approach in comparison to existing words.
Our work highlights the potential of machine learning-based techniques to detect the abuse
of CPLS as a C&C infrastructure effectively. By delivering a robust detection system, we

contribute to the ongoing efforts to combat such sophisticated cyber threats.

4.5 Conclusion and Limitations

In this chapter, we addressed the critical issue of detecting the abuse of CPLS as a C&C infra-
structure using ML techniques applied to static features extracted from PE files. Our primary
objective was to develop an effective and robust detection system to combat this sophisticated
cyber threat. Through extensive experiments, we demonstrated that the RF classifier, in con-
junction with wrapper-based selected features, achieved the highest detection rate of 98.26%.
This finding underscores the efficacy of our proposed approach in identifying CPLS abuse.
The implications of our research are significant for the cybersecurity domain. By providing a
reliable and accurate detection system, our work contributes to the ongoing efforts to mitigate
the risks associated with the abuse of CPLS as a C&C infrastructure. However, it is essential
to acknowledge the limitations of our research. The encryption of a PE can pose significant
challenges for our technique, especially when attempting to extract pivotal features like pres-
ence_of_CLS_domains and potential_C&C_api_calls. To address these limitations and further
enhance the detection of CPLS abuse, we explore a dynamic analysis approach combined with
machine learning techniques in Chapter 5. Dynamic analysis focuses on observing a program’s
real-time execution behavior, yielding in-depth insights into its functionality and interactions

with other systems. By applying machine learning algorithms to the features extracted through
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dynamic analysis, we aim to uncover patterns and behaviors that static analysis alone might

miss.

In conclusion, our research demonstrates the potential of ML-based techniques in detecting the

abuse of CPLS as a C&C infrastructure.
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Chapter 5

Detecting CPLS abuse as C&C

infrastructure with Dynamic features

5.1 Introduction

This chapter presents our comprehensive approach to detecting the abuse of CPLS as C&C
infrastructure using dynamic analysis and ML. The focus of our research is on the application
of machine learning techniques to dynamic features extracted from Portable Executable (PE)
files. Our methodology is a multi-stage process that includes data collection, feature extraction,
machine learning model development, and evaluation stages. In the data collection stage, we
assemble a dataset sourced from VirusTotal, focusing specifically on PE files that misuse the
CPLS. This dataset comprises both malicious samples that exhibit communication with known
CPLS-hosted domains and benign samples obtained from trusted sources. The feature extrac-
tion stage introduces an innovative technique called “Dual-Sandboxing” for advanced feature
extraction, which employs the Cuckoo and Triage tools to enhance feature extraction. This
dual-sandboxing approach gathers a broad spectrum of features related to both system interac-
tions and network activities, providing a rich dataset for machine learning applications. In the
ML model stage, we evaluate various algorithms including Decision Tree (J48), Naive Bayes,
K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and Random Forest. We apply
both a 10-fold cross-validation and a 70/30 split to our dataset, ensuring the robustness of our
predictive models. Finally, in the evaluation stage, we assess the performance of our proposed
approach for detecting CPLS abuse as C&C infrastructure. We conduct experiments involving

the application of the Dual-Sandboxing technique for feature extraction and evaluate the per-
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formance of various machine learning algorithms on the extracted features. Each of these
stages is detailed in the following sections, providing a thorough overview of our approach
to detecting CPLS abuse as C&C infrastructure. Our findings demonstrate the effectiveness of
our proposed approach and highlight the significance of the comprehensive feature set obtained

through the Dual-Sandboxing technique.

5.2 Dynamic Malware Analysis Fundamentals

Before detailing our innovative Dual-Sandboxing technique, it is crucial to understand the prin-
ciples of dynamic malware analysis that underpin our approach. Dynamic malware analysis
involves executing malware samples in a controlled environment to observe their behavior and
interactions with the system and network resources. This analysis method contrasts with static
analysis, as it allows for the collection of runtime data, including system calls, registry changes,

network traffic, and other real-time interactions that malware engages in during execution.

Dynamic analysis offers several advantages for detecting sophisticated malware, especially

those utilizing CPLS for C&C purposes:

* Behavioral Insights: By observing the malware in action, we can identify malicious

patterns and behaviors that may not be apparent through static analysis alone.

* Evasion Detection: Many advanced malware samples employ techniques such as en-
cryption, polymorphism, or other obfuscation methods to evade static analysis. These
techniques can make it challenging for static analysis to identify malicious behaviours
or patterns. Dynamic analysis, on the other hand, can potentially uncover these evasion
techniques by analysing the malware’s runtime behaviour, as the malware must decrypt

or deobfuscate itself during execution, revealing its true intentions.

* Network Communication: Dynamic analysis is particularly effective in studying mal-
ware that uses network communication for C&C activities. It allows for the monitoring
of network traffic to identify suspicious connections and data transfers to CPLS-hosted

domains.
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Despite its advantages, dynamic analysis also faces challenges, including evasion tactics spe-
cifically designed to detect and alter its malicious behavior accordingly in analysis environ-
ments. Our Dual-Sandboxing technique addresses some of these challenges by combining the
strengths of two sandbox environments to capture a comprehensive set of dynamic features.
By leveraging the capabilities of both Cuckoo Sandbox and Triage Sandbox, our approach en-
hances the resilience against evasion attempts and provides a more robust analysis of malware

behavior.

5.3 Methodology

The methodology section is divided into three main components. The first, "Data Collection,"
details the process of assembling the dataset. The second part introduces a new technique called
"Dual-Sandboxing for Advanced Feature Extraction," which employs the Cuckoo and Triage
tools to enhance feature extraction. This dual-sandboxing approach gathers a broad spectrum
of features related to both system interactions and network activities. The third component,
"Feature Selection," assesses the necessity of including the entire set of features or only a subset
for our machine learning model development. This involves the use of filter-based methods like
Information Gain and ReliefF, as well as wrapper-based strategies such as Random Forest and

J48.
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Figure 5.1: Workflow of the proposed dynamic analysis approach for detecting
CPLS abuse as C&C infrastructure.
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Figure 5.1 illustrates the workflow of our proposed dynamic analysis approach for detecting the
abuse of CPLS as C&C infrastructure. The workflow outlines the key stages involved, including
data collection, feature extraction using the Dual-Sandboxing technique, classification, and

identification of the best performing classifier.

5.3.1 Data Collection

The dataset collection process is comprehensively detailed in Chapter 3. Briefly, we utilized
a dataset sourced from VirusTotal [30] spanning the years 2017 to 2021, encompassing vari-
ous malware formats. Our research focused specifically on Portable Executable (PE) files that
misused Cloud and Public Legitimate Services (CPLS) for C&C infrastructure. The dataset
comprised malicious samples exhibiting communication with known CPLS-hosted domains,
as well as benign samples obtained from trusted sources. While the initial dataset was imbal-
anced, we ensured a balanced dataset by removing excess benign samples while preserving the

characteristics of the retained ones.

5.3.2 Dual-Sandboxing for Advanced Feature Extraction

In our dataset, our objective is to extract features for ML applications. To this end, we intro-
duce an innovative Dual-Sandboxing (DS) technique that combines the strengths of sandbox
environments: Cuckoo and Triage. This method is tailored to capture a broad spectrum of

features:

Cuckoo Sandbox Environment

The Cuckoo Sandbox [31] is a widely adopted open-source automated malware analysis sys-
tem used for the dynamic analysis of malware samples in our research. It provides a controlled
environment for executing malware samples in isolation, preventing any potential harm to the
host system. Cuckoo Sandbox’s extensive features and capabilities make it particularly suitable
for our research on detecting the abuse of Cloud and Legitimate Services (CLS) for malicious

command and control (C&C) infrastructure. One of the key advantages of Cuckoo Sandbox
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is its ability to perform comprehensive behavioral analysis. It monitors and logs the behavior
of malware during execution, capturing detailed information such as API calls, network traffic,
and file system changes. This behavioral data is crucial for identifying patterns and indicators
of CLS abuse, as it allows us to observe the actual communication between the malware and
CLS domains. Cuckoo Sandbox also generates detailed analysis reports, providing valuable
insights into the behavior and characteristics of the analyzed malware samples. These reports
facilitate the extraction of discriminative features that can be used for training machine learning
models to detect CLS abuse effectively. In terms of scalability, Cuckoo Sandbox can handle
a large number of malware samples, making it suitable for analyzing the diverse dataset col-
lected from VirusTotal. Its efficient resource utilization and distributed architecture allow for
parallel processing of samples, reducing the overall analysis time. Compared to other popular
malware analysis sandboxes, such as Joe Sandbox or VMRay, Cuckoo Sandbox stands out for
its open-source nature, extensive community support, and flexibility in customization. These
factors, along with its robust features and integration capabilities, make Cuckoo Sandbox an

ideal choice for our research on detecting CLS abuse as C&C infrastructure.

Triage Sandbox Environment

In addition to the Cuckoo Sandbox, we also employ the Triage Sandbox [46] as part of our
Dual-Sandboxing (DS) technique. Triage Sandbox operates within a cloud-based infrastruc-
ture and is equipped with sophisticated anti-evasion protocols. Its primary role is to capture
the malware’s external communication vectors, focusing on monitoring the malware’s engage-
ments with cloud services and the internet, and identifying potential cloud platform abuse at-
tempts. By leveraging Triage Sandbox’s cloud-based infrastructure and anti-evasion capab-
ilities, we can effectively analyze malware samples that may employ evasion techniques to
evade detection or analysis within traditional sandboxes. Triage Sandbox’s sophisticated pro-
tocols help mitigate these evasion tactics, ensuring that we can capture the malware’s true
behavior and communication patterns with cloud services. The integration of Triage Sandbox
with Cuckoo Sandbox in our DS technique allows us to gain a comprehensive understanding of
the malware’s behavior, both within the host environment (captured by Cuckoo Sandbox) and

its interactions with external entities, including cloud services (captured by Triage Sandbox).
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This multi-dimensional analysis is crucial for identifying instances of cloud service abuse by
malware, as it provides insights into the malware’s communication patterns, network traffic

profiles, and potential abuse attempts.

Dual-Sandboxing Technique

By integrating the insights from both Cuckoo and Triage sandboxes, our Dual-Sandboxing
(DS) technique facilitates a multi-dimensional analysis of malware, yielding a rich dataset
encompassing both internal operations and external communications. This dataset includes
information on API call patterns, file interaction metrics, system interaction patterns, domain
communication logs, and network traffic profiles. Figure 5.2 illustrates the operational frame-
work of the DS technique, highlighting the integration between Cuckoo and Triage sandboxes

in capturing diverse malware features.

The hosting of the sandbox environments used in our Dual-Sandboxing technique is a cru-
cial consideration that impacts the effectiveness, scalability, and security of the CPLS abuse

detection system. In our research, we utilised two primary hosting options:

* Local Hosting: The Cuckoo sandbox was hosted locally on dedicated hardware within
our research environment. This approach provided full control over the sandbox config-

uration and allowed for in-depth analysis of malware behavior.

¢ Cloud-based Hosting: Triage sandbox was used specifically for sample submission and
behaviour report extraction through its cloud API (tria.ge/api/v0/) This approach lever-

aged the sandbox’s scalability and advanced anti-evasion capabilities.

For a comprehensive discussion of the system architecture, deployment scenarios, and practical

implementation considerations, please refer to Sections 1.4, 1.5, and 1.6.
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Figure 5.2: Illustration of Dual-Approach Sandboxing Technique for Enhanced

Feature Extraction.

Technical Challenges in Dual-Sandboxing Integration

While the Dual-Sandboxing technique provides comprehensive malware analysis capabilities,

its implementation presents several technical challenges:

1. Synchronization of Analysis: Running the same malware sample simultaneously in both
Cuckoo and Triage environments requires careful synchronization. We must ensure that

the features extracted from both environments reflect the behavior of the same malware
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sample at comparable execution stages, preventing any cross-contamination of behavi-

oral data between different samples.

2. Log Processing and Feature Extraction: Although both Cuckoo and Triage generate
JSON-based reports, handling and processing these large log files presents significant
challenges. Each sandbox generates extensive behavioral data, and extracting relevant
features from these voluminous logs while maintaining the correlation between the en-

vironments requires efficient data processing strategies.

3. Time Synchronization: Ensuring consistent analysis duration across both environments
is crucial for comparable results. We standardised the execution time to five minutes in

both sandboxes to maintain temporal consistency in behavioural analysis.

This comprehensive feature set is essential for identifying cloud service abuse by malware,

marking a significant advancement in efforts to protect cloud-based services.

Evasion Techniques and Our Countermeasures

Malware authors employ various evasion techniques to avoid detection during dynamic ana-

lysis. Some common evasion methods include:
* Environment Detection: Malware may check for signs of a sandbox environment, such
as specific registry keys, processes, or hardware configurations.

* Time-based Evasion: Some malware incorporates delays or checks system uptime to

evade short-duration analysis.

* User Interaction Dependency: Malware may require specific user actions before exhib-

iting malicious behavior.

* Anti-debugging Techniques: Advanced malware can detect and respond to the presence

of debugging tools.

Our Dual-Sandboxing technique addresses these evasion methods in several ways:
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1. Diverse Environments: By using both Cuckoo (local) and Triage (cloud-based) sand-
boxes, we create diverse analysis environments, making it harder for malware to reliably

detect a sandbox.

2. Extended Analysis Time: Our approach allows for longer analysis durations, countering

time-based evasion techniques.

3. Behavior Simulation: Triage sandbox incorporates user behavior simulation, triggering

behaviors that depend on user interactions.

4. Multi-layer Analysis: Our feature extraction process captures behaviors at various levels
(API calls, system interactions, network activities), allowing us to detect malicious activ-

ities even if some aspects are obfuscated.

By combining these strategies, our approach significantly enhances our ability to detect and
analyze malware that employs evasion techniques, particularly in the context of CPLS abuse

for C&C purposes.

Feature Engineering and Novel Aspects of Our Approach

While many of the features we extract are commonly used in malware analysis, our approach
introduces several novel elements specifically tailored for detecting CPLS abuse as C&C infra-

structure:

1. CPLS-specific features: We introduce features that are directly related to CPLS abuse,
such as domain contact features for specific cloud services (e.g., domain_contact_onedrive.live.com,
domain_contact_docs.google). These features are unique to our approach and specific-

ally designed to capture interactions with CPLS platforms.

2. Comprehensive API call monitoring: Our feature set includes a wide range of API
calls commonly associated with C&C communication (e.g., api_call_InternetOpenA,
api_call_WinHttpSendRequest). While some of these API calls are used in general mal-
ware analysis, our comprehensive set is tailored to capture the specific behaviours of

CPLS abuse.
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3. Dual-Sandboxing synergy: By combining features from both Cuckoo and Triage sand-
boxes, we create a unique feature set that captures both system interactions and network
behaviours. This synergy allows us to detect subtle patterns that might be missed by

single-sandbox approaches.

4. Network activity profiling: We incorporate features that profile network activities (e.g.,
total_http_requests, num_domains), which are crucial for identifying C&C communic-

ation patterns specific to CPLS abuse.

While some individual features may be used in other contexts, the combination and specific
focus on CPLS abuse make our feature set unique. The Dual-Sandboxing technique allows
us to extract this comprehensive set of features, providing a more holistic view of malware

behavior in the context of CPLS abuse than traditional approaches.

Extracted Features from Dual-Sandboxing Technique

The Dual-Sandboxing Technique enables the extraction of a comprehensive set of features that
capture various aspects of malware behaviour. Our dynamic analysis approach focusses on
extracting features from both network behaviour and system interactions observed during the
execution of samples in our sandbox environments. This approach aligns with our goal of
detecting CPLS abuse for C&C purposes. The extracted features can be categorised into four

main groups:

1. Domain Contact: These features track connections to specific CPLS domains, allowing
us to identify malware that communicates with known cloud services. This category in-
cludes connections to domains associated with Microsoft Azure, Google services, Drop-

box, GitHub.

2. API calls: We monitor the usage of specific API functions commonly associated with
network communication and file operations. These features help identify malware that

utilises certain functions for C&C communication.
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3. System Interactions: These features capture various system-level activities, including
file operations, registry modifications, process creation, and other system changes. They

provide context on the malware’s behaviour on the infected system.

4. Network Activities: This category focusses on overall network behavior, including
HTTP/HTTPS requests, DNS queries, TCP/UDP connections, and the number of do-

mains and IPs contacted.

By focussing on these diverse feature sets, we aim to capture not only the network commu-
nication patterns indicative of CPLS abuse for C&C purposes but also the associated system
behaviours. The complete list of features extracted using this technique is provided in the

Appendix Table 7.5.

The extracted features encompass a wide range of malware characteristics, including interac-
tions with various cloud services (e.g., Microsoft Azure, Google Cloud, Amazon Web Ser-
vices), usage of specific API calls commonly associated with C&C communication, system-
level interactions such as file and registry operations, and network activities like HTTP requests,
DNS queries, and TCP/UDP connections. By leveraging the DS, we can capture a rich set of
features that provide valuable insights into the behavior of malware samples, particularly those
that abuse CPLS for C&C purposes. The comprehensive nature of these features enables the
development of effective machine learning models for detecting CPLS abuse, as demonstrated
by the high accuracy achieved in our experiments (see Section 5.5.2). The inclusion of domain
contact features specific to various cloud services allows our approach to identify malware that
communicates with CPLS-hosted domains. Additionally, the API call features help in detecting
malware that utilizes specific functions commonly used for C&C communication. The system
interaction and network activity features further contribute to the identification of malicious
behavior patterns indicative of CPLS abuse. In summary, the DS technique empowers our de-
tection approach by extracting a diverse and comprehensive set of features that capture the key
characteristics of malware abusing CPLS for C&C purposes. These features, as listed in Ap-
pendix Table 7.5, form the foundation for building robust machine learning models capable of

accurately detecting such threats.
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5.3.3 Feature Selection

To evaluate whether all features should be included or only a subset, we employed both filter-
based (Information Gain and ReliefF) and wrapper-based (Random Forest and J48) feature
selection strategies. Figure 5.3 illustrates the accuracy progression with the custom feature
elimination technique introduced and described in detail in Section 4.2.4, using Information

Gain. Figure 5.4 presents the accuracy progression using ReliefF for feature selection.

Figures 5.5 and 5.6 depict the accuracy progression with wrapper-based feature selection strategies
(Sequential Forward Selection (SFS), Sequential Backward Selection (SBS), and Recursive
Feature Elimination (RFE)) using Random Forest and Decision Tree as wrapper-based feature

selectors, respectively. These approaches have been described in detail in Section 4.2.4.

Despite these efforts, these methods were unable to surpass the 98% accuracy rate achieved
with the comprehensive suite of 99 features derived from our Dual-Sandbox approach. This
outcome highlights the collective importance of each feature in accurately distinguishing between
malicious and benign samples. Considering the complexity and moderate size of our feature
set, our analysis suggests that reducing the number of features is not necessary to achieve op-

timal detection performance.
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Figure 5.3: Accuracy Progress with Custom Feature Elimination using Informa-

tion Gain.
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5.3.4 Machine Learning Model

We rigorously evaluated various algorithms including Decision Tree (J48), Naive Bayes, K-
Nearest Neighbors (KNN), Support Vector Machine (SVM), and Random Forest, applying
both a 10-fold cross-validation and a 70/30 split to our dataset. This thorough examination

across multiple validation techniques ensured the robustness of our predictive models.

5.4 Experiments

We conducted experiments to evaluate the performance of our proposed approach for detecting
CPLS abuse as C&C infrastructure. The experiments involved applying the Dual-Sandboxing
technique for feature extraction and evaluating the performance of various machine learning
algorithms on the extracted features. Both 10-fold cross-validation and a 70/30 split were used

to validate the models’ performance.

5.5 Evaluation

5.5.1 Experimental Setup

To evaluate the performance of our proposed approach for detecting CPLS abuse as C&C infra-
structure, we conducted experiments using the features extracted by the Dual-Sandboxing tech-
nique. We evaluated various machine learning algorithms, including Decision Tree (J48), Naive
Bayes, K-Nearest Neighbors (KNN), Support Vector Machine (SVM), and Random Forest, ap-
plying both a 10-fold cross-validation and a 70/30 split to our dataset. This thorough examina-

tion across multiple validation techniques ensured the robustness of our predictive models.

5.5.2 Detection Accuracy

We conducted a meticulous evaluation of various algorithms. The results are shown in Table 5.1.

In comparing the two validation techniques, the Random Forest algorithm consistently out-
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performed other models, achieving the highest accuracy of 97.95% (70/30 split) and 97.31%
(10-fold cross-validation). This performance suggests that Random Forest effectively captures
complex relationships within the dataset, thereby demonstrating its suitability for the task of de-
tecting CPLS abuse by malware. On the other hand, the J48 decision tree model also performed
well, achieving an accuracy of 96.51% (70/30 split) and 95.96% (10-fold cross-validation). Al-

though slightly lower than Random Forest, J48 still showed reliable performance.

Table 5.1: Detection Accuracy of ML Algorithms

Algorithm 70/30 Split (%) 10-fold CV (%)
Random Forest 97.95 97.31
J48 96.51 95.96
NB 71.32 71.81
K-NN 96.10 95.98
SVM 93.50 92.98

5.5.3 Comparison to Related Work

While there is an abundance of literature on malware detection systems that utilise dynamic
analysis, there appears to be a gap in research specifically aimed at detecting the abuse of
cloud services as C&C infrastructure. Therefore, we compare our work with general dynamic
analysis-based malware detection systems, Sethi et al.[150] and Shijo et al.[152]. The com-
parison serves a dual purpose: it not only emphasizes the enhancements and contributions our
work introduces to the field through advanced feature engineering but also measures our sys-

tem’s performance against the established benchmarks of dynamic malware analysis.

Detection Accuracy Comparison

This comparative analysis, elaborated in Table 5.2, utilises a diverse array of classifiers, includ-
ing J48, RF, NB, KNN, and SVM. To ensure the reliability and generalisability of our findings,
these classifiers were evaluated using two distinct validation methods: a 70:30 split and 10-fold

cross-validation.
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Table 5.2: Comparison of Abuse Detection Accuracy with Related Works

Reference J48 RF NB KNN SVM

70:30 10-fold 70:30 10-fold 70:30 10-fold 70:30 10-fold 70:30 10-fold

Sethi et al.[150] 74.89  75.94 76.95 7644 6839 67.63 76.12 76.15 73.87 74.55

Shijoetal.[152] 71.90 72.04 72.70 73.08 6790 69.80 71.83 72.70 71.30 73.26

Proposed work  96.51  95.96 97.95 97.31 7132 7181 96.10 9598 9350 9298

Our findings reveal a significant improvement in detection accuracy with the proposed set of
features. For instance, using the RF classifier, our system achieves an accuracy of 97.94% with
a 70:30 split and 97.31% with 10-fold cross-validation. This is substantially higher compared
to the accuracy reported in the works of Sethi et al. [150] and Shijo et al. [152], which un-
derscores the advanced feature engineering using the DS. Furthermore, the results from the
other classifiers corroborate the superiority of our proposed system. With the J48 classifier,
our system consistently outperforms the related works with a 96.50% accuracy on a 70:30 split
and a 95.95% with 10-fold cross-validation. Similar trends are observed with KNN and SVM

classifiers, in which the proposed system exhibits robust performance.

5.5.4 Model Performance

Across both validation techniques, the Random Forest algorithm consistently outperformed
other models with the highest accuracy of 97.95% (70/30 split) and 97.31% (10-fold cross-
validation). This suggests that Random Forest effectively captures complex relationships within

the dataset, demonstrating its suitability for the task of detecting cloud service abuse.

5.6 Summary

In this chapter, we presented our approach to detecting the abuse of Cloud and Public Legit-
imate Services (CPLS) as command and control (C&C) infrastructure using machine learning
techniques on dynamic features extracted from Portable Executable (PE) files. Our method-

ology included data collection from VirusTotal, a novel Dual-Sandboxing technique for ad-
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vanced feature extraction, and the evaluation of various machine learning algorithms. The
Random Forest algorithm consistently outperformed other models, achieving the highest accur-
acy of 97.95% (70/30 split) and 97.31% (10-fold cross-validation). Our findings demonstrate
the effectiveness of our proposed approach in detecting CPLS abuse as C&C infrastructure
and highlight the significance of the comprehensive feature set obtained through the Dual-
Sandboxing technique. This research contributes to the ongoing efforts in developing robust
detection systems to combat the evolving landscape of cybersecurity threats in the era of digital

transformation and widespread adoption of cloud services.
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Chapter 6

Robustness of CPLS Abuse Detection

System

6.1 Introduction

In the realm of cybersecurity, the robustness of a detection system against adversarial attacks
is a critical aspect to consider. Adversarial attacks are designed to deceive machine learning
models by making subtle modifications to the input data, causing the model to misclassify
samples. These attacks pose a significant threat to the integrity and reliability of machine

learning-based detection systems, potentially allowing malicious samples to evade detection.

In this chapter, we introduce the Replace Misclassified Parameter (RMCP) attack, a novel
white-box adversarial attack specifically designed to evaluate the robustness of our proposed
abuse detection system. The RMCP attack leverages complete knowledge of the target ma-
chine learning model, including its architecture, parameters, and feature set, to manipulate the
feature values of malicious samples. The goal is to make these samples appear as benign to the
model, while preserving their malicious functionality. This sophisticated attack method mimics
the tactics of real-world adversaries, who continually evolve their strategies to bypass security

measures.

We present a comprehensive analysis of the RMCP attack, detailing its methodology, imple-
mentation, and impact on our proposed detection system. We evaluate the robustness of our
machine learning models against this attack for both static and dynamic features, and compare

the results with related works to assess the effectiveness of our approach in maintaining high
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accuracy under adversarial conditions. This comparative analysis provides valuable insights

into the robustness of the proposed and different detection systems.

6.2 Methodology

6.2.1 Replace Misclassified Parameter (RMCP) Attack

The RMCP attack is a white-box adversarial attack that assumes complete knowledge of the
target ML model, including its architecture, parameters, and feature set. The attack aims to ma-
nipulate the feature values of malicious samples, making them appear as benign to the model,

while preserving their malicious functionality.

The RMCP attack was specifically developed for this research for two main reasons:

* Domain-specific approach: RMCP is specifically designed for malware detection, en-
abling it to address unique challenges in analysing malicious software, unlike general

adversarial attacks.

* Preserving malware functionality: RMCP focusses on manipulating features that can be
altered without compromising the functionality of the PE malware. This is crucial for
simulating real-world evasion attempts, as actual attackers would need their malware to

remain operational while evading detection.

The RMCP attack consists of two main stages:

Identifying Modifiable Features

In this stage, we analyze the feature set to determine which features can be modified without
corrupting the executable file. We systematically alter each feature value in the malicious
samples and observe whether the file remains executable or becomes corrupted. This step
mimics the approach of real-world adversaries who aim to maintain the malicious capabilities

of their software while evading detection.
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To automate this process, we developed a Python script that follows the workflow depicted in
Figure 6.1. The script reads unique feature values from a CSV file and iteratively modifies
the PE file with each value. It then checks the executability of the modified file and determ-
ines whether the modification caused corruption or not. This approach allows researchers to

efficiently identify modifiable features without manual intervention.
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Figure 6.1: Workflow of the Python script for identifying modifiable features

Figure 6.2 showcases the PE File Modifier tool, which provides a user-friendly interface for
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researchers to select and modify specific features of a PE file. The tool displays the list of
available features and allows users to open both PE and CSV files containing feature values. It
also provides feedback on whether the modifications caused corruption to the PE file, enabling

researchers to easily identify modifiable features.

[ PE File Modifier

Open PE File

Open CSV File

AddressOfEntryPoint
SizeOfCode
SizeOfinitializedData
SizeQfUninitializedData
BaseOfCode
MajorLinkerVersion
MajorimageVersion
MajorOperatingSystemVersion
DIICharacteristics
SizeOfStackReserve
NumberOfSections

Medify Selected Feature

Select All Features

Deselect All Features

Selected PE file: C:/Users/Turki/OneDrive/OneDrive - Cardiff University/Kali Code Apr, 4, 2023/Kali Code Mar,2023 (3)/
notepad_plus exe

Modified MajorOperating SystemVersion did NOT cause corruption to PE file

Modified NumberOfRvaAndSizes caused corruption to PE file

Figure 6.2: PE File Modifier tool for identifying modifiable features

As Table 6.1 shows, for 9 out of 38 features, modifying their value in a malicious file results
in file corruption, rendering the malware non-executable. For instance, replacing the "Number-
OfSections’ value of a malicious sample with other corresponding values from a benign one

resulted in a corrupted executable file.
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Table 6.1: Features whose value modification corrupts PE and causes of corrup-

tion.
Features Reasons for Potential Corruption
AddressOfEntryPoint ~ Starts execution from an incorrect location.
NumberOfSections OS misinterpreting the structure of the PE file.
ImageBase New base address conflicts with other programs or system components.
SectionAlignment OS may not properly load the sections into memory.
Subsystem Program being run in an inappropriate environment.
Machine OS attempting to run the code on an incompatible architecture.
VirtualSize2 Leads to incorrect memory allocation.
SizeOfImage Leads to incorrect memory allocation.
[atRVA Breaks the linking of imported functions.

Identifying Feature Values for Maximum Misclassification

Once the modifiable features are identified, we perturb the significant features of malicious

samples with values from benign samples, aiming to make our proposed model misclassify the

malicious samples as benign. We exploit the modifiable features identified earlier to deceive

the model. For each of these features, we identify the value that maximizes the number of false

negatives when applied to malicious samples. To guide the model towards such misclassifica-

tion, we used the RMCP adversarial attack technique, detailed in Algorithm 6.1.
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Algorithm 6.1 RMCP Adversarial Attack

Input Dataset X containing records with features selected based on their modifiability

without corrupting the executable file (Section 6.2.1). And the 22 most significant
features selected by the RF-SFSF feature selector (initially achieving an accuracy of

98.15%)

Output Benign value per feature causing the worst accuracy and confusion matrix

1: procedure ADVERSARIAL ATTACK

2: Spht dataset X» ) into Xtraina Xtest’ Yerains Ytest

3: Train the model on X;,qin, Yirain

4: Evaluate model on Xy.q, Yiest

5: Record accuracy and confusion matrix as baseline

6: for each feature f in X do

7: Get unique benign values for f as B

8: for each benign value b in B do

9: Create modified Xy by substituting malicious X;.4[f] with b
10: Predict on modified X,

11: Compare the new accuracy and confusion matrix to the baseline
12: if new accuracy is worse than the current worst accuracy then
13: Update the worst benign value for feature f
14: Update the worst accuracy and confusion matrix
15: end if
16: end for
17: end for

18: return Worst benign value per feature, worst accuracy, worst confusion matrix

19: end procedure
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6.3 Static Feature-Based Under Adversarial Attack

In this section, we evaluate the robustness of our proposed static feature-based abuse detection
system, which was introduced in Chapter 4, against the RMCP adversarial attack. We assess the
impact of the attack on the model’s performance and compare the results with related works to
demonstrate the effectiveness of our approach in maintaining high accuracy under adversarial

conditions.

6.3.1 Experimental Setup

Our experiments involve evaluating the robustness of our proposed abuse detection system
against the RMCP attack for static features. We begin by establishing a baseline performance
by assessing the model’s accuracy and generating the confusion matrix on the original, unper-
turbed dataset. We then proceed to apply the RMCP attack, systematically replacing feature
values in the malicious samples within the test set. For our experiments, we target the 22 most
significant features selected by the RF-SESF feature selector, which initially achieved an accur-
acy of 98.15% on the unmodified dataset. After each feature replacement, we re-evaluate the
model’s performance on the modified test set without retraining, recording the new accuracy

and confusion matrix.

6.3.2 Evaluation Metrics

To assess the impact of the RMCP attack on the model’s performance, we employ the confusion
matrix as our primary evaluation metric. The confusion matrix provides a detailed breakdown
of the model’s predictions, categorizing them into true positives (TP), true negatives (TN),
false positives (FP), and false negatives (FN). Our focus lies particularly on the change in false
negatives, as an increase in this metric indicates the success of the adversarial attack in causing
the model to misclassify malicious samples as benign. To elucidate the impact of adversarial
attacks on model accuracy, we have detailed the components of the confusion matrix as follows,

which are also presented in Table 6.2.
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Table 6.2: Confusion matrix: delineating Predicted vs. Actual outcomes for Be-

nign and Malware classifications.

Predicted
Benign Malware
Benign True positive (TP) False positive (FP)
Actual
Malware False negative (FN) True negative (TN)

* True positive (TP): The number of instances where the model correctly predicted benign
software (0). This means the model identified a sample as benign and it was indeed

benign.

* False positive (FP): The number of instances in which the model incorrectly predicted
malware (1) when the sample was actually benign (0), which means the model misclas-

sified benign software as malware.

 False negative (FN): The number of instances where the model incorrectly predicted
benign software (0) when the software was actually malware (1), which means the model

was misclassifying the malware as benign software.

* True negative (TN): The number of instances where the model correctly predicted mal-
ware (1). This means that the model identified the software as malware and it was indeed

malware.

6.3.3 Experimental Results

The experimental results, summarized in Table 6.6, reveal the impact of the RMCP attack
on our proposed abuse detection system for static features. While most features demonstrate
robustness against the attack, maintaining high true positive and true negative rates, certain
features exhibit vulnerability. In particular, the ‘DebugSize’ feature stands out, with a notable
decrease in accuracy to 83.54% from 98.15% and a significant increase in false negatives from

23 to 292 after the RMCP attack.
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Table 6.3: Comparison of detection accuracy before and after the RMCP ad-
versarial attack, highlighting changes in FN values in the confusion matrix (CM).
The original detection accuracy was 0.981532 and the original confusion matrix
was TP:935, FP:11, FN:23, TN:872.

Features Benign Parameter Post-RMCP Post-RMCP CM

Detection Accuracy

TP:935 FP:11
MajorLinkerVersion 8 0.977729
FN:30 TN:865
TP:935 FP:11
MajorImageVersion 10 0.975557
FN:34 TN:861
) ) ) TP:935 FP:11
MajorOperatingSystemVersion 1 0.976099
FN:33 TN:862
TP:935 FP:11
DIlICharacteristics 1024 0.971211
FN:42  TN:853
TP:935 FP:11
SizeOfStackReserve 65536 0.978815
FN:28 TN:867
TP:935 FP:11
FileAlignment 4096 0.976099
FN:33 TN:862
TP:935 FP:11
MinorOperatingSystemVersion 0 0.980445
FN:25 TN:870
TP:935 FP:11
MajorSubsystem Version 4 0.979902
FN:26 TN:869
TP:935 FP:11
CheckSum 32467821 0.953829
FN:74 TN:821
TP:935 FP:11
SizeOfHeapCommit 4096 0.981532
FN:23 TN:872
TP:935 FP:11
NumberOfRvaAndSizes 16 0.980989
FN:24 TN:871
TP:935 FP:11
DebugSize 28 0.835416
FN:292 TN:603
TP:935 FP:11
potential_C&C_api_calls 0 0.965779

FN:52 TN:843
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6.3.4 Robustness Comparison

To gauge the effectiveness of our proposed approach, we compare its robustness against the

RMCP attack with two related works: Kumar et al. [126] and Raman et al. [145].

As presented in Table 6.4, the model proposed by Kumar et al. [126] exhibits significant
vulnerability to the RMCP attack. The replacement of certain feature values, such as the ‘Char-
acteristics’ feature, leads to a substantial drop in accuracy from 94.67% to 69% and a dramatic

increase in false negatives from 53 to 525.

Table 6.4: Comparison of detection accuracy before and after the RMCP ad-
versarial attack, highlighting changes in FN values in the confusion matrix (CM):
Kumar et al. [126]. The original detection accuracy was 0.946768 and the original
confusion matrix was TP:901, FP:45, FN:53, TN:842.

Features Benign Parameter Post-RMCP Post-RMCP CM

Detection Accuracy

TP:901  FP:45
MajorOperatingSystemVersion 1 0.923411
FN:96 TN:799
TP:901  FP:45
DIICharacteristics 34112 0.813688
FN:298 TN:597
TP:901  FP:45
SizeOfStackReserve 16777216 0.811515
FN:302 TN:593
TP:901  FP:45
MajorSubsystem Version 6 0.937534
FN:70 TN:825
TP:901  FP:45
MinorSubsystem Version 0 0.941879
FN:62 TN:833
TP:901  FP:45
Characteristics 263 0.690386
FN:525 TN:370
TP:901  FP:45
e_lfanew 304 0.697990

FN:511 TN:384
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Similarly, Table 6.5 demonstrates the impact of the RMCP attack on the model proposed by
Raman et al. [145]. The attack results in a considerable reduction in model accuracy, with
the ‘DebugSize’ feature value substitution causing the accuracy to plummet from 95.84% to

54.37% and false negatives to surge from 48 to 808.

Table 6.5: Comparison of detection accuracy before and after the RMCP ad-
versarial attack, highlighting changes in FN values in the confusion matrix (CM):
Raman et al. [145]. The original detection accuracy was 0.956545 and the original
confusion matrix was TP:914, FP:32, FN:48, TN:847.

Features Benign Parameter Post-RMCP Post-RMCP CM

Detection Accuracy

TP:914  FP:32
MajorImageVersion 10 0.697447
FN:525 TN:370
TP:914 FP:32
DebugSize 84 0.543726
FN:808 TN:87
TP:914 FP:32
ExportSize 393,079 0951113
FN:58 TN:837
TP:914  FP:32
ResourceSize 5296 0.762629

FN:405 TN:490

In contrast, our proposed abuse detection system exhibits greater resilience against the RMCP
attack. Despite the attack, our model maintains an accuracy of 83.54%, outperforming the
robustness rates of 69.03% and 54.37% achieved by Kumar et al. [126] and Raman et al. [145],

respectively.

These comparative results highlight the superior robustness of our approach in the face of ad-
versarial attacks. While the initial detection accuracy rates were comparable across the models,
the RMCP attack exposes the vulnerabilities of the related works, leading to significant per-
formance degradation. Our model, on the other hand, demonstrates resilience, maintaining a

higher level of accuracy and minimizing the impact of the adversarial attack.
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6.4 Dynamic Feature-Based Under Adversarial Attack

This section focuses on evaluating the robustness of our dynamic feature-based abuse detection
system, introduced in Chapter 5, when subjected to the RMCP adversarial attack. We analyze
the impact of the attack on the model’s performance and compare the results with related works

to demonstrate the enhanced resilience of our approach against adversarial manipulations.

6.4.1 Experimental Setup

In addition to evaluating the robustness of our detection system against adversarial attacks on
static features, we also assess its resilience when dynamic features are targeted. We apply the
RMCEP attack to the dynamic features used in our ML-based detection model and compare the

results with related works by Sethi et al. [150] and Shijo et al. [152].

6.4.2 Experimental Results

The results of adversarial attacks on the detection accuracy of our proposed model, as well as
related works by Sethi et al. [150] and Shijo et al. [152], are presented in Tables 6.6, 6.7, and
6.8 respectively. The discussion focuses on the changes in the number of false negatives (FN)
in the confusion matrix (CM), which reflect the model’s ability to correctly identify malicious

samples under FPT attack.

For our proposed work, the feature num_ips’ caused the most significant drop in detection
accuracy after feature perturbation testing (FPT), from 97.95% to 90.01%. This is indicative
of the feature’s importance in the detection algorithm and its vulnerability to adversarial ma-
nipulation. Other features also caused declines in detection accuracy, but to a lesser extent,

suggesting a varied impact on the model’s robustness.
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Table 6.6: Top 10 Impacted Features of Adversarial Attack on Detection Accur-
acy, with a Focus on Changes in FN Values in the Confusion Matrix (CM). The
original detection accuracy was 0.9795 and the original CM TP:688 FP:10 FN:20
TN:743.

Features Benign Parameter Post-RMCP Post-RMCP CM
Accuracy

TP:688  FP:10
num_ips 2 0.9001

FN:135 TN:628

TP:688  FP:10
total_dns_requests 43 0.9521

FN:59 TN:704

TP:688  FP:10
total_udp_connections 101 0.9542

EN:56 TN:707

TP:688  FP:10
num_domains 15 0.9603

FN:47 TN:716

TP:688  FP:10
total_file_failed 11 0.9617

FN:45 TN:718

TP:688  FP:10
total_tcp_connections 3 0.9624

FN:44 TN:719

TP:688  FP:10
total_directory_enumerated 41 0.9631

FN:43  TN:720

TP:688  FP:10
total_regkey_read 94 0.9637

FN:42 TN:721

TP:688  FP:10
total_http_requests 7 0.9637

FN:42  TN:721

TP:688  FP:10
unique_dns_requests 30 0.9637

FN:42 TN:721
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6.4.3 Robustness Comparison

To assess the efficacy of our proposed method, we compare its robustness against the RMCP

attack with two related works: Sethi et al. [150] and Shijo et al. [152].

The model by Sethi et al. [150] showed a significant impact on the detection accuracy when
subjected to the RMCP attack. The accuracy dropped to around 50% for the top 46 features
out of 1022 features, with some features exhibiting a substantial increase in the FN rate. For
example, the feature f_RegOpenKeyExW’ saw a dramatic rise in FN from the original value
of 10 to 404 post-RMCP attack, indicating that the model’s ability to correctly classify mali-
cious samples was severely compromised for these specific features. However, for other fea-
tures, such as ’f_FindFirstFileExW’ and 'rc_LdrGetDIlIHandle_0’, the post-RMCP confusion
matrices show a relatively smaller increase in FN (from 10 to 12) and a high TP rate (354).
This suggests that the model’s robustness is not uniformly affected by the RMCP attack across

all features.

The varying impact on the FN rates and the corresponding changes in accuracy indicate that
certain features are more susceptible to adversarial attack than others. While some features,
when subjected to the RMCP attack, can significantly degrade the model’s ability to cor-
rectly classify malicious samples, others have a less severe impact on the model’s perform-
ance. Table 6.7 presents the top 10 impacted features and their corresponding changes in the
confusion matrix. The features f_RegOpenKeyExW’, ’f_GetFileType’, 'rc_NtOpenKey_0’,
and 'f_GetSystemMetrics’ show a substantial increase in FN rates, with the accuracy drop-
ping to around 50.00 - 50.21%. On the other hand, features like 'f_FindFirstFileExW’ and
'rc_LdrGetDIlHandle_0’ exhibit a smaller increase in FN rates, with the accuracy remaining

around 76.81%.

In contrast, our proposed model demonstrates superior robustness by maintaining a relatively
high accuracy level of around 90% under the RMCP attack. This demonstrates significantly
better resilience compared to related works, where accuracies dropped to around 50%. Spe-
cifically, Sethi et al.’s model accuracy fell to 50.21% and Shijo et al.’s to 47.57% under attack,
while our model maintained 90.01% accuracy. This substantial difference in performance high-

lights the enhanced robustness of our approach.
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Table 6.7: Top 10 Impacted Features of Adversarial Attack on Detection Accur-
acy, with a Focus on Changes in FN Values in the Confusion Matrix (CM): Sethi et
al.[150]. The original detection accuracy was 0.7695 and the CM TP:354 FP:327

FN:10 TN:771.
Features Benign Parameter Post-RMCP Post-RMCP CM

Detection Accuracy

TP:354 FP:327

f_SetUnhandledExceptionFilter 1 0.5000

FN:404 TN:377

TP:354 FP:327
f_GetFileType 4 0.5000

FN:404 TN:377

TP:354 FP:327
rc_NtOpenKey_0 3 0.5007

FN:403 TN:378

TP:354 FP:327
f_GetSystemMetrics 465 0.5007

FN:403 TN:378

TP:354 FP:327
s_ WSAStartup 3 0.5014

FN:402 TN:379

TP:354 FP:327
s_NtAllocateVirtualMemory 11 0.5014

FN:402 TN:379

TP:354 FP:327
rc_RegOpenKeyExA_2 3 0.5021

FN:401 TN:380

TP:354 FP:327
s_GetSystemlInfo 77 0.5021

FN:401 TN:380

TP:354 FP:327
f_LdrLoadDIl 0 0.7681

FN:12 TN:769

TP:354 FP:327
s_NtProtectVirtualMemory 0 0.7681

FN:12  TN:769




6.4 Dynamic Feature-Based Under Adversarial Attack 186

Similarly, Shijo et al.’s [152] model showed a similar trend, with the detection accuracy drop-
ping to a range of approximately 47.57% to 47.84% across the first 155 features. The increase
in FN for features such as ’LdrGetDIIHandle_NtTerminateProcess

_NtTerminateProcess’ was substantial, demonstrating that the model is not robust against the

RMCP attack.

Table 6.8 represents the top impacted features of the RMCP attack.
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Table 6.8: Top Impacted Features of Adversarial Attack on Detection Accuracy,
with a Focus on Changes in FN Values in the Confusion Matrix (CM): Shijo et
al. [152]. The original detection accuracy was 0.7332 and the original confusion

matrix TP:340 FP:399 FN:2 TN:762.
Features Benign Parameter Post-RMCP Post-RMCP CM

Detection Accuracy

LdrGetDIIHandle

TP:340 FP:399
_NtTerminateProcess 1 0.4757

FN:389 TN:375
_NtTerminateProcess
NtClose

TP:340 FP:399
_NtOpenKey 5 0.4770

FN:387 TN:377
_RegOpenKeyExW
NtOpenKey

TP:340 FP:399
_NtQueryValueKey 3 0.4777

FN:386 TN:378
_NtClose
RegQueryValueExW

TP:340 FP:399
_RegCloseKey 21 0.4784

FN:385 TN:379
_RegOpenKeyExW
NtUnmapViewOfSection

TP:340 FP:399
_NtClose 506 0.4784

FN:385 TN:379
_NtClose
RegCloseKey

TP:340 FP:399
_RegOpenKeyExA 2 0.4784

FN:385 TN:379
_RegQueryValueExA

These comparative results highlight the superior robustness of our approach in the face of ad-
versarial attacks. While the initial detection accuracy rates were comparable across the models,

the RMCP attack exposes the vulnerabilities of the related works, leading to significant per-
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formance degradation. Our model, on the other hand, demonstrates resilience, maintaining a

higher level of accuracy and minimizing the impact of the adversarial attack.

6.5 Summary

In this chapter, we introduced the Replace Misclassified Parameter (RMCP) attack, a novel
white-box adversarial attack designed to evaluate the robustness of our proposed abuse detec-
tion system. By systematically manipulating feature values of malicious samples, the RMCP

attack aims to deceive the machine learning model into misclassifying malware as benign.

We conducted extensive experiments to assess the impact of the RMCP attack on our model’s
performance for both static and dynamic features. While most features exhibited robustness,
certain features, such as ‘DebugSize’ for static features and 'num_ips’ for dynamic features,

demonstrated vulnerability to the attack.

To contextualize our findings, we compared the resilience of our approach against the RMCP
attack with related works for both static and dynamic features. The results reveal that our
model maintains a higher level of accuracy and robustness compared to the models proposed
by Kumar et al. [126] and Raman et al. [145] for static features, and Sethi et al. [150] and

Shijo et al. [152] for dynamic features.

The insights gained from this study underscore the importance of considering adversarial at-
tacks when designing and evaluating abuse detection systems. By demonstrating the superior
robustness of our approach for both static and dynamic features, we highlight its potential to
provide more reliable and effective protection against malware that abuses cloud and public

legitimate services for command and control purposes.
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Chapter 7

Conclusion

This thesis addressed the critical issue of malware abusing Cloud and Public Legitimate Ser-
vices (CPLS) as command and control (C&C) infrastructure. The research aimed to develop
effective and robust detection systems to combat this sophisticated cyber threat. The main
objectives included conducting a comprehensive literature review to establish a taxonomy of
attack techniques, identifying gaps in existing defense mechanisms, investigating the use of
static and dynamic malware analysis methods through artificial intelligence (Al) techniques,
and evaluating the robustness of the proposed detection systems against adversarial attacks. The
thesis employed a multi-stage methodology, encompassing data collection, feature extraction,
machine learning model development, and evaluation. The dataset, sourced from VirusTotal,
consisted of both malicious samples communicating with known CPLS-hosted domains and
benign samples obtained from trusted sources. The research introduced novel techniques, such
as the Dual-Sandboxing approach for dynamic feature extraction and custom feature selection

methods for static analysis.

These techniques led to the identification of a unique set of features. When combined with ML
algorithms, they enable our approach to outperform other methods in the literature. Moreover,
the proposed detection systems have demonstrated enhanced robustness against adversarial

attack, highlighting the effectiveness and reliability of our methodology.

7.1 Addressing the Research Questions

The research findings successfully addressed the posed research questions:
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* RQ1: The literature review identified various techniques utilized to abuse CPLS as
C&C communication channels, including steganography, encoding, cryptography, and

Al-powered C&C.

* RQ2: The targeted CPLS platforms for abuse included popular services such as Google

Drive, OneDrive, and Dropbox.

* RQ3: What countermeasures have been proposed to detect the abusive use of CPLS as
C&C infrastructure?
The analysis of existing countermeasures revealed several gaps in effectively detecting
CPLS abuse. These gaps include the lack of the following: comprehensive taxonomies
for attack techniques, labelled datasets specifically focused on CPLS abuse, and ad-
vanced detection approaches that are capable of detecting the abuse of CPLS as C&C

infrastructure.

* RQ4: How can we develop and validate a comprehensive dataset and labelling strategy
for Portable Executable (PE) files to support the detection of CPLS abuses?
A comprehensive dataset of 3,067 malicious and 3,067 benign PE files was developed

and labelled to support the detection of CPLS abuse.

* RQS: How can statically extracted features from Portable Executable (PE) files be lever-
aged through artificial intelligence or machine learning methodologies to enhance the
detection and mitigation of CPLS abuses?

Static and derived features extracted from PE files, combined with machine learning

techniques, achieved a high detection accuracy of 98.26%.

* RQ6: In what ways can dynamic feature extraction from Portable Executable (PE) files,
integrated with machine learning models, improve the detection of CPLS abuse as C&C
infrastructure?

Dynamic features extracted using the innovative Dual-Sandboxing technique, integrated

with machine learning models, demonstrated a detection accuracy of 97.95%.

* RQ7: How can the robustness of detection models against adversarial attacks be en-
hanced for both statically and dynamically extracted features from Portable Executable

(PE) files in CPLS abuse?
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While our proposed detection systems exhibited enhanced robustness against the novel

RMCEP adversarial attack compared to related works, further enhancements are possible:

— For the static feature-based detection, our proposed system maintained an accur-
acy of 83.54% against the RMCP attack, a decrease from the initial 98.15%, with
FN increasing from 23 to 292. In comparison, Kumar et al.’s system saw a drop in
accuracy from 94.67% to 69% with FN increasing from 53 to 525, while Raman
et al.’s system’s accuracy plummeted from 95.84% to 54.37% with FN increasing

from 48 to 808.

— For the dynamic feature-based detection, our proposed system demonstrated su-
perior robustness by maintaining a relatively high accuracy level of around 90.01%
under the RMCP attack, compared to the original accuracy of 97.95%, with FN
increasing from 20 to 135. In contrast, Sethi et al.’s model, with an original accur-
acy of 76.95%, showed a significant impact with the accuracy dropping to around
50% with FN increasing from 10 to 404, while Shijo et al.’s model, with an ori-
ginal accuracy of 73.32%, saw its accuracy drop to 47.57% with FN increasing

from 2 to 389 under the RMCP attack.

Further enhancement of the model robustness against adversarial attacks remains an

important area for future research.

7.2 Key Outcomes

This thesis has produced several significant outcomes that address the critical issue of CPLS

abuse as C&C infrastructure:

7.2.1 Novel Taxonomies

Our taxonomies of CPLS abuse techniques and C&C communication channels have:

* Identified and categorised ten different types of abusive attacks (steganography, en-

coding, cryptography, fraudulent accounts, use of botmaster’s credentials/hard-coded
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tokens, compromised victims’ accounts, COM hijacking, process injection, COMSPEC
environment variable exploitation, and Al-powered C&C), significantly expanding on

previous work that only identified four.

* Provided a structured framework for understanding and categorising emerging threats,
including DeepC2, an Al-powered C&C technique that uses neural networks for dy-
namic addressing and embeds commands in tweets through hash collisions, not currently

represented in industry frameworks like MITRE ATTCK.

 Facilitated more effective analysis and combat strategies against evolving threats in

cloud environments.

7.2.2 First Labelled Dataset for CPLS Abuse

The creation of our novel dataset has:

* Provided 3,067 malicious and 3,067 benign samples specifically focused on CPLS ab-

use.

* Enable more accurate and relevant training of machine learning models for CPLS abuse

detection.

* Addressed a critical gap in the field, providing a valuable resource for future research

and development of defence mechanisms.

7.2.3 Machine Learning-based CPLS Abuse Detection Systems

Our ML-based detection systems have demonstrated:

* High accuracy rates of 98.26% for static analysis and 97.95% for dynamic analysis,

outperforming existing methods in the literature.

* The effectiveness of our tailored feature engineering and custom feature elimination

methods in static analysis.
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* The potential of our innovative Dual-Sandboxing technique in extracting comprehensive

feature sets for dynamic analysis.

7.2.4 Novel RMCP Adversarial Attack
The introduction of the RMCP attack has:

* Provided a crucial evaluation of the robustness of CPLS abuse detection systems.

* Demonstrated the resilience of our detection systems, maintaining accuracy levels of
83.54% for static analysis and 90.01% for dynamic analysis under attack, significantly

outperforming related works.

» Highlighted the importance of considering adversarial scenarios in cybersecurity re-

search and real-world deployment of detection systems.

These outcomes represent significant advancements in the field of CPLS abuse detection, en-
hancing our capabilities to detect and mitigate such threats, and providing a strong foundation

for future research and practical applications in securing cloud environments.

7.3 Limitations

Despite the significant contributions, the research faced certain limitations:

* The dataset could be expanded to include a wider variety of file formats, since the focus

was primarily on PE file type.

* The research relied solely on a malware dataset obtained from VirusTotal. To overcome

this limitation, the implementation of a honeypot could be considered.

These limitations provide opportunities for future research to further enhance the generalisab-

ility and scalability of the proposed detection systems.
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7.4 Future Research Directions

Based on the findings and limitations, several promising avenues for future research are identi-

fied:

* Expanding the dataset to include a more diverse range of malware samples and CPLS

platforms, enhancing the generalisability of the detection systems.

 Investigating the integration of static and dynamic analysis techniques to leverage the

strengths of both approaches and improve detection performance.

* Exploring the application of deep learning or other advanced Al techniques for the ana-

lysis of CPLS abuse.

» Exploring other ensemble learning methods like AdaBoost and Gradient Boosting for
CPLS abuse detection, comparing their performance against our Random Forest-based

approach.

* Implementation of a honeypot, a system designed to attract and analyse malicious activ-
ities. By deploying a honeypot, it becomes possible to collect malware samples that
demonstrate signs of abuse related to CPLS as C&C infrastructure. This approach could
potentially provide a more diverse and realistic set of malware samples for analysis,

enhancing the robustness and generalisability of the proposed detection systems.

* Enhancing adversarial attack robustness, while our detection systems demonstrated im-
proved robustness compared to existing approaches, future research could explore ad-

vanced techniques to further enhance resilience against adversarial attacks.

7.5 Conclusion

This thesis aimed to combat the critical threat of malware abusing Cloud and Public Legitimate
Services (CPLS) as command and control (C&C) infrastructure by developing effective and

robust detection systems. The research employed a multi-stage methodology, encompassing
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data collection, feature extraction, machine learning model development, and evaluation. The

main contributions of this thesis are summarized as follows:

* Conducted a comprehensive literature review to establish novel taxonomies of attack
techniques and C&C communication channels, enabling a better understanding of the

threat landscape and facilitating the development of targeted defense mechanisms.

* Identified gaps in existing defence mechanisms and the need for comprehensive tax-
onomies, labelled datasets, and advanced detection approaches for CPLS abuse as C&C

infrastructure.

* Created a novel labelled dataset comprising 3,067 malicious and 3,067 benign samples,

serving as a valuable resource for training and evaluating machine learning classifiers.

* Proposed ML-based CPLS abuse detection systems utilising static and dynamic mal-
ware analysis, achieving remarkable detection accuracies of 98.26% and 97.95%, re-

spectively, outperforming existing works.

¢ Introduced the RMCP adversarial attack to evaluate the robustness of detection systems,

with the proposed models demonstrating enhanced resilience compared to related works.

The research addressed the posed research questions by identifying techniques utilized for
CPLS abuse, targeted platforms, gaps in existing countermeasures, and proposing novel static
and dynamic analysis methods integrated with machine learning models. The detection systems
exhibited enhanced robustness against the RMCP adversarial attack compared to related works.
Despite the significant contributions, the research faced certain limitations, including the focus
on the PE file format and reliance on a VirusTotal dataset. Future research could expand the
dataset to include a more diverse range of malware samples and CPLS platforms, investigate
the integration of static and dynamic analysis techniques, explore deep learning or advanced Al
techniques, and implement honeypots for collecting CPLS abuse-related malware. The research
findings have significant practical implications for enhancing cloud security. Organizations and
security practitioners can leverage the proposed detection systems, novel taxonomies, and in-
sights gained from the comprehensive analysis to identify and mitigate the abuse of CPLS as

C&C infrastructure effectively.
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Appendix

Appendix A: Extracted Features from Dual-Sandboxing

Technique

Table 7.1: Features extracted using the Dual-Sandboxing Technique

Feature Category

Features

Domain Contact

domain_contact_file.core.windows.net,
domain_contact_blob.core.windows.net,
domain_contact_onedrive.live.com,
domain_contact_sharepoint.com,
domain_contact_graph.microsoft.com,
domain_contact_twitter,
domain_contact_docs.google,
domain_contact_mail.google,
domain_contact_chat.google,
domain_contact_classroom.googleapis,
domain_contact_sheets.googleapis,
domain_contact_slides.googleapis,
domain_contact_storage.googleapis,
domain_contact_gmail,
domain_contact_onedrive,
domain_contact_dropbox,
domain_contact_github,
domain_contact_raw.githubusercontent,
domain_contact_pastebin,

domain_contact_youtube,
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Table 7.1 — continued from previous page

Feature Category

Features

domain_contact_script.google,
domain_contact_translate.google,
domain_contact_spreadsheets.google,
domain_contact_slack,
domain_contact_hotmail,
domain_contact_outlook,
domain_contact_amazonaws,
domain_contact_azure,
domain_contact_office,
domain_contact_discord,
domain_contact_telegram,
domain_contact_instagram,
domain_contact_OneNote,
domain_contact_Teams,
domain_contact_Evernote,
domain_contact_aws.amazon,
domain_contact_CloudMe,
domain_contact_Imgur,
domain_contact_pCloud,
domain_contact_disk.yandex,
domain_contact_alibabacloud,

domain_contact_Mega

API Calls

api_call_InternetOpenA,
api_call_InternetConnectA,
api_call_HttpOpenRequestA,
api_call_InternetReadFile,
api_call_InternetWriteFile,
api_call_WinHttpOpen,
api_call_WinHttpConnect,
api_call_WinHttpOpenRequest,
api_call_WinHttpSendRequest,
api_call_WinHttpReceiveResponse,
api_call_WinHttpReadData,
api_call_WinHttpWriteData,
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Table 7.1 — continued from previous page

Feature Category

Features

api_call_URLDownloadToFileA,
api_call_HttpSendRequestA,
api_call_InternetOpenUrlA,
api_call_InternetReadFileExA,
api_call_InternetWriteFileExA

System Interactions

total_processes,
total_file_created,
total_file_recreated,
total_dll_loaded,
total_file_opened,
total_file_copied,
total_regkey_opened,
total_file_ written,
total_file_exists,
total_command_line,
total_file read,
total_regkey_read,
total_file_deleted,
total_registry_key_opened,
total_registry_key_written,
total_mutex_created,
total_directory_created,
total_regkey_deleted,
total_mutex,
total_file_failed,
total_guid,
total_directory_enumerated,
total_regkey_written,
total_resolves_host,
total_file_moved,
total_connects_host,
total_connects_ip,
total_wmi_query,

total_downloads_file,
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Table 7.1 — continued from previous page

Feature Category Features

total_fetches_url,

total_directory_removed

Network Activities total_http_requests,
total_https_requests,
total_dns_requests,
unique_dns_requests,
total_tcp_connections,
total_udp_connections,
num_domains,
num_ips,

num_urls




