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This thesis is dedicated to the victims who suffedeeconomic and emotional loss due to the

reprehensible behavior of fraudulent individuals.

SUMMARY

Recognized as one of the fastest growing criméisarUnited States, identify theft has eluded
customary, reactive systems of containment, duis tapidly changing nature, the dependency
upon legislative and corporate efforts and the gqgrons of the law enforcement and the
business industry, which minimizes its impact. Phrevention strategies have been ill matched
to the nature of the crimes or interceded aftectitaes have been committed.

In order to institute comprehensive identity th@fitection, including the conviction of
the criminals, a system sensitive to the changatgre of the crimes, the access a criminal has to
personal identifying data and one which is proa&ctivnature is needed.

Therefore, the purpose of this study was to expgleeausefulness dahe routine activity
theory(RAT) in the understanding of identity theft. Tingerview data were analyzed to explore
the perceptions of the stakeholders, their evalnatf the usefulness of the application of this
theory, and to determine more effective identifgftiprotection.

Using an ethnographic paradigm, a cross secti@paésentation of the stakeholders,
twenty five law enforcement professionals, offesd@nd victims were provided with five
general and five specific to each group of stalkedrsl (interviews) and probing (conversations)
inquires to determine the current state of praciug whether their responses supported that
RAT would be advantageous in the containment &f ¢thime.

The analyses of the data revealed that RAT wouldsieéul in the understanding of
identity theft, provide a framework to modify thiate of practice from a retrospective analyses
after a theft was committed, to preventive measwaed that no ample framework was present.
Implementing RAT as a theoretical model would beemmragmatic and incorporate a more
global approach to the standard of practice.

The confounding conditions, such as the guardedrfese disclosed information, the
limited access to archival records, the offendeeslable for the study, and the lack of formative
studies to systematize the data indicated thatiaddi research is needed. These include: (1)
categorization of the interview data into propasifi, and (2) the benefits of educational
programs for governmental and law enforcement @fficising RAT as proactive system in the
reduction of these crimes.
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CHAPTER 1: Introduction

Identity theft, a type of crime that has signifidgrcome to the attention of law
enforcement in the last ten years, has rapidly mcke both in volume and kind—and continues
to do so. Not only has the amount of identity tiedreased, but the scope and extent of the
crime has expanded (Kanable, 2009; Piquero e2@l1; FInCEN, 2009; Langton, 2011). Until
recently, identity theft most often was rootedtirest crime, involving the theft of a wallet,
credit card or debit card, and the illegal usehef specific item in a manner limited to the format
The crime of identity theft is going through a dimiprocess of both dematerialization, with data
itself now taking precedence over what particuteiniat it may be originally accessed as leading
to a more generalized focus of identity thieveslbkinds of personal data. Moreover, identity
theft is quickly moving from offline situations the online world of the Internet, where the
possibilities for identity theft are myriad, andgiing more widespread and dangerous every day.
Finally, as the criminal element; such as gangsaagdnized crime become aware of the endless
possibilities that stolen identities has a marketahlue, the larger the problem becomes for law
enforcement. A simple theft may spiral to a chramction of other crimes. Therefore, the old
days of law enforcement dealing with identity tHeftapprehending a pick pocket or dumpster
diver, now, more often than not, the criminal reagloited the theft in surreptitious ways, by
passing on the stolen data to other members dfdriskganisation who will in turn convert the
stolen identity into fake credit cards, and buyiilegal goods, often shipping these stolen goods
overseas, or selling them (Bronk, 2008; Giles, 20Tthe opportunities provided by such chain-
reaction exploitation have brought organised crimbe identity fraud, acting as another

accelerator of the scope and scale of the crimet@dmounts of money stolen. For law



enforcement, all of these dynamic, acceleratingdsicreate a type of what is termed a new
crime, that is, a crime that law enforcement i ts§iing to understand, spiralling out of control.
For this reason, a gap has opened up betweenothtgefr of identity theft crime, and the ability

of law enforcement to prevent, detect, arrest andqrute identity thieves. This in turn has
motivated still more offenders, who may have bemvipusly involved in other kinds of theft, to
move into identity theft, as they see that not arly the rewards potentially great, but that there
is, at present, little likelihood of their beingested or prosecuted, and, even should that befall
them, the fact that criminal justice culture doesyet take identity theft seriously, conviction
will lead to relatively light sentences in comparniswvith other crimes.

The current programs and systems being put in ptapesvent or prosecute identity theft
all appear to harbour weaknesses, preventing them iaving optimal deterrent effects. The
United States legislative response to date has Ibagad to seeking to define identity theft as a
crime, and providing statutes to respond to aleatgpof the crime, control the amount of
personal data required to conduct business (C2@®8), with so-called privacy laws, and to
force companies to enact data breach notificad@rs |(Burdon, 2011). This focus has
established the framework for company responsediatity theft as well, which has been, thus
far, to write off reimbursement as part of the afsioing business, and pass red flag rules,
which involve both training employees to detect ftads that might indicate an identity breach,
and provide for a protocol that gives form to effdo respond to breaches. Companies have
also fixated on having their information managendagartments devise technical solutions to
identity or prevent theft incidence, in effect egigay in an arms race against hackers and other
identity thieves. Some critics have found thaséhkaws are insufficient to fully address the

scope, extent and seriousness of identity thedt,adiruniformly fail to present any considerable
2



deterrence to a criminal engaged in identity ti@fRourke, 2005; Gellman, 2009; Leibowitz,
2012).

Company-based prevention, red flag rules, and atietn wage a kind of technological
warfare against cyber criminals, being unlikelyum around the negative dynamic of escalating
identity theft, indicate that it is time that lawfercement and criminal justice as a culture
respond to identity theft in a more effective, btiti, system-wide, theoretically-grounded way,
to develop models of prevention, apprehension,goasn and conviction. To that end, this
study explores the potential utility of a situa@borime prevention paradigm model called the
routine activities theory model as it might be agglo identity theft and fraud. Though
developed over 50 years ago, routine activitiesrthes only partly applied in everyday police
practice. Routine activities theory (RAT) condtitsia description of the social situation that
enables the commission of a crime. According td@ RAcrime requires three components all
coming together at once in a particular time ocelanotivated offenders, suitable targets and
the absence of capable guardians. That is, ar@lrdbes not commit a crime because he or she
is inherently psychopathic or simply a criminal&y@ notion still espoused as an explanatory
model for criminality in the popular press, but gally dismissed by law enforcement), as that
state does not in itself lead to the commissioa ofime. A crime occurs when the offender is
motivated by the perceived value, visibility, acibsity or inertia of the object of interest, the
suitability of the target or victim, involving, aoding to RAT, the victim engaging in predictable,
routine behaviours that nonetheless, due to somedesaness, qualifies by the above criteria to
attract an offender, and, finally, the absenceadhsocial and law enforcement guardianship,
that is, the absence of people, including bystas)gerdestrian traffic, and, also, police officers.

When a target of value is viewed as easy to olaatha victim behaving in a way that creates an
3



opportunity for its theft, in the absence of angi®ight, either social or police-oriented, a crime
will occur. By contrast, any preventive effort @nthken to reduce the motivation of the offender,
the suitability of the target or the absence ofrdizeaship, will prevent the opportunity for a

crime to be viable.

The fact that the criminogenic circumstances inv@unost identity theft involves an
offender motivated by the lure of quick, easy mofreyn stolen identity, targets whose
carelessness in protecting their personal infolmnatreates an opportunity for theft, and almost
complete absence of any threat of being eitheredqgmded or prosecuted with any deterrent
severity, means that RAT could be applied effetyite identity theft as a more holistic model
informing a more coherent law enforcement respgmsssibly even reducing the current upward
trend in the rate of identity theft both absolutahd relative to other crimes. For this reasais, th
study sought to apply the routine activities thetoryhe problems of identity theft to determine if
it was applicable in a preventive way to reduceniit theft. To explore this potential for
application fully, all of the stakeholders enumedaby RAT as participating in a crime situation-
an offender, a victim, and a member of the comnmyumita member of a police department-were
interviewed. This study interviewed identity theffenders, identity theft victims and a number
of stakeholders on the guardianship side of tha®ou from investigators specializing in
identity theft, to police department officials, representatives of credit card companies. By this
method, it is believed that a model can be presaiotéaw enforcement, its potential
effectiveness demonstrated, which might motivatedaforcement and the criminal justice
system to take the crime of identity theft moreaesly, and to conceptualize the crime as it is, a

contagious, viral, exponentially-growing crime wakat at present, unchecked, still promises to



deeply compromise the efficacy and vitality of avm@mmercial and civil world built on the

exchange of personal information.

(a) Background of the Study

The background to this study lies in the fact tt@tjate, the primary responses to
identity theft in the United States, from the léafive and corporate stakeholders involved, have
failed to stem the rising tide of identity theff.the laws passed and the regulations put in place
thus far had been effective in stemming the inaeeof identity theft, increased response by law
enforcement would not be necessary. Up to nofadt) law enforcement has generally viewed
identity theft as a lesser crime which can be maddxy legislative and corporate response, not
requiring an investment in manpower and initiatiégnly the fact that the legislative and
corporate responses to identity theft have notitein reduction of identity theft crime, has
prompted this study, and a recommendation thaelsf@rcement may have at its disposal
models of criminality that might be more effectimeframing an effective anti-identity theft
effort.

The primary response to identity theft in the Udi&ates has come from legislation, and
most of these laws have taken one of two formbgeethey have struggled to define the nature
of identity theft, and what constitutes identiteth with these laws having to be frequently
amended to account for ever-evolving novel waysoohmitting identity theft, or they have
mandated a protocol of actions that must be unklemtahould a breach in security of a firm, or
the compromising of the privacy of client data le¢edted, mainly with the intention of outlining

the accountability and responsibility of companmiesking use of personal data.



With regard to the first kind of law, identifyindentity theft, these appear to be
enmeshed in a game of catch-up, as the naturewfityg theft or fraud continues to morph into
new forms, all but out-running the ability of lawefining the crime to keep up. With regard to
the second type of law, breach notification lavesnes of these laws have been found, empirically,
to reduce identity theft, in certain circumstan(®srdon, 2011). By contrast, some critics have
found that breach notification laws have only liediteffectiveness, for reasons likely linked to
the very nature of the legislation (Stevens, 20E)r one thing, critics point out that when a
breach notification law is imposed upon a compérgenerally has the unwanted side-effect of
highlighting the inadequacy of the corporation’sreat response to identity theft. Second, most
of these laws are cosily drafted in consultatiothwbrporations and thus in general, according
to critics, are created with too much consideragmen to the compliance cost burdens imposed
by the laws on corporations, and too little attemtio devising a comprehensive information
privacy framework that would truly protect the coneer (Burdon, 2011). In a criticism to be
heard throughout the critique of the current legige paradigm in response to identity theft, it
has also been noted that these laws to date aspémific and instrumental in nature, meaning
that they are focused on the specific types ofrmédion being regulated, and the specific
format-based possibilities of breach, and not @mider social dimension of personal data
sharing which forms the broader context of mossgeal data use today. Burdon (2011) also
found that most of these laws are based on theaidheory of privacy which sees privacy as an
individual’s choice to disclose personal informatia theoretical basis which limits the
accountability of the corporation making use of dia¢a to only notify the consumer of a breach
then leave it to the consumer to make the decelpmut what to do. The problem is that this

construction of the law leads to weak corporategadrds, and also creates a barrier to



compliance insofar as the corporation might bectelut to advertise a breach for fear of losing a
customer. All of these laws have also, in theiplementation, been criticized as sporadic and
reactive, all involving actions taken after thews@y breach has also occurred. Most of the laws
also have a one-size-fits-all quality, meaning thay often fail to take the particular
circumstances of breaches into proper considerafitve weakness of the laws is exacerbated by
the fact that there is no single government agamtlye United States overseeing identity theft,
to ensure corporate compliance with breach notibodaws.

Coats (2008) also pointed out that most of thess take the form of placing restrictions
on specific types and formats of personal datadhanot be divulged, but end up leaving many
loopholes easily circumvented by identity thievesibhd. Coats (2008) also pointed out that
most of the laws rely on their power to shut dowoess to certain parties to personal data
according to the Freedom of Information Act, anddentity theft criminals ever access personal
data in this way. As a result, this kind of lawyomakes it more difficult for the consumer or the
company to access personal data, while having pactrwhatsoever on identity theft. Nor do
the laws have anything to say about the new roytiaetice of companies to mine personal data
for leads to possible new purchases, a proceswiisilf often leaves consumers open to
identity theft. As companies collect data, tragoggsonal Internet activity based on such data
and then making recommendations of other purchas@sanaging marketing, online identity
thieves routinely embed spyware in this procesd,sanexploit not personal data use but
corporate use of one’s personal data. The faththay of the more aggressive forms of Internet
marketing are not that different from spyware dlkos the boundaries between legality and
criminality on the Internet, disarming legal respen The sheer volume of the data mined, and

utilized by corporations, and the still greaterurok of spyware generated to seek to be



embedded in that data, makes any current law sgékiprevent personal data loss by simplistic
breach notification laws almost obsolete. The that, due to the nature of federal prosecution,
some laws are utilized in ways not intended byrtivekers, with the Identity Theft Penalty
Enhancement Act, for example, being primarily usetthe context of immigration law, again
disables the law (Glithero, 2009). Overall, tharthe background of this study lies the failure
up to now of the legislature or statutory respaodeave significant effect on stemming identity
theft.

The second front of response to identity theftaeagated by private corporations.
Companies currently seek to address identity thefiree different ways-a laissez-faire
approach, a preventive approach and an embattf@dagh. In terms of the laissez-faire
approach, many corporations take hands off postuvards identity theft. This means that the
volume of identity theft has not quite yet becoragsave that it has posed any significant
challenges to the profits of corporations. Assule identity theft is viewed by too many
executives as an unfortunate cost of doing busjmsgecially on the Internet, with the losses not
yet having eaten into the tremendous profits bgemerated by online commerce. As a result, a
complacent contentment with current, ineffectivedand regulations prevails, viewing identity
theft as a cost of doing business (Bose & Leun920

The second company response to identity theftrmaigs in legislation but is classified as
a company response as the laws involved leaveti thipe company to enforce the regulations.
The Identity Theft Red Flags Rule, passed in 288&yired by law all companies who make use
of credit card data to implement a written identitgft program and put in place a training
program which would teach all staff how to deteghs of identity theft as indicated by so-called

red flags (Bose & Leung, 2009). The red flags progmandated training and put in place a
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series of response and notification proceduresaitaimpany must activate upon suspicion of a
breach. Simply the fact that after the passadkeofaw its enforcement date had to be delayed
in order to give companies adequate time to drasugh programs and policies, and the fact
that a number of industries protested and won dppleat exempted them from having to draw
up red flags policy, itself indicated the weaknesthe law (DVM, 2009). Lee (2009) pointed
out many cases in which companies in different stdes faced great challenges in drawing up
adequate red flag rules, involving an enormous arnowork, almost to the extent of writing
legislation for them, often resulting in partialyccessful codes and regulations. As a result of
leaving the authorship of the red flag rules updmpanies, most made do with simplistic lists of
red flags that appeared to Lee (2009) to have teode with the company meeting minimum
compliance requirements than fully protecting cansrs making use of personal data when
doing business with that corporation. McMilliorO@) noted that law firms were able to lobby
themselves out of the law based on the argumentiieg were generally too small to undertake
such an effort. Kunick & Postner (2011) also argtred it was highly unlikely that many other
kinds of companies had sufficient in-house skitsge develop thorough red flag rules. The end
result of red flag rules implementation problemthat a template of red flags has emerged as
standard practice, and it constitutes quite a basion of the dangers of identity theft. The fact
that corporations often are lax in their handlifigersonal customer data caused Listerman &
Romesberg (2009) to argue that what is requiredis list of rules, but a culture of security
created through a routine provision of identityftla@vareness and protection seminars, full
leadership support of anti-identity theft efforteddull ownership of the program. Red flags are
limited in scope to private industry and not to goyment agencies. This strikes McKee &

McKee (2011) as a mockery of the law. Each yéarféderal government has tried to address
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the issue, resulting in an increase of criminalvégt enforcement cost and additional losses to
the American public. Finally, Clapper (2010) peithiout, as with other laws noted above, that
the technical and functional approach taken byellelag rules, itemizing specific warning
signs in specific media, fails to take into considi®n the wider dimensions of identity fraud and
the ever-growing number of ways in which identhietes can get at personal data.

In sum, most aspects of the current law enforcemegime designed to prevent identity
theft, consisting of laws that define identity théfreach notification laws, red flags rule laws
and company compliance laws, appear to the fedegalators to be inadequate in terms of
addressing the growing scope and expanding dimemdimentity theft. Identity theft has
increased exponentially as a crime. As a redutgntinues to morph into new forms that
repeatedly outstrip efforts to define and expamddad that the speed and expanding scope of
the crime, especially as it moves from offline tdiwe criminal opportunities, is in danger of
making breach notification and red flags ruleshesprimary instruments of a reactive paradigm

against identity theft obsolete.

(I) Technical Response to Identity Theft

Business itself seems to have experienced a davemvageness of these limitations, and
perhaps motivated by projections that in the futdestity theft will, or is in the process of
becoming a problem that will necessitate a respdrsee begun to engage more often in a
second front of defence, or even offence, agattesttity theft, by sponsoring the development of
ever more complicated and sophisticated techngsgdanses to the crime. Many large

corporations have set their IT departments agaiesttity theft, leading to the devising of
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numerous new strategies. These efforts are fraapedtechnical paradigm, which is premised
on the notion that, especially on the Internetnids theft is enabled by the advancing technical
skills of hackers and phishers, and others, andliesbest response is—better technology.
Criticism that preventive or responsive technolbgg fallen behind the sophistication of hackers
has generated this approach. The rhetoric ovaraythis discourse, including futuristic
scenarios of cyber war, brings military, securitg @ven law enforcement into the technical
scenario for defeating internet-based identitytth&his approach is primarily focused on large
scale investments in developing sophisticated métion weapons. The results will be observed
when society sees a return on that investment iegethe economy, while attacking massive
hacking and phishing identity theft activity on théernet. This will be a daunting task,
demonstrating almost horrifying escalations inrthenber of spyware, malware, phishing sites,
spoof sites, other schemes and hacking efforts aliso true that this response has produced a
number of impressive victories. At the same tidefeat is common. Simply the rhetoric of the
effort, positing victory or defeat in a game of trontation described as a war, underscored the
difficulties involved in the sustainability of theégproach. By taking this approach, corporations
embroil themselves in virtual combat, which sefsadtind of arms race, one response being met
by another, then the identity thieves devising atibther response. It is an unending and
unintentionally escalating dynamic that cannoti@ ong run lead to a genuine solution. Otto
(2009) pointed out that the complexity of the oppoities for identity theft in various aspects of
the design, development and deployment stagedtefase production makes it unlikely that a
purely technical approach to combating identityfttixéll ever be successful. On the basis of his
analysis, Otto (2009) argued that establishingdsteds and enforcing compliance to them was

likely to be the best way to prevent identity thefionetheless, a host of technical solutions are
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rolled out seeking to combat hackers and phishEngse include biometric devices (Al Harby,

et al. 2010), which would be at the centrepieceest security regimes at banks and other sites
where identity is stolen, and creating better antahility in internet systems through
management of trust. All of these mandated dewiaadd attack spam and other avenues of
theft (Aggarwal, et al. 2010). In addition, simpéframing the defence of the internet and its
viability, by making policy that manages “intermesecurity” wholesale attacks (as those
launched by botnets en masse against computens)stan be stopped (Bronk, 2008). This
latter approach would involve reconceptualisingdbecept of national security in the context of
a globalized world of intense interactiveness wisereh security is breaking down and replacing
it with a new transnational policy framework thagulated the internet from a global perspective.
While ultimately, this framework would create mexisans by which local and global law
enforcement agencies could work together to conadleatity theft, and, in doing so, such an
intermestic framework would undo the jurisdictionahstraints that at present make law
enforcement of identity theft so difficult, BronRQ08) conceded that such a transnational policy
framework has yet to take shape.

In lieu of these frameworks emerging, more holisteneworks which already exist must
be considered as resources for improving identigjt tdetection and prosecution. The
cooperation of legislative, corporate and law ecdganent in combating identity theft would
make this kind of framework operable. My researilhexplore the necessary cooperation that
is needed. However, the legal frameworks adopydddisiators, and the notification and
technical solutions offered by corporate protectamnot yet seem capable of reconceptualising
identity theft in a holistic way. This leaves cnological models utilized by law enforcement as

a body of work that is exploitable for this purpodedeed, a good deal of research has argued
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that these approaches offer more promise for ptewgand combating identity theft, than
frameworks derived from other fields. Already, exades of more holistic approaches to
combating identity theft, involving technology alagv enforcement, have been documented.
Greenwood (2009), for example, described a scemdrere police embedded Comptrace
technology in laptops so that, if stolen, theirdtbion was able to be traced and the criminal
apprehended. However, even with this tracking gymeroach falls short of totalling addressing
the needs of law enforcement.

Thus far, law enforcement offers situational cripnevention theory and models as a
holistic approach to combating identity theft (Jdf & Kennedy, 2008). By and large situational
crime prevention methods expand the focus of tmeecfrom the crime itself to the victims and
targets of the crime. The purpose of this apprasth study how potential victims behave in
ways that leave them open to criminal attack. Bitoader purpose of a situational crime
prevention analysis and awareness program would bducate victims to not engage in
activities or behaviours that have been foundistieally, to leave them open for crime. Routine
activities theory presents a model of a crime img) of a motivated offender, a suitable target
and the absence of guardianship. The crime ordyrsdf all three elements, in optimal form,
come together in time and place to create an oppitytfor a criminal. Optimal form means
that the offender motivation is high due to theeeafsthe target, its value measured against effort,
and the likelihood of his or her encountering pbitivve guardianship or deterrence. This
approach is situational as it focuses on the dyoaacriminogenic situations, as opposed to
fixating on, for example, the mental state or muyalf the criminal. Itis also preventive as,
according to the theory, the likelihood of the @ioan be greatly reduced if the optimal

imbalances in these three factors can be rearraeqggadst the offender, thus reducing his or her
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motivation to commit the crime. That is, if thdesfder motivation is reduced, through various
means, the suitability of target reduced, alsoublhovarious approaches, and the presence of
guardianship, which can include the threat of &r®secution and a heavy penalty, then crime,
will decline.

A number of case studies have been published derating the effectiveness of this
holistic method in reducing incidence of crime afious types. Cromwell et al. (2008), for
example, demonstrated that an SCP approach wasoaigléuce incidence of crime in libraries
by having both the library and its users alterrtpelicy or behaviour in various ways. Mensch
& Wilkie (2011) described efforts by colleges taluee identity theft on campus and online from
campus by increasing student awareness of the diorenof the crime as a way to reduce their

victimization.

(i) Statement of the Problem

The problem to be addressed in this study is tiiaent means of combating identity
theft appear to be failing, as indicated by the-@gaealating spirals of identity theft, its
apparently contagious character at present, sprgaatio all kinds of criminal activity, and the
failure thus far of the criminal justice systengtin a measure of control over the crime. The
core of the problem appears to be that the mosilppppproaches developed to combat identity
theft, a legislative response then left to corpgoret to carry out, is a reactive response to the
crime, involving merely alerting a victim to susjpigs activity on their account, by means of red
flags, or notifying them of a breach of the seguait their personal data, under a breach

notification law. Though corporations in partiautgem enchanted by finding a technological
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silver bullet to solve the identity theft, it appg#o be a consensus in research that this ‘arms
race’ approach will always lag behind the capacitgnline identity thieves to develop ever
newer and more complicated ways to steal identithedding to the overall problem is the
problem that law enforcement at present seems toimplacent about the crime, under
appreciates its seriousness, downplays it comgarether violent crimes, and does not take it
seriously, meaning that judges also fail to hantdseatences for this crime that would have a
deterrent effect. The involvement of law enforcatrie the current regime of identity theft
crime-fighting, moreover, usually becoming involMadireach notification, is far from best
practice, usually counterproductive and very ofteffective. Indeed, law enforcement in
general at present espouses the view that thatheng that can be done by them to combat
identity theft. This problem is made even more mdmte to surprised victims when law
enforcement informs them that, due to the fact ttaicrime committed on their stolen credit
card number happened overseas, that this is dbeofjurisdiction and there is nothing that can
be done. Clearly, the failure of law enforcemastyell as other arms of the current
paradigmatic response to identity theft, represarssrious problem that must be resolved. Itis
the goal of this study to contribute to improviagvlenforcement understanding of the
seriousness of identity theft and ways to combiiraugh prevention by proposing that the
situational crime prevention routine activitiesaheapproach to crime be applied to identity

theft to provide a battery of preventive, reactivel deterrent response to the crime.

(iif) Purpose of the Study

The purpose of this study is to gain a sense op#neeptions of key stakeholders

involved in the crime of identity theft. The stlkéders chosen for interview are based on the
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routine activities theory model of a crime entajlime coming together in time and place of a
motivated offender, a suitable target or victing éime absence or presence of a guardian, or the
police and the police department. To fulfil thelsmensions, the purpose of this study was to
reach conclusions by interviewing investigator sglests in identity theft including law
enforcement officials and various stakeholderse dbjective was to explore how offenders

view identity theft as well as, to gain a sens¢hefr perception of the RAT factors which
contributed to the crime. It is the larger purpok¢his study to analyse all stakeholder responses
with an eye toward providing recommendations, baserbutine activities theory, as to how
each stakeholders views could be altered in wagtsvtbuld reduce incidence of identity theft.
For police personnel, this would involve changimggeptions so that practice and prosecution is
more diligent, for offenders, this would involveartging perceptions of the attractiveness of the
crime, and for victims, this would involve changipgrceptions so that they not only altered
behaviour that may have made themselves availalitestcrime, but also reduce the confusion
and shock that results from being victimized, s the crime of identity theft, with a broader

knowledge about it, is demystified.

(iv)Theoretical Framework

The theoretical framework of this study is the &ftonal crime prevention paradigm,
with a focus on routine activities theory, both Melown criminological theories which have
been utilized extensively by law enforcement practo reduce crime through a holistic
approach including both prevention and prosecuti®iuational crime theory argues that
criminogenic circumstances and opportunities areerhkely the cause of crime than the

personality of the criminal, the attention of thedipe to quality of life crimes (broken windows
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theory) or the concentration of crime of one typ@me place (hot spots theory), though elements
of these theories feed situational crime effo@#uational crime theory argues, that is, thag it i
the situation, and its variable dynamics, that $et@dcrime being committed, and that if the
situation is altered then the crime can be prewkngecording to routine activities theory, the
leading cause of crime is the routine, everydalyidiess that people undertake in ways that leave
them open to exploitation by criminals. While rioetactivities theory is not popular, as some
political lobbies believe that it serves to blarhe victim, or sends an unhealthy, paranoid or
false message to the public (for example, if ageolorce, upon investigation, found that a
person suspected of molesting women found thanbidus operandi consisted entirely of
attacking women wearing a certain type of shorssiréor the police to caution women against
wear this kind of dress would clearly be interptdby women as blaming the victim). However,
routine activities theory has repeatedly documentedarious types of crime, that people
routinely engage in daily activities that leaverthepen to be victimized. Therefore, the first
step to be taken in preventing crime is to takeothygortunity created by that routine activity
away from the criminal (Boetig, 2006).

According to the theory, crime is prevented by tegsatically manipulating or managing
the immediate environment in as permanent a wagilples with the purpose of reducing
opportunities for crime as perceived by a wide eaofjoffenders (Tilley & Kennedy, 2008, p.
76). On the other hand, a Smartphone is ideisl used carelessly by millions of consumers,
they are everywhere, they are lightweight, theylvatifted in a split second of consumer
carelessness, the criminal can remove himself tr@scene quickly, there is little chance of
finding it and they are worth, for the moment, aggay-off amount to a fence. Guardianship is

present or absent as a result of time of day drtntgpe of street, domestic or commercial, and
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the presence of absence of other people, suctoap gf friends, a crowd, shopkeepers or police
(Fell, 2006). These are all termed controlleranRAT scenario, but additional theory has also
posited that super controllers play a part in dgeteing how seriously criminals take the threat of
controllers. For example, increasing the penaftesa certain type of crime may make police
presence into a much more formidable factor imgfiteening the guardianship of the situation,
whereas police presence un-backed up by strongdadgertainty of prosecution would seem to
disarm them, in the criminal’s mind. In this waysituation is conceptualized by routine
activities theory as having many variables or mg\parts, manipulation of which can change
the equation in terms of the likelihood of a crioeeurring. That is, if the situation entailed a
highly motivated offender, an imminently suitaldeget and the absence of guardianship, it is
likely that a crime will occur. If, however, agdttion entailed an unmotivated offender, a target
whose behaviour or activities makes them unsuitelattack, and the presence of guardianship,
it is unlikely that a crime would occur. If, afterproactive analysis of the situations occasioning
the occurrence of any particular type of crime,gbkce determine that the former situation
exists, a primary part of the routine activitiesdahy-based work that they have to do is to change
behaviours in such a way as to convert that sgnatito the latter type, where crime is unlikely
to occur. Police are likely to do this by intenfey with all of the criminogenic aspects of the
situation. Routine activities activity has gaireetheasure of credibility by being shown to be
borne out by application in a number of differenitninal scenarios. RAT has been found,
generally, to be an effective approach to prevegntimme.

Finally, one of the most promising aspects of maitctivities theory is that, having
already adapted it to many different criminal diikpas the theory is imminently expandable to

application to any new situation that comes aloBgery time some dynamic in society, whether
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urban or suburban, based on population movemémdransformation of neighbourhoods or the
development of new markets, RAT can be appliedT Bax likewise be applied to that new
platform of modern commercial life, the internehiah, in the last two decades has evolved
from a network for the sharing of scholarly disg®iand the sending of emails, to online
shopping, to social media, at every stage in tlodugion of which new situations in which crime
could occur were created (Boating, 2006). RAT algplies to the Internet because just as on
city streets or in daily life offline, consumersgage in routine activities that either protectithei
safety from, for example, identity theft, or actways that expose them to the likelihood of being
victimized. Particularly as engaging in commerodlte internet necessitates entering in credit
card numbers and passwords, not to mention se@uésgtions, the fact that this information is
required for a transaction to occur, opens upritermet to new opportunities of theft. For this
reason, RAT applies to online situations as wetifflse situations: the goal is to address those
aspects of offender motivation, target suitab#ityd presence or absence of guardianship that
might make a situation safe or insecure. It isabse of its flexibility in application to all

manner of criminal situations that routine actastitheory was thought to be an ideal framework

for tracing all kinds of identity theft crime frooffline to online situations.

(v) Research Questions

The following research questions guide this study:

1.  What is identity theft?

2. How did identity theft evolve as technolagyd cyberspace became readily

available to the general public?
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3. Who are the identity thieves, what methdalshey use in committing identity theft

and how did they acquire the skills that are negdedmmit identity theft?

4. Who are the victims of identity theft, how ey expose themselves to the identity

theft and how has identity theft altered theiratigs and behaviour?

5.  What have been the strategies of the execand the legislative branches of the
United States government, including law enforcemtenaddress identity theft and what

challenges do they face in their effort to detentestigate and combat identity theft?

Routine activities theory was utilized to frameiastrument to guide interviews by
asking, of different stakeholders, specific quasiabout offender motivation, suitability of
target or presence or absence of guardianshipen@érs were questioned regarding what
motivates them to commit a crime, how they comrdidiecrime and what made it possible for
them to do, both on the street and online. Victimese questioned about the extent to which
their behaviour created opportunity for crime boththe street and online, and if they have
taken onto themselves guardian roles by changieig lehaviour to a more defensive stance.
Stakeholders in law enforcement were questionéd #ee degree of their guardianship both
offline and online in identity theft situations, @ell as battery of super controller questions
involving how much focus their department, policéture and the criminal justice system as a

whole puts pressure on them to combat identityt tioefeven takes the crime seriously.

(vi) Nature of the Study

The nature of the study is grounded in the fadtti@researcher is an experienced

investigator specializing in identity theft workimmgthe Manhattan District Attorney’s Office, in
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New York City. The experience of investigatingntley theft, encounters with the limits of
current prevention, the awareness of the growinbeacelerating dimension of the crime, the
fact that individual physical-object based theftjisckly being supplanted by internet-based theft,
the scope of the crime accelerated by the increpaditipation of organised crime in it, all have
motivated the researcher to explore the crime @uwbder ways to improve law enforcement
response. Because rooted in experience, the natttine study is primarily ethnographic (see
methodology), which means that many interviews veargducted in circumstances of constraint
adjunct to the everyday practice of the researdhdesv enforcement (though a leave was taken
and at no time, when interviewing subjects, wesy thot notified that the interview was
confidential and restricted to the study). Theintews, with 25 offenders, 25 victims and 25
investigators, law enforcement officials and otétakkeholders were collected over the course of
several years. The interviews were coded to addouthe ethnographic factors that might
compromise validity. The results of the interviemesre then analysed individually and
summarily in order to reach conclusions about tireent state of perception of these
stakeholders, relevant to their appraisal of thévabon, suitability and guardianship factors
that either enable or prevent identity theft froocwrring. Implications for future practice were

drawn up based on the results of this analysis.

(vii) Significance of the Study

The significance of the study lies in the fact tidantity theft, due to the rise of the
internet as a major location of commercial transactas well as the emergence of social media,

and due to the increased involvement of organisietecon a global level in the crime, is at
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present no longer being adequately prevented bgutrent paradigm designed to combat it. A
reactive approach must be replaced by a more twadipproach, also involving prevention and
deterrence. Thus, current practice in law enfor@ns based on a single legislative-corporate
paradigm which is focused on reactive notificatdter the fact. Other paradigms must be
explored to find a better way to gain some corak@r the identity theft epidemic.
Criminological theory, including situational crinpgevention, and routine activities theory, has
been developed to assist law enforcement to impits\@actice in combating all manner of
crime. At present, however, application of thisigtac approach to identity theft is lacking, and
as a result in the current paradigm police oftenlefit to espouse a laissez-faire or nothing-can-
be-done attitude toward the crime. Therefore,effort undertaken in research to attempt to
alter the status quo is significant, insofar axfeers potential for an approach that will curthié

ever-escalating nature of this crime.

Conclusion

This study explores the problem of the ever esicgjabcidence of identity theft in scope
and scale, evolving into identity fraud undertakgrorganised crime for the purpose of creating
all the false documents necessary to create aitlsdty for illegal persons. The study is
particularly focused on the extent to which theedlepment of the internet, and online shopping
and social media, have contributed a host of navatsons in which identity theft can occur. In
order to examine the problem, and offer some praxeesolutions to the problem, and in lieu of
the weaknesses in the current paradigm utilizinfley rules, breach notification laws, and
characterized by lack of law enforcement prioriima and punishment for this type of crime,

this study enlists the criminological situationeh@e prevention and rational choice based
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routine activities theory which argues that sitoiasi engender crime, and not innate
characteristics in persons involved. RAT is uéiizo frame a battery of questions asked of
offender identity thieves, victims of identity the&s well as stakeholders in law enforcement, in
order to determine their perceptions on why idgnheft as a crime continues to grow. At
present, it appears, according to routine actwitieeory, that the situations in which the crime
takes place, both offline and online, are charatdrby high offender motivation (and only
getting higher because the higher pay-off in mogghssticated uses of stolen personal data),
high target suitability (characterized by carelesssumer behaviour with regard to personal data
both offline and online) and low guardianship (cterized by relative lack of concern about or
inability to respond effectively to identity theft)t is the hypothesis of this study that if the
situation of identity theft could be changed thre@gcombination of preventive, prosecution and
deterrent action to one characterized by low oféemdotivation, low target suitability and high
presence of guardianship, law enforcement couldribote much to stemming the rising tide

and even epidemic and viral nature of identity thsfit sweeps through the criminal world and

everyday American and global commercial life.
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CHAPTER 2: Literature Review

(a) Introduction

This literature review was drawn from a searchheffollowingEBSCO databases
Academic Search Premier aktasterFILE Premierutilizing keywords such as identity theft,
identity fraud, phishing and dumpster diving. Theults of the review will be compared to the
public record of recent legislation regarding idigrfraud, police records and interviews with
investigators specializing in identity theft in \@ars police departments, police officials, and
impacted stakeholders such as CEQ'’s of credit camtpanies, identity theft offenders and
identity theft victims. The review establishesttiuntity theft, a relatively new crime, has
soared in recent years, with the internet beconaier ultimately or exclusively, the primary
site and most important enabler of this new kindrohe. While credit card fraud and laptop
theft are occasions for a considerable amountesftity theft, it is also true that the quick
development of ever more sophisticated hackingpdnighing techniques by hackers online,
combined with exponential growth in online shoppamgl use of social networking sites, has
relocated the focus of identity theft to the iner(Bronk, 2008; Giles, 2010). Therefore, the
review focuses attention not only on how persoasé as originally stolen but also on the extent
and type of identity fraud which is committed byynat the Internet. When it comes to the
response by law enforcement to identity theft crimleile it would seem that laptop or credit
card theft could be responded to in ways thanfi pre-existing paradigms for combating theft
generally, the novelty of internet crime has plalzad enforcement in a defensive position
(Burdon, 2011; Coats, 2008; Glithero, 2009; Windl@). Moreover, the evolution of the

internet and crime on the internet has resulteleremergence of a paradigm of information
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specialists who believe that the ever more solaistd tools used for identity theft can only be
met by technical development of more tools to canttecrime, in essence, engaging in a kind

of technological warfare or arms race on the wuiide web. The review finds that while the
technological response paradigm is strong, govenhnesponse has been less robust.
Government response, through legislation, appedss split over how to respond to identity

theft, with some calling for the creation of rutbat companies must, by law, enforce themselves,
so-called red flag rules, and others arguing thedé rules are too easily superseded by advances
in crime and that more general field-wide standargsthe best approach (Bose & Leung, 2009).
The self-policing and employee-awareness focubeféd flag rule paradigm in particular,
however, has much in common, in its approach toe&rio preventive models of crime response
in policing. Indeed, the review proceeds to coastibw, if most of the focus in identity theft
prevention is on red flag rules, industry standamdsnproved technological response, exactly

law enforcement can help combat identity theft.

Using the theoretical model of situational crimev@antion, which includes the routine
activities theory of crime reduction, the reviewrdmstrates the efficacy of both models in
reducing crime, especially theft (Boetig, 2006; f5r2008; Miethe & Sousa, 2010). By
outlining the principles of the situational crimeepention model, moreover, the similarity
between its methods and the language used by peapaf red flag rules, with the focus on
consumer awareness training and reduction of tpertynity for crime, is made clear. The
review finally turns to case studies of law enfoneat efforts to respond to identity theft
(Mensch & Wilkie, 2011; Ramsey & Venkatesan, 20R8yns, 2010). Though at present this
remains an understudied area, a few researchees indact, explicitly done some theoretical

model-building by applying the situational crimepention and routine activities theory
25



framework specifically to identity theft, and alsoidentity theft online. Here, as in other
paradigms, consumer awareness training, removipgreymities for crime and increasing the
guardianship role of either controllers or supertaalers (which would encompass industry
standards as well as legislative response) woudldaecrime. To help all stakeholders embrace
a culture-based preventive approach to reducingtitgeheft, as opposed to getting involved in
what at times seems like a hopeless arms racesageamnological-based theft, law enforcement
therefore has a strong advisory, consultant and ewestigatory role in preventing identity theft.
In sum, this literature review will provide an oviEw of research literature to date
focusing on the research questions which are thesfof the study. First, the review will
examine efforts to identify identity theft, and tthenension of its incidence in recent years
through statistics and analysis of the trends attbms of identity theft crime. Second, the
review will address the issue of how the growtldehtity theft has been facilitated by
technology and the expansion of cyberspace, brnigientity theft criminals in more routine
opportunistic contact with the general public. r@ihthe identity of identity thieves, fraudsters or
scammers will be reviewed, as will the means bychitihese individuals were able to acquire
the skills needed to commit identity theft. Fouttie review will examine research concerning
the various mechanisms employed by fraudulent iddals in order to commit their crimes,
with attention paid as well to offender motivatidine organizational qualities of the work, and
the degree to which identity theft supports omigmorted by other criminal activity. In this
study, the mechanisms will be limited to fraudulesé of credit cards, debit cards, bank
accounts, personal information for obtaining loam#h regard to criminals; as well as the nature
of the occurrence of the actions (separately ocaoently), the quickness of discovery, how the

victim became aware of the theft, the total dodliarount, how they responded (closure of
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accounts), and other negative consequences ofithe.cFinally, the review will study the

impact of the criminal justice system in the Unifdtes on the volume and rate of identity theft,
what the branches of government, as well as tineirgai justice system, have done to address
identity theft and the challenges the system caoesrto face in its efforts to stem the rising tide
of identity theft. All of these concerns are dthgcelated to the research questions underlying
this research project, by way of testing the etfyjcaf applying routine activities theory to the

prevention of identity theft today.

(i) Statistics, Trends and Patterns of Identity Tleft at Present

According to a recent survey, in February, 201érdélwere 8.1 million identity theft
fraud victims in the U.S. with the crimes amountiog37 billion in losses. While out-of-pocket
losses to victims of identity theft remain limitatley rose from $387 per victim in 2009 to $631
per victim in 2011, an increase of 63% (Curtis,D0IThere is evidence that identity theft rates
began to accelerate in about 2005 (Jefson, 20&rOm 2005 to 2007, 255,565 people in the U.S.
were victims of identity theft. At that time, tih@ost prominent type of identity theft was credit
card fraud. Itis likely that the rapid escalat@fridentity theft fraud created a gap between a
crime wave and law enforcement, as it would apfiesr insofar as 61% of victims failed to
notify police departments of the crime, victimsrtiselves were unsure of what crime had been
committed against them. In 2008, a then recortirge2 75,284 complaints of identity theft were
reported by the FBI Internet Crime Complaint Ceifagner, 2009). The cost to consumers or
companies of fraud has increased from $68 millienygar in 2004 to $265 million per year in
2008 (Wagner, 2009). The fact that 29% of victohglentity theft are between the ages of 18

and 29 suggested to Jefson (2007) that young pewgyebe either naive or too idealistic about
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Internet use and need to be instructed on the emafudentity theft. Indeed, Jefson (2007)
argued that more consumer education on the natawsges, ways and growth of identity theft
may be required as a fundamental approach for negleonsumer exposure to the crime.

Listerman & Romesberg (2009) further broke downgtddile of which types of
companies are targets of identity theft. In thietegt of a 400% increase in identity theft
between 2005 and 2008, Listerman & Romesberg (2@0@)d that businesses generally
experienced the most incidents of theft (240), atlanal institutions came next (131), the
military and government experienced 110 incidents|le medical settings had 97 and financial
78 breaches of security. As a result of this gnpwtnumber of federal laws that impose
penalties for the mishandling of personal informativere drafted, and most laws apply to small
as well as large companies. Listerman & Romes{#8Q9) also found that incidents of identity
theft negatively impacted company-customer relatiovith one study finding that if a company
reported an identity theft incident it might welpect to lose 20% of business outright, 40% of
clients will have questions about their serviced 2% may sue the company. Indeed, this kind
of figure may in fact make companies unwilling tmde by red flag rules which mandate that
incidents of theft be reported to consumers.

(i) How did Identity Theft Evolve as Technology ad Cyberspace Became Readily
Available to the General Public?

Berg (2006) found that identity crime evolved qulyclonce technology became involved,
as technology allowed criminals to perform new arade complex forms of fraud. The theory
of the three phrases of technology-enabled impagiges that there are, online, ordinary,
adaptive and new crime, with ordinary crime defiasdvell-known types of crimes, adaptive

crime being variations on ordinary crime but witindovations added afforded by technology, and
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new crimes which “are typically not well-understaaal involve radically innovative use of
technology to commit” (Berg, 2006, p. 10). With nefames in particular, law enforcement
struggles to understand the crime and keep upevigh newer innovations. These new crimes
put law enforcement at a disadvantage while theyggte to understand the “new crime” and
also to keep pace with newer innovations. One coaiglude that “new crime” may also be
defined by the fact that the policy lag enables tidcurrence. Even though law enforcement
efforts were on the cutting edge, the bureaucradypmlicy developers were slow in
implementing those innovations. Adding to the ctaxipy of Internet crime is that some victims
do not see themselves as such, or even know theyldeen victimized, often making these
crimes classifiable as victimless. As a resuk, $haring, downloading mp3 files and other illicit
activities online are not viewed as criminal beeatl®y are victimless. Victim precipitation
theory, however, argues that the victim was sometesponsible for the crime, by behaving in a
way that created an opportunity for the crime, sindring up victim behaviour has been one
approach to combat Internet crime. By contrafgstyle exposure theory argues that contrasts in
lifestyle can open persons up to criminal victini@a. Finally, routine activities theory argues
that “structural changes in routine activity patgeemfluence crime rates by affecting the
convergence in time and space of three elemerdsagit-contact predatory crimes: motivated
offenders, suitable targets and the absence obtapaardians against a violation” (Berg, 2006,
p. 18). On the internet, the routine activity wbbke any number of habits in surfing or emailing,
and the opportunity created by unsecure habitgimgdso, but guardians can be provided in
various ways, through access control lists or otheans. Also, routine activities theory has
been utilized to explain how everyday real-worlgingr can contribute to identity theft, in, for

example, the theft of a wallet leading to the illegse of a credit card. Occurrence of the crime
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may also, according to the theory, prevent recageas the victims may change their behaviour
by using anti-virus software or shredding documemtsiot giving out their Social Security
numbers. Indeed, the primary forms of identityftthesolve credit card theft and electronic
banking fraud, illegal use of Social Security nunshenisuse of ATM’s, all of which developed
alongside of technological developments in the bapindustry. The expansion of the use of

various pieces of personal information over time &lgo contributed to criminal opportunity.

The Social Security number was first institutedhie United States in1935 to keep track
of funds to be directed back at workers upon net@&et, and originally intended to be only used
in the Social Security Administration. In the 1868owever, it began to be adopted as a basic
unit of ID for federal employees, taxpayer idewcafion with the IRS, Medicare, Veterans
Administration admissions, and bank records. He,then, online identity theft using SSNs is
the result of an opportunity created by a long-texpansion of the use of the number for ID
purposes, possibly undermining the original segwiftthe number. Some 26% of ID theft

entails credit card fraud, 18% unauthorized phase and 17% bank fraud.

(b) Moving Toward the Internet

Most of the gain in the amount of identity thefaitributable to the internet becoming the
primary and increasingly dangerous site of iderttigft. The proliferation of malware is getting
worse, worrying experts. Information Week (200£)arted that in the first half of 2009, for
example, the number of fake anti virus programadgpetilized on the Internet to extract personal
user information had increased by 585%. The numbso-called banking Trojans, moreover,

programs that steal account information from finahsites, had increased 186% during the
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same time. One commentator therefore assertedtigainternet has never been more
dangerous” (Information Week, p. 1). So prevalemdentity theft that Information Week (2009)
also identified its world as “the identity theftderground,” a whole sector of the Internet where
the number of malware programs designed to steabpal information has risen 600% in recent
years (p. 1). The fact that a number of the nemnadicious software or malware, such as the
Zeus Trojan, designed to steal passwords and asees) are more sophisticated than ever, and
have also challenged science information exp&tsther of these programs, the URL zone
Trojan has anti-forensic techniques in it that &ais that it is looting data by issuing false bank
reports to users to cover the fraudulent transactichis then would undermine the breach
notification reporting approach to preventing idgntheft, as the user would have little sense
that they have in fact been hacked. Many criminadsalso making use of the Plucky cybernetic
tool kit to compromise legitimate web sites, ineeffturning detection software against itself.
One gang made use of the program to attract 99;8@0rs to their false site, 7.5% of which
provided data and were infected, allowing them &kenover $400,000 in 22 days. In 2009,
moreover, 66% of all companies reported at leasiesimfection of computers by malware, and
54% of all computers also are infected. While asedging that the tech industry responses to
these advances are equal to the task in many Wdgsnation Week (2009, p.2) commented
nonetheless that “no doubt there’s more to be ddie urgent need for reform is reinforced by
findings from consumer polls that 66% of U.S. aslwbrry frequently about the danger of
identity theft, representing more concern over igssie than worry about having their car stolen

or their home broken into (Saad, 2009).

(i) Malware
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Some experts speculate at convergences in areaisnaf leading to rise in malware on
the web. For example, one expert argued thatdkbieal economic downturn and the thriving
black market for credit and debit card numbers@mlohe account information is driving the
creation of so much identity stealing malware” ¢imhation Week, 2009, p. 1). The fact that
malware can also be transmitted through FacebodKaitter has contributed to the rise of
malware on the web. One detection company repogeglving reports of new malware,
ranging from viruses to Trojans, being launched pace of 35,000 per day. Trojan programs
stealing bank information constitute 71% of thaakoan increase of 51% since 2007, and
strongly indicating that banks are one of the primargets of identity theft criminals. Moreover,
in addition to stealing identity by spoofing onlibank sites, spoofing of PayPal, Amazon and
eBay is also on the rise. Malware also appeabg tgenerally shifting its focus from email to
social media sites. Reporting on a case whererfdl§gonzalez was successfully prosecuted for
hacking a corporate computer and stealing more 188million credit and debit card numbers,
it remains questionable whether or not this kingrafsecution will be able to stem the rising tide
of identity theft. Information Week (2009) expredshe notion, “whether law enforcement can
keep up with the growth of the identity theft inttygemains to be seen” (p. 2). Breaches of
security with regard to credit card data have bexparticularly problematic, with Smith (2009)
estimating that in the previous five years 494 ionillsensitive records have been compromised,
and this only in publicly reported data breachEgght large breaches at major banks accounted
for 79% of all compromised records. At the junetof law enforcement and identity theft, then,
there appears to have developed a fundamentaligquestthe capacity of law enforcement to

combat this problem in an effective way. Indeéé,esearch into combating identity theft
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generally appeared to focus on the paradigm oftantdogy warfare response to identity theft

(Smith, 2009).

(i) Fake Websites and More

The major contributor, then, to the rise of idgntiieft as a crime is the internet (Bronk,
2008; Giles, 2010), where fraud and deception eregbent, “impacting hundreds of thousands
of internet users” (Abbasi, Zhang, Zimbra, CheM\&hamaker, 2010, p. 435). Formerly,
security attacks on the internet primarily targeteftware vulnerabilities, but a new class of
attacks “leverage the information asymmetry of masettings to exploit human vulnerabilities”
(Abbasi et al., p. 435). Abbasi et al. (2010) antigular examined the problem of fake websites
as a growing problem, finding that up to 20% of ¢éiiire World Wide Web consists of fake
websites designed specifically to extract privagadrom users. Moreover, 70% of .biz domain
pages and 35% of .us domain pages have been folalfakes. Consumers are increasingly
reporting having data stolen from fake website®wite anti-theft working group reporting that
in one month they received 20,00 reports of sushes. A significant problem is that most
consumers cannot tell the difference between sarehfake website, are unaware of the
existence of fake websites and fraudsters are alwagroving their skills in terms of
undermining protections against them. Studieslof users make use of various sites also has
found that insofar as the look of a site is impatrfar establishing consumer trust and use of the
site, the high-quality appearance of many fake vedgntices users to enter in sensitive data.
One study of consumer behaviour with regard to fa&bsites found that 82% of tested
consumers entered in personal information to a Vedasite, primarily because they believed it

was a real site.
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By and large, there are two groups of fake websitese targeting search engines, or
web spam, and those that attack web users, wihgtbup including both spoof and concocted
sites. Spoof sites imitate existing commercial sviels such as eBay, PayPal and banking sites,
thus deceiving consumers to divulge sensitive peisaformation. Spoof sites have been
reported to have been used to attack millions tefrimet users. By contrast, concocted websites
attempt to look like legitimate commercial sitesgdarimarily engage in failure-to-ship fraud,
that is, they elicit consumer ordering, then hawthimg to ship to the consumers. Formerly, fake
website detection has been the primary method taspibtect consumers from these websites.
Most of these systems were described by Abbagi €2G10) as lookup systems entailing
blacklists of URLs derived from reports of fake wis for online trading communities. An
Internet user can sign up with a group such asitiePhishing Working Group, or a lookup
system, as such the IE Phishing Filter and Mo&iltafox’s Firephish, among many others, in
order to avoid using a fake website. The main lerabwith this approach to protection is that it
is reactive, meaning that the user has most liakady been victimized by the site before they
report it. Thus, blacklist prevention does notnsée work well. For that reason, proactive
classification techniques have been developedtertfake websites using a series of fraud cues
such as design element of the sites. The mairigrotyith this method is that most of these
fraud cue heuristics are, in Abbasi’s et al. (204i8)v, simplistic and easy to circumvent. The
fact that fake website detection occurs in a higlygamic situation where as soon as fake
website creators sense they are being found outateeon to creating another site makes both of

these methods also ineffective in keeping up withgace of criminal activity.
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Detection of fake websites using these method$éas estimated to be below 70%,
meaning that by and large these remain ineffecégponses. For that reason, Abbasi et al.
(2010) proposed a new fake website detection sybtes®ad on statistical learning theory. This
method, called the AZProtect method, does not gvetly on human reporting, and can
incorporate large quantities of data on websitstistical learning theory is a computational
learning theory that explains learning statisticdiaturing such elements as the theory of
consistency of learning process, the non-asymptioticry of the rate of convergence of the
learning process, the theory of controlling theegafization ability of the learning process and
the theory of constructing learning machines tlaat €éxecute the learning process. Without
detailing the algorithmic basis for the means bychithese ideas are embedded into a fake
website detection system, the resulting systemthefess provided a much richer way of
detecting fake websites. Having built a model, Adiket al. (2010) tested it empirically in
exercises to detect fake websites, using a corabtieexpanded fake cue set, and the underlying
linear composite SVM kernel. Using more class#ief fake websites, the study found that the
method was in fact able to detect more fake websitan existing methods. As in all such
studies, however, the implications for preventibrdentity theft through any number of means
on the Internet, including fake websites, strongiplies a paradigmatic belief by computer
programmers that they can combat fraud with teadgichl improvements in anti-fraud efforts
on the Internet itself. The extent to which intdrfraud prevention thus becomes a cyber battle
between two opposing groups armed with highly splizeid knowledge of information
technology would seem to hinder law enforcememnfedfective participation in these efforts

against identity theft.
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(i) Social Media

The spread of social media has added another ¢dymmplications to the problem of
reducing Internet-based identity theft. Giles @0eported on a study that found that it was
easier for website owners to identify users if thegr had a more active social network and
social media use history. Thus, “when you sigriai@ membership group on a social
networking site you may be revealing more than lyargained for” (Giles, 2010, p. 1). This s
because other websites can extract your name amdifigain a history of your surfing on the
web, making you vulnerable to identity theft. Gil@010) reviewed a case study in which this
unauthorized use of data collected from social msdes was expedited for the purpose of
committing identity theft. While social media siteave begun to add random numbers to mask
addresses, to prevent this kind of theft, expartomputer science doubt if this stopgap measure

will be enough to prevent social media users froonevexposure to identity theft (Giles, 2010).

(iv) Accessing the Internet: Laptop Theft

Laptop theft has also lead to more identity théfformation Week (2009) reported on
an incident where the theft of a single laptop bging to the employee of an insurance trade
group put hundreds of thousands of doctors atafisétentity theft. The laptop was simply
stolen from a car of the employee. The Americamligtd Association (AMA) issued a notice to
all doctors to be on the lookout for identity théft essence a breach of security notification.
Nonetheless, this case demonstrated all too clearysimple laptop theft is, and is yet another
front in the war against identity theft, and maylwevolve police more as it represents a

convergence of street crime and high-tech crinemnaé. Finally, Tomescu & Trofin (2010)
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situated identity theft in a still broader conceptnetworked publics” where notions of public
and private are being reorganized and eroded byndtkated, technological world in which the

globalized world operates.

(v) Security Gaps

While a good deal of identity theft currently ocelnecause of gaps in the security of
credit card use in sites ranging from ATMs to edeany stores, resulting in researchers like Smith
(2009) calling for new preventive approaches teelthese gaps, it appears from the research
that the most challenging nature of identity the®merging on the internet. Given that credit
card fraud occurs in real-time and real-space,iegpbn of situational crime prevention methods
would not be much different than dealing with ottygres of place-based theft; applying this
model to the internet is another problem altogether
(c) Who are the IdentityThieves and How did Theycquire the Skills that are Needed to
Commit Identity Theft?

Copes & Vieraitis (2007) studied the questiondafritifying who exactly are identity
thieves, and how they came to commit the kind wherthey do. They interviewed 59 identity
thieves incarcerated in federal prison to gain sorsight into this understudied issue. They
found that identity thieves derive from a diverseup, from both working- and middle-class
backgrounds, some lead street lives, others resgeaniddle-class lives. The motivation was
primarily based on a need for quick cash, and #gregption that identity theft fraud was easy,
with few consequences. In terms of how they coteahitheir crimes, most of the information
was acquired from others, stolen from mailboxesash cans, or obtained from contacts.

Buying information entailed buying it from corrupmployees of various businesses, while
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dumpster diving is a well-known basic strategy Iagdo ID theft. A surprisingly common
method of obtaining information was from familyfaends, who extracted information from
parties with the full knowledge of the party. Ghed of offenders used their employment to
commit their crimes, as, working for mortgage agesiogovernment agencies, such as the DMV,
or businesses with access to credit card or sse@lrity numbers, they had access to
information. Two-thirds of offenders had a priorest, about half for previous identity theft
crimes, a quarter for drug sales and a quartestfeet-level property crimes, a finding which
indicates that identity theft is viewed as yet &eotform of property theft and may result from a

continuum of crime due to escalation or searclbigger pay-offs.

(i) Mechanisms Used by Fraudsters to Commit Thei€rimes

Fell (2006); reviewing the research, found thataby large, identity theft is a white-
collar crime in which offenders conceal their owerntity in order to obtain information leading
to the theft of another’s identity. Three primangthods for gaining data for use in committing
identity theft have been identified: dumpster dgyior stealing information from trash, either in
personal or business sites, shoulder surfing, wéinthils looking over a person’s shoulder while
they enter in a credit card number, on an ATM nraebr by phone, or eavesdropping on
conversation, and pretext calling, in which a tathade and the offender pretends to be the
bank asking the victim for information, or eventprels to be a victim calling a bank and asking
for information. The inside job is another metlaftén used, entailing collecting information
from a fellow employee. With regard to online itdgntheft, hacking of personal information,
phishing and skimming, in which “employees suclvagresses and cashiers use scanners sold

on the Internet to steal personal information” [F&006, p. 1). With regard to types of identity
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theft crime, the complete borrowing of another peisidentity to gain access to credit cards

and a lifestyle requires a high commitment level planning, and is rare. On the other hand,
low level of commitment and an opportunity to corhencrime, such as giving an officer a false
ID when stopped on the road, is more common. Nesttity theft crime, however, is

undertaken for financial gain, that is, withdrawimgney from accounts illegally. Gaining a job
using a false identity is again a task that requineich more planning and commitment. Identity
theft is also fed by opportunities provided fobyt information users. With regard to students
generally, research has reported that while on cartigey easily provide social security numbers,
they do not create non-obvious passwords, andgeegrally lack the necessary level of
education to undertake corrective action to conttest identities when using credit cards (Fell,

2006, p. 1).

The methods utilized by identity fraudsters are ynafo obtain Social Security Numbers,
fraudsters often go dumpster diving in trash cdrmusinesses, looking for documents on which
the SSNs are inscribed. Mail theft is another wawyhich sensitive personal information can
come into their hands. Phony change of addresssfeent to the post office can redirect
personal mail to illegal sites. Pretexting is léggal method to obtain information by phone with
the offender posing as a telemarketer (phishirtiggonline version of this, using email
solicitations to false web sites, or eliciting pagnts to bogus PayPal sites). In terms of methods,
a number of offline non-technology methods are @@&\was a means to an end, which is online
crime. In terms of offline methods, 28% of inforta is gained from stolen wallets or
checkbooks, 11% from friends or relatives with asd® information, 8.7% from offline

transactions, 8.7% from a corrupt employee, 8.@%nfstolen mail and 2.6% taken from
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garbage (Berg, 2006). In terms of online meth&d& of ID theft occurs through computer
spyware, 2.5% from an online transaction, 2.2% fr@oking or a virus, and 1.7% from
phishing. Berg (2006) reported, five years agat bnline schemes generally reap less profit
than offline methods, with, for example, phishinglging $2,320 per theft versus $9,243 per
theft taken from stolen mail. Additional and retcscholarly information regarding phishing and
stolen mail profitability remains dated. Howewssholars and researchers continue to focus on

techniques to detect and counter phishing emaéz€[@y, et al.; Devaluation, 2010).

Most of the offenders used the stolen informatmproduce additional documents such
as driver’s licenses, which would lead to biggemess, write fake checks, if they were good at
forgery or knew a forger, and obtain credit cardbbans (Copes & Vieraitis, 2007). Few of the
offenders interviewed expressed any consideratigeting caught, with most of them
believing that, given the current state of prevamtihe odds of being caught were minimal.
Most justified their crimes by arguing that theyrevgictimless, that they were helping others, or
that as they worked in groups they were not indigity culpable for the crime. The set of skills
developed by them to be able to commit these crinegded social skills, technical skills,
intuitive skills and knowledge of the system. @bekills included the ability to manipulate
social situations, intuitive skills involved beingpre aware of surroundings and likelihood of
being caught, technical skills included the abildyproduce or have produced fraudulent
documents ranging from checks or credit card apptios, while system knowledge entailed a
full knowledge of how banks or credit agencies apgt and knowing the habits of most stores

in surrounding areas with regard to their idendificn requirements when cashing checks. Most
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offenders felt that armed with their skills, thegutd commit identity theft crimes with impunity

(Copes & Vieraitis, 2007).

(d) The Impact of the Criminal Justice System onlte Rate of Identity Theft

The strategies of the executive and the legisldire@aches of government to address the
challenges faced in the effort to detect, investigand combat identity theft and to highlight how
much attitudes about identity theft have changealshort time, is worth looking back briefly at
pre-2005 attitudes. Computerworld (2005) revievdeshtity theft incidents and responses in the
pre-2005 era, finding evidence of some reluctarycedmpanies to address the problem
effectively. For example, while Bank of Americgoeted theft of credit card data of 1.2 million
customers, industry response was mixed. Some tsxije#trthat such theft required that all data
be encrypted to back tapes, while others held fivah existing data-protection rules were still
effective in preventing most breaches. Nonethelesss about this time that incidents of data
theft and identity theft created enough attentfat thany financial services firms began to “roll
out greater data-protection schemes” (Computerwprld0). These included more encryption,
content-monitoring and content-filtering method$e creation of encrypted data on backup
tapes generally was resisted, however, becauselti@g safer means of securing data required
too much processing overhead and was thereforeatkton costly. One expert felt that
companies could reduce data breaches by tightemmassword permissions and end-user
privileges “to prevent theft by disgruntled workersformer employees” (Computerworld, p. 10).
The general attitude, however, was that major tepuirtheft were one-off issues, and not yet
patterned or systemic. While this appeared tdhbageneral attitude at that time (a stand which

could not be justified in light of increased amauat identity theft in the five years since),
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Computerworld (2005) also reported of a number ajomcorporations who had taken on the
task of encrypting all data on backup tapes in g tvat would guarantee that data would not be
lost from theft, or company data hacked. Nonesglg was also reported by Bank of America
that some of these backup tapes had also been.stiolghort, a report from just seven years ago
almost seems like it comes from another world, asyrof the doubts over whether or not

identity theft was here to stay have, in the stioré since, vanished.

() Legislative Response

The primary response thus far by law enforcemerdentity theft, particularly on
the internet, has been by passage of laws, enerulating a definition of the nature of the
identity theft crime, or providing for actions whienust be taken if breaches of security are
detected (Burdon, 2011; Coats, 2008; Glithero, 20@8n, 2010). For example, Burdon (2011)
examined the effectiveness of data breach notifindaws, which are described as having been
successful in reducing some crimes. At the same,tdata breach notification rates have only
highlighted the fact that most of the informati@tgrity practices in corporate culture are as yet
inadequate. Burdon (2011) argued that data beattication laws were created without
consideration of a more comprehensive data proteftamework. As such, data breach
notification laws take corporate compliance costleus into consideration too often, by contrast
to comprehensive information privacy laws, whiclopidrights-based protections favouring
individual rights over corporate requirements.baith frameworks, however, the disregard of the
crucial role of social contexts and relationshifisroundermines the efficacy of the laws derived

from them.
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Burdon (2011) argued that in order for laws to @cotonsumers from identity theft a
greater emphasis needs to be placed on socidbredhips as opposed to the specific types of
information being regulated. Reviewing the develept of current notions of protection,
Burdon (2011) found them to be based in a condepfarmation privacy linked to control
theories of privacy, defining privacy as an indivédls choice to disclose personal information.
In the control theory of privacy, privacy is parsesiconsisting either of solitude, intimacy,
anonymity or reserve, with the latter especiallpiying a psychological barrier against
unwanted intrusion. The mental space of the patsorcompletely communicated to others,
necessitates, moreover, the ability of a persoettin private information. In terms of society,
privacy supports personal autonomy, emotional seleself-evaluation limited and protected
communication, with the latter again setting bouregato information exchange. Thus, a classic
definition of privacy entails both reserve and tiei and protected communication, as such,
“privacy is the claim of individuals, groups, ostitutions to determine for themselves when,
how and to what extent information about them imcwnicated to others” (Burdon, p. 69).
This definition resulted in information privacy lgacusing on the right of individual to control
their personal information both in terms of whathlivulge and who can have access to it.
This definition, while critiqued by some, has beeotime basis of all information privacy
legislation passed since the 1970s.

Data breach notification laws only emerged in @atifa about a decade ago; requiring
institutions to alert individuals that an unautied attempt was made to access their personal
information in the company’s system. The purpdsh® law was to allow individuals to act
against identity theft in a timely manner and lididgata breach notification and identity theft

mitigation due to a major identity theft incidentCalifornia’s public sector at the time. The
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laws hoped to make consumers more aware of thattto¢heir information-based identities,
and secondarily to encourage companies to adopg os@ful encryption technologies in the
storage of personal data. However, Burdon (20dund many tensions in these laws, not the
least of which is corporate reluctance to advedeaurity breaches or risk customer loyalty by
informing consumers of breaches. In terms of lpassed influenced by California’s act, most
sectoral information privacy laws have been cagd as sporadic and reactive, while
comprehensive laws appear to have trouble beintemmgnted. All laws also come with
assignment of duties to various supervisory autiesrassigned to protect the rights of
individuals and impose compliance on organizatiohise U.S. generally does not have a
dedicated supervisory authority for informationvagy enforcement, with public sector response
to identity theft described by Burdon (2011) agfn@nted.

Too many corporations, moreover, have devised gtioryexemptions which reduce
corporate compliance costs incumbent upon the Iae. political balancing act between
protecting identities and reducing corporate coamue costs has resulted in compromising
revisions to laws in many states, reducing thectffeness of this approach. Using examples of
the Pfizer and ChoicePoint data breaches, Burdoiil(2argued that at present the process-based
chains of accountability inscribed in the laws lareted due to the simplistic conceptualization
which fails to account for the complexities of meral information exchange and user only
remedial rubrics which address vastly differentlstesituations in the same manner, making
them ineffective. Most data breaches, howeverrgenia different ways and contexts,
demanding differentiated responses. One involvéidgruntled employee, another a mistaken
authorization due to the failure of a security sgstonly in one other case was a third party

identity theft criminal actively involved. Thusd one-size-fits-all approach to data breach
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notification only imposes one-dimensional remediatihat provides limited help or redress,
through narrow chains of accountability. Moreowersuch extreme forms of data breaching
beginning to occur, such as Wikileaks, the bindrgigs of accountability which form the basis
of most laws, seeing breaches as between persdoahiation providers, collectors and re-users,
breaks down, and as a result there is no forredriess. As a result, Burdon (2011) argued that
simple notification of breach is not enough: atsigg must be developed with “would require
deeper contextual analysis that is conducted @se-by-case basis” (p. 106). Moreover, there
is “the need for context dependent approachesassitling personal information that go beyond
the information itself and require an examinatiéthe social context of information generation”
(Burdon, p. 110). Burdon (2011) found that whdevs in New York State and others constrain
the notion of privacy, the Australian Privacy Acaynn fact be a right step in this direction.

With the current focus on the regulation of infotioa to mitigate social harm, this form of
regulatory perspective would remain difficult taroduce. Two points relevant to the current
study can be extracted from these findings. Hinstt, the law in a particular state will create a
framework for law enforcement response to iderihigft, and if it constrains the definition of
privacy it will result in constraints on police pmsse. At the same time, Burdon’s (2011) call
for a more contextualized response to data breagbekl appear to call for an approach to the
crime of identity theft based in criminal theorychuas routine activity theory (see below), where
the space and time of the crime is a major elenmeté¢vising ways to prevent recurrence. Thus,
the context-oriented nature of situational andir@ugctivity crime prevention methods may
provide what Burdon (2011) calls for in terms oproving the legal and law enforcement-based

response to identity theft, or at least data breach
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Whether or not identity theft can be legislated gvawever, remains an issue of some
debate. Coats (2008) reviewed a case of idetff tvhere reform of state law on the degree to
which personal information could be divulged in toairse of doing commerce was the response.
The rationale behind most laws is that governmamdtrdo more to protect the public from
identity theft. Most laws propose restrictionsamtess to personal phone records or driver’s
license data, among other similar actions. Howe®eats (2008) argued that most laws will not
address the more insidious and effective waysdffi@hders use to obtain personal data, such as
dumpster diving outside people’s homes or offidereover, most such information security
laws are aimed at shutting down Freedom of InfolonaAct-based access to data, and no
identity theft criminals make use of that chanweeain identity information. As a result, the
closing of public records, which is occurring ih 30 states, is an ineffective response, and also
has the negative side effect of making it moradift for the public to gain access to
information. Coats also (2008) argued that mesljgartly to blame for creating paranoia about
identity theft, leading to state governments adupthese easy but ineffective responses.

Garrie et al. (2010) also remained critical of eatrlaws regarding identity theft on the
internet, calling the law “noiseless” insofar afaited to offer victims of identity theft any
recourse, or regulating in any way the mining débrmation (p. 3). Privacy laws, moreover,
only protect citizens from invasions of privacyrfiaghe government, not from corporations or
phishers. As a result, Garrie et al. (2010) arghat“federal law empowers companies, big and
small, to mine consumer data with impunity” (p. Hpyware is embedded software, for
example, that traces a user’s activities on the wetuding cookies, but expanding now to
software that follows one’s every move on the Iné¢r Spyware, unfortunately, includes both

beneficial and malicious uses, meaning that itsterce, making the internet commerce engine
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possible, also inherently puts users at risk. fjomaroblem with spyware is that it operates in
relative secrecy, gathering information on useraveur without the user’s knowledge. As such,
“spyware blurs the existing line between a malisigirus and an aggressive Internet marketing
tool” (Garrie et al., p. 4). Embedding of malicgospyware in computers is relatively easy and
getting rid of it, seeing that most computers hapéo 100 spyware components, daunting.
Garrie et al. (2010) also reviewed current lawsclvhwould allow a victim of identity theft to
prosecute the perpetrator. In most cases, makeafurrent laws do not provide users with
adequate protections, often because they wereewnitith larger security beaches in mind and
thus individual cases fall below the required s¢albe eligible for complaint. Though spyware
victims therefore have several legal vehicles, sSmgle action provides the silver bullet” (Garrie
et al., p. 10). Lacking a straightforward coun$action, most victims of spyware remain
vulnerable, and have little legal recourse if idgrtheft as a result of spyware activity occurs.
Garrie et al. (2010) recommended that a statutéeleloped which requires spyware users to
gain consent to collect personal information frarteinet users in order to develop their data.
This multi-click consent agreement would reduceuhknowing use of personal data for either
positive or negative reasons on the Internet, &adlrie et al. (2010) believed, reduce the
opportunity for identity theft. Such an agreememild be written into an amendment of the
Stored Communications Actions increasing the reguoénts for authorization and consent. In
addition to amending U.S. law, however, internatidaw must also deal with the problem of
spyware as it provides opportunities for identitgft worldwide. Thus, Garrie et al. (2010)
offered a legal solution to the reduction of anaymnity for identity theft in a currently routine

activity engaged in by most retailers on the Ingéern
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The Identity Theft Penalty Enhancement Act establisin law a new statutory crime,
aggravated identity theft, which enforces a tworysmtence for any identity theft. Nonetheless,
thus fact that the law has only been made userolblgmatically, in the view of Glithero (2009),
in immigration law, is only one example of the weaks of the law. This is primarily because
the law has been interpreted in too many diffeveas. An important change in the law
occurred in Flores-Figueroa, where it became airegpent of proof of a crime that the person
knows that the identity being used belongs to argplerson. While this stipulation more or less
ended use of the law in immigration contexts, égented still more problems. In reviewing the
implementation of the law before and after FloregiEroa, however, Glithero (2009) still found
that the law leaves many victims of identity thefthout legal recourse.

There remains considerable debate about the ustiefégctiveness of breach notification
laws (Winn, 2010). Some argue that these lawsoar@ermissive, others than they are too
punitive in nature. Winn (2010) argued that a mpjoblem is that breach notification laws
“provide no framework within which public-privatelitaboration can take place to improve
compliance over time” (p. 1158). That is, breaolifitation laws leave companies to “navigate
the maze of competing information security prodwiestdor claims with few reliable standards
for guidance” (Winn, p. 1158). Nor do the breaaiwd allow for any general rating of overall
company response to data theft, naming them egthexemplary or lax. That is, the one-size-
fits-all approach of the law blunts its accura&r this reason, Winn (2010) proposed a nhumber
of regulatory adjustments to the current breacifioation laws, hoping to fine-tune them for

effectiveness.
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(e) Corporate Response
() Red Flag Rules

The high incidence of identity theft, and the fdt it is a growing problem, caused
Congress to pass the Identity Theft Red Flags RW2©08, which requires all companies to
implement a written identity theft prevention pragr to identify and detect warning signs of
theft, so-called red flags (Bose & Leung, 2009;0pkr, 2010). The law applies to all companies
who make use of consumer credit information. Camgsamust not only identify red flags, such
as suspicious patterns of activity, and data dmaomeies suggesting an ID may be fake, but must
put in place processes to detect and alert the aoynjo red flags. They must also have a list of
actions that they intend to take to respond tdflesg$, and undertake as well a periodic
evaluation of the effectiveness of their red flaggpam. Curtis (2011) found some confusion in
the red flag rules, and was not clear as to thaagpof most companies to develop red flag
policy. Also, “whether (companies that use red fi@licy) are subject to an actual reduced risk
of facilitating identity theft remains to be sedgurtis, p. 14). Nonetheless, the fact that
companies need to develop preventive policies oppraschannel where they can consult with
law enforcement to help them develop a red flagcgolBy and large, the red flag rule paradigm
in response to identity theft places the respolitsitof reduction of fraud on companies
themselves, with the companies developing betmrrgg. Whether or not this remains a
realistic possibility, especially in light of thieternet location of most identity theft remains a
problem. Nonetheless, many studies address igenétt from the perspective of what
companies or sectors can do to reduce the probhetineir own.

Indeed, the possible problem inherent in red fldgs, that they place a significant
demand on companies, was only further reinforcethbyact that the implementation of the red

flags rule had to be delayed to give companies riore to develop and implement written
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identity-theft prevention programs. The FederadE Commission also had to create and
release a template for an ideal compliance progoaexpedite the process of company policy
creation. Clarification was also needed as tal#fenition of a creditor or persons whose data
companies must take care to protect. A creditar eddined as a party who regularly extends or
renews credit for goods or services. A single itretd use does not make a customer a creditor
under this definition, therefore, the companies Mde released from responsibility of

protecting such data. The Federal Trade Commisdgmhad to create a website to help
companies work through the requirements of thedad embed them in identity theft prevention
programs, all efforts undertaken by government Wwicst further doubt on the ability of
companies to handle identity theft on their own (®\2009).

Red Flag rules were introduced by the Federal T@mlamission in November, 2007,
mandating that companies instituted preventiondetdction programs to control identity theft.
But delays in implementation have occurred, noy @lcause commerce in general balks at
creating such plans, but because specific indgstilee the healthcare industry, have lobbied
against their responsibility in the matter. Idgmtig the various red flags that might occur in
each industry has also been a more conceptuakadgall For example, Lee (2009) described a
few of the potential red flags that might emergééalthcare contexts. These would include an
apparently altered ID, a problematic photograpbomnsistent data on cards or forms, suspicious
changes of addresses, apparently fictitious adelsemsphone numbers, a complaint by a
customer about another patient’s bill, claims thiké were not received, or any alerts to
consumer reporting agencies. Inconsistent medécalrds would be another example of a red
flag. As aresult, red flags as a rubric generalfitail personnel receiving data from consumers

detecting any irregularities in the data provideeht, or responding to suspicious inquiries from
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consumers related to patients. A red flag programuald then provide protocols for how
personnel would proceed if such red flags wereatietle and what they should do to stop the
potential for identity theft based on suspicioRed flags, therefore, in fact emerge out of
routine activities in terms of provision of dataconsumer interaction, but may be limited to the
extent that it is based on suspicions about thereatf data presented (Lee, 2009).

Only financial institutions and creditors that offehat are termed covered accounts (or
accounts involving repeated ongoing payments bynsiecredit) are subject to Red Flag rules.
After its original conceptualization, the Red FRuwgpgram Clarification Act (2010) had to be
signed into law to clarify for all which firms aseibject to red flag rules, and which are not, in
effect exempting firms like medical offices and l&mns that only incidentally accept credit in
payment for services. Indeed, McMillion (2009)iesved in some detail the argument made
during lobbying by the American Bar Associationttlavyers should be exempt from red flag
rules primarily because they do not qualify as itoesl under the definition of that term in the
law (meaning that while they now and then accepditibased payments they do not in fact
extend lines of credit to clients). The ABA alsgued that insofar as most law firms are
relatively small, the red flag rules would imposgdens on them that would not translate into
any measurable benefits for clients. These lolbgiforts were successful, as in the above
clarification of the red flag rules lawyers wereempted from the law. Kunick & Posner (2011)
also argued that, by and large, few companies tie/an-house skill set to develop red flag rule
rubrics, meaning that information management peifesls will have to be hired.

Red flags fall into three categories: alerts ornirggs from a consumer reporting agency,
the presentation of suspicious documents, the piasen of suspicious personally identifying

information and unusual use or suspicious actieityan open account. Ared flag program must
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monitor the account for these red flags, contaetcount holder if there is a red flag, request
change of password to block suspicious use, closertt accounts and open new accounts for
patrons, refuse to collect on red-flagged accounasfy the appropriate law enforcement
authorities, make a notation on the account thatéd flag incident has been taken care of and
update the prevention program to reflect the ebhanging risks in the identity theft field.
Information management professionals are requoenidate and manage such a system insofar
as they will intersect with complex technical issumeaning that the information management
professional serves as a go-between between tigegpnaand the technological issues involved.
Kunick & Posner (2011) presented a scenario whemgémal red flag program managed by an
information management professional will be effeeiin reducing identity theft. His description
of the program also detailed how in-company managemf identity theft intersects with law
enforcement, insofar as law enforcement is onbeféquired entities to whom red flags should
be reported. Thus, the red flag rule laws may Wwalle established formally the basis for a
cooperative response to identity theft betweenauske information management personnel and
law enforcement.

Listerman & Romesberg (2009), however, arguedldves can only go so far to stem the
tide of identity theft and that a more compreheasipproach would entail creating a culture of
security in a company. He described a companyingeethere employees felt free to leave
personal belongings unattended, remarking “in tuoellof honesty and a high degree of trust,
where people are bonded together under a commae caven open temptation is mitigated by a
culture of security” (Listerman & Romesberg, p..28uch a culture can be created by identity
theft awareness and protection seminars buy irsapdort of the program by CEOs and offering

all employees in one’s company an identity thedt@ction service that will handle all of the
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complicated elements following an identity theftisent. By having an experienced

professional to attend to all corrective measunasdre required to be taken after an identity
theft incident, a company demonstrates its commmtrt@preventing identity theft, and provides
the same service to all employees in ways thatgmtewmanagement from blaming employees for
security lapses. Listerman & Romesberg (2009) msommended that companies create a data
security project team, often involving employeesntiselves. Giving employees ownership of
the program will subsequently reduce their reststan buying-in to the program.

FTC guidelines should also be followed, includiaking stock of all of the personal data
that the company takes in, and then deciding o istdaking or discontinue collecting sensitive
information which one deems is not absolutely neagsfor the operation of the business. Such
scaling down techniques include putting a dispdaé on all data, requiring that all sensitive
data be deleted after a certain amount of timprewent it being exposed to identity theft.
Another FTC mandate is to lock up data in physycsdicure places, ensuring that there is only
limited access to it. Disposal should also be dmurding to strict guidelines set down by the
FTC, including taking such precautions as usingati¥e shredders, wiping tossed out
computers clean, making sure that remote usersrmpany computers use the same policies or
hiring a shredding service management companyeriosmn & Romesberg (2009) also included
red flag rules in the company plan, and would rexjail employees be trained in detecting red
flags. Overall, however, they extracted from FEGQulations a broader notion that in addition to
simple training in red flag rules companies musate a culture of security to reduce incidents
of identity theft through company held data.

Another problem with either breach notificationred flag rules is that they do not apply

to the federal government itself. If you receivecdice from the Internal Revenue Service (IRS)
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reporting that a refund was delayed because igethtft use of your social security number was
detected, the IRS is not required by law to do ntiba@ notify you, and leaves the taxpayer with
no way to prevent further tax-related identity tiddcKee & McKee, 2011). This remains true
even when there are up to 1 million tax-relatedhiit theft reports per year, 40,000 of which
are investigated by the IRS each year. Indeedtitgeheft has been used to file fraudulent tax
returns, can create penalties for taxpayers araidate one’s social security number—and then
there is the delay of a refund. While the spe@ficpose of McKee & McKee’s (2011) review of
tax-related identity theft and fraud is to provid& preparers with a list of very specific and
highly technical red flags which only occur in f@&yment contexts, their review of the problem
of identity theft in the context of tax paymentsanly indicated that experts in the field are
required to detect red flags in specific typesoofifs. That is, tax preparers themselves must be
proactive in alerting taxpayers to identity theft‘taxpayers are frequently overwhelmed with
the detailed and time-consuming steps requireameect their records and prevent future
problems” (McKee & McKee, p. 55).

One of the most common sources of identity thefélated to credit or bank cards. For
that reason, Clapper (2010) described in detail ata is stored on bank cards, and how data
was stolen from card use by customers of the Handa&frocery chain in Massachusetts in 2008.
Identity theft is distinguished from credit carddid in that while the former demands that
personal identifying information be stolen, creditd fraud only requires a stolen primary
account number. In both cases, in card-presardtgins this crime is risky, though “it is much
less risky for the fraud perpetrator if they cantldeir fraud over the Internet, rather than in a
face-to-face setting” (Clapper, p. 122). A frawghilcredit card can be used with some ease in

making illegal purchases from an online site, fcaraple. For this reason, Clapper (2010)
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recommended that all websites should require bugeester the CCV2 value and the PAN and
expiration data, to increase security. One intarg@spect of the Hannaford case was that they
had much better security than most comparable bssés, and thus were not found to be at fault
for the loss of customer data to fraud.

Finally, the last dimension of identity theft ilves what the criminal is able to do with
the fraudulent identity after the theft: this tande limited by enforcing simple security
measures or by redesigning cards to make thenatessnmodating to fraudsters. Overall, then,
Clapper (2010) also adopted a remedial vision @f teostop identity theft in current routine
behaviour: that is, improve the security elemeffit®iast cards, and limit the degree to which
cards can be used, and identity theft will be tmaging to customers who are victims of fraud.

Dunn (2011) also addressed the mandate that breatkecurity be reported as a
method of reducing further incidents of identitefih A breach of personal information must be
reported, in the context of the U.S. Army, to th&UComputer Emergency Response Team
within one hour, as well as reported to commantfecded individuals must also be notified.
Dunn (2011) found, however, that too many breachasinued to occur. In exploring the issue,
he found that “military agencies routinely use absecurity numbers for a number of purposes,
often without good reason” (Dunn, p. 37). Thistiheads servicemen to be vulnerable to
identity theft. Efforts to reduce the use of S3iNmilitary life have proceeded, first through a
review of all official forms used by the DOD to ens that SSNs are required only when
necessary, and then by the creation and adoptialtevhative forms which do not require SSNs
in the “most routine business practices with DOB®’pfrasing which specifically echoes routine
activity anti-crime theory) (Dunn, p. 37). The goéthe initiative was also to eliminate the use

of visible SSNs from DOD identification cards, reghg SSNs with DOD identification
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numbers which are less susceptible to identitytthefsofar as this preventive measure involved
a reform of a routine activity from which it wasteemined that circumstances favouring identity
theft emerged such a change could be said to cowifiiythe guidelines of criminal routine
activity theory prevention.
(ii) Victim Awareness

While breach of notification does not seem to eaidn stopping identity theft, then, it is
possible that combining this approach with othenents may add up to a comprehensive
preventive approach. For example, Domonell (2@ttressed the problem of identity theft in a
population of college students. The EDUCAUSE HidBiducation Information Security
Council has issued guidelines to help collegesdhuyl protective measures to prevent identity
theft on campus. Universities remain, howevegdts for identity theft hackers. For example,
the University of North Carolina, Chapel Hill, h&8,000 IP addresses connected to it, and wards
off 30,000 hacking attempts per day, every dayhdlp in this process, the council
recommended that universities hire consultantsilnerability management, compliance and
penetration testing solutions for the internetaduce crime. Consultants inform colleges how to
address security issues by taking the hacker’ppetise on current practice, to identify weak
spots. Some colleges have adopted the use odéindity Finder software, which scans through
all student data, identifying where sensitive dateontained in records, and deletes it when
required to ensure that student information isexgosed to hacking. Devices that protect credit
card use on campus have also been installed, witle $Jniversities creating their own separate
networks to prevent theft. Many have sought toat@dheir compliance to the Payment Card
Industry Data Security Standard, and often turcdtosultants to identify gaps in current

compliance. Awareness training, for all persoramal students, so that all citizens are aware of
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the extent of the identity theft problem, is yebtrer approach being used to reduce incidence of
identity theft on campus. All faculty, staff antdidents at the University of Houston, for
example, are required to take a course on socidiansecurity. Social networking in particular
has been cited as a place on the internet thatimemiaky, because of the trust built up in
communities of “friends” who share information wegach other. The implied trust in Facebook
and Twitter often results in more youth going toafphacking sites than other populations of
users. Here, too, notification of security breacisestill another way in which universities hope
to combat the problem, again working on the preniiaeawareness will reduce careless
behaviour leading to theft. In sum, the batteryesfponses include: always asking why social
security numbers are being requested, understamdirge information is stored, storing
information under lock and key, training studewtsihderstand the power of personal data and
improving awareness. As will be seen, many ofdlstgategies appear to derive from situational
crime prevention strategies to prevent other tyfesimes. Domonell (2011), however, did not
report on whether or not implementation of thesasunees improved data security and reduced
identity theft at the targeted universities.

Whereas victim awareness programs are one of ther mays in which enforcement
seeks to limit the opportunity for crime, accordioghe situational crime prevention model
below, it could be argued that any efforts to @emasecurity governance framework designed to
strengthen company compliance to standards or gotstdor Internet or data security, on behalf
of the reduction of identity theft, would be anatkariation of the same strategy. That is,
compliance reduces the opportunity for crime. Mi€hFakhry (2011), however, found that in
spite of the fact that companies and industries \@bole have created standards, such as the

Payment Card Industry Data Security Standardshamd imposed penalties for non-compliance,
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it remains difficult for many companies that malee of credit cards in their daily business,
especially small companies, to comply with the déads. The most commonly cited reasons
cited for failure to comply include the high co$traplementing the standards, and the
increasing difficulties faced in both the interatéin of the standards and the application of the
standards to individual businesses. One of the mdserable areas for identity theft, because
companies most often fail to comply with standaisi$he storage of cardholder data. Nicho &
Fakhry (2011) argued that by and large one of tapndifficulties in compliance is that the
standards are governed in an industry-specific aag,require a more comprehensive
information security framework focused on goverreatcbe more readily complied with. Nicho
& Fakhry (2011), therefore, sought to create a ncoraprehensive framework by combining the
existing credit card industry standard with Contdljectives for Information and related
technology (COBIT) standards and the Technologsabtfucture Library (ITIL) and ISO
standards. The purpose of the combination wouli liecrease the functionality of the
standards and provide them with extra layers ofggtmn, offering companies a defense-in-
depth approach to security. In essence, this fnariewould increase company awareness of
the importance of complying with security principleffering, then, an SCP framework response
to the problem of companies providing identity #es with an opportunity for crime in
unprotected cardholder data (Nicho & Fakhry, 2011).

Otto (2009) quite succinctly summarized the ongalagate, then, in how to best control
identity theft as a conflict over whether or molesor standardsare the best approach to prevent
identity theft (rules being protocols created by [a companies, standards created by industries
or fields). In the area of software, Otto (2008)iewing rules versus standards issue, argued

that the nature of software development makesribat impossible for software engineers to
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come up with lasting security and privacy rulesameg that while they might be more
comfortable with rules, it is only broader regulgtetandards frameworks that, complementing
technical expertise, will improve online securitydebenefit society. The software engineering
community has also struggled with obtaining compu&from users of their products. There is
also a divide between legal requirements of compiaand engineering realities, which raise
other concerns about the effectiveness of dataisgamd privacy protections.

While lawmakers pass legal mandates for compliaihestechnical means to establish
and maintain compliance continue to lag behindusTlcases have emerged where citizens
ostensibly have the protection of law to safeguheir private data, but the software systems
managing the data are “ill-equipped to providephwection without the possibility of
unauthorized access” (Otto, p. 315). In this gapch identity theft opportunity occurs.
Paradigmatically, then, Otto (2009) clearly conelddhat all of the above efforts espoused by
the information industry to combat identity thefthniques with technical-based
countermeasures and rules will not succeed, andtbader behavioural standards must be put
in place to reinforce these measures in orderdwige true protection. That is, only broad
standards, not specific rules, however ambiguoak standards may seem to engineers, are
required to maintain security, insofar as broaddaads “allow the law to capture moving
targets” both by mandating continuing developmérseaurity rules and by offering potential
victims broad privacy protections (Otto, p. 31&tto (2009) came to this conclusion after
examining the specific opportunities for data tlisftiving from specific aspects of the design,
development and deployment stages of software ptmoiu By understanding these specific
characteristics, appropriate safeguarding methaae derived (a method thus echoing the SCP

approach). The complexity of software, the dekays flux in its development, the flexibility of
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software, the ability to add new functionality, #s@se of replication, the automation of software,
the full use availability of designed software,atslity to handle large amounts of data, lack of
transparency in its accessibility decisions, amdetkistence of problems in software even after
deployment, all make software profoundly differemphysical objects, and create opportunities
for theft. They also make it much more difficidtregulate software and compliance to security
rules, though specific rules allowing or prohibgtigpecific software elements have attempted

this approach of security protection.

(i) Standards

Rules for encryption, allowable transactions,\wafe development proscription and
others, as a result, cannot be effective, sincg¢hanot plug the gaps in the nature of software
development and operation. Thus, Otto (2009) aealyhe opportunity for crime in the
specifics of software contexts, and decided tlaatdsrds were the best preventive approach to
reduce software-based data and identify theftth@extent that standards demand compliance
and compliance is often enforced through preverawareness-based training, the preference
for a standards-based approach to online secuféyed opportunities for application of the

situational crime prevention framework to the ségyraradigm.

(iv) Rule Proliferation

In addition to research supporting the applicatibmarious rules or standards, including
red flag rules, the development of FTC standatdsHealth Information Portability and
Accountability Act (HIPAA), as well as its Priva®ule and the PCI DSS, all raise the potential

for confusion in compliance, due to the prolifepatof rules (Rubens, 2009). The HIPAA rules,
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in particular, are typical of the confidentialityles imposed upon fields, in this case the
healthcare field, to manage personal data and prédentity theft. While acknowledging that
such standards protect data privacy, WartenbertQj28lso pointed out that these sorts of
confidentiality rules have had unintended negatmesequences on the conduct of public health
research and practice by making it more difficaltfesearchers to access necessary data for
research. Thus, once again, privacy and publerest exist in a tense relationship with each
other. Wartenberg (2010) focused in particularesirictions to access to routinely collect
personal medical data, the restriction of whicliriets epidemiological study. The kind of
professional resistance to further restrictiondimiting access to personal data thus represents a

significant barrier to providing fuller protecti@yainst data (Wartenberg, 2010).

(v) The technological Solution

In addition to the above approaches, industry miqadar seems intent on hiring
technological experts to device defensive technotbgt will combat Internet-based identity
theft. Phishing, for example, remains one of tlestihcommon means by which identity theft is
undertaken online. Miyamoto, Hazeyama & KadobaygXil0) tested a new approach to
reduce identity theft on the Internet by finding/ay to identify phishing sites. HumanBoost, a
program that improves the accuracy of detecting) sites based on users’ past trust decisions,
was examined in a case study of 10 participantshwbased 14 simulated phishing sites and six
legitimate sites, and made decisions about whetheot the site was phishing or not. The trust
decisions made in this context by the users, @émgailecisions by consumers about whether or
not they wanted to share personal data with tlee wiere then converted into a heuristic and

tested through HumanBoost. The average erroofates ability of HumanBoost to detect the
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presence of phishing sites was below other programeaning that HumanBoost has the
potential to improve detection accuracy for browserhus, the study found a way to program a
heuristic that could help users stay away fromMghis sites, hopefully disabling their malicious
intent in terms of identity fraud. Again, Miyamaogb al. (2010) strongly imply in their results
that only by improving the Internet in terms of wety technology will consumer vulnerability
to phishing and identity theft be reduced.
(vi) Biometrics

Al Harby et al. (2010) described an example ofuke of biometric devices to increase
security in an e-commerce environment, with paldicinterest in user acceptability. They
specifically focused on the use of biometric desitteimprove security in banking log in access,
where identity theft, hacking and virus problemséhancreased dramatically. According to
studies, 8.4 million Americans reported having theentity stolen in 2007, and the loss based
on complaints of identity theft amounts to $239.i8iom to banks (Javelin Strategy & Research
Survey, 2007). Biometrics is advanced as a saolutdhe inadequacy of current security
methods in that a biometric device uses a uniqoledical trait to distinguish the user and, as
such, rises above some of the vulnerabilities efdinrrent security system. Biometric-based
security, to the extent that it is based on somegtlou are, as opposed to a knowledge-based
password and object-based token security, is ity be more effective than current security
conventions. Fingerprint recognition is the magpylar form of biometric measurement,
because they are low cost, reliable and highly @teu Biometrics has even been introduced to
improve security in online banking. Whether or nsérs will accept the idea of providing a
computer system biometric data remains an issoethgt reason, Al Harby et al. (2010) made

use of the technology acceptance model in ordekamine whether or not a population of bank
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users in Saudi Arabia would make use of biomegtusgty. The models measure users’
perception of usefulness, attitudes towards ugaayegeived ease of use and behavioural
intention to use, interacting with new productibtites to determine if users accepted this
technology. The results found that perceived e&sse and perceived usefulness had the
greatest positive impact on use of the system, mgdhat if users perceive that biometrics will
provide them with greater security in certain dituas they will make use of it. The results of
the study, then, established that, if users peecgdcurity as a major issue, biometric security
may be a viable way to improve current securityhods and greatly reduce identity theft
carried out through the Internet or at sites, beeking ATM machines, where technology and

user identification come together.

(vii) Accountability

Aggarwal et al. (2010) argued that the main redsosuch a high incidence of identity
theft on the internet is a lack of accountabilityinternet systems. They, therefore, proposed a
trust management framework, imposed in a compleangmiay in support of security models
that they argued would be able to enhance accailityafhe framework includes four trust-
based accountability measures: identification, autthtion, attestation and retribution. While
trust is a basic element of most commerce, Aggaetval. (2010) found that on the internet the
concept has been elusive, and that most intersétrsg are far from trustworthy. The fact that
emailing more or less accepts the fact that itagyed by spam, regardless of filters, and the
recognition that phishing is also likely to occmeans that the trust level in emailing is low.
This then means that users must be extremely ¢aneterms of updating anti-virus programs

and opening any emails from unknown parties. Hogthat most identity laws do not apply to
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the context of the Internet also places usershtafiidentity theft. Current security, focused on
confidentiality, integrity and availability, ensgréhat data is confidential, not altered by the
system or suspect to attacks by hackers, andrisftiie not enough to ensure protection from
identity fraud in an untrustworthy environment. sBd on distrust of users, most security at
present acts reactively to countering specificatge Some elements of current security methods,
including the anonymity, perfect forward secrecy afausible deniability aspects of Internet use,
can even be exploited by attackers. One of the@ ma&iblems with the internet is that it was
originally conceived as a place where willing ussyeperated in healthy ways, without concern
for issues of trust. The internet then evolved entmuch more complex and dangerous place.
As a result, having trusted in other users earlydren that vanished, trust vanished, resulting in
the current state of security-conscious Interrgit Aggarwal et al. (2010) argued that by
managing trust, through a trust-management modekeeps track of each peer’s measure of the
trustworthiness of its peers, a degree of accolilityatan be established. They demonstrated
how this would be done by adding a more detailegteof granularity to the components of
identification, authorization, attestation andikmition. These combined to create a Trusted Mail
Transfer Protocol which defines a set of attributbgreby the email is evaluated as to its
credentials and trustworthiness. Aggarwal et2010) argued that this method is superior to the
current paradigm and especially current data siydamws, which are mostly based on
reasonableness standards and do not “attempt tommnage technological data security
practices” (p. 12). The use of acceptable useiagli filtering and blocking of traffic has not
deterred the growth, for example, in spam, whiclw eatails up to 90% of most emails, and

increasingly contains viruses and worms.
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According to one report, Google email security kkxt 100 million viruses every day
during the year 2009. Moreover, spamming has beamore complicated, as “users who
unwittingly open email attachments containing maewvaid spammers who add their machines
to botnets, a network of hijacked computers thattban be used to send more spam, to launch
DDoS attacks, and to commit other crimes” (Aggaretadl., p. 12). Through a combination of
the CAN-SPAM Act of 2004 and state laws againstrspame success has been had in fighting
spam-based stock fraud and identity theft. Butakggl et al. (2010) argued that this model too
cannot keep up with the growing amount of spam-asalicious malware, and a new paradigm
is needed to address these issues in a more thoveayg By requiring an IP address, possibly
third party certification, continuous evaluationtbé reliability of the users, curtailing the atyili

of users to communicate anonymously, identificabball users can be established.

Authorization will then entail a decision-makingopess to grant an entity permission to
perform actions, in essence establishing a conbeteteen users, attestation moreover will be
established by collecting and preserving digitaludoents that can then be used as evidence in a
court of law to prove violations of trust, or amimal act (this would be done whenever a
violation of trust occurs). All of these elemenfsa trust accountability system accord with laws
are now calling for all internet systems to presetata that could then be used in courts of law
to prosecute fraud. Retribution can then be exdact@ direct manner without first asking the
trustee to have to demand that the violator stqgamer actions, mainly through immediate
blocking. This is legal because “a private netwatch as one at a business, is not a state actor
and its actions restricting speech do not violatst Amendment rights” (Aggarwal et al., p. 15).

Overall, then, Aggarwal et al. (2010) argued thatiat-based accountability model based on
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establishing identification, authorization and stiéion of users to enable trust, and exacting
immediate retribution if the trust is violated, l\db much to counteract the current weaknesses
of security enforcement in an untrustworthy Intém@vironment, especially in light of the

exponential increase in spamming and malware attaciecent years.

(f) Corporate and Law Enforcement Cooperation

The cooperation of information technology expertd Eaw enforcement might be more
likely in cases where incidents of computer crimeus on a national level, as, for example, in
the case study provided by Bronk (2008) where stispgehacking attacks using botnets to shut
down the digital elements of the Estonian goverrtnreB007. Botnets consist of a series of
hijacked networked computers that are then usednd direct massive quantities of data to a
particular website, causing the system to crastentplary of the problem of formulating a
framework for such an incident, it is as yet unciéauch an attack could be construed as a
martial act, or an act of cyber warfare (NATO ag@nt does not recognise cyber attacks as acts
of war). While continuing to be labelled withiretframework of international criminality,

Bronk (2008) also argued that these are politicabas. Examples of political actions carried
out online include Web page defacement in protegbwernment actions, against nuclear testing
too close to certain towns, or even some onlinmrasthy the Palestinian Intifada. China
appears to be ahead of others in reframing theeafunternational online criminality as

political action, with a chief military thinker diacing that their military thinking now embraces
“a war of knowledge, and a war of intellect” (Broqk 134). Bronk (2008) proposed a new
framework which acknowledges the degree to whictainational cyber community

fashioned by information technologies often bypadsaditional interstate diplomacy and
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security channels, forcing states to deal withalted “intermestic security” (intermestic
combining international and domestic) on a whole fevel. To provide some perspective on
the changes underway at present, Bronk (2008)wexdehe gradual reshaping of statecraft by
industry and commerce over the past two centuigegminating in an industrial age
conceptualization of state secrecy based on cdingohformation flow, creating secret codes,
locking away top secret documents in physical anecessitating spies or turncoats to gain
access to secure places, and circulating sensliéitaein organizations only on a need to know
basis. This paradigm is now breaking down, inafe of electronic communication. This

requires a new model of risk, little of which hasezged.

Globalization is defined in this context as “a graldand ongoing expansion of
interactive processes, forms of organization amch$éoof cooperation outside the traditional
spaces defined by sovereignty” (Bronk, p. 139).pitsent, no transnational policy framework
has taken shape to regulate and protect netwarks étectronic eavesdropping. Moreover, few
nation states have developed sophisticated seqdgiityies, and only the Council of Europe has
sought to define cybercrime, though Bronk (2008uiad that their definition continues to overly
focus on traditional conceptions of criminals. &yntrast, the global communications systems
are “an anarchic system in which all manner of tiegaxternalities have occurred due to
unforeseen activity” (Bronk, p. 141). Accordingrteoliberal theory, states should cooperate to
form an international regime that bans cybercrithecording to neorealist theory, however,
each nation would have to develop its own institufior information defence to stand beside its
military to defend a particular nation state. Histscenario, “information warriors would patrol

segments of the global information grid fallingidesthe borders or interests of their respective
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states defining against each penetration and ggsstponding to them by zapping the sources
of attack by electronic means” (Bronk, p. 141)fu&her example is found in the United States
constitution which shows the President as commaadiichief of the Army and Navy. Society
has expanded and the President is now in charthe &fir Force and Marines. These two
examples are proffered as an example of the wapdrading in a comparable manner to the
technology expansion, providing an avenue for cgpace theft. Bronk (2008), reviewing these
models, argued that the reality of internationddergrime may result in a situation that falls
somewhere in between, again primarily due to tetfat so much cybercrime takes place in
globalized ways. States therefore cannot hopefend themselves alone from cyber attack
without collaborating with private sphere firmsdevelop expertise. A networked system,
entailing collaboration by any number of enlistedamizations, would be necessary to create a
new level of security for information. Each paftlee network will maintain its security on an
individual level, creating in sum security for thetwork as a whole. States would play a role in
the creation of this networked solution primartydugh their power to marshal forces and
finances in order to mobilize resources both inggoment and in agencies and organizations
outside of government. Thus, Bronk (2008) essiypaovided a conceptual framework for
globalized defence against cybercrime that necgsgariudes government regulation and law

enforcement involvement in the prevention of abbescrime, including identity theft.

(i) Police Response

Police and technology experts in the United Stasa® collaborated thus far to combat
identity theft in some cases. By and large, padle®lvement brings to the table a host of

criminological theory and crime prevention practidach is the focus of this report. Many of
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these approaches appear to offer more promisadwepting and combating identity theft than
defence mechanisms underpinning legislative ancpeomresponses. For example, Greenwood
(2009) described an incident in North Carolina vehaolice recovered a stolen laptop, which
subsequently led them to uncover an identity theff. The laptop had Absolute’s Computrace
Agent embedded in its firmware, which helped tomxet the specific laptop and also uncovered
the ring. The latter was done through mining eftbrensic evidence left on the computer by the
persons who stole it and used it for identity thpeftposes. The apprehension of the computer
resulted from a combination of technology and oliork, with the school notifying both the
police department and the Absolute Computrace siphien service. The Computrace,
embedded deep within the computer, allowed thepab contact the computer and ask it to
send updates on its location every fifteen minuidse theft recovery team of Absolute then
used other forensic tools such as keystroke caygf@amd registry scanning to learn about the
computer’s use while stolen. After determining vehihe computer was, the police organized a
raid, which in turn uncovered other evidence legdindetection of an identity theft ring. Thus,
Greenwood (2009) extolled this case study as ampbeaof technology and law enforcement
working together to solve identity theft crime. Hewer, the complexity of identity theft would
seem to necessitate the application of a more ¢tieally-grounded response to this crime on the
part of law enforcement. This is the subject ef thmainder of this review.
(i) Improving Law Enforcement Response to Identiy Theft: Situational Crime Prevention
and Routine Activity Theory

Whether or not law enforcement itself can contriat the reduction of identity theft by
applying the precepts of known theories of crimevpntion remains a question, due to a number

of police cultural and political issues that priizme police work and crime prevention (see
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chapter five). This would require applying a theof crime prevention to identity theft, both on
and off the internet, and then determining if tppraaches derived from the theory contributed
significantly to the prevention of identity thefirme (Boetig, 2006; Miethe & Sousa, 2010).
The situational crime prevention paradigm emergenhfthe opportunity framework that
entails both routine activities theory and ratiotiabice theory, and “was designed to address
highly specific forms of crime by systematically myaulating or managing the immediate
environment in as permanent a way as possible,théipurpose of reducing opportunities for
crime as perceived by a wide range of offendergdlyér & Kennedy, 2008, p. 76). More recent
studies have found that in addition to providingorunities for crime, environments can also
provide the motivation for crime. Thus, crime peation must respond by altering the
opportunity structures of crime sites, either byr@asing the efforts, increasing the risks,
reducing the rewards, reducing provocations anadvemny excuses. Most situational crime
prevention approaches have focused on gettingngatir targets to alter their behaviour. Tillyer
& Kennedy (2008) listed the battery of methods|uding increased effort, which involve
group-focused enforcement that makes it more diffior offenders to enlist co-offenders;
increased risk, including proactive intelligencéhgaing, mobilizing community groups and
increasing sanctions against community leaderduoed reward, which entails undermining
criminal relationships that enable violence; ardlieed provocation and removing excuses.
Focused deterrence approaches to reducing crinedise been popular, though often at odds
with situational crime prevention strategies. ygH & Kennedy (2008), however, found that
both theories shift away from the root causes iofi€ito situations and environments, meaning
that focused deterrence and situational crime prtewe frameworks may be complementary,

with the former aimed at micro level offender mation, the latter at the environment. Tillyer
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& Kennedy (2008) argued that by combining the tavatill more improved model of crime
prevention might be created. Again, focused dete involves identifying specifically the key
actors who generate crime and then communicatitigetm the sanction risks associated with
their behaviour. By communicating risk and sam&ito the offenders, deterrence approaches
reduce crime. Tillyer & Kennedy (2008) argued ttiet group focus of deterrence combined
with situational prevention can improve crime preien.

The law enforcement literature is crowded with eghes of the application of situational
crime prevention strategies to reduce crime. Crelnet al. (2008), for example, described a
case study where SCP was applied to the increas&tence of crime in libraries. Insofar as
identity theft remains at bottom a type of theéise studies on the utility of situational crime
preventive approaches to countering theft wouldnseeinform the application of the paradigm
to identity theft. This is because according ® siuational crime prevention paradigm theft is
viewed as a highly opportunistic crime, and offesdee viewed as simply alert opportunists,
“who are primed to respond by using short-hand toiegiickly evaluate attractive targets”
(Miethe & Sousa, 2010, p. 241). Though not cligchame, in Mensch & Wilkie’s (2011) study
below, it is apparent that the SCP paradigm waisted| by colleges to increase student
awareness of identity theft online as a way to ceductimization. This would then represent a
convergence of the situational crime preventiomfeork and identity theft prevention methods.

Again, routine activities theory (RAT) argues tf@ata crime to be committed it is
necessary to have a motivated offender, a suitaljet and the absence of a capable guardian.
With the loss of any of these three elements intargial crime scene, the outcome of the crime
will be different, or maybe not even occur at dlhus, the best approach for crime prevention

based on routine activities theory would be toriete with any of these three elements. In
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terms of offender motivation, RAT argues that crieds are motivated to choose the victim that
requires the least amount of effort, that are abbvj@nd that are most likely to provide the results
they seek. Target suitability entails the likebldahat a person will be attacked by an offender,
and is marked by the least amount of challengeghwbould be communicated to the offender by
any number of careless activities, such as walkiitly eyes to the ground. Suitability is defined
by either value, or the target’s worth, inertiatloe physical weight or portability of the target,
visibility, or if it is plain sight or not, and aess. Targets also become more suitable by their
daily habits, such as leaving a home unattendedbgll Finally, RAT argues that absence of
capable guardianship is necessary to create arrtapg for crime. This can include not only
officers of the law but anybody in the vicinity whaght be perceived by the criminal as a
potential disruption to the criminal act. Thatngjghbours, friends, bystanders, even shop or
property owners. A busy neighbourhood itself migteate a symbolic threat to the disruption of
the crime as perceived by the offender. Finalg}l 2006) argued that the fourth, often
overlooked element of RAT, is that all three eletaenust converge at the same place or time,
that is, it takes all three to result in an inceeasdecrease in the crime rate. RAT, finally, is
focused on predatory crime, but argued that “mostecthat is committed is ordinary and non-
serious” (Fell, 2006, p. 26).

RAT posits that offenders go through a processitdmal choice before making a
decision to commit a crime, assessing the situat®AT has been found to explain the
likelihood of some populations being subjectedddain crimes, like a woman being stalked, or
mugged. But other research has found only modergtartial support for routine activity
theory. By and large, however, Fell (2006) foulmalt tRAT is generally deemed effective as a

method to prevent crime. That said it has not lzgmalied to identity theft.
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(g) Validating RAT and its Elements

Routine activities theory has been one of the rtteories in support of crime prevention
since its inception over fifty years ago. The madelores crime by examining the components
of crime at specific locations in space and timghaut regard to the criminal’s motives. The
theory, further developed by Cohen and Felson if®1@ent against then current criminal theory,
focused on motivation and environment, by argulreg aicts of crime were committed as part of
the routine activity that develops at a certaia sitthrough daily patterns or activities of social
interaction, that then affects the crime rate. f@&yusing on social disorganization in cities, for
example, routine activities theory was able to mtectime rates, and offer suggestions for the
reduction of crime. Such daily routines as emplegimrecreation, educational endeavours and
leisure activities were all analysed in terms ofvlibey affected crime rates. Crime itself was
analysed as requiring three components in a pétispace or time: motivated offenders,
suitable targets and the absence of capable gunardRoutine activities theory at first was
focused mostly on predatory crime, including rapé murder but also theft or assault.
According to routine activities theory, a crimingdgardless of his or her motives, chooses
victims “based upon the perceived value, visihilgcessibility and inertia of the objective”
(Boetig, p. 15). Technological and organizaticadances in society also created new spaces in
which offenders can exploit evolving routine adias to commit crime, such as highways,
automobile use and telephones (it would follownthbat the ATM machine, the Internet and
other elements of electronic transmission of datald/constitute a still more advanced system
along the same lines). Once the offender idestdi@ictim, only the presence or absence of a
guardian will deter the crime from happening. Whikually imagined to only be a police officer

or guard, it is also true that other citizens inmas roles can serve as a deterrent presence that
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prevents a crime from occurring. Burglar alarmidewe cameras and other threats of exposure
have also been found to function as guardiansdegnt crime. Being in a group of people as
opposed to being alone also reduces one’s risk, éwee group forms without the purpose of
security as part of routine activity. The preseofca handler, or a person with social control
over another person, was later added to the liitaibrs that contributed to crime.

Derived from routine activity theory, situationairoe prevention strategies were
developed to combat crime, involving a careful gsial of crime situations based on routine
activity. In recent years, these methods have bgpanded for use in detecting white-collar
crime in business environments. Routine actiwitteeory can be applied to any crime by
“collecting and examining data about the probleesatibing its history, evaluating potential
causes, reviewing previous interventions and ifigng stakeholders and offenders” (Boetig, p.
17). To examine identity theft, then, a routicé\aties theory analysis would require
determining the level of guardianship at sites,dhi¢able victims involved, what is being stolen
and a profile of possible perpetrators, based oentearrest records. This would then lead to a
determination of who were the most likely culpatsd the development of programs to reduce
the convergence of motivated offenders with sugahigets.

In a case study provided by Boetig (2006) a raghidfafternoon thefts of small objects
from homes around a school zeroed in on absengistsida proactive response involved working
with schools to keep track of students during lupehod or after classes, improving truancy
enforcement, and developing more after school @rogr The handler component of the model
called for the police to also become involved ioc@maging community centres to create
programs that exercises influence over juvenilesifengaging in delinquent behaviour.

Increasing basic security in the neighbourhood ales recommended, including the creation of
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a neighbourhood watch. The most difficult aspdc¢heir application of the model was reducing
the suitability of the victims, which in the cadetlweft involves the property stolen: consumers
are reluctant to reduce the suitability of theiods by buying cheaper objects (though some city
dwellers do buy cheaper cars to reduce their thetability). Police could only warn residents
not to leave these objects in open display, oriwiasy access. For identity theft, these models
suggested that police could become involved masttly in preventing theft of personal
property ranging from laptops to iphones which daeisult in identity theft, or of security-based
bank cards or credit cards. It is strongly sugggkthat police would have limited ability to
proactively reduce the likelihood of internet-basdehtity theft, as the identity of phishers is
unknown, but efforts could be made to educate aoessiabout safer internet use. For example,
an effort can be made to educate consumers onin mpen any email that comes from an
unsolicited source, or to not divulge personalinfation except in a secure website. At present,
however, it would seem that experts in online segurelieving in technological answers to
identity theft, may not find the contribution ofllanforcement to be particularly helpful. The
guestion, based on Boetig’s (2006) analysis obgh@ication of routine activities theory to
recent crime, remains open. Consumer educationdvadso appear to be especially validated by
applications of activity theory to the more micex¢l behaviours of potential offenders or
victims, with Smith (2009) modelling the situatidcaes of various locations in a detailed way.
The implication of his model is that in additiondesigning spaces that would prevent crime,
planners must also look at who uses places andagusnportantly, who might use them if they
seemed safer and also at how and when placeseddSiith, 2009).

Dunham et al. (2010) elaborated on routine actigitheory to explain the role of

controllers in reducing crime. They did so becahgetheory does not provide an explanation
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for why controllers would be absent, nor doesketmto consideration the role of super
controllers, or those who regulate the controllgrséntives to prevent crime. Using SCP, they
explored types of super controllers and the wayshith they contribute to changing controller
behaviour. The controller is the handler, guardinmanager that prevents crime from
happening. Handlers have emotional connectiorighies exploit to reduce criminal activity,
guardians protect potential victims and managesosimfunctioning of the place. Lack of
controllers enables crime, but there is also attureas to why controllers succeed or not, and if
incentives are needed to motivate controllers tyaga crime, usually provided by
supercontrollers. Formal, organizational, contraktfinancial, regulatory, court-based, diffuse,
political, market, media, personal, group and fgraipercontrollers are discussed, each with
different ways of motivating controllers. Ratiomhloice theory was utilized by Dunham et al.
(2010) to explain how controllers can interveneriminogenic circumstances based on effort,
risk, reward, excuses and provocations. Influes@xerted by increasing penalties for
controllers for not taking action, change the relgazontrollers receive from providing crime
prevention, manipulating excuses by introducingdéads, and preventing provocative action by
controllers that only make criminogenic potenti@rae. Overall, supercontrollers contribute to
crime prevention by mobilizing controllers to engagore effectively in prevention. The
importance of adding the supercontroller elementhéSCP-based activity theory model is that
is provides for application of the theory to mariyhee macro structures that constitute modern
society, and this would also include the interrregites (Dunham et al., 2010).

Farrell et al. (2010) explored the viability of towe activities theory as a possible
explanation for the drop in crime rates in recesttaties. Again, routine activity linked crime to

socio demographic causes, and “the specific meshmaaf change was the number and nature of
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interactions of suitable targets and potentialradfer's in contexts with varying degrees of
capable guardianship” (Farrell et al., p. 24). rritbis premise, other theories developed, such as
the VIVA hypothesis, where crime is based on vailuestia, visibility and accessibility, and the
CRAVED hypothesis, which measured stolen good®asealable, removable, available,
valuable, enjoyable and disposable. Environmamtalinology, explaining crime according to
crime pattern theory, also has much in common vathine activity theory. Farrell et al. (2010)
classified all such theories as opportunity-reldtebries, and considered the extent to which the
adoption of these theories by police departmemgribaited significantly to the crime drop.
Namely, they questioned whether reductions in ffending or target populations and increased
imprisonment contribute to the drop, or did policypolicing, ranging from zero tolerance to
Compstat-based policing, contribute to the dropeylalso tested if gun control, changing drug
markets, increased abortion rates, stronger eca@soamd lead exposure as a contaminant
contributed.

Two hypotheses for recent crime drops were basddatmological changes, resulting in
some crimes being new, and others becoming obsalbieh would appear to have relevance to
the internet. In reviewing these hypotheses, Ratral. (2010) argued that the most likely
would consider both the offender and target as toeyribute to criminal situations. Thus, “the
set of opportunity theories incorporating routimé\aty theory, situational crime prevention and
environmental criminology warrant far more serigossiderations than they have received to
date” (Farrell et al., p. 38. 2010). They theneleped a concept of corporate responsibility
based on these theories, which argues that congptiraeprovide products susceptible to theft or
sites of criminal activities must be held accoutgdbr their product security gaps and be

brought into corporate efforts to reduce crimerrélbet al. (2010) specifically addressed the
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role of electronics and the internet in preventingie, and argued that the security hypothesis
would help to involve all parties in reducing oppmiities for crime. Thus, this hypothetical
study into crime prevention specifically suggedteat opportunity theories can be used to

address internet-related crime.

() Applying Routine Activities Theory (RAT)

Fell (2006) sought to establish if there was a bekween routine activities theory and
identity theft victimization by examining the rooé activities of college students and
determining if their activities make them more fpible to identity theft. Data was utilized
from 208 undergraduate students at a southeagsterarsity, focusing on their activities, as well
as their perceptions of their own susceptibilitydentity theft. The results found that how
college students guard their credit card numbedsraceipts has a direct impact on the
likelihood of their becoming a victim of identitie¢ft. Though recommendations were made as
to increasing student awareness of identity th&dtlaad habits with regard to it on campus, the
study did not proceed to examine if the applicatbthis counselling program reduced the rate
of victimization of students.

At the same time, it is also true that Fell's (2p8&dy only focused on offline student
activity with credit card slips or receipts, asiight relate to routine activities theory. The
relationship between routine activity theory antlireé behaviour, though application of RAT to
identity theft is rare, abides by the more commaeh on the basis of which RAT was
established: criminal events on streets or in comityumilieu. Online environments present a
different picture, which may or may not invalid®@&T. Thus, Hutchings & Hayes (2009)

examined if routine activities theory explained theidence of identity theft online measuring
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the likelihood of 104 individuals in respondinggbishing emails. In this case, the suitable
target in an online world would be a user who wasatikely to respond to a phish email, the
motivated offender would be the identity theft dnal who finds phishing an easy way to obtain
personal information that can then be used to a@esounts, and the absence of a capable
guardian, which would be a website or email sewdch offers little in the way of user
protection against spam or phishing. The resolisd some confirmation for routine activities
theory.

Studying user patterns of the 104 subjects, Hugsh& Hayes (2009) found that users
who made much more routine use of banking websgieze much more likely to be attacked by
motivated offenders, bringing together offender irradion, because banking customers are
dealing with money, and suitable targets, becausesers are on banking sites. At the same
time, Hutchings & Hayes (2009) found that heavyrsigd banking sites eventually become
more aware of identity theft dangers and more adepsing protection, reducing the likelihood
of crime. It was also found that routine ematkdis provided by banking sites were generally
ineffective in discerning spam or phishing emaits'f regular emails, thus leaving the lack of
guardianship an issue. By and large, however, s & Hayes (2009) felt that the study
confirmed the validity of routine activities thedryexplaining some degree of the likelihood of
users online being victimized by identity theftesftlers.

To the extent that routine activity theories immegi prevention focuses on crime in
particular locales, it may well be that the coalegof identity theft in certain sectors or locales
would finally encourage entities such as banksieutake anti-phishing efforts. For example,
Bose & Leung (2009) examined the reasons for tloptiah of anti-phishing efforts by Hong

Kong banks. They found that while phishing scamgehcost the U.S. $320 million per year, in
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a figure from the year 2008, Hong Kong had becoretspot of phishing, with Hong Kong
banks being a particular target. A model was wgaidh divided the phishing event into four
phases: preparation, mass broadcast, mature aodradgjack. Theoretically, preparation
entails efforts by phishers to identify possibégifor phishing at banks, while the anti-phishing
measures available to banks include anti-virug-&agoff, firewall, instruction detection system,
on-screen keyboard, security team watch and enorypMass broadcast involves spreading the
phishing with warning emails from banks being thé/agesponse. Maturity involves waiting for
the victims of phishing to respond, and weapons tg@revent users from doing so include a
digital server certificate and incident report el Finally, account hijacking actually involves
financial theft, and at present banks have acceuspension, hardware devices, last logon
timestamp, no simultaneous login rules, one-timesyward, personal digital certificate and
challenge and response procedures to preventtmstappening (though several of these
devices are made almost no use of). Banks ardymastcerned with phishing at the mature
phase, and 87% of banks adopted digital serveificaté requirements in order to stop this form
of phishing. The banks did not seem concernedtabass broadcast of bogus emails from
banks, but developed two-factor authenticatiortdp saccount hijacking. Bose & Leung (2009)
found that small banks were better prepared agphishing than larger banks, banks with better
credit ratings were more adept at security and gouent advocacy of a policy or procedure
improved bank response (the Hong Kong governmesdweaged banks to institute two-factor
authentication). Also, banks who had experienceterphishing attacks and the degree to which
the bank participated in online banking, all infiged the extent to which a bank undertook to
improve their security against phishing-based ifeitieft of client accounts. Bose & Leung

(2009) suggested that these results were mosy likédvant to banks the world over as well.
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Insofar as government advocacy was found to impbawve responsiveness to phishing, the
results also provide a framework for the involvetreiaw enforcement in advising banks, for
example, on how to act more effectively in prevegidentity theft online.

Routine activities theory will be operationalizedtihe following study by the fact that the
researcher will interview all potential participati a crime scene as theorized by the theory.
That is, in terms of motivated offender, a popuolatof offenders will be interviewed to
determine what motivates them to commit a crimey tieey commit the crime, and what makes
it possible for them to do so, all then interprad@ded on whether or not their motivation stems
from an appearance of an opportunity for crimeranliAs far as suitable target is concerned,
this study will also interview victims of internbtsed identity theft to determine if in their
routine activities online they created an oppotiufar identity theft by failing to take necessary
precautions, or lacking full knowledge of the daisgef Internet-based identity theft. Finally,
guardianship as an element of a potential crimaesteexamined by interviewing a number of
investigators as to the most likely scenarios fime identity theft, and deriving some empirical
knowledge on the most opportunistic occasions fione. Also, their level of oversight of online
identity theft, the degree to which sites and ssvionline provide adequate protection, and the
extent to which they feel the internet as a whselalile to combat hacking, and other crimes, is
reviewed in relation to whether adequate guardigneskists online to act as a preventive against
crime. Itis expected that at present offendetkreport that internet identity theft is easy, hwit
little chance of being caught, users continue twale online in ways that may make them an
easy target and guardianship continues to be inedegall, according to routine activities theory,
making routine activity on the internet an ideadkz for the commission of identity theft crimes.

(h) Case Studies of Successes and Failures in LEwforcement Response to Identity Theft
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It is unknown whether current methods for reduddentity theft are in fact effective.
These methods will remain a matter for debate @résearch. Any study which examined the
response of company employees or consumers tatiddeft, testing, in effect, if a program
resulted in lesser number of incidents of theftulslaconstitute a case study on program
effectiveness (Mensch & Wilkie, 2011; Ramsey & Vatdsan, 2010; Reyns, 2010). Along these
lines, Mensch & Wilkie (2011) examined the degieghich one type of consumer under the
aegis of one type of institution, college studexitending a major university, had an awareness
of identity theft, and if efforts to improve theiwareness reduced incidents (Mensch & Wilkie,
2011). The research was based on previous findiredgenerally college student awareness of
identity theft is poor. The fact that college stnth make considerable use of social media also
puts them at risk for identity theft. Their atties and behaviours about identity theft, if
uninformed, would only add to their vulnerabilitplensch & Wilkie (2011) argued that colleges
must take a proactive approach in educating stsdsrdut the dangers of identity theft, and if
they do not establish formal policies student IGusiy practices will continue to fall through the
cracks. Previous examination of student attitidse found that students are particularly
vulnerable to social engineering tactics in idgmtiteft, which entail the perpetrator pretending
to be someone other than who he or she reall@isne 64% of attacks against college students
involve malware, 23% bots and zombies, 34% phist88o denial of service attacks, 17%
password sniffing, 11% browser exploitation and ff8%ncial fraud (Luo & Liao, 2007).
College students are also vulnerable to spywamjldar surfing, dumpster diving and laptop
and mobile device theft. In terms of social enghveg-based fraud, 55% goes toward opening a
new line of credit, 34% for stolen credit or detards, followed by tax and phone or utilities

fraud. Some 77% of college students use socialarking sites and 79% have facebook
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accounts (Fogel & Nehmad, 2008; Ellison, 2007). tiar profiles, 65% of students included a
personal email address, 74% allowed anyone to thew profile, 10% provided a phone
number, and 10% even provided their home address.

The extent to which malware can be sent throughlemd instant messenger services
makes this finding a major concern. Mansfield-Dew2008) showed that most college students
use the same password for all of their online behenalso means that once their social site is
hacked, a hacker can proceed to other theft oppitigs. Jagatic et al. (2007) study found that
72% of college students had clicked on phishingssiwvith 76% of freshmen having clicked on
such a site. While technology majors seemed ta@e of phishing, and clicked on such sites
less than 35% of the time, other majors clickedmftvith business majors clicking on phishing
sites 72% of the time. Thus, Mensch & Wilkie (2Ph&d to question the extent to which
college students behaved in a protective way onéind the extent to which they made use of
security tools and updated their security software give their study structure, they made use of
the Comprehensive Model for Information Securitgt8yns (CIA triad) to measure student
response in terms of confidentiality, integrity amdhilability. Confidentiality encompasses a set
of rules that determines access to an accoungrityeentails having assets which only
authorized parties can modify, while availabilityseres that data is available only to authorized
persons, but available to them upon request. Avem®training was implemented to determine
if it helped college students improve their awassnaf the degree to which their use of the
internet falls within the limits of the CIA triad edel of security.

Some 2,000 undergraduates and graduates from aineid-university were surveyed as
to their online behaviour, determining their lewékecurity awareness and their attitudes about

security online. The study found a relatively I@wvel of security awareness among most
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students, revealing, then, “a trouble disconnectr{dth & Wilkie, 2011, p. 105). They
recommended, based on the findings, that a paraslgiinis needed to get students to take
online security issues more seriously. Firewalfgjated anti-virus and spyware software and
pop-up blockers should be used by all students.Memsch & Wilkie (2011), the results
indicated that “a reliance on technological corsttol the exclusion of people and processes is
insufficient” (Mensch & Wilkie, 2011, p. 106). Tk, computer services alone cannot prevent
identity theft; users must be trained in awarengspromote sound behavioural practices, in
order to protect the CIA triad elements of theitadaAwareness training should include social
engineering awareness, risks of file sharing, rifksnknown websites, the risk of clicking on
unknown emails, the importance of regular data bpskand the importance of security updates.
Users should also be trained in strong passwordtagstion techniques (best are 8 characters or
longer, combination of letters and numbers and thixgper and lower case), password
management techniques (change passwords oftedifiggent passwords for each account, do
not share passwords, use mnemonics to remembevgrass etc), phishing configuration
detection methods and institutional level secypitlicy compliance.

While training is important, studies have also fotimat students who have received
training still engaged in risky online behavio@ne study of West Point cadets, for example,
found that 80% of them were still clicking on phigipsites after training, and the lure of social
media often makes college students prey to evee saphisticated methods of theft (Ferguson,
2005). Nonetheless, the importance of Mensch &i/8 (2011) findings was that they
provided support for the notion that the humandats the major weak spot in identity theft
prevention, especially online, and that the peégdéor must be addressed alongside of

technological fixes in order to prevent more idgntheft from occurring. That is, “people and
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systems must work together to minimize vulnerabsit (Mensch & Wilkie, 2011, p. 108).
Insofar as this paradigm change attempts to tradividuals to protect themselves from identity
theft by altering their routine behaviour onlinadaby putting in place a higher level of
institutional guardianship to watch over themsieasy to see where consultation with law
enforcement to provide training models built ontio@ activity theory and the situational crime
prevention framework would correlate almost poortgoint with such programs. While
Mensch & Wilkie (2011) did not mention law enforoem as part of the consultancy equation in
either college creation of security policy or inuad training of students to be more aware of the
dangers of the Internet it is entirely foreseedlée at this intersection law enforcement and
technology experts could again collaborate to reddentity theft crime, even by online means,
not by creating a technological response, but byokeng the opportunity provided for crime by
the unaware routine activity of college studentsnen

While research has called for partnering of platfdrased private enforcement actions,
usually of a technical nature, and law enforcemernyder to deter and prevent cybercrime
including identity theft, a major stumbling bloakapplying a theoretical crime prevention
approach to the Internet has been that the intesnetlike any space where crime has taken
place previously (Reyns, 2010). In the case ofthetional crime prevention model of
combating crime, for example, the question withardgo the internet is: what is the situation,
what is the context? Therefore, research is reduwhich seeks to apply law enforcement
paradigms to combat crime online, in order to dewehis paradigm. While not focused directly
on the cybercrime of identity theft (examiningfatt, cyberstalking), this is precisely what
Reyns (2010) attempted to achieve in his studyoof the situational crime prevention paradigm

could be utilized to combat this form of cybercrim@yberstalking involves stalking through the
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various means of emails, instant messaging, bletsptext messages and other annoying and
persistent communications. How to deal with cytadkéng remains a question, because for
many it remains unclear what it is, and it is ayveew crime. In proposing a preventive
approach to this cybercrime which focused on limgtihe opportunities for cyberstalking, Reyns
(2010) argued that “the techniques of situatiomahe prevention are ideal for this task” (Reyns,
2010, p. 99). He undertook his study without enfresearch basis, acknowledging that “the
scarcity of criminological and victimological thgoas they relate to cybercrimes makes it
difficult to identify risk factors for cyberstalkinvictimization” (Reyns, 2010, p. 99). Therefore,
the situational crime prevention framework, inchglboth opportunity and routine activity
theory, must be tailored to online contexts, ev&tha concept of place management “makes a
fairly straightforward transition from an offline &n online setting” (Reyns, 2010, p. 100).
Reyns (2010) also argued that the techniques dd@f paradigm, including, as noted before,
increasing the effort, increasing the risks, redge¢he rewards and removing excuses, seem
applicable to online contexts. The notion of oppoity structures, involving intimate,
acquaintance or stranger relations between emaggmondents, also applies. This then would
apply to preventive measures, as, for exampledtdeen found that persons who post less
personal information online are less likely to bbjsct to cyberstalking.

Reyns (2010) examined cyberstalking and founddhptesent it is estimated that 14 in
every 1000 persons older than 18 have been cybedtand that females who were stalked
received emails as part of the harassment campdigido of the time. To apply SCP to
cyberstalking, Reyns (2010) recommended considennygplace online where motivated
offenders and suitable targets converge as a paitsite for the crime. He recommended that

blog sites, social networking sites, chat roomsaieservices and group pages all be thought of
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as places just as street corners would be convellyoviewed in offline application of SCP.
Efforts would then be made to make these placeshespitable for crime. This entails the
application of routine activities theory which asted conceptualizes a crime opportunity as
consisting of a suitable target, motivated offerai®at lack of capable guardian. Applying this
model, website managers would be the guardianstharscthave an important role to play in the
prevention of cyberstalking. These managers catralovhat happens on their sites to prevent
crimes; especially as computing itself is primaalgolitary activity. They can do this by
focusing on the so-called criminogenic propertieg@bsites characterized by one researcher
under the SCAREM rubric, entailing, that is, steatthallenges, anonymity, reconnaissance,
escape and multiplicity. That is, the online eomment allows for invisibility, provides an
enticing challenge to hackers, protects their anotyy enables scanning for opportunities,
makes avoiding detection easy and provides multgsgets. Social networking sites are
particularly criminogenic in these terms.

It is also true that information is what is callaccriminology a hot product or something
likely to be taken by offenders. According to #ferementioned CRAVED model, a hot product
is stolen because it is concealable, removablelade, valuable, enjoyable and disposable.
Credit cards, cell phones, ipods, etc., all sh&&WED characteristics. Personal information
online is no different. With these rubrics in miiCP seeks to reduce opportunities by
analysing and manipulating the mechanisms whicaterepportunities for crime. By altering
the physical environment, they can be reducedbmgking down large problems into small
problems, the environment of opportunity for crilmgradually diminished. Using specific
crime-prevention methods, in this case appliedifipalty to the characteristics of cyberstalking,

and by offering crime-situation specific solutidmesed on understanding how the crime is
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committed, SCP can be applied. These methods &mais on increasing the effort, increasing
the risk and reducing rewards.

Online, the exposure of victims to the opportuitygyberstalking is a major problem,
and SCP would work to reduce this exposure. Tdiddcbe done by means of changing the
lifestyle exposure of online users, meaning thatsigvould be trained to provide less
information, stay anonymous, not reveal their ggnaiee only first names, not reveal their age
and guard their credit card information. Cybefkste] is also activated by repeated attempts at
communication: disrupting the ability of the ofter to communicate would curtail this
situation, primarily through the web master, actasgguardian, providing filters to filter out
unwanted communications. Use of email by cybekstalcould be reduced if users are trained
to not email back unknown parties and website marsaigcrease efforts required to email
addresses to members. Managers could also emaetféiers in all site communication, and
warn users never to reply to a cyberstalker. \Bitlyging, the web master could monitor public
blogs for misuse while the user could limit acdestheir accounts. This same combination of
preventing user response to unknown communicatidnageb manager erection of difficulties to
such communication on the site in general will gigCP to the online environment in ways that
reduce crime.

Reyns (2010) acknowledged that the most difficsfteact of SCP to apply to online
context is reducing provocations; as it is nottiiebretically clear why cyberstalkers engage in
stalking in cyber environments. Avoiding dispusesl reducing emotional arousal appear to be
best means to reduce opportunities. It is possil@lewhen a user provides continual updates to
an unknown source he or she feeds the fire ofttikes, thus, this behaviour should be curtailed.

Never replying to inquiries could also prevent stedker from gaining a sense of control over the
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relationship, believed by many to be one of theivatibns for stalking. Finally, removing
excuses, which involves setting rules and postisgructions, should be built into agreement to
participate on a site. Constant reminders fromateb managers on how users should address
unknown inquiries have been found to reduce criifteus, Reyns (2010) applied the concept of
place management to online environments and fowstobag degree of fit between SCP
strategies used in real space and virtual spaegnd2010) also entertained the notion that
controllers and supercontrollers, or those who kEnhile controllers, contribute significantly to
crime reduction. In the online environment, sugartrollers would include those who make
decisions regarding web protocol. While concedireg this was uncharted territory in the crime
prevention literature, and not conducting a caseysof an application of the SCP model to the
prevention of cyberstalking (his study being anreise in model building and paradigm
changing), this study nonetheless provided a bridggplying a law enforcement paradigm to
prevention of cybercrime, presumably including iatgrtheft.

Zaharia et al. (2010) applied routine activitiesdty to the internet, seeing the internet as
a challenge to the model, insofar as the way ircltwimotivated offenders and suitable targets
converge on the internet is different than in sgalce. Nonetheless, studies have shown that
socio demographic factors shape routine onlineiggtand that these factors combined with
activity can mediate the likelihood of being taggkbnline. As a result, Zaharia et al. (2010)
argued that situational crime prevention theoryles a useful framewaork for limiting
opportunities for victimization on the web. Becadulse internet has increased the opportunity
for crime and the type of criminal activity thainche committed, it would follow that a
prevention theory based on limiting opportunity \blie an effective approach to prevention.

At present, Zaharia et al. (2010) argued that parency online is the best way to prevent
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identity theft in the conduct of an electronic netrkusing the SCP to propose ways to ensure
that crime does not result from routine participatin such markets. Wortley & Mazerole (2008)
supports RAT as it relates to prevention by incedassks of detection and apprehension. This
applied RAT is likely to have a positive effectdaterring identity theft.

Ramsey & Venkatesan (2010) appeared to view cyibeecas a crime of opportunity
enabled by the fact that due to social media atideoshopping more online applications are
storing confidential and valuable user informatidrhat is, a newly routine behaviour of
accessing internet entities has created new oppbesifor cybercriminals. To reduce this crime,
Ramsey & Venkatesan (2010) also proposed a priynardventive approach which would
remove these opportunities for crime. They progdke proactive development of an integrated
anti-cybercrime framework which explicit employerse for education, technological measures,
private legal enforcement, and “partnerships vath €nforcement” to prevent and deter identity
theft based on opportunities provided by the Ide(Ramsey & Venkatesan, 2010. p. 23). As
such, they closed the gaps that continue to plégieesearch into rules and standards to prevent
identity theft online. They focused their study pa theft directly from users, through such
means as phishing, but on the fact that “betweepet@ent and 27 percent of identity theft
occurs from data breaches at third party compdhgshold or control user information”
(Ramsey & Venkatesan, 2010. p. 23).

With viruses against this sort of storage doubpiegyear since 2006, and the
development of a rapidly expanding undergroundaakkrs, including the use of botnets, or
compromised computers that deliver malicious safwaccurring at a global scale, a more
comprehensive preventive approach is needed. ABaimsey & Venkatesan (2010) argued that

social networking and the overall trend toward dilcomputing, where users store information
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on remote servers, have created new and attramtivertunities for cybercriminals to engage in
identity theft. The fact that so many users arsagial media sites makes it profitable for
phishers to attack these sites as even gainingyssuall proportion of response can lead to
great profits. The fact that social networks asssimedia built on trust-based architectures,
connecting users based on pre-existing personalecbions, means that this trust can be abused
by phishers. Studies have found that users are hkaly to trust spam sent in the context of a
social network than elsewhere in general emaiultieg in more breaches. Romance scams,
where cybercriminals approach users feigning a mimanterest, to obtain information or
money, are also on the rise, also exploiting trdattomated cyberattacks also work much more
effectively on social sites, posting invites to metgethat only download Trojan viruses. Due to all
of this new opportunity, then, specifically indiedtby new online contexts, cybercrime has
increased six-fold over the last two years.

Linked to this, Ramsey & Venkatesan (2010) reviettede different models of
addressing cybercrime: user education and self-pelate enforcement and partnerships with
law enforcement, focusing on evaluating their difemess. Some social sites offer user
education services, such as security blogs infograsers about problems, tutorials in best
practice and security pages that release usehskgdfapplications to users. Cloud computing
sites offer similar services, including how-to nestes on malware detection and prevention.
Ramsey & Venkatesan (2010) found that while selp-la@d user education approaches are
helpful, they cannot stand alone in response temyhme insofar as they do not threaten
cybercriminals with any consequences, and as sawh o deterrence function. It is also true
that new cyberattacks can occur quickly and witlveartning, meaning that user education often

happens after the fact, or after users have alrbady victimized. Legal recourse against
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cybercrime is the second model made most use sitéy, but there are many legal challenges to
this process that currently makes it less tharcg¥fe. By contrast, the second type of
prevention used by sites entails private enforcérafforts. These efforts are defined as those
undertaken by sites against cybercriminals in tfof attacks on the technical infrastructure
which supports cyberattacks, targeting nodes iooadinated attack, and engaging in organized
cease and desist attacks. An example is provigdtbimsey & Venkatesan (2010) of a cloud
company that dismantled a botnet by taking dowrs\hundred domains that enabled the
botnets to communicate. Another example would berwthe FTC shut down a net hosting
company that was found to enable misconduct bysus#lt of these efforts are helpful to the
extent that they can add to cybercriminals’ oparatiosts and put added pressure on them to
stop their activity. When the disruptive approéails, however, platform owners can then bring
legal actions against spammers and fraudsterstogliand deter their activities. The main
problem with the private enforcement action paraxhg that it requires platform owners to
quickly develop a sense of the architecture of catbecks, that is, the online context which
enables the attacks, and given the spread outeogtaphically dispersed nature of the internet,
this can be quite difficult. While tools existittentify hackers, moreover, and social networking
sites may have the tracking infrastructure to dats® proactive development of these
architectures may be a challenge. Nonethelesss®a# Venkatesan (2010) did not rule out the
potential effectiveness of these private enforcameethods involving, essentially, engaging in
cyber war, weapon against weapon, against cybaraim

Finally, the third model for combating cybercringepartnering with law enforcement.
This approach has been enabled by the fact thatdeldw has criminalized many cybercriminal

activities ranging from spam to theft, often supgediby other state laws. Criminal prosecution
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undertaken through the state attorneys generalldrgqoconsumer protection agencies to bring
civil suits against sites or platforms supportingne have been effective. Partnering with law
enforcement is also cheaper than privately progegotiminals. A number of case studies have
emerged of successful civil legal attempts to slowtn cybercriminals. In one case, a hacker
was sentenced to 20 years in prison, and the seddabdfather of Spam also received four
years in prison for violation of federal law. Ahet advantage of partnering with law
enforcement is that jurisdictions often alreadyéawvplace multilateral assistance treaties and
law enforcement agencies generally have broadat tegls with which to work against
cybercrime. At the same time, whether or not lafoeeement has the manpower or time to
engage in pursuit of cybercrime remains a probléns also critical that platform owners
collect material technical information on cyberekiswhich can be used in a court of law, and
others have raised concerns about sharing of irgfbom with law enforcement as well. Finally,
criminal prosecution as opposed to private-origimacivil action takes more time, and can often
interfere with the latter.

As with researchers who argued that standards are effective than rules for
combating identity theft online, Ramsey & Venkate§2010) appeared to echo the notion that
the broader legal tools which law enforcement lsaissadisposal for attacking identity theft
online would be a major reason why partnering betwadatform owners and law enforcement
would be recommended. Overall, however, RamsegBkdtesan (2010) concluded that the
best way for any progress to be made against igeh#@ft in its online form is to fashion
partnerships between platform private enforcenleggl action and law enforcement and
prosecution. As a result, Ramsey & Venkatesan@p64tablished that emerging best practice in

combating identity theft may supersede the teclgicéd warfare private enforcement model, as
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well as the legal model, and have to encompas®fdarcement, using methods based on the
situational crime prevention model, in deterringntty theft. Proof that application of emphasis
on guardianship, according to routine activity tlypoan reduce crime was found in a survey of
victim behaviour after theft (Haywood, 2007; Conrét011). Widespread change of behaviour
was found, including document shredding, not opgnimsolicited email and monthly review of
bank statements. Thus, victim preventive behawoupassed the average users’ behaviour.
Berg (2006) undertook a survey of the quality & ifistruments utilized at present to
measure the extent of ID theft. It was found thatent identity theft victim profiles need to be
enhanced, the methodologies used in identity thefteys are suspect, and current identity theft
survey instruments have deficiencies. Telephomeega are becoming increasingly suspect with
the public changing over from landlines to cell pgs. The fact that most surveys continue to be
undertaken only in English also limits data accurathe fact that only adults over the age of 18
are surveyed is also a problem, with many respdsderer 18 also missed because surveys only
address one person per household. Berg (2006nhreeaded changes that entailed, focusing
more on age and gender of victims, ensuring thedardents know the meaning of technical
terms, fully explaining the preventive measures tlaam be used against identity theft. In this
regard, Berg (2006) commented “while support reséimited for routine activities theory tied
to high tech crime, and specifically identity theittimization, it is nonetheless important to
recognise that engaging in certain online behasgioway make an individual more prone to
becoming a victim” (p. 52). Engaging in online ddimg, answering unsolicited emails, linking
to sites indirectly, viewing online pornographyybhall been found to be “routine activities” that
make users more susceptible to identity theft. nEstgfing the web with abandon, going to

unknown web sites, increases the odds of haviragater spyware attached to one’s browser.
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Online chatting also opens one up to virus infectla response to this behaviour, then, Berg
(2006) called for preventive behaviour programsadnordance with routine activity theory.
With regard to the best way to prevent identityfttheither off- or online, Copes &
Vieraitis (2007) found that a number of situatioodine prevention techniques may be helpful,
but may become less effective as methods of cronassion online become more
sophisticated. At present, Copes & Vieraitis (20@¢tommended that controlling access to
business and residential mailboxes and dumpstav&dcompanies and individuals monitor
how they dispose of documents, including more shirgdof documents, limiting the number of
employees who have access to sensitive informatiatl companies, and conducting
background checks of all employees employed bynapemy. On a broader level, creating a
positive work environment may forestall negativepéogee activity like stealing personal
information. With regard to banks, Copes & Viegsa{R007) recommended that passwords be
required even for in person transactions, anditrgihank employees in recognising customer
behaviours indicative of dishonest activity. As $tores, consistency in checking personal
identification must be established. All of thesethods, removing opportunity from criminal
contexts due to strengthening of guardianship,ebidsituational routine activity theory crime
prevention. At the same time, Copes & Vieraiti8Q2) recommended that identifying
fraudsters’ use of excuses enabling them to conimaitrime be foreclosed upon by educating all
employees to the consequences of identity theftpdaing messages in banks or stores

reminding offenders that identity theft crime haalrvictims.
(i) Conclusion

This review found a dramatic increase in identigft over the past five years, and a

quickly evolving, and ever worsening scenario i of crime growth. Because identity theft
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is a relatively new crime, the research appearsrt@in in a reactive mode against hackers who
are coming up with ever more sophisticated waysteal identities. This situation has grown
worse in the last few years because of the reloeati the bulk of identity theft to the internet,
where the growth in online shopping and social wekimg has created an under-protected
opportunity for identity theft (Bronk, 2008; Gile2)10). The review then examined the various
approaches for combating identity theft, findingtttvhile the legislative approach has focused
on notification of breach laws, and imposing redjftules for companies to self-regulate their
own handling of sensitive personal data (Curtig,22@omonell, 2011), industries have drawn
up standards of compliance which would be a pres#égof doing business in an industry, while
information scientists continue to remain lockeainigh-tech game of internet-based warfare,
persisting in the belief that there is a technaabsolution to identity theft (Burdon, 2011;
Coats, 2008; Glithero, 2009; Winn, 2010).

By and large, however, a strong undercurrent aframon preventive and consumer
awareness education theme was found in the resitareiture in all areas. This language then
echoed strongly when the review considered thenexbewhich law enforcement can help in the
response to identity theft, especially on the mé&r While police response to laptop theft or
credit card theft, or the theft of identity duenboiggings at ATMs would seem obvious, how the
police respond to internet-based identity theftagrs a problem. The theoretical situational
crime prevention model, including routine activstideory, provided a model for policing
against theft, and upon review the language ofgrgon, with a focus on consumer awareness
built into the model, sounded similar to recommehsponses by experts in the field (Miethe
& Sousa, 2010; Tillyer & Kennedy, 2008). Thatitsiyould appear that even technical experts

have begun to see that changing the culture ahteenet in terms of reducing opportunity for
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crime, educating consumers to be more aware ofitgeheft crime, and empowering

controllers and supercontrollers, as in the casedfstry standards, would reduce crime more
aggressively than strictly red flag or technologgmutions. The review concluded with a few
case studies of the effectiveness of the situdticmmae preventive paradigm, applied explicitly,
though as yet only in model-building exercisegnsiances of internet crime (Mensch & Wilkie,
2011; Ramsey & Venkatesan, 2010; Reyns, 2010).le/Mmese studies did not test the model on
actual incidence of internet crime, the researchatestrated that the situational crime
prevention model applied to identity theft wouldalgreat deal to help reduce crime, and
involve law enforcement, through consultancy, comsueducation and assistance in self-
policing, in a direct way in combating identity thevhether it originates from crime on the street

or on the world wide web.
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CHAPTER 3: The Research Methodology

(a) Introduction

This chapter will present the research methodolorgydesign developed for this project.
The design was chosen based on the original madiv&tr undertaking the project, based on the
researcher’s experience as a detective, assigrted tddanhattan District Attorney’s Office for
seventeen years, namely, that insofar as idemigy tontinued to grow, while law enforcement
response did not, a better grasp of the scopecaid sf the crime was required in order to
promote an effect to close the gap between crirdepagvention. The design of the research
project, primarily based on interviews, evolved otthe significant portion of the time devoted
to criminal investigation during the researchegisure in the Manhattan District Attorney’s
Office Detective Squad focused on white-collar @jmmcluding identity theft. For this reason,
the professional experience of the researcher fdtime basis for much of the insight provided in
this study into the problem of identity theft, camdd with research and data gathering from the

field through interviews with key stakeholders.

() Research Methodology and Design

The personal involvement of the researcher inigld tinder study in this research
project is the basis of the research design. #salt of the depth of involvement in identity
theft or fraud investigation, my level of knowled@ecording to Hammersley and Atkinson’s
Ethnography Principles and Practices scale of ewkinvolvement, would be classified as
complete participation. That is, as a detectiwi$ed on white-collar identity theft crime my

career included active involvement within the crdtof white collar crime, fashioning a network
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of contacts and colleagues who supported my wadiliated by inter agency meetings, coming
in contact with offenders or victims of identityeftin person or by phone and frequently
travelling to foreign countries for the purposecobrdinating our investigation with those of
international agencies such as Interpol, often withintention of extraditing apprehended
criminals back to the U.S. for prosecution. Irstiviay, my work became highly specialized, and,
involved interacting with colleagues with an equérest in identity theft, thereby developing a
culture within criminal investigation focused oretparticulars of this kind of crime, somewhat

in opposition to the mainstream operations of tieriat Attorney’s Office. Many of the insights
gleaned from this culture form the ethnographid$atmy investigation.

Having accrued a significant number of years ofegigmce in the investigation of
identity theft, my concern about the serious natiirtae crime and the general lack of attention
of police departments to the crime coalesced irfewmaekey research questions which it is the
purpose of this research to answer. Thereforg rédsiearch project was launched. This study
involves two primary sources of data. First, aeseof interviews with investigators, police
officials, industry stakeholders, lawmakers, progesxs, fraudulent individuals and victims of
identity theft were conducted. Originally, thesgerviews were conducted as a routine part of
ongoing investigations, but in this study an insexhfocus on this research project led to a more
formal collection of data from interviews. Secotids body of knowledge was then expanded
and deepened by a complete review of the reseidecatlre into identity theft and fraud and its
impact on U.S. society today, as well as by exatianaf the primary documentation of recent
legislation passed to combat identity theft as @&elpolice records, to obtain a full sense of the

dimension of the crime. The purpose of the revaéhe literature as well as the review of
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legislation was to determine the extent to whiahsland law enforcement mechanisms are in
place to address the problem of the rapid expardiafentity theft.

Therefore, the research base for this study is csetof three data sets: first,
knowledge accrued from my professional experiescanainvestigator with the District
Attorney’s Office into identity theft crime, as weals my attempt, in this research, to gain access
to departmental records regarding the extent andusmess of identity theft; second, a
literature review of the research into the impoctanf identity theft both in research and
government publications; and third, informal andal interviews with investigator specialists
in identity theft, law enforcement and criminaltjae officials generally, as well as industry
stakeholders, identity theft offenders and iderttiigft victims. On the basis of this researcls thi
study was conducted.

In all stages of this study, obstacles to the stfdgentity theft were encountered. With
regard to my professional work in investigatingntiy theft, numerous bureaucratic obstacles to
full investigation and prosecution of identity thefere routinely encountered. Not only was the
general attitude of the District Attorney’s Offia@d police department characterized by a
laissez-faire attitude about this kind of crimet loientity theft was not given priority, few
seemed aware of its growing prevalence, and fewharésms were in place with which to
prosecute it. Lack of adequate response not anged investigators focusing on identity theft
into a distinct culture within the law enforcemenmmunity, but forced us, in our routine work,
to have to champion the cause of identity thefhoral prosecution as well to prosecute it.

In the first part of the project, as part of myfessional experience in identity theft
investigation, the data collection processes atpalepartments and the criminal justice system

in general were examined. A review of the datases) when compared with my knowledge of
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the extent of identity theft crime, indicated thatrent methods of data collection on identity
theft are inadequate, and in need have reforms Whuld entail both improving the level of
statistical analysis applied to the data, but dgyely inter agency cooperation to improve the
collection and analysis of identity theft data.isTphase of the research left me with serious
guestions about the current reliability of the daaected by the criminal justice system on
identity theft. To meet the requirements of datkection for a doctoral study, several sources
were assessed, including field studies and survAysview of existing data collection systems
on identity theft in the criminal justice systenufml that present capabilities leave much to be
desired. The research into data collection metifamaisd that no law enforcement agency at
present utilizes a central repository of data thegirecord instances of identity theft or to
monitor the development of the crime, in termswibers of crimes. The ad hoc data system
currently in use by the New York City Police Depaent is typical of the systems in place.
Though it is hoped that the current system wilimle sufficient data for the police department
to devise an enforcement strategy for this pawickind of crime, especially in light of its rapid
escalation in recent years, the current ad hoesysh my view, does not form an adequate
basis for doing so. This conclusion was maderasualt of an empirical study of the current data
collection system, which found that statisticabmhation was often lacking, and the data
currently in the system lacked validity.

The second part of my research project began Wiesed on my appraisal of the
inadequacy of departmental data collection regaraientity theft, a need arose to derive more
authentic, empirically-based data on identity théfiterviews with persons directly involved in

identity theft, or its prosecution, were requiradd these interviews were conducted.
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(i) Consent for Research

Before pursuing this part of the research projegtas necessary to gain consent from
the District Attorney’s Office, the police departmte in which the interviewees were either, if
investigators or officials, employed, or, if offeard or victims, processed. This was done by
submitting a full description of the project, issearch questions and assurances of the ethics,
including the protection of confidentiality to abn-offenders involved in the project. My
official assignment enabled me to conduct intergievith professionals within the criminal
justice system and its ancillary support units,geeeral public, and victims of identity theft.
How local, state, federal and international goveenta share information was also revealed. My
assignment exposed me to various facets of idethigfy. After Cardiff University granted me
permission to undertake this study, it became ¢leatrit was not possible for me to continue to
handle cases as an investigator working on “rotiimesstigations and at the same time situate
myself as an objective researcher. As such, afesting with him, the Manhattan District
Attorney, Robert Morgenthau provided me with a @eédommitment from him to investigate
more complex cases while conducting this studyis @lso resulted in being awarded a
promotion and subsequent assignment to investiggkedollar cases, broadening the potential
for my exposure to ‘big picture’ data as the extamd seriousness of identity theft crime as

handled by the department and office.

(b) Participants
(i) Inentity Theft Investigators
The first group of interviewees was a select nunabéellow investigators specializing

in identity theft fraud. The purpose of theseriviemws was to gain a sense of their perception of
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the adequacy of identity theft investigation. Tiyefive investigators in 7 offices and 7
departments or jurisdictions in the U.S. were vitaved. All of these interviewees were known
to me from professional contact or collaboratidme identities of these interviewees were kept
confidential in order to protect their confidenitiglin addition to facilitating their openness in
expressing their perceptions and opinions aboutuieent state of identity theft investigation.
The primary sources of identity theft data utilizedhis research were generated from
field observations at the Manhattan District Ateyis Office, Identity Theft and Cyber-Crimes
Bureau, located in the Supreme and Criminal Cdauilsling in lower Manhattan; The New
York City Police Department’s Identity Theft Unibcated at a training facility in Brooklyn; A
United States Postal Facility, located in the W8itee area of Queens; The United States Secret
Service Office, located in Brooklyn ,New York; atiet New York City Police Department’s,

Manhattan South Grand Larceny Task-Force, locat¢da Midtown area of Manhattan.

(i) Officials

The second group of interviewees consisted of mgdreking officials in the District
Attorney’s Office and in various police departmentio were purposely chosen because they
were not specialists in identity theft or fraudeéstigation. This strategy was adopted in order to
gain a sense of the general attitudes of key astdige criminal justice system with regard to
identity theft. Additionally, more than twenty &vinterviews were conducted with law
enforcement officials and attorneys from the Kingassau, Westchester, Richmond County,
along with Chicago’s, Cook County District Attorreffices. Officials from New York and
New Jersey Attorney General’s Offices also proviogdrmation. The names of these

interviewees were anonymized to protect their amrftiality.
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Overall, several hundred personnel in the crimjustice field were interviewed,
including police personnel, prosecutors, judged, @ilege professors, investigators from the
credit card and financial industry, and fraud preian individuals from the National Retail
Federation via the telephone and while attendingtimgs and conferences. There were no
preparations for scheduled interviews and the resg®were ethnographic. All participants
were told that they would be notified of the reswf this study. It may be unrealistic to contact
every individual who took part in the study but gvattempt will be made to contact them and
offer my heartfelt thanks for their valuable assisie. Such contacts will also refer participants

to a synopsis of key findings that will be placedtbe internet upon completion of the study.

(i) Offenders

Twenty-five offenders (25) were chosen to partittga the research, based on the fact
that they formed a cross section sample of the taaisdof individuals interviewed as part of my
work over seventeen years. Some of these twemypiersons were identified as a result of
observation of their courtroom trials. Others wieentified by asking Central Booking
personnel or inquiring from arresting officers ifyaof their arrests over a given period of time
were for identity theft crimes. Contact was sulbsgrdly made to discuss the possibility of an
interview, and arrangements made to arrange famtarview at a mutually agreed upon location.
The interviews took place at different times anacpk in the process of their case. Some were
interviewed during prisoner transport, after therevreleased from custody, or after the process
of their case. Interviews were conducted at thedrigi Attorney’s Office, at restaurants and even
on the street. Offenders originated from the WhBgates, Mexico, the Dominican Republic,

Jamaica, Haiti, Russia, Yugoslavia and Moldovandjority had served prison terms and some
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were only fined or placed on probation. Howewvethis study, all offenders will be referred by

anonymous names.

(iv) Victims

Twenty-five victims (25) of identity theft or fraudere also selected from a wide
selection of potential victims. These too were emosased on identifying them through
observation of courtroom trials. Others were agmtified by inquiring of arresting officers as
to their identity. Contact was subsequently maddidcuss the possibility of an interview, and
arrangements made for an interview at a mutualtgeyupon location. Here, too, interviews
took place in numerous venues. Sources at foge laatail stores were helpful in providing
information, specifically, pedigree information wictims as well as methods used by fraudulent
individuals in perpetrating their crimes. Infornmatiwas also compiled on illicit addresses used
by the fraudulent individuals, along with victimigformation for those addresses. In this case,
however, the identities of the victims of identityeft were kept confidential. A further attempt
was made to enquire about the characteristicseofittims. Of the 25 victims who participated
in this study, 15 agreed to provide that informatichich is illustrated below in table 1. The 25
victims who were interviewed answered questioratirgy to 10 areas of identity theft. Those

responses to the questions are shown in table @wvihimmediately following table 1.

Victims Response to Questions on Characteristics

TABLE 1
Victim # State/Country M/F Age Race Status | Occupation Education
of Residence
1 Australia M 67 w M Retired College
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Victim # State/Country M/F Age Race Status | Occupation Education

of Residence
2 Washington F 44 w S State Dept. PhD
3 New York F 39 B D Trader JD
4 New York M 19 H M Securities College
5 Nepal F 58 A mm Merchant High School
6 China F 23 A S Student College
7 Barbados F 38 B M U.N. College
8 Argentina M 38 H S Undocumented Elementary
9 Ghana F 25 B M Unemployed High School
10 New York F 60 w M Retired High School
11 New York Other 54 B S Nurse College
12 Ohio M 29 W S Plumber High School
13 New Jersey F 40 w M Teacher College
14 Israel M 46 W D Jeweler High School
15 Florida F 50 B D Unemployed Some College

Note: Some nationalities, occupations and additiori@armation of those victims who were
interviewed are listed in the above table (table 1)

The questions are displayed in Appendix 3 and sufelbws:

Victim’s questionnaire - Response to Questions 1 through 10 as shown in

During the last two years have you or anyone you know discovered that someone:

Appendix 2

TABLE 2

The following table (table 2) shows the resultsrd5 victims who were interviewed.
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Victim # Used or Used or Used or Which How What Have the How much | Have you or
attempted to | attempted to | attempted Did these | incident of did you was the misuse of time did anyone you
use credit use any to use actions identity become | total the various you spend know had
cards or other personal occur theft was aware of | dollar account(s), clearing up | utilities cut off,
credit card existing informatio | separately | quickly the amount forced you, your been a subject in
information | account (s) n to obtain | or discovered? theft? of the a family record? a criminal
without other such new loans, simultane theft? member, or investigation,
permission? | as bank incur ously? friend to gotten

accounts or debts, close any physically hurt,
debit cards, open other accounts? or forced to

or checks, accounts, close accounts
without the or to because of
account commit misuse?
holder’s other

permission? | crimes?

1 Y Y Y Sep. Credit DC $250.000 | Y On Y-Co

2 Y Y Y Si. Credit FI $500.000 | Y On Y-Co

3 Y N Y UnK Auto Police $90.000 Y 13 Mts. Y-Co

4 Y N Y Sep. Credit Mail None N N/A N

5 Y Y Y Si. Credit Lawyer $1.5mil. | N On Y

6 N N Y Sep. Phone Police UNK. N On Y

7 Y Y Y Si. Credit Police None N On Y

8 Y N Y Sep. Credit Police UNK. Y On N

9 N N Y Sep. Mail Police None N On Y

10 Y Y Y Si. Credit Police $45.000 Y On Y

11 N Y Y Sep. Internet DC $147.000 | Y 3Yrs Y

12 N Y Y Sep. Mail DC $24.000 Y On Y

13 Y Y Y Sep Mail FI None Y 61/2yrs N

14 Y N Y Si. Credit Lawyer UNK Y 7 Yrs Y

15 Y N Y Si. Credit FI UNK Y 1 Year Y

16 Y Y Y Si. Mail DC None Y On Y

17 Y Y Y Sep Mail Police $10.000 Y 16 Mts. Y

18 N Y Y Sep Phone Police $22.000 Y 27 Mts. Y

19 N Y Y Si Credit DC $300.000 | Y On Y

20 Y Y Y Sep. Credit Mail $925.000 | Y On Y

21 N N Y Sep. Credit FI $14,000 Y 4 Yrs. Y

22 Y Y Y Si. Mail Police $600.000 | Y 9 Yrs. Y

23 Y Y Y Si. Mail DC $479.000 | Y 8 yrs Y

24 N Y Y Si. Mail Mail $23mil. | Y On Y

25 N Y Y Sep. Mail Police $850.000 | Y On Y
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(c) Secondary Data Analysis

The first part of my research entailed obtainingeegive documentation on the state of
the art in terms of identity theft criminal justisgstem response and investigation. A substantial
amount of information was gleaned from current past issues of electronic periodicals and
publications from the library at Cardiff Universit¥ver 100 articles and pieces of information
were collected from newspapers throughout the drittates, mainly from The New York Times,
The Wall Street Journal and The Law Journal. Sevele sites on the Internet, such as, the
Federal Trade Commission, the United States Depaitiof Justice and Javelin Strategy and
Research also provided vital information towards tasearch.

Some data for this study derives from reports, enetords and publications done by
entities such as, the New York Police Departmeentity Theft Unit. Identity theft data from
contemporaries had already been established dssgaciates of mine during the course of my
official duties was obtained. Additional data Wasnd in libraries such as the John Jay College
of Criminal Justice and in other City UniversitiasNew York (CUNY) libraries. A dozen books
were retrieved (Hayward 2004, Sparrow 1996, Richa@60, Van Duyn 1985, Taylor 1999,
Collins 2006, Hammond) relative to identity theBome of these publications did not portray a
contemporary status of the problem and offered iremged empirical research into identity theft.
Two volumes ofraud: Organization, Motivation and Contralere more comprehensive, and
assisted me in my research experience (Levi, 12@fl)itional sources issued by agencies of the
federal government, as well as accounts from ceedifraudulent individuals were also

reviewed. Victims who had been scammed in caseteatity fraud also provided data.
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Raw data on identity theft was derived from sixttye law enforcement files containing
the following information:

Military time and date of the report.

Arrest/Complaint number.

Arresting officer’s department, command, identifioa and shield number.

Arrest information, time date, location, Propertei®’s Invoice number (voucher) —
Fleet Visa card bearing number 432630000.......

Name of defendant (identity thief), their New Y@tate and FBI identification numbers,
including all AKA's (also known as) - (nick names).

Their date of birth, sex, ethnicity, telephone nemislothing worn, special body marks
(tattoos, scars etc.).

Charges — e.g. ldentity theft, grand larceny, forgeriminal possession of stolen
property and possession of a forged instrument.

Narrative-e.g. At time/place/occurrence (T/P/O)ethefant did use forged credit card to
obtain merchandise in excess of $1000, 00. Defdntlas also in possession of another forged
card.

Crime incident data — Action towards victim, mettaddransportation.

Sworn affidavit, with narrative signed by arrestwfjcer.

Officer’s notes, photos, handwritten confession.

Contact information at Credit Card Company.

Time elapsed between the crime and the arrest.

The number/name of additional defendants or crihgnaups to which they belong.

The total loss by victim or entity
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The penalty the identity thieves received and sentg date.

Despite difficulty in acquiring data from the Uit States Attorney’s office, other
interested parties granted me limited access tatynevo files that dealt with important data

involving identity breaches and large-scale momsgés.

(i) Statistical Reporting

There are no absolute statistics on identity th&fte Federal Trade Commission (FTC)
is the main entity for compiling statistics, altlgbuthere are several other entities such as the
Bureau of Justice that purport to track complainkdowever, law enforcement statistics are
often not shared or divulged to other groups. Harrhore, not every victim reports the crime to
law enforcement. Therefore, the reporting systesystematically flawed. An FTC (2011)
report showed that during calendar year 2008, 20002010, 64%, 27% and 28% of victims
failed to report incidents of identity theft to lamforcement. In the U.S., we believe identity
theft losses incurred by financial institutiond staggering; however there are no clearly
defined figures.

Congressional hearings and testimony are alsacteflen this study. While hearings can
be problematic, due to the dynamics of testimord/tae interests of withnesses, documents from
those hearings are pertinent. In June 2009, a@esignal subcommittee held hearings on
cyber security, current and emerging issues ortiigeheft in addition to, the improvement of
private and public assistance to identity theft amaent and emerging issues of identity theft.
News correspondents who reported on identity thefe also monitored, as providing leads to

recent cases.
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(ii) Interviews

The second part of the research involved gainingerempirical data from interviews
with key stakeholders in the criminal justice syst@volving identity theft and fraud. The
interviews conducted, both informally and formafly; this project, were constructed based on a
series of ongoing concerns by the investigators&hgiestions were not included in a formal
survey, but utilized as a battery of questionsetwe as a guide during the interviews. The
overall methodological framework for the procesitérviewing was ethnographic, that is,
grounded in my experience in and familiarity witie tmilieu in which all of the interviewees
were situated. Hammersley (1990) argued for shglgieople’s behavior in everyday contexts,
rather than under experimental conditions creayeithé researcher. To meet this criterion, field
studies and surveys were assessed, in additioertsg of the empirical data. Malinowski
(1961) in defining his principles of methods stated

Ethnographic sources are of unquestionable saerafue, in which we can clearly
draw the line between, on the one hand, the restitsect observation and of native statements
and interpretations, and on the other hand, trexenices of the author based on his common
sense and psychological insight (1961:3).

This was the approach that was primarily adoptatlisistudy. Fox and Lundman,
however, (1974) have shown that:

Gaining research access may be conceived as aspuat@henomenon involving a
passage through two “gates.” The first gate is radrbyy top-level administrators of the
organization while the second gate is controlledhgyaggregate group of proposed subjects of
one’s study. Access is successful when each “gapek& approves the research (Fox and

Lundman 1974:53).
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The two gates which had to be negotiated withinctirainal justice system in New York
City were the commanding officer and detectives aloassigned to the Identity Theft Unit
within the New York City Police Department and Sgecial Agent in Charge of the Electronic
Crimes Task Force within the New York office at theited States Secret Service. Officers
within the two gates were involved in all aspedtthe Unit’s field investigations, files, data
analysis and undercover work. After a brief sym®pad explanation that this research project
would reflect on only closed cases and that thestigator would be sworn to secrecy, some
officers known from previous investigations co-gged with my questions in a controlled
environment, resulting in significant results.

Additional obstacles experienced were not limithe two main gates. This study was
marked by early disillusionment due to encountearitpck” on the gates within the identity
theft unit at the Manhattan District Attorney’s @#. Despite seventeen years of service, access
to closed cases that are part of public recordiveagiranted to me. This forced me to seek out
other resources, using interviews, which potentiptbduced a more comprehensive and
objective study.

The difficulty experienced in obtaining data frone tdepartment, also necessitated that
the interviews with criminal justice professional&tims and offenders be more comprehensive.
In this theoretical context, interviews focusedaoseries of pre-established concerns. First, the
study focused on the inadequacies of data colleetirml measurements, and the effective
reforms that are needed to change the scope ditiddreft. Second, the study addressed the
economic and social impact of identity theft arotimel nation and specifically, in New York City.
Third, the study addressed the motivation for anethopportunity and the absence of proper

guidance. If fraudulent individuals feel identiheft opportunities do not exist, they will not
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commit these crimes. Fourth, to comprehend thie Statutes on identity theft, | addressed
several legislative issues regarding identity thef fraud on the national as well as the state
level.

Questions addressed to investigators or officralsalice departments or other interested
stakeholders were varied, focused on the dynanfipsogecution, the ease of prosecution,
barriers to prosecution, overall department or gtiduresponse to identity theft and overall
perception of the scope and scale of identity thef& problem. The schedules used with each
group of respondents are shown in appendices 3-5.

Based on the responses to these questions, folpoguestions would ask the respondent
to expand on his/her original answer. This allowelto focus the interview on the relevant

details needed for this study.

(iif) Data collection, Processing and Analysis

The questions derived from the interviews with oéfers, victims, colleagues and
departmental officers were codified based on aréésicome to an answer in the following

research questions, guiding the research:

1. What is identity theft?

2. How did identity theft evolve as technolagyd cyberspace became readily

available to the general public?

3. Who are the identity thieves, what methdalshey use in committing identity theft

and how did they acquire the skills that are negdedmmit identity theft?
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4. Who are the victims of identity theft, how ey expose themselves to the identity

theft and how has identity theft altered theirdatgs and behavior?

5.  What have been the strategies of the execand the legislative branches of
government (the criminal justice system), includiamg enforcement, to address identity theft

and what challenges do they face in their effoddtect, investigate and combat identity theft?

My formal interview method entailed a broad coverafall of the issues under
discussion. In informal interviews, on the othandl, defined as interviews constrained by time
or circumstance, and also based on questioneriappoéthe appropriateness of the question
given the identity of the respondent—that is, itilgagor, offender or victim-a more limited
battery of questions, possibly only covering onénay topics, were derivedWhile conducting
most of my observations and interviews to acquerpiired data, | took hand written notes
during or immediately following the interviews. @$e were then codified into themes according
to which above research question they contribudeahswering. From an analysis of convergent

themes, conclusions were drawn.

(iv) Instruments

Some of the data analysis conducted for this stvalyycomparative, that is, involving
comparing the perceptions of respondents in inkrsito questions about the nature and extent
of identity theft, and then, in order to determifiheir knowledge was limited or extensive, the
degree to which their answers compared to the oulegel of knowledge about identity theft as
indicated by a baseline measure of data discoveret review of literature. A simple

comparative benchmark was established for the l&viehowledge of each group of respondents,
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less than, about equal to or extending beyondititknigs of the current research. It was
hypothesized, given the researcher’s experienaéttie knowledge of most respondents will be

limited and fall short of best practice.

Therefore, a new model for identity theft is requdito improve their level of knowledge
of the nature and extent of identity theft. Fas hurpose, routine activities theory was chosen
as the primary lens through which the study exaththe problem of identity theft. The
instruments created to guide interviews of invegtgs, officials, offenders and victims, were
tailored to each type of participant ( see appergd&through 5). In the triangulated
conceptualization of crime under routine activitiiesory, questions were included which
focused on routine activities theory as it appleeboth real-world and online scenarios of
identity theft. Investigators and officials wergdrviewed as to their appraisal of factors in
offender motivation, target suitability and guard@esence or absence and the incidence of
identity theft. Their overall level of knowledgbaut the dynamics of identity crime was then
compared to responses from other parties. Offengere questioned regarding what motivates
them to commit a crime, how they committed a crand what made it possible for them to do,
both on the street, in life or online. Victims weayuestioned about the extent to which their
behavior created opportunity for crime both ongtreet and online, and if they have taken onto
themselves guardian roles by changing their beh&wia more defensive stance. The
population of offenders and victims were limitedhose made available to the researcher

through the course of research.

With regard to the motivated offender, RAT has fdtmat victims are chosen based on:

the least amount of effort, obviousness and mkshfito produce results they seek. It is argued
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that offenders undertake a rational choice decisiaking process based on these decisions
before committing a crime. With regard to targatability, which increases the likelihood of
victimization, crime is engendered by the least am@f challenge, participation of the target in
careless activity, value, or the target’s wortkeriia, or the physical weight or portability of the
target, visibility, or if it is in plain sight orat, and access, or daily habits or routines whielken

a target easy to plan a crime against. Also, atessehguardianship measures lack of officers in
the vicinity, lack of officer awareness of the putal for crime, lack of their superior’s
awareness of the locales or hot spots of crime paeskence of neighbours, friends, bystanders or
shop or property owners. The presence of guardiagsardianship can be measured based on
whether they include controllers, which would elnp@&rsonnel or other persons, or so-called
supercontrollers, which are laws and regulatidfisally, the convergence of all three factors in

a single time and place is measured.

For this study, it was thought that a broad settongdentity theft, including the internet,
was required, in order to provide a fuller pictofeéhe problem of police enforcement than that
provided by Fell (2009). Therefore, questions watapted from Hutchings & Hayes’ (2009)
study on online user response to phishing eméilshis scenario, a motivated offender is
defined as an offender who sees that phishingsg #ae suitable target is a user who responds
to phishing emails, and the absence of a guardandaentail failure by the email server or
website to provide any sort of protection agaipstns or phishing emails. Hutchings & Hayes
(2009) were also interested in guardian responsartent circumstances through the preventive
responses of target hardening, in which suitalgeta are hardened by increasing the risks and

decreasing the rewards of committing a crime agdalresn, and, online, this would include more
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use of passwords and firewalls, and deflectingnafézs, which involves reducing the
opportunities for crime, in the case of phishinglwy use of email filters. Hutchings & Hayes
(2009) also focused on surveying victims and fat fhurpose developed an instrument which
measured computer experience, internet experiemeasuring purposes of Internet use, average
number of hours on the Internet per week, numbenddil addresses held, and whether or the
not user was trained in Internet use; access frameh work, university or school, friend or
relative’s home or another location (such as byi\&ifan Internet café) were also questioned,;
levels of Internet banking, including how oftenyttehecked their account balance, transferred
funds, paid bills and how many bank accounts tleegssed online, and if they had ever been
employed at a bank; and phishing victimizationJudag use of filters, as well as demographics.
A similar line of questions were derived with redjéo other forms of online identity theft

identified in the research.

The above questions, relevant to the researchigossif the study, as well as a battery
of questions derived from the above survey instnisjeggave shape to the interview schedule

which guided, but did not dictate, interaction witie interviewees.

The results of interviews from investigators, aéls, stakeholders, offenders and victims
were also, finally, compared against the previoudapth research into departmental records on
identity theft crime incidence as well as the battef laws passed to combat identity theft, to

come to a general comparative appraisal of theussoof law enforcement response to date.

It is was hypothesized that, due to the focuswfdaforcement, investigators would have

a greater knowledge of the nature and extent oftiyetheft at present, compared with officials,
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but that both, due to elements of police culturghtnstill have conceptualizations of the nature
and extent of identity theft that falls short ofi@nt reality. It was therefore hypothesized that
the guardianship required to prevent identity tiefth absence or inadequate, with the law
enforcement in particular challenged by the thre&tmline identity theft. It was also
hypothesized that this shortfall of conceptual@atilimiting preventive practice, is likely due to
the dynamic between offender motivation and sugtadget at the current time. That is,
offender motivation remains high because of theabts of guardianship and the fact that
victims continue to behave in under-educated wayls bn the street and online with regard to
protecting their identity that makes identity thetbmpared to other crimes, easy, with little
threat of consequence. It was also hypothesizadie responses from both offenders and
victims will reveal various factors occasioningndigy theft that go beyond the current extent of
measures provided to explain crime even accordimgutine activities theory, with, for
example, factors of target suitability, value, loe target’s worth, inertia, or the physical weight
or portability of the target, visibility, or if is in plain sight or not, and access, or daily tsabr
routines which make a target easy to plan a crigagnat, at present, remaining highly
vulnerable, and evolving quickly, opening up evewar motivations for offenders to become

involved.

(v) Confounding Factors

It is also true that data collection had to take sccount the fact that a great deal of
resistance was met during the investigation, lilktgmming from either the difficulty obtaining
trust from an active investigator in the field,dare to the so-called blue code or wall of silence

which protects most police business from publicisey. This resistance was a primary cause
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for formal interviews devolving into more informsglf-structured interviews. With regard to
officials, some assistant district attorneys atNtamhattan District Attorney’s Office were
forthcoming with information on the activities afentity thieves in settled cases. With regard to
lawyers, despite explaining that the informatioguested for the investigation was public
information, some attorneys were uncooperativeth\idgard to offenders, my professional
experience provided me with access and the opgortinresearch activities of identity thieves,
including their methods and operational abilitiéglditional detailed information was also
gleaned while assisting with wire-taps, subpoeagaigrs to produce, prisoner transport,
interviews, the extradition of convicted felons amithess protection. To take this aspect of data
collection into account during data analysis, deda coded based on source and weighted based
on a scale of situational dynamics (formal-inforpfall-partial, direct-indirect, impartial-partial,
reliable-less reliable, expert-common knowledge) tiese values taken into consideration in
the final analysis of themes. The basic methdd:et to ensure the validity of any data made

use of in the data analysis was triangulation (etew).

An example is provided below of how in the courkprofessional activity related to my
work as an investigator, contact with colleaguesetimes, by chance, occasioned formal
interviews. My attendance at a conference on itethteft further revealed the difficulties of
obtaining data on the extent, scope and degreteanition paid to identity theft in criminal
investigation, but also the favourable happen-&tdhat sometimes brought data my way. On
September 1% 2010, the researcher was invited to join a pdiseussion on identity theft
which was held at Utica College in upstate, NewkYavly friend, retired officer, “XYZ” had

been assigned to the Manhattan South, Grand LaiaskyForce, and accompanied me to Utica
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College. He decided to stop by the unit to pick up memo bocakls which displayed identity
theft offender’s personal information, photos, angl/nopsis of their crime record, which were to
be used as part of my discussion at the collegeenXYZ turned to speak to a former
colleague, | was confronted by plain-clothes déted, who asked if | was “on the job” (police
jargon for if | was a sworn officer), and if so, &re was | “housed” (meaning where did | work).
| showed Detective A my “tin” (shield) and explathewas on the job and assigned to the DA's
Squad. This gave me insider status and enabldéd cenduct a 90 minute interview with
Detective A about his experience with the idertiigves. Afterwards, he filled out a
guestionnaire with mostly autobiographical inforimatof some thieves. The Grand Larceny
Task Force records consisted mainly of technicaisés data: description material and
observations recorded for specific purposes bysumial scientists who work in the legal
environment. | handed Detective A my business aaditold him to reach out if he needed help
from my office in any way. | thanked him for th@armation he provided and left for the panel
discussion with my friend. Data obtained from ttusitact would be measured as indirect
contact, previously unknown to me, but he submiwébingly, and cooperatively, to a full,

formal interview and is an investigator, though antexpert in the field of identity theft. This
episode demonstrates the opportunistic natureroésa the interviews conducted during the

course of the research.

On the other hand, in order to frame the interyigacess by which data to be analysed
for this study was extracted in the realities @& tften-resistant context in which it was collected
one anecdotal scenario discussed below sufficelaracterize the climate insofar as in this case

communication with the respondent resulting infagal of a request for an interview.
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Nonetheless, this experience generated valuabieeatar collateral communication that
contributed to a research point in the study (tlaelequacy of data). My initial experience in
contacting a well-known crime reporter who is assijto the press office at Police
Headquarters was not met with enthusiasm. In ntigliiconversation with the reporter, my
enrolment as a student at Cardiff University, Walg&., was explained to the reporter via
telephone, and permission was requested to spdakitand his colleagues at the press office
about the identity theft articles that they covBurprisingly, the reporter put me on hold for a
few minutes, returned to the phone and informedhaethe research assignment that we
discussed was impossible to carry out because @avars willing to spend the time conducting
an interview on the topic of identity theft. Thimne, though my access to the reporter was not
successful in terms of querying him as to his garoas of the issues at hand regarding identity
theft, the experience of contact with him, andriggative response, also provided me, through
collateral communication (in which indirect remasksrounding refusal to make direct
statements elicit information) with pertinent ditked to both my professional role in the
District Attorney’s office but also to the cultuoé either silence or lack of concern over identity
theft in criminal law enforcement. More specifigalvhile the initial interest in contacting a
crime reporter was due to the fact that he would@rimviedgeable in the field, and have sources
within and outside of various organizations invalve criminal investigation and identity theft,
the larger question was the extent to which a crieperter would be willing to divulge his
sources, how long it took for him to develop theserces and the extent to which reporter
silence about sources contributed to silence aldeutity theft. By determining, even in
rejection, that the reporter expended a consideraflount of time and effort to develop sources,

was protective of his resources and would not diewhem, and would not talk to me because
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most of his data was based on sources, the gestalblishing the complicated intersectionality
of the flow of data about identity theft in crimevestigation was confirmed. Data from this

source would be coded as indirect, non-cooperative]untary, but expert.

Reliability and the accuracy of vital informatioreaoth crucial for the successful
outcome of criminologist’s research. Every efftiigrefore, was made to ensure that; overall,
the quality of data obtained in research was higbr. the interviewer to be trusted, the
interviewee must be comfortable and willing to eggy@n an interchange of views and ideas. A
concerted effort was made to obtain as much infaomaoncerning identity theft as possible
during the interview while asking the general qisest that needed answering. Throughout the
interviews a “big ears, little mouth” approach veaopted, an optimal method of interviewing
learned over the years as a result of conductingjreal interrogations. Much can be learned
and understood from listening. Miner (1984) shdoet good listening like good interviewing
requires patience, restraint and a degree of ihsighose that were interviewed were made to
feel like they were the essential figure in themtew. By being an active listener, my subjects
expressed themselves freely in long responses.intér@iews varied from 90 minutes to three
hours as there was no need to commit to a timedralins important for a qualitative researcher
to conduct depth interviews but the difference lestmva depth interview and an interrogation
must be clearly understood (in this study, a deg#rview was classified as formal, one less so

as informal) (Patton, 1987).

Some interviews were tape recorded with permisSmm the interviewees. However,
many individuals were reluctant to be recordedm&garticipants felt that a tape recorded

interview was overly reminiscent of prior probing folice officials, which they resisted. When
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practical, notes were taken during the interviesvsapture major points discussed. Alternatively,
notes were recorded immediately following the wiewvs while the thoughts and responses were
clear in my mind. In addition, the taped intervieates were transposed immediately to allow

for continuity of the note taking system that hae developed. Time spent around participants

in court allowed insight into their daily routine well.

In the case of Jake, who would sleep with two wopennight, the hotel employee, who
dumpster dove after hours, Michael, who undertodg@ous daily routine of subway pick
pocketing, and Bob, who engaged in meticulous atehtless casing of suburban homes, all
engaged in enormous effort to get the informati@ytneeded, meaning that they were
motivated by its current value more than anythilsg.e Routine activities theory does state that
the physical weight or portability of the targetisletermining factor, and it is certainly truettha
most respondents appreciated theft only involviadjets, cards, and, even more portable,
paperwork. The current research on identity thefaccordance with most laws, seems to have
fixated on formats of information, especially citethrds or debit cards. But Bob and Jake
especially seemed aware that personal informatiafi eort was exploitable: thus, there seems
to be a growing awareness that it is not aboufdhmaat but about the information in the abstract.
In this regard, the most eye-opening paradigm-cingngoservation was made by Bobby,
burglar of suburban homes, who indirectly indicatet whereas formerly he might have paused
to lift a television, electronics, jewellery, ohet goods, to be later fenced, the focus of higgan
today was to go right past these to personal irddion, of any kind, to the extent that they
would take on the added tasks of lifting whole dzeswof paperwork. Thus, a conventional

crime is transformed by the focus on identity imfiation into a new crime. The further de-
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materialisation, as it might be called, of identigft, was evinced by Joe’s fixation of the
mother’s maiden name, and all of the false papdawhat it can generate. Where this awareness
ends up is that all one needs is names, numbergt ®®ded data, and not the physical elements:
one can “steal” from a debit card that still residafely in a consumer’s wallet, no crime
apparently committed, by allowing an associateapfor an overseas hotel room with the stolen
number. Also with regard to routine activitiesajtpeared that most respondents exploited
people going through their daily lives, on subwaang to work, staying in hotels, and going
out at night. In the case of Jake, who went hontle women, and Bob, who posed as a delivery
boy or gardening, criminal intent was disguisedarmdutine business that would disqualify the
oversight of either neighbours or police. It woajapear that in all aspects of daily life, most
people, by continuing to carry multiple piecesfih wallets, by not securing personal
information in their homes, by tossing out creditds slips in hotel dumpsters, by carrying PINs
and Social Security Cards in wallets, continuedgénerally unaware of the full dimension of
identity theft. Finally, the overwhelming aspettautine activities theory validated by my
interview-based research was lack of preventivedjaaship. One hundred per cent of
respondents reported that they got into identigftthbecause there is little chance of being caught,
or, if caught, much less punishment. This impunis expressed on many levels, observing
little detection on site (though Michael was aperaded on a subway), little chance that, if
reported, police could conduct an investigatioa tmely manner (though the hotel employee
was eventually apprehended by a hotel guest whartespthe theft), the grey areas of police
jurisdiction in the overseas dimensions of the etithe laxity of the judicial system, and the fact,
as Joe mentioned, that even in prison, a papediasae like identity theft can continue to be

conducted. As a result, it has to be concludetahgaresent, according to routine activities
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theory, a perfect storm of high offender motivatibigh suitability of target and low level of
guardianship has made identity theft the crimehoiice, and likely to be the crime that more
criminals move into.
(d) Methodological Assumptions

The nature of my ethnographic approach, immerseldeexperience and culture of the
respondents, makes my methodological assumptions pestinent. It was assumed that, in a
culture generally reluctant, for various reasoogjiscuss issues involved in ongoing
investigations, completed investigations, crimesgutted or crimes committed against them,
all respondents answered my questions truthfutipelstly and in good faith, if only because,
where the norm was silence, their willingness ttigigate indicated an interest in contributing
to greater transparency and focus on identity th&fithe same time, it is assumed that
methodological devices (noted above) to glean flata even involuntary or collateral

communication would result in data that was norieigestill pertinent.

(i) Limitations

Limitations of the study are apparent in the abmexntioned scenarios whereby data was
obtained from investigators, officials, offendersvictims. That is, the circumstances of data
collection resulted in informal interviews beingthorm, though time was sometimes made for
formal interviews, as indicated, meaning that #sutts from interviews were inconsistent in
their coverage of all of the required research Gjoes. This study examined numerous sources
across several jurisdictions, agencies and indal&lrhere was potential for bias as subjects
might be telling me what | wanted to hear or neirgg valid answers. Participants who were

not fully committed were not allowed to partakehe study. | also realized that my own
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participation was vital in this important developrhe The participants were also limited to the
above-mentioned departments and jurisdictions,gemeralizing the conclusions of this study to
other jurisdictions should be approached with cauti

(i) Ethics

The ethics of an ethnographic study is complicatedsues of conflict of interest, and
by the fact that as a working investigator in tieédf under study communication may be not
forthcoming due to professional and other conflidtsall cases, therefore, starting with receipt
of permission from New York County District Attomm&obert Morgenthau, to every request of
interview, my identity was made clear, my inteniamere made clear, confidentiality, where
appropriate, was assured, and all knowledge olstairzes voluntary and neutral, that is, utilized
solely for the purposes of the investigation.

Professional ethical issues particularly arose wheame to interviewing criminals
convicted of identity fraud. Initially, concern wéelt by myself and expressed by others
regarding the ethical dilemma of an employee serinrone of the world’s largest law
enforcement agencies to be associated with knowmrals. For a detective to be engaged with
a confidential informant, official permission mum& granted by the Chief of Detectives.
However, acting as a researcher and not as atgyaetiin my field of work meant that there
was no obligation to seek official permission. dtistinction, however, made it additionally
important that at all times my role as researah@rjnvestigator, is emphasized.

The fraudulent individuals interviewed during thedy were also cautious in the
preliminary stages as they were unsure as to sedhan my different roles as investigator and

researcher, my confidentiality could be trustetkodk some time for them to relax. No attempt
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was made to hide my identity from the interviewjsuts, even if this identification resulted in
rejection and distrust.

Some ethical dilemmas also arose in the choicdfefider subjects. For example, to
learn about identity theft, contact was re-estakliswith a confidential informant with whom
contact had been made several years earlier whitking as a detective. My previous
experience with the subject involved arresting fonrobberies and later for committing welfare
and white-collar fraud. My informant, identifieg the alias “Charlie Hustle” had maintained a
working relationship with me over the years, asraestigator. Returning to him as a researcher,
and no longer an investigator, but, as a resegrobaetheless exploiting a relationship formed
while an investigator, at times seemed cloudedrby greas with regard to the importance of the
above-mentioned ethical issue of clearly separatigigorevious role as investigator and current
role as researcher.

Charlie was also instrumental, however, in intradgane to other fraudsters, some of
whom were incarcerated for identity theft in thepous years when they were prosecuted under
the Grand Larceny Statute, and others who ar€istiti the business” of committing other types
of fraud, along with those who, in prior years, comted crimes such as bank robberies,
burglaries, and assaults. This also meant thahmgstigation entailed contact with known and
active felons. Since some of these individualseweat previously known to me as an
investigator, access to them forced me to focusipmole as researcher, not to exploit this
knowledge and access for investigatory purposes.

Contact with the offender population of respondetgs required that the questions
asked were adjusted so that interviewees wouldétsked and comfortable. Even though most

were educated beyond the high school level, amteffas made to speak to them using street
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terms. By doing so, it was found that this dinecde of interviewing resulted in better
communication and trust. Whether or not this trhetvever, was authentic, or placed the agreed
upon researcher-respondent relationship in jeopardsarious ways, was still another ethical
dimension unique to this research. But it is &lge that this trust enabled me to ask additional
guestions after receiving the first answers soc¢batplex questions or answers can be simplified
through further discussion. Because of the uniteytaf an offender consenting to follow-up
interviews, as fraudsters and other criminals aadifficult to locate, a concerted effort was
made, with this population of respondents, to cahduwy interviews in single, long one-on-one
sessions to avoid repeat or supplemental interviews

Interviews with offenders also raised additionhiiedl questions. Harold, a police
informant, was highly recommended to be an intev\participant and was recommended by
another informant with whom | had worked in my oifil capacity. Harold was interested in the
topic of my research because he served time ia pt&on as an identity theft felon and was on
parole. Before we sat down for the interview, hegreHarold was, with reluctance on my part,
given one hundred and thirty five dollars by m@&y his phone bill, as he lamented that his
phone was due to be disconnected. As a resutisspayment, the interview was given and
Harold also made himself available for follow-upeirviews. There is nothing unusual about an
exchange of money for an interview in police cidtuinformants will generally exchange
information concerning these activities provideejtlare compensated for such information.
Criminals always feel that they should be compestsand are often unwilling to cooperate if
they are expected to give up any thing they pos$estree”. People always have an ulterior
motive whenever they give up this kind of infornoati and it is not uncommon for informants to

be compensated by personnel from law enforcementcags in exchange for information. Far
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from being viewed as a form of corruption (in effex‘bribe,’ but directed back at an informant),
exchange of minimal amounts of money is viewed sygabolic gesture of trust, expediting
communication. Given this reality of the crimimallture, my assumption is that payment did
not compromise the veracity of interviews, thatli® money exchanged was not sufficient to
motivate offenders to tell tales in order to “eamdre money from the process, especially as any
payment was minimal and made with an understarithizigt was one-time-only.
(iii) Validity of the Study

Social scientists have emphasized confidence imtpertance of triangulation in the
results of empirical studies (Campbell 1966; Dehif8; Denzin and Lincoln 1994). Results
from interviews, observations, recordings and nedesl court data were utilized to cross-
validate the method used for the findings. Fortiehod to be effective, the collected data must
be of good quality. The validity of almost allmfy collected data has been tested, through the
triangulation (Denzin, 1970) of interviews, obseiwas, recordings and published literary
sources, such a multi-method inquiry reflects on Maanen et al. (1982) reference to the
“triad.” The triad presented me with a differemintage point to study the pertinent issues.

Therefore, methods triangulation was the best meamaeasuring my findings on
identity theft. In addition, the research was jreg for the responsibility and consideration of
my informants. However, the researcher must doy#ivieag within their power to protect their
physical, social and psychological welfare anddodur their dignity and privacyPtinciples of
Professional Responsibilit§971, para. 1). The judgement call incorporatgprofessional
position, using sources developed during my seeanyears as a detective investigator. These
opportunities afforded me access to field stugasnalistic accounts, and finally the analysis of

the collected data, coupled with snowball samplivegs enabled me to validate my findings.
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(e) Conclusion

This research consisted of an ethnographic studlyeoproblem of identity theft,
focusing on its pervasiveness today as well asdpacity of current policing practice to
confront this new form of crime. The study tookamethnographic quality utilizing research
conducted in and around police departments dugetoeisearcher’s seventeen years of
experience fighting identity theft and fraud frone tinvestigatory team of the Office of the
Manhattan District Attorney in New York City. Timeethodology of the project focused on
collecting data from police departments as welhérviewing fellow investigators, senior
officers, identity theft offenders and identity theictims. Interviews were deemed necessary
due to encountering lack of access and departmeifgate regarding identity theft prevention
and prosecution efforts. Hundreds of investigagpecializing in identity theft, police officials
and criminal justice prosecutors at various levieldustry stakeholders, 25 convicted identity
theft fraudsters and 25 victims of identity thetre interviewed. From both informal and
formal interviews, results were codified to gaisight into the adequacy of identity theft fraud
data collection, the social and economic impadtanfd, the motivation of criminals committing
identity theft and the current statutes againgttitetheft, in terms of their efficacy. Results
were further analysed to answer the research gmsstinderlying the project, including what is
identity theft, how identity theft evolves, who rd#y fraudsters are and how they obtained the
skills to commit their crimes and what strategiasenbeen implemented to combat identity theft.
Because this was an ethnographic study, ethicdvimgpsecrecy, confidentiality, and how to
interact with convicted felons were given extra éagis. In addition to the aforementioned
interviews and due to the unavailability of statist data of substance, 30 identity theft cases

were studied for place and means of compromise.
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(i) Routine Activities Theory

With regard to routine activities theory, the rdpdoy respondents more or less confirm
the model. Therefore, there were a few elementsudine activities not borne out. Routine
activities theory argues that offender motivatispartly fueled by the least amount of effort in
committing a crime...

Most of the interviews undertaken were carriedioutowntime or collateral moments
linked to law enforcement action. Almost all weegatively full, formal interviews, routinely
lasting more than 45 minutes. In Jake’s caseybleilpted me from taking notes, and finally left
the interview prematurely, perhaps curtailing pdivg me with broader information on the
scope of his activities. In Harold’s case, aWw#is paid as a way to get him to talk, but this did
not seem to compromise the impartiality of his mfation. While conditions of Bobby’s
interview, originally reluctant, and at a time ransit when he was in shackles, might have
constrained him, provision of privacy mitigatedtth@herefore, coding these factors, my general
conclusion is that the majority of the responsesewalid and honest reports of actual identity

theft behavior by these individuals.

(i) Beyond the Individual

Finally, another dimension entered into the pictiefly, in my individual interviews,
which then lead me to a broader study of the ftdbe of identity theft, that is, the involvement
of organized crime. In the case of Joe and Badr thvolvement in gangs or organized crime,
meant that they had much more sophisticated viemauitity theft as it morphed and expanded

into identity fraud. Identity theft could be deduh as efforts undertaken to steal the personal data
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while identity fraud can be defined as all effartelertaken by associates and others to exploit
the stolen information, involving forgery, obtaigifalse documents, filing for fraudulent funds,
welfare checks, food stamps, illegally purchasirggahandise, selling that stolen merchandise to
other merchants, or overseas: fraud is the dimangieere “identity theft” as a crime appears to
be in danger of exploding to “intermestic” dimemsdar beyond the capacity of location-based
law enforcement agencies to manage or combat. rAsudt of this conclusion, some additional
research was conducted into the scope of orgamizes: run identity fraud rings, and the
findings confirmed that identity theft has metaitad through several cycles of crime, and even
become involved in other kinds of gang crime, todmee a significant stream of organized
criminal behavior.

The position adopted in this research is the virad®nal choice approach to the
problems of identity theft violence; thereforegives a methodological conceptual framework
on the basis of which some understanding of threecgan be developed and offers avenues

along which initiatives to effect change can be eirgdly explored.
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Chapter 4. Statistics, Trends and Patterns

Introduction

This Chapter presents the findings for the fouegearch question posed for this study:
who are the victims of identity theft, and how halvey exposed themselves to identity theft in
their activities, and what has been the impactiehiity theft on their lives? The findings
identify a number of activities and attitudes iendity theft victims that may contribute to the
growth of this kind of crime. The findings, insofss they developed data on routine activities
by victims, also weigh in on the applicability @utine activities theory as a framework for
police investigation and law enforcement preventinod as an adequate response to identity theft
and fraud.

(i) Current state of Awareness

The Identity Theft and Assumption Deterrence Ac1998 mandated the FTC to create
The Identity Theft Data Clearinghouse. In Novemt809, the Clearinghouse was officially
created to receive and collect data on consumécsris) complaints. Newman and McNally
(2005, p. iv) (quoted in Pascoe et al. 2006), dtdiat“While there are some differences in the
amount of identity theft by states, regions anddme extent age, the data shows that, depending
on the type of identity that is being perpetratdtipersons, regardless of social or economic
background, may become victims of identity theft>TC (2011) figures indicated that an
estimated 8.6 million households with persons ¢herage of 12 had encountered some form of
identity theft by year 2010. These figures comgdoe6.4 million victimised households in
2005, which was an increase of 2.2 million victifmsthe five year period. The increase in

household identity theft was the result of the dhaent use of credit cards along with other
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accounts, namely utility and banking accounts. sTllee misuse of credit card accounts
increased from 3.6 million in 2005 to 5.5 milliam2010. Approximately 35% of victimised
households experienced the fraudulent use of dilginess accounts, which remained
unchanged from year 2005 through 2010. Houselim@dded by non-Hispanic Whites, Asians
and Hispanics reported an increase in identityt fihefn 2005 to 2010. Households headed by
non-Hispanic Blacks, African Americans, Native Aicans and persons of two or more races
did not experience a change in identity theft.inaficial loss of approximately $13.3 billion was
experienced by U.S. households. Additional finahicsses were the result of thieves misusing
personal information to create new accounts. BEactsehold suffered an average loss of
$13,200. Additionally, the misuse of active cremitds was responsible for an approximate 30%
financial loss with a combined loss of 54% victiatien.
(i) Measurement of Identity Theft

Hayward (2004) in her overview of identity thefintuded that there are no
comprehensive statistics on the prevalence of iyethieft. It was therefore a difficult task to
support interviews with data that were completeth\waw enforcement officials from such
agencies such as, the Department of Justice, th&tid&iey’s Office, the Postal Inspection
Service and the FTC. From those interviews it agsarent that there is no single database in
the United States that shows a true picture atlahtity theft fraudsters or victims. This is like
because some victims choose not to report the dnrtfee first instance, and others may not be
aware they are even victimized until months ateirtidentity is stolen. Some victims also do
not report the crime because they feel that notbargbe done because of the passage of time.

A canvass amongst several officials assignedda@bove agencies revealed that it is

extremely difficult to measure the amount or evends of identity theft fraudsters or victims
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because federal law enforcement agencies do netihBbormation systems that facilitate specific
tracking of identity theft cases or complaintseritty theft is almost always a component of
white-collar or financial crimes such as bank fracrédit card fraud or the use of counterfeit
financial instruments. The Consumer Sentinel NekwW@SN) collects complaints filed with the
Better Business Bureau, the Internet Crime Complaéntre, the National Fraud Information
Centre, The U.S. Postal Service and others (CSN):2D.

In response to the lack of organized statistictd da identity theft, an original study was
conducted by this researcher who analysed 30 igie¢h@ft cases in order to distinguish the
actual means and locations of occurrence of idetitéft crimes. The information is reflected in
the below listed (place of compromise) chart. Aéramining 30 identity theft cases, results
shows credit card fraud as the most common forooofpromise and military the least. Upon
further examination of the cases, it was realibatl & table was appropriate. Table 3, as shown
below, shows places of compromise range from myli@%), followed by family and

restaurants (10%), mail (13%) internet (17%), unn@20%) and credit card (23%).

Table 3
Number of Identity Theft Cases (30) Analysed for Rice of Compromise
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Place of Compromise

m Tolal = 100%

L= I " R, B < I
1

Note: Seven categories in the above table (tablee8® examined for places/source of
compromised. Military showed the least form of goamise while credit card was the
highest (noted in appendix 1.).
(b) Consumer Reporting Agency Data
The collected statistical data information in thistfinstance is as reliable as the
individuals reporting it. The data is based orumtdry reports by individuals who purport to be
victims. Reports are received by civilian agencasswell as, law enforcement and are presumed
to be reliable. On the other hand, victims aremahdated to report these crimes. After the
reporting entities send the information to the sfmoy such as the FTC, the data is collected and

used for statistical reasons. The FTC is recograsea reliable repository agency as their web

site is more readily accessible than other comparattes.

(i) Official Data
When the Federal Trade Commission (FTC) began domgpdentity theft complaints in

November 1999, the agency initially received arrage of 445 calls per week. By the
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beginning of 2002, the average was 3000 calls petkw By 2009, there were several conflicting
numbers for the amount of calls received by the BN@ other clearing houses. However, the
FTC’s main focus is on consumer awareness andaad detection. The Consumer Sentinel
Network (CSN) Data Book contains over 6.1 milliamplaints dating from calendar year 2006
through calendar year 2010. The CSN received oxdemillion complaints during calendar year
2010: 54% were fraud complaints; 19% identity tloefnplaints; and 27% were other types of
complaints. Identity theft was the number one camplcategory in the CSN for calendar year
2010 with 19% of the overall complaints, followeglebt Collection (11%); Internet Services
(5%); Prizes, Sweepstakes and Lotteries (5%); Sttdpome and Catalogue Sales (4%);
Impostor Scams (4%); Internet Auction (4%); Foreigoney Offers and Counterfeit Check
Scams (3%); Telephone and Mobile Services (3%);Gredlit Cards (2%). The complete
ranking of all thirty complaint categories is lidten the CSN report. Government
documents/benefits fraud (19%) was the most comfimon of reported identity theft, followed
by credit card fraud (15%), phone or utilities ©ial4%), and employment fraud (11%). Other
significant categories of identity theft reportedvictims were bank fraud (10%) and loan fraud
(4%). Government documents/benefits fraud incitdsgercentage points since calendar year
2008; identity theft-related credit card fraud,tba other hand, declined 5 percentage points
since calendar year 2008. However, between Ja 2080 and 2009, identity theft was the top
complaint category and credit card fraud was thetraommon form of reported identity theft
(FTC 2009, 2010).

A Javelin Strategy, Fraud and Survey Report (28hoyed 11.1 million adults in the
U.S. were victims of identity theft in 2009, comedwith 9.9 million victims in calendar year

2008. These figures reflect an increase of 12t6goe in the amount of $54billion. Identity theft,
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although a significant, serious problem appeatsettevelling out as indicated by the.
Additionally, studies show that identity theft isrte by exploitation of existing accounts. The
FTC'’s, Consumer Sentinel report (2012) shows tiat&lendar year 2011, consumers filed
more than 1.8 million consumer complaints whicHuded over 279,000 for identity theft.
These figures are left to interpretation becauseetis no single repository for consumer identity

theft complaints.

The following two main sources corroborate theseds:

(i) Official Reports

In 2004, the Financial Crimes Enforcement NetwdiikCEN) began to focus their
attention on identity theft in the securities antlifes industries. This change occurred as a
result of Suspicious Activity Reports (SAR) thatasxaexamined by the Securities and Futures
Industries. At that time, the State and local goweents had not begun to act on SAR’s and was
unaware of the new patterns and trends used byitiglémeves to access and abuse trust
accounts, as well as, investment and retiremertents. At the time, it appeared that FInCEN
was the pioneer in identifying the various methosed by the identity thieves to defraud
securities firms and individual account holders.

As stated, FINCEN pioneered a reported system wdpainred the inception of the SAR
review. Table 4 (which is cited below as Graph &1 review of US Department of Treasury,
FInCEN, Identity theft patterns and typologies Based ospfuious Activity Reportéjed by the
Securities Futures Industries from calendar ye@b2Brough 2010. For the purpose of this

research, figures for calendar year 2009 and 20di0atre shown in table 4 (below) will be
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compared with actual statistics which were compldggbersonnel in the New York County
District Attorney’s Office for calendar year 200862010 and will be further illustrated in table
5. This researcher is presenting these figurebtoav the steady increase in the intensity of
identity theft. This illustrates the need for tfeious law enforcement agencies in the US, on
the federal, state and local level to share tlesiources to eventually curb and reduce the trend
in identity theft. The comparative chart will alsgflect the number of cases generated by
analysts in the District Attorney’s office for iestigative purposes. The graph in table
(5)further illustrates that offenders utilize awetk to accomplish their task. Identity theft @tn
only a lone wolf operation. It takes a plannedrdowated effort which will be discussed further

in this research.

Table 4
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GRAPH 1
Total SAR-SF Filings vs.
Total Identity Theft-Characterized SAR-SF Filings

18,758
2010 1952
18,382
2009 2,097
2008 T 15,104
p— — 12,871
8,130
2006 1,139 :
6,936
2005 1,043
: = < ¢
0 5,000 10,000 15,000 20,000
B General SAR-SF Filings M ID Theft SAR-SF Filings

Source: Financial Crimes Enforcement Netwiakéntity Theft Trends, Patterns, and
Typologies Based on Suspicious Activity Repbited by the Securities and Futures
Industries January 1, 2005 — December 31, 2010, p.1

*Note: Table 4 (graph 1, for the purpose of pragitation only) shows the general
number of SAR filings for calendar year 2009 (12)3& when compared to 2010
(18,758). Table 4 also shows the number of SARtitjetmeft filings for calendar year
2009 (2,097) and 1,952 for 2010.

Table 5
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Total SAR NY Manhattan DA's Office filings
Vs. Total Identity Theft-Characterized
Cases With Number of Suspects

17458

2010 - 5384 Suspects 718

7240

2009 - 2017 Suspects 453

e

H General SAR NY Manhattan DA's Filings m D Theft Cases

*Note: Table 5 shows the number of SAR reportsys® by personnel in the Manhattan
DA's Office for calendar year 2009 (7,240) in compan to calendar year 2010 (17,458).
Table 5 also shows the number of identity thefesdsr calendar year 2009 (453)
compared to calendar year 2010 (718). The nunflmrspects generated from cases in
calendar year 2009 and 2010 were 2,017 and 5,384.
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The chart below Table 6 (figure 1) shows an iaseein identity theft victimisation from
2005 through 2010. Existing credit cards was reseghas the cause for an increase in the
misuse of existing credit card accounts. The datavs the percentage in households that
experienced the misuse of an existing credit cactdant increased by about 50%, from 2.5% to
3.8%. The percentage of households that experieheechisuse of personal information to open
a new account or for another fraudulent purposéraetby about 30%, from 0.9% in 2005 to

0.6% in 2010.

Table 6

FIGURE 1

Percent of households that experienced identity theft, by type of identity theft,
2005, 2007, 2009, and 2010

Percent
&

Multiple types

: Personal

Other existing
3 account

Existing
credit card

2005 2007 2000 2010

Note: There are no available annual estimatesdar 2008 because only six months of
data was collected.

Source: U.S. Department of Justice Programs Busedustice Statistics Crime Data
Brief November 2011 “Identity Theft Reported by KHetolds, 2005-2010” By Lynn Langton,
BJS Statistician. http://bjs.ojp.usdoj.gov/conteab/pdf/itrh0510.pdf - 2011- November.
(i) Review of Research on Victim Response
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Several of the findings of general research alaeritity theft apply to the situation of its
victims, including the fact that identity thieveswain a moving target, difficult to identify
(Wagner, 2009), more and more crime occurs onritegriet, in the form of phishing and
malware, offenders view identity theft as a vicess crime (Copes & Vieraitis, 2007), and an
increasing number of offenders are using stoleditcards to obtain all manner of additional
personal data with which they then take out newmdoacur debts, open other accounts and
commit other crimes. General research as to trehamésms used by offenders to commit
identity theft indicates that credit card theftbdesard theft, bank account emptying and use of
personal information to obtain loans remain thetrsosmmon offenses (Bronk, 2008). The
research also indicates that while offline thefbagns more common, Internet —based identity
theft is growing in prevalence (Berg, 2006). Allteese findings are reflected in victim
responses.

In terms of direct research into victim experien€a&entity theft, the research at present
indicates that 61% of victims still fail to notifite police of a theft (Wagner, 2009), younger
credit card holders are the most common victimdl,(2@06), and most victims do not discover
the theft until sometime after the stolen dataliegun to be used to exploit their bank accounts,
credit card accounts, and other property. As @fattis research, victims were asked how
quickly they became aware of the theft, what wastttal dollar amount, how much time it took
to clear up the problem, if theft resulted in atlyss negative outcomes and if they were forced
to close an account, all to establish a level cirawess of these issues. Finally, victims also
have views about how law enforcement respondeldeio teporting of identity theft. At present,
if current law was effective, it would follow thaictims would be most likely to hear about an

identity theft through a red flag raised on theic@unt either at work or by a security company
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hired to monitor their bank account by the bankg@& Leung, 2009), or by a notification from
a company against whom a debt was incurred basédeach notification laws (Burdon, 2011).
In addition, one of the hypotheses of this study& current police response to identity is
hamstrung and ineffective due to jurisdictional atiter issues, and that, as a result, routine
activities theory is required to give structurgtidice response, to improve its response (Tillyer
& Kennedy, 2008). Though it is likely that mosttwmns will be in the dark as to who or how
their data was stolen, it is much more likely ttegty will have come in contact with police
officers as a result of the theft, possibly in ipogune ways, based on the extent to which the
misuse of the stolen data put their name on soshéhkat required police response. In the
research, routine activities theory argued thataforime to be committed, a motivated offender,
a suitable victim and absence of guardianship mlisbme together in one place, to create an
opportunity for commission of the crime (Mench &Ikig, 2011). If police operated according
to best practice in utilizing routine activitiestry as a framework to focus their response to
identity theft efforts would be made to reduce nffer motivation, make the victims less suitable
(by educating them not to engage in data-insecein@or) and by providing more guardianship,
in many different ways. The research has fouatléducating consumers could reduce

Internet-based fraud.

(c) Data on Individual Cases

Twenty-five victims were interviewed based on tesearch questions and follow-up
guestions. A few victims are named anonymouslyeovictim identities were only numbered,
and remain so in these short synopses of their antaries.

#1 Linda
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One afternoon in March 2005, | received a call fidiohael. At the time, Michael was a
police officer, who was assigned to the Manhattantls Grand Larceny Task force. Michael
responded to the Saks Fifth Avenue Store uptowianhattan because security was “holding
one” (police jargon for a person under arrestsfmpicion of identity theft. Michael asked if he
and his partner could come up to the Squad rodiedDistrict Attorney’s Office and process the
“collar” (arrest) because they preferred to congtle arrest processing, which included an
attempt at debriefing the prisoner, speaking topttesecutor and lodging the prisoner in the
Central Booking complex at the Manhattan Distritbfney’s Office. Permission was granted
and about an hour later, the two officers arrivetthwhe prisoner to complete the arrest
processing.

The prisoner was a female and for safety reasamseéded to undergo a search for
contraband and weapons; | was instructed to cortactearch in private. Towards the end of
the search | discovered a secret pocket sewn onglte of her jacket. The prisoner’s jacket
was removed to allow for a more invasive searche Jecret pocket held thirteen credit cards.
There were six American Express credit cards, Master Card credit cards and two Visa credit
cards. All of the cards bore the identical firstidast name. Michael asked for help with
processing the “collar” because his partner wastimgevith the lead prosecutor on this
investigation. | told Michael that | would giverhia hand with whatever he needed. My
Sergeant also gave me permission to help the tiicerd move the arrest processing along.
After the defendant was read her rights, she agepdvide Michael with a written statement.
While the statement was being written, Michael dskeat | call Linda, the victim, and interview
her on the telephone because he needed a statenoedér to move the arrest processing along

in a timely manner.
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While dialling the victim’s telephone number, | lisad that the 305 area code was
assigned to the State of Florida. Michael informelthat the defendant and others had been at
Saks Fifth Ave, shopping with multiple credit cards approximately 6:00 pm., | rang the
telephone number. A young girl answered the ptaoneyelled, “Mommy!” A woman quickly
picked up the phone and answered, “Hello.” ladtrced myself as Detective Newton, from the
Manhattan DA's Squad. | informed the victim of {hessible theft or compromised credit cards
that were issued in her name. | further explaihed someone was caught using the stolen cards
at a retail store in New York City and that persas currently being held in police custody.

“My credit file was compromised about a year dgg.life had been pure hell. The debt
collectors kept calling my house all hours of tlag @nd even up until about 9 pm. at night. |
spent time and money calling the credit card congsamut everything that | said fell on deaf
ears because no one believed what | was sayirgio was in fact true and that | am a victim of
ID fraud. One day | received a call from someon& savings and loan company asking for a
deposit for my account that carried an overdratiuBulent checks were presented against a
checking account bearing my name; | saw many wathdts that appeared on financial
statements bearing my name and to add insult toyinj remember one stormy night | received a
call from an officer at the Florida Department @w.Enforcement advising me to come into his
office in order to straighten out a confidentialttaa It was at that moment when it hit me ... |
better seek legal help.”(Linda)

Linda felt a sigh of relief after venting about héentity theft problems. She thanked me
for listening and also offered thanks to the officeeho apprehended the defendant while
expressing her willingness to testify if necessarlye interview lasted for approximately one

hour and forty five minutes.
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Analysis of Linda #1

In terms of the research questions, and sub-gusstio the survey, Linda would be
identified as an average consumer making use dibgum her everyday commercial life. It
appears from bank response that she was informtéugk gfroblem fairly soon after fraudulent
checks were presented in her account, though ttéhfat many withdrawals had been made
suggests at least a few days or a week passingifimdent recognising a problem. The fact that
a savings and loan company called her indicatasrteer case red flag rules flagged suspicious
activity, and responded. As to her experiencefdbethat her life was described as “pure hell”
for over a year is reflective of other stakeholdEponse to her problem. Credit card companies
had debt collectors calling her house in a higlgigrassive manner, upsetting her daily life. A
great deal of effort was expended trying to clgathe matter with these companies, but Linda
felt that no one was listening, as they all acteden the assumption that she was overusing her
cards and not a victim of ID theft. If severalhdtawals had been through checks in her
account and activity was reported on her credd€@ane can assume that the total dollar amount
was in the thousands of dollars. With regard te hauch time taken to clear up the problem, a
year later she was still in her “pure hell.” Linaede no indication if she had closed her
accounts or altered her behaviour as a resulteoinitident, nor was there any comment on what
she might have done to make herself vulnerablbedhteft. With regard to police response, she
considered being called down to a police statiodisouss the matter an insult, presumably
because she was being assumed to be guilty of s@tieasance with credit card debt, and in
fact sought legal advice, a clear sign of evidesfce sense of re-victimisation by the system.
That said, insofar as the interview was conducted tepresentative of the police, and reported

that the criminal who had her stolen card in hessgssion had been apprehended provided her
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with a sigh of relief (though why that card woulot ihave been cancelled some time earlier
remains an issue). The fact that the identityttimpossession of the physical stolen credit was
operating in New York City, while the victim livad Florida, undoubtedly exacerbated the

problem in terms of local police response.

Barbara’s sons #2

In July 2010, through an associate, | was givemgsion to interview Barbara, a single
parent of 10-year-old identical, twin boys. Badarformed me that her twins were victims of
identity theft; the boys had been identified as tfithe youngest victims of identity theft that
arose from an official investigation in New YorktZi The interview was conducted at a
restaurant named City Hall, located in lower Matdrat Barbara informed me that she was
formerly employed as a Senior Vice President atantial firm, located in the World Trade

Center up until its destruction on September 10120

Barbara: “I had scheduled Paediatrician visit waith boys on that fateful day. As a
result, | was at home on the Upper East Side whetildings collapse. | kept some valuables
which included the children’s birth certificatescgl security cards and my husband’s personal
papers in a locked box, which was placed on a ghelfe of the closets in my office ... So |
assumed that the locked box containing all papasdemolished from the impact of the
explosion. About a year later, | learned thatdidant credit cards, as well as, fraudulent
accounts of several types were established intihéren’s names. My children’s social security
numbers were also used for employment purposeg wiithholding income tax. My twins were

responsible for credit card accounts, personalaanal loans, checking and savings accounts as
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well as utility accounts... We even received afoillsurgery in the amount of $70,000 from a
Hospital in West Palm Beach, Florida. The thieviesnadt stop there. We are now receiving
notice of delinquent loans from two credit uniofeng with inquiries on questionable purchases
on credit applications.Barbara, there are several ways to get help withryissueslt was at

that point in the interview when Barbara became aggry and with a look of despair on her
face, she informed me that it was time to end tberview. | thanked her whole heartedly, picked
up the $200 tab at the restaurant and offeredvi lygr a ride home. She politely explained that

her driver was waiting at the door.

Analysis of Barbara #2

Barbara was a Senior Vice President of a finarfcial located in the World Trade Center,
indicating that identity theft strikes highly-awgyeofessionals in the field as well. Her personal
data was not stolen, but data regarding her twis,scontained in personal paperwork, were, and
used for a wide range of subsequent fraudulentipctiThe stolen data was accessed, in unclear
ways, when a lock box with personal information &ndily papers in her office was
compromised. The manner in which they were comgedrepresents circumstances that,
when faced with describing it, words fail: thatsemehow the lock box was stolen or retrieved
as a collateral event linked to the collapse oiileld Trade Center. Barbara naturally assumed
that the lock box and all data in it had been dgstl by the impact of the explosion, meaning
she would not have thought of bringing the box wién when fleeing the scene. Again, it
appears that she first learned of fraud througteditccard company working under a red flag
rule, calling her to alert her to the fact that agmtly fraudulent cards and accounts had been

presented and established. The credit card comgidmot call to collect, but to inform,
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according to red flag norms. However, the stol2mf her ten-year old twins was used
extensively to create additional credit card acteuake our personal and auto loans, and open
checking and also utility accounts. The stolemi@s also used to finance a surgical procedure
at a hospital and the social security numbers wseel for a fraudster to gain employment for
the purposes of withholding income tax. The kil the fraudulent surgery was $70,000,
indicating that large amounts were involved in fréaid, presumably in the plus $200,000 range,
or more. This also suggests that the problem gtetsfor some time, with Barbara indicating
that she only was alerted to the problem almostaa gfter the theft. The fact that in this time
other credit card companies began to notify harphtheft, but of delinquent loans, also
indicated that they had begun to accept the loarface value. This interview is classified as
partial, thus failing to gain information on howrBara responded to the problem (though with
her financial background one must assume that inmateedction was taken, upon notification, in
terms of closing accounts and clearing up problebex)ause Barbara’s anger and emotionality
over the theft forced her to end the interview pmaurely. It is likely that the circumstances of
this theft, that it involved not herself but heildhen, and that it occurred as a “collateral event
linked to 9/11, and the fact that her office, goekhaps, almost her life, were destroyed in that
event, being extraordinary, continued to make asgponse to the theft more emotional. No
mention was made of police response; she was dismisf the pat assumption-of-guilt
response of debt collectors, whose practice seasedon assumptions based in a world without
identity theft, and no internal mechanisms to be &b differentiate routine and suspicious

behaviour.

Victim #3
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My niece and | spent 13 months trying to clear ragne from the identity thieves. They
ran up credit card bills and even bought a caummnames. We were responsible for over
$75,000 in debt. The police notified us and exm@édithat the thieves were members of a gang
that preyed upon elderly people. We were alwayg gareful with our documents and we could
not understand how they got hold of our informatidfe suspect my niece’s 15 year old son who
is a member of one of the gangs gave them access foformation. We were never more
violated and when we called the police they weresgmpathetic to us and acted like this crime
is out of control. We were being held accountabletlie bad credit that was attached to our
names until my congressman intervened. We weredot@ close our existing accounts and were

issued new cards under new accounts.

Analysis of #3

# 3 was an elderly woman, and her niece, thouglast unclear if the niece was also a
victim. Notification in this case occurred; it wouhppear, through the police, who informed
them that a gang had been using identity theftey pn elderly people. The total dollar amount
was high as the fraudsters ran up credit card &itsbought cars with them. The total provided
by the interviewee was over $75,000 in debt. Thenan reported that it took up to 13 months
for her and her niece their clear their names astbres their credit. In this process, they were
forced to close their existing accounts and wesedd new cards under new accounts. With
regard to how they might have acted to expose takes to theft, they made a point of
indicating that they were personally careful witdrgonal data and could not at first understand
how the data was stolen. It was then expressedhbaiece’s 15-year-old son, a gang member,

passed the personal data to the gang (no subsi@miid this claim was forthcoming). Police
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and credit card company response in her case w#ndrba manner that could be characterised
as re-victimising insofar as the police were naohggthetic, made them feel still more violated,
and only expressed the notion that identity thefbe is out of control and there was nothing
they could do. The fact that both the police aredlit card companies apparently held the
victims of identity theft accountable for the deltsached to their name deepened this sense of
re-victimisation. In this case, the woman only \aage to push back against two unresponsive
stakeholders by having a third, her congressmaerviene. The interview with #3 is

characterized as full as it touched on most oftlagor points being researched.

Victim #4

| have been the subject in a criminal investigabenause my identity was compromised
through a data broker. Thieves from outside ofUehacked into the broker’s data bank and
stole thousands of personal information. My filesviecluded. Shortly thereafter, | received a
notice from a credit reporting agency that numeiadgs/iduals attempted to take over my credit
file. They also made credit cards in my name atehgited to use them at a large department
store in New York City. | also received a call fraviaster Card inquiring if | was travelling in
Moldova. | informed American Express that not owlys | not travelling there but was unaware

of where Moldova was.

Analysis of #4
#4 described the time from when the identity tloefturred and when he was notified as

“shortly after”. Notice was received by a creditd reporting agency of attempts to take over
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his credit card account, indicating again thatftad and breach notification rules were
responsible for first notification, in a fairly tety manner. The credit card companies were
apparently highly suspicious of this case as gfdaging identity theft because the totals and
sites of credit card use were not typical of #irge amount in a New York City department
store, and from a traveller in Moldova, with #4rggable to prove quite easily that he was not in
Moldova at the time, and did not even know wherdddea was. Master Card seemed to accept
this, as no sense of revictimisation is reporteddis response. The amounts were clearly large,
but not exorbitant. It appears that credit canchgany response prevented the credit card
accounts from being fully taken over by the thigymeventing much more extensive theft. Itis
not clear that as a target #4 could have done argyth prevent this theft, as the operation was a
highly sophisticated international hacking effaking place online, and hacking into a broker
data bank and his theft was among thousands obparglentities stolen in the operation (at the
same time, the size of these operations also greatieases the chances of notification
occurring in short order). Nonetheless, rathepticglly, #4 reported that he had personally
been under criminal investigation because of thepgromise of his data, which indicates that it
had likely already taken more than a year to resolvhough it appears that it took some time to
resolve, other than the investigation, #4 cleasbktprotective action, likely closing and

changing accounts, certainly being issued new toaddls.

Victim #t#5
It has been 3 years since | retired to the Caribbigly house in New York was left
unattended. | returned to put the house on the ehégcause | don't have a need for it here.

When | consulted my real estate agent, she notifiedhat the title to my house was under
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someone else’s name. My lawyer found out thatlagal alien from Mexico took my personal
information including my name, bought a car, tookgession of my house with forged papers
and moved into my house with his family. One ofdhédren is going to college under my last
name. When | went to Department of Motor Vehictesenew my license, they called the police
because they told me that | received my licenseusdmebody else’s name. | spent one night in
jail and have been going back and forth to coudiéar my name. Now | am a victim of the
government system. My lawyer gave me a letter Wishname and number and told me that |
should carry it on me at all times just in casetl gfopped by the police. My wife is in the
hospital because of this mess. | cannot event getdit card right now. | must wait for my

lawyer to help me clean up my credit. | feel vembarrassed and helpless because of this. |

don’t know which way to turn any more without longiover my shoulder.

Analysis of #5

Once again, #5 is a retire, and was living abraddd.only became aware that identity
fraud had taken place with his personal ID whenetierned to New York, presumably after a
year or so, and found that an illegal alien fromxMe had stolen his data and used it to set up a
legal life in the U.S. using a false ID to get &vdr’s license, buy a car, put a child through
college and even take possession of the victincanahouse! This is classifiable as a highly
viral example of identity fraud resulting in taking another person’s identity, generally found to
be rare. He only found out about this theft, mobtigh any red flag or breach notification law,
indicating that the thief was modest in his illegaddit card use to protect a false lifestyle, sy h
real estate agent reporting that his house wasnesne else’s name (it is not clear why this

would not have been noted earlier). #5 is quitdiei in defining official response to his
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situation as revictimisation. The problems staitedovernment offices, the Department of
Motor Vehicles, where, generally, paperwork isiipteted as reality. When they determined that
#5 was applying for a license that was alreadyistence under another name, his guilt was
assumed, and police were called. The police dgtpkced the victim in jail overnight, and #5
had to go “back and forth” to court to clear hismga The experience has left him permanently
distrustful as “a victim of the government systaimthe extent that, on the advice of counsel, he
even carries extra identification on his persoalldimes to prevent any police stopping from
again putting him in jail. The lawyer continuegnpto clear his credit problem, until then he
cannot apply for a new card. His wife was hosgéal due to stress and he espoused a feeling of
embarrassment and helplessness—and a permaneicicauspess over the system. There is an
implication, from a retired home-owning Puerto Rigamerican who had lived for a long time

in the U.S., of racism in the attitude toward retiwnising government response. Once again, it
appears that standard operating procedure amorkg cdegovernment offices, police
departments and credit card companies is that paplets reality and the victim is guilty of

fraud until the situation is cleared by a lawyEBrom his comments, the whole process of
resolving the problem appears to have taken yegsgain, an emotional sense, characterized by
shock, at double victimisation, focused the intewwon this aspect of his case, meaning that #5

did not provide answers to all research questions.

#6
When | was nineteen years old | went to the catinghstore to buy a phone. They told
me that they could not give me a phone becauseddy had one. Even though | told them that |

did not have any credit under my name, the manaigiie store showed me a credit report with
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my name, social security number and a date of birth35year old man. | even saw the man'’s
photo ID card that he left on file at the storeould not get a phone at the time and the police
were called. They searched my pockets and | fedtdicommon criminal. When | objected to the
search, one of the officers pushed me, slammedhoylder against the wall and told me that if |
did not follow their commands | would be arrested questions asked. The impostor bought a
car under my name. He even paid his social secumitier my name for ten years although | was

too young to work at the time. It took approximgtélyz years to restore my credit.

Analysis of #6

#6 was a 19-year-old young man who did not ever laasredit card yet, but whose
identity had been stolen for the purposes of angadifalse credit card to buy numerous goods.
He only became aware of the theft when he wentstor@ to buy a phone and was told that a
phone already existed on that account, with theestgen showing him a picture of the fraudster
on file. This means that the phone company stoce@ed the fraudulent card at face value
without any further ID checking. The dollar amotmtthe phone was no more than $600, but
the fraudster also used the card to buy a car utgiemame, and pay his social security from
work. The time-frame involved in this crime wagexnsive, the fraudster had been paying into
social security on the victim’s number for over t@ars, it took the victim over six years to clear
his name and restore his credit. This then agajgests, as with Barbara, that identity thieves
may target youth because they will not become awftiee crime for years. It was not clear
how his identity was compromised, and, certainéycbuld have done nothing to prevent it as he

had no target behaviours with regard to data tese, again, the phone company involved acted
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as if paperwork were reality, in essence, accegptedraudulent account as real, assumed that the
victim was a fraudster, called the police, the golreated him “like a common criminal” and,
when the victim objected, even were forceful withatvthey viewed as resistance of arrest and
threatened arrest, possibly escalating the crim@aghim into a crime committed by him
(resisting arrest). #6 clearly, then, characterizetth company and police response in the
framework of revictimisation. The interview waglfas #6 covered all of the questions; being

youthful, he seemed more nonplussed than emotawv@alhis experience with identity theft.

#7

| fell victim to ID theft 7 years ago. Credit cacdmpanies are still calling and notifying
me that people are attempting to use my identitg debt collectors keep harassing me about
unpaid credit card and utility bills. 1 still rage letters informing me that people out there are
still trying to get hold of my password because/thvant to get into my personal account.
Someone recently tried to order checks in my narhey don'’t care if they ruin my life. | was
advised to register with the FTC website to getiblp that | need and that | can keep track of
what they are doing. This is a full time job ireiffs | am frustrated but there is not much that |
can do. Two people got arrested for damaging myen&one of them served prison time but |

am the one left holding the bag.

Analysis of #7
#7 only provided a highly partial view of his idapttheft situation, focusing almost

entirely, and with a sense of amazed, helplessksladtow long it has taken for the identity
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theft against him to go away. Seven years afteinlgehis identity stolen he still receiving calls
from credit card companies, debt collectors, breaatification agencies, red flag agencies, and
banks, both still insisting that he is responsfblethe fraudulent credit card use made against his
account (presumably now closed), that he is resplentor the fraudulent bills run up with
stolen cards (accounts presumably now closed)ttatdapparently, his ID continues to be
compromised, having once been compromised so Igog He described efforts to fight off
these solicitations and to monitor his financitd ks itself a full time job. Still he directed sto
of his anger at the original thieves whom he charged as not caring if they ruined his life. #7
did not report any direct revictimisation by lawf@mcement but was unimpressed with law
enforcement response, dismissing as a wrist skipdlrest, without prison time. Indirectly, then,
he is left frustrated and “holding the bag,” thatin the end, #7 himself as a victim who had not
received any redress for the crime against him.

#8

Credit bureaus have notified my family as receatiya week ago that someone tried to
apply for new credit cards from American Expresd 8aks Fifth Avenue in our name. The
telephone company called and sent us harassiegdetbtifying us that our service would be
disconnected if the bill was not paid. There @ugent case in court with a gang of thieves who
did this unspeakable act to us. The prosecutor gaeletter to send copies to companies that
we do business with if there is a problem. The @cator notified us that this could take up to

seven years to turn around.

Analysis of #8
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#8 did not identify him or herself demographicabiyt became aware of the credit card
fraud using his number through a credit card com@eting on a red flag rule and breach
notification law protocol. The fact that the réalgf was raised within a week or so of occurrence
is a positive sign. In some way, however, theitied fraud resulting in illegal phone bill
accounts being set up, and then not paid, resutitigyeatening phone calls from the telephone
company, to cut off service. This indicates tlhat telephone company has no mechanism in
place to discern the difference between legitinaaie fraudulent account creation and credit card
use. It also indicates that, like all other bidecting stakeholders as recorded in other case
studies, telephone companies operate under thenpisn that all the data they work with is
legitimate and not fraudulent. The client was an@frthe fact that a gang currently involved in
the court case may have been to blame for the chotedid not express a great deal of certainty
about this or any view as to the kind of punishnikay would receive. It is not clear what the
total dollar amount suffered was, negative outcoatksr than the theft were not indicated. #8
likely had to close the credit card accounts tlzat been compromised, but did not indicate this
directly. They seemed grateful that the prosecotdne gang identity theft case provided them
with a document proving that they were victimsasgntity theft which they could send to any
debt collector to explain their situation, but gely seemed unimpressed by the criminal justice
response to the crime. They characterized theecast‘unspeakable,” indicating trauma. #8
seemed incredulous that, as indicated by the putsed would take up to seven years for the
after effects of the identity theft to go away, egtimony from other victims have confirmed

this figure generally. No mention was made of goliesponse.

#9
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My husband was a victim of ID theft. Last Memoizdy weekend we packed up the
kids and were on the Jersey turnpike heading tdasuaily reunion in Virginia. We were pulled
over by the police and waited at the side of tlarior about 15 minutes. My husband attempted
to get out of the car to ask the officer why we evpulled over. We were told to stay in the car.
The kids started crying when another police caleguh front of us. My husband was instructed
to step out of our car, put his hands in the air @n’'t move. The officers put handcuffs on my
husband while the kids were screaming and toldhaterhy husband was wanted for a murder in
South Carolina. He was taken away and spent twse idgjgil before the courts realised that my
husband was innocent. My husband lost his job andd out that his credit was damaged
because someone applied for a duplicate sociatisecard, driver’s license and credit cards in

his name.

Analysis of #9

#9 provided only a partial, highly emotional accbahthe impact of identity theft of her
husband’s credit card numbers, as well as theioreat a false identity with duplicate social
security card numbers and driver’s license numbkrs. this dimension of the crime of identity
theft that precipitated contact with police, theavhelming subject of #9's response.
Undoubtedly, the false driver’s license createdulile stolen identity had attached some
negative activity to it, possibly ranging from uigbéickets to moving violations, which caused
the actual license plate of the real person, wiaesgtity was stolen to be flagged, causing police

to stop him. It turned out that the identity fratet who operated a vehicle with a driver’s
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license manufactured from his stolen identity wasted for murder in South Carolina. For this
reason, the victim was apprehended, put throughigbars of arrest, and taken to jail where he
spent two days before the courts finally realidexd this was a case of false arrest due to identity
theft. It is implied that, as an after effect oftincident, the victim also lost his job, thouglisi
unclear if his employer fired him because this trveent on his record, which would constitute a
non-arrest on an un-real record. Needless talsayictim’s credit was destroyed. It also goes
without saying that in recounting this incidentaitmighly emotional way, focusing on the trauma
presented to their children, for example, #9 hatiing but amazed contempt at the rigid
paperwork-is-truth way that police had in dealinighwhe situation, never at any point in their
proceduralism acknowledging that identity theft nb@yinvolved. This again means that they
operate without any training in detecting anomatesveen records and persons, or any sort of
confirmation of red flags in arrest situations, @wen perhaps operate innocent of any
consideration of the possibility that the data syt they work with to flag down criminals may
be corrupted by identity theft. It is likely thatthis case, in which false arrest occurred, the
husband has a legitimate lawsuit against the Neseyestate police. As so often happens in
emotional victim response, usually focused on tlstimportant fact of dealing with identity
theft, no mention was made of what preventive astibey subsequently took, or how long it
took for resolution. If the husband remained unieiygd for some period of time, all of that

time would have to be considered part of the tina@re of getting over identity theft. Finally, it
was not clear how the husband behaved as a targkéhow his identity was stolen in the first
place.

#10
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| am a Senior VP for a leading financial companMall Street and never had one iota
that | was vulnerable to financial scams. | recéiga email from what | thought was a legitimate
Microsoft website requesting that | update my peasanformation or my email connection will
be permanently revoked. | continued to ignore thaiktuntil one day, | received the final notice.
Little did I know, it was a fraudulent fishing erntfai took the bait and responded with
information on my full name, social security numhsate of birth and father’s middle name. A
day later, | received emails from several peopleynemail address book. Everyone wanted to
know if | was missing an arm and needed $3000.08dwgery. When | examined the fraudulent
email | realised that my account had been hackddeaaryone in my email address book
received the same message. It took several weeka faw hundred dollars working with a tech
support firm to clean up my email. | have lost ways from work attempting to have my email
and contact list cleaned up and recovered. Thisded changing my password for important
things such as banking, medical and other finarmméties that | am associated with throughout
my daily life. This has taught me a lesson on howta give in to phishing and other email

scams on the Internet.

Analysis of #10

#10 focused on the manner in which his identityestoperhaps out of embarrassment
that as Senior VP in financial management he shioalg known better not to “take the bait”
and fall for one of the most common new kinds oaingeof identity theft on the Internet,
phishing. His stance before the incident was hleatvould never be susceptible to identity theft,

a view that must be classified, even for professi®mas naive. In his case, he responded to a
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communication from a dummy website with a requestfarification or update of information:
what he should have done was not respond. Bugspmonded. He found out fairly quickly,
within a day, that he had made a mistake, whernrakfreends on his list of emails emailed him
asking him if he had lost a limb overseas and walire need of direct funds for surgery. This
meant that the fraudsters took his informationkbdadnto his email address book, and then sent
a typical emergency-need email to all of his cqroeslents, hoping to exploit them for either
more identity thefts or money. Fortunately, thégopened quickly, he immediately realized his
mistake, he involved a tech support firm connettelais work place in cleaning up his email,

but it still took him up to two weeks and a few s&d days of work to clean up the mess and
restore his email contact list for business purpodéis, then, is an example of a suitable target
behaviour that consumers must be trained not fworesto, in order to reduce the incidence of
phishing. #10 had to learn the hard way, thoughkabse of his status and his support structure
at work, damage to him, a matter of a few hundi@ths, was minimal. He changed his
password for all important transactions onlineutifodid not appear to feel the need to close
accounts. The fact that he had in-house suppat the problem was taken care of expeditiously,
and that the amount lost was minor, not only mimedithe sense of victimisation, but meant
that law enforcement was not involved. This lafteint might be good thing, but could also
work to reinforce the corporate sense that theytaka care of the problem themselves. It would
appear, in analysing the case, that the lack dfistpation of the scheme, and the fact that #10
had a number of highly suspicious email colleagues immediately questioned the validity of
the false email and therefore contacted #10 limiteddamage. Had they pursued a more

sophisticated use of stolen data that would noéltame back to #10 sooner, the damage, for a
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Senior VP with considerable assets, could have mueater. This is a cautionary tale on the

target side of the routine activities theory equati

#11

| received an email from a lawyer in London notifyime that a distant relative passed
away and left a substantial amount of money for Bven though | did not know my relative, |
replied to the email asking why me? | was told thgtrelative did not have an offspring to
whom she could leave the inheritance. The lawyeh&n requested my bank account details and
further stipulated that if the 1 million pounds sathe bank much longer that it will be awarded
to the state. Needless to say, | panicked, foradrdy bank account information. After a few
days, | emailed the lawyer several times and gaepty. | thought it was best to move on with
my daily life instead of waiting to receive monémat | previously knew nothing about. Three
months later, the debt collectors were calling mayde every day inquiring about funds owed to
various companies, such as, utilities, electroraosl, financial institutions. | then realised that
might have been scammed by the letter from theéawylLondon. This caused me to change
my phone number and my address. Some $30,000 was diut of my account electronically
and | continue to live the nightmare. When | coteithe police, they told me that there was
very little that they could do about this kind eince because the criminals were probably

overseas somewhere.

Analysis of #11
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# 11 described himself as a businessman, who, agiaivisely responded to email
correspondence that turned out to be phishing.ré$igonse was lax, in that after initial contact,
he, in fact, provided a law firm in London with penal data by email, then, after receiving no
response in three days, let it go. It was onlgelmonths later that he began to receive phone
calls from debt collectors every day, telling himat he owed money on utilities, electronics,
financial services, that he put two and two togetral realised he had been scammed. That is,
he was not contacted by his own credit card compamank based on red flag or breach
notification rules, but by debt collecting acting the debt incurred by the fraudster who stole
his data from an overseas location. The totabd@inount that he lost was substantial, $30,000.
As of the interview, the problem had not been @darp, with #11 characterising his situation as
continuing to “live the nightmare.” To clear ugethroblem he changed his email address and
his phone number, which may not be classified as fr@actice. The phishing email that he
responded to is the kind of thing that any consumagning based on routine activities theory
attempts to reduce target suitability might havengd him of, especially as it exploited a kind
of urban legend. That is, he was an Americanmidteing told that he had inherited a fortune
from an unknown uncle in the UK and that if he dat respond with personal data to claim it
immediately it would revert to the state. It isdiy that he “fell” for this scam precisely because
it is based on a scenario endlessly repeated inemaver the past 75 years. As with #10, #11
spoke with a regretful tone in his testimony, dsefshould have known better: and he should
have. As to his comments on the guardianship agpélee equation, his refrain was common; he
was told by the police that they could do nothiegduse the crime, having been committed
overseas, was outside of their jurisdiction. #lleast did not report any re-victimising

behaviour by the police.
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#12

| received a disconnect service notice for my gabselectric bill and chose to ignore the
notice because | knew that my utility payments wereer paid late or left unpaid. So | decided
to ignore the notice until one day, as | arriveti@ne there was a final disconnect notice on my
front door. | laugh at the notice and called thitytcompany. The customer service
representative transferred me to the collectiopadment. | was told that | owed an additional
payment for utilities at another address that | n@tsfamiliar with. When | requested a faxed
copy of the outstanding bill, I noticed that an@aoat was opened in my name at another address.
This account was opened for three years using rmmenaocial security, and drivers licence.
Furthermore, an automobile was bought in my namegaWith credit cards. It has been very
difficult for my family and | knowing that there &n impostor lurking out there using my name
for their financial gain. | have enlisted the hefpan attorney and the police to correct the
situation. However, the investigation is movin@ahnail’s pace and it has become very

frustrating for my family to deal with.

Analysis of #12

#12 was also a business person, with no histocyeddit or bill-paying problems. He was
also the victim of full-scale identity theft frauid, which his personal data was used by the
fraudster to set up a phony identity making usa bbst of credit cards and services. He only
heard about the identity theft indirectly when gas and electric company notified him of a
disconnection of service, even though he consideiredelf up to date on his payments. As a

result, he ignored the notices until a final diguect notice arrived. Only at that point did he
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contact the company, at which time the collectidegartment informed him that he owed
money on another address at an unknown locatiomendh&audster had opened an account.
Upon further investigation, #12 found out that ttaidster had also created a false social
security card, a false driver’s license and evaimgboa car with false credit cards. This had
gone on for three years. It is unclear why thesader infractions, emerging in victim
responses as a common phenomenon, were not flaggest. Apparently, the gas and electric
company would not accept his testimony that fraad mvolved, and, one imagines, his credit
card companies also were unresponsive, as a solatiois problem required hiring an attorney,
and involving the police. His comment on policedlvement was that the investigation is
moving at a snails’ pace. As for broader impat® #nly mentioned that the situation was been
very difficult for his family, noting that the kndedge that someone is out here as an impostor
has haunted it, and he described the ongoing, olnesksituation as frustrating. #12 provided a

more or less full interview, answering all questioalevant to the research questions.

#13

My bank account was compromised almost 7 yearsEgoproblem started when | went
to an ATM machine for a withdrawal. The machineratecard and | left it in there. The
following morning | contacted the bank and was thlat someone had placed some kind of
device on their machine. When customers inserteid ¢ards, the machine swallowed all of the
cards and the thieves took the cards and then othde cards from the originals. Over $45,000
was taken from my account but the bank reimbursgdccount. | did not lose anything at the
time. The bank also paid for all of the customer&dit to be monitored for 1 year. However, |

continue to be notified by the credit agencies tlknown individuals are attempting to access
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my credit files. | have also received notices frdapartment stores whenever the thieves attempt

open credit in my name.

Analysis of #13

#13 had a bank account and so it must be assuratbdhlwas employed and had assets
to steal, a common theme. He discovered the #fieft one of the most common scams,
fraudsters manipulating ATMs to eat cards, theagting the numbers that on. Because this is
clearly a problem of bank security, the bank, whghsured, reimburses any such theft, but
their oversight ends with that, and in this cagerthmber was then used for other fraudulent
purposes. In terms of notification, then, this \@asvo-stage crime, first notification was quick
and easy, but then credit agencies began to caltatihform him of suspicious activity on his
accounts. He also received notices from departstengés when thieves tried to open accounts
there. There is the suggestion that in both cased flag rule caught suspicious activity before
any more damage could be done. That said theadotalnt of this crime was not insubstantial,
$45,000. The fact that he continues to be corddayehese companies of further problems
indicates some failure to cut off the use of tlaiflulent number. This continues to occur after
seven years. Thus, because of the on-the-stregtena which the original theft happened,
bank oversight was immediately brought in, not amés the bank forced to reimburse him but
monitored his account, and, it is inferred, conitéal to a system of monitoring that involved
being notified by credit card companies and stdyasaccording to red flag rules and not as debt
collectors. Nonetheless, it remains disturbing theeves continue to present the stolen number

to these locales after seven years, suggestinghénatare trying to out-wait the monitoring. By
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and large, #13’s case study exemplifies the bemefiain ID theft that occurs within a bank

context.

#14

| was at my office one afternoon when | was comrtddty a lawyer acting on behalf of his
client with whom | reneged on an auction deal. THveyer informed me that | made a bid on an
artefact worth thousands of dollars. Soon thereadtsavings and loan company sent letters for
non payment of a mortgage and the creditors wéliegéor debts on which | had defaulted.
This has been an ongoing nightmare for me. | eaehtd enlist the help of an attorney to figure
out this financial mess caused by unknown fraudidetivities. It is a continuous situation and |
am unable to place a dollar figure on the damagsexhby scammers. This has cost me

thousands of dollars in my quest to undo what vasedo my family name.

Analysis of #14

As #14 reported that he was at his office whenduad out, this again indicates a
gainfully employed professional as the target. @aga lawyer working for an auction house
contacted #14 to collect a debt, as the fraudstémurchased an artefact at auction. This means
that #14 did not know that his identity had beerest, and it was several months until he
became aware of it. This was the first of a sesfasotices, including those for defaulted
mortgaged and credit card debts, indicating thiat aifie initial scam the fraudster had made
extensive use of the stolen ID to set up a lifestyfhe artefact itself was worth several thousand
dollars, the other bills conceivably equalled apsgsed that amount though #14 reported being

unable to place a dollar figure on the total amptihugh in addition to that it cost him
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thousands of dollars to clear his name through éms/gr other channels. In terms of time frame,
it was still ongoing, and was described by #14rasrggoing nightmare. #14 provided a fairly

full account of all relevant data about his idgntiteft experience.
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#15

| was unemployed for 18 months. One of my dailytirees was to surf the net for job
openings. | needed a job in tech support. | ansivanead for a tech support engineer. After
emailing my social security number, date of bintldl @address, | was told to send $25 for a
processing fee. The $25 was wired from my wifesoamt. A few days went by and | heard
nothing. When | called the telephone number that associated with the job offer, the number
was no longer in service. | realised that | hadchidesd. This left me dejected and depressed. | am
now seeing a psychiatrist to help straighten neydifit. The financial companies keep calling my
wife and me telling us that we owe then money ftds that | am not responsible for. Now the

Attorney General’s office is looking into this scam

Analysis of #15

#15 was unemployed for a time, but a technicalresgyi by profession. As part of his job
search, he responded to want ads or other joblss#ecentries, as part of his job search. He
was not aware that there was any danger in thidipea or that he had had his identity stolen by
one of these sites, which must have turned oug tohmny. It was only some months later when,
as in so many other cases, he was notified bytoradi agencies that there was suspicious
activity on his account. Once again, then, red #iad breach notification rules occasioned first
contact with victim. He also received credit neidrom department stores, also in the nature of

red flag and breach notification rule responsasbadth cases, then, the credit card companies
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and department stores were acting an in an infomvagd and not in the manner of a debt
collector. As a result, financial companies appedre less informed, as they continue to call
both #15 and his wife, claiming that he owes theamey based on fraudulent purchases by the
scammers. Again, the fact that a financial comp&oyld act in this manner is somewhat
surprising. As in so many other testimonies, #forted that having his identity stolen and
being victimised in this manner left him so depeelsthat he had to seek out assistance from a
psychiatrist to “straighten out his life.” With ragl to routine activities that made him vulnerable,
while it perhaps not feasible to stop persons fleoking for work online, the fact that a site
asked #15 for personal information, and he comptieat he was asked for a processing fee in
advance for $25, and he complied, and that he wire&25 from his wife’s account, thus
providing still more personal data, all must bessified as ill-informed and naive responses that
a simple awareness program might have helped #di.aWoreover, even before the onset of
the age of the Internet, it has been a well-esthbll precaution that any solicitation asking for
personal data or, more tellingly, payment up friwefore delivering services, is not to be trusted.
Perhaps because an undercurrent of embarrassraghethad fallen for this scam #15’s
interview was not entirely complete, with limitedtdil on defensive action, apart from changing
his behaviour, he undertook in response to the.thehally, #15 did not appear to go to law
enforcement for help, but the scam must have begespread as it was subject to an Attorney
General’s investigation at the time of the intewi@his seemed to allay some of #15’s sense of

helplessness at being victimised.

#16
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When | was contacted by a debt collector that &adiéd on a $17,000 credit card
payment | told them that they had the wrong petsmause | did not own any credit cards and |
never applied for any. This has taken about one g@iag back and forth and fighting with the
card company and the debt collector to clear myenand prove that | do not own that bill. It is
consuming all of my free time. | wish | did not leathis nonsense to deal with but | have no

choice. | must clear my name.

Analysis of #16

#16 only found out about his identity theft whededot collector contacted him,
informing him that he was delinquent in his paynser#16 argued with the credit company that
he had never made such purchases. Insofar agdhithe first time #16 was informed of the
theft, and that the debt collection agency tookd@rges at face value and sought to collect
based upon them, indicates that #16 became invaivtee process of clearing his name by a
method far from best practice. The amount tota tigh, again, as in all cases of businessmen,
$17,000. The fact that #16 has had to fight baxckfarth with the credit card company and the
debt collector again indicated poor practice, arghtly exacerbated the emotional stress of the
event. In effect, both callers, credit card comypand debt collector, neither informed by red
flag or breach notification rules, harassed #16, r@avictimised him. This process consumed all
of #16’s free time, meaning that he chose to haidlene (also not best practice). It also
sounds like the back and forth turned his effortitido the crime into a crusade as he mentioned
clearing his name a few times. #16 was also saskedt on his battle with illicit collectors that he
gave no account of additional defensive actiondethken. He never became aware of how his

identity was exposed, or how it was stolen. Has clear that #16 even fully recognized what
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had happened to him. #16’s case study is a tektbeample of the complications and
unnecessary trauma that results when debt colebtarg their motivation into the scenario as

well.

#17

It has taken me 16 months, long hours on the telephattorney’s fees, convincing the
police that | am not the one who defaulted on a@I®debit and maintaining my sanity. |1 am
going out of my mind dealing with what other peopleo don’t want to earn an honest living
have done to me. Something has to be done verklguiaot we will all be victims of these

scams. How do they know who to pick on? And whatthe politicians doing about this?
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Analysis of #17

#17 likewise was only informed of the fact thatdveed an unpaid debt by a debt
collector and as a result spent long hours ovectliese of 16 months trying to clear his name.
This process involved having to involve and lawyEhe total amount was about $10,000, again
not insubstantial. He mentioned having to convitigepolice that he was not the fraudster,
meaning that he was re-victimised by their laclwhreness of the crime. Again, because of the
ill-informed response by all stakeholders involvékd effort to clear his name has caused #17
considerable stress and emotional upset. #17/aks@ast his recounting of his experience with
a doomsday scenario and a sense of outrage arsticejat the fact that identity thieves seem to
operate with impunity. When it came to politicia#&7’s tone became more frustrated, and
somewhat helpless. Because #17 was so fixateldeoinaduma of clearing his name, undoubtedly
frustrated by the manner in which he chose to &) be provided only a partial, highly
emotional response which did not cover more prakpoints in terms of defensive actions. It is

not clear that he ever came to understand whatidjet imave done to expose his identity to theft.

#18

My home was burglarised by the neighbour’s garddierstole personal items including
my credit cards along with my vintage Porsche. fiflewing day, police stopped the car and
found a burlap bag containing lot of credit cadis/er’s licenses from other states along with
my mail that was delivered on the day that my hevas burglarized. One week later, | received

a call from an auto dealership asking about theasxhat | ordered for the interior of a new car. |
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also received a visit from a detective who wantekiow why | did not make my payments on
an account at a furniture store. When | enquirethéu, |1 was told that | had taken out $22,000
worth of furniture on credit two months prior. | svangry, frustrated and shamed because the

neighbours knew that the police were previouslkiog for me.

Analysis of #18

#18, a Porsche-owner, is clearly a successful basinan. He experienced a crime,
which appeared to be “traditional,” then found that it also involved the newer dimension of
identity theft. The original crime was theft ofagts from his house, in addition to that Porsche
sitting in the driveway. Thus, a substantial antouas already involved. But about a week later
#18 received a phone call from the auto dealerasing about the extras he had ordered for the
car. Is it possible that the thief took the stdRemsche to #18’s dealership to order extras
installed using #18’s stolen credit card? It seemdut it also appears that the dealer knew #18
so made the call. At the same time, #18 receivaditfrom a detective working on behalf of a
furniture store, collecting payment for purchase€his too was a credit card purchase, and of a
substantial amount, $22,000. Therefore, the frindgas building a lifestyle for himself on
#18’s identity. Needless to say, #18 was angny,aso frustrated. It also appears that, relevant
to police involvement, they had inquired of #18hwieighbours, and had been “looking for him
“for some time: it is not clear how or why they wenvolved in this way, presumably
investigating reports of what stores might havespneed was fraudulent activity. The fact that
the police proceeded in this fashion was a poimookiderable embarrassment to #18, which he

characterized as shame: an emotion signalling sesefirevictimisation. The time line for the
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police involvement is muddied still further by #48eport that his stolen Porsche was found
within 24 hours of the theft, and that a bag filleih stolen credit cards, including one piece of
his, mail was in it. And yet it appears that héyomas notified a week later. #18 seemed most
upset by the fact that the detective came to bistfdoor and did not call him down to the police
station, indicating his social status and his caméer it and his name. It is obviously not clear
what #18 might have done to prevent the theft frappening, except perhaps to collect his malil
as soon as delivered, or dispose of it or prodess $oon as received, and not leave credit cards
lying around the house. Usually, rich man’s howsesso enveloped in security that as a target
they present too much of a challenge to thievethea® is a missing link here; it does appear
that #18’s security was lax. While it could bedstliat the investigatory arm of the police
department acted more or less in a forthright marthere are some details which suggest less
than best practice. Still, it does appear thabtilg element of this crime that reduced its
magnitude was the thief’s stupidity, which, perhap®e cannot always depend upon (though the
involvement of street criminals in an identity theycle may bring that into the equation more

often than not).

#19

| started getting notices from creditors about nfgimation being used for multiple
purposes. | then realised that Macys and the HoepoDstores had accounts in my name
without my permission. | knew it was time to fighack but fighting back was not that simple.
An illegal immigrant from Guatemala and the whaenfly was using my name for work
purposes. | called the local authorities and tloéy ine that it was a common thing and that

Immigration reform is needed to fix this problemhy\should | have to wait for the President
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and Congress to pass an immigration bill to hegs¢himpostors and all the while my name is
being dragged through the mud? It is not fair ®vam a victim. | get very angry at times. Unless

something is done to correct the situation moresliwill be harmed by these thieves.

Analysis of #19

#19 is still another case of a person only findddy that his identity has been stolen by
receipt, sometime after the fact, of notices dkhibt paid by creditors, including department
stores. The fact that #19 did not have accourggladr of the department stores alerted him that
this was more than confusion. Once again, thetfettthese notices were not in keeping with
red flag or breach notification rules, but simplycbllect a debt, regardless of who incurred it,
represents poor practice, and, once again, thidance appears to have backed #19 up into a
highly defensive fighting mood to clear his nan@nly later did #19 come to find out that a
family of illegal aliens from Guatemala had stoles identity and used it to set up a ‘legal’
lifestyle in the U.S. even using his name to ganpyment and collect social security. This is
a recurrent theme, but, more generally, again atdgthat, while the research did not overly
focus on this dimension of identity theft, building a false identity with full false
documentation is one of the major recurring motorst for identity theft as testified by
respondents. #19 was not overly impressed withelaflercement response. Local authorities,
presumably police, told him that this kind of fraloglillegal aliens was common and that, in
effect, there was nothing they could do about itl immigration law was changed to fix the
problem. The combination of inopportune informofgt19 and the sense of impotence by law
enforcement combined to create a considerable defranger in #19, whose response must be

characterized as partial due to emotion. Agaimn @asher poor practice cases, #19’s anger found
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expression in calls for Congress and laws to dteptoblem. #19 clearly espoused views that
indicate both victimisation and revictimisationaths, something was being done to him, then

nothing being done about it.

#20

Aring of illegal aliens somehow got hold of my penal details and was using them to
get places to live, to work and take out crediedeived a letter in the mail asking me if | wanted
to refinance my home in Plano Texas. When | coathsbmeone at the savings and loan, they
told me that my house was ready to be refinancedd them that they had the right name but
the wrong person. When | ran my credit reportalised that several individuals were using my
personal information to hide in the United Stalésere were outstanding bills for several
thousands of dollars attached to my name. It isargiiod feeling. As a victim, | felt alone, left

out and violated with not many places to turn to.

Analysis of #20

#20 was again a case of identity fraud where illagans were involved in using ID to
set up a false life in the U.S. Here too #20 dalnd out about the ongoing crime when a
savings and loan company naively called him andrmé&d him that his house was ready for
refinancing, meaning that the savings and loantaleeh the fraudulent activity provided them at
face value, and had in place no red flag or breatiiication rules for a client of theirs. At this
#20 ran a credit report, only at this point seagimgextent of the credit damage done to him by
the fraudsters. The amount of the crime was medsuarthousands of dollars, but if a house

refinancing was also involved, this was a majameri #20 expressed the notion that no one
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helped him to resolve his situation, leaving hiralifeg alienated and isolated. The fact that the
home refinancing was occurring in Texas, when dendt live there, meant that the crime was
outside of police jurisdiction. Though muted, ##0 not express any positive feelings about the
capacity of law enforcement to help him resolveitisee. He did not mention how the savings

and loan resolved the issue.

#21

| stopped by my bank’s ATM on my way back from éma, and as | checked my
balance, it said | was overdrawn by $200.00. Itk surprised me a little bit; I've never
overdrawn a bank account. | immediately panicked, lavent into the bank to see if | could
figure out why | was overdrawn. Of course, | fételeveryone was judging me because my
account was overdrawn, and everyone was kind &.ruckquested that they print out my
statement, which | looked over trying to figure attere | messed up. | saw that the $200.00
was a charge from place called Fifth Avenue whiblave no idea where this is or neither have |
been there. | explained to the bank teller thatiht make the charge. She went to fetch her
supervisor who told me that | would have to go tigto a formal process to investigate it, and
that could take up to two weeks. Not only will Meato wait that long after filing the complaint,
but the bank will continue to charge me overdradsf until they were able to confirm that it was
not my fault! I left the bank in frustration, anavent home. The next morning, | pulled my credit
report, and | found a couple of accounts on theaéweren't mine, a Nordstrom’s store card and
an AmEx card, both of them were maxed out. The Bloodh card has $5,500. 00 and the AmEXx
card $7,000.00. | never applied for either of theasels. How could this have happened without

my knowing? | called the police department to &telD theft report while | gather enough
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information to contact the creditors. It was a l@amgl stressful fight and even after three years, |

am still dealing with the residue of my identityirog stolen.

Analysis of #21

#21, again, coming back from vacation, was an eypgaldusiness person, who sounds
like he keeps very careful watch over his finantfal if he was aware of and upset by the
extraordinary occurrence of a $200.00 overdrdfts & small amount, it sounds like it took about
two weeks to find out that the crime had occurrei. felt like the bank was unhelpful and
judgemental, suggesting that the bank had nothyeleimented standard identity theft insurance
and security policies. Nonetheless, receivingiat mut, then showing an unexplained charge to
the teller is good practice on #21's part. The faat #21 had no idea where Fifth Avenue is
again indicates that he is not a sophisticatedwores At this point, however, the bank
informed her that they did have a standard reindruent procedure, but that it would take up to
two weeks. #21 was also upset that she would &ret for overdraft in the interim. Though
this cannot be considered ideal policy, and iseratimfriendly to clients, it is in accordance with
current bank best practice: only in detected rudema®ad assumption of guilt by local branch
bank tellers was best practice breached, as thengs®n is that the bank will reimburse. But
#21 did have credit cards, a credit report, anchthe day, revealed a much larger amount crime,
amounting to almost $10,000 of charges at depattsteres where #21 did not have an account,
and possibly could not even afford, given respaase$200.00 overdraft. This is when the
crime of identity theft escalated far beyond #2&igl of awareness as she expressed incredulity
at how department stores could accept applicatioti®ut some other substantiating proof of

identity (which also means department stores mayaee good red flags and no breach
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notification law liability). #21 reported thatishpart of the crime is ongoing, in terms of
clearing her name, and has taken up to three y&dsle she filed an ID theft report at the local
police department, she continues to engage innmdtion gathering to take on her creditors,
whom, it is presumed, continue to harass her taifraudulent bills are hers. #21 seemed to
reserve most of her complaint for the bank, perleajrscing an attitude that they are responsible
for more oversight of credit card activity as weBihe had no great confidence in police
involvement, and, indeed, in most cases, policertsgare not required in bank reimbursement
procedures and apparently do not help much wittlitones either. #21's responses were fairly

thorough, covering most points of her incident.

#22

I heard my doorbell ring and walked briskly to theor on a beautiful Saturday morning.
Standing there at my door was a detective anddheepto ask if | were the guy they were
looking for. After showing them my ID, they told rtfeat there has been an arrest and that a
woman pleaded guilty to federal charges of usisgpken Social Security number to obtain
thousands of dollars in credit and then filing b@nkruptcy in the name of her victim. And it
happens that | am the victim! My whole world stop@ad | could not say anything but give
them a blank stare. | was lead to the police stabdile a complaint, and | also hired a lawyer to
clean my record. It is a very agonizing to haveryoedit that you’ve built for many years wiped
by an impostor. This person going to jail did niofpsme from building back up my credit. You

would think there will be a law that would help péwho are victims of identity theft.

Analysis of #22
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#22, again a middle class home-owner, represemteaase where first notification of
the crime to a consumer is provided by a policecete reporting that after an arrest,
investigation and prosecution of an ID theft fraedsher name was found to be one of the
victims. By this point, the extent of the crimesa@nsiderable, involving thousands of dollars
of credit and a filing for bankruptcy under her renWhether or not police arriving at a victim’s
front door represents best practice is a mattdebte, #22 responded with shock, indicating not
only lack of awareness of identity theft, but aggtbment in how the message was delivered.

#23

My wife and | moved into our new home, and requektihat the US postal services
transfer our mail to the new address. However, soiheeir mails still got delivered at the old
address. The new tenant opened some of our mailga@ra hold of our private bank account
statement of our insurance policy and used thenmdition to deposit $479.000 in counterfeit
checks into a bank account that he had establisheak told to contact The Federal Trade
Commission (FTC) to report the situation, and &ileomplaint as well with my local police. The

person was arrested but | will have to live witls tin my record for a long time.

Analysis of #23

It is unclear that #23 could have behaved in a thaymight have avoided the crime as it
is unlikely to be expected that the U.S. postaliserwill be completely successful in responding
to a change of address form, resulting in old méh personal data enclosed being sent to the

old address. lItis also not to be expected treah#w resident would then commit a crime and
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make use of this data for ID theft. The size ofd¢hime, $479.00, was not great, but shows
recklessness and lack of professional street smiagisating an amateur exploiting an
unexpected opportunity. It does not seem likedit thvolving the U.S. Postal service as well as
new occupants at old residents in a protocol osaarer training would be practical: in other
words, this is an unusual pathway to crime, whi2B #annot be faulted for. #23 reported going
to the police, filing a report (mail theft would bejurisdiction), hiring a lawyer to handle
problems with credit card companies, but endeddppessing amazement that laws seem lax or

non existent in prosecuting identity thieves.

#24

A ring of thieves bought expensive cars, housegamdlry and auctioned the items with
fake titles in my name. They then flew the coopreeas to England, Nigeria and Lebanon
taking the money that was transferred through k& in New York. My credit report reads like
a will. I am not sure if | will be able to ever @pthe damage that was done to me. They left me
being responsible for over $2 million dollars.diviery confusing to me that the authorities in this
country will let this kind of thing fester and imgisomeone’s name and livelihood. | tried
applying for a new social security card and idgrttiit it is not as easy to do. | need a politician

to help with this.

Analysis of #24
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#24 was by the far the largest crime discoveraegspondent testimony, as his stolen 1D
became involved with an international ring thatrgea any number of illegal items around the
world. The amount was more than $2 million, whke fact that his cards lead to that much
money being taken out indicating that he is a iyahidividual. The fact that he mentioned
“this country” in complaining of the police lack césponse indicates a global businessman as
well. #24’s laconic description of his credit repisrthat it reads like a will. The fact that Ise i
unclear how to apply for a new social security nemband that this a problem which requires a
politician, perhaps also indicates the exploitigbdf foreign nationals of considerable means
living in the U.S. Nonetheless, while confused &gkl of law enforcement response, his level of

trauma is not high.

#25

| suffered embarrassment, misery and the losd of aty assets because my identity was
stolen a decade ago. Bills were coming to my hémsall kinds of merchandise and when |
called the FBI they told me to contact my local kemforcement agency. They did very little to
help and investigate the trail that was left frdra bills that the thieves created. | even lost my
husband when | could not convince him that | dokmaiw what happened to my identity. He
became suspicious and abusive and did not trugivereagain. | lost our home and am now
living in a shelter. The damage is continuing beeaudon’t know if | could ever get back my

good name.

Analysis of #25
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#25, finally, if she has been fighting to clear hame for over a decade, has been
revictimised by the credit card companies thatiowmetto harass her for fraudulent bills as if
they were hers, and by inaction of law enforceneenall levels of government, with some
evidence of passing the buck between the fededhlamal levels. The fact that #25, after a
decade, still “does not know what happened to dhenmtity,” is, however, problematic. Also, the
fact that he marriage collapsed because her huskasguspicious of her, frankly, raises a red
flag. Itis also to be hoped that after a decaden with a home loss, some other means were at
hand rather than living in a shelter. Overall, ldoek of specificity about the nature of the crime,
the similar vagueness about the time-frame of ue®wl, and the unclear nature of the extreme
fallout of the crime on her personal life, all stgly infer that it may sometimes be difficult to
discern a victim from a fraudster, still furthemaplicating the picture of identity theft.

Of the twenty-five identity theft victims interviead in this study, 12 had reported credit
card theft, nine reported mail theft, two suspethed theft had occurred by giving out
information on the phone, one reported interneetdkeft, and one suspected that theft had
occurred based on a car theft. An illustratiothef percentage breakdown is shown below in
table 7.

Table 7
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Twenty-Five Identity Theft Victims
Interviewed

4% 4% M 12 - Credit Card Thefts
H 9 - Mail Thefts
m 2-Thefts Giving Out Info

On Phone

M 1-Internet-Based Theft

M 1-Theft Occurred Based
On Car Theft

*Note: The above table illustrates the methodspéncentage) used by offenders against

the 25 identity theft victims who were interviewied this study.

The findings indicate that victims’ identities werempromised through the following
channels. Victims reported that the primary plateompromise of their identity was through
credit cards, a finding which corresponds to tleeaech. The second most prevalent place of
compromise was “unknown,” indicating that the \nedi did not know where they lost the
identity information, when it was taken, or by wina¢ans. This also corresponds to general
findings that in large part victims often remairaurare of identity theft having taken place, until
further compromised by subsequent fraudulent useenitity to withdraw funds from banks or
use credit cards. The internet is the third mesjdent site for identity theft, also indicatingsth
growing trend, and the increased vulnerability coners face as they engage in more and more
activity on the World Wide Web. That mail is theufth leading place of compromise means that
mailbox theft, mail fraud, and, as mail is disposgdconsisting of bills or other personal data,
dumpster diving remain popular ways for victim$p®victimised.
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The presence of restaurants on the graph is intaymederived from victims that was not
recorded by either offenders or officials: victiapgpear aware of the fact that, perhaps in the use
of credit cards at restaurants, combined with tearisemployees, or in the theft of unattended
purses, or in coat check rooms, restaurants appder vulnerable places for the compromise of
one’s personal identity data. Other family memlagrd military service were also recorded as
sites of compromise, and family corresponds toaretehaving found that offenders often gain
access to private information through friends aidtives, but the incidence of identity theft in
military contexts is unrecorded in the researcher@ll, however, victim response to where they
felt their identity was compromised more or lessfoams to the research, indicating that, by and
large, victims have a fairly high level of awareme$ their current state of vulnerability.

(i) Analysis of Individual Testimonies

In addition to looking at the statistics, a summanglysis of the 25 victim testimonies
point out a number of nuances that go further tdveaiswering the research questions, and
suggesting best practice solutions to problemstirio the crime of identity theft. In terms of
who are the most common victims of identity, by éarde, the greatest proportion of victims
would have to be classified as middle class hom@mywusiness persons, a few in the financial
industry itself. This would make sense, as a taggsuitable, according to routine activities
theory, according to the value it offers an offanded it is likely that identity thieves would
target persons who would be more likely to havetsshat were more exploitable. The fact that
in three cases homeownership, moving from one horaeother, or retiring and selling a home,
were the occasion for identity theft, involving Ireatate brokers in the reporting process as well,
is a point not often covered. Home ownership haays been considered an American dream.

This can be a sign of prosperity as seen througletiis of an identity thief... Itis likely that a
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an industry real estate and the mortgage siderdibg would not be protected from, having had
little experience with dealing with it, identityaft. Finally, with regard to the business person
profile, it is somewhat surprising that in a feveea knowledgeable business persons, including
two in the financial industry itself, which is tleentral focus of identity theft, would have acted
in ways that did not seem to be fully aware ofithentity theft consequences of their actions.
This may indicate just how difficult it is to edueaconsumers on protective behavior, especially
online.

In addition to the most common profile of victimiddle class homeowner business
persons, a summary analysis regarding the questioientifying victims must include a
comment on the fact that twice children were vidgdied, and the opportunity provided to thieves
by a child’s identity is that it is far more liketizat they will be able to make use of that idgntit
for years before it is detected, in that childremnadt engage in commerce using their personal
data. It may be that these responses have uncoagracka of great vulnerability in the profile of
the identity theft victim. It was similarly fourtiat elderly persons were victimised by identity
theft, though once through the agency of a gang{meemephew. Here, too, their lesser level of
economic activity, the likelihood that they are tagtised in the ways of finance, or the internet,
would seem to offer identity thieves a longer pead time as a window in which to conduct
further fraud.

With regard to the question of how long it was befthe victim became aware of their
victimisation, the answer is split between shamtnt@nd long term. That is, depending on the
mechanism adopted by the identity thief, or th@oese of a victim to a scam, the victim may
have found out about their victimisation soon, iputher cases it was up to three years before

they found out. In terms of short-term respon#iendess than a week, this usually happened if
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the crime was based in a physical location, suchlzenk, or if the victim had responded to a
scam email and, hearing no reply in a day or twalised that they had been scammed.
However, in both cases, the crime had a double fiiamee: that is, while they discovered that
they had been scammed, and often left it at thagdn learned, they would then subsequently
discover that as a result of the scam their pefstata had been stolen and used by a fraudster to
set up an illegal life, and these crimes they goiften would not hear about for up to three
months to a year later. This double-event sequbappened, for example, to #13, for whom it
was reasonable to think, after she had discovéuettl af her bank account, the problem was
solved, but then credit card problems emergedaémtbnths after. When a physical event was
not part of the identity theft scam, and when tioéim had no idea that they had had their
identity stolen, the more common profile is thaytineard nothing about it until contacted in one
of several ways by stakeholders, at which poibettame clear that someone had made use of
their personal data to set up a lifestyle. Meaguirem the point of view of an offender, then,
based on the suitability of target, these findisiyengly suggest that it would be in the interdst o
the fraudster to avoid identity theft based in pbaislocales, or especially banks, and that even
email scams are quickly detected, and suspectédhdumpersonal and anonymous ways to
steal data are best insofar as they offer the défea considerable window between crime and
detection, in the meantime being able to set ualt@nnative life. The fact that in one or two
cases illegal aliens were able to set up livesHigge years, and in another case ten years,
indicates how advantageous anonymous theft, deiseghen the victim knows nothing about it,
is to the offender. In this case, however, theeggiquestion asked by victims was, how could
this happen? And it is something of a mystery ¢httief can make purchases and payments in a

false life without his activity ever raising a rééag or being found to be breach. This is clearly
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point, insofar as identity thieves are able to téietime to set up false lives, where security is
lax, and detection methodology at present is wea#ibling the expansion of a mere theft into

full-out fraud.

(i) Red Flag and Breach Notification Rules

An additional question was how well red flag anddmh notification rules worked, in
alerting consumers to suspicious activity on thetounts, or breaches of their account or
personal data. The fact up to 15 of 25 victimoreg that they had first heard that they had
become the victims of identity theft either througbompany calling them as a result of a red
flag being raised on their account, or from an ageaitached to a bank or credit card company
who discovered a breach, or even from a credit cantbany whose red flag and breach
notification system was working well, is promisinghe research by and large has found that red
flag rules and breach notification rules have serishortcomings mainly because they are
reactive and often take too long to get the atedonsumers. It is true that in no case a red flag
rule or breach notification happened soon enougitdeent a theft, but they may have cut off an
account and prevented future theft. It is likélgittas a result of red flag rules and breach
notification standard operating procedure mandettesging account or credit card information,
in which case this method would cut short the cagmpaf fraud conducted by means of stolen
personal data. It is promising that calls were enlag banks, savings and loans, credit agencies,
department stores, security companies, and eventardealership. This means that more
businesses are becoming aware of identity theftlaaeed to implement red flag and breach

notification rules.
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It is a bit odder that in some cases either a tieehired by a security company or the
police themselves would be the ones to inform &naiof a breach, in one case by police after a
criminal had been apprehended with their credid catheir possession. This modus operandi
not only seems doubly belated and reactive butiatims pointed out that first contact over this
issue involving law enforcement personnel tendeueighten the sense of shame and
embarrassment, not to mention shock. This isyiklele to the fact that police presence implies
criminality, and involving police in the breach figiation process may work to cast a pall of
suspicion of criminality over the victims. In angse, victims’ reports generally present positive
news with regard to red flag and breach notificateovs that they do work to limit the damage
caused by identity theft, and they do seem to teis® shock of notification. At present, this
means of finding out that identity theft was contedtagainst one must be considered best
practice.

By contrast, there is another type of call by whrattims first heard of their crime
against them: calls by credit card companies, teggncies, department stores, other stores,
public utilities, banks, lawyers acting on behdlthents, and, worst of all, debt collectors, with
this type of initial notification occurring in fiveases. This represents a serious shortcoming in
current anti-identity theft system. The fact tbiadit card companies honour credit cards with
no additional proof of identity, that they takeate value the activity in a credit account, that
stores do the same, apparently unaware of the dangelentity theft, to the extent that persons
who do not even have accounts at stores can opanoapints, and they send the bill to them,
represents a serious problem. Any call to a viafndentity theft which was undertaken by
what we will call a naive or predatory debt coliegtstakeholder represents worst practice in the

victims’ views. Not only do these calls operataiworld where there apparently is no identity
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theft, but they act on the assumption of victimitgaind generally disbelieve any claim of
identity theft as a debtor feint to avoid payingittdebt. It is well known that debt collector
behaviour can become predatory, advancing intosskarant. Victims who first found out about
their victimisation in this manner not only foundtenuch later, but experienced the news as
much more of a shock. The process to disentahgla from the problem was also much more
emotionally taxing, much more time-consuming, anccmmore reiterative; in the sense that no
sooner had they fended off one debt collector, #rather began to call. These processes are
again no doubt attributable to the dynamics ofdélet collection industries, which routinely

sells uncollected debt from company to companytHerpurpose of eking out a profit from a
percentage of payback in even written off debtss ¢ertainly bad practice for a credit card
company or a department store to lack red flageadh notification rules, or to not be able to
discern a real from a fraudulent account; it isamsrionable that credit is able to run up to
fantastic amounts, even after no payments have ipe€ele into it for years, simply to keep the
debt going; it is inexcusable for credit compamedepartment stores or any business to operate
under the fixed assumption that the victim is the who incurred the debt, and to, in fact, live in
a world free of the conception of the existencelehtity theft. In the world of debt collection,
the name on the card is the guilty party: papeni®rieality, and they operate in that fashion,
causing the victim what the research into agencylaw enforcement behavior calls
revictimisation, when the system, having acknowétlg victim, still treats them in a way that

re-victimises the victim, doubling their trauma.

(i) Amounts of Money Stolen
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With regard to the question as to the amount ofey@tolen in the average act of
identity theft, the response of victims presentasdprise. Insofar as the typical profile of an
ideal target is a middle class homeowner, perhiapénding that the amounts stolen usually
total into the thousands rather than the hundrédsltars should come as no surprise. But,
generally, with recorded amounts stolen of $70,@), $75,000 (#3), $30,000 (#11), $45,000
(#13), $22,000 (#18), $12,500 (#21) and with #2Btweing that all of his assets were gone, it
is apparent that identity theft as a crime has dtarally escalated in dollar value amount in
recent years (and further escalation will be foitm@hapter Six). It is no doubt that these large
amounts are the result of gaining personal dataitbbank accounts and run up false credit card
accounts: that is, they are a side effect of a lartieft having moved to full-out fraud involving
making purchases (with taking out car paymentspaulam goal) and setting up another life. To
the extent that some illegal aliens used stolesguel data to collect social security or to
purchase a house, the amounts are much higherhigher amount mentioned was $2 million,
at which point the global, organised labour scéléne crime is clear. Again, it is disturbing that
credit card accounts allow for these excessivedsativals or expenses without any kind of red
flag, should they diverge from the record of pus#saby the person whose name is on the card,
and have no safeguards to limit the total damageum, however, the respondent victims in
this study indicated that not only is the averagad amount total of their victimisation large,
but that the crime has morphed to take most adgardfcredit account fraud and setting up a
fraudulent lifestyle. Insofar as the research gahefound that this motive was not high on the

list of offender motives, victim reports contradieat finding.

(iv) Resolving Problems
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With regard to the question of how long it tookctear up the problem, here too, there
seems to be a double-sided answer. In terms offrtinediately detected crime, and protecting
oneself from any further damage being committedanexample, a stolen car, changing PIN
numbers, or card numbers, or even closing accowmotsd seem to stop the crime in fairly short
order. But for middle class home owning consunrepsarticular there is the larger issue of
protecting their credit score in order to enabkntito make purchases, without high interest
rates, and purchase major consumables, includingdso In this regard, in the larger, more
emotional quest to clear their name, the repodiate that it takes years. The figures provided
indicate one year (#1), 13 months (#2), a yeamaor (#5), six and a half years (#6), seven
years (#7), almost seven years (#13) one and géalé (#16) sixteen months (#17) and ten
years (#25). Others, report even longer conse@semath the word ongoing (#7, #11, #13, #14,
#15, #21, #23) frequently recurring. #11 describeein an ongoing process as moving at a
snail’s pace, and #23 fatalistically believed thatwill be dealing with it for the rest of his life

The exception to these are persons whose crimgwelkly detected by an organisation
that protected them, with #21 being offended anffiechithat it would take a bank two weeks to
reimburse her, but, comparatively speaking, thdedrthe problem for her, and #10 complaining
over two weeks and a few work days lost, but clelaid company, where he was a senior VP,
had a solid support structure and resolved thel@noin short order, with no further
consequences. These responses again appear &ststigg if the crime happens under the aegis
of an organisation that has in place a solid stinecdf red flag, breach notification,
reimbursement and preventive and corrective agadicy, the time taken to resolve the issue is
much less, and much less traumatic for the victinis therefore a good thing for a person to

discover identity theft through a bank account,egwample; similar advantages accrue from
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being involved in a massive scam that affectedraikers of on online service. When, however,
a person has no idea how the information was stalet finds out about it after the fact, after
the fraudster has been able to build up a falserde@nd no particular organisation or agency
takes responsibility for the crime, then there sedous mess that usually forces the victim to
bring a lawyer in to resolve it. Once again, daditection agencies, linked to credit cards
companies or not, who make calls strictly to cdltkebts, and for no other purpose, and
especially when, after an increasingly short timksgitimate company passes on a bad debt to a
debt collection agency, the involvement of thistkof stakeholder at this point can greatly
complicate and retard the recovery process, adhee time adding so much to the trauma of the
event that the victim is clearly revictimised, amidl begin to lose faith in the whole system. dt i
clear from these victim responses that the curmezdns available to help victims recover from
identity theft are inadequate, and directly conti#bto the fact that the crime is traumatic for so
many victims. The fact that the length of the gsx; the inability to resolve it, most often
causes the victim to characterise this crime asghtmare” speaks for itself.
(v) The Involvement of Law Enforcement

By far the worst form of enmeshment in the labyriaf identity theft, and the entry point
which is experienced most often as a nightmare yatidthe most offence by the victim, is when
law enforcement becomes involved in respondingpéaréport of the crime through indirect
means. #5 went to the DMV to renew a license aedelpful person at the DMV believed the
paperwork not the human being and called the pat@esing #5 to spend a night in jail,
surreality suspected of being the identity thiehisf own stolen identity. When #6 applied for
his first telephone, the salesperson found thatcae already existed under his name, believed

the paperwork over the human being, called theeppWho responded in person, became
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difficult when there was resistance, and the viaimded up being the only person almost
arrested in this particular crime. The most owdmag example of a police record-keeping
database-based system of surveillance clashingthetivorld of identity theft was when #9 was
stopped on the road, his license plate number ddgg a database, and taken off to jail because
the person who had stolen his identity subsequeotiymitted murder in South Carolinal When
#1 was called down to a police station and #22le@d to a police station to file a complaint,
even these incidents seemed to arouse in victif@sliag of victimisation. This kind of police
involvement in identity theft detection would app&abe far below best practice, given the re-
victimising outcome of their participation.

Indeed, in response to a question about other nwegatcomes, victim responses reveal
that identity theft is a highly traumatic crime5 #eported that his wife was hospitalised due to
the stress involved, #15 reported being depressedhiaving to see a psychiatrist, #17 reported
feeling like he was going out of his mind, #18 fatiger, frustration and shame, #22 reported that
when told of the crime her whole world stopped, #2& her husband due to his suspicions of
her, and her home; in short, though forensic studieuld have to be undertaken to compare the
traumatic outcome of experience of identity thefother crimes, this is strong anecdotal
evidence that identity theft leaves a permanenkroara person’s life. This can also involve
their trust in the system, in law enforcement anthiv makers, and may likely turn them against
illegal aliens and immigrants as well.

The question has to be asked, were they in anyacagrding to routine activities theory,
to blame for their victimisation? That is, did yrexpose themselves to identity theft by
engaging in any off- or online behavior that cobée been avoided? The answer to this is yes

and no, that is, some victims did stupid thingsiclvltontributed to their identity theft, others
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could not have foreseen the theft. #1 left belaiholck-box in an office destroyed on 9/11, #3
had her data stolen by her nephew who was a ganthere#4 was indirectly victimised when a
data broker was hacked, #19, #20 and #24 weraniggd by rings of illegal aliens in ways that
appear to run circles around their capacity togotothemselves and #22 suffered at the hands of
lax forwarding of mail by the USPS and a criminalmcomer to their old address. While the
organised crime dimension of the crime has beegctid in the offender part of this study, from
the victim’s point of view it seems difficult to giect against it. The other incidents could be
classified as unpredictable, and hard to defendchagdut represent opportunism or every day
criminality beyond the scope of most average aitsz®® comprehend (it would be interesting to
reconstruct how in fact #1 data got from its locklon 9/11 into the hands of an identity thief).
On the other hand, #10 and #11 responded to aipbisffort, a classic scam, while #15,
overeager to find work via the Internet, made asitaerror of providing data and fee before
verifying services received. Even #18, whose hwrage burglarised, could have made his target
a bit less suitable for offenders. At present, &oev, that represents only one fifth of victims
reported on having acted in ways that a trainingamsumer awareness program under routine
activities theory protocol would protect. By amade, the impression is given of offenders
finding ever newer ways to steal identities, constsas vulnerable potential victims, and
identity theft as a criminal opportunity continuit@yspread virally into every part of everyday
life.

Finally, there is the issue of law enforcement oesie, the guardianship aspect of a
routine activities theory framework for identityeflh. Mention has already been made of two
means by which police have entered into the ideftiiud from the point of the victim: if they or

detectives connected with a crime become parteofrtachanism that notifies the victim of a
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breach, their involvement found to be somewhattratising by victims; or if they are
conducting business as usual in detecting crimifalse data comes up on a database, and they
stop or detain victims under suspicion of beinggbeson who stole their identity, a
circumstance which is always traumatising to thetim and always re-victimising. Itis
arguable that policy should find ways to removedqeofrom involvement in identity theft in
either of these ways. It is also arguable thabthlg way that the police should be involved in
fighting identity theft, in terms of coming in caat with the victim, is when the victim deems it
necessary to file a police report of the crime,alithas complications, and if their case of theft
becomes part of a larger case, in which case ppédicipation might be helpful. But it is not
clear that police know how to proceed in caseslenhiity theft. #1 was asked to come down to a
police station to “straighten out a confidentialrmar,” it is likely that the officer remained
vague in order to adhere to policy, but this reques interpreted by #1 as adding insult to
injury, and felt like a victim suspected of somathi When #3 came in contact with local police,
the fact that they were not sympathetic and “atikedthis crime is out of control” resulted in

him “never feeling more violated” no doubt becabeeexpected a measure of validation from
the police. #7, #17, #20, #22 and #25 all, havioige in contact with the police, were under-
impressed by their response, as it was apparehéeto that the police did not know what to do,
and, in fact, one police officer informed victim#that, explicitly, there was nothing they could
do because in his case the crime was technicaftyrdtied overseas, out of their jurisdiction.
#25 even contacted the FBI first, who told him éatact his local law enforcement agency,
which then “did very little to help and investigateaving him feel not only like law
enforcement had given him the run around but tbaime could do anything for him. #23 was

told to contact the Federal Trade Commission atagdhe police, indicating that different
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stakeholders were telling him different things la€l o do, meaning that there is no single
system in place. In #12’s case, an investigatios acually launched, but it was moving at a
snail’'s pace and had become frustrating (but #12lgt seem to have faith in the police). #15
went to the Attorney General, or rather, the caae such that the Attorney General saw fit to
look into it, and those who got no satisfactiomirthe police evoked politicians and laws as the
ultimate solution to stopping the viral spreada#ntity theft. #23 had frustrated recourse to the
title of an old newspaper cartoon, there autte beew, while #24 pleaded that a politician is
needed, that somebody needs to do something.

Therefore, in response to the question, what diptilice do, and how did the victim
respond to or perceive police action, it is clést imost victims were uniformly under-impressed
by law enforcement response, quickly caught onldvatenforcement has no response, were
even told that there was nothing to be done, andrgdly were given a run around or subjected
to slow investigations by those who did not waradionit such a thing. The failure of
guardianship espoused by offenders as the numieereason why they continue to or have
migrated into commission of identity theft is thiere further confirmed by these findings, at the
other end of the equation. Even a population cfivis unversed in the procedures of policing
can recognise a law enforcement paradigm thatrissponsive and helpless before identity theft.
Finally, there is also little question that thddee of the police response, its inappropriate
involvement in other stages of the reporting ofdhme, greatly contributed to the stress
resulting from the crime. The fact that victimét feut of control, and that there was nothing they
could do, made the processing of the crime muclsevtitan the crime itself. While negligence

and not being able to do anything would not coatiainother example of police revictimisation,
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it certainly contributes to the overall sense cfpbgration that clouded just about every victim
response to the research questions.

With regard to the validity of victim responsesyes noted that the highly emotional
nature of their response tended to focus them ersmmal aspect of their experience, often
resulting in them overlooking other points. Mogttims seemed uninterested in detailing the
specifics of what steps they took after the crisugh as closing an account, to protect
themselves. By far, the main theme was the shbttieccrime, likely due to their unfamiliarity
with it, and the complete inadequacy of resporlg®m the victim’s point of view, identity theft
at present, from the perspective of law enforcerrisike a few other crimes, possibly
traumatic, and subject to revictimisation by theteyn. Both of these elements must be stripped
away from procedures in a new best practice thatipes consumers with a sense that their
problem will be addressed, the offender will begtduand they will not be revictimised by the

debt collection, breach notification or law enfaremt systems.

(d) Conclusion

The results found that the primary target for idgriheft are middle-class business
persons, often home-owners, whose assets wouldseamran attractive target, though children
and the elderly are also deemed suitable targeketextent that it may take some time before
the theft of their identity and the creation ofaudulent life based on it is discovered, as their
use of credit cards and other instruments is mafuent. By and large, victims found out in the
short-term, if the crime was committed against gsptal carrier of identity, at a bank, or as part

of an Internet phishing scam, but, then, thataktmuch longer for a victim to become aware of
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the further consequences of theft, that is, laseraf credit cards and accounts for purchase of
goods and other assets. In the former case, disgovas made within a few days or weeks, in
the latter it could take up to three years. Copgtta research which disparages them, red flag
rule and breach notification law-based alertingamfisumer of suspicious activity on accounts
remains the most effective firewall against idgntiiteft becoming worse than it is. By contrast,
for the victim to hear about the crime through eddrcard agency, a department store or a debt
collector, all determined to collect debts on ttawe card or account’s name, is far less optimal,
and police involvement in this process is particdiamaging. The amount of assets stolen
through identity theft is larger than perceivedeatly in the research, with middle class
business persons routinely reporting losses inethg and in some cases hundreds of thousands
of dollars, these large totals reflective of thevelby more organised theft rings to exploit stolen
identity to build up false identities and pillagecaunts.

Generally, specific problems related to identitgfthlike compromised credit cards and
checking accounts, can be cleared up in a matteeeks, but the effort to clear up one’s credit
record and to stop credit card companies or ddl#ators from continuing to contact one for
collection purposes can take up to seven yearslezade. If a stolen identity and its records
become enmeshed in a police department informatistem and are taken at face value then the
consequences can be particularly problematic wittim. As a result of the secondary
victimisation of victims of identity theft by theeft collector aspect of the notification system as
well as the difficulty involved in clearing theiredit name, complicated if they had little
knowledge of identity theft in advance, identitgtihcan be classified as a traumatic crime
resulting in numerous negative psychological impactd long-term negative impact on the lives

of its victims. While in some cases, especiallyoining phishing, it is possible that routine
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activities theory-motivated training or consumeraasness could prevent some ill-advised
behavior by consumers, it is also true that sewectims became enmeshed in theft through
unforeseeable pathways that only testify to thétfeat identity theft is slowly spreading virally
through all aspects of electronic-based commelitgal Finally, victims were overwhelmingly
under impressed with both the manner in which lafereement was involved in identity theft,
the pace of their actions against identity theft] generally appalled at the apparent and some
espoused helplessness of the police in doing any#tout this kind of crime. This lack of
guardianship was perceived by victims as one ofdading causes of the crime and certainly
was cause for them to be even more traumatiseldebgparent out-of-control, nothing-can-be-
done nature of the crime. On the basis of thesbrfgs, with regard to victims, it is
recommended that all consumers with bank accowaisacertain amount and who are home-
owners or owners of assets as well be offered iiyeheft awareness literature or information as
part of their routine activity, that red flag rulesd breach notification rules be strengthened, and
enforced more vigorously in all industries that mailse of consumer personal data (with
department stores in particular appearing to asigant of the problem), that the debt collection
industry be mandated to check with credit card camgs and banks the authenticity of the
identity data that they have been given before ttmeyact consumers, that red flag rules and
breach notification awareness be inculcated ingRptoitative industry, that the dollar amount
of identity theft be limited by additional restimbs on open line of credit use, that police be
excluded entirely from the breach notification sodevictim contact, that all data in police
databases be checked against identity theft daalbagprevent untoward police action taken on
the basis of stolen identities, that police awassrd# identity theft with regard to its potential i

all industries and scenarios be broadened, anathistermestic framework be developed which
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encourages tarns-jurisdictional response to idetiigft so that police in one jurisdiction are not
left to tell victims that there is nothing that yhean do. In all these ways, through removing
several aspects of offender motivation, consumeremess, strengthening, expansion and
reorganisation of the red flag and breach notiftcesystem, and shoring up and improvement of
law enforcement involvement in the process, itdpdd that the crime of identity theft, now
experienced by victims as a traumatizing eventrabat existential proportions, can be greatly

alleviated.
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Chapter 5: Offender Motivation and Organization

(a) Introduction

Chapter 5 presents the findings of research quesiree, with sub-questions: who are
the identity thieves, what means do they use tonsibimdentity theft and how did they acquire
the skills that are needed to commit identity thefthe findings expand upon current research by
determining that identity theft opportunity arisesa much more complex way than currently
conceptualized, and that identity thieves are cgmmio the crime from a myriad of different
pathways, previously unsuspected. The findingsefiore, indicate that current definitions of
identity theft, from the offender’s perspectives éimited in terms of how offenders enter into
identity theft crime, the methods they make useaommit the crimes, and their perceptions of
why they continue and will continue to commit idgntheft.

The chapter is exploratory and is designed to cemsiffender motivation and reveal
his/her perspective. Interviews were conductet itme individuals who had been
incarcerated and others who were not in custo@yapd post-convictions for identity theft
crimes. The interviews were an in depth analystb®social causes, the attitudes towards the
public, ignorance, and the effect caused by goventat inaction. Actual cases were delineated
in conjunction with the personal interviews. Theerviews also illustrated the organizational
aspects of identity theft schemes. Identity thetited crimes require entrepreneurial skills, an
ability to gain access to the information of othéing personality of a con artist, as well as,aoci
and computer skills. This chapter further shovet tiot all offenders have the same goals.

Some offenders have the desire to amass wealttesti@nd live a respectable, comfortable life
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within society while hiding their theft; others opte with less caution by taking chances as
opportunity arises.

To reach a conclusion about each offender’s matimand organisation of identity theft,
the interviewer examined the following: social sgteducation, ethnicity, religious beliefs, age,
prior criminal activity as well as, arrest recoecdsrent family status, financial ambition and the
non-confrontational methodology of this particutame. Notably, there is the possibility that
these subjects may not have been forthright duhieg interviews; they may have downplayed
their culpability and rationalised their own belaviin fear that their words would be used

against them.

(i) The Current State of Awareness

Before presenting the data obtained in this stadyjef review of pre-existing findings
in the research, along with a brief review of thetmodological frameworks as presented in
Chapter Three, is presented, for the purposesmpadson.
Statistics

Identity theft is commonly perceived to be a wititdlar crime rather than a vehicle for
the low level, street criminal; however, individsatho commit identity theft do not fit into any
specific financial class. Some of those individuale relatively intelligent individuals, although
their academic achievements are not necessarilysinengest asset. Copes and Vieraitis (2009)
discovered that identity thieves were from variousupations. They also stipulated that identity
theft may not necessarily be classified as a wtnlear crime, committed by white-collar

offenders.
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Additional figures passed on by (FTC 2012) showed tor calendar years 2007 through
2010, the 20-29 age groups experienced the higatesif identity theft of seven age groups that
were surveyed. A 24% rate was experienced fopteeious five years (FTC 2008, 2009 2019,
2011). The 30 -39 age groups fared slightly bdttethe same period, reflecting from 21-23%
for the same years (BJS 2011).

A recent Crime Data Brief written by Langton (20%hpwed an increase in identity theft
victimisation from 2005-2010. The Bureau of Jusstatistics (2011) showed a 50% increase in
the misuse of existing credit card accounts pesébald from 2005-2010 from 2.5% to 3.8%.
However, the data reflected a decrease in the misugersonal information when used to open
new accounts; there was a 30% decrease from 200Bf&6m .09% to .06%. After a
comparison of 2005 and 2010 statistics, figures sitewed the lowest victimisation rate by age
is for those 65 and older. When comparing figfioes younger age group, 12-17 years, there
was a 10.2% increase amongst victims.

A non-Hispanic white comparison for years 2005@@@showed a 7.3% increase in
identity theft victimisation in 2010 when compated 5.8% in 2005. However, there were
similarities of same numbers among non-Hispanickoéand Indian-headed households and non-
Hispanic persons of two or more races.

There was a household increase in identity theftf2005 to 2010 regardless of the
marital status. A comparison showed a married loéadusehold experienced a 5.9% in 2005
and an 8.0% in 2010. Households with a non-maireat experienced a 5.1% in 2005 and an
8.0% in 2010. The 2005 to 2010 household incon’6f000 and above showed a 9.5% and a

12.3% increase in identity theft respectively. efidhwas a slight identity theft increase within
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households with less than $7,500 from 2005-2014 % and 5.3%. There was no change in
the lesser known income households.

Copes and Vieraitis (2009) have shown that a latgeber of identity thieves were
between the ages of 25 and 44 years old. In R68@ovich (2007) conducted an empirical,
identity theft study with permission from the Urnit8tates Secret Service. Closed cases 2000 —
2006 of 933 offenders were analysed for offendgraracteristics. The age group that reflected
the most offenders were between the ages of 234ndars of age (347) and reflected 42.5%.
Offenders reflecting 35-49 years of age (270) v33% of the study group. The 18 to 24 years
(151) group comprised of 18.5% the fifty years afdkr (49) made up 6% of the study
(Rebovich 2007:31). Copes and Vieraitis (2009)yased that the largest number of offenders
were from the White population. However, Rebowsdstudy showed that offenders within the
black population were in the majority with 53.8%6 14 out of 922 defendants as reflected in
their arrest histories. Of the 922 offenders ftlest were looked at, 38.3% were White offenders
(332). The Hispanic population showed 4.8% (42) &1% were Asians (Rebovich 2007:32).
This researcher found that identity thieves repreaevariety of age groups.

The below listed table (table) summarizes 25 oféea@dwho were interviewed for this

research project) background/history.

Offenders Background/History

Table 8
OFFENDERS | STATE/COUNTRY M/F AGE RACE STATUS OCCUPATION OFFENSE EDUCATION SENTENCING
A New York M 33 w M Truck Driver ID theft H.S State Prison
B Pasadena CA M 49 w L ID Theft College State Prison
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OFFENDERS | STATE/COUNTRY M/F AGE RACE STATUS OCCUPATION OFFENSE EDUCATION SENTENCING
C New York M 32 B A ety ID Theft H.S State Prison
D Jamaica M 30 B S Clerk ID Theft H.S State Prison
E New York M 42 B D Laborer ID Theft College Prison
F Mexico M 22 w S Laborer ID Theft H.S Deportation
G Yugoslvia F 21 w M Student ID Theft College Prison
H Moldova F 26 w S Student ID Theft | ---------- Prison
I Moldova F 31 w M Hotel Recep. ID Theft | ----------- Prison
] Moldova M 31 w M Jeweler ID Theft College Prison
K Russia F 35 w D Au Pair ID Theft | ----------- Prison
L Moldova M 40 w M Mechanic ID Theft H.S. Prison
M New York F 25 B S Clerical ID Theft H.S. Prison
N Dom. Rep. M 24 H S Waiter ID Theft H.S. Discharge
(] S. Carolina F 20 B S Clerical Theft H.S. Spilt/Sent.
P Virginia M 33 B M Construction Theft | -------- Prison
Q | - F 29 B M Accountant Theft College Probation
R Ramallah F 38 A L Theft | -------- Fines
S Russia M 38 w L R e Theft | -=---mmme- Prison
T New York F 54 H D Hotel Maid ID Theft H.S. Probation
U Haiti M 60 B M Limo Driver ID Theft H.S. Split/Sent.
\' New Jersey M 27 w S Real Estate ID Theft College Plea Bargain
w New York F 25 B S Travel Agent ID Theft College Prison
X New York M 49 H S Cust. Service ID Theft H.S. Split/Sent.
Y New York F 50 H M Sales Rep. ID Theft College Prison

(i) The Data

In this section, descriptive reports of encounteth individual identity thieves are

reviewed. First person usage is retained, inrttexview sections only, to highlight the personal
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nature of contact with these individuals in thédfjies part of my professional life, in an
ethnographic context. As such, then, the “I” igradex of the various opportunities and
constraints on contact, reliability, reluctance ameof gaining data and means of reporting data

that circumscribed the interview process.

(b) Individual Cases

Though 25 interviews were undertaken with offendarselect few stood out for the
insight offered on offender motivation and methads] are treated here.

Jake (all names are anonymized)

The identity theft market is influenced by supphdalemand. An explanation as to how
the market functions is necessary. First therate¢hieves, the purchasers, the distributors and
the receivers. Even though there are regulatoligips in place to prevent illicit activity in the
identity theft market, the thieves continue to thigir trade with little or no fear. During my
tenure at the Manhattan District Attorney’s Offldead the opportunity to interview Jake, an
identity thief, during the course of an open inigagion. After the official interview was
concluded, | offered Jake a cup of coffee and &lfagm the kitchen in the Detective Squad. |
explained to him that | wanted to have an “off teeord” dialogue about how he committed his
crimes. | further explained to Jake that he shéaiget about his past crimes, of which, |
considered those transgressions to be “water uhddsridge” because he had previously
answered for those crimes. | informed Jake tlhnad looking for a blueprint to understand
identity theft and that my informant had told matthe (Jake) could provide me with the
information that | needed. Jake asked for six peckf sugar to sweeten his coffee and after it

was consumed along with the bagel, he told mewhan he went out to “see about his
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business,” he would occasionally frequent barsraght clubs on the Lower East Side in New
York City in order to “make some money.

JN: Did you have an opportunity or an objective to “reakoney?’Jake: Yeah, | sweet
talked and picked up broads who had a little toatmto drink, followed them back to their place
and got laid. As soon as the broads fell asleagnit through their handbags, their mail and
took whatever | could find with their personal itignng information. Some nights | worked
over two or three different broads in order to lstieair stuff. So you werent afraid doing this?

In the beginning | was jittery but then | felt mar@mfortable Why?Cos the more information |
stole, the more money | made and don’t nobody gett $p the river for doing this when you are
too good at it. You see Detective Judy; | hadefmort to a recruiter working as a middle man for
the dude at the top. My recruiter said that the atathe top was looking for social security
numbers, birth certificates, credit cards and @fitboking mail. He gave me $50 for each piece
of good Id’s they could us®&o you know what happens to the stolen info atberhyand it to

your recruiter? Afterwards | found out that all of that informai was mass-produced into good
Id’s. The Id’s were then sold over the net togdeimmigrants from Russia, Mexico and the
Caribbean. In order to substantiate Jake’s acaaynf the previous answer, the next question
was askedDid the recruiter say that the good Id’s were smdllegal aliens™o Miss Judy, the
DA read it out in court and my lawyer showed mepycof the affidavit that was written against
me when they brought me up from the pens for anragnt before the Judge. (Jake)

Jake then became restless, expressed his detagvy and explained that someone was
waiting for him uptown. | gave him my businessdcand told him that if he wanted to “talk”
further that he should give me a call. Jake as@ede the men’s room and later rushed out the

door. The interview lasted approximately 44 misutenvas not given permission to take notes;
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therefore, | rushed to my desk, grabbed a notepddecapitulated whatever | could remember
in detail. | realized that time was of the essambéde the interview was still fresh in my mind.

Joe

The opportunity to interview Joe, who “worked” faNew York-based organised crime
family, occurred when my work partner Don and | evaccompanying him from Los Angeles,
California, to New York City, on a felony, courte®red extradition warrant. Joe divided his
crime ventures between Los Angeles and New Yor&.wids finally caught by the Los Angeles
Sheriff's Department for running a red light on ¥flire Boulevard while driving his 1960s
Mustang. A warrant check was conducted againss daene, which showed that he was wanted
in New York City for identity theft. Joe, whoseast record showed time served for committing
commercial and residential burglaries, chose termffas an identity thief because the sentences
were not as severe or risky as committing burggaridoe was happy to get a free escort back to
New York City so that he would be incarceratedlmneast coast; he could be close to his wife
and kids and also receive conjugal visits. As atexd on the plane, | asked Joe if he could
provide me with his roadmap to stealing identitlds.obliged.

Joe: ‘| started working for one of the familiésq syndicate) ... went to jail a couple of
times for not doing my thing with common sensewds in jail that | changed my life around for
the good of my wife and kids. | met somebody & ¢hn who introduced me to stealing
identities ... decided to get involved in stealidgntities after | realized that | could make money
using people’s information such as name, addressalSSecurity number, driver’s license
number, mother’s maiden name, and date of bild1.Did you calculate the risks involved with
fooling around with other people’s identities@s. But at the time | also learned that a mother’s

maiden name was the best piece of information yaldcget to apply for a birth certificate
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because you could do a lot of things like ... agptyany help to get welfare and food stamps ...
make up Ids to trade or sell or use it for yourselthat when the DTs (Detectives) catch you...
they think you’re clean.”

After taking a quiet moment, Joe further spoke altoe documents that he acquired
from stealing people’s information.

Joe: “Me and my friend surfed the Internet folbgiges, which buy personal information.
| scanned all the information with the Social Ségurtumbers, dates of births, driver’s license
numbers and whatever | could find. | sent aboutio1D? sheets of information to the Internet
(website) addresses twice per week and they se$60@ per batch of stolen stuff through
Western Union. From the very beginning, | learret the risk of getting caught and doing time
is very low, but the profit is good. Me and my bdy®w that most of the times the cops take a
long time to catch up to us and it is even longeemvpeople live far away from each other so
they don’t want to be bothered travelling to tgstifjainst you. This is just easy to do with lots of
opportunities to make good money. Most of the tinmesJudge will give you probation or
community service, even if the DA ask for jail tifee you.Do you fear serving time in prison?
Not really...if me and my boys have to go to Rikgad) for a little while ... we can get good
practice when we are in cause ... there is a méoketverything you trade in the can.”

The threat of incarceration does not discouragsigtent offenders like Joe and his crew
because identity thieves can still function fronhibe prison walls. Joe’s crew consists of gang
members who continued to run their outfit (operatiwhether they are roaming the streets freely
or incarcerated in the local, state or federalesyst They are also aware that identity theft crimes
are difficult, expensive and time-consuming for #ughorities to investigate, especially when

multiple jurisdictions are involved. Thieves ta@vantage of this knowledge by stealing
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identities in one state, using the same identitiegher states and eventually, trading or selling
those identities for use in foreign lands such agds, Nigeria, Cape Town South Africa,

throughout central and Latin America, Asia and @sBastern Europe.

Bobby

During an assignment to transport an inmate to Menk State Supreme Court, | had
another opportunity to interview a convicted idgnthief. The inmate was incarcerated at the
Metropolitan Correctional Centre in Lower Manhattanan identity theft and conspiracy charge.
The federal jail is located approximately two bls¢ktom the Manhattan District Attorney’s
Office. The inmate/witness Bobby was schedule@stifyy against a defendant in Supreme Court
on a robbery case. When my partner, Mark and Veudlrin court with Bobby, we were
immediately asked to return him back across theesto the federal jail because the defendant
had just accepted a plea bargain from the prose@ga@ result, Bobby’s testimony was no
longer necessary. | explained to Bobby that weldvoeturn him to the “Feds” right away.

Bobby informed my partner and me that his bloodaswgas low and he needed something to eat.
| bought Bobby a grilled cheese sandwich and aot&tepsi from the coffee shop, which is
located on the first floor of the Manhattan CrimiG@aurt building at 100 Centre Street.

We sat in an unoccupied corner of the coffee sboprivacy because Bobby was
restrained by shackles and handcuffs. Bobby tléhnmke for my kindness. It was at that point
that | told Bobby that | was a research studentlarebded information regarding how identity
thefts were committed. Bobby looked surprised wadted to know why | thought he knew

about identity theft. At that moment, | pulled @utopy of his criminal record (rap sheet) with
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his photo and said, “Come on Bobby; | have the gamdyou. | know what you do for a living.”
Bobby unexpectedly agreed to be interviewed fa shudy.

JN: So, why did you choose ID thefBobbby: | am not a real ID thief. | only got intais
because it was part of the ceremony for my gar@ti@n. We had to prove that we could steal
Ids from people. If you were good at it, they woirldiate you pronto and it became your
speciality as part of your job. We broke into apeamts, houses and cars so that we could take
whatever information about a person we could fiNthy did you choose those metho@sise
they were all easy to do. We worked four at a tamd had to have a girl with us... they distract
other people and can pretend that they always helpdwith anything... they don’t get too
nervous and they keep their voices the same toaéit\burglarized) houses late in the morning
hours after rush hour because most people go th arat kids go to schodlWerent you afraid
of being caughtMNo. Cause we pretended to be landscapers or defpemple. We drove around
the neighbourhood and watched for people to lela@ie houses... then we went in through a
back window or door and then we would let everybimdyVe took information on credit cards,
safes, family photos, mobile phones, birth ceifes and utility bills ... sometimes; we would
even take whole drawers of paperwork. After we ghauack the looted information to the
person who was responsible for processing out whatneeded to start making Ids, then other
people hacked into websites on the net to gettchedéau reportsOn the victims®h huh....
once we got that information, other kinds of boflis were made upSuch as?Credit cards,
car loans and then we applied for duplicate S&salurity Numbers. Some gang members were
trained to be shoppers. There were the ones wsiodoi the credit cards at big stores like
Bloomingdales, Macy’s, Saks Fifth Avenue and Appld&ey bought all kinds designer

merchandise like, Lalique” perfume, Louis Vuittagb, belts, shoes, watches and jewelry. They
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shopped for cars that were immediately shippeatmuies in Eastern Europe, parts of the

Caribbean and Central and Latin America.

Michael

In October 2008, my working partner Walter and tevassigned to extradite an inmate
from York, Pennsylvania, to New York City, to answlarges for identity theft. We travelled by
automobile. After securing Michael, the inmateour car, | realized that our journey back to
New York City would take a couple of hours becaofsthe long distance that we had to cover.
At one point, we even made a stop at a rest stétiosbout 15 minutes so that everyone could
stretch their legs. | asked Michael about theustaf his education, family and friends. After we
arrived back in New York and my official duties wazomplete, | showed Michael my expired
identification card from John Jay College and askéd was willing to talk to me about some
methods he used in stealing identities. He agr&€dile preparing for Michael’s extradition, |
realised that he had been in the business of stgialentities for two decades.

JN: What makes you tickrell me about yourself.Michael: When | was 17, | started out
as a lush worker and rode the subways in New Yark fthe beginning of the line to the end
searching for people who were drunk. | always heakar for protection ... so | cut their
pockets ... some ... | just turned their pockesgdiem and out, took their wallets or pocketbooks,
emptied everything inside my knap-sack and sptitn&imes | would go down to the Union
Square Station at rush hour ... and learn to fiekpassengers pockets ... Cos the train used to
be packed ... business was good for me. Sometifieggmt caught, | pretended that | couldn’t
speak and they (the police) would let me go. Oneldade the trains all night and couldn’t

make any money because the new class of rookieweapsiding the trains. They cramped my
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style. | needed money and so the following dagld &s much information as | could to another
thief who took me to an address in located in @ivest, the Bronx and they made a driver’s
license and two credit cards for me ... They hitupdor $25 for the IDs. | used one of the credit
cards to rent a room in a single room occupancgltiot me and my girlfriend for about two
weeks before we moved on to another hotel. Abaliteen months later, my luck ran out on

me ... a group of decoy cops who were doing a stpegation against lush workers finally

caught up to me... | was locked up and the Judgiseed me to one and a half to three years ...
No | am facing deportation back to Jamaivdhy are you facing deportatiords ... Me nah

citizen ... Me from Jamaica man.

Harold

My informant, Charlie Hustle, introduced me todfiof his old friends, who are also ex-
offenders, with the expectation that they wouldipgrate in my study. Only one individual by
the name of Harold expressed an interest in myareke Harold said he needed $135 in order to
pay his cell phone bill that would soon be discane@. After realising the importance of this
study, | agreed to pay Harold’s phone bill, hoptingt an interview was imminent. We stopped
at a Chase bank on Canal and Mott Streets in Mtrhatnd | withdrew $135 to prevent his cell
phone service from being interrupted. Harold waxry pleased after receiving the money and
commented after my first question was asked:

JN: Now...let’s talk Harold... what do you know about Id’s athe way people go about
stealing them?‘Me and my friends go through dumpsters outsideotels to collect cans so
that we can take them in for money. One day | baretter with a credit card in the dumpster.

| didn’t know what to do. | looked for my friend @showed him the letter and the card. He was
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undecided about what action he should’ve taken thighnformation that he held. We went to a
store on the west side of Street ... gave the credit card and the letténeayuy behind the
glass partition ... paid $55 and walked out witimather credit card in my pocket.” (Harold)

Even though Harold swore that he did not intengaanto the identity theft business, his
journey continued. He further explained,

“| started stealing cell phone bills from unlockedil boxes. Then | would reroute mail
to my friend’s addresses by filling a change ofradd card at the post office... then | made a lot
more new identities. We sold the IDs to illegakal and to people who like to shop. The

shoppers sold their things to bodega owners in WWg&in Heights, Manhattan.”

Fatima

On August 20, 2008, Fatima Monahan plead guiltstéaling over $45,000 from her
former employer, the founder and managing partharpivate equity investment firm located
on Park Avenue in New York City. Monahan workedagsersonal assistant from August 2005
until November 2006, when she was fired. Monahsssponsibilities included scheduling
appointments, booking flights, making hotel resgores, opening and sorting mail, and other
administrative tasks, which included preparing &lsdior the payment of personal bills. Court
transcripts revealed that from June 2006 until Maver 2006, Monahan used her boss’s
American Express credit card for personal expewsethe Internet for the majority of her
purchases. She bought high-end clothing, shoddrei's wear, food and household items,
ranging from kitchen utensils to sheet sets fromows online stores. Monahan also purchased

and used gift cards from Bergdorf Goodman. Mongilaead guilty to Grand Larceny in the
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Third Degree in New York State Supreme Court. Urtkde terms of the plea, the defendant was
ordered to pay $45,000 in restitution and was seei to five years probation.
(i) Dave (hotel employee)

In December 2009, while searching the apartmeahaélentity fraud suspect, detectives
from the Manhattan South Grand Larceny Task Foismogered financial records, which
belonged to75 former guests of an exclusive Newk Yotel. The offender, who will be called
Dave, had been dumpster diving and found pers@m@lrdents that were discarded into a trash
bin near the hotel. An investigation was conduetiter an alert hotel employee witnessed Dave
reading and collecting pieces of paper from thehtnghich was discarded by employees at the
hotel. Surveillance cameras were set up at thetitmt whereby Dave was eventually arrested,;
unfortunately, Dave had already created false decusnincluding driver’s licenses, photo
identifications, social security cards and birthtieates by using names of some hotel workers.
In addition, some of the documents were used tolfase clothes and electronics which were
sold to a fencing operation. It was later revedhed one of the victims was alerted to the scam
by a credit agency. The agency had flagged th@rvgchame for a notification and informed
him that someone had used his identity in ordebtain credit cards and applied for a mortgage.
Dave'’s criminal actions resulted in a high degreexploitation for the sake of a lifestyle which
included identity theft. Dave pleaded guilty torndigy theft and was sentenced to one year in jail.
(i) Brooklyn Offenders

| also interviewed four fraudsters who committeéititrimes alone. Two of those men
worked in gas stations in Brooklyn and the othey worked in retail stores. The majority of
cases that | examined, in addition to court hearthgt | attended, indicated that these crooks

worked alone. Some concepts of the crimes that aealysed did not fit into the identity theft
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mould. They all admitted that for various reastiresy committed their crimes alone. One of
them worked in a gas station, the second one warkadarge retail store, the third one was

unemployed and had others doing “the businessifiot &nd the fourth person was a burglar.
Some of their crimes were organized; however, tf@aseindividuals did not believe they fell

into the typical identity theft equation.

In addition to accessing the above informationudeents that were found in court
records were examined. Additional information \elsited from defendants after their cases
were called and sentences were negotiated witprifsecutors, Judges and Probation Officers.
It is not uncommon for convicted felons to reveatter details about their crimes after
sentences were imposed; many defendants weregvitlispeak candidly about their offenses.
At the end of one interview session the defendaxttaimed, “We made out real big because we
had nothing to lose, the sentence was a joke.” t defendants were willing to take risks at re-
offending and were not concerned with the penalhatare in place against identity theft. The
offenders stressed that they surreptitiously opdratone. In doing so, they felt that their
chances of being arrested would be slim to noneadtition, they felt immune from prosecution
because their cases would be dismissed or worgescasario, they would even receive a “slap
on the wrist” for the perpetrated crimes.

(i) Summary Analysis of Individual Testimonies

On the basis of the interviews, a general modéh@imodus operandi of these identity
thieves can be sketched out. First, the idertigftattempts to acquire a victim’s personal
information. Criminals must gather personal infation, either through low-tech methods such
as stealing mail, pilfering workplace records, ongbster diving or through complex and high-

tech methods, such as hacking into someone elsgiputer or by the use of nefarious computer
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codes. The loss or theft of personal informatigitgelf, however, does not immediately lead to
identity theft. In some cases, thieves who stea@nal items, such as computers, wallets,
phones, etc. inadvertently steal personal inforonatihat is stored in or with these objects, yet
they sometimes never make use of the personahmaftion. It has recently been reported that
during the past year, the personal records of n&8rimillion people have been lost or stolen,
but that there is no evidence of a surge in idgttieft or financial fraud as a result. Even
though any loss or theft of personal informatiotragibling and potentially devastating for the
persons involved, a strategy to keep consumeraldtaf the hands of criminals is essential.

Second, a thief attempts to misuse the informatie have acquired. At this stage,
criminals have acquired the victim’s personal imfation and now attempt to sell the
information or use it themselves. The misuse akstpersonal information can be used by
thieves to obtain account information involvingditebrokerage, banking or utility accounts that
are already open. This is a very common form ehidy theft. For example, a stolen credit
card may lead to thousands of dollars in fraudutéiarges, but the card generally would not
provide the thief with enough information to esisibla false identity. Moreover, most credit
card companies, as a matter of policy, do not holtsumers liable for fraudulent charges, and
federal law caps liability of victims of credit chtheft at $50 (FTC, 2010).

Offenders use personal information, such as S8aalirity numbers, birth dates and
home addresses to open new accounts in the viatiamee, make charges indiscriminately and
then disappear. This type of identity theft ocaubhen thieves steal as much information as they
are able to from burglaries or by hacking into@iwm’s accounts, which results in much greater
costs and hardships on the victim. In additioenidy thieves sometimes use stolen personal

information to obtain government, medical or othenefits to which they are not entitled.
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Thieves commit their crimes and then move on th @a®sn the benefits, before victims become
aware of the extent of damage that was done tolaene. These actions will eventually force
some victims to suffer loss of employment and gmesjovernment assistance.

(iv) The Organized Crime Identity Theft ‘Horizon’

As interviews with offenders progressed, a grovangireness emerged of the extent to
which the individualistic model under which theyeoate is expanding to much broader
dimensions due to the increased involvement ofrorgal crime in identity theft. Therefore, a
secondary level of research into case records @asield necessary in order to gain insight into
what the offenders were referring to (with mosthe$ data coming from investigatory work as
well). Therefore, some identity theft cases inuavrings run by organized crime are reviewed.

New York City has been referred to as the crossrdadidentity theft because it is one of
the most populous urban areas in the world withr@pmately 8.3 million-plus residents within
301 square miles. The City exerts a powerful erfice worldwide with finance and commerce.
In 2008, there were 47 million visitors, which egfted an economic impact of $32.1 billion
(nycgo.com 2010.) On a daily basis, there is & kigume of monetary transactions that are
carried out in New York City; as a result, the igcomes a breeding ground for identity theft.
Therefore, it becomes an alluring trade for thedsters who operate in organized groups.

The end of prohibition in the 1920s gave rise aoized crime in the United States.
The Italian Mafia was one of the first crime syrades to operate out of New York City under
strict Mafia codes. In the 1990s Russian organizede groups became more prevalent in New
York City where they solidified their roots and ogted primarily in the Brighton Beach, section
of Brooklyn. Operatives within those groups wesodraced to south Florida and California.

NYPD confidential files in the Organize Crime CaitBureau (OCCB) reflect approximately
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18 different organized crime groups with ties tthuiania, the Ukraine and Armenia. According
to the OCCB files, there are approximately 800 orals who have infinite resources and escape
routes to countries with no extradition treatidis allows them to launder large sums of money,
smuggle drugs, become active in immigration fradentity theft, human trafficking,

prostitution, stolen vehicles and murder; they afeemore loosely than traditional organized
crime groups because they are not bound by stilies and regulations. Undercover detectives
have been challenged to put the fraudsters outsihbss because of limited resources, a lack of
familiarity with the culture and the reluctancevaftims who are too afraid to report crimes.

The victims fear the organized crime groups moaa titey fear the criminal justice
system. Most of the victims have families backhieir home countries that they are unable to
protect because the crime leaders and their asesaidthin the organized groups maintain
records on the families. The victims have a dilenfranging over their heads. The OCCB report
refers to the gangsters as “true organized crimneircals” who are dangerous and fearless and
are not afraid to offer a mere $10 to $20,000 fog to carry out a murder. On the other hand,
Collins (1988:412) presents two conceptions of hmiwviduals are bonded together in larger
social structures. There are the connections legtwetworks and markets or exchange theories.

Although identity theft is defined in many diffetemays; it is fundamentally, the misuse
of another individual’s personal information to amihfraud. Identity theft continues to expand
and adapt through several life cycles and contiboié® a formidable task throughout the law
enforcement and criminal justice world. Identiteft includes several levels of organisation.

Unlike traditional organised crime that is versustured and involves established
lines of bureaucracy, identity theft can be flundiat times disorganised. Some low-level

fraudsters can be successful when stealing ides@iione, yet others must be organised because
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of the benefits that are reaped by networking witters. Some are involved with networks that

operate in multiple states, while others were imgdlin gangs.

(v) West African Identity Theft Scheme

In May 2009, a very sophisticated and organizedtitietheft group consisting of
Nigerians was broken up by investigators from tiesvi¥ork Police Department (NYPD) and
the Kings County District Attorney’s Office in Brilyn. Approximately, $15 million was
charged to 6,000 victims’ accounts at several baifk®usands of credit cards were intercepted
by phony thieves just before those cards reachedldgitimate destinations. The thieves then
used Spoof Cards to disguise their voices in a@ectivate the cards. The thieves requested
and were granted cash advances. They bought agaatitems in Saudi Arabia, Dubai and
even Japan. Thirty-five Nigerians were arrestadi@rarged with enterprise corruption, but
interestingly enough, they were not charged witntdy theft. A realtor from Queens, New
York, mistakenly opened a postal package meardriother employee and found approximately
60 new credit cards. The realtor alerted poli€this led to the opening of a full-fledged
confidential investigation, which included wire sapThe cards were traced around the world by
utilizing up to 80 wire taps, which helped investigrs listen to $1 million phone calls. Because
of the magnitude of this investigation, consultamte® spoke various West African languages
and dialects were hired as temporary employeeslfpthanscribe the recorded conversations
relevant to the investigation.

In 2005, a global security investigator receivezithfrom a human resource
representative at a large investment company in Xaw City, outlining a chain of illegal

events at the company. This complaint was madieingj the company’s hotline. According to
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e-mails that were received, the Compliance Repdiin@d suspected illegal and adverse
company violations in the New York area. Mr. Ncampliance manager, identified the caller as
former-employee Mrs. X who was hired as a New ¥ales representative until January 2005.
According to Mr. N., he conducted a telephone in&v with Mrs. X on May 5, 2005 and stated
that Mrs. X was very open and willing to explainsmme detail how this (“the scam”) began and
would identify some current and ex-company empleyeko were also involved. She did not
know how long or who started the deceptive openatioit implicated current employee Mr. J, a
sales associate in Indianapolis, Indiana and Ma &les representative located in New Jersey.
Mr. J was terminated from the company on Octobe2003. Mrs. X reported that Mr. J
allegedly stole prescription pads from physiciaites, forging signatures and using other
bogus patient names to falsely obtain medication.

The prescriptions were accompanied by a 30-daypaence Rx trial pack coupon.
Sales representatives are given supplies for piomadtpurposes only. This illegal activity
lasted for approximately 18 months and was witreébsethe caller on several occasions. Mrs.
X also stated that Mr. J used the pads and recg@raxtriptions from a pharmacy on Second Ave,
on the Lower East Side in New York City and possither pharmacies. Mr. B allegedly used
stolen script-pads belonging to Dr. A.M., who isdted on Sutton Place, on the Upper East Side
of New York City and forged scripts stolen from Drto obtain the medication. All parties were

arrested and prosecuted under the New York Statdity theft statute.

(vi) New Jersey/Florida Identity Theft Scheme
In September, 2009 United States Attorney Robaddki, who represents the State of

New Jersey, presided at a court hearing for Rodg[zpolite, an admitted mastermind of an
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identity theft ring. Hyppolite was originally semiced in New Jersey for conspiring to steal
thousands of credit reports. In 2003, he andivésih girlfriend, Marie Louissaint, were both
employed at a financial services and reality comphat employed over 600 employees and
were licensed to do business in almost the entinéireental United States. Hyppolite persuaded
Louissaint to steal copies of customers’ crediorep Information on those reports was used to
hack into the company’s internal computer systetfifttolients’ confidential financial
information. He conspired with four of his recaweho sold the stolen credit reports and even
used information from some of those reports to Ipase over $2 million in computers, hand-
held devices, other electronic merchandise andhetot

In 2004, Hyppolite plead guilty to wire fraud anahepiracy. Due to his co-operation
with authorities, Hyppolite was allowed to surrenttefederal prison at a later date. Soon after
he was out of court, Hyppolite fled to Florida witie help of some of identity theft-cohorts; he
managed to evade the authorities and lived un@endime, “James Present.” The fraudster,
while residing in Florida, assumed a stolen idgritivm the batch of identities that he still
possessed. He lived as a fugitive under an assnared in order to avoid a 4 ¥2 year prison
term. Hyppolite’s trade resumed as soon as he dhtwvElorida; he organised an identity theft
ring that sold phony travel documents to unsuspgatictims who travelled primarily from Haiti

to the United States.

(vii) The Kraft Foods Scheme
In May 2007, Manhattan District Attorney Robert Morgenthau unsealed an indictment
against a gang of thieves who used several altasgsmmit their crimes. The indictment

showed that Latoya Gill, Anthony Hansen, Moniquarké, Rafael Rodriguez, and Kesha
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Robinson stole $200,000 by using the personal iigérg information of hundreds of employees
at Kraft Foods.

In the late 1990s, Monique Clarke, whose fathes armauxiliary police officer, was a
temporary consultant at Kraft Foods in the New Ylaility. During her sixth-month
employment period, she had access to personnetsecontaining the personal identifying
information of as many as 60,000 Kraft employeEise personal information of 600 employees
was recovered after a search warrant was exectiteiaise where three of the defendants lived.
Clarke obtained the personal identifying informataf the victims and provided their personal
details to other members of the identity theft rirgjll and Hansen used photographs of
Rodriguez, Robinson and others to create fake iftkatton bearing the defendants’ photographs
which matched the stolen personal information efittentity theft victims.

Rodriguez, Robinson and others used the frauddisruments and personal information
of identity theft victims to open American Expresedit card accounts at Costco stores in
Arizona, California, North Carolina and Virginidhe defendants went on shopping sprees,
purchasing merchandise, such as jewellery, elecsplaptop computers, cellular phones and
food for re-sale and personal consumption.

For example, in February 2006, different memberhefidentity theft gang met at four
different Costco stores in Virginia used fraudulel@ntification to open Costco memberships
and American Express accounts and purchased melisearosting $23,647.90, including three
large screen televisions, an iPod, computers, BteyStations, a prepaid cell phone, a camera
and Dom Pérignon champagne.

In March 2006, the fraudsters started opening fudard accounts at several Costco

stores in Arizona, purchasing merchandise valu&bhf528.70, which included a number of
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diamond rings, Breitling watches, iPods, computiosyers and liquor. The thieves continued
this pattern of activity until June 2006, frequagtiCostco stores in California, Virginia, North
Carolina and Arizona, each time using similar tgtopening fraudulent accounts and then
purchasing expensive jewellery and electronicsestigators discovered that from January to
June 2006 the thieves stole Costco merchandisedaluover $200,000 using American Express
credit cards. Their spending expedition camehalawhen one of the thieves was jailed in 2006
on an unrelated parole violation. The remaininggoaf thieves was extradited from Virginia to
New York, in order to face charges in court, inahgdMonique Clarke, who was almost nine
months pregnant at the time.
(c) Offender Profile

The profile developed of identity fraudsters bobiresponds to and diverges from the
profile developed in research. For example, Jobbg and Michael had all participated in other
forms of theft, and inadvertently entered identiitgft as a spin-off from these efforts. Michael
was unaware of the potential of stolen identity] athers moved on to identity theft because of
the perception that prosecution was weaker. Incase, Fatima fits the model of an accomplice
to an identity thief, that is, as a corrupt empyeho sold information, but she exploited her
own boss, stealing a credit card to finance atifes Thus, the claim that identity theft derives
from former life in theft is generally confirmedytowith exception, meaning that persons
without records may also become attracted by tke efthe crime.

Second, the findings indicated, from Jake and sthibat few identity thieves could
rationalize their crimes as victimless. Jake ¢jelamew that he was stealing from women,
Michael's previous work as a pickpocket clearly stoacted his victims as victims. In the case

of the hotel worker dumpster diving and Fatimalgtgeher wealthy boss’s credit card, however,
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the social class divergence may lead identity #sewo rationalise their crimes by arguing that
their victims as so rich it would not negativelypgact them. Smith (2009) found that many
identity thieves had skills in forgery, and othkitlsets for exploiting stolen identity. This was
not borne out by the interviews. No individualp@ssed skill in forgery, all simply took the
stolen information to illegal operations where it@rmation was converted by others into
forged credit cards, or, even less, simply sold ihéormation for a forged card, and gained
nothing from whatever else the forger did with iti@rmation. Only Harold seemed well
informed on a particular scam using cell phonespi-routing mail, filing for a change of
address card, and thus manufacturing new identitisold was also unique among the
interviews in maintaining control of the seconddkeef crime, selling the forged IDs to illegal
aliens and shoppers, though he did not report gaieed a cut of the products sold by bodegas
that then bought those stolen goods, in the tlewdllof crime.

Third, it is apparent that credit card fraud stlnains very important, with Jake stealing
wallets for credit cards, Harold getting into idgntheft through a credit card, but Harold
focused on cell phone bills (presumably becausg ¢heied more personal information), while
Jake reported that in robbing houses his crew witakld “whatever | could find with their
personal identifying information,” and Bob repodithat in addition to taking credit cards,
family photos, birth certificates, utility bills drfeven whole drawers of paperwork” were taken,
evincing a broader conceptualisation of persorfakmation that went beyond the format-
specific approach to findings found in current egsh. This awareness that all forms of
information were exploitable perhaps representsvathreshold in identity theft crime. Joe
seemed aware of this, but focused on a unique pieicdormation, almost as if it was his forte,

a person’s mother’s maiden name (a common seauggtion asked most people in most sites).
229



With regard to that key juncture where offline mewmline as a site for committing identity
theft crime, only Joe and Bob seemed aware of dissipilities of the online dimensions of their
crime (everyone else selling their stolen informatio others, who presumably then operated
online). Joe surfed for websites which purchalieddl personal information, and made his
money that way: that said he did not seem to putsaiénternet any further. Bob was aware of
the bigger picture when he brought the stolen mfdron to persons who processed it out to
make IDs and then use then to hack into websitégaim credit reports.

Fourth, supporting the research of (Berg, 200&e dad Michael gained access to
personal information by stealing wallets, while botel-employee thief gained stolen
information from 75 guests at the hotel by dumpdieing. While the theft of confidential
paperwork was lower down on the list of targetthemmodel formed thus far by research, it
would appear that this is changing and confidempizgderwork being increasingly viewed as
exploitable, with Joe, again, fixating on the mothenaiden name as a bit of information that
opened up welfare, food stamps, fake IDs and athieres from it. While corrupt employees are
also understudied by research, both Fatima and Devieotel employee, but in this case both
working for them, were gainfully employed, and wbatl. No respondent mentioned buying
illegal information from employees of companieso féspondents reported being involved in
phony mails, or in any form of scam telephoning.tdrms of motivation, Jake stole information
to make some money, as did Michael, and Joe, wild §reater ambition. Bobby stole to
contribute to a gang, which in turn converted tiodes identification into credit cards used by
other members to purchase luxury goods, which e sold overseas. As Michael came to
gain insight into the mechanics of what is dondwiblen information he gained a fake credit

card and used it, more or less, only to financeohis lifestyle, renting a single occupancy hotel
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room to keep his lifestyle going. No respondeatsorting writing false checks, using fake IDs
to gain employment and none sought to create difeefor themselves. Overall, then, the
individual offenders interviewed here present thelwes as low-end single operatives working
with a limited knowledge of identity theft and fistential, undertaking basic information theft,
then selling their stolen information for a quickinimal profit, to others, who then exploited it
for larger purposes. While only Michael seemedeadobcoming aware of the wider potential of
his crime, Bob and Joe, working in gang or orgathia@éme situations, while not individually
profiting from their transfer of stolen identity édhers, who then converted it into second and
third spin-offs of crime, had a higher awarenestheforganizational or systemic potential of
identity theft.

From this result, it is suggested that the curnendlel of identity theft is overly focused
on the theft aspect of the crime, and not on thel$eof fraud which develop from the original
theft. That is, a theft then involves a sale, \uttlzen involves a forgery, which then involves
illegal purchasing and exploitation of the forgadtrument, which then involves sale of the
products illegally purchased, a spiral of crime tyapears limitless and understudied by the
current identity theft models. Most of the respemd in the interviews in this study were
engaged in identity theft, they only gained limitaedight into the dimensions of identity fraud
(not to mention the international dimensions ofrtibeiginal small crime). Finally, the notion
that identity thieves view their crimes as victisgecannot be supported: they know that they are
victimising people. They may only rationaliseststealing from the rich to give to the poor
(themselves). Finally, one hundred per cent oféispondents in this study reported that they
had replaced their material goods theft life wdhrnitity theft.

(i) Routine Activities Theory
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With regard to routine activities theory, the rapdoy respondents more or less confirm
the model. That said there were a few elementsuiine activities not borne out. Routine
activities theory argues that offender motivatispartly fueled by the least amount of effort in
committing a crime. In the case of Jake, who wald@ép with two women a night, the hotel
employee, who dumpster dove after hours, Michalkg undertook a rigorous daily routine of
subway pick pocketing, and Bob, who engaged incuktus and relentless casing of suburban
homes, all engaged in enormous effort to get tfegnmation they needed, meaning that they
were motivated by its current value more than aingtelse.

Routine activities theory does state that the g@&ysieight or portability of the target is a
determining factor, and it is certainly true thadshrespondents appreciated theft only involving
wallets, cards, and, even more portable, paperw®hle current research on identity theft, in
accordance with most laws, seems to have fixatddromats of information, especially credit
cards or debit cards. But Bob and Jake espedaflyned aware that personal information of all
sort was exploitable: thus, there seems to bewiggoawareness that it is not about the format
but about the information in the abstract. In tieigard, the most eye-opening paradigm-
changing observation was made by Bobby, burglaubtirban homes, who indirectly indicated
that whereas formerly he might have paused ta liélevision, electronics, jewelry, or other
goods, to be later fenced, the focus of his gadgytavas to go right past these to personal
information, of any kind, to the extent that theguld take on the added tasks of lifting whole
drawers of paperwork. Thus, a conventional crismeansformed by the focus on identity
information into a new crime. The further de-matigsation, as it might be called, of identity
theft, was evinced by Joe’s fixation of the motkenaiden name, and all of the false paperwork

that it can generate. Where this awareness enisthat all one needs is names, numbers, secret
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coded data, and not the physical elements: onéstaal” from a debit card that still resides
safely in a consumer’s wallet, no crime appareati;mmitted, by allowing an associate to pay
for an overseas hotel room with the stolen number.

Also with regard to routine activities, it appeathdt most respondents exploited people
going about their daily lives, on subways, goingvtrk, staying in hotels, and going out at night.
In the case of Jake, who went home with women,Bott] who posed as a delivery boy or
gardening, criminal intent was disguised underingubusiness that would disqualify the
oversight of either neighbours or police. It woafgpear that in all aspects of daily life, most
people, by continuing to carry multiple piecesBfih wallets, by not securing personal
information in their homes, by tossing out creditds slips in hotel dumpsters, by carrying PINs
and Social Security Cards in wallets, continuedgénerally unaware of the full dimension of
identity theft. Finally, the overwhelming aspettautine activities theory validated by my
interview-based research was lack of preventivedjaaship. One hundred per cent of
respondents reported that they got into identigftthbecause there is little chance of being caught,
or, if caught, much less punishment. This impuniis expressed on many levels, observing
little detection on site (though Michael was apemded on a subway), little chance that, if
reported, police could conduct an investigatioa tmely manner (though the hotel employee
was eventually apprehended by a hotel guest whartezpthe theft), the grey areas of police
jurisdiction in the overseas dimensions of the etithe laxity of the judicial system, and the fact,
as Joe mentioned, that even in prison, a papediasae like identity theft can continue to be
conducted. As a result, it has to be concludetahgaresent, according to routine activities

theory, a perfect storm of high offender motivatibigh suitability of target and low level of

233



guardianship has made identity theft the crimehoice, and likely to be the crime that more
criminals move into.
(i) Beyond the Individual

Finally, another dimension entered into the pictwiefly, in my individual interviews,
which then led me to a broader study of the fubipscof identity theft, that is, the involvement of
organized crime. In the case of Joe and Bob, thealvement in gangs or organized crime,
meant that they had much more sophisticated viemauitity theft as it morphed and expanded
into identity fraud. Identity theft could be dedih as efforts undertaken to steal the personal data
while identity fraud can be defined as all effartalertaken by associates and others to exploit
the stolen information, involving forgery, obtaigifalse documents, filing for fraudulent funds,
welfare checks, food stamps, illegally purchasiregehandise, selling that stolen merchandise to
other merchants, or overseas: fraud is the dimansiwre “identity theft” as a crime appears to
be in danger of exploding to “intermestic” dimemsdar beyond the capacity of location-based
law enforcement agencies to manage or combat. rAsudt of this conclusion, some additional
research was conducted into the scope of orgamizee: run identity fraud rings, and the
findings confirmed that identity theft continuedevelop through several cycles of crime, and
even become involved in other kinds of gang critodgecome a significant stream of organized
crime criminal behavior. In relation to this thesearch has identified corrupt employees as often
being found to be a source for thieves to obtaifestinformation. While little evidence was
found of this in the testimonies of individual idiynthieves, placing an employee in a company
or organization emerges as the primary means bghadriganised crime rings of identity fraud
originate. This makes the numbers of persons exptzsidentity theft increase exponentially:

while the hotel employee might have been proudrosklf to have amassed 75 identities in his
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possession after weeks or months of arduous dungtisteg, employees routinely have access
to the personal information of hundreds of emplsy@e one case, 600), vastly expanding the
dimension of fraud (and, of course, still much ¢geaumbers have been publicized in cases of
laptop theft and hacking of bank accounts in tlesgy. This high volume of conversion also
necessitates high volume of gang members to thgloiekthe information: while Bobby might
have been impressed that his small gang was albiainca few woman to go to NYC department
stores to illegally purchase luxury goods, focuskeahtity theft gangs can range over many
different sites simultaneously, conducting a muigfhér volume of illegal purchase.

Also, organised crime identity fraud rings are moabre aware of the potential of pure
document-based information, as opposed to its foom&redit or debit cards, and enact their
crime much more quickly and more often in onlin@pposed to offline environments. That is,
organisation moves the crime from identity theftdentity fraud at a highly accelerated rate. In
a way, then, this study found, starting with indival identity thief testimony, that just as they
were surprised at, but still primarily in the datkout, the organisational dimension and potential
of identity theft, so the current paradigm of lamf@cement, as well as the legislation and
research literature, focused on identity thefinimore or less the same situation, only beginning
to become aware of the widespread dimensions afitgdraud. At present, precinct police no
longer even know how to fill out a police report fdentity theft, as, while the crime may have
been detected by a bank customer at a bank inghesmct becoming aware of suspicious
activity in his account, the actual crime, makirsg wf a number not a physical debit card,
occurred overseas, which means that “there is mgtive can do.” The conclusions of this study
of offender motivation therefore finds that notyid it high, but that as offenders become more

aware of the systemic potential of the crime, alehiity theft morphs fully into identity fraud,
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not foreseeing systemic law enforcement resporiader motivation will continue to remain
high for the foreseeable future.

Statistically, the findings of the chapter on offen motivation, with regard to stolen ID,
is that 28 (23.3%) used stolen ID to obtain cre2ftt(18.3%) made use of the stolen ID to hide
their true identity, 19 (15.8%) used stolen ID bdaon government documents, 16 (13.3%) used
stolen ID to open bank accounts, 13 (10.8%) usadrsiD to purchase large ticketed items in
stores, 12 (10%) sold stolen ID documents to una@eued aliens and 10 (8.3%) sold stolen ID
documents to gang members. At present, this ntaiivéist continues to demonstrate that the
majority of ID thieves continue to make use of stolD for personal reasons, and only to a
lesser extent convert stolen ID into other docusémit lead to greater and other crimes.
Moreover, the organized nature of ID theft, charaeed by simply selling stolen ID to other
criminals or undocumented aliens, while a growirgiwation, has not yet superseded personal
use of stolen ID by fraudsters.

Some comments on offender motivation

Overall, the interviews with offenders raised adater issue, linked to routine activities
theory and the situational crime prevention panadigs to offender motivation. In this, routine
activities theory is situated in an ongoing delmater the nature of offender motivation. The
paradigm is grounded in the basic notion that afées who are willing to commit crimes think
with a limited rationality and are affected by therceived benefits and costs of their actions.
Formerly it was believed that offenders were mdédaby greed and a lack of self control even
though they are not necessarily concerned wittpkisks and the type of consequences that
they may encounter. But bounded rational choieerilts recognise that humans are limited in

the amount and kind of information they are ablprtacess, the amount of information they are
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able to store, and how the information gets prastssid interpreted—but nonetheless calculate
costs and benefits with what information they hawvband. This, then, is the notion of bounded
or minimal rationality (Simon, 1957). This theasy in turn, the basis of the situational crime
prevention paradigm and routine activities theory.

Therefore, the identity thief decision to offendirgleed, influenced by situational
considerations as to how accessible a crime tanjdte and how quickly his escape can be
made. In addition, the existence of security maidms or the likelihood that a victim could be
armed or resist also plays a role in offending. pieditability of the corporation and size of their
account also plays an important factor in mostdtdent crimes. By accounting for the
efficiency of the goods, the offenders are cogrirdugaining the support and loyalty of their
customers and of those who are willing to fenceltiog goods. The offender’s rational choice
approach considers the alternatives availableydnetf, moving the goods in a cost-benefit
manner so as to benefit from the profits. This mdttends to evaluate the effectiveness of the
scheme by way of their profit margins. As the naéilochoice theory becomes more dominant,
supported by a process of normalization createtthé®gpread of identity theft into organised
crime, a complete self-sufficient base has beeabéshed to support the culture.

Therefore, we must accept the implications of idgtiheft in both theory and policy.

The individuals seek their objectives because iseerest and the expected benefits that their
illicit behaviour will produce as compared to timaitations of lawful employment. There is a
risk factor that the criminal will weigh to detemei if his activity is worth more than the
punishment if caught. Most offenders would calgfablculate the advantages versus
disadvantages of committing a crime. My reseahdws that this behaviour encompasses all

ethnicities, educational levels, ages and gender.only individuals who really seem to be
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affected by current risk factors are those offeaawth criminal records who realise the
ramifications when caught by law enforcement.

Identity theft fraudsters are aware of stricterddar offenders for incarceration for other
crimes. The cost of offending includes, but arerestricted to, the possibility of severity of
formal legal sanctions. Other costs also inclimedertainty and severity of informal sanctions
and moral costs such as loss of respect and sdmpeesent, this is not the case in identity theft.
Katz (1988) believes that some offenders view cnivith excitement, as an activity to engage in
a fun way. Today’s society emphasizes high livpaytying and “keeping up with the Joneses,”
possibly reinforcing these views. As one of myafler interviewees stated, “I can’t see myself
working at McDonald’s for minimum wage when | caaka easy money ripping off someone’s
identity.” The current laws aimed at identity thiedve little or no effect deterring thieves.
Additionally, the sentences imposed on offender§tte to prevent them from thinking about
re-offending in the future and even to recognigesvere burden that victims face throughout
their daily lives. Even though identity theft ca@ perpetrated on a trans-national level, there are
at present no set mechanisms in place to prevehtamativity. The judicial system and the
private sector do not share the same views aniéssdikely to educate each other and partake in
necessary security controls which may lead to amggressive prevention technique against
identity theft in the future. If, however, corpticms and the judicial system recognised the
seriousness of identity theft and would be willtogoublicly acknowledge this serious threat,
increasing the prosecution of this crime, offendeitsbe forced to alter or change their attitude
about the crime. In doing so, combined with ae@ff’e public and educational crime
prevention campaign, the reduction of identity time&y be the result (Johnson and Bowers,

2003). The position adopted in this researchasvittue rational choice approach to the
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problems of identity theft violence; thereforegives a methodological conceptual framework
on the basis of which some understanding of threeciian be developed and offers avenues
along which initiatives to effect change can be eicglly explored.

Overall, the interviews with offenders raised adater issue, linked to routine activities
theory and the situational crime prevention parnaxligs to offender motivation. In this, routine
activities theory is situated in an ongoing delmater the nature of offender motivation. The
paradigm is grounded in the basic notion that afées who are willing to commit crimes think
with a limited rationally and are affected by thergeived benefits and costs of their actions.
Formerly it was believed that offenders were mdédaby greed and a lack of self control even
though they are not necessarily concerned witmtakisks and the type of consequences that
they may encounter. But bounded rational choieerilts recognise that humans are limited in
the amount and kind of information they are ablpriucess, the amount of information they are
able to store, and how the information gets prastssid interpreted—but nonetheless calculate
costs and benefits with what information they hawvkand. This, then, is the notion of bounded
or minimal rationality (Simon, 1957). This theasy in turn, the basis of the situational crime
prevention paradigm and routine activities theory.

Therefore, the identity thief decision to offendirgleed, influenced by situational
considerations as to how accessible a crime tanidte and how quickly his escape can be
made. In addition, the existence of security maidms or the likelihood that a victim could be
armed or resist also plays a role in offending. pieditability of the corporation and size of their
account also plays an important factor in mostdtdent crimes. By accounting for the
efficiency of the goods, the offenders are cogrtipdigaining the support and loyalty of their

customers and of those who are willing to fenceiltivét goods. The offender’s rational choice
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approach considers the alternatives availableydnet, moving the goods in a cost-benefit
manner so as to benefit from the profits. This méttends to evaluate the effectiveness of the
scheme by way of their profit margins. As the naéilbchoice theory becomes more dominant,
supported by a process of normalization createtth®@gpread of identity theft into organised
crime, a complete self-sufficient base has beeabéshed to support the culture.

Therefore, we must accept the implications of idgtiheft in both theory and policy.

The individuals seek their objectives because iseerest and the expected benefits that their
illicit behaviour will produce as compared to timaitations of lawful employment. There is a
risk factor that the criminal will weigh to detemmei if his activity is worth more than the
punishment if caught. Most offenders would calgfablculate the advantages versus
disadvantages of committing a crime. My reseahdws that this behaviour encompasses all
ethnicities, educational levels, ages and gendwer.onhly individuals who really seem to be
affected by current risk factors are those offeaawath criminal records who realise the
ramifications when caught by law enforcement.

Identity theft fraudsters are aware of stricterddar offenders for incarceration for other
crimes. The cost of offending includes, but arerastricted to, the possibility of severity of
formal legal sanctions. Other costs also inclimedertainty and severity of informal sanctions
and moral costs such as loss of respect and sdmpeesent, this is not the case in identity theft.
Katz (1988) believes that some offenders view cnivith excitement, as an activity to engage in
a fun way. Today’s society emphasizes high livipaytying and “keeping up with the Joneses,”
possibly reinforcing these views. As one of myafler interviewees stated, “I can’t see myself
working at McDonald’s for minimum wage when | caaka easy money this way.” each other

and partake in necessary security controls whic leed to a more aggressive prevention
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technigue against identity theft in the future, hibwever, corporations and the judicial system
recognised the seriousness of identity theft andldvbe willing to publicly acknowledge this
serious threat, increasing the prosecution ofdtiree, offenders will be forced to alter or change
their attitude about the crime. In doing so, camekli with an effective public and educational
crime prevention campaign, the reduction of idgrtieft may be the result (Johnson and

Bowers, 2003).
(d) Conclusion

This chapter summarised the findings of intervievith offenders of identity theft
conducted as part of this study. The results were compared with a rubric of current
understanding as it exists in the research review€&hapter 2. The fact that offender response
opened up the dimension of organised crime invobkmnm identity theft also led to additional
research focused on that aspect of the crime, @meé $ess-detailed interviews with those
involved. Overall, the results found that offendesponse to identity theft, in terms of their
motivation for doing it, their sense of the suitépiof the target, and their sense of the absence
of guardianship, conforms fairly well to routinetiaties theory. That is, from the point of view
of offender response, routine activities theory lda@appear to have a high degree of explanatory
power in explaining offender involvement, and adsggests ways to curtail their current level of
freedom. With regard to the research, offendespaorse often corresponded to general
findings,especially with regard as to the continiradortance of credit cards, and mechanisms
of crime including theft and dumpster diving, butlee same time offender response strongly
suggested that identity theft has taken on a camiagr viral quality that is spreading to many

different opportunity occasions including an ingieg number of employees of any number of
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industries or workplaces who are being lead inemidy theft by the opportunities presented
them by lax security.

The offender response also indicated that by aige ldhe identity thieves currently
apprehended by NYPD and others, though this isgihgnare the small-time original offenders
who then more often than not pass on their stdantd others who, as part of more organised
operations, make most of the money from the crifhat is, just as offender response indicated a
growing awareness of the size and scope of theegcsmtoo their responses contradicted the
current research by indicating a growing trend tawavolvement of organised crime in identity
theft, and a persistent movement from offline tbrancommission of identity theft crime, for
the purposes of increasing the offender motivabypiaining a ‘bigger bang for the buck’ in the
crime. Finally, offender response also strongkygasted, simply, again, by a dawning
awareness in offenders as they grapple to underst@implications of all that they have done,
that the particular means by which informationasried, such as credit cards, or debit cards, is
becoming less important to focus upon as persaatalid general, and, in particular, elements of
personal data asked for by security systems onihieijding, for example, Joe’s fixation on the
‘silver bullet’ quality of having a victim’s moth&srmaiden name in his possession, which
opened up so many other possibilities for frauderating to the obtaining of false documents,
selling them to illegal immigrants, and other us@serall, while on the low end of the
continuum focused on original identity theft crimiéender response and the research generally
compare, as one moves to the high end of the aantinand from offline to online, divergence

between current research and developing practigeeeger and, likely, ever widening.
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CHAPTER 6: Impact of the Criminal Justice System

(a) Introduction

This chapter will present the findings relatingégearch question five, namely what
have been the strategies of the executive anddéiges branches of government, including law
enforcement, to address identity theft and whallehges do they continue to face in their effort
to detect, investigate and combat identity théftie findings presented are based on research
literature and on the interviews with law enforcetngtakeholders. The results expand upon the
definition of identity theft and the appraisal bétrole of the internet in its commission, and
consider the gap between theory and practice mtiiyeheft activity. The method of this
chapter is the same as in chapters four and fiith,s@me differences to account for
confidentiality issues. The chapter will presdra tesults of interviews with stakeholders and
compare them to the existing research findingselkas to routine activities theory, based on
instruments utilized to guide the interview. Ardad dimension of this chapter is that, having
gained a sense of offender and victim perceptidawfenforcement effectiveness, these
findings can also be compared to the self-percepifdaw enforcement. Therefore, the purpose
of this chapter is to determine if the perceptiohstakeholders in law enforcement, criminal
justice, and affected businesses correspond wétsethiiews of ineffectuality, if law enforcement
perceptions exceed or lag behind research, orrtakae activities theory into consideration,
and if offenders and victims are correct in viewiag enforcement response as ineffective.

In order to achieve these ends, first, a briefeevof the United States government

response to identity theft as embodied by legmhatill be made. Second, a general impression
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of interviews of investigators, law enforcementgmemel and officials, and other stakeholders
involved in identity theft will be drawn, taking efounding factors into consideration. This
chapter chooses a general summary approach tomestews, rather than detailing interviews
as in previous chapters, due to the higher comssrapon confidentiality, as indicated by the
high profile of confounding factors in this parttbke research, when dealing with personnel
whose identity could be discerned by referencad and department, regardless of the use of
anonymity. Third, variables in levels of awarenasshey contribute to current investigation of
identity theft will be addressed, with particulaciéis on the greater willingness of higher-level
law enforcement officials and criminal justice sthklders to address identity theft when it
escalates to the organized crime dimension. Indekite some awareness of the organized
crime dimension of identity was gleaned from offencesponse, the bulk of data obtained about
this expanding scope of identity theft was extrddtem the study of cases and responses of
investigators involved in these cases. Therefaren though research inside the investigatory
side of identity theft was often confounded, italesulted in the keenest insight into the inner

workings of organised-crime-level identity theft.

(i) Governmental Response to Identity Theft

With regard to research question five, what haenlibe strategies of the executive and
the legislative branches of government (the critjungtice system), including law enforcement,
to address identity theft and what challenges dg thce in their effort to detect, investigate and
combat identity theft, both of review of literatuesearch and a follow-up review of primary
documentation were undertaken, and compared, &éordete the state of the art in legislative and

company response to identity theft.
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(i) Legislature and Private Company Response

Areview of the literature generally found thatpesse to identity theft by law
enforcement has been limited by existing paradignigrited from legislative response, which
have therefore also limited the effectiveness ofilzating identity theft online. At present, as
mandated by legislation (see below), most compasatsenforce red flag rules for the detection
of account irregularities that may indicate thantity theft is being undertaken (Bose & Leung,
2009). Red flag rules were imposed upon compdy¢ke Federal Trade Commission in 2007.
In addition to Red Flag rules, breach notificatiates have been required for the ‘other’ side of
identity theft, that is, when an identity theftidkent is detected and companies therefore must
inform consumers (Burdon, 2011). The rationalexEbreach notification rules is that
informing a consumer quickly of an attempt at fravitl allow them to react in a way to prevent
further damage. The rules had to be imposed beme companies were reluctant to
advertise the fact that their systems had beendaaakin other ways compromised. Companies
also undertake training and employee awarenesgibgiéfforts to improve the detection of red
flags signalling identity theft and the submissadrbreach notification to consumers. In addition,
the research found that by and large these protectiave only been introduced over the past
five years, meaning that many companies contingxédve in the full development of red flag
rules. By and large, the research has found tthtded flag rules and breach notification laws
have resulted in modest success in at least regltitomoverall damage resulting from identity
theft (Burdon, 2011). That said, a good numbeeséarchers have criticized both the red flag
and breach notification approach that is primamégctive in nature, happening after the fact, and

therefore not directly addressing the problem efhlilgh incidence of identity theft attempts (Lee,
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2009). The fact that both kinds of laws have bessily circumvented by phishers and hackers,
so that a breach can be made without a red flaggletected, and therefore no breach
notification is made until it is too late, is a ead reason why researchers believe that this
approach is limited in its effectiveness (Garrialet2010). Glithero (2009) also pointed out that
the ldentity Theft Penalty Enhancement Act of 2684 been interpreted in so many different

ways that it has lost its effectiveness.

The research also indicated that in addition tofleglrules, companies have addressed
identity theft with technical solutions. These i adding encryption, content-monitoring and
content-filtering methods, and introducing a numtfesoftware-based and technical advances
that will counteract phishing and other online ftanethods (Computer, 2009). Here, too,
however, impressive though the technical defenegsldped by information technology
departments may be, it is the consensus of reséaactthis approach only enmeshes companies
in an identity theft arms race that they cannot,\asphishers and hackers are able to counter
any technical defences in fairly short order, mgkime work involved in devising the technical
device worthless quite quickly. It should be naotieat while the research tends to discount the
effectiveness of both red flag rules and breackication laws, in the testimony of victims of
identity theft covered in this study both red flades and breach notification laws emerged as
the only moving parts in the identity theft crimgHting effort that appear at present to work
well, if not to prevent the crime from happenirfggn at least to minimize the negative outcomes
for the consumer. In several cases studied (ssg@h4), lacking red flag rules and breach

notification laws, the size of the crime committeghinst victims would have been much larger,
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and, in all cases, the quickness with which theneris detected is of critical importance in

minimizing the damage of the crime done to a bamdoant and to the victim’s emotional state.

Because of the relative ineffectiveness of bothrélueflag rule-breach notification
reactive paradigm and the technical defence ‘aaos’ paradigm, research into identity theft has
moved to favour a more preventive approach. Ti#ldgennedy (2009), among others, argued
that a holistic criminological model such as theational crime paradigm and the routine
activities theory, insofar as this approach addregseventive measures that can be taken before
the crime of identity theft occurs, might well aff@ more effective way to combat identity theft.
Therefore, research has recommended the applicatti@utine activities theory to the
prevention of a number of different kinds of crifMiethe & Sousa, 2010), leading this study to

seek to apply this paradigm to identity theft.

(i) In-depth Primary Documentation Study of Legislative and Company Response

In addition to reviewing the research literaturegowernmental legislative response to
identity theft, this study also reviewed the lalWsrhselves, to determine both how legal response
to identity theft has evolved and the current st@uo. The purpose of this separate examination
of documents was to compare a specialist reseagcmgraisal of the law, in the form of
primary documentation, to the research literatuapjsraisal of the adequacy of the law. This
review focused on seminal laws only, on the Federall, and in the State of New York. At
present, it will be assumed that how laws are eckahd passed in the legislature in both the
United States and the State of New York is knowrtam be researched elsewhere. It is
important to know that several of the agencies ratatlto manage identity theft are part of the

executive branch, including the Board of Goverrairthe Federal Reserve System, The Federal
247



Deposit Insurance Corporation, the Federal Tradar@igsion, the National Credit Union
Administration, and the Office of the Comptrolldrtbe Currency and the Office of Thrift
Supervision. The most significant landmark ledistaidentified in the research review was the
1970 Fair Credit Reporting Act, amended in 1996 ithentity theft was not identified as a crime
until the passage of the False Identification Cr@oatrol Act of 1982 which prohibited fraud in
connection with identification of documents and limgiof private identification documents
without a disclaimer. The Act also prohibited greduction and processing of devices which
made or forged documents, but the law proved toéféective because it was overly focused on
physical documents and not on electronic formslentification.

A speech by James Bauer of the United States ®dpeilore Congress in 1998,
emphasizing the fact that identity theft was spirglout of control, lead to the passage of the
Identity Theft and Assumption Deterrence Act of 89&hich penalized offenders who
committed or attempted to commit identity theftheTlaw greatly expanded the various
circumstances that would be now be considerediigeheft, including any participation in the
transference of stolen identity, including prodgcfalse identification documentation,
transferring documentation known to be stolen, pssing stolen documents with intent to use
unlawfully, possessing more than five documents witent to transfer unlawfully, possession of
even a single stolen document, or document thagapg to be (that is, possibly forged), issued
by the United States and possession of any dodumaking implement either to create false
documents or with intent to produce false documentsven attempting to do any of the above.
It was also a landmark in that it focused on coremsmas victims for the first time, providing for
the Federal Trade Commission to educate consumdrs@en a bureau to receive consumer

complaints of identity theft. By greatly expandigd specifying, the extent to which a person
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could be prosecuted for even indirect involvemardn identity theft ring, this law was the first
to give a more comprehensive form to anti-iderttigft legislation.

By 2003, however, another round of offender antimi¢estimony before Congress
focused on the fact that the new availability efdit had provided a new occasion for identity
theft, which must be addressed. This resulteerpassage of the Fair and Accurate Credit
Transactions Act of 2003 (the FACT Act), which ooly reauthorized the Fair Credit Reporting
Act of 1970, but was the first act to create Reafkegulation in addressing identity theft. Red
Flag regulations were imposed on companies toynthté Consumer Reporting Agency if any
red flags indicative of fraud, primarily involvirguspicious looking documentation, suspicious
persons providing the identifying information, unakor suspicious account activity, and any
notices received from consumers or other partiesived that they were suspicious of activity,
were detected in the operation of their busin€&ssequent to this act, the Identity Theft
Penalty Enhancement Act (109-275) increased timeircal penalties for violation of identity
theft laws, the Identity Theft Enforcement and Reson Act of 2008 (Title 1l of P.L. 100-326)
which mandated victim compensation for identityfthy banks and other institutions, the Social
Security Number Confidentiality Act (P.L. 106.438hich prevents the visibility of social
security numbers on or through unopened mailingstb@ Internet False Prevention Act of 2000
(P.L. 106-578) which dealt with persons makingdatientifications. All of these acts are partial,
and directed at specific problems as they ariseaam@bserved. Inactivity on 46 other pieces of
legislation indicates that as more problems areosiisred, new proposals for legislative
amendment are made, but Congress is reluctant.to ac

As for the state law, the case study chosen inrésisarch was New York State. Prior to

2002, prosecution of identity theft was done oradtoc basis by utilizing exiting laws such as
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Offences Involving Computers (156), Forgery andtesd offenses (170), Criminal Facilitation
(115), Larceny (155) and Offences Involving Falsetédh Statements (175). With 7,076
complaints regarding identity theft as part of éarg and fraud, making New York only second
behind California in instances of identity theftbbying was undertaken to have the New York
State Legislature enact a law identifying identitgft statute in 2002. Under the New York State
Penal Law, a person is guilty of identity theftlire third degree when he or she knowingly and
with intent to defraud assumes the identity of kapperson by presenting himself or herself as
that other person, or by acting as that other peosdy using personal identifying information
of that other person, thereby obtaining goods, mameroperty or uses credit in the name of a
person to cause financial loss, or commits a @asssdemeanour or higher level crime. If the
amounts involved exceed $500 this becomes a satamgrde offence, while first degree felony
offenses develop when the amount exceeds $2008 lavhalso considered unlawful possession
of false personal identification information in &e range of circumstances or types including a
person’s financial services, account number or ceaeéings account number or code, checking
account number or code, brokerage account numbmrdar, credit card account number or code,
automated teller machine number or code, autontatied machine number or code, personal
identification number, mother’s maiden name, corapaystem password, electronic signature
or unigue biometric data that is fingerprint, voprant, retinal image or iris image of another
person. Again, third, second and first degreenafés were considered, as was prior arrest record
for identity theft, and age, with special provisdior minors using false identification to
purchase alcohol, for example.

What is impressive about this law, again, is thegpsoof the types of identification

included, such as personal identifying informatgonails a person’s name, address, telephone
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number, date of birth, driver’s license number,jalogecurity number, place of employment,
mother’s maiden name, financial services accountbar or code, savings account number or
code, checking account number or code, brokeragmuat number or code, credit card account
number or code, debit card number or code, autahtatler machine number or code, taxpayer
identification number, computer system passwoghatiure or copy of a signature, electronic
signature, unique biometric data that is a fingatpwoice print, retinal image or iris image of
another person, telephone calling card number, lmadentification number or code, electronic
serial number or person identification number, myther name, number, code or information
that may be used alone or in conjunction with otheh information to assume the identity of
another person. The inclusion of an electronioatgre looks to be a breakthrough in identity
theft prosecution, as it addressed a primary mbgnghich identification is communicated on
the Internet. Again, New York State, following feeal law, also found that affected persons
were often exposed to more jeopardy and hinder#akin efforts to find out about breaches of
identity and take action because they receivedatification. Therefore, in line with Red Flag
acts, but addressed to consumer victims, the Téogp@usiness and Commerce-Information
Security Breach and Notification Act created ancadte for identity theft victims, mandated
banks or companies to notify consumers of a bremwthmade more provision for compensation.
If New York residents have to be notified at omadj the person or business is required to notify
the state Attorney General, the Consumer Prote&aard and the State Office of Cyber
Security and Critical Infrastructure co-ordinat@sto the timing, content and distribution of the
notices and approximate number of affected pers@itbker laws were more specific. In 2003
the state legislature amended section 520-a db#reeral Business law by adding article 30-b to

prohibit printing of more than the last five numberf a credit card or debit card on a receipt, and
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that all machines placed into service on or af@uary 1, 2004 must conform to this new
section. All machines at least prior to JanuargQaD4 had until January 1, 2007 to conform.
Also, relevant in this law is subdivision 5 of 9ent520-a, which was amended as well to
include penalties for violations with a cap of $l)(Per day, aggregate penalties added.
Businesses that are in violation of these provsan given two weeks’ notice to correct the
violations. If not, the penalty is $500 and thelator will be granted another week to correct the
violation. If the violation is not corrected withthat one week period, a penalty of $1000 per
week is imposed until the violation is correctedthva maximum not to exceed $4500 for
violations occurring on the same premises.
(iv) Private Sector response

In addition to conducting an in-depth or focuseskegch into legislative response to
identity theft, this study also addressed speeffiorts by industry, directly, to address identity
theft issues. This research was conducted bydste® at industry conferences and perusal of
primary documentation resulting from such confeesncFrom this research, it is apparent that
the financial services industry is leading the wagddressing identity theft, undoubtedly since
identity theft is targeted at their business. Ano table event sponsored by BITS/Financial
Services in 2009 reviewed all legislation passecbtobat identity theft at the state and federal
law and concluded that significant actions weréstieded to address identity theft. The
financial services industry in particular identdfia number of industry-specific challenges
remaining in their efforts to combat identity theficluding lack of field examiner support of
new regulations, lack of high-quality field examisiedifferences over law interpretation
between authors of regulations and examiners,daskared insights between institutions, lack

of clear, concise and timely communication of negulations to institutions, lack of inter
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agency coordination in enforcing regulations, fielof agencies to maintain adequate
knowledge base of developments in identity thedt maeed for more collaboration between
regulators and agencies.

These and other points clearly indicate still arotheakness of current regulation: many
different points at which the deployment of regigiatthrough field examiners breaks down
because of lack of coordination and collaborati@verall, some of the regulatory measures
adopted by the financial services sector advanoe tggislative response include obtaining
insight from industry-specific institutions and dems to devise policy, arguing that the
regulation be risk-focused and not technology-dmear overly prescriptive. This should result
in providing better training on issues such as entibation for investigators and empowering
field examiners to help and train companies devbktfer understanding of and make better use
of Red Flag rules (on the assumption that Red Flks are not being adhered to adequately).
The financial services industry has also issuedvis industry-specific regulations such as the
Chip and Pin System, implemented in 2006, whiclvigies for greater protection of personal
identification numbers and prohibits the use ofest@ards without PINS. This proactive effort
by the banking industry has been found to be sstadsecause the chip has not been fully
cloned by criminals. The result of a reductionasis and stolen card fraud also indicates
moderate success. However, one significant stadgladed that chip and pin is actually broken.
The University of Cambridge paper authored by StekéMiurdoch, et al. (2010), uncovered a
relatively simple way that a fraudster performsanrm the middle attack to trick the terminal
into believing the PIN verifies correctly, whildlieg the card that no PIN was entered at all. It
appears that the failure is significant for theusitly and does have significant public policy

implications. With typical credit card fraud theerohant and/or the individual for purchase is
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not held liable for the fraud; liability lies withithe banking institution. The financial/banking
institution motivates the industry to incorpordte thip and pin concept because could eliminate
its liability, saving them millions of dollars thegsult from credit card fraud. The United States
financial institutions have been very reluctanswatch to this new EMV smart card. Some
companies have begun to issue EMV cards. How#wereason for the technology by these
financial institutions has less to do with risk andre to do with global acceptance of the EMV
cards. The larger institutions still opt for sigm& card holder verifications while credit unions
seem to be opting for PIN card holder verification.

APACS, the UK payments association (2006) annadititat Chip and PIN has reduced
fraud significantly in the UK since the issuancecafds began in February, 2006. This has
created interest in the United States even thougppiears that the system is flawed to a degree.
The question will be whether the United Statesawimg in the Chip and PIN direction because
of the protection against fraud or the realisatltat companies/entities can shift the liability of
losses as a result of fraud. A highly placed eteeun security at American Express expressed
the belief, however, that if chip and pin was usethe United States “it would be cloned in no
time”. Part of the reason for this is he seegaiicant amount of dishonest employees in this
country, which may not be as prevalent in the EeappUnion. He stated, “AMEX spent a large
amount of money testing Chip and PIN cards ag&iast-held scanners which they purchased
for fewer than two hundred US dollars. Not onlyrevthe cards scanned and cloned without
touching the individual's pockets and bags whickeltbeir plastic cards, items such as: school
identifications and passports were easily scann&dith an experiment shows the unexpected

risk that is undertaken by a fraudster and theenalbility and consequences which lies ahead for
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the victim. Visa has developed a plan, which shafasstransaction using a counterfeit card is
carried out at a merchant with a chip enabled teaimliability will lie with a merchant acquirer.
(v) Conclusions Regarding Government Response

This separate in-depth examination of specific pritdocument legislation, as well as
internal company or industry attempts to combaniithe theft, found that legislative response to
identity theft has been primarily piecemeal, reagtand technology-specific and too often a
series of targeted acts focused on specific aspéaientity theft amended to laws. It was also
found that legislation has progressed into the Rad paradigm. Both Federal and State
legislation involving identity theft then, at presecontinue to seem inadequate. That is,
examination of primary documentation did not yiald/ different conclusions that the appraisal
of legislation currently espoused by the reseaothrounity. The fact that no “czar” has been
appointed to oversee all identity theft effort$-atleral or State levels remains a serious problem.
This was confirmed by reports from the financialvgses industry on the host of problems
plaguing regulator and field examiner interaction &uy-in to regulations, resulting in the
“dropping of the ball” in the chain from passageejulation to enforcement. As for private
companies, their focus on risk as opposed to tdofggar specific crimes is promising, but in
practice they have also taken to addressing spgmifiblems. That said a promising aspect of
action derived from specific industry is that, daehe international nature of most such
corporations, it is far more likely that a globabfwcol for various aspects of identity theft will
emerge from this source and not from either Feder8tate legislation. These findings of some
action on promising methods of prevention indicatendllingness of industry to move beyond

the Red Flag paradigm in a way that advances upoernt research: thus, in this case,
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attendance at an industry conference and revigwimiary documentation and expert opinion
yielded some degree of progression from the rewkhterature.

At present, however, a review of the current legigeé and company response to identity
theft can only lead to the conclusion, shared leyrésearch literature, that identity theft remains,
legally, a ‘new crime’ which the law still struggléo keep up with changes in, and that as a result
identity thieves remain and will remain ahead @& tbgulatory curve for some time to come. A
general conclusion from this discussion would lz tgislation and company response is
overly focused on the instrumental aspects of itletiteft as a form of “theft” and that if a
broader paradigm were to be introduced that cadisctime by its more accurate name, “identity
fraud,” comprising a host of other crimes involweith fraud that stem from an original theft of
identity, this would refocus regulations from do@nts to individuals, from possession of
documents to record of criminal behavior, and freactive attempts to improve the security
built into documentation and procedure, to a préverapproach focused on offenders. This
more “cultural” approach to identity fraud may wiedlve to derive from law enforcement, where
a preventive paradigm has begun to inform crimietiing.

(vi) Analysis of Interviews with Investigators, Lav Enforcement and Other Officials

In preparation for interviewing stakeholders in lamforcement, the criminal justice
system and companies and organisations impactetkhtity theft, the researcher conducted a
review of the statistics regarding identity thedtapiled by law enforcement.

(vii) Confounding Factors

It was in seeking to gain insight into the scopélehtity theft from law enforcement

statistics and other data, as well as from indiglgun various levels of law enforcement and the

criminal justice, that this research confrontedntsst formidable confounding factors. The
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examination of law enforcement response consistédmparts, an effort to gain a sense of the
accuracy of law enforcement statistics on the ieege of identity theft, and interviews with
stakeholders, from cops on the street, to invetstigato police officials, to criminal justice and
company stakeholders, to determine the extent tohwthey acknowledged and were informed
about the dimensions of identity theft as indicdigdhe research, and by both offender and
victim appraisal of their work.

The first problem that emerged involved determiracgurate statistics of incidence of
identity theft, as might be compiled and publishgdhe police department. The validity of
statistics in reporting figures of crime have bsahject to question for some time. A persistent
lament in research is that the statistics publighedrganizations such as police forces rarely
reflect actual events, threatening their validBk@dgan, 2003). According to Skogan’s (2003)
analysis, statistics in fact reflect the interacti®tween three sets of activities: things thatincc
in the environment (crime); things which are viaged by it (reporting), and society’s effort to
discover and record it (policing). That is, whiléme occurs, whether or not all of crime is
reported, and whether or not the police force leslailigent in discovering and recording the
crime are all factors that contribute to the puigis statistic. It often happens, for example, that
authorities, when discussing statistics, will hettggr conclusions by suggesting that the
numbers really measure something innocuous likes“abich have come to the attention of the
authorities” and constitute “socially recognizedwnoe of crime” (Skogan, 2003). While
statistical analysis often proceeds without consitilen of these mediating factors, it remains
that humans report crime and also record and §fassme, and each interaction in this process

compromises the statistic and its validity.
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The gold standard for crime statistics is the majatistical repository available to law
enforcement, the Uniform Crime Reports (UCR), adah 1919. This database collects
statistics from over 17,000 local and state lavosz@ment agencies in the United States. The
statistics are then tabulated and the resultingdata is disseminated to criminologists for them
to assemble comprehensive crime data coveringdsotie rates and trends. Insofar as the UCR
utilizes statistics from 95% of United States’ pelforces, as well as other factors, means that
the statistical analysis and the relevant datavddrirom it are flawed. The gap between the
statistic and the probable actual figure of crilma remains undiscovered in the community is
termed in law enforcement the dark figure of crime.

Some jurisdictions are more motivated than otheesdjust statistics to conform to the
particular shape of the moment, given various palitrends. For example, during an election
year, crime rates become a political issue. Insagaeporting of crime statistics is ultimately
overseen by the executive branch, an executiversged-election might pressure departments
to present statistics that do not highlight the fhat a crime rate is on the rise, as this migist c
the executive re-election. There are numerous pkamof stakeholder pressure being brought to
bear upon statistical reporting, thereby distortegorting.

Reporting behavior has been repeatedly questiondtipolice department. Moreover,
reporting problems have lead senior-level commanttealso bring a certain degree of
apprehension to reported statistics, often causiegn to dismiss, discourage interpretation or
downgrade and minimize the importance of the repggtatistics. The New York City Police
Department quite recently came under fire by irdlrails who accused the departmental
hierarchy of ‘fudging’ crime statistics for variousstitutional or departmental reasons. Bennett,

(2010); Ruderman, (2012) report that the NYPDngtad a major victory in reducing crime, as,
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for example, homicides have been reduced by 20&e Z000. While it might be difficult to
falsify murder statistics, as dead bodies in mosgrannot be argued away, past problems in
NYPD crime statistic reporting have left a levelunicertainty by journalists and politicians as to
the accuracy of the reported statistics each ykkaras not apparent to this researcher that
accurate statistics have been kept on the incidehickentity theft over the past ten to fifteen
years. ldentity theft, if a crime exists onlyéported, must rely in particular on accurate and
reliable reporting in order for the trends and fegito be adequately calculated. Due to the fact
that it is an under reported crime, collected datasighly subjective and itariesdepending upon
the agency, resources, staffing and responsesg twdhlem.Though the researcher shared some
doubt in reviewing identity theft statistics fror@@ to 2010, even with a plus or minus margin
of error, in the context of a policing environmerttich generally claims success in reducing
overall crime rates, current NYPD statistics omittg theft indicate an increase of incidence of
crime since 2000 by 750%. The comparatively hagk of identity theft is generally attributable
to its status as a ‘new crime,” meaning that lavoerement has not yet caught up with it, but
also its higher rate in New York City can be expéal by the fact that, due to the volume of
money transactions carried in the financial camtahe world every day, the city has become a
breeding ground for identity theft, making identibyeft an alluring and highly profitable
operation especially for organised crime groupsil®#ngaging in distrust of reported figures,
the stark profile of identity theft, alone amongrees undergoing dramatic rise over the past
decade, is accepted as generally indicating theusaress of the problem. An increase in
globalisation trends has provided an abundanceesitity thieves. An example of the
transformation of identity theft and other crimeghe United States in specifically, New York

City will be explored.
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My findings for this work werdasedon my ethnographic observations of, aeffliections
on, the process of gaining access to the partitspaho were not readily availakite the public
for this study. The patrticipants included, but werelinaited to sources within théankingand
credit card industry; individuals who are employed in timioal justice systermamely,the
courts, legislature, and correctional institutions; attorneysconvicts, defendantagctims,
family members, friends, academics, as well as individwals are employed with tHeational
Retail Federation. Additional findings were based orentadions of participants who took
partin a formal, panel discussion which was heldtatdCollege in New York State. The
primary sources of identity theft data utilized in this egskb were generated from field
observations at the Manhattan District Attorney's Officentdy Theft and Cyber-Crimes
Bureau, located in the Supreme and Criminal Courts ibgilch lower Manhattan; The New
York City Police Department's Identity Theft Unit, lochtat a training facility in Brooklyn; a
United States Postal Facility, located in the Whitestone@r@ueens; The United States
Secret Service Office, located in Brooklyn, New York; Néavk City Police Departments,
Manhattan South Grand Larceny Task-Force, located in tti®Wn area of Manhattan.
Additionally, law enforcement officials and attorneys fréime Kings, Nassau, Westchester,
Richmond County, along with Chicago's, Cook CountytriRisAttorney's Offices were
interviewed. Officials from New York and New Jersey Ateys Offices also provided
information. Some assistant district attorneys at the MarhBistrict Attorney's Office were
forthcoming with information on the activities of identityehes in settled cases. Despite
explaining the information requested was public informatiomesattorneys were

uncooperative.
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Most of these interviews were partially compromised byamamding factors. There
were several reasons why confounding factors had taken into consideration in compiling
data from these respondents, more so from offendesistons. It fairly frequently happened
that | was unable to convince certain individuals to caaper Several prosecutors throughout
the State of New York and Federal System, to whom Ilteseh referred by friends, refused to
give me the research information on identitgft. This was surprising because the statistical
information | needed was considenaablicinformation, under 5 U.S.C. 8§ 552. US Code. | also
only required concrete information on cases that &wkeady tried, plea bargained and
disposed of.

A few examples of the difficulties encountered imngag information or even interviews

from various stakeholders are provided.

(viii) Reporter

This researcher reached out to a reporter because porters are generally
knowledgeable in thefield. They have sources within and on the outside of organisatibn
therefore realised it takes time for a reporter to cukivheir sources andnderstandhe inner
workings of the identity theft field. My initial experienae contacting a well-known crime
reporter who is assigned to the press office at PoleadHuarters was not met with enthusiasm.
| explained to the reporter via telephone, that | waslied as a student at Cardiff University,
Wales, U.K., and asked permission to speak to him andohéeagues at the press office about
the identity theft articles that they cover. Surprisinghe reporter put me on hold for a few
minutes, returned to the phone and informed me thategearch assignment that we discussed

was impossible to carry out because no one was willirgpénd the time conducting an
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interview on the topic of identity theft. It is more likehat the reporter had developed a
widespread network of contacts to write a story, arnmkdhese goals have been accomplished,
the reporter is likely to protect his sources to ensigeredibility and confidentiality.
(iX) U.S Attorney’s Office, Southern District

For one case, | was sent (by a friend and colleagtieeitegal profession who was
assigned to the Manhattan District Attorney's Office) soSlouthern Districbf New York to
meet with an Assistant United States Attorney to gather paaligformation and related data
on convicted individuals who had been sentenced for idehitfy and relatedrimes. Even
though | held law enforcement credentials and somenatgecurity clearance, | was put
through a multi-step security check. The United States#gtotook me to a window-less
conference room where we were joined by a superveitggney who informed me their
records were confidential and they could not divulge iafgrmation relating telosedcasesin
the U.S. Attorney's office despite the fact the informatisought was public information and |
proposed to use it for educational research. OtleeoAttorneys cited Exemption 3, of the
United States Freedoof informationAct 5 U.S.C. 552 (B) (3) as amended by section 5ofB)
the Government in the Sunshine Act, P.L. 94-409, appraoveSeptember, 13, 1976, effective
March 12, 1977. This Act stipulatésat investigations by government agencies "be withheld
from the public in such a manner adetave no discretion, including all matters appearing

before the grand jury." As a result, | was not alloveedxamine angocuments.
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(x) Secret Service

As research proceeded to higher levels of work intitietheft, an increased perception
of the changing nature of the crime as a ‘new crimedrged. A source at the New York office
of the United States Secret Service is offered as typidhis response. He explained that “at
one time in society you knew who the criminal was becaaseatked up to you or the bank
teller and said, ‘give me your money’.” The source alsplained that the police were able to
address this kind of direct crime with minimal presencd,agood deal of what he
characterised as good old-fashioned police work. &gpandent then noted changes to this
model over the past decade, “over the past decadéeaders realised that there are lucrative
opportunities in the identity theft market, we have expeedrecproliferation of identity theft
crime in the United States. Who needs a gun, a cnpabkaife, a stone, a hammer, a lookout or
a getaway vehicle to perpetrate a crime any more? Sjedéntities has become the preferred

modus operandi for the criminal”.

(b) A New Dimension: Organized Crime

The link between the cop on the street and the fariaehes of identity theft would be
the investigators in precincts or departments that spedialidentity theft. A series of
interviews with special investigators with a focus on idenhigft found that, at present, they
appear to be caught between the local and global dimerditims evolving crime. For one
thing, street cops evinced some awareness of the laméraations of the crime of identity
theft by voicing a frustration that most are asked by sumatgodowngrade the crime by
classifying it as a larceny. This is done to keep the statistigdentity theft down and

presumably also to control precinct or department sitgtion larceny. The problem with this
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designation is that while it is true that the original act, sisch theft of a wallet, could be
classified as larceny, larceny ends with the money Heiag from the wallet and the wallet
disposed of, possibly to be found and returned to theegwvhile for an identity fraudster the
wallet is only the pretext, the beginning of the crime, aina series of crimes that goes far
beyond the wallet. Thus, the street cop is aware ofgh@épeing forced for record-keeping
reasons to classify identity theft as a larceny chajasat their awareness of the growing
problem. With regard to investigators, their work verickly takes them into the expanded
dimensions of identity fraud, a process which involvestirssumption of considerable
investigation time and the generation of tremendous amotiptperwork, which, counter
productively, usually means, as they do not receive stiptadf, spending more time behind a
computer screen filling out the paperwork, than out in tipaeding field, seeking out the
various tentacles of the identity fraud as it metastabig@sganisation into greater crime.

There is also no central repository of data about identify; thizh investigators
themselves reluctant to share data with ancillary unito#retr agencies. Insofar as
investigators, as did street cops, reported that theargup frequently intervene and try to
dissuade victims from reporting the crime, ostensiblyaltealy keep the crime statistics of the
precinct down, also generally indicates that investigatarst confront a police culture in which,
become of the aforementioned disorientation or paratigrak, identity theft is often
downplayed as a crime, and where the notion had takdrttrad investigating identity theft is
more trouble than it is worth, especially as invesitgamay not lead to any apprehension of the
criminal.

The researcher also interviewed several prosecutortved/on identity theft cases in

court. Many of these prosecutors felt that they reptesethe last line of defence against the
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new and evolving crime of identity theft. Most reportledt they were more or less satisfied
with the legislative response to the crime of identity thedlieving that some laws had teeth
which gave them a basis for more vigorous prosecutarihe same time, most believed that
legislative response is slow and usually only happemerghy, after the fact, and after the
identity theft crime has become entrenched in a new calnainy of life. Prosecutors generally
believed that slow response to the crime of identity thefegiglation and law enforcement
allowed it over the past ten years to become entrerinhbd lifestyle of most criminals,
allowing for, the eureka moments, perception of easeaahkdaf chance of detection or
prosecution, which was routinely found in offender respdi the crime.

Prosecutors directly faced the perception by offenderghibmtchance of prosecution
and doing jail or prison time due to identity theft was slirheyracknowledged that current
judicial response is weak, with limited punishment and lightfiees. They acknowledged that
there is a general impression in prosecution and in thésahiat somehow identity theft is a
victimless crime and that the court has better things toitioits time. They also expressed the
notion that they perceived among their colleagues and din@gluand legal community
generally an actual preference for identity theft overrathenes insofar as it was not a violent
crime. They reported hearing prosecutors or defesngtate on the record in court that their
client, an identity thief, was not a bad person or a crimbedause there was no weapon
involved in the crime, and no one actually got (phybdlurt. In contrast, the offenders clearly
see identity theft as an extension of regular robberyroeityy. Those with criminal records are
most likely to be involved in identity theft, as in organiseiche, all offenders documented how
they came to realise the potential of the crime. A proces$ich they “criminalized” activities

which were previously overlooked, and then “weapedizbjects and utilities, i.e. computers,
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forgery materials, that they had also previously ovéedothus, the offenders became fully
aware of the fact, as found in the research, that tleegraminals, they live a criminal life,
identity theft has victims, and they use “weapons”, oniywmieapons do not happen to be guns.

It may be said that identity thieves have shown that fan fseing innocent white collar
criminals who are not ‘bad’ people. This researcher haeeviewed individuals who as
identity fraudsters today were violent offenders who hawe found it advantageous to hide
behind the veneer of non-violence and non-serioussfadentity theft crime. A further factor
that prosecutors seem aware of contributing to this gepereéption of identity theft not being
a serious crime is that, they perceive, there is littleprelrension or awareness of the
international scope of the crime, that is, how big smaties can become. Only a handful of
local prosecutor offices, in Manhattan, Southern District oONfor example, have even
addressed this dimension of the crime, and even thetHadbility in terms of manpower to
reach out from local to sanctuary jurisdictions whereescydased fraudsters operate safely, in,
for example, Eastern Europe and Russia, and any édtimer Soviet Republics. Though now
and then an investigation by a prosecutor will reach outi@@lobal dimension of the crime, at
present this is rare, what is required for an effectispaolse to these enterprises is using local
law enforcement personnel more effectively, by partnahiegn with investigators working out
the dimensions of the fuller enterprise in Eastern Eulmgaes, for example. For all of this, it
is apparent that prosecutors have developed a muchexi@msive awareness of the scope and
scale of identity theft, and, for that reason, measurathsigthe status quo, may experience more
frustration than even the cop on the street with regacdrtrent response.

Almost all prosecutors interviewed universally adoptedratme approach to discussion

of a solution. They felt that what was needed to stemgimg tide of identity theft was more
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consequence. That is, the criminal prosecution systeasrte respond directly to the generally
acknowledged perception by offenders that there is litdeod of being prosecuted for the
crime, and, if prosecuted, sentences are comparatightyand therefore, no problem. To
respond, prosecutors believed the jail time for identity thedds to be made harsher, the
financial penalties for identity theft much more oneraunl the consistency and diligence of
prosecution response much more regular. That is,ansasfidentity thieves currently view the
crime as easy, with great rewards, and light sentencegwatet potential of arrest, all of these
criminal justice system contributions to the weak guardigna$pect of the routine activities
theory formulation of the crime need to be addresgeégresent, prosecutors were so firm in
their conviction that the consequences and penaltiessaga@mtity theft need to be increased, as
a first step in response to the crime, that no discussisrewtertained as to whether or not
simply adding more punishment, as opposed to engagimgventive measures, on the
consumer side, was the better approach to stemming idtdefty
(i) Russian Organized Crime Case

From a study of records and interviews with stakeholtherédacts of an important case
of identity fraud were derived, developing a much fulerse of the extent and seriousness of
Internet-based identity fraud than previously acknowlednedther stakeholders. On August 16
2007, the Manhattan District Attorney, Robert Morgentlmounced the indictment of five
men on charges of participating in an identity theft rrigle $1.5 million from wealthy
Americans. Additional attempts were made by the growgtetal up to $10.7 million from other
accounts. Four of the five men had already beestadeand were being held in other states.
The arrest was made when the leader of the ring, Igmgyd<i a 24 year-old Russian, was lured

to New York through a sting that informed him that he toacbllect $7 million in gold which
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had been purchased with money stolen from one ofittisng by an associate. Klopov was an
expert in mining the Internet to obtain personal informatia@ugapotential victims. He would
target home equity lines of credit (HELOC) held by weafibysons who owned expensive
property, found through the Fortune 400 list of weafihysons, such as Silicon Alley victims, a
Texas business man who headed a major credit cavdirepagency. Most of his victims were
in California and Texas, where ownership deeds arnéahl@online. Klopov had many aliases
online and only communicated with associated throungdileor instant messaging, making it
difficult to trace him.

Needless to say, Klopov's operation represented idehgfy on a new, grand scale. To
better understand record keeping routines that enablgddusce, it was necessary to gain
insight from a specialist in real estate law, with the intergicsetermining how common the
reporting of real estate sales online might be. On Fep@¥a 2012, an interview was conducted
with James McCutcheon Esq., a real estate attorney ¢hthoffices of Arthur and Associates,
PLLC, New York City. McCutcheon explained that there comparable system, the Automated
City Register Information System (ACIS), in New York, te ttnes exploited by Klopov in
Texas and California. This database is also readilyableaiko the public. An individual may
enter a street address and find all the information sé®needs regarding ownership, including
the length of time owned, the chain of ownership, and e¢ain a copy of a deed. This strikes
one as a routine activity by the City of New York thais mow apparent from Klopov’s
discovery, enables high-level Internet identity theft, ahith was specifically exploited by
Klopov.

Klopov was apprehended by an uncover investigation. imtagdved an undercover
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investigator from the Manhattan District Attorney’s IdentityeftfSquad infiltrating his Internet
operation by leading Klopov to believe that he was willingngagje in illegal activities online,
and ones that would further Klopov’s scheme. This ingattn, revealed in discussion with the
investigator, found still another twist in Klopov’s identiheft schemes. He obtained personal
identity information by trolling the Internet, but, then, kepbasier of background research on
his targeted victims, and even hired private investigatorsterotmore information on the target.
This too was a strategy, affordable perhaps only bly-lggel identity fraud organizations, that
was new to the crime profile of identity theft.

In addition, Klopov further exploited the Internet in nbways to expand his operation.
He recruited accomplices from the on-line job hunting sitesstésrrom and CareerBuilder.com.
He then would provide recruits who agreed to participates scheme, such as Lee Monopoli,
with fake identification documents, back dossiers ontitletheft victims, make all their travel
arrangements, and even provide them with five-star he¢ekvations, limousine services, and
travel expenses, all paid for by stolen credit card nusalséifl another extension of the
purchasing of stolen goods dimension of Internet-basaditg fraud.

Klopov also hired experts in particular forms of identity thiefinging all counterfeiting
and other operations within his empire. Wesley Watsonhved by Klopov to create high-
quality counterfeit identification documents for new recrutg] also forged for the new recruits
all the documents they would need to steal funds fromittiens’ financial institutions. These
documents included powers of attorney and transfer s¢forens, used to transfer stolen funds
to accounts held by other conspirators. Another contspikigames Dalton, was hired by Klopov
to receive and distributed unauthorized checks and o#ras iin connection with fraudulent

account withdrawals. An example of the kind of fraudrafion enabled by these documents,
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the case of theft of funds from Fidelity Investmentsiiggatening. In 2005, Klopov requested
from Fidelity Investments the sale of $1 million in stoekdhby his victims, a couple in Silicon
Valley. The act was expedited by having one of hisurecappear at the Fidelity Investment
office in San Jose, California, with a counterfeit poweattdrney said to be signed by the
couple. Five days later, the $1 million was wired fromdbeple’s account to an account at
Washington Mutual Bank in the name of one of Klopov’'soaspirators. Later in the day,
Klopov had the $1 million wire transferred to bank acceumtRussia, beyond the reach of
Western police.

A few incidents in Klopov’s career indicated that, now arahthred flag rules lead to the
prevention of a scam. In one scam, in 2006, Klopoe gae of his recruits the personal
identification information of a wholesale food broker in Dsill&exas. The recruit was flown to
New York and provided with counterfeit identification supgosed upon by a photo of him,
then asked to go to a branch of Washington Mutual Battkeifeast Village to withdraw
$220,000 from the victim’s account. However, in thisezdhe bank manager became suspicious,
and refused to allow the transaction to go througha dacond scam, Klopov attempted to steal
$620,000 from a Merrill Lynch account held by a resider@regon. The recruit was provided
with a copy of the victim’s signature, a fake driver'hse with the victim’s personal
information on it, and a photograph of the recruit on iat3&h prepared the counterfeit
documents such as power of attorney and also documvbidis requested the transfer. This
wire transfer request, with documentation, was wired taiMeynch in New Jersey.
Fortunately, security officials at Merrill Lynch, workingth detectives, detected the fraud and
prevented the transaction from going through. In a task, Klopov had Watson create false

documents for still another stolen identity, the presidémtans Union Credit. Monopoli was
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the recruit who then went to a Manhattan branch of JoRgdh Chase Bank with false
documents to request information on accounts. Bank gegdo cooperating with the police,
became suspicious, and blocked the withdrawal.

Klopov’s operation also necessitated a way to launder yndre did this by stealing the
money, then purchasing gold. In November 2006, Kldpeyan manoeuvring to steal $7
million from Charles Wyly Jr., contacting J.P. Morgan Ghamsing as Wyly, requesting a new
checkbook be sent to a Texas address, of a Klopapaaor, the checkbook, which was linked
to a HELOC account, was sent, the conspirator thertserheckbook to Watson, who drafted a
check from Wyly’s account for $7 million, then sent it tgadd dealer in Westchester County,
New York. The gold dealer, however, though to veriyy¢theck, so called its bank.
Unfortunately for Klopov, the bank was also J.P. MorG&ase, which then contacted the real
Wyly directly, who informed the bank that he did not sig#7 million check to purchase gold.

It was this case that lead to Klopov’s arrest. J.P. Mo@Jaase’s security personnel notified the
Manhattan District Attorney’s Identity Theft Unit, the detectivaadjas well as the Secret
Service. At this point, the decision to arrest Klopov wasendithe modus operandi was in
keeping with Klopov's reality. The undercover officer wioig with Klopov called him to inform
him that the money had successfully been used to p@gudd, which the undercover detective
proved by having a picture taken of him standing next tgaoie; and emailed to Klopov. The
undercover detective then made arrangements for Klopwawvel to the United States to
retrieve the gold. Klopov balked, but agreed to travéhéoDominican Republic, where he
nonetheless was met by U.S. Secret Service and NYPD iga&st from the District Attorney’s
Squad, all working undercover. Klopov developed trustisrhosts and acquiesced to their

explanation that he would still have to travel the U.S. to collee gold. He entered the United
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States, believing that he was entering illegally, in May, 200 jrmmediately arrested. Klopov
was charged with conspiracy, grand larceny, monaydexing, forgery, criminal possession of a
forged document, criminal possession of stolen properitpinal possession of forged devices
and identity theft.

These scenarios indicate a level of complexity in ident#yd unsuspected by most
offenders and, of course, victims, but also a large pdainoenforcement officials as well. In
addition, these incidents indicate that, when banks are irtaled flag rules and breach
notification does, now and then, work to prevent a criniiegoeommitted. It is also true that it
was by means of a red flag that the path to arrest wambdgnally, the case also demonstrates
the high level of involvement of specialist investigatorslantity theft, and their willingness, in
cooperation with the Secret Service, to venture into theagleeb around which Internet-based
identity fraud is expanding. The scope of this thefesnd, indicates even Klopov's lack of
ultimate sophistication (which would entail making all thefiirely electronically) was that he
employed recruits who went to banks in person, anderiikegal transactions in person, a fact
which localised the crimes and allowed for undercovecedb infiltrate the network.

For all of this, Klopov was sentenced by the judge ¢ontlaximum fine applicable to the
offenses at the time of sentencing, and he received—tihs#r years in state prison. Some of
his conspirators were also convicted to the same time. thiéeslefendants were sentenced, |
asked for, and was granted permission to interview otfeeagentenced inmates just before he
was transferred to state prison. Unsurprisingly, givemrtitieons that he had been involved in
stealing, the identity theft viewed a three to six year stgyigon as a vacation from his routine

worries, which he could use productively to plan n@erations upon his release. He also
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boasted that the stash of money he had gained was sdfghiore accounts, waiting for him
upon his release.
(i) Zeus and the Money Mules

Soon after, NYPD detectives became aware of a newfavagtentities to be stolen, Zeus
Trojan. A case involving a identity fraud ring making ws Zeus Trojan first came to light when
the NYPD detectives visited a bank in New York City to inigege a suspicious $24,000
withdrawal (meaning that, again, a red flag rule functowell, and that the physical site of the
detection was viewed as the ‘crime scene’). Uponsitigation it was found that the account
had been subjected to a cyber attack from Eastern Eovakieg use of Zeus Trojan, a malware
which is attached to benign e-mails sent to small business ld.&, embeds itself in computers
if the email is opened, and from that point on recordstkekes of account numbers, passwords
and other security codes logged onto bank accountseonilihis information is then used by
hackers to take over the victims’ bank accounts andfeaall money in the account, thousands
of dollars at a time, to receiving accounts controlled byhleves. The receiving accounts were
set up by a ‘money mule organization” consisting of indivisiwaho had entered the U.S. on
student visas, fake foreign passports and with the dagdeming up false-name accounts at U.S.
banks, to which the stolen money would be transferrette@e money was transferred from
the stolen account to the fake account, the money mulestiaen instructed to further transfer
the proceeds to other accounts overseas in Russia@dd\M, or to withdraw the money and
smuggle it abroad. The discovery of these schemeashad an investigation conducted by the
Manhattan District Attorney’s Office, the NYPD, the FBI, @hd United States Attorney

General's Office in New York City, the Department oft&taiplomatic Security Service and the
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United States Secret Service. It culminated in the arre$t mfdviduals, most of them Russian
nationals.

Sofia, who had opened a false account at Chase Baodiyed $14,500 in wired money,
and withdrew $12, 000, was apprehended at a New Yip&rawith a false passport under the
name of a Yugoslavian national. Another mule was adest a bank in New York City while
attempting to open a new false account (he was arrestedjreed, released on bail, and opened
another false account four days later). Most of ther@tihrests were of mules that all opened
between two to eight false accounts, and had traffickéteiarea of $20-80, 000 overseas. All
also worked under false passports. All were indicteddospiracy to commit bank fraud as
well as conspiracy to possess illegal passports. All wesecaated with hackers and individuals
abroad who provided them with fake passports, but notieeadverseas part of the network was
dismantled. The indictments indicated that several membéhne ofule organization had also
tried to breach brokerage accounts at E Trade andméritrade, Inc. more or less by the same
means, transferring money to shell accounts, from whidlrim the money was transferred
overseas. These transfers were more substantialiraimg to $1.2 million, and more
international, much of the money transferred to accouisin Some of the funds, however,
were also withdrawn at ATMs in New York City.

This mule organisation made use of a highly sophistidatechet hacking instrument to
gain access to accounts, but then was forced to cireninngd flag rules, which would have
alerted account holders to large transferrals oversBgssending mules to New York City, the
crime was achieved with false identities to open up framtlalecounts in U.S. banks, from
which a transfer to Eastern Europe would not aroug@sas, or withdraw it in person. This

same scam was used for Etrade accounts. Howeves iawuspicious transfer that alerted a
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bank employee, who called the police. Also, one mulean@sted while trying to open a
fraudulent account in person at a New York City baRiaally, each mule was a small piece of a
large puzzle and on average did not transfer what wailcbnsidered large amounts of money.
It is not likely that any mules knew very much about thewigations they worked for. None of
the overseas hackers or organizers who profited mueh hmandsomely from these transfers was
touched. In this case, the complexity of the organisat@s made vulnerable by the bricks-and-
mortar nature of the mule operation, devised to circumweehtiags. Even so, while NYPD was
able to arrest the mules, a gap remained between tlcessato the identity thieves, and the real
thieves profiting invisibly online overseas. This casenthergely extracted from examination
of case files, with commentary by investigators involirethe case, again highlighted an
organisational complexity in identity fraud that far excetb@sunderstanding of individual
mules arrested by law enforcement—a fact that at prelsamtatizes the gap between law
enforcement and the scope of the crime.
(i) A Multi-national Ring

In the summer of 2009, an individual was debriefed amtagb a joint effort between the
New York City Police Department Identity Theft Unit, a adehtial unit within the Department
of Homeland Security, the United States Secret ServidéhenManhattan District Attorney’s
Office Identity Theft and Cyber Crimes Unit. The resbar was privy to details of the
debriefing, through confidential sources. The resdlte@debriefing provided evidence of a
large-scale, currently operating crime ring of identitigves making use of forged credit cards
for the purchase and selling of Apple products on thernat®mnal black market. The
investigation determined that the ring had been in operadicetbout two years. The ringleader,

running his operation from jail, where he was alreadyisgitime for an earlier identity theft
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scam, recruited individuals who worked in the service industsgeal customers’ personal
information which was then sold to organized crime granpke Middle East, Europe, West
Africa and Asia. Crime bosses in countries in othetspairthe world, including Libya, Lebanon,
Nigeria, Russia and China hired ‘skimmers’ who useghféech equipment to steal credit card
data from victims, then download the data onto magnetic stfiplank plastic which resembled
credit cards. Some credit cards and state drivegasies were forged using printing machines.
The bogus credit cards were then used to finance anagstiril3 million nationwide shopping
spree in the U.S. focused on Apple products. The butkese stolen goods were then packed
into containers and shipped globally to the worldwide citwsses.

As a result of this ring, known in confidential circles apé&tation Swiper,” 180
individuals associated with five crime enterprises operatin@bQueens, New York City have
been arrested and charged with identity theft. The imyasgtin is ongoing. While this operation
structurally resembles the Russian operation, wherein & &rass overseas managing his
recruits state side, the fact that the recruits were UtlBnads or immigrants working in the
service industry combines identity theft and employer thefina@wascale. The fact that the
stolen data was sent overseas to be converted thereedtbaards which were then processed
back in the U.S. to target fraudulent purchase theftpecifically, highly desirable Apple
products also represents a twist away from site-orientegecrAt the same time, the recruits
still were in the U.S., and still had to engage in criminalagtin terms of forgery and fraud, in
the context of organized crime, to make them accessiblevteriforcement. Nonetheless, while
arrests were made, demonstrating what can be doneRDNNorks with more globally-focused

agencies, the case study represents still another exatapleed from confidential investigation
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into the case, of the ever-expanding global dimensioregadcreative twists and turns involved
in tracking and stopping large scale, organized-crimedaentity fraud.

All of the facts of these cases or operations were gdinedinsiders in law enforcement
investigating identity theft. That is, while gaining gen@médrmation on the street-level crime
of identity theft was difficult and often confounded, andj@meral it was found that statistics on
identity theft at this level were downplayed, it is also truéithare specialized higher-level law
enforcement officials have launched investigations whicke Isarved to reveal still more
complexity and scope in identity theft, beyond even in&drom about organised crime
involvement gleaned from offenders. Moreover, whemiiy theft escalates to identity fraud
carried out on a mass scale in a globalised theatraatlisnger difficult to gain the attention to
the crime from higher-level officials. Though this attentmay be due to historical concerns
regarding organised crime, and that identity theft hasrhe@a new vehicle for the revitalisation
and spread of organised crime, this nonetheless repses@narea where law enforcement has
exceeded research, government legislative responsevandhelividual offender awareness, to
explore the outer limits of identity fraud today. While ihgens true that at the level of the cop
on the street law enforcement continues to struggle doefilnamework of response which will
be perceived as effective by offenders and victims tlaaidcriminal justice needs to toughen
penalties for identity theft in order to back up this effartg that from this perspective the
escalation of identity theft into wholesale identity fraudegithe crime the character of a ‘new
crime’ trend that is out of control, once it does escalaiesgninto an organised crime operation
law enforcement has a historically proven apparatussponse derivable from previous
campaigns against organised crime, whether througiCRI@aws or other means, to address the

crime, and at this level it can and has taken action. refine would be a false conclusion to
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agree with offender and victim alike that law enforcemehtlpless and ineffective against
identity theft; the correct conclusion is that law enforcerhas tools of effective response at its
disposal to combat identity fraud. What is required isttietdentity theft response be
conceptually aligned with the response its organisedecdimension, a process which may
bring cop on the street response in line with the exparedganse to the widest dimensions of
the crime today.

Applying the situational crime prevention paradigm andin@ activities theory to these
crimes is more difficult, but weak points in routine practioe evident. For example, while in
several cases red flags and breach notification proesdvuere effective to stopping the crime
from occurring, the ease with which accounts were aeckiemains a problem. The offender
must be identified as the ringleader, and his motivationirentgh because he can perform his
theft through the proxy of low-level recruits or mules.dmis of suitability of target, it is not
apparent what seasoned and experienced financial pesbarealth could do to better protect
their accounts from hacking: that is, this matter is an osgéional and banking issue. Therefore,
for these crimes, the bulk of the responsibility lieglmnshoulders of the guardianship and the
need to strengthen this side of the equation. Weak sjauitfied in these cases were the ease
with which one, even a fraudster, can open a newustcwithout further identity check or other
safeguards. It is also surprising the ease with whieh @ven a fraudster, can withdraw large
amounts of cash or make large scale transactionsdigfobank accounts without further
security clearances or alerts being written into theseutistiial routines. While it is true that
proposal of any further constraints for the purposesairity might be protested by banks and

citizens as an infringement of civil rights, this issuestihe addressed: organised crime at
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present seems to identify weaknesses in the current basystem both off- and online and
exploits them.
(iv) Summary of Interviews

The data analysis for this part of the study was compatdtiat is, involving comparing
the perceptions of respondents in interviews to questiomst ahe nature and extent of identity
theft, and then, in order to determine if their knowledgs limited or extensive, the degree to
which their answers compared to the current level of kedge about identity theft as indicated
by a baseline measure of data discovered in the reVigigrature. A simple comparative
benchmark was established for the level of knowledgsoh group of respondents, less than,
about equal to or extending beyond the findings of tineeat research. It was hypothesized,
given the researcher’s experience, that the knowledg®sf respondents will be limited and
fall short of best practice. This hypothesis was confirasedn response to the research
guestions as they apply to this chapter, as in respgnal, What is identity theft?, while the
research has begun to adapt a routine activities theangivark and thus gain a sense of
dynamics of the crime in everyday circumstances invgltash, banks, ATMs and other sites, it
continues to struggle to gain a full sense of the exteidieotity theft crime on the internet. By
comparison, investigators by and large seemed foausstteet-level, bank-locational,
community-oriented identity theft crime, likely due to juritbnal issues, and have little sense
that they should be or even can be involved in combatiegnet-based identity theft. Even
more limited is the perception of the relevance and impogiathe nature and scope of identity
theft in police officials, whose management style is undedably focused on street-and
community-level crime, especially being aware of internsetadentity theft in the abstract, as

something for federal officials to account for.
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With regard to research question two as it relates teebearch versus the interviews of
investigator and officials, How did identity theft evolag technology and cyberspace became
readily available to the general public?, as noted, relsesiruggles with this question, and both
investigators and officials are behind the curve in tesfidseeping up on the degree to which
technology is greatly increasing offender motivationriteethis field of crime. With regard to
guestion three, Who are the identity thieves, what metdodkey use in committing identity
theft and how did they acquire the skills that are neededrtonit identity theft?, the research
evinces a limited conceptualisation of these issues (comhpaata extracted from actual
offenders, see below), and investigators and officialginue to harbour traditional criminal
profile conceptualisations of possible identity thieves, whenre too, the current level of
motivation and opportunity provided by this kind of crinaesbrought in many more types of
persons into identity theft than generally perceived. Vdgard to research question four, Who
are the victims of identity theft, how do they expose thérasdo the identity theft and how has

identity theft altered their activities and behavior?, the sapesgerges.

It was hypothesized that, due to the focus of law eafoent, investigators would have a
greater knowledge of the nature and extent of identéft #t present, compared with officials,
but that both, due to elements of police culture, mighttsiie conceptualisations of the nature
and extent of identity theft that falls short of currentitgalt was therefore hypothesized that
the guardianship required to prevent identity theft is Beabe or inadequate, with the law
enforcement in particular challenged by the threats of oidamity theft. This hypothesis was
supported at the precinct or department level, but nqgastgd in more specialised investigative

response to identity theft.
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(v) Summary of Findings

The findings of this study were determined by researtheriterature and in the
legislative documentation and police records regarding thalerece of identity theft, and
efforts being made to combat it. The primary souragatd, however, was a series of interviews
with three groups of stakeholders. These included, fekbw investigators specialising in
identity theft, police officials and stakeholders in other inbpéh@reas of the identity theft crime
dynamic, such as officials at credit card companies; dées) and victims.

With regard to other stakeholders, who have a stakelucieg credit card fraud, credit
card companies were hesitant to discuss the proliferatimentity fraud. That said most
expressed frustration that identity fraud had been alldevéegcome such a major problem for
their industry, suggesting that they blamed law enforcéfoents slow uptake of prosecution of
the crime. Those credit card officials interviewed wevara of the fact that the number of
consumers experiencing credit card-based identity thefowaise rise, but most still expressed
the notion that it would not be cost effective to put ineee any company-originating defence
mechanisms to combat the problem. That is, at presest,areglit card officials saw credit card
theft as part of the cost of doing business, not ystfficient volume that it demanded a
systematic response. With regard to the invention bf@tbat, if placed on credit cards, would
do a great deal to hinder the crime, most officialnaekedged that they knew of the chip, but
all, at present, believed that the prospect of installing tigeictall credit cards currently in the
consumer marketplace would be too costly. The facttiost credit cards companies continue
to rely on insurance companies to cover the costs afdabise to credit card fraud meant that at
present most officials were content with the status quo. Agasevinced a cost of doing

business attitude toward credit card-based identity tA&iftis, for the most part, credit card
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companies expressed the thought, though with a bit motethat at present they continue to
make a tremendous amount of money in the highly lueatigdit card business, and that as
long as identity theft does not cut into profits at any suliatdaevel, they are not motivated to
alter the current regulatory protection paradigm, which g@rilpninvolved reimbursement of the
consumer and insurance companies covering their Idss bdttom line that appeared to emerge
from interviews with credit card company officials was thstong as the credit card business
remains robustly profitable, any serious attempt, origigatiith them, beyond the Red Flag rule
paradigm, will not be emerging.

With regard to the views of police officers, investigatams officials who were
interviewed with regard to identity theft, a variety of viewys were expressed. The cop on the
street, that is, active duty police officers respondingglts by victims concerning identity theft,
reported a varied intensity of identity theft as partheifr daily beat. While some reported only
rarely encountering identity theft, others were more &tbetthe fact, likely due to their different
precincts and their demographics, that identity theft &ier recently increased to the level that
they are aware of it, and aware that it is growing fasthasdyrown fast, over a very short
period of time. In both cases, however, the cop erstreet expressed bewilderment over the
nature of the crime of identity theft which indicates élxgent to which this crime breaks the
paradigm by which most on-the-street level crime iseskld. Most saw identity theft as an
entirely new kind of crime, because when they respotalactall over identity theft and arrived
at the “scene of the crime” there was no criminal, amghysical scene. They could not chase
the identity theft criminal through alleyways or over roofi@gmd physically apprehend them,
and take them away in handcuffs, apprehended. Thétydthief was not near the scene, they

were a shadow. Since the crime as reported by a e@rsuctim, for example, in paperwork
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provided by a bank record of recent activity in an actdicated, the identity theft, while
coming to the awareness of the victim at a bank locatdeinprecinct, was also likely to have
taken place overseas, leaving the cop on the streatyteaspond that, because of the extra-
jurisdictional nature of the crime, there was nothing theydcdo about it. Everything about
this crime was on paper (even there, there remairsdemable uncertainty as to the role of
official police reports in identity theft crime, with band®en absorbing a report of a loss made
by a security company hired for them as proof of efiand reimbursing the victim in house,
without reference to the police). The fact that most idettt#ft victims did not even becomes
aware of the crime until sometime after the crime hadrtglface, or until the next time they
checked their banking account activity record or balahwcther distanced the crime from the
usual turf-based procedures of police crime preventidany police officers responding to
complaints of identity theft, except in cases where wallet thedfte reported (but fewer 1D
thief's work in this way), also reported, therefore Jifeesomewhat helpless, their public profile
compromised by the fact that they can in no way demdadtrair control of the situation
through an apprehension, high speed pursuit and atheityaidentified by the public as part of
a police presence.

The general findings from these interviews are as faloRRolice response to identity
theft, viewed from the bottom up, that is, from the cophenstreet, is inadequate, as most street-
level officers and precinct commanders are assigneattsfon site-specific crime in their
precincts, and often dismiss identity theft as not occuiririgeir jurisdiction. Thus, the rank
and file of NYPD undertakes a response to identity theftfeaud that must be characterised as
far from best practice. The fact that statistics on idetit&ft indicate substantial growth in the

crime, and yet no serious effort to reformulate a frammkviar addressing this crime has been
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developed at precinct level, indicates that commandersessysed to deliver crime reduction
statistics in key politically-sensitive crimes and must focus &féarts on them. The fact that
police culture tends to identify protection with preventiowiofent crime, including armed
robbery, assault, rape and murder, would also lead conemato minimize identity theft as a
crime. At the same time, while the overall picture gaineth@NYPD as a whole is far from
best practice, at the level of special investigation irpecation with detectives from federal
agencies, some progress is being made in gaining agelspective on the scale and scope of
identity theft as it has evolved, through the involvement dfalorganised crime, into identity
fraud mutating constantly into many different forms acahss. Case studies presented as an
indication of this indicate a growing awareness of the nevessions of the crime, and the
capability of law enforcement, supported by mandatesnally designed to combat organised
crime, such as anti-conspiracy RICCO statutes, to adtlress crimes, and make large-scale
arrests. That said, after the arrest, the length ¢ésea remains inadequate as deterrence
against these crimes and currently is by no means aeafdtéo the spread of ever more complex
scams.

It is clear from these responses that the typical profikereport and response to a crime
must change in the case of identity theft. It is certainttigaoriginating incidents of identity
theft continue to happen often in the real world. Offenestimony indicated that at the origin
of much identity theft is ATM-based theft, shoulder sufat ATMs or supermarkets,
exploitation of clientele at bars or nightclubs, exploitatioguwdsts at hotels, including dumpster
diving, robbery of houses, etc. In all cases, howef/tre offender leaves no trace of the theft,
because, for example, they were less interestedatirgjeohysical consumables at a house than

lifting data, it is unlikely that a call will come in reportingame until much later when the
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victims finally realise what has been stolen from them.il&\ihis possible that a victim will be
able to identify with suspicion the locale where he or shevesdi his or her identity was stolen,
the fact that the restaurant, bar, bank or other sitest isufpable, unless compromised
employees are identified, again problematizes police regpaNonetheless, it does appear that
the cop on the street can work to conform identityttteebther robbery or larceny in the
physical world by making preventive visits to all localeghi@ precincts which transact business
using consumer personal information and perhaps @ggond to identity theft crime at the
location where the victim suspects the crime was commitiedthe low end of the identity theft
crime spectrum, then, there is some room for reducingiot disorientation of response by
police; at the high end, that is, after the ID has beenasualdconverted into other IDs and other
crimes committed, the fact that illegal purchase of goolilsaly to take place out of precinct or
jurisdiction, or even overseas, still makes it possibldeunurrent law, for the police to response.
Two points derive from this analysis. It is apparent thateantientity theft organised
crime rings have developed chains of crime that lead fn@uinct out of jurisdiction even
overseas, and have thereby expanded the dimensidentity theft crime exponentially, law
enforcement at present is only beginning to respondéygremtion of a similar smooth
continuum between jurisdictions both in terms of dissation of information and the degree to
which the local cop can become involved in reporting@ngduing identity theft crime that spins
out from precinct to the world. In this regard, law ecément is behind organised crime in
identity theft. At the same time, law enforcement has dsirated, with the response of police
involvement to the call for it to become more involvedhe War on Terror after 9/11 that it has
the ability and capacity to expand the boundaries gbtéeinct to the world, and create a new

paradigm according to which the local cop is much morawhat in addition to responding to
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a local crime he may also be responding to a crimehtmainternational implications. Therefore,
this is a form of response that can be done, so tian whe local cop at the local precinct looks
at a police report filed on identity theft which was only madere to the victim when they
checked their checking account total at the local battkeiprecinct, they will not say, there is
nothing | can do, but they will know what to do, and Howespond. This conclusion, then,
leads to a broader level of law enforcement involvementidéhtity theft, and it is at this level

that police response appears to be producing some pasisivis.

(c) Conclusion

Overall, then, the varied response of the cop on the simgestigators specialising in
identity theft, officials linked to credit card companies, anosecutors in the criminal justice
system and courts, nonetheless point to some generdlisioms. First, combating identity theft
effectively will demand a change of paradigm and a gbaf culture with regard to how the
crime of identity theft is perceived. Identity theft is adorm of larceny, but a new kind of
crime, which demands new kinds of responses. |dehty is not a victimless crime, as
espoused by prosecutors fixated on violence as theprimeasure of the seriousness of crime.
Identity theft is not a small or insignificant crime, not thathe effort, in terms of investigation,
to solve. Identity theft is, rather, a growing problemasging exponentially in chains of
criminality to global dimensions causing serious financial distte myriads of victims in dollar
amounts escalating to ever higher levels of seriousnédsspdradigm of identity theft must be
realigned with the example of high-level wide scale catesganised crime placing the

potential that all even minor identity thieves will be wotkior much larger organisations as the
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norm. With the amounts now being pilfered in wholesalkiasfrom accounts and industries,
it is no longer possible to view identity theft as a minamexi Insofar as identity theft is
perceived as easy to do, with great rewards, and k#edf arrest or prosecution, identity theft
has also been allowed to become entrenched in criminahlig@ng life, in organised crime life,
and thus is quickly in the process of becoming the psiroaminogenic reality of criminal life

in the coming years (much, as, for example, alcohcdulpe the basis for the quick development
of organised crime during prohibition during the 1920s).

As to be expected, the overall response of persomeected with law enforcement or
criminal prosecution generally argue that deterrence beustcreased in order to stem the
spread of the crime based on criminal perception oitied combination of ease, reward and
few consequences. This first response will mandatgioreof still stronger laws, in a timelier
manner, consisting of stiffer penalties for identity thett|uding harsher, longer prison terms,
and more onerous financial penalties. On a broadel, lewestigators in particular argued that
in order for criminal prosecution to change its culturé become truly aware of the dimension
of identity theft technology needs to be advanced to the stag¢re a central database of identity
theft exists, and means exist to track crime chains globalis database, on the model of
CompsStat, for example, needs to offer full access tadpeon the street as well as high-ranking
officials. On the preventive side, technology, both @nlthernet and at sites such as ATMs,
needs to be improved, to prevent identity theft. Palise need to engage in proactive policing
tactics in terms of better educating the public so that theime activities do not leave them
vulnerable to identity theft. Therefore, according tortheine activities theory, offender
motivation for identity theft needs to be reduced, targéalsility needs to be reduced, and

presence of guardianship, in this case both direct am@@bdneeds to be enhanced. The entire
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current imbalanced equation provided by routine activitiesrthas its formulation of the
dynamics of criminogenic scenes needs a completfustenent away from the current state
favouring the offender to one in which the victim is imi@d and empowered in way that greatly

reduces the likelihood of the continued growth of tlea/ikind of crime.
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CHAPTER 7: Conclusion

(a) Conclusion and Summary of the Research Findirgg

This study has explored the dynamics of the current situatvolving identity theft both in
offline and online contexts. The study argued, broallgt, the current approaches to identity
theft prevention or detection, introduced by legislatiod eorporate governance, and consisting
of red flag rules, breach notification laws and acquiescémthose regulatory measures by law
enforcement, have not been effective in reducing idetitéit. Indeed, so far have they failed,
identity theft has grown exponentially in the past decadkaapresent most identity thieves act
with impunity and no fear of prosecution, a fact whichsealidentity theft to become almost
viral and epidemic in nature, pulling in all kinds of crim@aato this type of criminality. These
dynamics have all but made identity theft comparablettlégging during Prohibition in the
1920s, the crime of the first decade of th& @dntury, in terms of contributing to the expanding
criminality of society in general.

Because of the failure of the current paradigm, thisygmdposed that it is time for law
enforcement to begin to take identity theft more serioulsyv enforcement can make a great
contribution to the combating of identity theft by drawing mijaokey criminological theory that
would fully explain the dynamics of the identity theft aiion, and offer the empirical basis for a
more holistic response to the crime, whether offline or enlifihe situational crime prevention
paradigm, and, in particular, routine activities theorggeoieon rational choice theory, or the
notion that criminals make cost-benefit calculations bedareme, and base that calculus of
opportunity on the dynamics of a particular crime situmtgirikes one as an ideal model to

apply to identity theft. Some research (Haywood, 20@ftley & Mazerole, 2008) has already
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shown the potential of the routine activities theory approagreventing identity theft in

limited situations. Routine activities theory argues that aeciinereated by the opportunity
offered by a particular situation, and its dynamics, meaishy three main factors, offender
motivation, suitability of target and absence or presengearfdianship. This study chose to
apply this theory to identity theft by interviewing stakeleotdrepresenting these three elements
in the identity theft situation, that is, stakeholders in lafereement, identity theft offenders,
identity theft victims and criminal justice and other regulatarities connected with identity
theft to gain their perceptions as to the criminogenodpinity that currently propels this type
of crime. On the basis of a data analysis of the resgsoof these three groups of stakeholders,
an appraisal was made of the overall opportunity structuigentity theft situations at present,
and whether or not these situations could be charactegsgdranogenic or preventive of crime.
On the basis of this appraisal, recommendations were asatehow to best combat identity
theft.

Offender responses indicated that at present theygrly Imotivated to participate in
identity theft. At the same time, most of the offendersvieved reported currently engaging in
very simple forms of identity theft, and the broader pti&¢ of the crime, especially the horizon
of involvement of organised crime and gangs, is lppsugnt to them. Many of them had to
learn on the job from others how best to exploit the idedtts they had stolen; some did not
even know what to do with a stolen credit card, though timelerstood that it offered them an
opportunity for crime. The current situation, at theetiofi the interviews, then, indicated that we
may be at a critical turning point where criminals in all saiklife are on the verge of coming
to fully understand the potential of identity theft, and that may be developing as a simple

individual thief model evolves into organised crime and gatafed efforts which allow for
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counterfeiting, maxing out of credit card accounts utilizgailbomerous persons at once,
trafficking goods stolen with stolen personal data ovetdéa increased globalization of the
crime, and obtaining all manner of illegal documents basestolen personal data to set up
fraudulent lifestyles for criminals or illegal aliens. Tkgtwe may be at a turning point in
identity theft. Though not all interviewed offenders weréyfaware of this, it might be a matter
for further research to study the level of offender aness of the criminal potential of identity
theft in five years. Offenders universally agreed, éasv, once they got into the crime, that
identity theft, for them, was the perfect crime, relagngmple to pull off, with a high pay-off,
and very little chance of apprehension, and, if appredtsntbmparatively light sentences, if any.
Most offenders acted therefore with impunity in identityftheelieving that law enforcement at
present was helpless to deter their new favoured cilihexefore, with some more detailed
gualifications, this study concluded that, in terms of therafér motivation factor of the routine
activities theory equation of criminal opportunity, currefiender motivation for identity theft is
high, and expected to remain high for the foresledaiture.

With regard to victims, the study found that high offendetivation was matched as
high target suitability. Several factors contributed to thist one thing, most victims had little
or only dawning awareness of the dimensions of idetitéft, and therefore had not yet
absorbed the need to take precautionary measuresvenpithe crime from happening to them.
While the crime having happened to them clearly chauigeir behavior, most victims
interviewed would have to be classified as “sitting duckshésense that they behaved in what
is generally accepted to be highly loose ways with theggmal data. Though in some cases the
viral nature of identity theft raised its head in such ag agaidentity theft could not have been

predicted, and it is unlikely that a preventive measwreléveven have been conceptualized (old
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mail delivered to an old address by the USPS resulting in th@oeupant opening it and
stealing the personal data), it is also true that a numhactohs, especially online, responding
naively to phishing or email fraud schemes, causing thesopal data to be stolen. While it
was found that if the theft occurred in a physical fairor in a specific locale like a bank,
redress was quick, and banks were fairly effectiveniding the situation, the credit card
companies and especially the debt collection industry ysideng the credit card industry is
particularly poor in stopping suspicious activity. That saictjim response strongly indicated,
contrary to the general research, and a motivation ofdlearch, that current red flag and
breach notification laws did work, in several instanees, may be the only recourse at present
to prevent every potential identity theft from turningpiat completed crime.

Finally, it is clear that at present victims of identity thefpaexd to crime with shock and
a sense of violation, and often bewilderment, indicatifagrly low level of consumer education.
When, moreover, debt collection agencies become invoaret],worse, when the personal data
is used to create official identity documents to then geaex false identity for a criminal who
then commits another crime, the false data showing uploceriminal databases, the naive
response of police to apprehension of the person wdaisehas been stolen as if he or she was
the criminal can only be said to amount to a revictimisatibith makes the original crime
much worse. As for victim response regarding law exment efforts at combating identity
theft, their lack of confidence equals only offender disalign its impunity. Therefore, based on
an analysis of their responses, it is determined th&trins of the second factor of the
situational equation according to routine activities theory,theaturrent target suitability for

identity theft must also be deemed to be extremely high.
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Finally, in terms of presence or absence of guardipnghs answer is divided between
regulatory response and law enforcement responsedirtg in responses from offenders and
victims, it was found that offenders dismiss as ineffedtivth regulatory and law enforcement
efforts to stem the tide of identity theft, while it was fouinat victims felt that red flag and
breach notification rules at least helped stop the criora frontinuing, though they also found
that law enforcement response was impotent and unhelpfterms of stakeholder responses,
they generally continue to want to downplay identity theét are content with current methods.
Law enforcement at the precinct level, including the beptremains somewhat helpless in
responding effectively to identity theft. The responsemito one victim by an officer in a
precinct was, because an identity theft had occurred intarnational jurisdiction overseas,
nothing could be done to assist the victim. This hasrbhe@a common practice at the precinct
level.

Moreover, the focus of the law enforcement paradigrthersmall players, the small-
scale identity thieves, usually individuals, has limited ¢éf#ecess. And of course it is true that
even police lament the lack of serious punishment forctinse, and the fact that most sentences
for even conviction are so short that they barely rofgrbusiness as usual. At the same time,
confidential discussion with personnel involved in speciatstigation units, both in the NYPD
and Manhattan Attorney General’'s Office, as well as deectivorking with the Secret Service
and even Homeland Security, are acutely aware abttent to which organised crime on a
global level is involving more and more persons and assng amounts of stolen goods and
accounts, and that identity theft is becoming the criméoice for organised criminals
worldwide. As a result, details of a sample of a few itigaons undertaken with these

stakeholders working in cooperation with each other ngtiodicate surprise but shows a
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determination in the discovery of every new twist or techamigjudentity theft devised by
hackers overseas. There has been a greater nufraggrehensions of small-time persons
operating as recruits or mules in organisations knovire tsmuch more large scale and profitable
to offenders. Once identity theft rises to the level of aggahcrime, other statutes can be
included and will eventually become a more effective to@ragid for prosecution. This will
alter the global dimension and will ultimately include federaéstigators in on cases, and then
the crime is no longer viewed as minor, minimized or a@red to be not a crime. At this level,
it is also apparent that according to routine activities theasyoitfender motivation and
guardianship that need adjusting, reducing offender ntaiijancreasing guardianship, and
punishment, as at this level it seems unlikely that tiseaaything a consumer, investor or
wealthy individual can do, short of not banking moneyrevent this crime.

It is up to law enforcement to study the mechanisms ofitgdrdud and help banks
devise more barriers and alerts in its system. Finallyjmyp®rtant, that prison time for identity
theft not be so minimal as to be dismissed, in terms of iesréat effect, by identity fraudsters.
By addressing these two pillars of routine activities thebeyescalating global crime of identity
fraud can be combated more effectively by law enforrgmOrganisationally, it is up to
leadership in law enforcement to utilise new insight into tope and seriousness of identity
theft to realign all police departments as well as critjusice policy and response to the
cutting edge model currently being forged by the detectixeefspecialising in identity theft.

It is important to note that there continues to be an identgis avithin law enforcement
when it comes to combating identity theft. Every ageloogl and national, wants to be
considered “the best”. However, even the best of theda@sot stop identity theft until the

crime is actually committed. | have only found onenepke of interdepartmental cooperation.
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The NYPD and the Drug Enforcement Administration (DEAgderal agency, has instituted a
system known as SAFET Net, which helps investigators igesugpected individuals and
locations that are under current investigative/observationnWhtieer agency is conducting an
investigation pursuant to an arrest, a check is done @i SAET Net data base to ascertain if
the cooperating agency has an ongoing investigation, irhvehpremature arrest might destroy
months or even years of surveillance and/or case bgiltjrthe other agency.

This creates a situation that may be labelled “lag tiniéie crime gets reported to the
victim, police or Private Corporation. In a significantyve information conveyed to the
police was not done efficiently. The victim experienedtme lapse which is put into the very
system utilized by the agency due to the fact that most wateeive banking information on a
monthly basis. The police then contact the private sectopanies who do not cooperate. The
employees claim it is confidential information, the civiity activists argue against police
having “easy access” to people’s information, contenthiagit will lead to “Gestapo” tactics.
This requires the police to go to the courts for a sugoghich takes additional time to obtain
the information from the credit card and/or internet provider.time goes by the trail gets
colder. The private sector companies apparently héaigsez-faire attitude because they are
covered by insurance for their loss, and are conceabedt bad publicity. This can frustrate the
investigator, destroying morale, while the public alssé&soconfidence in the criminal justice
system. Hopefully, the use of the internet as a tool ®moffender will become a tool to protect
the victim.

Assuming that law enforcement has gathered the necesganyation, problems arise
concerning jurisdiction. Each agency, whether federkaal, wants to protect their domain. A

lack of a central repository system, the desire and atvlithare is the same problem that
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plagues the investigation and control of identity thefealdb occurs in other criminal contexts
but is more readily apparent in identity theft. A reviewha policies and procedures within
individual agencies in law enforcement uncover the egotigtiwhjealous safeguarding of their
perceived images. Units and divisions stubbornly refusdace information or share in the
glory of (catching) apprehending identity thieves. &mmmple, a highway patrol officer can stop
an unknown or “wanted” identity thief (who is in possessidth counterfeit identification
documents) for speeding and have no idea of theiidergity. The officer will run a check on
the license plate and identification and if the results delnotv the true identity of the
individual being temporarily detained, that officer hasdea that he has encountered an identity
thief. The Manhattan District Attorney’s Office Detective Squadsinot convey investigatory
information to Precincts/Detectives or investigators fronefaldagencies. A precinct detective
may have an individual being investigated for assault aricséimae individual may be under
investigation as part of an international identity theft ingpeknownst to the precinct detective.

Law enforcement has slowly and stubbornly began tatatat it takes team work to
protect society. Some law enforcement agencies hayenlie accept the role of academia. For
example, during the early 1990’s, a great reductionmiofecwas achieved in New York City
when The Chief of the Transit Police Department, WilliaratBBm consulted and collaborated
with criminologist George Kelling, regarding Kelling’s “bref windows theory of crime
prevention.” Drawing on this research, it can be arguatitis necessary to collaborate with
academia in order to develop methods of combatingeshacing identity theft.

A common argument within law enforcement is that idenkigft is a typical,
homogeneous crime. Ancillary crimes such as larcamdshose which fit into the white collar

category tend to accompany identity theft. Law enforcgragencies do not possess the ability
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to track identity theft crimes in a uniform way throughgavernment agencies. It is also well
known within law enforcement agencies that there is netiairalized data nor comprehensive
evidence which may be used as a law enforcement toettidy the identity theft problem. One
theory as to the confusion of the identity theft problem isttiecrime is not an individual one;

it involves several financial and similar white-collar cesn(Hayward 2004). Copes et al. (2010)
explained that various attempts using law enforcement reaadigictim surveys to measure
identity theft have yielded inconsistent results. In sfith@® on-going trend of identity theft,
government agencies have not been able to use ameaded enforcement tool to combat the
problem.

The continuous introduction of new media, technology appdica and the use of the
internet provides society with greater opportunities to camoate socially and to conduct
business across the globe. However, these same tegitabluenefits also present fraudsters
with an ever-increasing array of opportunities to findeansed loopholes through which to
acquire personal information and to commit identity thefte@ia choice between committing
an “unseen” crime such as identity theft or risk bésegn” robbing a bank, it's easy to see why
the former is preferred by fraudsters. In fact, ias impossible for fraudsters, unscrupulous
family members, acquaintances and employees to purlois ideatity. Identity theft is
believed to be the white collar crime of choice in the éthStates during the past decade. The
internet is not just the super highway for legitimate use;alsis a conduit for fraudsters to seek
out victims just by the click of a mouse. It is a convehigay for criminals to prey on victims at
limited costs.

Identity theft crimes can be difficult to investigate. dstigations can be cumbersome

and time consuming. Some cases take years to concldde some instances, investigators are
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aced with “ghost” cases that may never be solved. Mosplax investigations are trans-
national in scope reaching across multiple continents arstljctional boundaries. Investigators
are often faced with scrambling to find language transgatmcooperative law enforcement
governments which results in costly investigations bexatithe complexity of identity theft.
Prosecutorial agencies, along with law enforcement ardikebgto share responsibility for the
enormous cost associated with investigating identity thafjency policies regarding reporting
identity theft crimes to law enforcement and pressing fopthsecution of the offenders vary
from inconsistent to prosecution. Additionally, investigatiace rejection and un-
cooperativeness from private companies whose emplayeesluctant to report a crime or co-
operate in criminal investigations. Quite often victims loaruncooperative during an
investigation. This is a result of a lack of knowledgel available resources that victims are
entitled to.

Some individuals who were interviewed within and outside ofdafercement revealed
that companies fear of law suits charging false arrest, himdlcious prosecution are greatly
exaggerated and blown way out of proportion to the likekihof their occurrence. This is
particularly true when advance planning with legal counsdloarsecurity advisor covers
procedures relating to investigating identity theft, interrogpsiuspects, gathering evidence, and
determining its sufficiency. Obviously, avoidance of gonasecution policy does not
necessarily imply that all offenses should be reportéavicenforcement, because theirs is not a
collection agency. The decision to press charges is oftsgdion the intent of the fraudster and
the amount of money that is involved. Neither justice nempttoblems of an over-burdened

criminal justice system are best served.
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() Significance of Future Research

In order to implement an effective preventative prograaireg identity theftemployees
in the retail industry should be more alert in dealing Walidsters in their daily duties. Some
employees review store policy on rush orders andarstantly vigilant for suspect fraudsters.
The law enforcement community is aware that the retail ingldses not have effective
provisions in place to stop losses on purchases madartiyand identity theft fraudsters. Given
the state of today’s economy, customers are assignei lorets. If an unusually large order
from a customer exceeds their limit, a delay in shipmentreamtil further information is
obtained and the customer’s identifying shopping histlmygawith their address can be verified.
Shipping department personnel can be instructed totrdpstinations that seem incompatible
with the product being shipped. For example, a loddroiture destined for, or rerouted to, a
machine shop should raise questions and draw attention wWithstore’s security department.

Sales associates and other low level employees should tast blesely relied upon to
produce sales in order to gain commissions. In demghose employees may be tempted to
knowingly accept bad cards or bogus identification onrsraiespite strong suspicions about the
customer. There are some instances where associatesasgisting” the fraudsters by joining
the criminal enterprises and accepting stolen identity datardiation for purchases in order to
receive a benefit. The Federal government’s resportbe identity theft problem was a creation
of a task force to locate the needle in the hayst@ble investigations are labour-intensive and
generally require a staff of detectives, agents and stsaljth multiple skill sets. When a theft
involves a large number of potential victims, investigatiyereies often need additional
personnel to handle victim-witness coordination. Localdaforcement officers, regardless of

where they work, express the challenges of multi jurisdiatioivestigation and prosecution of
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identity thieves. My source at American Express fealsitivestigating identity theft is
laborious and time consuming, with “not enough time in a dayihvestigators to conduct their
investigations because there is an abundance of gregienust be evaluated.

As today'’s organizations continue to utilize all of their reses in order to minimize the
occurrence and impact of identity theft and some hakedafor support of a risk-based, national
data security and breach notification requirement progrAn approach that encompasses
effective prevention, public awareness and education, vasistance, and law enforcement
measure, and fully engaged federal, state, and latdab@ties will be successful in protecting
citizens and private entities for the crime. A more effectaw enforcement tool against identity
theft is training. Unless law enforcement is trained aeqguent the subculture they will be
forever lagging behind this fast paced crime.

Many victims who were contacted would rather not follovotigh in assisting the police
or prosecutors to bring an accusatory instrument againgtitidthieves. They feel that once the
crime is committed and they are not physically hurt, ttiaily way of life can be resumed. In
New York City, the majority of cases are plea-bargairmzhbse of the backlog of cases in the
Court system. Neither the police nor the prosecutor leaintie to spend on cases that are
adjourned once per month for approximately one y&hey themselves would rather seek a
resolution on cases as quickly as possible in order t@migtims and defendants along and
most importantly, it becomes a cost cutting measure giveartaemic state of the economy.

As identity theft continue to evolve, qualitative and quamigastudies of the offenders
and victims characteristics, methods, as well as whaturesasf any, the criminal justice system

have taken to alleviate the identity theft. This researcilecamtinue to analyse data from this
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thesis in order to further delineate why and how tloddmm criminal justice system is unable to
cope with the methods use by the offenders to commit tinie @gainst their victims.

A combination of the factors discussed in the previouagraphs show the environment
in which offenders continue to operate. The convergehtteese factors has been discussed. If
the aforementioned issues are not acted upon, all fagkens combined suggest that identity

theft will continue to evolve.
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APPENDIX 2

Victim’s Questionnaire

The below listed questions were proposed to twenty-five véctutmo participated in this study.
All answers can be found in table 2 of the thesis.

During the past two years have you or anyone you Kmpwe discovered that someone:

1. Used or attempted to use credit cards or information witghewnhission?

2. Used or attempted to use any other existing account(slasuzénk accounts or
debit cards, or checks without your or the account nslgermission?

3. Attempted to use information to obtain new loans, incur depes) other
accounts, or to commit other crimes?

4. Did these actions occur separately or simultaneously?

5. Which incident of identity theft was quickly discovered?

6. How did you become aware of the theft?

7. What was the total dollar amount of the theft?

8. Have the misuse of the various account(s), forced ytamdy member, or a
friend to close any accounts?

9. How much time did you spend cleaning up your record?

10. Have you or anyone you know had utilities cut off, baeubject in a criminal
investigation, gotten hurt, or forced to close accouatabse of misuse?
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APPENDIX 3

Offender’s Questionnaire

The following is a sample of questions prepared forvieg/s with offenders/Respondents:

How did you rationalise what you were doing?

Why did you choose to offend as an identity thief?

Why did you choose to steal identities at that time?

How did you get the idea of stealing identities?

When did you get into stealing identities?

Why doesn’t everyone steal identities?

What have you learned?

If you knew other offenders would you have bdae 0 do things differently?
Did you think you would be caught?

10. Did you do anything stupid and was caught?

11. What made it possible for you to for you to dodhme on the street or on line?
12. Did you have a prior relationship with your victim (s)?

13. Were you aware of your victim (s) identity priorctrrying out the theft?
14. Did you calculate the risks involved with fooling arowvith other people identities?
15. Do you fear serving time in prison?

16. So, why did you choose ID theft?

17. Why did you choose those methods?

18. weren’t you afraid of being caught?

19. on the victims?

20. Such as?

21. What makes you tick? Tell me about yourself.

22. Why are you facing deportation?

23. What do you know about Id’s and the way peoplalgmt stealing them?
24. Why are you locked up?

25. Does anyone object to doing a group interview?

26. If you didn’t know the recruiters would you havenddhings differently?
27. You are young... how did you get involve in ID theft?

28. What was probation like?

29. Why take the risk of going to prison?

30. Why did you choose to do this at your tender age?

31. What have you learned from your experience?

32. Why did you get involved in this theft ring?

33. Didn’t it occur to you that what they were doing waaiast the law?

34. Tell me about your group?

35. The threat of being arrested didn’t mean much t@ you

36. Are you concerned about re-offending?

©CoNoOOA~WNE
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37.
38.
39.
40.
41.
42.
43.
44,
45,
46.
47.
48.
49.
50.
51.
52.

| learned that you were involved with an ID theft group?

Weren't you afraid that your victim’s life would bh&rred because of this?
How would you feel if the shoe was on the othetXoo

What exactly did you do with the other shoppers?

Did it occur to you that someday this would unravel

But why take the risks of impersonating someone else

So you have an ID theft issue?

What have you learned if anything from this crime?

| understand that you were a shopper for an argdmgroup?

Why didn’t you stop and notify the authorities?

| see you are no stranger to the court systemny dAif't you stop re-offending?

You are telling me that ID theft is not as bad as bexgbor murder?

What happened at Chase Bank?

Were the employees aware that their actions were illegal?

Why would those employees take such risks?

What extent are you aware of the amount of identify itheociety and on the
internet?
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APPENDIX 4

Law Enforcement Questionnaire
All questions in appendix 3 were asked of Law Enforagrnersonnel and Private Industry
Professionals

How often does identity theft occur in your precinct?

How seriously is identity theft addressed in the precinct?

How many persons were involved in the identity theft efm

To what extent did the crime extend beyond jurisdiction éoglbbal dimension?

What dollar amounts were involved in the crime?

What techniques were involved in the crime?

How many persons total were arrested as a result ofetieetion of the crime?

What have you done to prevent identity theft on line?

Have the police adjusted to the focus of the problem?

Are the thieves becoming more sophisticated in acugpgersonal data?

10. Is the government obligated to protect its citizenry agadesitity theft??

11. Do you have the tools to combat the identity theft problem?

12. How you can be more effective in preventing, arrestirgm@osecuting identity thieves?

13. Do you think that current laws are adequate?

15. You cannot act until a complaint is made. What leveboperation do you need to be
effective at this stage?

16. Do you perceived identity theft to be different frother crimes?

17. Should current laws be modified or proposed?

18. Are current lawmakers on the state and federal leopbping effective legislation?

19. Is there duplicate reporting of identity theft crahe

20. Are identity theft crimes being under reported?

21. What is the working relationship between agencies?

22. Are there dedicated identity theft units within your agenc

23. Do you have substantial knowledge of how the ideritievés operate?

CoNoOR~WDNE
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APPENDIX 5

Additional Interviews with Offenders/Respondents

During the course of this research interviews werelooted with 25 offenders/
respondents. The official names were obliterated tarsgbe anonymity of all respondents.
Therefore, it was more practical to refer to all respotedey a letter from the alphabet, A
through Y. Additionally, all questions asked by this reslear are reflected in italics. Some
respondents, such as, A and B were interviewed twiee afbreak in the conversations.

(A)

Joe: “| started working for one of the families (the sgate) ... went to jail a
couple of times for not doing my thing with common sengevas in jail that | changed
my life around for the good of my wife and kids. | met&body in the can who
introduced me to stealing identities ... decided to getwedoin stealing identities after |
realized that | could make money using people’s informatiah as name, address,
Social Security number, driver’s license number, mothea&len name, and date of birth.
JN: Did you calculate the risks involved with foolingpand with other people’s identities?
Yes. But at the time | also learned that a mother’s maideme was the best piece of
information you could get to apply for a birth certificagecéuse you could do a lot of
things like ... apply for any help to get welfare and fetainps ... make up IDs to trade
or sell or use it for yourself so that when the DTs (Detes)i catch you... they think
you're clean.”

After taking a quiet moment, Joe further spoke about ticsements that he acquired
from stealing people’s information.

Joe: “l and my friend surfed the Internet for welssitghich buy personal
information. | scanned all the information with the Social Sgcaumbers, dates of
births, driver’s license numbers and whatever | could. fi sent about 10 to 12 sheets of
information to the Internet (website) addresses twice pek aee they sent me $600 per
batch of stolen stuff through Western Union. From the beginning, | learned that the
risk of getting caught and doing time is very low, butghefit is good. Me and my boys
know that most of the times the cops take a long timetti g to us and it is even
longer when people live far away from each other so doeyt want to be bothered
travelling to testify against you. This is just easy to do vath bf opportunities to make
good money. Most of the times the Judge will give you g@tiob or community service,
even if the DA ask for jail time for yolRo you fear serving time in prisonRot
really...if me and my boys have to go to Rikers (jail)ddittle while ... we can get good
practice when we are in cause ... there is a markevéything you trade in the can.”

(B)

JN: So, why did you choose ID thefBbbby: | am not a real ID thief. | only got
into this because it was part of the ceremony for my ganatian. We had to prove that
we could steal IDs from people. If you were good at éytwould initiate you pronto and
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it became your speciality as part of your job. We biioke apartments, houses and cars
so that we could take whatever information about a pexsocould find Why did you
choose those method€2ause they were all easy to do. We worked four ate dind had
to have a girl with us... they distract other people andpcatend that they always need
help with anything... they don’t get too nervous and #esp their voices the same tone.
We hit (burglarized) houses late in the morning hours afdr hour because most
people go to work and kids go to schadkrent you afraid of being caughk®. Cause
we pretended to be landscapers or delivery people. d\ve d@round the neighbourhood
and watched for people to leave their houses... thememéin through a back window or
door and then we would let everybody in. We took infation on credit cards, safes,
family photos, mobile phones, birth certificates and utilitls ... sometimes; we would
even take whole drawers of paperwork. After we brobgick the looted information to
the person who was responsible for processing out wiaheeded to start making IDs,
then other people hacked into websites on the net toegit bureau reportsOn the
victims?Uh huh.... once we got that information, other kinds @fusold’s were made up.
Such as?Credit cards, car loans and then we applied for dupli®atéal Security
Numbers. Some gang members were trained to be sisoppeere were the ones who
bust out the credit cards at big stores like Bloomingddacy’s, Saks Fifth Avenue and
Apple. They bought all kinds designer merchandise likéique” perfume, Louis
Vuitton bags, belts, shoes, watches and jewellery. $hegped for cars that were
immediately shipped to countries in Eastern Europe, pattedCaribbean and Central
and Latin America.

(C)

JN: What makes you tickrell me about yourself.Michael: When | was 17, |
started out as a lush worker and rode the subwayswnYdek from the beginning of the
line to the end searching for people who were druakvays had a razor for protection ...
so | cut their pockets ... some ... | just turned thetkpts inside and out, took their
wallets or pocketbooks, emptied everything inside my knag-gad split. Sometimes |
would go down to the Union Square Station at rush hoand learn to pick the
passengers pockets ... Cos the train used to be packadiness was good for me.
Sometimes, if | got caught, | pretended that | couldn’ak@and they (the police) would
let me go. One day | rode the trains all night and cotutdake any money because the
new class of rookie cops was riding the trains. Tdraynped my style. | needed money
and so the following day, | sold as much informatiom @suld to another thief who took
me to an address in located in a basement, the Brahthay made a driver’s license and
two credit cards for me ... They hit me up for $25 ferlDs. | used one of the credit
cards to rent a room in a single room occupancy hotehe and my girlfriend for about
two weeks before we moved on to another hotel. Abolitegy months later, my luck
ran out on me ... a group of decoy cops who wenegd® sting operation against lush
workers finally caught up to me... | was locked up d&dJudge sentenced me to one and
a half to three years ... No | am facing deportation bhadkamaicaWhy are you facing
deportation?Cos ... Me nah citizen ... Me from Jamaica man.

My informant, Charlie Hustle, introduced me to five of hid fslends, who are also ex-
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(D)

JN: Now...let’s talk Harold... what do you know about Id’s aihe way people go
about stealing them?Il and my friends go through dumpsters outside ¢élsao collect
cans so that we can take them in for money. One fiaynd a letter with a credit card in
the dumpster. | didn’'t know what to do. | looked for frignd and showed him the letter
and the card. He was undecided about what action lddsretaken with the
information that he held. We went to a store on the westafid2 Street ... gave the
credit card and the letter to the guy behind the glaggipa ... paid $55 and walked out
with a another credit card in my pocket.” (Harold)

Even though Harold swore that he did not intend to gothr@adentity theft business, his

journey continued. He further explained,

“| started stealing cell phone bills from unlocked maké&® Then | would reroute malil
to my friend’s addresses by filling a change of addcasd at the post office... then | made a lot
more new identities. We sold the IDs to illegal aliens amuktiple who like to shop. The
shoppers sold their things to bodega owners in WashingtightdeManhattan.” (Harold)

(E)

What | needed were at least two people to help me makeynd chose a “working”
couple whom | knew from back in the day when we dlgbayies together. | knew the woman
was good at busting out credit cards. The couple éahtly received an eviction notice so they
could use the cash. The cards came from a “mill” orugipeer west side of Manhattan. The
price of cards varied from $500 to $700 each withmit lof $10.000- $15.000. We specialized
in buying electronics for resale to smaller electronic stior&gashington heights and the Lower
East side of Manhattan. Resale prices were agreed upongpicking up the merchandise. It
was the safest way to fly under the radar and catlesih. | had arranged for my girl to get a job
as an accounts receivable worker at a large electraoiestlat carried the inventory that |
needed for resale. Each day my girl kept me abreasé dfdttest ticket items that were
scheduled for store delivery. Twice per week for six snthe couple went to the store, bought
the selected merchandise with a different credit card aked out. | waited outside of the
store with a truck. When the transaction was completedelwed a phone call instructing me to
pull my truck in front of the store. The merchandiss Veaded into the truck and taken to the
smaller stores for resale. The couple received 20%eafetbale value of each electronic piece.
The most requested items were cameras, cell phonesutansyfax machines, high-end
speakers and head sets. For me, this was a bettéowagn a living. It was easier, cleaner and
when the job was done no one got hurt and we nevketohaorry about the police.

(F)

JN: So you came from the City of Angels? (PuebN&. | paid someone to take me
across the border to Americ&/hy are you locked ugZame here looking for work, could not
find work. | needed lots of money because | havefa and two children back in Pueblo. 1
must also pay off the money | still owe for the transporbss the border. My cousin told me
about an easy way to make money and | joined with himatke 1D cards. | like it because it
was easy money. | paid the rent and sent money baw& beery week. It was 13 other people
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doing it. The boss brought the plastic and his friemdegis the names and numbers every
morning. We worked for about 6 hours every day loasement in Queens. | made lots of cards
about 70 everyday. | sometimes we used old carda tgenumbers were still good. We just
changed the names and polish the card so that they \ookldlean. Sometimes | took orders
for cards over the phone or the internet. People pakeréift prices for cards. It depends on if
the boss is in a good mood that day. Most days theytlseihd for $400.00 each. The value was
like $5.000. Sometimes | had to take boxes of cardet®dnt down by the dock. | gave them
to Joe and he sends them oversa&@sre you afraid of being caughte boss said not to worry
about anything because his brother works for the NYPDOfamel get caught we wouldn’t have
to worry. That is not true.

(G-L)

JN: Does anyone object to doing a group intervi®N?. The main spokes person for the
group explained. We were all part of a cyber crimg that originated in Eastern Europe. Some
of us came to the US pretending to be students, Au Paimstlagidworkers. The recruiter lives in
Russia. We were all recruited from the Internet with a pperf making a lot of money.
Everyone was given ID cards, driver’s licenses, aitoadd and passports, a plane ticket and
instructions to meet our leader here in the US. Everyarevwed new passports and was
instructed to open bank accounts. Innocent people’s @siddsses accounts were hacked,
passwords to banking information were used to trams@erey into the new accounts and then
we were told to withdraw the monies from the accouAffser we took the money from the bank,
we travelled to Russia with the cash, gave it to the laig and were paid sometimes very little
for taking the risk of getting arrested like we are ndwe federal agents said that if we
cooperate with them, we would do much better. But misgoing to say anything because we
have families back in our countries and everyone krtbhatsthe Russian mob is running this
business. Itis a real business because this is whaddhaly of the time. We felt that this was a
good thing to do because there was no work for us twadk in our countries and it sounded
very good to us. We knew that eventually we would gegletbut we thought that if we told the
authorities that we did not speak English they would setbone on a plane so that we would
not spend time in a US jailf you didnt know the recruiters would you havendahings
differently?Not really, because everyone that we know is trying thends at this. It is another
way to make money.

(M)

JN: You are young... how did you get involve in IEftthl was always in the system. My
parents died when | was 2 and | lived in foster honvgken | was 16 | ran away and lived on
the streets. My pimp kept beating me up and taking my maneat age 18, | stabbed him. |
was arrested and served time on probatMMinat was probation likePhey did not help. It was
nothing positive for me. When | was arrested | met sov@en jail who introduced me to her
organization. They were protected by a known street.ghfedt that | needed that kind of
protection also and so, | went to work for them/hy take the risk of going to prisofi2vorked
for me. Itravelled throughout the country as a shopjith different groups. It was fun living
on the edge and not getting caught and at times almostgattested. | like to work in Ohio
and California because when we went into the expensivesdioey hardly checked Id’s. |
worked in a team. We were given credit cards arsivdth our pictures on them. The leader in
the team took orders for specific merchandise ovecéléphone. We would then choose which
items we wanted to buy. There was always a transparto drop us off at the stores. The pick-
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up areas was always different from the drop off sie kept in contact with throw away phones.
| liked to buy Hermes handbags. That was my specidlieminded me of the things | did not
have growing up. | shopped in every major city in Qdmad California. | was given nice clothes
to wear and was told how to speak and act when | wemthetstores. At the end of the day the
group leader took the merchandise from me and left ithanean that was packed with items. |
was taken back to a hotel to rest up for the following davery day | received a different credit
card with ID. One day, | came back to New York, werbagzhs Fifth Ave, was attempting to buy
a Louis Vuitton handbag, the clerk got suspicious, catleddcurity and they arrested me. When
| went before the Judge, | thought he was going to giva foeof jail time but he acted like he
didn’t care what I did, how I did it or anything. | knolat they don’t think this is a serious
crime and | will be out of here soon.

(N)

JN: Why did you choose this criméheeded money, it's easy to do, | will hardly jail
time and it helps with the rertdlow did you choose your victim®®y girlfriend works in a
pharmacy so she can put her hands on everybodyisriafmn. All she has to do is bring it up
in the computer. She gives me the client’s informatiahlasell that information to an
acquaintance for $1000.00 per batch of names andmafan. We have a child to take care of
and things are bad out thewhy doesnt everyone do id theB8me people are afraid and they
don’t want to risk getting caught and going to jail. | anhafoaid it is not as risky as you think it
is. You could go on the net and do this and get awayiwitlf you get caught you will probably
get probation. Nothing happedto me. | got a conditidisaharge.

(O)

JN: Why did you choose to do this at your tendex?alp the beginning, | was scared but
| got pregnant, could not even let my parents know thetsl pregnant. | needed money for an
abortion. My boyfriend at the time said it was safe bezaathing was going to happen to me.
| had to go around shopping in big department stwrdsthe 1d’s and credit cards that he gave
me until | got caught up in a ring that went from Newkvim California. Even though | was
pregnant he made me shop for hours until | could Imap ny more. | ended up having my baby
in here (jail). | did not make out as good as he \iat have you learn from your experiencie?
learn that if you want to commit a crime you should do itrgeli and don’t follow others.

(P)

JN: Why did you get involved in this theft rinBt?e risks are low and the rewards are
high. 1 am better off doing ID theft than a stick up.jbsee what my friends have. They always
have money, wearing nice clothes and | have no jdlwemted to get a piece of the action.
Didnt it occur to you that what they were doingsaagainst the lawPdidn’t look at it this way.

It just seemed like a way to make easy money. No osgyeting hurt. It's not like they are
using guns, knives or anything. Before | was arresteorked as a look-out for people who
travelled up and down the East coast busting out credit aacipassing checks. ID theft is a
good way to hide from the police. Everyone in the ring lthan with have a record so the only
way that we can fly under the radar is to get new Idit%s all good because all of the money is
covered by insurance. The group that they put me t& with does not stay in one place too
long they keep moving us so that the people in the store's gei to know us. There are
generally 6 to 8 people per group. The women mostlhhdshopping for high end merchandise
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like perfume and designer items. We guys have to maieetlsat they are safe and everything.
Somebody is always sitting in the van so that they can aliooéthe things in there. Then later
on the group leader will switch vans and take away the shimag they buy that day.

Q)

Offender Q is a police informant who is currently senangyear probation term for
identity theft. Initially, Offender Q agreed to talk to ened later changed her mind. | advised
her that if she decide to move forward with the intenviewhe future | can be contacted via my
telephone number.

(R)

Tell me about your group¥y boyfriend was the leader of a criminal group that &=zl
on buying genuine Apple products for resale. | waharge of all of the shoppers who bought
the products. | searched web-based portals and boagtgsy credit card accounts numbers of
ID theft victims. That information was then used to produmenterfeit credit cards. Shoppers
were then recruited and given credit cards with theirmaales and the stolen numbers. |then
gave the shoppers a list of Apple products to buy. Tvexg all electronic productdiere you
afraid of getting caught and going to jailRo because we had a secured systiow did you
feel about Apple losing money to your shoppets?as no big deal. Apple has insurance to
cover their missing merchandise. They really don't edn@ut thatWhat items were purchased?
iPods, iPads, gift cards and MacBooW#hat locations did the shoppers hitey shopped at
stores in the Midwest and along the east coé®iv that you have been arrested, what have you
learned from this experiencéwill get very little jail time for getting involved. The crediard
companies will cover everything it's not like one persopaging for it. The most time | may get
is about 4 years even though we made millions of doliaispple.

(S)

JN: The threat of being arrested didnt mean muxiidu?From a teenager, | was very
good at surfing the net and findings anything that | wanddg uncle was in the computer
business and he taught me a lot about them. | did reotdikvork but | needed money, fast cars
and girlfriends. The best ways to do all of those thimgs to look where | could find the
income to do whatever | wanted. | went to a school in itgge and learned how to crack
computer codes and fish for financial information. Inltkginning, | was no good. It was
frustrating but | kept practising for long hours every datil | got better at it. My best method
was to study the Forbes 400 list for people with experaigeunts and property information
that was available on the net. | looked for the amoutitef lines of credit and the amount of
mortgages they owed. At that time, the best people tftgr was the ones who had ties to
Silicon Valley because of their net worth. | created abaldzen cyber identities. My most
successful ones were “Topfinancegroup”, “stayinthesatland “universalescrow”. As a
Russian citizen living in Russia, | felt that | would nelercaught and | would continue to make
money, live like the rich guys in Silicon Valley and retir@agé 50. My best means of
communicating was by e-mail and instant messaging. linwadifficult to advertise via the net
for partners in the United States to work with me. CaBedder.com was my most successful
cite to advertise for working partners. Within a four yearqok | joined in partnership with a
dozen individuals in the US. They were all willing to makeney via the net. We agreed to
split the profits when each job was done. | kept foldetts personal information on the people
that | targeted and hired private investigators wheretlaé additional information to complete
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my folders. Once that was done, my recruits travelledutfirout the US to financial institutions
with the necessary copies of fake transfer requestsigoower of attorney paperwork and
whatever was needed to complete a transaction for @ee ¢¥ stolen credit cards were used to
pay for travel expenses. The transfer request forere wsed to transfer money to accounts
bearing the “workers” names and then transferred¢dounts bearing my name. Several million
dollars was sent to my Russian accounts. | was eubntiieked into coming to the US to do a
large transaction and was arrested in New York. | ancoracerned about doing the time. It is
comfortable in the New York jail. The meals are oke Técreation areas are decent areas to
work out in and nobody bothers me. Besides, they feel Hra a Russian spy. The Judge gave
me three to ten years in prison. | will complete that andayoe. | will still have a comfortable
life there.JN: are you concerned about re-offending#n not. Life is good. |am not hurting
anyone. Life could’'ve been worse.

(T)

I learned that you were involved with an ID thefbygp? | was. It was a quick way to
make a few extra dollars to help pay the rent but its#idn’t work out because now | am in
here.Werent you afraid that your victim’s life would b&ned because of this? NdNever gave
it one thought. The people in the ring said that no onebeittarmed by thisHow would you
feel if the shoe was on the other foat? really doesn’t know. | guess | would be pissedawi
| would want to go find the person who did this to rham now facing 1 year for something
that wasn’t worth it. | am ruining my life because of g&tuhing. | need to think. They
recruited me to help them shop and it didn't even pay ahmasi it should What exactly did you
do with the other shopper$®vent along with them to some very nice stores. Onaitqular
called Apple was different. Other girls did the buying &hdlp carry the bags back to the van.
| was only working with them for about three monthss nbt like | made a big profit or
anything. My salary was $250.00 per week part time.

(V)

Let’s talk.... | came into the US as an illegal immigrant from Haiti &andeded working
papers in order to start driving at a limo compabid it occur to you that someday this would
unravel?Not really because | know other people who have beieg ssolen and bought Id’s for
years now and nothing happened to them. 7 yearklamgeoght a dead person’s ID for $2500.00.
They say it was solid and good. | needed to find a jabghys good money because | have two
families back in Haiti to take care d@ut why take the risks of impersonating someore®¢éls
am doing it for good reasons. | pray every day évarything would be ok. Every day | go to
work, | am very careful not to do anything to anybotgbey all the rules until | had an accident.
When the police came they asked me if | was a citizdr &oid them | was a resident. They got
suspicious and ran this name in the computer car. Afedrile, they came and said that there
was an alarm out for this dead man’s identification. $ waested and received 6 months in jall
and is now facing deportation. | am an innocent mattid hot hurt anybody. The man is
already dead and they want to send me back to Haitat Afh | going to do there?

V)

So you have an ID theft issug@ah.... When | was a teenager my parents sent me to live
in a foster home. When | was there, | always got itolde in the local town. One night when
my room mate was in the shower | looked into his walhet took his ID. The next morning |
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found a place that made Id’s so | got them to put hisnmétion with my photo and ever since
then | always use the new name for ID. | applied Gegnment benefits under the bogus ID
without a problem because my ex room mate was in jad fong time. One day the police
picked me up for identity theft. My ex room mate got of jail and also applied for assistance
when they told him that he could not get it because soenelse was already getting assistance
under his namalNhat have you learned if anything from this crimé3u can run but you can't
hide. Even though | wasn'’t hurting anybody they stitl me.

(W)

I understand that you were a shopper for an orgaghigroup? | was a shopper but |
thought it was no big deal. They asked me if | wanbethidke some fast money and that it was
safe. | knew the summer was coming soon so | wantbdy some new things so that | and my
friends could roll with. That's why | was recruited ash@pper. | did a little bit of travelling to
state like Florida and Ohio. At first it was fun but thestérted to play out because | knew that |
could not go on like this. They made me feel uncomiidetal was worried that one day
someone would see me and call the police. | had neesrlocked up before. My boyfriend
went to jail for stealing someone’s identity so | had rterition of doing the same thing. | was
beginning to think that it was too risky and it was not worth getting caught. My parents
would disown me end everythingVhy didn't you stop and notify the authoritidsfid not want
to be a snitch because snitches get ditches and | wasgyldcent money every week. My pay
for five days was $800.00 and sometimes if you seeung that you like they would get it for
you and charge you a discount for it. My role wabuy Lalique perfume. | was trained to bust
out every credit card that | held in my hand. If | wina perfume counter to buy such an
expensive perfume and the attendant became suspiciaudd oy to sweet talk her until she
calm herself down and then pull out the card for thelpase and verification of my ID. | was
always jittery when they checked my ID and would scofgemuescape route when | enter
every store. This lasted for about 13 months befge busted. | am going to jail for 6 months
with 5 years probation.

(X)

| see you are no stranger to the court system. ¥dhy you stop re-offendingfou are
talking about the old days when | was crazy and did hiags to people. | don’t do those things
any more.You are telling me that ID theft is not as bad aslabery or murder?t really is not.
Nobody gets hurt in this thing. Nobody have to go inta fheckets like the way it used to. This
is a victimless crime and that is why | tried my hand forita little bit. | was one of the
recruiters for the group. They asked me to give theand because | have been around a long
time and they know that | can take care of myself whibkileg out for them. | watch all these
kids grow up so | know who to trust from whom not to tomypback on. Before | work on the
new people | am very good to them. | offer to buyrilvehatever they need and everything.
The thing is to let them get close to you. They have toygainconfidence if not; they will
disappear and run their mouth about the business. &goting recruits, it is an exciting time
in their lives because they are now being exposed bependuniverse. Being involved in the
ring is not all that bad because you have protection whileatoly a salary. It's hard to stay
away from this kind of life. It's all I know about. Thisdefinitely not robbing anyone. | train
the new recruits how to be business savvy yet forcehdyheed to know how to be alert at all
times just in case the cops or security is looking at theisialso very important for them to be
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polite and friendly with every one they do business wittabse the closer they get to the people
in charge the more trusted they become.

(Y)

What happened at Chase Bankfas part of a group that took over $1 million dollars
from Chase Bank. We were approached by pickpockletsoffered personal information in
exchange for money. The information was verified by émployees at the bankVere the
employees aware that their actions were illegafCourse, they were in on it¥why would those
employees take such risk¥¥hen the money is good people will do anything. Anyhow,
fraudulent transactions were taking place at the bank wetkittim’s personal information.
Credit cards were manufactured in the victims’ nanti@sgawith driver’s licenses. What role did
you play within the group? | passed along the stolen irdton to get new credit from the credit
agencies. | am not too worried if | spend a little bitiwfet in jail, I'll be home by Christmas.
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APPENDIX 6

Glossary of Legal Terms as Applicable to an Offendan the Court System

ACQUITTAL: Adisposition of a case in which the defendant is fourtdyaoity.
ADA: Abbreviation for Assistant District Attorney. See also AssisEistrict Attorney.
ADJOURN: To suspend a proceeding to a later time and peditipsent place.

ADJOURNMENT IN CONTEMPLATION OF DISMISSAL (ACD): A conditional dismissal
of a case pending law-abiding behavior of the defenmdsmACD case may be restored to the
court's calendar if the defendant commits any new crifdefendant is not required to enter a
plea of innocence or guilt. The case is adjournedixomenths, or 1 year for family offenses or
marijuana cases.

AFFIDAVIT: A written statement of facts submitted in the course ofjal leroceeding. See
also corroborating affidavit.

AFFIANT: One who makes an affidavit.

ARRAIGNMENT: An early stage in the criminal justice process, occurriteg an arrest. The
defendant is brought before a judge and informed othleges pending against him or her. If
applicable, bail is set.

ARRAIGNMENT COURT PART: The location in which defendants are arraigned. In
Manhattan, the majority of defendants are arraigned w2ihours of their arrest. Defendants
are initially arraigned in Criminal Court on the felonymisdemeanour’s complaint. Defendants
who are later indicted by a Grand Jury will be arraigagain in Supreme Court.

ARREST: In the majority of cases, an arrest is the first stadlkdrcriminal justice process. In
some cases, an investigation precedes the arrest.picaltgrrest, a defendant is charged by the
police and taken into custody.

ASSISTANT DISTRICT ATTORNEY (ADA): Assistant District Attorneys are lawyers hired

by the District Attorney to prosecute cases as repraibesd of the People of the State of New
York.
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BAIL: Cash or bond posted by a defendant as collateral toeetisirhe or she returns to court
on a future date.

BENCH WARRANT: A warrant issued by a judge when an individual fails feeap in court at
a specified date and time.

CALENDAR PART: Court Part to which a case is sent after arraignmentydfate trial.
Motions and pleas are heard in this Part.

COMPLAINT: The legal instrument filed by the State which initiatesm@ioal action. The
complaint states the alleged crime of the defendant in legaliage. In Criminal Court
(misdemeanour’s cases), the complaint serves asrtnalfaccusatory instrument. In Supreme
Court (felony cases), the complaint serves as a prelignaeusatory instrument until a Grand
Jury indictment is obtained.

COMPLAINANT: A person who makes a complaint or files a formal olaamga court of law.
COMPLAINT ROOM: See ECAB

CONDITIONAL DISCHARGE: A sentence imposed by a judge when a court believes that
neither jail nor probation is appropriate for the defendame. dourt can require the defendant to
lead a law-abiding life, to participate in a specific programkerestitution, perform community
service, or to avoid contact with certain persons. If g#fertlant does not complete the condition,
then the court can revoke the sentence and re sentendefémdant.

CONTRABAND: Goods barred by law. Contraband generally includesfgpa®apons or
drugs prohibited by law.

CONVICTION: Adisposition of a case in which the defendant is foundyghy trial or plea.

CORROBORATING AFFIDAVIT: An affidavit provided by a witness that confirms the
witness' assertions as stated in the criminal complaintgtjad instrument which initiates a
criminal action). A corroborating affidavit converts a goamnt into an information, which is
then ready to proceed through the criminal justice psodemust be subscribed and verified.

COURT CLERK: The Court Clerk assists the judge in record-keepingo#met clerical duties;
generally in charge of the personnel assigned to tiroom.

COURT OFFICERS: Court officers are distinguished by their uniforms, badgad shoulder
patches and they are responsible for security in the cmom. They are usually armed. They
often assist the clerk of the court with clerical duties.

COURT PART: The physical location, a court room, in which court proasgs occur. See also
Arraignment Part, Jury Part, and All Purpose Part.
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CRIMINAL COURT: In New York City, the court in which misdemeanoiarsd violation
cases are handled.

CRIMINAL COURT ALL PURPOSE PART (AP PART): The Criminal Court part in which
various proceedings occur between arraignment and tra@lohMs and pleas are handled in the
part.

CROSS-EXAMINATION: The questioning of a witness presented by the opp@sirty at trial.

DECLINE TO PROSECUTE (DP): In some cases, the prosecutor may decide not to proceed
against a defendant, in which case the prosecutor detbipessecute the case. A prosecutor
may decline to prosecute for a number of reasongxample, if there is insufficient evidence or
if further investigation is needed.

DEFENDANT: The person alleged to have committed the crime.

DEFENSE LAWYER: The lawyer who represents the defendant in a crimirsa. dehe defence
of those who cannot afford to pay for a lawyer is preditly organizations such as the Legal
Aid Society in New York City and a few other countiesth@ Public Defender's Office in some
upstate counties, or by private attorneys assigned bgyotime.

18(b) LAWYER: A private lawyer who is appointed to represent an indigeferdlant where
there is no Legal Aid Society or Public Defender's offazaxyhere these agencies are unable to
provide representation because of a conflict of interesthar policy decisions. 18(b) refers to
Article 18(b) of the County Law, which authorizes th@a@iptment and payment of private
attorneys with county monies in criminal cases.

DEPARTMENT OF CORRECTION: The New York City agency in charge of all persons in
detention. Department personnel can be identified by ttigebthat says "Dept of Correction™
and a pin in their collar saying "DC." This department atansports prisoners to and from court.

DEPONENT: A person who testifies under oath, usually in writing.

DESK APPEARANCE TICKET (DAT): A DAT is issued for less serious crimes. It releases a
defendant from custody before arraignment and reguire defendant to appear in Criminal
Court on a specified day for arraignment. If a defandails to appear on a DAT, a bench
warrant may be issued. The warrant authorizes the afrést defendant and the arresting
officer is directed to bring the defendant before the court

DISMISSAL: The disposition of a case in which the charges agaithstesmdant are removed.
Only a judge can dismiss a case.

DISPOSITION: Once a case has concluded, it is said to be dispBesesdible dispositions
include: conviction by trial or plea, dismissal, and acquittal.
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DISTRICT ATTORNEY: The District Attorney is a lawyer, elected by the residehtsso
jurisdiction, to represent the State in criminal proceedingmsigdose accused of crimes.

DOCKET NUMBER: Cases are numbered, and tracked by the Court witkketioumber.

ECAB: The District Attorney's complaint room, also known as EGEBrly Case Assessment
Bureau), is where felony and misdemeanour’s cases\aluated and complaints are drafted by
ADAs. ADAs staff ECAB seven days a week.

FELONY: An offence which is the most serious crime categorprites are divided into five
classes: "A", "B", "C", "D", and "E" An "A" felony idie most serious, and an "E" felony is the
least serious. The class determines the permissiblenserdad prison terms in excess of one
year that may, and sometimes must, be imposed. Exaofdiesnies are robbery, burglary,
grand larceny, sale of narcotics, and murder.

GRAND JURY: Under New York State law, Grand Juries are empoweréear evidence
presented by prosecutors and to file charges, knowrdesments, in felony cases. The Grand
Jury can also conduct independent investigations. EsmhdGury is comprised of 23 people.

HEARSAY: Evidence based upon the reports of others, rather théredirst-hand experience
of a witness.

HUNG JURY: A jury that cannot reach a unanimous verdict is calledng lpury. When there is
a hung jury, the case may be retried.

INDICTMENT: A written statement charging a party with the commissics @ime or other
offence, drawn up by a prosecuting attorney, and votddiked by a Grand Jury.

INFORMATION: A complaint which has the necessary corroborating afifida
INTERPRETER: Provides translation for non-English speaking witnesseslefashdants.
JUDGE: Presides over trials and hearings, decides motions, addatsrarraignments.
JURISDICTION: The territorial range over which the authority to intetjared apply the law
extends. Each of the 62 counties in New York StateaHaistrict Attorney who is an elected
official. Each DA has jurisdiction to prosecute crimad affenses that are committed in the
county of election only. The City of New York containgficounties and has five District
Attorney's Offices: New York County (Manhattan), Kingsudity (Brooklyn), Queens County
(Queens), Bronx County (the Bronx), and Richmond @p(Btaten Island).

JURY PART: Court Part in which trials occur.

MISDEMEANOR: Misdemeanour’s are offenses for which a term of up to one yeay bea
imposed. Misdemeanour’s are divided into two classesat@l''B." The maximum term of
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imprisonment for an "A" misdemeanour’s is one year ardrithximum term for a "B"
misdemeanour’s is three months. Examples of misdemearararshoplifting, trespassing in a
building, and jumping a turnstile.

OFFENSE: In New York there are three major classes of offefmewhich a person may be
prosecuted: violations, misdemeanour’s, and felonies. Yoolatre the least serious offenses.
Some are defined in the Penal Law of New York State aretotan be found in statutes such as
the Vehicle and Traffic Law or in local ordinances sucthadNew York City Administrative

Code.

PART: The courtroom in which a judge presides over cases.

PART F Felony: Cases fall under the jurisdiction of Criminal Court until ra& Jury
indictment is obtained. After arraignment in Criminal Cofatony cases in New York County
are adjourned to a Criminal Court All Purpose Part calletR&fter a Grand Jury indictment
has been voted, the case moves to a Supreme Cougmimeamt Part.

PLEAS: Dispositions in which the prosecutor and defendant agreepamticular charge to
which the defendant will plead guilty. Most often, pleas téle a sentencing recommendation.
A judge must approve the plea.

PRECINCT: The City of New York is divided into smaller sections, whare patrolled by units
of the police department. Each precinct has a stationrehdanhattan has 22 precincts.

PROBATION DEPARTMENT: The department responsible for the supervision ofopers
placed on probation in lieu of imprisonment. This departralso conducts pre-sentence
investigations used by judges when determining sentences

RELEASED ON OWN RECOGNIZANCE (ROR): When the court determines that a
defendant is likely to appear in court as required by bea¥ may be deemed unnecessary and
the defendant is released without posting bail.

REMAND: In serious cases when the court determines that a defaadi&rly to flee the
jurisdiction of the court, the court may determine that elugd not be offered. Remanded
defendants remain in custody.

ROSARIO: Rosario material includes any statements of a witnessahtestify at trial.
Police forms that summarize a witness' statement, a sggasment by a witness, and
paperwork prepared by a testifying police officer araneples of Rosario materials. Rosario
material must be given to the defence before the opetatensents.

STENOGRAPHER OR COURT REPORTER: Takes verbatim record of court proceedings
using a stenotype machine which records stenographiocagran paper.
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SUPREME COURT: In New York State, the court in which felonies aredri€hough the name
is misleading, the Supreme Court of New York is not tighdst court in the state--the Court of
Appeals is the highest court in New York State.

SUPREME COURT CALENDAR PART: The Supreme Court Calendar Part is the part in
which various proceedings occur between Supreme Coargament and trial. Motions and
pleas are handled in the Part.

TRIAL: A criminal trial is a formal examination of evidence brefa court of law or a jury to
determine whether a defendant is guilty of the chargmsght against him beyond a reasonable
doubt.

TRIAL COURT PART: The court part in which trials occur.

UNCONDITIONAL DISCHARGE: A sentence of an unconditional discharge is imposed when
the judge believes that no proper purpose would be sbgvadposing any conditions on the
defendant.

VIOLATION: An offence carrying the lowest sanctions. Although theypareal in nature,
violations are not defined as crimes. The maximum tdrimrisonment is 15 days.

VOIR DIRE: Voir Dire is the name given to jury selection. In Crinli@aurt, 6 jurors and 1 or
2 alternates are chosen. In Supreme Court, 12 juror tmd alternates are chosen. When
prospective jurors are brought to the courtroom, thgguaiill explain certain principles of law
and question the prospective jurors. The ADA then questiee jurors. After the ADA has
finished, the defence attorney asks further questionsideuof the presence of the jury and
following established rules, the attorneys will excuse jurong Itleéieve should not sit on the
case. The remaining jurors are sworn in. The procegsmoes until the full number of jurors
and alternates is chosen.

WARRANT: A judicial writ authorizing an officer to execute a seardiz\sre, or arrest.

References

321



Abbasi, A., Zhang, Z., Zimbra, D., Chen, H. & Nunamiakl.F. (2010). Detecting fake websites:
the contribution of statistical learning theddlS Quarterly, 43435-461.

Adcox, S., (2002). “Authorities in New York Nab Ring@énter of Largest-Ever Identity-Theft
Case.” Albany Times UnionHighbeam Research: http//www.highbeam.com/doc1G1-
94875562.html.

Aggarwal, S., Duan, Z., Jones, F. & Liu, W. (201Tjust-based Internet accountability:
Requirements and legal ramificatiodsurnal of Internet Law, April 3-16.

Akers, R.L. (1997Criminological Theories: Introduction and Evaluatid_os Angeles, CA:
Roxbury.

Al Harby, F., Qahwaji, R & Kamala, M. (2010). Towams understanding of user acceptance to
use biometrics authentication systems in e-commerce: asiegtension of the

technology acceptance modeiternational Journal of E-Business Researct34655. DOI:
4018.jebr.2010070103

Principles of Professional Responsibility. Adopted by tbaril of the American
Anthropological Association May 197JAmerican Anthropologigi1:370 (1949)

Bennett C. 201ONYPD officers face stat fudgif@nline]. Available at
http://www.nypost.com/p/news/local/nypd_officers_face_stat ihgld¥bjR8bHLCv70t1H746n
EFmK#ixzz27AmNfbwE [Assessed: 15 October 2010].

Bauer, J. (2010, January 5). ldentity Theft: Trenu$ lasues. Invww.crs.govRetrieved
December 25, 2011.

Berg, S.E. (2006). Recommendations for a comprehendantity theft victimization survey
framework and information technology prevention strated®®ochester Institute of Technology,
April 7, http://www.sparsa.org/res/research/IDTheftVictim.ptlf35.

Bergholz., A., de Beer, J., Glahn, S., Moens, M.FRasP&. & Strobel, S. (2010). New filtering
approaches for phishing emalburnal of Computer Security, 18;35. DOI:10.3233/JCS-2010-
0371 Boetig, B.P. (2006). The routine activity theory: aleidor addressing specific crime
issues.

Conradt, C.- Online Auction Fraud and Criminological Theorid$he Adrian Ghighina
Case01l1International Journal of Cyber CriminologyJCC) ISSN: 0974 — 2891 January — June
2012, Vol 6 (1): 912-923.

FBI Law Enforcement Bulletin, 12-20.

322



Bose, I. & Leung, A.C. (2009). What drives the adoptdanti-phishing measures by Hong
Kong banksTommunications of the ACM, Augub4,1-145. DOI:10.1145/1536616.1536643.

Bronk, C. (2008). Hacking the nation-state: securifigrmation technology and polices of
assurance. Information Security Journal: a global petisped 7, 132-142. DOI:
10.1080/19393550802178565.

Burdon, M. (2011). Contextualizing the tensions and weaeasesf information privacy and data
breach notification laws. Santa Clara Computer & HighTeow Journal, 27, 63-130.

Campbell, D.T., & Stanley, J.C. (199&xperimental and Quasi-Experimental Designs for
ResearchChicago, IL. :Rand-McNally.

Clapper, D.L. (2010). Stolen data and fraud: the Hardddrothers data breaclournal of the
International Academy for Case Studies, 16, 115-129.

Coats, B. (2008). Public information thequill, 21-24.Christine Conradt - Online Auction
Fraud and Criminological Theories: The Adrian Ghiigh Cas€011 International Journal of
Cyber Criminology(IJCC) ISSN: 0974 — 2891 January — June 2012, Vo):®(2—-923.

Computerworld. (2005). Data thefts prompting IT secuwitgcks Computerworld, March 21,
10.

Copes, H. & Vieraitis, L. (2007). Identity theft: Asseggoffenders’ strategies and perceptions of
risk. University of Alabama at Birmingham, AL,
http://lwww.search.org/files/pdf/IdentityThievesProfiled. gbHg8.

Cromwell, P., Alexander, G. & Dotson, P. (2008). Crimnel incivilities in libraries: situational
crime prevention strategies for thwarting biblio-bandits pradlem patronsSecurityJournal,
21, 147-158.

Curtis, C.E. (2011). Rallying round the red flaG&0O, March,14.

Dazeley, R., J. Yearwood, et al. (2010). Consensust€ing and Supervised Classification for
Profiling Phishing Emails in Internet Commerce Secukityowledge Management and
Acquisition for Smart Systems and ServiBedd. Kang and D. Richards, Springer Berlin /
Heidelberg. 6232: 235-246.

Denzin, N. K., & Lincoln, Y.S. (Eds.), (1994)andbook of Qualitative ResearcFhousand
Oaks, CA: Sage.

Devarakonda, A. K., P. Tummala, et al. (2010). Sec@itytions to the Phishing:

TransactionsBased on Security Questions and Intafgemation Processing and Management
V. V. Das, R. Vijayakumar, N. C. Debnath et al, Sprimigerlin Heidelberg. 70: 565-567.

323



Domonell, K. (2011). Thwarting ID thieves: what most colkegad universities aren’t doing to
avoid identity theft and fraud—but should bniversity Business, 182-88.

Dunham, J., Eck, J.E. & Sampson, R. (2010). Supetrallers and crime prevention: a routine
activity explanation of crime prevention success andraifsecurity Journal, 2337-53. DOI:
http://dx.doi.org/10.1057/sj.2009.17

Dunn, S.E. (2011). Reporting requirements incident tadives of personally identifiable
information. TJAGLCS Practice NoteBhe Army Lawyer, April37-38.

DVM. (2009). FTC delays red flags rule enforcem&\{M Newsmagazine; Jun&2-14.

Ellison, N. (2007). Facebook Use on Campus: A Socialt@ldperspective on Social Network
Sites.Paper presented at the ECAR Symposium, Boca Ratomecember 5-7, 2007. Retrieved
from http://www.educause.edu/ecar.

Farrell, G, Tilley, N., Tseloni, A. & Mailley, J. (201@xplaining and sustaining the crime drop:
clarifying the role of opportunity-related theori€sime Prevention and Community Safety, 12,
24-41. DOI:10.1057/cpcs.2009.20.

Federal Trade Commission. (2010). Overview of thetidemheft Program, October 1998-
September 200Bttp://www.ftc.gov/0s/2010/09/timelinereport.pdf

Fell, B.D. (2006). Identity theft and routine activities: st @&f victimization using college
students. Louisville, Kentucky, Department of Justice Adrtriai®n,
http://digital.library.louisville.edu/utils/getfile/collection/etd/id/6 7/il#hame/673.pdf, 1-84.

Ferguson, A. J., Fostering e-mail security awarerniéss\West Point carronade
Educause Quarter|y28(1), 2005.

Fernandez, C. (2010). Chip and Pin Flaw that bankstiiednsor: Cambridge Scientist exposed
security failuresMail Online, December 201http://www.daily ail.co.uk/news/article- 1342218.

Financial Crimes Enforcement Network Identity Theft TrerRigtterns, and Typologies Based
on Suspicious Activity Reports Filed by the Securitied Butures Industries January 1, 2005 —
December 31, 2010.
http://lwww.fincen.gov/news_room/rp/files/ID%20Theft%2011 BXDFINAL pdf - 2011-
September.

Findings in Javelin Strategy and research cited in WortBen. (2009). “Card holders Buy
Peace of Mind, If Not Security;The Wall Street JournaMarch 10, 2009. D1.

Fogel, J. & Nehmad, E. (2008hternet Social Networking Communities: Risk Takifrgst, and
Privacy ConcernsComputers in Human Behavior, 25, 153-160.

324



Fox, J. L. & Lundman, R. “Problems and Strategies imi@g Research Access in Police
Organizations'Criminology: An Interdisciplinary JournaP.53. vol. 12, no. 1, May, 1974.

Frank, M. J., and Associates. (1998). Identity ThedvBntion and Survival: Identity Theft and
Assumption Deterrence Act of 1998, www.identitytheft.org.

Garrie, D.B., Griver, Y. & Joller, M. (2010). Regulatisgyware: challenges and solutions.
Journal of Internet Law, February, 3-14.

Giles, J. (2010). History of social network use malas gasier to identify onlin&lew Scientist,
206,1- 2.

Glithero, K. (2009). Picking numbers out of thin air: fedeggravated identity theft
prosecutions in light of Flores-Figuerdamerican Journal of Criminological Law, 389-96.

Graybook (2011). New York Criminal Statutes and Rule.

Greenwood, B. (2009). Stolen laptop leads police to iyethieft ring.Information Today,
September, 44.

Groff, E.R. (2008). Adding temporal and spatial aspettroutine activities: a further test of
routine activity theorySecurity Journal, 2195-116. DOI:10.1057/palgrave.sj.8350070

Hayward, K. (2007). Situational crime prevention and itsatitents: Rational Choice
Theory versus the “culture of nowSocial Policy & Administratiod1(3), 232 — 250.

Holtfreter, K., Piquero, N. L., & Piquero, A. R. (2008)d justice for all? Investigators’
perceptions of punishment for fraud perpetratGrane, Law and Social Changéd(5),
397 —412.

Hutchings, A. & Hayes, H. (2009). Routine activity theand phishing victimization: who gets
caught in the net? Current Issues in Criminal Justice, 20,
http://www98.griffith.edu.au/dspace/bitstream/handle/1007 27285533 1.pdf?sequence=1, 1-
20.

Information Week. (2009). Laptop theft nets data on@TW) doctorslnformation Week,
October 15, 1- 2.

Information Week. (2009). Internet has never beererdangeroudnformation Week,
September 30, 1-2.

Information Week. (2009). Identity theft malware sur§@68%.Information Week, August 19,
2.

325



Jagatic, T.N., Johnson, N.A., Jakobsson, M., & Mendz (2007, Octoberyocial phishing.
Communications of the ACM, 50(10), 94-100.

Jefson, C.A. (2007). Identity theft and consumer healtitation: case study teaching the skill
of decision makingJournal of School Health, 7373-386.

Kunick, J.M. & Posner, N.B. (2011). Following the riéa rules to detect and prevent identity
theft. Information Management, May, 25-29.

Lee, G. (2009). Raising red flags: a primer on negulaions regarding identity theft
preventionPT in Motion, 148-52.

Levi, M., Burrows,John (20Q08Measuring the Impact of Fraud in the UK: A Conceptual a
Empirical Journey.British Journal of Criminologyolume:48 Issue:3, 293-318

Liebowiz, J. (2012). Prepared statement of the FedesdeTCommission before the committee
on Commerce, Science and Transportation, United StateseSenathe Need For Privacy
ProtectionsPerspectives from the administration and the Feld&rade Commission.
http://search.ftc.gov/search?utf8=%E2%9C%93&affiliate=falfieadecommission&query=cite+
for+ftc&commit=Search Retrieved on September 21, 2012.

Listerman, R.A. & Romesberg, J. (2009). Are we ga&te Strategic Finance, July®7-34.

Luo, X. & Liao, Q. (2007)Awareness education as the key to ransomware prewen
Information Systems Security, 16, 195-202.

Malinowski, B. (1961)Argonauts of the Western Pacifidew York: Dutton

Mansfield-Devine, S. (2008, Novembefnti-social networking: Exploiting the trusting
environment of Web 2.6letwork Security, 4-7.

Manz, W. H., (2003). Federal Identity Theft law; MajoraEtments of the 16881 & 2.

McKee, L J.B. & McKee, T.E. (2011). Helping taxpayevho are victims of identity thefthe
CPA Journal, 81, 46-55.

McMillion, R. (2009). Taking aim at red flagaBA Journal, 95]1-3.

Mensch, S. & Wilkie, L.A. (2011). Information secur#gtivities of college students: an
exploratory study. Academy of Information and Managen$emtnces Journal, 14, 91-119.

Meithei, T.D. & Sousa, W.H. (2010). Carjacking and itesequences: a situational analysis of
risk factors for differential outcomeSecurity Journal, 23241-258. DOI;10.1057/sj.2008.19

326



Miyamoto, D., Hazeyama, H. & Kadobayashi, Y. (20H)manBoost: utilization of users’ past
trust decision for identifying fraudulent websitdsurnal of Intelligent Learning Systems and
Applications, 2,190-199. DOI:10.4236/jilsa.2010.24022.

Moore, A. P., (2004). Insider Threat Study: lllicit CyBentivity in the Banking and Finance
Center U.S. Secret Service and CERT Coordination Center.

Murdoch, S.J., Drimer, S., Anderson, r., and Bond(2010) . Chip and Pin is Broken.
http://www. Test.cl.cam.ac.uk/~sjm217/papers/oakland10cblgor. pdf.

Nicho, M. & Fakhry, H. (2011). An integrated securitywgrnance framework for effective PCI
DSS implementation. International Journal of Informationu8gcand Privacy, 5, 50-67.

Otto, P.N. (2009). Reasonableness meets requiremegitating security and privacy in
software. Duke Law Journal, 59, 309-343.

Owen, K., Keats, G, & Gill, M. (2006) The Fight agtifdentity Fraud: A Brief Study of the
EU, the UK, France, Germany, and the Netherladde Police Chiefyol. 74, no. 5, May 2007.

Pascoe, T., Owen, K., Keats, G., and Gill, M. (200@gntity Fraud: What about the Victim?
CIFAS Perpetuity Research & Consultancy International LtdtddrKingdom.

Ramsey, G. & Venkatesan, S. (2010). Cybercrime strdtegggocial networking and other online
platforms.The Licensing JournaR3-28.

Randazzo, Marisa Reddy, Michelle M. Keeney, Eilegddwalski, Dawn M. Cappeli, and
Reyns, B.W. (2010). A situational crime prevention apph to cyberstalking: preventive tactics
for Internet users and online place manadérsne Prevention and Community Safety, 92,
120. DOI:_http://dx.doi.org/10.1057/cpcs.2009.22

Rubens, J.T. (2009). So many privacy rules! The ldgusg standard of care for data security
and identity theft protectiofBusiness Law Today, 185-62.

Saad, L. (2009). Two in three Americans worry abouttitdetheft. Gallup Poll News Service,
Octoberl6, 1-2.

Smith, M.J. (2009). A six-step model of potential victimstibions to change locatioBecurity
Journal, 22,230-249. DOI:10.1057/sj.2009.6.

Stevens, G. (2012). Legislative Attorney gstevens@crsdec/g2581Congressional research
service. P. 151 March, 2012.

Sullivan, R.J. (2010). The changing nature of U.S. paytnent fraud: industry and public
policy optionsEconomic Review, 9301-126.

327



Tillyer, M.S. & Kennedy, D.M. (2008). Locating focusddterrence approaches within a
situational crime prevention framewo®rime Prevention and Community Safety, 1%.84.
DOI: 10.1057/cpcs.2008.5

Ruderman, W. 2012. New York Police Department manipslaerime reports\ew York Times.
29 June 2012. NY region.

Tomescu, M. & Trofin, L. (2010). Identity, security apdvacy in the information society.
Contemporary Readings in Law and Social Justice, 2, 3@7-3

U.S. Government Accounting Office, "Identity Fraud,” p, Report No. GGD-98-100BR,
(1998).

U.S. Department of Justice Programs Bureau of Justicst&taiCrime Data Brief
November 2011 “Identity Theft Reported by Househ@@95-20010” by Lynn Langto3JS
Statistician. http://bjs.ojp.usdoj.gov/content/pub/pdf/itrh0510.pdf - 20ddvember

Van Maanen, J., Dabbs, J. M., Faulkner, R. R. (L98&anization; Psychology; Research.
Beverly Hills: Sage.

Verma, A. (2007). Anatomy of riots: a situational crime presa approachCrime Prevention
and Community Safety, 201-221. DOI: 10.1057/palgrave.cpcs.81590044

Visa Inc (2011). Press release. Accelerate Chip Magraand Adoption of Mobile Payments.
http://corporate.visa.com/media-center/press-releases/prégsplsd

Wagner, C.G. (2009). Internet fraud on the ridee Futurist, July15.
http://www.financialfraudaction.org.uk/Publications/#/58/

Wartenberg, D. & Thompson, D. (2010). Privacy versuislic health: the impact of current
confidentiality rules. American Journal of Public Health),1407-414.

Weekly Compilization of Presidential Documents. (1998). 8dl Legislative History—H.R.
1731 (S. 153): House Reports: No. 108-528 (Comm. @duhiciary) Congressioanl Recoyd
Vol. 150 (2004)

Winn, J.K. (2010). Are better security breach notifisatiaws possibleBerkeley Technology
Law Journal, 24, 1133-1167.

Wortley, R. and Mazerolle, L. (200&nvironmental Criminology and Crime Analysis.
Cullompton, UK: Willan Publishing.

Zaharia, G.C., Zaharia, C., Tudorescu, N. & Zah&ri@010). Online crime and the regulation
of business on the Internet. Economics, Managemenkiaadcial Markets, 5, 238-245.

328



Using FACTA Remedies: An FTC Staff Report on a Surfegentity Theft Victims
www.ftc.gov/os/2012/03/factareport.pdf.

329



