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Abstract

Service oriented computing (SOC) represents a new generation of web architecture.
Central to SOC is the notion of services, which are self-contained, self-describing,
modular applications that can be published, located, and invoked across the Internet.
The services represent capability, which can be anything from simple operations to
complicated business processes. This new architecture offers great potential for e-
commerce applications, where software agents can automatically find and select the
services that best serve a consumer’s interests. Many techniques have been proposed
for discovery and selection of services, most of which have been constructed without
a formal Quality of Service (QoS) model or much regard to understanding the needs
of consumers. This thesis aims to provide QoS support for the entire SOC life cycle,
namely: (i) extend current approaches to service discovery that allow service providers
to advertise their services in a format that supports quality specifications, and allows
service consumers to request services by stating required quality levels. (ii) support
matchmaking between advertised and requested services based on functional as well
as quality requirements. (iii) perform QoS assessment to support consumers in service
selection. Many techniques exists for performing QoS assessment, most of which are
based on collecting quality ratings from the users of a service. This thesis argues that
collecting quality ratings alone from the users is not sufficient for deriving a reliable
and accurate quality measure for a service. This is because different users often have
different expectations and judgements on the quality of a service and their ratings
tend to be closely related to these expectations, i.e., how their expectations are met.
The thesis proposes a new model for QoS assessment, based on user expectations that
collects expectations as well as ratings from the users of a service, then calculates the

QoS using only the ratings which were judged on similar expectations.
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Chapter 1

Introduction

The development and use of technology can always change how people interact
with each other and consume services available to them. The wide-spread use of World
Wide Web has led to one of the biggest changes in how people select and use services.
For example, getting the latest music or movies, making phone calls to friends, and
getting the latest world news today are much different from 20 years ago. To exploit
this potentially huge market, businesses will need to make some fundamental changes
in the way services are advertised and made available to consumers.

There is a growing interest in Service oriented computing (SOC) in recent years
[35, 106, 150, 159]. Central to SOC is the notion of a service which can broadly be
considered as a software component that represents some computational or business
capability. By allowing services to be advertised declaratively, discovered dynamically
and invoked remotely, SOC makes it possible for users to locate, select and execute
services without having to know how and where they are implemented. This new

computing paradigm offers great potential for e-commerce applications [74, 82, 135].
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For example, vendors may wish to identify suitable partners from time to time to
form a virtual organisation [133, 148], so that they together can compete better in the
market, and consumers would always want to select the services that best serve their
interests. All such “matchmaking” tasks can potentially be performed by software
agents in an SOC environment automatically.

In order to achieve the full potential that SOC can bring to the next generation

of e-commerce, some challenges must be addressed.

1. Service Discovery: Existing techniques and standards [97, 9] are designed to pro-
vide a framework for describing services in terms of what they can do and how
they may be invoked. The searching for required services is conducted based on
such specifications. This is inadequate because it does not include support for
the non-functional aspects of a service, for example, Quality of Service (QoS).
Non-functional aspects of a service are important when considering service dis-
covery. because, just like in any other marketplace, it is possible to have several
service providers in an SOC environment, who offer broadly similar services.
This means QoS is often an important criteria by which service providers can
distinguish themselves from other providers, and service consumers can select
the most appropriate service. It is essential. therefore, that services can be se-

lected based not only on the required functionality, but also QoS requirements.

To incorporate QoS into service discovery, it is essential that existing techniques
are extended to allow service providers to describe QoS for their services. This
will then allow service consumers to locate a service that may offer the level

of quality they require, and service providers to distinguish themselves in the
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market. Since in the real world, consumers are driven rationally to strike a best
possible deal, service discovery with such a QoS augment will mirror the real

world and function better.

2. Service Selection: Since service providers will be competing for consumers by
offering similar services and advertising similar QoS levels, which service to
select becomes an important issue. Since a provider may not always provide
what they promise in an advertisement, a consumer must individually assess a
service based on not just what is advertised by the service provider but also on

its past performance.

In this thesis, we address these two important research challenges which are associated
with using SOC in an e-commerce environment. We extend existing service discovery
models by including support for QoS specifications. This is achieved by allowing
service providers to describe services with QoS specifications which consumers use to
discover services with their QoS requirements. We also augment service selection by
allowing QoS assessment to be performed on a service. The aim of this assessment is
to rank services in terms of their QoS, which will then assist the consumer in making

an appropriate service selection decision.

1.1 Research Aims

The preceding discussion illustrates that SOC provide an appropriate infrastruc-
ture for performing automated service discovery and selection for consumers in service-

based environments, like e-commerce. It should also be apparent that such environ-
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ments may potentially include service providers delivering different levels of quality.
As such, issues of QoS naturally arise from these, and consumers need to be aware of
them so that they can make effective decisions on which providor(s) to use. It is this
need that forms the motivation of this thesis and the basis of our work. In particular,
we aim to develop QoS augmented discovery and assessment models, or mechanisms,
that can be used to aid decision making by consumers in a service oriented envi-
ronment. In doing so, we can allow consumers to select services in a service-based
environment effectively, by identifying which services are most reliable, and which are

best avoided based on their past performances. This aim raises four goals:

e The study of existing QoS approaches in various application domains.

e The application of QoS approaches to service discovery and selection in an SOC

environment.

e The investigation and design of QoS annotated service capability description

and analysis of such QoS assertions for service discovery.

e The investigation of factors that should be accounted for, when designing QoS-

based service assessment mechanism in an SOC environment.

The first general purpose of this thesis consists of background research into existing
QoS approaches in different domains, which will provide us with a general view of
quality. To address the second goal, we need to identify and analyse the benefits and
use of the QoS approaches in order to evaluate their applicability to service discovery
and selection in an SOC environment. To address the third goal, we need to consider

how QoS annotation in service description is used in finding providers willing to
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provide a particular service. Finally, to address the fourth goal, it is essential to
consider the information that is available to service assessment mechanism involving
QoS. This very much depends on the situation, but examples include using consumer
expectations and observations of past service behaviour. This directs us to the main

research objectives as follows:

e To design a QoS augmented model that incorporates: (1) a service discovery

mechanism, and (2) service assessment in an SOC environment.

e Modelling a structured representation of QoS for advertising and discovery of

services in an SOC environment.

e To design a matchmaking mechanism to allow consumers discover appropriate

service advertisements.

e Investigate methods to collect and analyse the QoS information to be used in

the service assessment for selection purpose.

e Perform evaluations to assess the reliability of service assessment mechanisms

for selecting potential service providers.

Together, these objectives constitute a set of requirements that a QoS augmented
model must achieve, if it is to facilitate effective service selection decisions. As should
become clear from Chapter 2, each of these requirements is fulfilled, at least in part, by
mechanisms described in the existing literature. However, these existing approaches
all suffer from certain limitations, which are outlined in Section 1.2 and addressed in
this thesis. Specifically, we make a number of contributions to the state of the art,

which are outlined in Section 1.3.
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1.2 Research Problems and Approach

Various methods for modelling, calculating and monitoring QoS have been pro-
posed in the literature [12, 36, 103, 139], especially for web services and multi-agent
systems [187, 208, 215]. However, all these approaches suffer from limitations in their

definitions of quality.

1. Service Discovery: Existing work on QoS augmented service discovery is largely
associated with network quality parameters, such as bandwidth and jitter, or
are limited to a particular domain of interest {12, 36]. In e-commerce, however,
QoS involves much more than just network attributes. While these parameters
vary from application to application and can change as new domain require-
ments are introduced, they are still limited. To overcome the current limited
QoS representation and allow more dynamic service discovery, an approach that
can provide an extensible QoS description is needed. which will allow new QoS
requirements to be used as and when they become required and their represen-

tation is determined.

In this thesis, we propose to extend existing standard service description schemas
to incorporate QoS information. Some QoS attributes, for example, availabil-
ity. response time and reliability, are general enough to apply to all application
domains, whereas other attributes, such as frame-rate and update frequency,
are domain specific. Thus our aim is to create a QoS schema designed to allow
representation of domain independent QoS attributes as well as those that are

domain specific.
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2. Service Selection: Current approaches to supporting service selection have been
largely designed to establish trust and reputation and use them in the selection
process [127, 84, 208]. They collect quality ratings from the users of a service
and then aggregate them in some way to derive a quality verdict for the service.
However this approach suffers from two fundamental weaknesses: (1) consumers
are invited to rate a service in “absolute” terms, e.g., “Good”, “Average”,
“Bad”, or “3 out of 5”. Such quality ratings may not be very meaningful
or can even be misleading in some cases, because the context within which
the ratings are derived is not known, e.g., the reasons for a consumer to rate
a service “Good”. (2) the aggregate quality rating for a service is derived
“statically” using all the ratings collected from the users. This does not take
into account the fact that some of the ratings may not be relevant to a particular
quality assessment request. For example, if a consumer expected a service to be
exceptionally good and only found it to be average, such a quality rating may
not be useful to a QoS assessment for a consumer with an average expectation

for the service.

In this thesis, we propose to address these two problems by introducing a new
model that collects and calculates QoS “relatively”. That is, we attempt to
collect from service users QoS ratings as well as their expectations on QoS, so
that we can measure QoS in relative terms, i.e., how well a delivered service
meets users’ expectations. Based on user expectations, we also propose to
calculate the quality of a service dynamically at the time a request for QoS

assessment is made, and use only the ratings of assessors that have similar
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expectations as this should give a more focussed measurement.

1.3 Research Contributions

The main focus of this thesis is to develop support for enhanced service discovery
and selection by allowing QoS attributes of a service to be specified, searched and
evaluated. This is achieved by (a) searching for services that claim to offer the required
QoS, and (b) assessing how well each service can actually provide the promised QoS

based on user expectations. The thesis makes the following main contributions.

e A generic framework for supporting QoS augmented service discovery and se-

lection in an SOC environment.

e A new service discovery approach that introduces a QoS schema to allow service
providers and service consumers to describe QoS offers and requirements, respec-
tively. The QoS schema introduced is extendable to allow a new QoS vocabulary
to be described. The proposed discovery approach provides a matchmaking al-
gorithm to allow service consumers to find the most appropriate services based

on QoS offerings.

e A service selection approach that provides QoS assessment rankings on ser-
vices. The proposed selection approach captures QoS ratings as well as con-
sumer expectations for services. This allows us to measure how well a delivered
service meets a consumer’s expectations. Our experiments show that the pro-
posed approach enables a personalized QoS assessment and can result in a more

meaningful selection of service which is closer to a consumer’s expectations.
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1.4 Thesis Structure

Chapter 2 reviews the current state of the art in service discovery and selection.
We describe some of the most influential approaches to service discovery that are com-
peting to become future standards for SOC. We discuss different service description
efforts that have attempted to incorporate QoS in service discovery. We then discuss
service selection and assess related approaches that are most relevant to performing

QoS assessment.

Chapter 3 describes the design of a general framework for supporting QoS en-
hanced service discovery and selection in an SOC environment. The proposed frame-
work is illustrated using a Virtual Organization (VO) formation scenario and a mul-
timedia use case. This chapter also presents the high level interactions between the

architectural components for discovering services, and collecting and assessing QoS.

Chapter 4 extends the current approaches to service discovery by allowing service
providers and consumers to express their promises and requirements for QoS. We
propose a model for incorporating QoS specifications and requirements in service
discovery. and describe how matchmaking between advertised and requested services

based on functional as well as QoS requirements can be achieved.

Chapter 5 argues that collecting quality ratings alone from the users is not suffi-
cient for deriving a reliable or accurate quality measure for a service. This is because
different users often have different expectations for QoS and their ratings tend to be

closely related to their expectations, i.e., how their expectations are met. We propose
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a QoS assessment model based on user expectations. That is, we collect expectations
as well as ratings from the users of a service, then calculate QoS using only the ratings

made by users with similar expectations.

Chapter 6 describes a simulated test environment that allows various properties
and methods used by QoS assessment techniques to be studied. Also included is a
comparison of the proposed approach and the common QoS assessment technique
that averages all ratings. Our experiments show that the method we propose can

result in more meaningful and reliable quality ratings for services.

Chapter 7 concludes the thesis by providing a summary of contributions made by

the research presented in the thesis. Also we discuss some future work in this chapter.



Chapter 2

Related Work

This thesis aims to address issues arising in service discovery and selection when
QoS augmentation is being used. There is a detailed discussion of these issues and
the related research. First, we provide a general overview of some of the fundamental
research involved in developing technologies for service discovery and review some
of the major developing technologies that support QoS specification. The analysis
of relevance and weakness of these major technologies is also presented. Secondly, a
review of literature is provided in different application areas where QoS assessment
is used as part of service selection. Different systems applicable to service selection
are evaluated, with the aim to understanding the characteristics of their operational

models.

11
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2.1 Service Discovery

Booth el al. [24] define service discovery as the act of locating a machine-processable
description of a Web service-related resource that may have been previously unknown
and that meets certain functional criteria. It involves matching a set of functional
and other criteria with a set of resource descriptions. We adopt this definition of
service discovery for rest of the thesis.

Service discovery in current applications [63, 158] is still largely a process involv-
ing the use of search engines [90, 112] and performing text matching [219] based on
keywords to locate required services. This process results in the problem of poor
precision (a large number of irrelevant services are retrieved) and bad recall (a large
number of relevant services are not retrieved) [203, 13]. This is due to the fact that
HTML does not provide adequate support for specifying a service’s exact capabilities.
Nevertheless, in the past decade, research into automated service discovery mecha-
nisms [78, 186, 132, 10] has gained a momentum and allows capability based service
description (advertisements), representation of service requests, and matching service
requests with service descriptions.

The work presented in [58] was one of the first research efforts that introduced
the concept of capability description and used facilitator agents to select the best
possible service based on matching the service request and the described capabilities
of the service provider. A series of work after that were performed in the area of
matchmaking and service discovery, both in the agent community [190, 217, 152,
94] and more recently in SOC [108, 71]. These approaches provide a platform for

service providers to advertise their services and service consumers to discover and
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invoke the services. However, such service discovery approaches do not consider QoS
requirements, which are important for finding services that actually provide required
QoS levels [98]. In an e-commerce environment where a large number of competing
services are available, it is imperative for a service provider to differentiate its services
from others based on the QoS guarantees it can provide.

So far, little research has been done to integrate QoS into service discovery
[38, 151, 205]. Progress on supporting dynamic service discovery in SOC is largely
represented by the development of UDDI [3], which is currently a de facto standard
for service advertisement and discovery. UDDI does not offer any support for QoS
specification and relies largely on keyword matching for service discovery. Recently,
some extensions have been made to UDDI to allow inclusion of QoS in service spec-
ifications [38], but they support only a very limited set of specific attributes, for
example, network response time. One of the disadvantages of these earlier attempts
to use QoS augemented service discovery [166], is that they were unable to define QoS
classes over a wide range of QoS attributes to provide richer semantics for describing
services to be specified and more sophisticated matchmaking between advertisements
and service requests to be performed.

Various service description languages, such as WSDL [4], DAML-S (9], OWL-S [2]
and ebXML [1] have been proposed and are competing to become future standards
for describing services. The Web services registered in UDDI are described in WSDL
[192], and together they provide a framework for service description and discovery.
This mechanism only supports description of basic information about services, such

as service name and methods to invoke the services. Integrating semantic description
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of services into UDDI may enhance the discovery process by allowing to describe and
use functional and non-functional aspects of services. DAML-S, and its newer version
OWL-S, were developed by the semantic web community for describing services at a
generic level. They support the use of a service ontology for service description and
allow some form of reasoning in service discovery [50, 51]. Although these languages
are quite powerful in describing the functional aspects of services, they offer little
support [166, 218] for specifying QoS for service discovery within a SOC environment.
More recently. attempts [21, 218] have also been made to incorporate support for
QoS specification using DAML-S. However, the proposed approaches to modeling
QoS tend to be based on a few domain specific attributes and are not extensible to
cater for other domains and new attributes. The exception is the work reported by
Liu [113], which attempted to create a QoS model that is extensible. Liu proposed
a QoS computation model for Web service discovery by implementing a QoS registry
and demonstrated this model using a hypothetical phone service application. This
approach has the following characteristics. First, new QoS attributes can be added
to a service description without affecting the underlying QoS discovery algorithm.
Second, user preferences are used to create a list of discovered services ordered by
QoS rankings. Third, it allows a fair QoS data collection mechanism that includes
QoS score from not just the service providers but also from monitoring services and
users’ feedback. This work concentrated on the penalty and compensation aspects of
QoS management, and lacks support for representing consumers’ QoS requirements.
As such, it is not useful for our service discovery purpose.

Some approaches to QoS enhanced service discovery have also put their efforts
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into identifying important QoS attributes [124, 29, 195]. For example, Mecella et al.
[124] have designed a broker which can select the best available data from a number
of different service providers, based on a specified set of data quality dimensions, e.g,.,
accuracy, completeness, currency and consistency. Work presented by Burgess et al.
[29] has presented a QoS taxonomy that defines an extensive set of QoS classes and
attributes that can be easily customized for most information retrieval systems. These
studies, however, aim to identify and establish suitable quality metrics for services in
specific application areas, so that the quality of these services can be meaningfully
gauged. However, they do not aim to define how QoS requirements and capabilities
can be represented and service discovery supported in an SOC environment.

Integrating QoS with service description has also been considered in work on deriv-
ing service level agreements (SLA) [100, 185, 171, 57, 69] for Web services. SLAs are
often custom-made and negotiated between service requesters and service providers.
The aim of such approaches is to incorporate QoS into service descriptions, so that
certain service performance guarantees can be agreed between the provider and con-
sumer. It is assumed that a consumer has already discovered a service provider for
the required service and the task is to establish a contract. Considering QoS during
discovery would enable retrieval of services that meet the user’s QoS requirements
and this can then help negotiation in SLA formation.

In the rest of this section we provide an overview of some of the approaches to

QoS specification.
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2.1.1 Web Service Level Agreement (WSLA)

IBM developed Web Service-Level Agreement (WSLA) [114] which uses an XML
Schema [25] to define the language constructs of the WSLA framework. WSLA
provides the necessary framework for service providers and consumers to define a
contract of agreed service usage between them. The WSLA framework provides this
by allowing service providers to specify their offers, i.e., the service or resource they
are willing to provide, as service level objectives, action guarantees and metrics. The
service level objectives state the service guarantee agreed by the provider, the action
guarantees cover measures to be taken when a guarantee is not met and metrics
specify how each service parameter is to be measured and how aggregated measures
may be derived. Together these WSLA components provide functionality for a service
provider to describe the agreed service provision and allow resource monitoring or
accounting components to be traced if the agreed service level is not met. WSLA is
a widely accepted and popular semantic framework for monitoring and management
of SLAs once service providers are identified by a service consumer and contracts
have drawn up [169, 134, 115, 44]. WSLA forms an important complimentary tool
alongside any service discovery mechanism for enabling monitoring of services usage
using SLAs and ensuring agreed service levels are delivered.

While WSLA solves the problem of service description, it lacks provision of (i)
QoS semantics: WSLA aims to describe the functional details of service and ac-
knowledges that nonfunctional aspects such as QoS still need to be developed, and
(ii) matchmaking facilities between service consumer and provider: WSLA also lacks

a capability for service providers to advertise their QoS and for service consumers to
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request services by specifying QoS requirements.

2.1.2 UDDIe

UDDIe [166] extends the existing standard established by the UDDI [43] work-
ing group. UDDIe supports QoS discovery in the context of Grid Computing and
allows service consumers to choose service providers based on QoS attributes such as
bandwidth, CPU, and memory requirements. The implemented framework follows a
broker architecture where consumers can send their requests for services with QoS
properties to the QoS broker and the broker interacts with the UDDle registry to
fulfill the request. The broker functionality is implemented as part of the G-QoSM
framework [6]. The broker is not part of the UDDIe registry, but utilises it to record
and query about services with specific QoS attributes. The UDDIe registry performs
a string search to check functional requirements sent by the broker against the stored
service descriptions and formulates a reply with the resultant services that meet the
requirements. The broker selects services based on the service consumer’s QoS pref-
erence using a weighted average selection algorithm.

UDDIe supports service discovery within the context of Grid computing, but it
suffers from numerous problems. First, it provides support for only one QoS param-
eter (i.e., bandwidth trading). It is essential to include domain independent QoS
parameters, as well as any domain specific ones for discovery. Second, the design
UDDle is tied to a specific WSDL release. This makes maintenance difficult as all de-
velopment effort will need to be reiterated for future WSDL releases. Finally, it lacks

support for semantic service description [9], i.e. UDDIe does not allow matchmaking
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other than exact equality to be performed during service discovery. This means the
system can not enhance a basic user query to overcome problems due to spelling,

synonymy and other common causes of error.

2.1.3 QML

HPs QoS modeling language (QML) [56] offers three abstract classes for service
and QoS specification: contract type, contracts, and service profiles. A contract type
defines QoS attributes with range and type of values that can be attached to each
QoS attribute, for example, 99 percent availability. A contract is an instance of a
contract type and thus represents an instance of a particular QoS attribute (e.g.,
ABC news service availability). A service profile associates contracts with a service
interface and operations describing a service’s functionality. QoS contracts can be
specified at the service level, e.g., response time < 2ms, or at the operation level, e.g.,
update frequency > 10 per day.

Benefits of using QML include the following. First, QML supports generic QoS
specification that support a variety of services and allows any QoS attributes from
different application domains to be specified. Second, QML provides an easily ex-
tensible framework through their approach of contract and profile “refinement”. A
refinement statically defines a relationship between two contracts or service profiles.
For example, it is possible to create a new contract N based on another contract B by
specifying additional QoS attributes not present in B or by replacing QoS values in
B. The QML project targets mapping QML to Java, so that Java objects represent

QML specifications at runtime. However, QML’s mapping process and matchmaker
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are not yet clearly defined, to the best of our knowledge.

2.1.4 QoSME

One of the earliest approaches to creating a QoS specification language for dis-
tributed applications was carried out in the QoSME project [194]. The QoS Man-
agement Environment (QoSME) uses the Quality-of-Service Assurance Language
(QuAL) to enable the specification of how to allocate, monitor, analyze and adapt to
delivered QoS. QuAL enables applications to express their QoS needs and QoSME
automatically generates the instrumentation to monitor the QoS of the applications.
The QoSME collects statistics on the delivered QoS, by analyzing interactions among
the applications, communication protocols, and operating systems (OS) and stores
these statistics in a repository. QuAL also allows applications to express how to
handle QoS violations. For example, distributed database applications may be very
sensitive to data loss and may tolerate high transmission delays. Incorporating mech-
anisms to express the handling of QoS attributes such as ‘transmission time’ that are
application aware, allows QuAL to create precise QoS descriptions.

QuAlL supports specification of application level abstraction and system level ob-
jects. However, much of the support is provided for describing how to specify QoS
requirements in terms of abstract representations, that are independent of the under-
lying network and OS. This allows a service consumers to specify requests for QoS in
a language that is easy to understand, for example, using the frame rate instead of
CPU capacity required and mapping this to underlying resource requirement when

needed. QuAlL also allows QoS attributes and constraints to be specified to support
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negotiation between QoS offerings and the QoS requirements. The QuAL approach
gives a rich and practical QoS specification and allows customized handling of QoS
violations. This can help generate precise service offerings and requests to be used
in service discovery. However, like many other languages introduced in last decade,
QuAL lacks reusability: its constructs are designed to be part of the implemented

software code, which makes it difficult to maintain.

2.1.5 WS-Policy

The WS-Policy [55] framework comes from a collaboration of large vendors (BAE,
IBM. Microsoft and SAP). It is a general model and syntax to describe policies of
a Web service. It is a flexible and extensible framework and a model that can be
used for expressing capabilities, requirements and general characteristics of services
in a Web service environment. Any specialized assertion (e.g., privacy policy and
QoS characteristics) needs to be defined in addition to the generic policy. Thus,
QoS requirements can be expressed as assertions in the WS-Policy model that can
be associated with a Web service. WS-Policy is similar in pattern to DAML-S and
OWL-S [9] which can only represent functional aspects of services. Both WS-Policy
and DAML-S frameworks have had extensive support from the research community
[177, 16, 174, 23] and will be equally influential in designing future standards for
service description. Ludwig et al. [115] presented an extension to WS-Policy with
QoS, which allows QoS terms to be taken from QoS vocabularies defined using XML.
This work however is developed solely for QoS monitoring.

The WS-Policy benefits include its extensible and open framework, that allows
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QoS extensions to be plugged-in by others and a single policy grammar to allow QoS
extended assertions to be reasoned with in a consistent manner. Use of WS-Policy over
other service description languages such as DAML-S causes architectural constrains
caused by its requirement to use the Web services protocol stack, i.e., WSDL [40] (for
describing services), UDDI [43] (repository to register services) and SOAP [68] (for
communication protocol). WS-Policy does not specify how policies can be discovered
within the Web service framework. Thus it is limited in its service discovery ability

based on policy information such as QoS.

2.1.6 Summary of QoS description and discovery approaches

Five approaches to service description and discovery have been reviewed. A sum-
mary of the findings is presented in Table 2.1, which highlights the main features of
each approach and analyses their relevance and weaknesses.

The main features for all the approaches were identified and compared based on the

following criteria:
1. Expressiveness: Able to represent QoS for a variety of domains

2. Reusability: QoS representation reusable in other queries and ability to add

other Service description specifications
3. Simplicity: Easy to understand and adopt

4. Extensibility: Easy to incorporate new QoS semantics

Ut

. Flexibility: Easy to separate the semantics from the underlying implementations

for maintenance.
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Application | Main Fea- | Relevance to Ser- | Weakness in sup-
Domain tures vice Discovery porting Service
Discovery
WSLA | Service Level | Expressive, | Consumer QoS re- | SLAs do not necessar-
Agreement Reusable, quirements can be | ily represent providers
and Exten- | matched with a list | capability and QoS
sible of SLAs for service | augmented advertise-
discovery. ments are more suit-
able.
UDDIe | Bandwidth Simple Supports matchmak- | Only supports exact
Broker ing of consumer QoS | matching using ser-
requirements for ser- | vice name or URI ad-
vice discovery. dress, no enhancement
of query.
QML | Service Level | Expressive, | Consumer QoS re- | Contracts only rep-
Agreement Simple, quirements can be | resent past commit-
Extensible, | matched with a list of | ments but not current
and Flexible | contracts for service | QoS capabilities.
discovery.
QoSMH Service Moni- | Expressive, | Monitored QoS | Restricts  discovery
toring Extensible, | data about a ser- | over monitorable
and Flexible | vice provider can be | QoS attributes only.
matched with con- | Does not represent
sumer requirements | providers current QoS
for service discovery. | capability.
WS- Privacy and | Reusable, Discovery of services | Limited use to other
Policy | Security Simple, and | with similar policy | aspects of QoS.
Flexible constraints on privacy
and security can be
performed.

Table 2.1: QoS Specification and Service Discovery Approaches

As can be seen from Table 2.1, the approaches that are simple lack either ex-

pressiveness and extensibility or reusability. Also, some of the approaches that are

expressive, extensible and flexible are not reusable. In terms of their relevance, most

of the approaches provide support for QoS specification, but lack support for repre-
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senting consumers requirements and service advertisements. Some of the approaches
can be used to support service discovery, but are either limited in their QoS rep-
resentation capability or restricted to a specific application domain. The approach
presented in this thesis aims to provide QoS representation that attempts to satisfy

the above criteria, with a focus to support service discovery.

2.2 Service Selection

Service discovery mechanisms enable services to be discovered based on functional
and non-functional criteria, but they do not help select a “best” one among the mul-
tiple services that appear to meet the service consumer’s requirements. One possible
solution would be to select a service randomly or let the service consumer to choose
one. Such an approach is, however, not effective, as there is no guarantee that the
randomly selected service would provide acceptable QoS without further information.
Some real world applications, such as EBay [53], Amazon [8] and MovieLens [67], at-
tempt to collect from users information about their experience with the services they
used and share this experience with other users to help their service selection. There
also exists a large body of research work in the area of using trust and reputation
[117, 127, 164, 84, 208, 121] to determine QoS. These approaches ascertain the level
of trust that can be placed on an advertisement by evaluating past service provi-
sions by the provider. The service trust is then calculated based on the information
collected either directly through QoS monitoring techniques [121] or through social
networks [127, 208] based on users that are willing to contribute information about

their experience. However, these approaches are not adequate for service selection as
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they do not involve personalized QoS assessments that are based on the consumer’s
expectation.

Work in the area of collaborative filtering [154, 75, 123, 85, 7, 18, 126] attempts to
create customized recommendations for consumers, based on ratings from other users
who share similar interests. These approaches however do not assess QoS. Work on
QoS assessment is also well established in the area of business studies. However, no
attempts have been made so far to study these business models [141, 92, 173, 168]
for QoS assessment in supporting service selection in an SOC environment.

Table 2.2 summarizes seven major research projects that are relevant to service
selection with their application areas, main features and applicability listed. The

criteria for comparing main features of these systems were based on:
e User QoS rating: Utilization of user ratings in decision making.

e Context behind rating: Able to incorporate and use the reason for a user’s

ratings during service assessment.
e Personalized assessment: Able to assess a service that is personalized for a user.

The literature shows that, some systems perform personalized assessment for users
without considering QoS; systems differ in terms of their service assessment model,
i.e. use different QoS dimensions and context in determining the rating; and some
systems are specific to a particular domain, such as workflow systems, and trust and
reputation systems. In reviewing the literature we categorize service selection in terms

of their research areas as follows:

e Reputation and Trust
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Research Area

Main Features

Use and Benefits

WSAP Reputation and Trust User QoS rating Use QoS attributes and
reputation for service
selection

AgFlow Workflow QoS User QoS rating Aggregates all moni-
tored QoS data for ser-
vice assessment and se-
lection

GroupLens | Recommender System | Personalized assess- | Gives recommenda-

ment tions of services to a
user from users that
share similar rating
patterns

SERVQUAI Business Studies User QoS rating, | Measures service qual-

Context behind rat- | ity by deducting users’

ing expectations from their
perceptions

CrossFlow | Workflow QoS User QoS rating Supports service selec-
tion based on time and
cost QoS constraints

ReGreT Reputation and Trust User QoS rating, | Assesses reputation of a

Context behind rat- | service and models the

ing context behind the rep-
utation

MovieLens | Recommender System | Personalized assess- | Recommendations  of

ment

movies based on rat-
ings from users who
viewed similar movies

Table 2.2: Major Systems for Service Selection

e QoS in Workflow

e Recommender Systems

e Business Studies

In this section (2.3), we review the relevant service assessment techniques under
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these four categories.

2.2.1 QoS, Reputation and Trust

There exists a large number of proposals in the literature for calculating QoS using
reputation or trust of the service providers. These approaches, e.g., [117, 127, 164,
84, 208, 121], typically seek to establish the quality of a service by gathering ratings
from the users who have used the service. Trust is defined as the extent to which
the service consumer is willing to depend on the service provider in a given situation,
even though negative consequences are possible (adapted from [83]). Trust assessment
is normally considered to have a binary outcome [127, 84, 212], which is used by
the consumer to determine the actions to be taken. In the area of service selection
this action involves making a decision to choose a particular service for invocation.
Reputation is considered different to trust and is defined as the perception that a
service provider creates through past actions about its intentions and norms (adapted
from [127]). Reputation systems consider assessment of a service’s reputation from
publicly available information only, e.g., user ratings of the service. Trust, on the other
hand. implicitly assumes that the user may have some additional private information
that he or she can use to overrule the general reputation given to a service. Many
approaches to modelling trust [127, 208, 204, 70] are however based on reputation
systems as they directly relate good a reputation score to a high trust value.

One of the earliest and most cited work on trust is presented by Marsh [120].
This work attempted to create a computational model of trust. His work is drawn

from theoretical studies with a social and psychological foundation and thus is very
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complex. This is not suited for use in an SOC environment for service selection as
the work focuses only on service consumers who maintain private service experiences
and do not consider sharing this information in a social network. Abdul-Rahman and
Hailes [5] aimed to simply extend March’s trust model. This extension is based on
the presence of social networks in which user experiences are recorded and available
throughout the network. Though a step in the right direction, this approach suffers
from two flaws. First, it requires each user to maintain global knowledge about the
whole community, which may be difficult to achieve. Second, trust is calculated as
an average of all the ratings given to a service provider. This provides a general trust
measure for a service provider, which may not be useful to a specific consumer’s need.

Reputation assessment is also popular in real world applications, for example, in
eBay [53] where, the service consumer with the winning bid has an opportunity to rate
the transaction with the service provider as positive (+1), neutral (0), and negative
(-1). Based on the collected ratings, an aggregated reputation value is calculated as
the sum of ratings over the last six months. This simple reputation system has been
empirically evaluated in [46, 155, 144] and has been shown to induce trust within
the market that helps facilitate service selection. eBay’s system however suffers from
a known problem of retaliation [155, 182]. Since rating in eBay is bilateral, in that
service providers and consumers rate each other, service consumers may be pressurized
to rate a service positively as they do not want to receive a negative rating from a
service provider as retaliation. eBay allows contextual information to be added to
a given rating as a short text description. However, such information is only useful

for human consumption and cannot be used for automated processing in an SOC
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environment.

Zacharia and Maes [212] presented a reputation system implemented in the Kasbah
marketplace [37] which allows service consumers or service providers to build their
reputation based on ratings given to each other. The focus of Zacharia and Maes’s
work is to answer how a reputation system can adapt to change in a service provider’s
behaviour. For example, their algorithm uses a dampening factor, which associates
higher importance to newer ratings and the older ratings are slowly forgotten so
diminishing their effect as time passes. This allows services that have improved
from a non-favorable performance a chance to compete again in the service selection
process. However, this work does not collect or use context behind the reputation
ratings and thus is limited in performing effective service selection. Also, this work
does not consider QoS assessment.

As part of the ReGreT system Sabater and Sierra [162] presented a social model
of reputation [163]. This work attempted to study three dimensions of reputation:
individual dimension - service experience based on direct interaction with the service
provider, social dimension - information gathered from other members in the society
through a social network, and ontological dimension - this considers reputation as
a multi-faceted concept that is context dependent. The ontological dimension is
represented using a graph structure, for example, the reputation of a service provider
as a ‘swindler’ may be based on ‘quality swindler’ and to ‘overcharge’ but not be
related to ‘late delivery’. This approach makes an attempt to model aspects of the
context behind the reputation but lacks explanation on how QoS can be supported

or how the context can be used for service selection.
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Recent approaches to trust and reputation are based on techniques to aggregate
collected ratings about a service provider using well established probability theories.
Mui et al. [128, 127] present a Bayesian model [146] for trust and reputation calcu-
lation. This system requires ratings given to an entity (e.g., a service provider) to be
binary (i.e., positive (1) or negative (0)) and is based on statistical updating of the
beta probability density function (PDF). A PDF provides an aggregated view of all
ratings and is expressed between 0 and 1, which represents the degree of trust in a
service. Here, 0 represent no trust and 1 complete trust that a future interaction with
the service will be successful. This model has been very popular and adopted by many
other research studies for trust and reputation formalization [84, 197, 200, 183, 153].

Yu and Singh [208, 209] proposed a model of trust and reputation that aggregates
service experiences based on the Dempster-Shafer theory of evidence [146]. This the-
ory allows trust to be represented such that lack of belief in a service to be trustworthy
does not imply disbelief, which is referred to as the state of uncertainty. An initial
uncertainty about a service being trustworthy is replaced with belief or disbelief as
trust ratings are accumulated about their performance. The benefits of these proba-
bility models lie in their strong mathematical foundation, though such models can be
very complex to implement and understand. These studies are based on aggregating
trust ratings that do not include the contextual information about the ratings, and
thus are limited in performing effective service selection. However, such trust or rep-
utation rating may be used in combination with QoS ratings to take into account, for
example, raters trust.

The need for reputation systems that incorporate QoS based contextual informa-
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tion alongside the ratings has been identified only recently. Maximilien and Singh
[121, 122] presented a conceptual model of reputation for Web services. This work ex-
tends services in an SOC environment with a Web Service Agent Proxy (WSAP) that
acts as a proxy for clients (service consumers) of the Web services. WSAP performs
service selection on behalf of a service requester by consulting external reputation and
endorsement agencies to help find appropriate providers. WSAP records feedback on
various QoS attributes. Some of these attribute ratings (e.g., price and delay) are
derived automatically while others require human intervention. WSAP shares this
rating data with external reputation and endorsement agencies to maintain public
knowledge about service behaviour. WSAP calculates the reputation of a service
as a simple weighted average of all the available ratings. The weights represent the
user preference for the weighted QoS attribute(s). Though this model defines use of
QoS attributes along with reputation for service selection, it does not include user
expectations as part of its context, and thus does not help identify the reasons behind
the ratings given by users, which may lead to inaccurate assessment of a service in a

user’s context [48].

2.2.2 SOC, Workflow and QoS

The problem of Web service selection has also been considered in the area of
workflow composition and execution [116, 143, 60]. Workflow research in SOC deals
with selecting and composing existing Web services to realize required business pro-
cesses. The Workflow Management Coalition(WfMC) [41] defines workflow as “the

automation of a business process, in whole or part, during which documents, infor-












































































































































































































































































































































































































































































