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ABSTRACT

As users increasingly rely on online social networks for their communication activi-
ties, personal location data processing through such networks poses signi cant risks
to users' privacy. Location tracks can be mined with other shared information to
extract rich personal pro les. To protect users' privacy, online so cial networks face
the challenge of ensuring transparent communication to users of how their data are
processed, and explicitly obtaining users' informed consent for the use of this data.
In this paper, we explore the complex nature of the location disclosure problem and
its risks to personal privacy. We evaluate, with an experiment in volving 715 partic-
ipants, the contributing factors to the perception of such risks w ith scenarios that
mimic a) realistic modes of interaction, where users are not fully aware of the extent
of their location-related data being processed, and b) with devised scenarios that
deliberately inform users of the data they are sharing and its visib ility to others. The
results are used to represent the users' perception of privacy risks when sharing their
location information online and to derive a possible model of pri vacy risks associated
with this sharing behaviour. Such a model can inform the design of privacy-aware
online social networks to improve users' trust and to ensure compliance with legal
frameworks for personal privacy.
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1. Introduction

As users rely more and more on online social networking applications for #ir com-
munication activities, the processing of personal location data throgh such networks
increasingly poses signi cant risks to the security and privacy of usrs. Such risks stem
mainly from the variety of personal identifying data held by these neworks and the
extended possibility of tracking and pro ling users based on their bcation information.
The processing of personal data through such networks is not always tregparent to
or controllable by the users. On the other hand, the importance of secuty and pri-
vacy of users' data is increasingly being recognised as a challenge to ioi and mobile
applications, as evidenced by the recent personal data leak involvingnillions of Face-
book users (BBC 2018). Also, legal frameworks are emerging that include prot¢ion
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mechanisms to allow individuals to better control their personal data. In particular,
the General Data Protection Regulation (EU) 670/2016 (GDPR) (EUR-Lex 2018),
now in place throughout European Union (EU) countries, stipulates data pmotection
principles and privacy requirements that need to be ful lled by such applications. To
ensure compliance with these legal requirements, privacy awareegs methods need to
be incorporated into the design of online social networks.

In this work we focus in particular on the processing of personal locabn data on
online social networks. In some types of these networks, denotddcation-based social
networks users' interaction is mainly guided by their presence in geographiplaces, e.qg.
checkins on Foursquare. Processing of location information is esséaltfor the provision
of services by these applications. On other networks, denotetbcation-enabled social
networks location is a complementary attribute that can be used to enhance the
user experience, e.g. ltering geo-tagged tweets by place on TwitterCollection and
processing of user location information in both cases can result in usgro ling and
derivation of sensitive information, revealing patterns of presenceat home, regularly
visited places and frequent activities, and even racial or ethnic odins. For convenience,
in the rest of this paper both types of online social networks will be eferred to as Geo-
Social Networks (GeoSNSs).

To comply with legal frameworks and data protection principles, GeoSNs eed to
observe thetransparency of user data processing and thdanformed consent of their
users for such data processing. In particular, Article 5 of the GDPR $ipulates that with
respect to transparency, \any processing of personal data should be wdul and fair.
It should be transparent to natural persons that personal data concerniig them are
collected, used, consulted or otherwise processed and to what exitethe personal data
are or will be processed ... communication relating to the processg of those personal
data be easily accessible and easy to understand ...", whilst Article’ indicates that
processing is based on the freely given and informed consent by theser.

Previous user studies highlighted the privacy awareness gap, whengsers are not
fully aware of risks to their personal privacy resulting from their sharing information
online (Ke ler and McKenzie 2018, Coppenset al. 2014). In this paper, we consider
the factors that contribute to privacy risks on GeoSNs and pay particular attention
to users' awareness of their sharing behaviour when interacting othese networks.

Con guring (and updating) personal privacy settings on GeoSNs can be cumbre
some, leading to possible divergence between users' sharing chescand previously
speci ed sharing polices (Patil et al. 2014). Research is emerging that studies mecha-
nisms for providing feedback to help raise user awareness of poteak inconsistencies
with default preferences (Tsaiet al. 2009), which mainly relies on exposing how often
they access privacy settings and encouraging them to revise their pferences actively.
With the continuous accumulation of location tracks, constructing useable feedback
becomes a challenge (Patikt al. 2014).

In this work we explore the problem of improving users' awareness dheir location
sharing behaviour and propose a model of privacy risks that is derivedrom studying
the collective attitude of users towards sharing data on GeoSNs. The el can be used
to detect vulnerable sharing scenarios and to inform the design of e etive feedback
notices in GeoSNs.

After analysing the types of information that are collected and mined on G®SNs,
we consider the following questions in the context of sharing locatin information.

(1) Does user awareness of the data they share and the possible prosieg or analysis
that can be done over their data on GeoSNs a ect their perception of persoal



privacy? An experiment, involving 715 participants, is designed to gage users'
perception of risk when considering the data and its visibility to others in the
context of di erent modes of users' awareness on GeoSNSs.

(2) Can the users' perception of risk to personal privacy be modelle® The results
from the experiment are used to devise a model of risk to personal pacy when
sharing location information on GeoSNs. The model utilises users' wihgness
to share their data in di erent contexts to devise a measure of vulrerability in
di erent sharing scenarios. A simple visualization of this vulnerahility index is
proposed to assist the user in understanding the level of risk to thir personal
privacy associated with their sharing behaviour.

The contribution of this work is twofold: rst, we demonstrate that tran sparency of
location data processing in GeoSNs can signi cantly impact users' paeption of risk
to their personal privacy; second, we propose a model of privacy risk ofeoSNs
that is based on users' attitude to sharing their location. The paper sarts in section
2 with a review of related works on user proling from location tracks and users'
privacy perception on online social networks and its implication. The dimensions of
the location disclosure problem are examined in section 3. In section 4he design
of the experiment is presented and justi ed. Results that demongrate the impact of
the di erent contributing factors to privacy perception are analysed in section 5. In
section 6, a model of risk to location privacy is proposed using the rests obtained
and a discussion of its utility within a privacy-aware GeoSN is pregnted, followed by
conclusions in section 7.

2. Related work

An overview of research into user pro ling using data collected fromGeoSNs is given
to highlight the range of information that can be extracted from this data. Studies on
understanding users' perception of privacy on GeoSNs are reviewedgplfowed by an
overview of current research e orts on designing privacy-aware syems.

2.1. User Proling on GeoSNs

Understanding users from their location data collected on GeoSNs is an aiee area of
research. Several studies considered the accurate identi cation afsers' location from
their GPS trails (Pontes et al. 2012, Bellatti et al. 2017). Using the user's pro le of
visited places and socio-historical ties, accurate prediction of fuire check-in informa-
tion (Gao et al. 2012) and identi cation of user's home location (Gu et al. 2016) were
demonstrated. Other works investigated the potential inference of ecial relationships
between users of GeoSNs. For instance, users' co-occurrence in @a@as extracted
from geo-tagged Flickr photos, was su cient for deducing, with high probability, the
nature of their social ties and friendship links (Sadileket al. 2012).

Recently, several research works examined the problem of extractinspatiotemporal
movement and activity patterns of users on GeoSNs, for the purpose of uretstanding
users and places. Mobility patterns on Foursquare were studied to ientify popular
places and to detect transition patterns between place categories (Noaé et al. 2011),
while the distance between consecutive check-ins of users wasedsto compute their
returning probability to venues (Preotiuc-Pietro and Cohn 2013). Kurashima et al.
in (2013) demonstrated how geo-tagged content on Flickr can be used to unddend



landmarks, topics of interest and active geographic regions of importance tthe user
and hence can recommend suitable travel routes.

With regards to understanding users, sensitive personal informatin can be revealed
by tracking the user check-in information, including, gender, edwational background,
age and sexual orientation (Rossi and Musolesi 2014, Zhonet al. 2015). Liu et al.
in (2018) summarise di erent modes of attack that can be used by adversari on a
mobile application to reveal the user's identity and to determine their position and time
information, including machine learning methods (Murakami and Watanabe 2016)
and collusion of malicious users. In this work, an adversary is any entity(person or
organisation) that illegitimately (without the user's awareness or pemission) seeks
to collect user's data, whether for a useful purpose, e.g. making reenmendations,
or otherwise, e.g. stealing the user's identity. These can inclue the service provider,
third parties or the user's friends.

2.2. Privacy Perceptions on GeoSNs: The privacy Awareness Gap

Early studies on Location-Based Services (LBS) showed that users wergenerally
anxious about their privacy (Fisher et al. 2012) and will seek to manage it by deleting
social connections, comments or by removing applications (Boyles an&mith 2012,
Alrayes and Abdelmoty 2014). A study of Facebook users found that the amount
of publicly displayed data decreases with time as users restricthe visibility of their
pro les (Stutzman et al. 2013). Users tended to be more conservative with their sharing
behaviour, selecting the most e ective obfuscation methods, whe they became aware
of their location history

Although concerns about location privacy are evident, users will stillshare location
information, driven in many cases by small rewards and incentives; a fpenomenon
known as the Privacy Paradox. An explanation of the inconsistency of priacy attitudes
and privacy behaviour is an active area of research that requires in-ggh study as
noted in (Kokolakis 2017).

Methods to address the apparent gap between users' privacy awareresand the
extent to which they share data are being proposed that try to assist sers by learning
their attitudes towards privacy. This can be achieved by directly asking users (Watson
et al. 2015) or automatically by learning from the users' interaction behaviour and
settings (Bilogrevic et al. 2016). Here we propose to model users' perceived privacy
risks when disclosing location on GeoSNs and use this model within éelback tools to
improve users' awareness.

2.3. Privacy models and frameworks

Privacy models provide principles and guidelines to be consided when designing a
privacy-aware system. They present insights into how to design aystem that serves
users' awareness of potential privacy implications based on their irgraction with it,

and suggest means of e ective privacy management by users. These moddlave com-
mon aspects, but can vary based on the application and privacy domains. A piogering
privacy model was introduced by Bellotti and Sellen in (1993), who promsed that the
drivers of the design of a system should be the provision of feedbackrf and con-
trol of several aspects of information, including, information collection processing,
accessibility, and purpose of use. Their framework also identi es dsign criteria to
help in evaluating design solutions. Adams and Sasse (1999) suggested threaim



factors which help to de ne the boundaries under which a privacy beach can take
place, namely, data sensitivity, information receiver, and informaton purpose of use.
The importance of keeping the user informed of their information, dilosing actions
through usable feedback, and providing the means to control privacy déngs were
advocated in several works (Langheinrich 2001, Friedmaret al. 2005).

Shokri et al. in (2010) were the rst to publish a unied framework of loc a-
tion privacy. Their review describes various location privacy pregrvation mechanisms
(LPPMs) and compares metrics for measuring location privacy. The revew was ex-
tended in (Liu et al. 2018) with a study of possible attack categories and location
privacy metrics.

The above works examined how di erent aspects of location information an lead
to potential privacy threats and some reviewed the e cacy of protection mechanisms
to protect users against those threats. In this paper, we also considehe factors that
contribute to privacy risks in GeoSNs but pay particular attention to users' awareness
when interacting and sharing their information on these networks.

3. Dimensions of the Location Disclosure Problem

In this section we consider the factors that contribute to users' peception of risk to
their personal privacy while interacting on GeoSNs. As the user's loation footprints
are accumulated over time, they become a rich source of information on # character-
istics of the user as well as the places he visits. Whether this dat& visible to others,
and whether the user is aware of the extent of the information he is shang, are factors
that can in uence his perception of personal privacy.

3.1. The Data Dimensions

The data dimensions comprise a group of three di erent dimensions tht represent the
di erent attributes of the data collected on GeoSNs, as follows.

(1) The spatial dimension (which places is the person visiting?)

(2) The socio-semantic dimension (what is the person doing in theselaces and with
whom is he or she interacting?)

(3) The temporal dimension (when are these activities taking place?)

Separating the dimensions help to distinguish between physicablcation and behaviour,
which may not always be linked in a directly observable way (for exarple, a user
may be in a co ee shop, but working remotely rather than socialising). The type of
data and the amount of data collected determine the kind of information that can be
inferred and stored in the user pro le. Hence, it is useful to study how the individual's

perception of risk to personal privacy di er along these three dimersions.

(1) The Spatial Dimension
Presence of the user in a place is plotted on the spatial dimension. Arack

of user mobility in space is collected as a sequence of time-stampedoggaphic
coordinates which can be reverse geo-coded to automatically detect ¢huser's
presence in speci ¢ places. In addition, the user may also indicat his presence in
the place (e.g. by explicitly checking in). The latter case allowsusers to describe
places of interest that are not digitised or identi ed on a general map.

(2) The Socio-semantic Dimension



This is a compound dimension and comprises two distinct aspects: a)xelicit
social links to other users, and b) shared content. Explicit linksto other users,
for example as friends or followers, is an orthogonal dimension to both thepatial
and temporal dimensions. Here social ties are formed and maintained beg&en
users independently of their presence in geographic locations.

Shared content on GeoSNs refers to the di erent types of data providd by the
users. This could include text (in a variety of forms such as tags, tig, reviews
and tweets), images or videos. As is the case for social ties, content mdye
explicitly attached to a place visited, e.g. writing a tip when visiting a restaurant
or tweeting about a music festival whilst attending it. Alternative ly, the location
may be independent of the shared content, e.g. tweeting about the tease of a
new album of a favourite artist whilst at home. Di erent semantic inf ormation
concerning the user and their association with places can be extraatiefrom the
shared content. This could include the user's interests, actiiies and sentiments
(Mohamed and Abdelmoty 2017).

(3) The Temporal Dimension

The temporal dimension gives a timeline of the user's visits to dierent places.
The frequency of visits to geographic locations can be used as an indicataf
the degree of association with the locations and with the related activies and
concepts derived from the socio-semantic dimension. Clusteringpeci ¢ temporal
intervals on the timeline can be made to study emerging patterns of usr activity.

Regarding the spatial dimension, the sensitivity of a place is an impa&ant factor
when considering privacy perception. Sensitivity of a place is an dtibute that is linked
to the type of information it reveals about the individual. For example, a hospital or
a fertility clinic may be considered to be sensitive places sice they are linked to a
person's physical health. Other sensitive information that may be evealed from the
place types include hobbies, religion and beliefs, political viewssexual orientation,
physical or mental health, ethnic origin and commission of o ence (as de red by the
California Location Privacy Act of 2012 ! and the Data Protection Act in the UK
2). With regards to the social dimension, sharing information about beirg co-located
with a particular person or a group of people may also be considered as séinge infor-
mation, since it may reveal the nature of the relationship between imdividuals. Also,
sharing this information assumes an implied consent from the other pedp involved,
which if disputed can amount to a potential privacy breach.

3.2. The Visibility Dimension

Visibility and/or accessibility of users' data will ultimately dete rmine the level of
threat to personal privacy, since if the data are not exposed or can't be amessed then
there is no question of risk to personal privacy. Smith et al. in (2011) dstinguished be-
tween two types of privacy: social privacy; which refers to an indviduals' management
of self-disclosure, accessibility to their information and availablity to other people,
and information privacy; which concerns controlling the accessibilly to personal in-
formation, collection and exploitation by organisations and institutes. On GeoSNs,
individuals are normally able to control social privacy by setting the visibility of their
pro le to either \Friends" (or \Followers") or \Public". In the former ¢  ase, access to
the individual's data is limited to a de ned group of people, presumably known by this

Lhttps://www.eff.org/cases/california-location-priva cy-act-2012 [Accessed: 14-May-2019]
Zhttp://www.legislation.gov.uk/ukpga/1998/29/section /2 [Accessed: 14-May-2019]



individual, while in the latter case, any user of the network can acces the data. It is
not normally possible to restrict the visibility of one's data for speci ¢ users, and thus
all users within the \Friends" group have equal rights to access the ndividual's data
irrespective of their degree of association to this individual. Inbrmation privacy, on
the other hand, is usually determined by the terms, conditions and mlicies of handling
data in the application. To conform with GDPR, GeoSNs need to ensure tlat their

users are aware of what data are being collected and shared with third pséies and how
the information collected will be used. However, updating a privacypolicy to include
this information provides, in reality, a protection for the GeoSN againg legal liability

and is not itself su cient to ensure a user is fully informed of how their information

is processed whilst using the application.

For example, Facebook's recently updated data policy indicate that they \collect
information from and about the computers, phones, connected TVs and other ab-
connected devices you use that integrate with our Products, and we cobine this
information across di erent devices that you use .. information that we obtain from
these devices includes: ..access to your GPS location, camera orgibs". However,
whilst using their Products, a user will not be aware of the amount oflocation tracks,
places, events, activities, and other attributes that Facebook havesollected (or derived)
over time. Whilst users are able to restrict access to their preise device location,
Facebook will collect the user location through their \IP addresses andinformation
from your and others' use of Facebook Products (such as check-ins or ews you
attend)". Thus, in reality users' geo-pro ling is done by default, th ough users living
in the EU have the opportunity to object to the processing of their data, and if their
objection is successful, have a right to request the erasure of tiredata under article
17(1)(c) of the GDPR.

Two levels of visibility are considered in this work: a) \Friends"; w here the visibility
of the user's pro le is assumed to be restricted to a selected setf individuals or groups
of individuals who are known to the user, and b) \Public"; where the user's pro le
is open and can be accessed by any other user of the GeoSN. The latter is aesfal
case of information privacy where the data controllers of the GeoSN are coidered as
potential adversaries. Note that on Facebook a third category of visibility is o ered;
namely \Friends of Friends". We estimated that creating a distinct category for this
group would not be useful for our study and may confuse users, as they magot
be able to distinguish the di erence between the three groups whe answering the
guestionnaire. For the purpose of generality and clarity, we have theefore considered
this as a special case of the Friends category.

3.3. The Awareness Dimension

When interacting with any software system, user's attention is taskoriented- they are
aware of the task they are doing instantaneously. Their awareness of théata they are
disclosing is bounded by the information needed for the task at hand. Avacy threats
become apparent with accumulated information that can be mined from impicit rela-

tionships between data items over time. For example, when a userecks into a place
at night, she may not be aware that this event can be used to deduce thathis place
is probably her home. This information can be derived by clustering naltiple visits in

the time dimension and analysing the frequency of visits. Awarenessf the personal
data shared and stored by the application is a critical factor to the usels perception

3https://en-gh.facebook.com/policy.php[Accessed: 14-M  ay-2019]



Table 1.: Independent variables considered in the experiment andhe corresponding
study groups.

Realistic Attacker
Friends | Public Friends | Public
Spatial Si; . Sor - Ss, Sa, .
Spatial-Social SSi, . [SSy . |SSs, . [SSs, .
Spatial-Social-Temporal| SST;, . | SST,, , | SST3, . |SSTs, .

of privacy. If the user is oblivious to the data stored in her pro le, she will not be able
to accurately perceive the potential risk to her privacy.

We attempt to study two modes of awareness: a) \Realistic" mode; ths is the
common mode of use of a GeoSN, where people are aware only of the data they are
currently sharing and may also recall the visibility settings on their pro le (i.e. whether
their interaction is shared with a speci ¢ group of people), and b) \Att acker's" mode;
that is where the GeoSN deliberately makes the user aware of not only #hdata itself,
but also possible inferences that can possibly be derived by otherwho may have
access to the data from their current interaction. Thus the di erence between the two
modes is the fact that one draws the user's attention to the implict conclusions that
can be drawn from their data, rather than simply the raw data itself. T his increases
the user's awareness of the privacy risks posed by a possible advarg The latter case
is hypothetical and is not supported by any major social network platforms currently
on the market. It is envisioned as a possibility for a privacy-aware GeSN that puts
into practice the GDPR requirements of transparency and informed onsent.

4. Experiment Design

The dimensions of the location disclosure problem above are used hete guide the
design of a set of scenarios of use of a GeoSN. An experiment was carried outes
participants were asked to consider the scenarios individually befre deciding on their
willingness to share their location. The participants' sharing degsions were then used
to indicate how concerned they were about privacy when interactingon GeoSNs.

To understand the speci ¢ in uence of the di erent aspects of the location-sharing
problem, a between-subjects desighwas adopted to examine the di erent study con-
ditions, namely,

(1) Data scope(Spatial (S) vs Spatial-Social (SS) vs Spatial-Social-Temporal (SST))
(2) Visibility scope (Friends vs Public)
(3) Awareness scopgRealistic vs Attacker's).

Hence, to account for all combinations of the above, twelve treatment group were
needed in the experiment; four groups for each of the three data scopess shown in
Table 1.

In each of the 12 groups, participants were asked to consider 10 scenariosusfe of
a GeoSN. The scopes of visibility and awareness were then used to frena question
which gauged their attitude to sharing location information. To understand the e ect
of place sensitivity on privacy concerns, dierent types of place wee employed in

4Between-subjects design is an experiment where two or more g roups of subjects are tested each by a di erent
testing factor simultaneously (Wikipedia 2019).



Table 2.. Example Scenarios across the data dimensions with di erentytpes of places.

[ Scenarios | Spatial | Spatial-Social | Spatial-Social-Temporal ]
Insensitive You are in a Mexican | You are now in a Mexican | It is now Friday night and you are
place types restaurant in town. You | restaurant in town. You have | in the Village hall in your neigh-

are having dinner with a | been here frequently in the | bourhood. You attend a drama
friend. This is your rst past. group every Friday night in Spring.
time in this place.
Sensitive You are in the Main | You are now in the Main Hos- | You are now patrticipating in a char-
place types Hospital in Town. You pital in Town with Alex. You ity event in a religious centre (such
are there for your rou- | are both visiting a friend. You as Church, Temple, Mosque, :::)
tine check-up. You vis- | have visited this hospital only | that you belong to. You have regu-
ited this hospital only | once last year. larly visited this place on Saturday
once in last year. afternoons in the last three months.
Personal You are now visiting | You are with Alex at your You are with Alex at your home at
places your friend at 16 Park | home at 16 Park Place (an | 16 Park Place (an apartment build-
Place (an apartment | apartment building). You ing). He normally visits on Sunday
building in town). You have been here frequently | Evenings.
have not been here | with Alex in the past.
previously.

each of the 10 scenarios: 4 scenarios considered visiting public-amsitive place types
(e.g. shopping mall, cinema, tness centre, restaurant); 5 scenaois considered visiting
public-sensitive place types (e.g. hospital, church, political mrty o ce, community
centre for a particular ethnic group); and one scenario considered visng a personal
place (home). Table 2 shows some examples of the scenarios used in thewkknt study
groups.

Co-location with a friend was used across scenarios to represent variah on the
social dimension. In particular, one of each scenario (sensitive anchsensitive) was
set as a visit with a close friend in theSS and SST groups. In the Spatial scenarios,
no pattern of presence in a place is de ned; visits are characterigseas \unusual" or
\occasional". In the Spatial-Social scenarios, a frequent pattern of preence was used
to indicate a favourite activity or a close association to a friend. Inthe Spatial-Social-
Temporal scenarios, regular presence, unusual visits or absence frompdace were
used to infer implicit temporal association with place as well as activty and social
connection. Note that it would not have been realistic to isolate interadions on the
spatial and temporal dimensions without considering the implication onthe socio-
semantic dimension. As a case in point consider the intrinsic link ltween the social
habits of an individual and regular Tuesday visits to a Tennis club. It would not be
possible to remove the semantic dimension from such a scenario saregularity often
implies meaning of some kind - a regular personal or social activity. To@ntrol bias, the
10 scenarios were randomly presented to participants in every group. fey were not
linked to any particular real-world application. In the case of \Attacker 's" scenarios, no
reference to the purpose of using the data by the adversary was giveRarticipants were
left to assume how their data might be used by others. t was clear from gost-study
guestionnaire, presented in Table Al in the Appendix, that participants recognise the
presence of adversaries online and that they value their online privac

In the Friends scenarios, participants were asked to answer the question: \Would
you share your location now with your friends?". Similarly, in the Public scenarios,
the question was: \Would you share your location now with other users?". h the
Attacker's scenarios, the question was preceded by a statement to alert the usef the
nature of information they are potentially revealing, as can be seen in thdollowing
examples (where 'Alex' was introduced as a close friend of the user othe social



network application).

(SSi, ) : You are now in the Main Hospital in Town with Alex. You are both
visiting a friend. You have visited this hospital only once last year. Would you
share your location now with friends?

(SSTs, .): Itis now Saturday evening and you are in the Good Life Pub in
town. You regularly go there on Weekends. If you share your location track
your friend connections will be able to see that you regularly go to this pub on
Weekends. Would you share your location track now with friends?

(SSTs4, .) : Itis now Saturday evening and you are in the Good Life Pub in
town. You regularly go there on Weekends. If you share your location track
other users of the applicationwill be able to see that you regularly go to this
pub on Weekends. Would you share your location track now with other uses?

Answers to the question are mapped to perception of risk to privacy;yes' corre-
sponds to “unconcerned’, ‘maybe' corresponds to “concerned’, ando' corresponds to
“very concerned'. To avoid bias, no direct mention of privacy is maden the word-
ing of the questions, but participants were also able to justify ther decision in an
open-ended question after completing the scenarios. The majority afesponses to this
question were justi cations directly related to privacy concerns (privacy, safety, sensi-
tivity, protection, etc.) (86%), while the remaining 14% also mentioned other reasons
such as social capital (what others think, interesting, useful, etc) °. It is noted that the
social capital concerns featured mainly in the spatial scenarios and corens became
more privacy-oriented as more information was revealed in the scenarios.

4.1. Participants and Procedure

Participants were recruited using Amazon Mechanical Turk (MTurk) ©. To ensure that
participants were able to relate to the presented scenarios, a quatiation test for
the study was used to choose experienced MTurk workers with goodeputation (have

95% approval rate for at least 500 tasks on MTurk) and who share their location fom
their social network accounts. Constraints were also enforced to liih participation in
the study to only one time. The dissemination of the di erent versions of the study
was carried out at di erent times throughout the day to enable particip ation from
eligible workers from any country. The order of the scenarios was randomlypresented
to every participant in all treatment groups.

747 participants entered the study, 32 of whom did not meet the critera of sharing
location information on GeoSNs. The remaining 715 participants were able teomplete
the survey in an average of 6.14 minutes. The number of participants in&ch treatment
group is shown in Table 3. The sample was young (Mean= 33.35 years old, SD= 9.88)
with an equal distribution of males and females. Most of the participantswere from
North America (72.31%), with signi cant representation in Asia (18.04%) and Europe
(6.15%). The majority of participants use social network applications frequently (sev-
eral times a day) (69.79%). Facebook was the most used platform to share lation
information, followed by Twitter, Instagram and Google+. Users of these applications
represented 95%, 55%, 53% and 41% of participants respectively. Participéalso tag

5The survey and all the responses to this question can be accessed at: http://doi.org/10.17035/d.2019.
0075767525

6MTurk is a widely used online crowdsourcing platform for vir  tually leveraging a distributed workforce for
tasks requiring human input, such as survey participation, and is used in similar studies (Rader 2014).
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Table 3.: Number of participants in each of the study groups.

Spatial Spatial-Social Spatial-Social-Temporal
Sik - 59 SS,, . |60 SST,, . |58
Soe b 59 SS,, . |60 SST,, . |59
S 58 SS;, . |59 SST;, . [ 62
Ss, 59 SSy,, . |61 SSTy, , |61

Table 4.: Average sharing decisions for participants in all study groups.

Spatial Spatial-Social Spatial-Social-Temporal
Yes Maybe | No Yes Maybe | No Yes Maybe | No
S1. . | 56.10%| 19.49% 24.41% SSp, 47.65%| 26.74%| 25.61% SSTy, 50.09%| 34.61%)| 28.23%
Son o | 45.25%| 27.29%| 27.46% SSp, 40.56%| 26.11%| 33.33% SSTy, 41.17% 29.87%| 36.43%
Sz, .| 42.59%) 24.83%| 32.59% SS3, 46.67%| 26.85%| 26.48%| SST3, 44.81%| 30.60%| 30.24%
Sy 40.34%| 28.98%| 30.68% SSy, 36.07%| 30.97%| 32.97%| SSTa, 37.70%)| 23.13%]| 50.27%

A P

their friends when sharing location information (always: 15.66%, somethes: 78.74%).
22.66% of participants enablelocation services or other similar location features on
mobile applications frequently (always on) and 70.35% enable them moderaty (when
required by an application), while only 4.48% disable such features.

A pilot study was carried out with ve postgraduate students, who were tasked with
completing di erent versions of the study. The study and the scerarios were perceived
as easy to understand and follow. Feedback given in the post-study ietrview was
mainly related to improving the wording of some scenarios.

5. Results

The study involved three independent/predictor variables representing the study con-
ditions (data dimensions (Spatial, Spatial-Social or Spatial-Social-Emporal), aware-
ness (Realistic or Attacker's), and visibility (Friends or Public)) and one depen-
dent/outcome variable representing the participants' location-sharing decision (yes,
maybe or no). Table 4 summarises the sharing decisions among participenin each
of the study groups.

A Chi-square test of independence was used to examine the impact ohé¢ study
conditions on the participants' attitude to privacy. Spearman's Rank-Order Correla-
tion was also used to examine the strength and direction of the correlatin (if any)
between the study conditions and participant's perceptions. An ordnal logistic re-
gression model was adopted where the levels of the outcome variables weroded as
follows: Yes=1, Maybe=2, and No=3. To interpret the regression results, positive coef-
cients (> 0) were noted to indicate a greater likelihood of willingness to shardéocation
(i.e. not being concerned); coe cients equal to 0 were used to idicate no additional
likelihood on top of the baseline, and negative coe cients & 0) were used to indicate
a lower likelihood of willingness to share (higher likelihood of leing concerned). The
results of the model are shown in Table 5, where it can be seen that comaped to
the Spatial-Social-Temporal scenarios, participants were more willig to share their
location in the Spatial-Social scenarios and even more so in the Spatiatsnarios. On
the other hand, participants were less likely to share their locaton in the Attacker's
scenarios compared to the Realistic scenarios and in Public scenario®mpared to
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Table 5.: Results of ordinal logistic regression model examining the ipact of the study
conditions on the participant's attitude to privacy.

95% Con dence
Condition Estimate Od_ds Std. P(Sig.) Interval
ratio Error
Lower Upper
Bound | Bound

Data Dimensions (baseline= Spatial-
Social-Temporal)

Dimension=Spatial .252 1.287 | .054 <.0001 | .147 .358

Dimension=Spatial-Social 151 1.163 | .055 .006 .043 .259

Visibility (baseline=Public)

Visibility=Friends .320 1.378 | .045 <.0001 |.233 408

Awareness (baseline=Realistic)

Awareness=Attackers' View -.217 .805 .045 <.0001 |-.305 -.129
Friends.

All the study conditions; data dimensions, visibility and awarenes of location-
sharing activities were shown to signi cantly impact the particip ants' privacy per-
ceptions (p<.0001). In particular, visibility was the factor with the strongest impact
on privacy perception followed the awareness and data scopes. It isteresting to note
that place sensitivity and co-location with a friend have also been Bown to signif-
icantly in uence the participants' privacy attitude. The sensit ivity of place reduced
the participants' willingness to share by 31% while co-location with afriend reduced
it by 8%. A more detailed analysis of the results is given below.

5.1. Impact of the Data Dimensions

The data dimensions were shown to have a statistically signi cant mpact on users'
willingness to share their location (Pearson Chi-Square= 22.72, $0.0001). A moder-
ately positive correlation between the data dimensions and the partigants' attitude
to sharing their information was noted (Spearman's rho=0.53, p< 0.0001). Hence, users
tend to become more concerned about their location privacy as the informtion shared
becomes more complex along the di erent data dimensions. Participarg in the Spa-
tial study groups were the least concerned about their privacy (maybe 25.1%no:
28.8%), compared to the Spatial-Social groups (maybe 27.7%:, no: 29.6%) and the
Spatial-Social-Temporal groups (maybe 27%:, no: 33.2%).

Responses to the open-ended question revealed increasingly moravacy as well
as safety concerns as more data dimensions are revealed. Example respmngrom
the Spatial-Social-Temporal groups refer to fears of tracking by others: the fear that
\'someone... could track you and get to you if they wanted toand being \ concerned
about... safety. Some people could see the pattern of my whereats, and use that
information to stalk me or my friend".\ Because there are some places you just do
not need to let others know [the location of]... These days peopt®uld try to come to
your home and rape you, murder you, or even kidnap you Some responses showed
awareness of absence inference from location tracks, e.gsharing my location... on a
regular basis advertises that | am not at home on those days and ted' and \ | would
not let anyone know where | go on a regular basis. This is a good way t@ve your
home robbed.
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5.1.1. Impact of Place Sensitivity

Observing the sensitivity of place across all the data dimensions hashown that it has
a statistically signi cant e ect on users' willingness to share their information (Pearson
Chi-Square= 729.903, < 0.0001). As can be expected, participants were most likely
to share their location in public-insensitive place types (Yes58.4%). Their willingness
to share decreases signi cantly, by 31%, in personal places (Yes: 27.4%)aio a large
degree (by 25%) in other sensitive place types (Yes: 33.2%).

Reluctance to share personal location in sensitive places was expl@id in responses
to open-ended questions, for example, it was said that Sharing location information
for public places is mostly OK... but sharing personal locationriformation related to
religion, political a liation or a friend's house via location i nfo is something | try not
to do" and that one \ wouldn't want to share medical location places or anything hang
to do with my culture, faith or home. Those are private issues Figure 1 shows the
sharing decisions across the sensitive and personal place types.

. . . f i
Sharing Decision »Yes.Maybe B No
Ethnic origin Health Home Political views Religion
|

_  43% | |
40% 35 % | 24, . 382 S i
| Salo | i ‘
! 4 2 | 25 9
i -5 e | 27 % 29 /ol
27 22 % ~n o >2 o | | | ‘
- | l I ‘ I ‘
s | Fa ‘ : S :
n | I |
‘ 1 ‘ ‘ ‘
L | ‘
\J /o " ! \ | | 1 1 ! ! L J ’ i ! ‘

Figure 1.: Sharing decisions in sensitive and personal places.

Percentage for each category

5.1.2. Impact of co-location with Friends

Co-location with a friend was also shown to have a statistically signcant e ect on
the participants' willingness to share their location (Pearson Chi-Square= 46.363,
p<0.0001). Participants were less likely to share their location if they ae with a
friend than when being at a place by themselves (Yes = 46% when alone cqrared to
38% when with a friend).

Some reasons for the sharing attitude are explained by participants to b mainly
due to considering the information as sensitive or that it involves soneone else whose
privacy should be considered, as shown in the following comments:To protect the
privacy of other people | was with or visitind' and \ if | do tag friends, | like to ask
permission from them rst".

5.2. Impact of the Visibility Scope

The visibility scope of the user pro le in location-sharing scenarbs has a statistically
signi cant impact on the users' likelihood to disclose their location (Pearson Chi-
Square= 50.204, < 0.0001). A strong positive correlation is noted between the partic-
ipants' privacy attitude and the visibility of their information (Sp earman's rho=0.85,
p< 0.0001). This suggests that participants are less likely to share their lcation if their

pro le was Public than if it was set to be visible by Friends only, as indeed con rmed
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in the results (34% said No to sharing with Public compared to 27% with Fiends).
Participants who were reluctant to disclose their location with other users justi ed

their attitude by referring to their desire to protect their pr ivacy, e.g. \l didn't want

to disclose my location for strangers to know, \ | don't want people to know where |
am or potentially stalk me" and \Some occasions seem too personab share with the
public".

Figure 2 shows the combined results for the data dimensions and theisibility. As
shown in the gure, participants are most willing to share their locations in the Sg
scenarios (Yes: 49.34%), while they are mostly unwilling to share theilocation in
the SSTp scenarios (No: 40%). The impact of the visibility scope is evident in tke
gure, where the di erence in the sharing decisions is more pronouned in the Public
scenarios, as was indicated in the participants' responsesi\am not comfortable with
strangers having access to my address and access to my routifies

z i I l
Sharing Decision Yes - Maybe | No

Friends Public

|
\
[eljedg

|
eog-{eeds

[elodwa] 41208 fedg

Figure 2.: Sharing decisions categorised by visibility scope and dataichensions.

5.3. Impact of Awareness

Users' awareness of implications of their sharing decisions has a statically signi -
cant impact on the likelihood of them disclosing their location (Pearson Chi-Square=
23.340, p<0.0001). A fairly strong positive correlation is noted between the partict
pants' privacy attitude and their awareness (Spearman's rho=0.58, < 0.0001). This
suggests that participants are less likely to share their location if hey were made aware
of the nature of their disclosed information and its possible implicatons.

Justi cation for the sharing decision highlighted users' awarenessof the privacy
implications and their need to control their privacy, e.g. \ 1 wouldn't want to broadcast
my history of the placé’, \ | didnt want to be tracked in sensitive areas and \ | don't
want to be tracked and | dont want someone to notice patterns [fhwhere | go'.
Being mindful of the sensitivity of the places visited triggered areaction to question
their sharing behaviour (often due to users' personal a liations wit h particular types
of place); \I prefer to keep certain things private - politics, health info, and ary other
information that could be used to deduce other things | prefer to lep private",\ No one
needs to know | go to church on Sundays for exampleand \ Sharing some locations
would allow other users (who | may not want to share that data wlif to interpret or
assume things about me that | would not necessarily want to be lplic knowledgé.

Figure 3(a) shows the e ect of the awareness factor grouped by the data diension,
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and in (b) the e ect is grouped by the visibility scope. Participant s are most willing
to share their locations in the Sg groups (Yes:50.68%) and are least willing to share
their data in the SSTp groups (No: 37%). The impact of the visibility scope is evident
in Figure 3, where the di erences in the sharing decisions are morerpnounced in the
Public scenarios, as was indicated in the participants' responsesi‘am not comfortable
with strangers having access to my address and access to my routities

Sharing Decision Yes . Maybe D No Sharing Decision Yes . Maybe [4 No

Spatial Spatial-Social Spatial-Social-Temporal Friends Public

MBIA SIBNIBHY

for each category
| \
|
.
re—
|
|

Percentage for each category

| |
L
L
a)sifeay
Percent.

(@) (b)

Figure 3.: Sharing decisions grouped by a) data dimensions and awarenessnditions
and b) visibility scope and awareness conditions.

Exploration of the relationships between all study conditions in terms of their mu-
tual impact on users' privacy perceptions reveals that the participarts most likely to
share their location are those presented wittbg ¢ scenarios (Yes: 56.10%), followed by
those inSSTr ¢ and SSg r (Yes:50% and 48% respectively). This observation sug-
gests that participants were least concerned about their location priacy when sharing
with friends in realistic experience and the extracted information is at minimum (data
dimension=Spatial), and their concern increases when more personahformation are
revealed. On the contrary, participants were least willing to disdose their location in
SSTa p scenarios (No: 50.27%), followed bySS, p and Sp p scenarios (No: 33%
and 31% respectively).

5.4. Discussion

The validity of this study was carefully considered. The use of hypohetical location-
sharing scenarios has been shown to be an e ective approach for yieldjrgeneralisable
outcomes in a number of previous studies (e.g. (Patikt al. 2014, Tanget al. 2011)).
Using this approach has the advantage of removing the association and depesuice on
a speci c GeoSN and hence reducing the e ects of particular interhce and interaction
modes o ered within those applications, whilst also o ering the opportunity of admin-
stration to large samples of users. Bias was limited by careful choice ofgpticipants,
using a between-subjects design and the random order of presentatiaf the scenarios
in all study groups.

The scenarios were developed in a consistent manner to cover all thariables of
interest, whilst at the same time enabling the participants to be immersed to a large
degree in the location-sharing experience. This was evident in # participants' re-
sponses to the open-ended questions. For example, they would refes themselves:
\When | was in a political meeting, | would not share my location wihout the per-
mission of others or the party' and \ | answered maybe or no to places that | frequent
because someone might see a pattérnThey also referred to personal experiences: |\
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have a friend that checked in everywhere she went. Her pro le was public soyone
could see it. Her house was burglarized twice in one month becausveryone knew she
wasn't home:" and \ | started to think about how if it was a regular routine that | was
somewhere on a speci ¢ night, it was going to give other people potentig too much
information about my habits and whereabouts

We collected demographics data on age, gender and nationality only. An analysis
of the e ect of these attributes on the sharing decisions is given inthe Appendix. The
trends noted there may prove useful in the design of future studés. Several points
regarding the impact of personal characteristics on sharing decisions amoted below,
that would also be useful to consider in more detail in future work.

(1) It can be argued that people's attitude to location privacy is unique and de-
pends on personal characteristics, such as religious belief or politita liation.
For example, a religious person may not wish to expose her presencearplace of
worship. A person living in a city may have a stronger sense of locabin privacy
compared to someone living in a small village in the countryside. Thisargu-
ment was supported to some degree in the responses to the open-endpgestion
reported above. Ideally, we could have tailored the scenarios relatetb some
of the sensitive place types to the particular characteristics of tle participants.
Such personalised tailoring of the questions was di cult to perform in a widely
disseminated online study such as this. A more in-depth study is aeded in the
future that can control and measure the e ect of such personal attributes on the
perception of risk to location privacy.

(2) Similarly, culture may play a role in people's attitude to onlin e interaction. This
study didn't probe or limit the scope of the origin of participants beyond record-
ing their nationality, although several participants made reference b culturally
speci ¢ privacy concerns such as religion in the open-ended respoes

(3) The study didn't control for the factor of prior adverse experience with privacy
(Trepte et al. 2014). The importance of this factor is becoming evident as more
people become involved or become aware of negative privacy experienc@snore
in-depth study of the e ects of this factor is needed in future work.

In what follows the results of the experiment are used to guide a moel of perception
of risk to personal privacy on GeoSNs.

6. A Model of Privacy Risks of Location Sharing on GeoSNs

As has been found in previous studies (Kumaraguru and Cranor 2005), a large pro-
portion of people can be considered to be privacy pragmatists who are witlg to share
their data if they see tangible bene ts for doing so, but are also very oncerned about
protecting themselves from the abuse and misuse of their personalformation. In this
section, we use the results of the analysis above to inform the deidion of a model of
user's perception of risk when sharing their location on GeoSNs. To falitate its com-
prehension, a tra c light metaphor is used here to represent the level of risk: Green
= Unconcerned, Amber = Concerned and Red = Very concerned. We can map tis
classi cation to the Westin and Harris privacy scale (Kumaraguru and Cranor 2005):
Green = Privacy unconcerned, Amber = Privacy Pragmatists and Red = Privacy
Fundamentalist and observe how they correspond to one another. A colouceded pri-
vacy notice design is also desirable due to its simplicity and univesality. The colours
will range from red (the information is revealing and may not be safe to dsclose),
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Table 6.: Sharing decisions classi ed by the sensitivity of place tpes in the Realistic
awareness scenarios.

Visibility Friends Public
Data Dimension Sensitivity Yes | Maybe No Yes | Maybe No
Spatial Insen_s_itive 73% 18% 9% 67% 26% 7%
Sensitive 45% 21% 34% | 31% 28% 41%
Spatial-Social Insen_sjtive 67% 23% 10% | 60% 24% 16%
Sensitive 32% 30% 38% | 25% 28% 47%
Spatial-Social-Temporal Insen's'itive 57% 30% 13% | 49% 31% 20%
Sensitive 36% 31% 33% | 31% 26% 43%

Table 7.: Sharing decisions classi ed by the sensitivity of place tpes in the Attacker's
awareness scenarios.

Visibility Friends Public
Data Dimension Sensitivity Yes Maybe | No Yes Maybe | No
Spatial Insen;itive 61% 23% 16% | 55% 32% 13%
Sensitive 30% 26% 44% | 31% 27% 42%
Spatial-Social |nsen_sjtive 57% 25% 18% | 55% 32% 13%
Sensitive 38% 28% 34% | 21% 30% 49%
Spatial-Social-Temporal Insen_s_itive 52% 32% 16% | 48% 28% 25%
Sensitive 36% 27% 37% | 25% 16% 59%

through to amber (one may need to exercise caution when disclosing thinformation)

and ultimately green (information that may be safely disclosed). Participants' sharing
decisions based on the variables used in the study are presented irablle 6 for the
Realistic scenarios and in Table 7 for the Attacker's scenarios. Figuret shows the
mapping of this data using the tra c light metaphor in both states of aware ness.

() (b)

Figure 4.: A mapping of sharing decisions to three privacy risk leved in the case of
(a)Realistic and (b) Attacker's mode of awareness.

Given the responses, we wish to produce a model which bases iteasions on the
shareability of data on user feedback. One way of doing this is to prodce a relative
scale where the upper and lower limits are de ned by the upper anddwer limits of the
data itself. In Table 8, the responses were reclassi ed to only two ategories 'Yes' and
'No'. The 'Maybe' responses were evenly distributed between thse two categories.
The threshold values were computed by considering the most vulnable and least
vulnerable privacy groups according to the revised percentage of "YéfResponses.

The situation with the largest percentage of Yes responses is Spa-
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Table 8.: Sharing decisions with only two groups of responses; 'Yes' antlo'.

Awareness Realistic Attacker's view
Visibility Friends Public Friends Public
D_ata . Sensitivity Yes No Yes No Yes No Yes No
Dimensions
Spatial Insen_s_itive 82% 18% 80% 20% 72.5% 27.5% 71% 29%
Sensitive 55.5% 44.5% | 45% 55% 43% 57% 44.5% | 55.5%
Spatial-Social Insen;jtive 78.5% 215% | 72% 28% 69.5% | 30.5% | 71% 29%
Sensitive 47% 53% 39% 61% 52% 48%, 36% 64%
Spatial-Social Insensitive 72% 28% 64.5% | 355% | 68% 26% 62% 39%
-Temporal Sensitive 51 % 49% 44% 56% 49.5% | 50.5% | 33% 67%

tial:Insensitive:Friends:Realistic as seen in Table 8, with Yes= 82%. On the other hand,
the situation with the smallest percentage of Yes responses (equivattly, the largest
percentage of No responses) was Spatial-Social-Temporal:Sensitiveiptic: Attacker's
with Yes = 33% (both highlighted in Table 8). Semantically, we can take these groups
to represent the \safest" and \least safe" situations as judged by the respondents.

We propose a so-called Vulnerability Index (V1) which will be de ned as a relative
percentage, using the above percentages as upper and lower boundspestively. A
Yes percentage at or above the upper threshold of Yes = 82% will be capped & VI
of 100%, and a percentage equal to or below the lower threshold of Yes = 33% Wil
be capped at a VI of 0%. Mathematically, the function is as follows, wherex is the
percentage of Yes responses:

8

< 100 82<x 6 100
VI(x)=  F(x); 336 x6 82:

C 0 06 x<33

We note that F(x) might be any function and its shape will determine the nature
of our privacy recommendations. For example, by biasing the function agaist lower
values, we can be more conservative in our recommendations. As a startingpint and
a useful illustration, a simple, linear F (x) might be as follows:

X 33 X 33
FOO= 8233 1997 %9

100 1)

The output of the above function V | (x), with F (x) as in Equation 1, can be interpreted
as the degree to which a particular situation's responses tend towars one of the
measured extremes.

To generate a tra c light colour, we used the RGB colour scheme, which @mposes a
colour from three colour values: Red, Green and Blue. The formulae beloare designed
to give a linear variation in colour between entirely Red atV 1 =0 : RGB (255;0; 0);
and entirely Green atV 1 = 100 : RGB (0; 255 0). At VI = 50, we have equal measures
of Red and Green giving yellow:RGB (255; 255, 0).

255 O<V1 6 50

R= :
(1 ¥ 255 506 VI6 100

255 50<V1 6 100,

= @ =1y 255 06VI650°

Table 9 uses the tra c light model to present the data from Table 8 wit h the original
Yes responses, while Table 10 presents the results using the Vadrability Indexes.
Table 11 presents a di erent view of the model that combines both theRealistic and
Attacker's views and assigns de nite risk levels to all groups accordig to the average
of the Vulnerability Index along the Awareness dimension. The averagé/ulnerability
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Table 9.: A proposed model of risk levels based on the proportion of sharindecisions.
The percentage of Yes responses is given. The colour is generated fronetNulnera-
bility Index, ranging from red to green.

Awareness Realistic Attacker's view
Visibility . . . .
Data Dimension Sensitivity Friends Public | Friends Public

Spatial Insensitive 82 80 72.5 71
P Sensitive 55.5
. . Insensitive 78.5
Spatial-Social Sensitive 47
Spatial-Social Insensitive 72
-Temporal Sensitive 51

Table 10.: The Vulnerability Indexes for each scenario. The associatedra c light
colours ranging from red to green are shown.

Awareness Realistic Attacker's view

Daia Dimen;/ifr:bmty Sensitvity Friends Public Friends Public
Spatial Insen_s_itive 100 95.92 80.61 77.55

Sensitive 4591 24.49 23.47
Spatial-Social Insquitive 92.86 79.59

Sensitive 28.57
Spatial-Social Insensitive 79.59
-Temporal Sensitive 36.73

Table 11.: A revised risk model with colours dictated by the Vulnerallity Indexes in
Table 9 averaged along the Awareness dimension.

Friends Public
Insensitive Sensitive Insensitive Sensitive
Spatial 90.31 33.16 86.73 23.98
Spatial-Social 83.67 33.67 78.57
Spatial-Social-Temporal 75.51 35.20 61.73 -

Index is then shown shaded in the corresponding tra c light colour. The average
Vulnerability Index (V1) over all dimensions (data, visibility and awareness) was 51.91.
This is almost exactly halfway between the de ned maximum (100) and thede ned
minimum (0). This is an indication that our linear F (x) used for interpolation between
the maximum and the minimum (shown in Equation 1) results in a Vulnerability Index
with values which are evenly spread over the scale. A VI of 51.91 correspda to an
amber tra c light colour, which when mapped to the Westin and Harris scal e indicates
that users of GeoSNs are on average privacy pragmatists who are willing to sine their
location information, but need to be supported by the applications to ensure that their
data are protected from misuse or abuse.

Table 11 presents a possible model of interpreting users' percépn of privacy risk
when disclosing location information. The model can be used by GeoSN® timprove
users' awareness of their sharing behaviour. Based on the informatiocollected in the
user pro les, the application can predict a level of risk for future sharing decisions
and alert the user as appropriate. The colour can be used to indicate to ta user in
a simple manner the extent to which the item they are sharing poses privacy risk.
The visual interpretation in the form of tra c light colours is just one s uch method.
Another simple example would be to map the VI to a point on a scale from 1 to 10.
Privacy perception is ultimately a personal variable, however, theabove derived risk
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models present a baseline; an indication of sharing behaviour of majiy of users on
the GeoSN, against which individual user's behaviour can be compared. tiimately,
the application would be able to learn from the individual's behaviour and adjust the
model to suit.

From both tables, it can be seen that the sensitivity of place plays a mjor role in
perception of risk on GeoSNs, where users are mostly willing to sharehéir location
when visiting insensitive places. A simple method of enhancingrivacy in GeoSNs can
therefore focus on sensitive places for users. These places can tenii ed by the user
manually or can be automatically identi ed from their location tracks. Th e application
can then alert the user mainly when sharing information whilst visiting those places.

7. Conclusions

This paper presented a data-oriented approach to understanding usel perception of
threat to privacy on GeoSNs and proposes a model of privacy risks that is deved

from studying collective users' attitude to sharing data on GeoSNs. Apects of the
problem have been identi ed, namely, data, visibility and awareness. Data disclosed
by sharing location information vary within a space de ned by the spatial, temporal

and socio-semantic dimensions. In addition, the sensitivity of theplaces visited as
well as co-location with others were identi ed as contributing factors to privacy risks.

An experiment has been designed to assess the e ect of these variablen the privacy
perception of GeoSN users. Perception of risk was noted to increase dgetinformation

content in the data disclosed increased; whether with the data dinension, or with place
sensitivity and co-location with other people. Visibility of the inf ormation was shown
to have the most signi cant impact on privacy perception, where uses were more
comfortable sharing their information with “Friends™ (as de ned by connections made
on social web applications). Making the user aware of the nature of the iformation

they are sharing was seen to have a signi cant impact on their sharing bhaviour.

This indicates that users' awareness is limited when interactilg on GeoSNs and thus
guestions their presumed consent of use of the applications.

The study involved 715 participants split into 12 groups to study the dierent
identi ed variables. Results from the study were used to de ne asimple model of
privacy risk on GeoSNs. The model shows that in the majority of cases, sers can be
considered privacy pragmatists who are willing to share their data ifthey see tangible
bene ts for doing so, but are also very concerned about protecting therselves from
the abuse and misuse of their personal information. GeoSNs can employ $ua model
to design privacy noti cation systems to alert the users to possibleconsequences of
sharing information, thus allowing the user to take control of their sharing behaviour
and ultimately increasing the trust in the application. These privacy noti cations can
be deduced from relative measures, such as the proposed Vulnerabjliindex, and
visualised in ways which are easy to understand, for example a tra c Ight scale.

Future work will consider the utility of the proposed model in designing privacy-
aware GeoSNs and the possible e ects of di erent models of connection amnline social
networks, e.g. Friends of Friends. Usability of the designs will neg to be considered
along with a study of cost-bene t analysis of employing such modelsri GeoSNSs.
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Appendix A. E ect of Gender, Age and Nationality

To consider whether the demographics of participants has any e ect on tle sharing de-
cision, we separated the impact of the dimensions from the demographicybtaveraging
the responses of participants for all scenarios and grouping them based omhograph-
ics alone. This gives an insight into the degree to which sharing desions are in uenced
by age, gender and nationality, as shown in Figure Al. There is clearly a coalation
between the sharing decision of participants and their age < 0:0001), with younger
participants more likely to share. The decision to share is also strogly in uenced by
gender (p < 0:00001), with male participants being much more likely to share. Finally,
the nationality of participants also had a signi cant impact ( p < 0:00001) with partic-
ipants from Asia and Southern America being more prone to sharing, but Evopean
and North American participants showing no strong trend either way.
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Figure Al.: E ect of gender, age and nationality on sharing decisions. In thecase of
nationality, Australian and African groups were excluded due to the smallsample size
(fewer than 30 responses total each).

A.l. Post-study questionnaire

A post-study questionnaire, based on the privacy scales proposed in @ler 2014) was
used to gauge how participants value their online privacy. Participants were presented
with six statements with a 5-point Likert scale (strongly disagree (1)/strongly agree

(5)). The results are shown in Table Al. The rst two statements were negatively

framed and the rest were positively framed to avoid bias. The averagecere for each
statement was recorded. The overall average score for all statements w8845 with a

Cronbach's alpha of 0.703, indicating a high degree of consistency in the salts.
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Table Al.: Post-study questionnaire on the value of personal privacy onlie.

Statement Average SD
I am not concerned that companies are collecting too much per sonal infor- | 2.456 1.2
mation about me.

It usually does not bother me when companies ask me for person al informa- 2.641 1.17
tion.

When people give personal information to a company for some re ason, the | 4.357 0.92
company should never use the information for any other reaso n.

| have limited the personal information that | post to my soci  al networks' 3.869 1
accounts.

| don't post to my social networks' accounts about certain to  pics because | | 3.807 1.14
worry who has access.

If I think that information (including location) | posted to my social networks' 4.134 1.04

accounts really looks too private, | might delete it.
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