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Preface

Few years back, I wrote about the Sensing as a Service (S?aaS)
in two scholarly publications [200] [142]. Since then, these pub-
lications have been well cited and discussed by different research
communities. After receiving number of inquires from interested
readers, I decided to write this book to explain the topic of S?aaS
in detail, specially without being restricted into number of pages
allowed by conferences and journals. This book aims to expand
on previous ideas and to present a much detailed vision that would
be useful to both general (non-scientific) and advance (scientific)
readers.

This book is written in a easy to understand non-technical lan-
guage to help general readers to grasp the content quickly. However,
I also wanted to make sure that this book useful for advance read-
ers who are interested in additional reading material on the topic.
In order to facilitate them, throughout this book, I have presented
additional material using different types of notes.

Research Challenges This type of notes are used to highlight
research challenges. Research questions are identified and briefly
discussed in order to provide insights and directions towards
addressing them. General readers may skip these notes. =

— Further Reading. This type of notes provide links to web
resources, technical documents, white paper, and multimedia
material. However, it is important to note that this book is
intended to be self-contained and do not expect readers to read all
these additional material provided. They are provided to browse
at leisure time, if readers are eager to find more information on a
particular topic. Additionally, relevant citations are embedded
into the text to help advance readers so they can easily follow
additional content. General readers should ignore such citations
and should not intimidated by them. Such additional information
is not necessary to understand the content of this book.

1) These types of notes are used to provide remarks, highlights,
warnings, cautions, hints, practical tips, statistics or any
other important advice to the readers.



1) Over the years, many individuals have contributed to de-

= velop and shape up the vision of S?aaS. In order to ac-
knowledge their contributions, narration is changed to first
person plural throughout the book.

— Who Should Read This Book. This book is primarily aimed
at following audiences:
e Are you a undergraduate student, masters student, PhD
student, or a researcher interested in Internet of Things ?
e Are you a hobbyist or a maker who is bored building
typical automation and monitoring solutions for Internet
of things domain and looking something new ?
e [ooking for some novel ideas or research challenges in
the field of Internet of Things ?
e Have heard about Sensing as a Service, but not sure what
itis ?
This book is for you.

— Future of This Book and Updates. This is not a typical
computer science text book, instead a roadmap. The primary
objective of this book is to introduce you to the topic of S?aaS
and the research challenges around it, so as a community we can
address them together.

This book is primarily written to be published on-line as an
eBook. However, I understand some of you may like to have a
hard copy. To accommodate such readers, this book is available
through Lulu as well. It is important to note that, as time goes
by, roadmaps need to be updated. Some of the content presented
in this book may become outdated very quickly due to research
and development happens over time.

My aim is to keep this book up-to-date. I’'m planning to
update this book multiple times per year. Please refer the version
number in order to find out the latest version. This is why I chose
to publish in Leanpub.

Finally, I would love to hear your feedback. That is why I
made this book freely available to everyone. I'm more than happy
to update this book and add more content depend on your feed-
back. Please send your feedback to charith.perera@ieee.org.
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1.1

INTERNET OF [}
T

(Llnhoducﬁon

This chapter introduce you to the Internet of things (IoT), its history,
why IoT has become a buzz word, current IoT marketplace and
the major weaknesses in IoT. If you are well aware of 10T, you
may directly move to Section 1.4. This chapter aims to create a
foundation for upcoming chapters.

History

Before we investigate the IoT in depth, it is important to look at its
evolution. In the late 1960s, communication between two computers
was made possible through a computer network [124]. More specif-
ically, in 1969, The first message is sent over the ARPANET, the
predecessor of the Internet. The first patent for a passive, read-write
RFID tag was granted in 1973. A year later, in 1974, a Univer-
sal Product Code (UPC) label is used to ring up purchases at a
supermarket for the first time.

In the early 1980s the TCP/IP stack was introduced. Then,
commercial use of the Internet started in the late 1980s. Later, the
World Wide Web (WWW) became available in 1991 which made
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Figure 1.1: Evolution of the Internet of Things (IoT)

the Internet more popular and stimulate the rapid growth. Web of
Things (WoT) [75], which based on WWW, is a part of IoT. Later,
mobile devices connected to the Internet and formed the mobile-
Internet [33]. With the emergence of social networking, users started
to become connected together over the Internet. The next step in
the IoT is where objects around us will be able to connect to each
other and communicate via the Internet [58]. Figure 1.1 illustrates
five major phases in the evolution of the Internet of Things.

The term ‘Internet of Things’ was coined by Kevin Ashton ex-
ecutive director of the Auto-ID Center in 1999 [15]. Therefore, the
term itself is over a decade and half old. However, the ideas of con-
nected devices are more than three decades older [103]. Pervasive
computing and ubiquitous computing are the term commonly used
at the time.

— History of the Internet of Things. In-depth historical re-
views are presented here: A look back at the history of the
Internet of Things [17], History of the Internet of Things [103],
Why it is called Internet of Things [150], A Very Short History
of The Internet of Things [152].

Internet of Things

The Internet of Things (IoT) does not have a well accepted definition.
Instead, IoT has been described and defined by many different
parties from many different perspectives. In this section, we will
introduce you to a wide variety of definitions.
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Definition — (1). Things have identities and virtual person-
alities operating in smart spaces using intelligent interfaces to
connect and communicate within social, environment, and user
contexts [102].

Definition — (2). The Internet of Things allows people and
things’ to be connected Anytime, Anyplace, with Anything and
Anyone, ideally using Any path/network and Any service [74].

<

devices, vehicles, buildings and other items embedded with elec-
tronics, software, sensors, actuators, and network connectivity
that enable these objects to collect and exchange data [90].

Definition — (4). Sensors and actuators embedded in physical
objects are linked through wired and wireless networks, often
using the same Internet Protocol that connects the Internet. [103].

Definition — (5). The Internet of Things is a network of net-
works where, typically, a massive number of objects / things /
sensors / devices are connected through communications and

‘ Definition — (3). Internet of Things is the network of physical
‘ information infrastructure to provide value-added services [84].

In parallel to the term Internet of Things (IoT), Cisco has been
driving the term Internet of Everything (IoE). Intel initially called it
the Embedded Internet. Some other terms used are M2M (Machine
to machine) communication Web of Things, Industry 4.0, Industrial
internet (of Things), Smart systems, Pervasive computing, Intelli-
gent systems [103]. These terms are interrelated to each other as
summarized in Figure 1.2.

— Machine-to-Machine (M2M). The term Machine to Ma-
chine (M2M) has been in use for more than a decade, and is
well-known in the Telecoms sector. M2M communication had
initially been a one-to-one connection, linking one machine to
another. But today’s explosion of mobile connectivity means
that data can now be more easily transmitted, via a system of IP
networks, to a much wider range of devices [94].



10 Chapter 1. Introduction

AReach (whol/what is impacted by the concept)

Internet of Everything (IoE)

Bringing together people, process, data, and things to
make networked connections more relevant and
valuable than ever before

World Internet
Web of Things
(WoT) :
Aertioh Internet of Things (loT)
software Physical objects are linked through
architectural wired and wireless networks
People styles and
programming _
patterns that Industrial Internet Industry 4.0
allows rgal—
v;/glgt; ol;/;cot? Integration of complex physical
the vpv ord machinery with networked sensors
. id b and software Computerisation
Objects / wide we o
A manufacturing
Devices M2M industry by

taking the idea
of industrial loT
further

Technologies that allow both wireless and
wires systems to communicate with other
devices of the same type

Machines
Virtual Physical Scope
world world (what is being
altered by the
concept)

Figure 1.2: Concepts Related to IoT. Reproduced from [103].

— Sensor Networks. Wireless sensor networks (WSN), some-
times called wireless sensor and actuator networks (WSAN), are
spatially distributed autonomous sensors to monitor physical or
environmental conditions, such as temperature, sound, pressure,
etc. and to cooperatively pass their data through the network to a
main location [6].

— Industrial Internet of Things. The term industrial internet
is strongly pushed by General Electrics. It goes beyond M2M
since it not only focuses on connections between machines but
also includes human interfaces.

— Internet. In the above graph, the internet is a fairly small
box. In its core it connects only people.
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— Web of Things (WoT). The Web of Things is much narrower
in scope as the other concepts as it solely focuses on software
architecture.

— Internet of Everything (IoE). Still a rather vague concept,
IoE aims to include all sorts of connections that one can envision.
The concept has thus the highest reach.

by the German government is as limited as the industrial inter-
net in reach as it only focuses on manufacturing environments.
However, it has the largest scope of all the concepts. Industry 4.0
describes a set of concepts to drive the next industrial revolution.
That includes all kinds of connectivity concepts in the industrial
context. However, it goes further and includes real changes to
the physical world around us such as 3D-printing technologies
or the introduction of new augmented reality hardware.

— More loT Definitions and Descriptions. Definitions col-
lected and synthesized by the IEEE Internet of Things commu-

| — Industry 4.0. The term Industry 4.0 that is strongly pushed
‘ nity are documented here [112].

loT Devices (‘Things’) on the Internet of Things

As you may have understood by now, ‘Things’ play a significant role
in Internet of Things paradigm. There isn’t any formal definition to
describe a ‘Thing’ in loT paradigm. We have illustrated variety of
different ‘Things’ that can be part of IoT paradigm in Figure 1.3.

Event Sensor Node Plug point  Mobile Device Smart Watch ~ Smart Bottle Smart Fridge

Figure 1.3: A ‘Thing’ can be any object around us from refrigerators
to bottles to watches to mobile phones to electrical plugs to sensors.
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1) It is important to note that terms such as objects, smart
: objects, internet connected objects (ICOs), nodes, devices,
IoT devices, smart devices are also used interchangeably
in IoT related documentations in order to refer to ‘Things’.

Let us now explore the major characteristics of a ‘Thing’. First,
it is important to understand that, any object can become part of the
IoT. One major characteristics is computational capability. Each
‘Thing’ show have some kind of computational capabilities. Next,
each ‘Things’ should be be able to communicate with the Internet.
This does not mean that each object should have a direct or per-
manent connection to the Internet. For example, a ‘Thing’ may
communicate with a near-by mobile phone using Bluetooth and the
phone may forward the data to the Internet using its WiFi capabil-
ities. In another example, a ‘Thing’ may connect to the Internet
using its GPRS communication capability once a week. In Figure
1.4, we illustrate how an everyday object may be converted into
an IoT device in IoT. Typically, IoT devices have both sensing and
actuation capabilities as well.

m
@

Coffee Machine Computational Capabilities Network Connection

Figure 1.4: An everyday object embedded with some amount of
computational and network communication capabilities can be iden-
tified as an IoT Device

Common Internet of Things Solutions Architecture

There is no consensus on constitutes a suitable architecture for an
IoT solution. Systems have varying requirements that affect the
choice of architecture. For example, in a centralised architecture,
sensors lie on the periphery and are only concerned with data ac-
quisition. These peripheral devices feed data to a centralised entity,
which processes, analyses, stores and disseminates the data. This
architectural pattern has many well documented benefits including
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reliability, scalability and interoperability [161]. This is in contrast
to a distributed 10T architecture where processing occurs on the
periphery at the device level, and data may or may not then be
sent to a centralised server or other peripheral devices. The dis-
tributed approach still has many issues that needs to be addressed
but provides more fine grain control over the data produced. We can
categorise different types of IoT solutions architecture into four seg-
ments [161]: 1) centralised, 2) collaborative, 3) connected intra-net
of Things, and 4) distributed IoT.

Out of these architectures, centralised architecture is the most
widely used in IoT solutions. The centralised architecture, as shown
in Figure 1.5, consists of three components: 1) IoT devices, 2)
Gateway devices, and 3) IoT cloud platforms. Today, there are
many different vendor who provides both hardware and software
components in order to support rapid IoT solutions development.
We can see these components in the IoT solutions marketplace as
well though though they may not be clearly visible to the end-users.

Cloud

o, .--- i
pid ~ loT Devices Infrastructure

o, .
([ : b 9. Gateway Devices Real Time Data Archive
. Processing
4 |\ eremssssss==
® S user K ' -
~ [ B
* S=e=e’Smart ' . V'
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Yo .’ . T = —
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Figure 1.5: Common Internet of Things solutions architecture com-
prises with three components: 1) IoT devices, 2) Gateway devices,
and 3) IoT cloud platforms.
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Marketplace

In the remainder of this section is focused on giving an overview
of IoT marketplace. Therefore, if you are familiar with IoT mar-
ketplace, please feel free to skim through this section and move to
the Section 1.4. The interconnection and communication between
everyday objects, in the IoT paradigm, enables many applications
in many domains. Asin and Gascon [16] have listed 54 application
domains under 12 categories: smart cities, smart environment, smart
water, smart metering, security and emergencies, retail, logistics,
industrial control, smart agriculture, smart animal farming, domestic
and home automation, and eHealth. After analysing the industry
marketplace and careful consideration, we classified the popular ex-
isting IoT solutions in the marketplace into five different categories:
smart wearable, smart home, smart city, smart environment, smart
enterprise.

1) Inmany [oT related documentation, [oT is being introduced

~as a domain or a paradigm. Therefore, we have used those
words interchangeably in this book as well. The term loT
domain / paradigm is often used as a umbrella term to
encapsulate large number of smarz-*domains (e.g., smart
cities, smart environment, smart water, smart metering, and
SO on).

1) Throughout this section, we have cited number of interest-

= ing IoT products and product ideas. We have provided the
web-links for you to look at further. However, by the time
you are looking at these products, they may not available
due to various reasons such as re-branding, going out of
business, failed to secure initial funding, and so on.
In case of such unavailability, we suggest you to use the
name of the IoT solution and related key terms to locate
them using your favourite search engine. You should be
able to find some trace of their existence in the past. The
objective of introducing number of IoT products is to give
you an idea on possibilities in IoT domain and highlight
what people have developed in the past.

Smart Wearable

Wearable solutions are diverse in terms of functionality. They are
designed for a variety of purposes as well as for wear on a variety of
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Figure 1.6: Different body parts popularly targeted by wearable loT
solutions in the industry market-place.

parts of the body, such as the head, eyes, wrist, waist, hands, fingers,
legs, or embedded into different elements of attire. In the remaining
of this section, we summarise popular wearable IoT solutions. The
following list includes a brief description of each solution, con-
text information gathered, similar solutions, and the context-aware
functionality provided by the solution. The IoT solutions are cat-
egorised by the body part on which the solution must be worn, as
illustrated in Figure 1.6. In addition to the industry IoT solutions,
academic solutions in the wearable computing area are discussed
in [95, 131]. Challenges and opportunities in developing smart
wearable solutions are presented in [176].

Cloth

e Monitor respiration, body position, activity level, skin temper-
ature, and audio of a baby using pressure, stretch, noise, and
temperature sensors, and provide notification through a smart
phone regarding any situation that parents need to attend to
(Baby Monitor: Mimobaby [159]. Some user interface of
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Mimobaby is presented in Figure 1.7).
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Figure 1.7: (a) User interface provided to the users, in this case
parents by Mimo Smart Baby Monitor (mimobaby.com). All the raw
information collected are presented to the users, using graphs, fig-
ures and icons, after generating secondary context information. (b)
Illustrates how primary context has been collected and transferred

through the infrastructure to discover secondary context informa-
tion.
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A sleep-tracking device that uses a thin-film sensor strip
placed on a mattress in combination with smart phone to
help to create a nightly rest profile. It helps to improve user’s
sleep over time (Sleep Tracking: Beddit [24]).

Jacket relieves anxiety and stress from those diagnosed with
autism spectrum disorder (ASD) or attention-deficit / hyperac-
tivity disorder. Built-in motion sensors and pressure sensors
track the frustration and activity levels of the child throughout
the day and generate custom notification alerts based on that
information (Medical Assistant: MyTJacket [182]).

Waist / Chest

Wrist

Tracks posture and daily activities in real time. It provides
advice on posture issues so users can improve their posture
(Daily Activity and Fitness Monitor / Medical: Lumoback
[104]).

A device that updates Twitter when a baby in the womb kicks
its mother (Medical Assistant: kickbee [108]).

A chest band that tracks heart rate, speed, distance, stress
level, calories, and activity level. It allows recommended
working out within certain heart rate zones to achieve goals
such as weight loss or cardiovascular improvement. (Personal
Sports Assistant: BioHarness [201]).

A wrist band that tracks steps taken, stairs climbed, calories
burned, and hours slept, distance travelled, and quality of
sleep and provides recommendation for a healthier lifestyle
(Daily Activity and Fitness Monitor: MyBasis [23], Body-
Media [29], Lark [181]).

Open wearable sensor platform, a wrist band that comprises
number of different sensors such as pulse, blood flow sounds,
blood oxygen saturation, blood flow waveform, pulse, accel-
eration, type of activity, calories burned and number of steps
taken, skin temperature (Open Platform: AngelSensor [169]).
EMBRACE+, a wrist band that connects to the user’s smart-
phone via Bluetooth and displays any notifications user may
receive as ambient light notifications (Personal Assistant: Em-
bracePlus [56]).

Electrocardiogram technology (ECG), Bluetooth connectiv-
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Eyes

Head

ity and a suite of sensors are used to recognize users’ heart
rhythm uniquely and securely and continuously log into users’
nearby devices (Secure Authentication: nymi [155]).

A watch that helps athletes to keep track of their training.
Context information such as mapping, distance, speed, heart
rate, and light are collected and fused to generate athletes’
training profile (Personal Sports Assistant: Leikr [2]).

Sports-specific (skiing) goggles that monitor jump analytics,
speed, navigation, trip recording, and peer tracking (Personal
Sports Assistant: Oakley Goggles [122]).

A pair of glasses that consist of camera, projector, and sen-
sors to support functionalities such as navigation calendar
notification, navigation, voice activated, voice translation,
communication and so on. It also acts as an open platform
where different context-ware functionalities can be built using
provided sensors and processing capabilities (Open Platform:
Google Glass [67]).

Sports-specific (American football) helmet that determines
when to take a player off the field and seek medical advice
through impact detection and analysis (Personal Sports Assis-
tant: TheShockBox [87]).

A bicycle helmet that detects a crash. If the user’s head hits
the pavement (or anything hard (ice, snow, dirt)), a signal will
be sent to the smartphone automatically to generate a call for
help (Emergency Accident monitor: /CEdot [83]).

Hands

Monitor, analyze and improve golf swing through motion
sensors embedded in gloves (Personal Sports Assistant: Zepp
[202])

A ring that monitors and keeps track of the user’s heart rate
(Medical Assistant: ElectricFoxy [54]).

Legs / Foot

A sock that combines an accelerometer with textile sensors
to measure steps, altitude and calories burnt. It helps runners
to avoid potentially dangerous techniques: heel striking or
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excessive forefoot running that could lead to back pain or
Achilles ten-don injuries. (Daily Activity and Fitness Monitor
/ Medical: Heapsylon [168])

e A pair of shoes that provides feedback through vibrations
in an intuitive and non-obstructive way. The shoes suggest
the right direction and detect obstacles (Disability Assistance:
LeChal [52])

Internal
e A small patch worn on the body working together with 1mm
sensor-enabled pills and a back-end cloud service to collect
and process real-time information (e.g. heart rate, temper-
ature, activity and rest patterns throughout the day) on the
user’s medication adherence (Medical: Proteus Digital Health
[156]).

Multi

e A device that can be worn on multiple body parts tracks
steps taken, stairs climbed, calories burned, and hours slept,
distance travelled, quality of sleep (Daily Activity and Fitness
Monitor: Fitbit [61]. Some web user interfaces related to
Fitbit are presented in Figure 1.8).

e An ultra-small GPS unit and five in-built sensors are used
to collect data and fused to tell the camera exactly the right
moment to take photos (Leisure: Autographer [19]).

e Remote monitoring system that collects data through devices
that can be worn on different body parts on a patient’s physio-
logical conditions to support physicians (Health Monitoring:
Preventice BodyGuardian [153]).

Smart Home

Solutions in this category make the experience of living at home
more convenient and pleasant for the occupants. Some smart home
[189] solutions also focus on assisting elderly people in their daily
activities and on health care monitoring [3]. Due to the large market
potential, more and more smart home solutions are making their
way into the market. From the academic point of view, smart energy
and resource management [79, 86], human-system interaction [196],
and activity management [43], have been some of the major foci.
Platforms: Smartthings [163] is a generic platform that consists
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Figure 1.8: The Fitbit web based dashboard displays recent activity
level and lots of other statistics using graphics, charts, and icons.

of hardware devices, sensors, and software applications. Context in-
formation is collected through sensors and injected into applications
where reasoning and action are performed accordingly. For example,
the sprinkler installed in the user’s garden can detect rain and turn
itself off to save energy. Ninjablocks [118] and Twine [180] provide
similar functionalities. These solutions were mainly developed to
support smart home and building domains, but they can be cus-
tomised to other domains. HomeOS [50] is a platform that supports
home automation. Instead of custom hardware (e.g. a smartthings
hub), HomeOS is a software platform which can be installed on
a normal PC. As with the smartthings platform, applications can
be installed to support different context-aware functionalities (e.g.
capturing an image from a door camera and sending it to the user
when someone rings the doorbell). Lab-of-things [30] is a platform
built for experimental research. It allows the user to easily connect
hardware sensors to the software platform and enables the collection
of data and the sharing of data, codes, and participants.
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Figure 1.9: Twine [180] provides a user interface to define scenarios
by combining sensors and actuators in a WHEN-THEN fashion
which is also similar to the IF-THEN mechanism. Tiine will trigger
the actuation accordingly when conditions are met.

Virtual Assistance: Ubi [184] supports residents by acting as
a voice-activated computer. It can perform tasks such as audio
calendar, feed reader, podcast, voice memos, make lighting-based
notifications to indicate the occurrence of certain events, weather,
stock, email, and so on. Ubi has a microphone and speakers. It
also has sensors to monitor the environment, such as monitoring
the temperature, humidity, air pressure, and ambient light. Netatmo
[81] is an air quality monitoring solution for smart homes. In order
to determine air quality, it collects context information from sensors
such as temperature, humidity, and CO2. The solution monitors the
home environment and sends an alert when the residents’ attention
is required. Meethue [149] is a bulb which can be controlled from
mobile devices. The bulb reacts to the context and can change its
colour and brightness according to user preferences, time / day /
season, and activity (e.g. resident enters home) and is also sensitive
to changes in the weather during the day.

Smart Objects: WeMo [26] is a Wi-Fi enabled switch that
can be used to turn electronic devices on or off from anywhere.
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Context-aware schedules are also supported, where turning on or
off is performed automatically according to the time of day, sunrise,
or sunset. Enabled with WeMo [26], the Mr. Coffee 10-Cup Smart
Optimal Brew Coffeemaker [25] makes it easy to schedule, monitor,
and modify your brew from anywhere. Sleep in a little longer by
setting up a brewing schedule in advance. Tado [66] is an intelligent
heating control that uses a smart phone. It offers context-aware
functionalities such as turning down the heating when the last person
leaves the house, turning the heating back up before someone gets
home, and heats the house less when the sun is shining. Nest [72] is
a thermostat that learns what temperatures users like and builds a
context-aware personalised schedule. The thermostat automatically
turns to an energy-efficient ‘away temperature’ when occupants
leave the home. If it senses activity, such as a friend’s coming over
to water the plants, Nest could start warming up the house. The
thermostat can be activated remotely through the Nest mobile app.

Lockitron [101] is a door lock that can be opened and closed
by a phone over the Internet. Residents can authorise family and
friends to open a given door by providing authorisation over the
Internet, so that others can use their smart phones to unlock doors.
Blufitbortle [123] is a water bottle that records drinking habits while
keeping the users healthy and hydrated. If the user starts to fall
behind with hydration, the bottle has customisable sounds and lights
to alert them. Maid [166] is a smart oven oven that knows what
to cook and how. Maid is connected to a sizable recipe store in
the internet and can lead you through them. Maid also learns your
calorie requirements and delivers personalized recipe suggestions.
OpenSprinkler [127] free users from their sprinkler or irrigation
control box, enabling you to program, run, or stop zones at any time
from anywhere. Some user interfaces related to OpenSprinkler is
presented in Figure 1.10.

Digital Relationships: Wheredial [107] offers a way to make
a personal connection with family members or friends. It retrieves a
person’s location from Foursquare, Google Latitude, and a variety
of other services. Then it rotates the dial (like a clock) to show
where the person is at a given moment. Goodnightlamp [49] is a
family of connected lamps that let the user remotely communicate
the act of coming back home to their loved ones easily and in an
ambient way by fusing location-aware sensing. The objective of
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Figure 1.10: OpenSprinkler automates irrigation needs.

Wheredial and Goodnightlamp is the same: helping to build and
maintain family relationships and further strengthen friendships by
mitigating the fact that the users are apart from each other. Such
solutions are extremely important in terms of social, psychological,
and mental well-being.

Legacy Devices: Most of the IoT products in the marketplace
comes with own hardware components and software stacks. How-
ever, we have increasingly seen that IoT solutions attempt to enrich
legacy devices with smart capabilities. One very popular solution
is Nest [72] thermostat. It has the capability to learn from users
over time about their behaviour and preferences and control the tem-
perature more efficiently and pro-actively. This thermostat can be
installed by replacing the existing non-smart traditional thermostats.
Everything else connected to the heating systems would work seam-
lessly. ShutterEaze [171] is another example for enriching legacy
devices. This example is more into home automation. ShutterEaze
makes it easy for anyone to add remote control functionality and
automate their existing interior plantation shutters. No shutters
changing is required.
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A slightly different example is Leeo [96]. As illustrated in
Figure 1.11, Leeo keeps track of smoke alarms, carbon monoxide
alarms, and the climate in home. If something is not right, it sends
notifications straight to the users phone. It is important to note
that, there is no communication between the legacy smoke detection
devices / alarms and the Leeo device. They are completely two
different systems without any dependencies. Leeo get triggered by
the sound that may produce by other traditional alarms. This is a
very good examples to demonstrate how to embed smartness to our
homes without replacing existing legacy systems. More importantly,
any kind of replacing cost a significant amount to the consumers.
This kind of solutions eliminates such unnecessary and extra costs
that may put consumers away from adopting IoT solutions. The
lesson we can learn is that if the legacy devices cannot understand
the context it operates and act intelligently, the new devices can be
incorporated to embed smartness to the overall system where new
devices helps to mitigate the weaknesses in the legacy devices.

y
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Figure 1.11: Enriching smartness to legacy devices: Legacy devices
may monitor fire and smoke. Once these legacy devices detect any
abnormalities, they will trigger their alarms and start to make sounds.
Leeo is designed to listen to such alarm sound. Once Leeo detects
such sound, it triggers its reaction mechanisms such as sending
notification to the users, neighbours, and government authorities
such as fire brigade in a predefined order.

Smart City

Towns and cities accommodate one-half of the world’s population,
creating tremendous pressure on every aspect of urban living. Cities
have large concentrations of resources and facilities [178]. The
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enormous pressure towards efficient city management has triggered
various Smart City initiatives by both government and private sector
businesses to invest in information and communication technolo-
gies to find sustainable solutions to the growing problems [142].
Smart grid is one of the domains in which academia, industry, and
governments are interested and invested significantly [76, 77].

Smart Traffic: ParkSight [177] is a parking management tech-
nology designed for cities. Context information is retrieved through
sensors (magnetometers) embedded in parking slots. Application
support is provided via location and map services to guide drivers
to convenient parking based on real-time context analysis. Uber
[183] allows users to request a ride at any time. The company in a
particular place sends a cab. In contrast to transitional taxi services,
no phone call or pick-up location is required. A mobile applica-
tion shows the cabs close to the users and their movement in real
time. A cab can be requested by means of a single smartphone
tap. Alltrafficsolutions [7] collects traffic data through sensors and
visualises it on maps in order to provide drivers with traffic updates.
Further, it provides remote equipment management support related
to traffic control (e.g. changes in digital road signs, speed limit
boards, variable message signs (e.g. ‘event parking’) to drivers,
and changes in the brightness of digital signs based on the context
information). Streetbump [42] is a crowd-sourcing project that helps
residents to improve their neighbourhood streets. Volunteers use
the Streetbump mobile application to collect road condition data
while they drive. The data are visualised on a map to alert residents
regarding real-time road conditions. The collected data provide
governments with real-time information with which to fix problems
and plan long-term investments.

Platforms: Libelium [98] provides a platform of low-level
sensors that is capable of collecting a large amount of context in-
formation to support different application domains [9]. Thingworx
[157] and Xively [197] are cloud-based IoT platforms, specifically
focus on IoT domain, that process, analyse, and manage sensor
data retrieved through a variety of different protocols. Since then,
most of the major IoT companies have developed their own cloud
IoT platforms by extending their existing cloud services: Microsoft
Azure [oT Suite [109], Amazon AWS IOT [11], Google Cloud IoT
[70], Oracle IoT [128], GE Predix [62], Autodesk Fusion Connect
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[18]. Additionally, number of open source IoT platforms are also
being developed by the community: Kaa [46], macchina.io [14],
OpenloT [126]. The exact functionalities provided by each plat-
form varies from platforms to platform. However, in high level
they all aims provide functionalities such as device and identity
management, device discovery, data storage, data analytics, data
management, security, mobility, scalability and so on. On top of
that, each company provides value added services based on their
core competencies such as machine learning, images recognition,
artificial intelligence, and so on.

— loT Platforms Review. Comprehensive reviews on [oT plat-
forms are presented in [111, 158]. A list of cloud IoT platforms
are presented in [151].

Resource Management: SmartBelly [28] is a smart waste man-
agement solution. It provides a sensor-embedded trash can that is
capable of real-time context analysis and alerting the authorities
when it is full and needs to be emptied. Location information is used
to plan efficient garbage collection. Echelon [53] has developed a
smart street lighting solution transforming street-lights into intel-
ligent, energy-efficient, remotely managed networks. It schedules
lights to be turned on or off and sets the dimming levels of individual
lights or groups of lights so a city can intelligently provide the right
level of lighting needed by analysing the context such as time of
day, season, or weather conditions.

Activity Monitoring: Livehoods [113] offers a new way to
conceptualise the dynamics, structure, and character of a city by
analysing the social media its residents generate. This is achieved
through collecting context information such as check-in patterns.
Livehoods shows how citizens use the urban landscape and other
resources. Scenetap [165] shows real-time info about the city’s best
places. It shows the context information of a given location such
as how many people are there, the male to female ratio, and the
average age of everyone inside. This helps users to find the best
places to hang out (e.g. cinema, bar, restaurant) at a given time and
gives information such as availability.
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Smart Environment

Air Quality Monitoring: Airqualityegg [4] is a community-led
sensor system that allows anyone to collect context information
such as the carbon monoxide (CO) and nitrogen dioxide (NO2) gas
concentrations outside their home. Such data are related to urban air
pollution. Communitysensing [40] is also an air quality monitoring
system which provides both hand-held devices and a platform to be
fixed into municipal vehicles such as street sweepers. Aircasting
[78] is a platform for recording, mapping, and sharing health and
environmental data using smart phones and custom monitoring
devices. Context information includes sound levels, temperature,
humidity, carbon monoxide (CO) and nitrogen dioxide (NO2) gas
concentrations, heart and breathing rate, activity level, and peak
acceleration.

Water Quality Monitoring: Floating Sensor Network [187]
collects real-time, high-resolution data on waterways via a series
of mobile sensing ‘drifters’ that are placed in the water. It collects
context information such as water quality, water flow movement,
and speed, temperature and water pollution. Intelligentriver [39]
is also an observation system that supports research and provides
real-time monitoring, analysis and management of water resources.
A similar solution has been developed by Roboshoal [170]. The
difference is that their station is a mobile fish-shaped robotic device
whose movement is controllable. Dontflush [134] is designed to
enable residents to understand when overflows happen and reduce
their waste-water production before and during an overflow event.
Context information is processed in order to determine real-time
sewage levels and advise users regarding safe flushing through a
context-aware light bulb and SMS.

Natural Disaster Monitoring: AmritaWNA [133] is a wireless
landslide detection system that is capable of releasing alerts about
possible landslides caused by torrential rain in the region. Context
information is collected by sensors such as strain gauge piezometers,
vibrating wire piezometers, dielectric moisture sensors, tilt meters,
and geophones. This is a station-based solution. Insightrobotics [88]
is a solution that detects forest fires by fusing context information
collected through various kinds of sensors (i.e. temperature, wind,
and so on) and networked cameras.

Smart Farming: Microstrain [110] has developed a wireless
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environmental sensing system to monitor key conditions during the
growing season in vineyards. Context information such as current
temperature and soil moisture conditions, leaf wetness, and solar
radiation is collected and fused in order to monitor vineyards re-
motely and alert farmers regarding critical situations. The collected
data are used to support both real-time context-aware functionalities
and historic data analysis. Bumblebee [164] monitors the lives of
bumblebees by collecting and processing context information such
as visual, audio, temperature, sunlight, and weather. It automati-
cally tweets the current situation of the colony and well-being of the
bees. Hydropoint [82] retrieves context information through 40,000
weather stations and automatically schedules irrigation based on
individual landscape needs and local weather conditions, resulting
in lower water bills and energy savings.

Smart Enterprise

In general, enterprise IoT solutions are designed to support in-
frastructure and more general purpose functionalities in industrial
places, such as management and connectivity.

Transportation and Logistics: Senseaware [167] is a solution
developed to support real-time shipment tracking. The context in-
formation such as location, temperature, light, relative humidity and

Light Relative Barometric
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P Humidity Pressure
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Figure 1.12: SenseAware [167] uses small smart devices that com-
prises five different built-in sensors with limited computational and
communication capabilities. It reports the status of the packages in
real time to the cloud. These smart devices comes in different sizes
and form factors in order to support different types of packaging
methods. Two types of smart devices are shown in the figure.
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biometric pressure is collected and processed in order to enhance
the visibility of the supply chain. HiKoB [80] collects real-time
measurements such as temperature gradients within the road, current
outdoor temperatures, moisture, dew and frost points from sensors
deployed in roads and provides traffic management, real-time infor-
mation on traffic conditions, and services for freight and logistics.
Cantaloupesys [31] allows the user to keep track of stocks in vend-
ing machines remotely. Timely and optimal replenishment strategies
(i.e. the elimination of unnecessary truck travel and smaller loads
per truck) are determined from context information related to usage
patterns.

Infrastructure and Safety: ~SmartStructures [173] collects
data from sensors embedded within concrete piles in foundations
which enables post-construction long-term load and event moni-
toring. Yanzi [199] is a solution that enables the user to monitor,
maintain, and manage lifts, elevators, heating systems, energy con-
sumption, motion detection, and surveillance. Context information
is retrieved through sensors such as video, temperature, motion,
and light. Engaugeinc [57] is a remote fire extinguisher monitoring
system. Multiple sensors are used to collect context information
that allows the user to determine when a fire extinguisher is blocked,
when it is missing from its designated location, or when its pres-
sure falls below safe operating levels. Alerts are sent out via email,
phone, pager, and a software-based control panel.

Energy and Production: Wattics [192] is a smart metering so-
Iution that manages energy consumption at the individual appliance
and machine level. Context information is used to understand usage
pattern recognitions of each appliance through software algorithms
which predict and load balance to reduce the energy cost. Sight-
machine [172] continuously processes context data gathered from
sensors, lasers, and network cameras, makes assessments in real
time, and allows the user to stop problems before they happen with
regard to industrial manufacturing machines and equipment.

Resources Management: Onfarmsystems [125] is an I[oT so-
Iution designed to facilitate smart farming through accommodating
increasingly complex and interconnected farming equipment. Con-
text information such as energy, pesticide, mapping/ location, soil
moisture, telemetry, weather, and monitoring are used to support
efficient real-time decision-making. HeatWatch [63] is a cattle mon-
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itoring solution that records the activities of each animal. Recorded
context information includes such information as movement, time
of day of the mount, and duration of the mount. Such information
enables farmers to breed more cows and heifers earlier, obtain better
results (more pregnancies), use less semen, spend much less time,
and be more efficient. Motionloft [116] is a solution that monitors
pedestrian and vehicle movements in real-time by collecting activity
data. It enables boutique retailers, large chains, restaurants, and bars
to understand the impact which vehicle and pedestrian traffic has on
their revenue.

— loT Solutions Review. A comprehensive review on IoT
solutions is presented in [136]. Further, industrial IoT solutions
are surveyed and analysed from context-aware perspective in
[135].

The Problem

So far we explained what IoT is and what it could bring to our lives.
Each of the IoT solution in the marketplace today is designed and
developed to make our live much easier and convenient in some
way.

Typically, each of these IoT solutions are designed to perform
a single or limited number of tasks. We identify them as primary
usage. For example, a smart sprinkler [127] may only be activated
if the soil moisture level goes below a certain level in a garden.
Further, smart plugs allow users to control electronic appliances (in-
cluding legacy appliances) remotely or create automated schedules
[26]. Undoubtedly, such automation not only brings convenience
to the users but also reduces the resource wastage. For example, a
smart sprinkler [127] may automatically creates optimal watering
schedules, keeping its owner’s lawn looking it’s best. Such result
may save an average of 35% on watering.

The data collected by each of these IoT solutions is used by
themselves and stored in access controlled silos. Typically, data
may either stored locally or within their respective cloud services.
After the primary usage, data is either thrown away or locked down
in independent data silos. The IoT solutions manufacturers and
providers collect data through their products for number of reasons.
They may collect data:
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o In order automatically trigger actuations based on event.

e In order to visualise and present them to the IoT solution
OWners.

e In order to analyse data, identify trends / patterns / behaviours
/ habits, and provide recommendations / actionable advice to
the 10T solution owners.

e In order provide recommendations to IoT solution owners
through analysis of other similar IoT solution owners.

In summary, the ideology of IoT solutions marketplace is “We
(IoT solution providers) sell you (IoT solutions owners) the loT
solution. You install it at your place. You receive the benefits:
1) automation, 2) reduces wastage, and 3) actionable advice
that will help you to change your bad / unhealthy / inefficient
behaviours and habits. In return, we get your data so we can
learn more about you. We can also learn to predict about other
similar loT solution owners. More we learn about you, better the
service we provide to you.” The question is: “IS THIS A FAIR
DEAL..”?

1) At the first sight, above approach (or the business model)
~" looks fair and reasonable. However, there is a PROBLEM.
We can also identify it as a WEAKNESS of IoT paradigm
as well. Let us carefully walk you through the PROBLEM.

Let consider a smart home scenario as illustrated in Figure 1.13.
Jane is a restaurant manager who works in different shifts. She lives
alone in her own house. She has few different IoT products in her
house. These products are manufactured by different companies and
work independently. They independently bring different benefits to
Jane (e.g. convenience and waste reduction through automation and
efficient resource usage). Overtime, Jane has bought number of loT
solutions as follows.

e A context-aware thermostat (e.g., Nest [72]) that controls

indoor temperature based on Jane’s preferences.

e A smart coffee machine (e.g., Mr. Coffee Coffeemaker [25])
that automatically brews coffee when she gets up in the morn-
ing so by the time she arrives in the kitchen coffee is ready
for her.
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e A smart activity monitor (e.g., Fitbit [61]) that monitors her
exercise patterns, food intake, step counts, and fitness goals.

e A smart oven (e.g., Maid [166]) that knows what Jane likes
to cook and how. It keeps track of what ingredients available
at home, possible recipes, past meals and so on.

e A sleep monitoring solution (e.g., Beddit that tracks Jane’s
sleeping patterns, quality of sleep, heart rate and breathing.
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Figure 1.13: Jane’s smart home augmented with multiple indepen-
dent IoT solutions.
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e A smart lighting system (e.g., Meethue [149]) that reacts to
the context and can change its colours and brightness accord-
ing to Jane’s preferences, time / day / season, and activity
(e.g. resident enters home) and is also sensitive to changes in
weather during the day.

There are two problems in this current approach: 1) Unification
of IoT solutions (i.e., interoperability) and 2) Unification of data
management (i.e., sharing and control). The problem one, unifica-
tion of 10T solutions, is reasonably being addressed by different
parties using different approaches as discussed in the next section.
The main problem in current the loT paradigm is unification of data
management. For the sake of completeness, we briefly discuss the
problem of Unification of IoT solutions, before we discuss the major
problem.

— Unification of loT solutions. Interoperability is a critical
factor to be successful in [oT domain. Consumers typically do
not want to stick into a single manufacturer or a service provider.
They always go for their preferences and for the factors which
are more important to them such as cost, look and feel, customer
service, functionality and so on. Interoperability among different
IoT products and solutions allows consumers to move from one
product to another or combine multiple products and services to
build their smart environments as they like in a customize fash-
ion. Further, interoperability [93] is also important to eliminate
market domination of large companies that increase the entry
barriers for the small IoT product and service providers.

In IoT marketplace, interoperability is mainly achieved using
different methods: 1) partnerships among IoT Solutions develop-
ers, 2) open and close standards, and 3) adaptors and mediator
services. We have seen that major industrial players in the [oT
marketplace stablish strategic partnerships with each other in
order to enable interoperability among their product and services.
However, this is not a scalable strategy to widely enable interop-
erability among IoT devices. Similarly, large corporations such
as Apple (e.g. HomeKit [13], HealthKit [12] and Google [68] are
also attempting to build their own standards and interoperability
certifications. This kind of interoperability may lead to corpo-
rate domination of IoT marketplace which could also hinder the
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I innovation by small, medium, and start-up companies.

To address the interoperability, there are some alliance have
been initiated. For example AllSeen Alliance [100] has been
created to promote some kind of interoperability among IoT
consumer brands. AllSeen has developed a standard software
platform called AllJoyn [100]. AllJoyn is a system that allows
devices to advertise and share their abilities with other devices
around them. A simple example would be a motion sensor
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Figure 1.14: User Interface of IFTTT IoT service [85]:(a) shows
how a recipe is structured using conditional statements and actions.
(b) shows how recipes are built combining different triggers, actions,
and channels.
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letting a light bulb know no one is in the room it is lighting. This
is the ideal approach the interoperability among IoT products.
However, security [92] and privacy in this framework need to be
strengthen to avoid using interoperability features to attack loT
products by hackers or evil parties.

Another approach to enable interoperability among different
10T solutions is through adapter services. For example, IFTTT
[85], If This Then That, is a web based service that allows users
to create powerful connections, chains of simple conditional
statements. One simple statement is illustrated in Figure 1.14.
Channels are the basic building blocks of IFTTT. Each Chan-
nel has its own Triggers and Actions. Some example Channels
could be Facebook, Twitter, weather, Android Wear, and so on.
Channel could be both hardware or software. Service providers
and product manufactures need to register their services with
IFTTT once. After that anyone interested ca use that product
or service as a channel to compose any recipe. Example list of
channels are listed here: ifttt.com/channels. Personal recipes are
combinations of a Trigger and an Action from active Channels.
Example recipes are shown in Figure 1.14. For example, first
recipe is defined to send a twitter message to a family member
when the user reaches home. This kind of recipe can be used
to offload responsibility from a child so the system automati-
cally act on behalf of the child and sent a tweet to their parents.
Context-aware recommendation can also help users to quickly
configure channels in /FTTT. Context could be location, time,
family members around, IoT products located near by and so
on. Context-aware recommendation [51] can also be done by
analysing similar users with similar smart environments.

Unification of data management

As explained earlier, the current IoT solutions mostly work in inde-
pendent fashion with occasional interactions with each other through
different unification approaches. Obviously, such unification brings
new set of values to the IoT paradigm. For example, a smart mi-
crowave oven may talk to a smart activity monitor and a sleep
monitor to decide what to cook on a particular day based on how
much calories that Jane has burnt. As you can see, interactions and
inter communication between IoT solutions can offer better value
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for their owners. However, even with unification of IoT solutions,
we are still missing a significant opportunity due to lack of a unified
data management approach.

— Weakness of loT Ecosystem. Currently, each IoT solution
maintains its own data silo with limited access to external parties.
There is a significant amount of knowledge hidden in these silos
that can be used to improve our lives (including behaviours, habits,
life patterns and so on) and reduce wastage through efficient
resource consumption. To discover such knowledge and insights,
it is essential to analyse data stuck in independent silos together
in large-scale. However, within current [oT ecosystem, there
is no way to manage (i.e., collect, store, share, analyse) data
collected by different IoT solutions in a unified fashion. Further,
data owners only have access to their own data which has little
value when it comes to knowledge discovery. Finally, data owners
do not know how to discover knowledge from raw data.

Let us now explain why the data collected by IoT solution has
a significant value. Today, in a market driven society, personal
information has a significant value. Today, business entities spend
substantial amount of money to conduct market analyses and con-
sumer surveys. A sample of 1,000 respondents, which would give a
statistical accuracy of +/-3.1% costs around $8,000 [114]. Recently,
different third party companies started offering consumer surveys
on behalf of businesses. One such solution is Google Consumer
Surveys [73]. Google Consumer Surveys allows businesses to target
user groups with specific criteria and conduct the survey. Currently,
one user response cost around $0.10, 1/10th of the cost of similar
quality research conduct using traditional methods. Even though
such approaches have reduced the cost of surveys, they still have
deficiencies such as latency, inaccuracies, and so on.

Taking such personal data collection approaches further, com-
panies have introduces mobile app based services that pay money
to their participant in return for providing personal opinions using
multiple choice questions. For example, Google Opinion Reward
[71] and Survey.com are applications that selectively present survey
questionnaires to the users. Users get paid for answering question-
naire surveys. Sometimes, Amazon Mechanical Turk [10] is also
used to gather user preferences and opinions. Reward is varied
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based on the number of questions answered. Figure 1.15 shows a
sequence of user interfaces that demonstrate how participants offer
their personal opinions. It is important to note that users are getting
paid just for answering surveys. Surveys like this have issues by
their nature such as accuracy of the answers, difficulty in asking
lot of questions (i.e., users get bored quickly despite being paid),
difficulty in getting answers to data that users may not remember
(e.g., how many times did the user drank coffee over the last month),
personal biases, and so on.

1) The data collected by IoT solutions are owned by IoT
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solution owners. For example, when Jane bought her smart
coffee machine, Jane owns the data collected by the smart
coffee machine.

We hope, by now, you agree with the fact that personal data
has a significant value. In current [oT ecosystem, personal data
collected by different IoT solutions stuck in separate data silos.
More importantly, today, IoT solution owners do not have much
control over their data and their data is locked in silos managed
by products and services companies with limited access to them.
10T solutions may allow their owners to download data in some
way with various kinds restriction (e.g., allows only to download
last four weeks worth of data). However, there is no way to share
such data with a third party. Downloading own personal data has
no value to data owners unless there is a way to analyse and extract
useful information out of them. It is very difficult and very time
consuming task for a non technical data owner, even for a technical
expert, to analyse and extract useful information from raw data.
Additionally, each data owner will only have access to their own
data from multiple IoT solutions. However, speaking from data
analytics point of view, in order to conduct advance analytics and
extract useful information, data from large number of data owners
need to be processed and analysed together. From individual data
owners point of view, this is not possible in current [oT ecosystem.
The solution to this problem can be formulated by identifying its
characteristics as follows.

e Data owner should have unrestricted access to the data col-

lected by their IoT solutions.

e Data owner should be able to decide with whom they want to

share their data under what conditions.

e The ideal solution should motivate data owners to share their

data and receive some benefits in return.

o At the same time, it should also motivate third parties to offer

data analytics services so even non technical data owners may
benefit by sharing their data.

In the next chapter, we present the solution that has the above
characteristics. We call it ‘The Sensing as a Service model’.
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(2. Sensing as a Service (S’aas)

In the previous chapter, we introduced you to the Internet of Things
paradigm and related concepts. We also explained the current [oT
marketplace. Subsequently, we highlighted the main weakness of
the Internet of Things paradigm. In this chapter, we introduce the
solution, the Sensing as a Service model, to over come the weakness.
Throughout this chapter, we discuss the S?aaS ecosystem in detail.

2.1 Smarter Cities

In the previous chapter, we conducted our discussion from IoT
point of view. Let us now introduce the concept of Smart Cities,
more broadly smarter planet. The Internet of Things (IoT) [179]
and Smart Cities (SC) [32, 190] are recent phenomena that have
attracted attention from both academia and industry. While both
ideas consolidate similar ideology, they have different origins. Both
IoT and SC do not have clear and concise definitions due to their
short history and broadness. Examining the origins of both ideas in
brief allows us to understand their potentials.
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Definition A smart city is an urban development vision to inte-
grate multiple information and communication technology (ICT)
and Internet of Things (IoT) solutions in a secure fashion to
manage a city’s assets — the city’s assets include, but are not
limited to, local departments information systems, schools, li-
braries, transportation systems, hospitals, power plants, water
supply networks, waste management, law enforcement, and other
community services [195].

The goal of building a smart city is to improve quality of life by
using technology to improve the efficiency of services and meet
residents’ needs. ICT allows city officials to interact directly with
the community and the city infrastructure and to monitor what is
happening in the city, how the city is evolving, and how to enable
a better quality of life. Through the use of sensors integrated with
real-time monitoring systems, data are collected from citizens
and devices - then processed and analyzed. The information and
knowledge gathered are keys to tackling inefficiency.

As you may observe, [0T is primarily driven by technological
advances, not by the applications or user needs. In contrast SC [37]
originated to solve the problems in modern cities. As a result of
rural migration and suburban concentration towards cities, the urban
living has become a significant challenge to both citizens and to
the city governance. Waste, traffic, energy, water, education, unem-
ployment, health, and crime management are some of the critical
issues [178]. SC are expected to address these challenges efficiently
and effectively using information and communication technologies
(ICT). By definition, Smart Cities have six characteristics: smart
economy, smart people, smart governance, smart mobility, smart en-
vironment and smart living [65]. As illustrated in Figure 2.1, SC and
IoT, which have different origins, are moving towards each other to
achieve a common goal. We believe that the Sensing as a Service
model resides in between these two with many other technological
and business models.

It is important to understand that data is the key in any Smart
City solution. In order to address critical challenges in different
aspects (e.g., water, air, living spaces, parking, and so on) of modern
cities, data need to be collected and analysed in large scale. In
order to perform large scale data analytics towards building smart
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Figure 2.1: Relationship among S?aaS model, SC and IoT

city solutions, there are three important ingredient need to be put
together: 1) data, 2) computation, and 3) analytics.

Building analytics is not only a scientific and engineering task
but also creative task [144]. It is very inefficient to hand over the
responsibility of building analytics into few large companies or
groups. Ideally, anyone with some data science capabilities en-
riched by creativity should be able develop novel data analytics
solution that would address smart city challenges. However, collect-
ing data could be expensive and time consuming. Further, most of
the individuals and groups who are interested in building smart city
solutions do not have access to large volumes of data or computa-
tional infrastructure.

Therefore, the only way to democratize both data and computa-
tional capabilities is to follow the path of Everything as a Service
(XaaS) [22]. Such approach will motivate large number of capable
individuals and small groups to engage in building analytics and
open up lot opportunities and creative IoT solutions marketplace.

Everything as a Service

Everything as a Service (XaaS) [22] is a category of models intro-
duced with cloud computing [132]. Similar to IoT, cloud computing
also has a short history. It became popular with a number of industry
initiatives such as Salesforce.com (1999) and Amazon Web Service
(2002). The basic idea behind cloud computing is to concentrate
resources such as hardware and software into few physical locations
and offer those resources as services to a large number of consumers
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who are located in many different geographical locations around the
globe over the Internet in an efficient manner. There are three major
service models that are closely bound to cloud computing from
its initial stage: infrastructure-as-a-service (laaS), platform-as-a-
service (PaaS), and software-as-a-service (SaaS). The commonality
among these models is that they all provide resources as a service.
With the popularity of these models, several similar type models are
also proposed. The service models offered in cloud computing are
discussed in [204] with popular industry based examples.

Let us briefly discuss the reasons behind the success of every-
thing as a service model in the cloud paradigm. One major reason
is the cost effectiveness. XaaS model promotes the ‘pay as you
go’ method or in other terms ‘pay only for what you use’. This
allows the consumers to consume a service from a service provider
by paying only for the amount of resources they use. This is an
efficient way compared to the traditional methods of consuming
resources where consumers need to buy resources in predefined
discreet quantities with higher expenses. For example, consider a
retail online business which has peak and off-peak seasons.

In traditional method, the business has to buy significant amount
of compute servers (and other resources) to facilitate the customer
needs during the peak season. However, these resources become
idle during the off-peak season which makes the business process
inefficient. In XaaS, online retail applications are hosted in servers
facilitated by cloud service provider where the business is only
required to pay for the resource it consumes. This model works
similar to the utility services such as electricity. Further, cloud com-
puting service models provide many other benefits such as business
agility, scalability and elasticity, reliability, green initiatives, less
maintenance work including backup and disaster recovery. Ulti-
mately, XaaS allows businesses to focus more on core competency
and innovation instead of ICT [106]. As we later discussed in this
chapter, the S?aaS model follows the ideology of XaaS where it
makes data available to the interested parties on demand.

Further explanation on characteristics, features and benefits of
cloud computing are presented in [132, 160].
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Sensing as a Service Model (S>aaS)

Previously, we introduced the S?aaS model as a solution based on
IoT infrastructure. It has the capability to address the challenges
in Smart Cities. Today, many everyday objects are embedded with
sensors though the usage is restricted to the object itself. Let us
discuss the S?aaS model and architecture in detail. As depicted in
Figure 2.2, the S?aaS model consists of four conceptual layers:

1. Sensor Data Owners

2. Sensor Data Publishers

3. Extended Service Providers
4. Sensor Data Consumers

1) It is important to note that sensors does not necessary

~ means physical sensors but also virtual sensors. In S?aaS
model, any source that generates data can be considered
as a virtual sensor. For example, weather APIs, quantified
self apps (e.g. Lifesum [99]), social media accounts, and
man more can be considered as virtual sensors.

In this section, we explain the S?aaS model in a generic concep-
tual form. In Section 2.5, we present a real world scenario based
on this model. At the end of Section 2.5, we map the real world
scenario into the conceptual model in order to provide a practical
understanding.

‘@ T

Sensor Data Owners Sensor Data Extended Service Sensor Data
Publishers Providers Consumers

Figure 2.2: The Sensing as a Service model
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1) Sensor Data Owners Layer

This layer consists of sensors and sensor data owners. A sensor is a
device that detects, measures or sense a physical phenomenon such
as humidity, temperature, etc. [5]. Multiple sensors can be attached
to an object or device. For example, microwaves or coffee machines
may have sensors that can be used to detect events (e.g. the number
of times it is used per day and related context information). Such
information can be used to understand user behaviour and user
preferences more accurately. A road may have sensors that can
detect the weather and traffic conditions. Today, large varieties of
different sensors are available. They are capable of measuring a
broad range of phenomena [98]. Further, they have the capability
to send sensor data to the cloud. On the other hand, a sensor owner
has the ownership of a specific sensor at a given time. Ownership
may change over time. We discuss data ownership in Section 2.4.

2) Sensor Data Publishers Layer

This layer consists of sensor data publishers (SP). The main re-
sponsibility of a sensor data publisher is to detect available sensors,
communicate with the sensor owners, and get permission to publish
the sensors in the cloud. Sensor data publishers are separate busi-
ness entities. When a sensor owner registers a specific sensor, SP
collects information about the sensor availability, owner preferences
and restriction, expected return, etc. All this information needs
to be published in the cloud. Once the registration is done, a SP
waits until a sensor consumer makes a request. When a SP receives
such a request, it forwards all the details including the offer to the
corresponding sensor owner(s) to accept or reject. If the sensor
owner accepts the offer, the corresponding sensor data consumer
will be able to acquire data from that sensor through the SP during
the period mentioned in the agreement (offer). The same interaction
explained above can take place between SPs and ESPs. SPs entirely
depend on the payments (e.g. commission) receives from sensor
owners, sensor data consumers or both.

1) In the next chapter, we introduce you to Data Markets. A
Data Market is a type of sensor data publisher.
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3) Extended Service Providers Layer

This layer consists of extended service providers (ESP). This layer
can be considered as the most intelligent among all the four layers
which embed the intelligence to the entire service model. The
services provided by ESPs can be varied widely from one provider
to another. However, there are some fundamental characteristics of
ESPs. To become an ESP, they have to provide value added services
[117] to the sensor data consumers. However, in some instances a
single business entity can perform both sensor data publisher and
extended service provider roles. Each SP has access (only) to the
sensors which are registered with it. When a sensor data consumer
needs sensor data from multiple sensors where each sensor has been
registered with different SPs, ESPs can be used to acquire data
easily. ESPs communicate with multiple SPs regarding sensor data
acquisition on behalf of the sensor data consumer.

The ESPs depend on the payments (e.g. commission) similar to
SPs. ESPs receive payments for the value added service they pro-
vided to their customers (i.e. sensor data consumers). An example
value added service can be selecting sensors based on customer’s
requirements [140]. Customers will provide their requirements in
high-level (e.g. measure environmental pollution in Canberra) in-
stead of selecting the sensors by themselves. In return, ESP will
select the appropriate sensors (e.g. pH, temperature, humidity, CO,
etc.) located in Canberra.

4) Sensor Data Consumers Layer

This layer consists of sensor data consumers. All the sensor data
consumers need to register themselves and obtain a valid digital
certificate from an authority in order to consume sensor data. Some
of the major sensor data consumers would be governments, busi-
ness organizations, academic institutions, and scientific research
communities. Sensor data consumers do not directly communicate
with sensors or sensor owners. All the communication and trans-
actions need to be done through either SPs or ESPs. If a sensor
consumer has the required technical capability, they can directly
acquire data from sensor data publishers. However, this could be
very challenging. For example, selecting which sensors to use out
of billions of sensors available could be an overwhelming task [119,
120, 121, 138, 141, 147]. Further, sensor data consumers may need
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to communicate with multiple sensor data publishers to acquire the
required data. However, the cost of sensor data acquisition would be
lower as they are not required to pay for ESPs’ value added services.
Scientific research communities may be interested in such methods.

The sensor consumers with less technical capabilities and exper-
tise can acquire required sensor data through ESPs where most of
the difficult tasks such as combining sensor data from multiple sen-
sor data publishers and selecting appropriate sensors based on the
consumer requirements are handled. Further, sensor consumers can
register their interests with both SPs, and ESPs. For example, they
can express their interest by using a number of constraints. A coffee
manufacture who expects to starts its business in Canberra may be
interested to access the sensor data produced by coffee machines lo-
cated in Canberra for a fee. Depending on the expression of interest,
ESPs/SPs will notify the coffee manufacturer when a matching deal
is available. In simple terms, sensor owners define what they are
expecting as return for the sensor data from one end of the S?aaS
model. On the other end, sensor consumers define what kind of
sensor data they want and how much are they willing to pay (offer).
SPs and ESPs are platforms that enable these transactions (deals) to
take place. The S?aaS model shares common characteristics of an
auction [203].

Data Ownership

We classify sensors into four categories based on ownership as
depicted in Figure 2.3:

1. Personal and Household

2. Private Organizations and Places
3. Public Organizations and Places

4. Commercial Sensor Data Providers

1 Sensor owners can also be considered as data owners in

~ most of the situations unless there is an explicit agreement
says otherwise. Therefore, in this book, we assume sensor
owner is same as sensor data owner and the IoT solution
owner.
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1) Personal and Household

All personal items, such as mobile phones, wrist watches, specta-
cles, laptops, soft drinks, food items and household items, such as
televisions, cameras, microwaves, washing machines belong to the
personal and household category. In simple terms, all items (and
also all sensors) not own by private or public organizations belong
to this category. We expect that all of these items (also called things,
objects, and devices) would be equipped with sensors in the future.

2) Private Organizations and Places

The private organizations and places category consists of all items
own by private organizations. The same items we listed under
personal and household category can be listed under here as well
depending on the ownership. If a private company owns a coffee
machine and a microwave which cannot be attributed to a single
person, then those items can be listed under this category. Therefore,
the private business organization has the right to take the decision
whether to publish the sensors attached to those items to the cloud
or not. As another example, if a private business organization owns
a sport complex or a hospital, all the sensors deployed in those prop-
erties are also owned by them. When a company manufactures and
sells a product that comprises sensors, the ownership get transferred
to that customer. As a result, a customer will decide whether to
publish those sensors in the cloud or not. The same process will
occur when physical properties (e.g. land, building) are sold from
one party to another. This category would be the second largest
sensor owner after the personal and household category.

3) Public Organizations and Places

The public organizations and places category is similar to the private
organizations and places category we discussed above. However,
this category also includes public infrastructure such as bridges,
roads, parks, etc. All the sensors deployed by the government will
be published in the cloud depending on government policies.

4) Commercial Sensor Data Providers

Commercial sensor data providers are business entities who deploy
and manage sensors by themselves by keeping ownership. They
earn by publishing the sensors and sensor data they own through
sensor data publishers. They may deploy sensors across all places
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Figure 2.3: Sensor classification scheme based on ownership

such as households, private and public owned properties depending
on demand and strategic value by also complying with legal terms.
Mostly, they will focus on public and private places. They will also
make a payment to the property owner as an exchange for giving
permissions for sensor deployment. For example, commercial sen-
sor data provider may deploy sensors in a children’s park owned by
state government (under government permission) to detect motion
and measure the micro climate (e.g. temperature, humidity, wind
speed, wind direction). Such monitoring allows to detect and predict
potential crowd movements. The sensor data that can be used to
predict such movements can be sold to sensor data consumers such
as mobile stall businesses and children’s product retailers who may
be located in nearby areas.

A sensor owner makes the final decision on whether to publish
the sensors he owns in the cloud or not. If the owner decides not
to publish, no sensor data publisher would be able to get access to
those sensors which significantly protect the security and privacy
of the sensor owner. If the sensor owner decides to publish the
sensors he owns, he needs to register himself with a sensor data
publisher. Sensor owners can define restrictions and conditions such
as who can request permission and the expected return (offer). It is
important to note that each sensor may send data to a different SP
in the cloud (similar as we use Internet service providers). However,
a single sensor only sends data to a single SP (in order to save
energy). Data will be shared between SPs if necessary depending
on consumer requirements. Even though all four categories perform
the same task (i.e. sensor deployment and publication), the deci-
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sion making processes can be quite different especially in term of
objectives, financial goals, approval processes, privacy and policy
concerns.

Motivational Use Cases

A futuristic scenario can be used to explain the S?aaS model. The
scenario illustrated in Figure 2.4 is based on smart home domain
which also plays a significant role in the Smart Cities. Our intention
is to highlight the interactions between different parties explained
earlier in high-level.

-‘ Cloud platform that supports

.y ((( o))) - Ice Cream
o ", Manufacturer
‘g
Wireless Access Point i
at Mike's house Mike

Door Sensor Reader

RFID Reader

Temperature Sensor = = = Sensor Data Flow

~~~~~~~~ Permission and Access Control Flow

Figure 2.4: A futuristic scenario that explains the interactions in
S%aaS model

Mike bought a new refrigerator for his new home. He brought it
home and plugged it to the power. The fridge automatically iden-
tifies the availability of Wi-Fi in the house as shown in step (1).
Further, the refrigerator communicates with a sensor data publisher
and informs about its presence by providing information such as
the available sensors (e.g. RFID reader, temperature, door sensors)
as shown in step (2). Next, in step (3), the SP communicates with
Mike to check whether he likes to publish the sensors attached to
the refrigerator in the cloud (step 3). We assume that Mike has
already registered with the SP in a previous transaction. Mike is
allowed to define which sensors to publish, what kind of consumers
are allowed to bid, and what kind of return (fee or any other offer)
is expected. Later, Mike receives an email from a company called
DairylceCream (via a SP called EasySensing), an ice cream man-
ufacturer, with an offer as shown in step (4). DairylceCream is
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interested to have access to the RFID reader and the door sensor
attached to the freezer in Mike’s refrigerator. As a return, Dairy-
IceCream is willing to offer either 3% discount on every product
purchased from DairylceCream or a monthly fee of $2. As Mike
likes DairylceCream products, he agrees to the 3% discount offer
instead of the monthly fee as shown in step (5). A week later, Mike
receives an email from a company called ProductiveAnalytics which
has been sent on behalf of the GoldenCheese company, a cheese
manufacturer, with an similar offer. This request also comes through
EasySensing. However, the offer is either 4% discount on every
product purchase by GoldenCheese or a monthly fee of $1. As
Mike does not like GoldenCheese products, he decides to accept the
monthly fee option.

Scenario from S?aaS Model Perspective

Previously, we explained the S?aaS model in a generic perspective
and now we describe it from the above mentioned scenario perspec-
tive. In the scenario, Mike is the sensor owner. Therefore, he and
his sensors represent the sensors data owners layer. Further, in own-
ership categorization, Mike represents the Personal and households
scheme. Both the DairylceCream and GoldenCheese companies
represent the sensor data consumers layer. EasySensing is a SP
who enables the communication and transactions between Mike and
the DairylceCream. EasySensing is responsible for matching the
sensor owners expectations with the requirements of sensor data
consumers. DairylceCream retrieves the data from EasySensing
directly and conducts the data analysis with the help of in-house
experts. ProductiveAnalytics is an ESP who works on behalf of
GoldenCheese. GoldenCheese has hired ProductiveAnalytics to
perform the data analysis as they do not have the required technical
skills within the company. ProductiveAnalytics collects the data by
handling all the deals and transaction with the sensor owners though
their partner SPs.

Sensing as a Service in Action

In the previous section, we discussed a scenario related to the smart
home domain in S?aa$ perspective. This section presents three dif-
ferent use case scenarios that explain different aspects of the sensing
as a service model: (1) waste management, (2) smart agriculture,
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and (3) environmental management. All three scenarios share com-
mon a sets of characteristics as well as few unique characteristics.
Waste management has a direct impact on cities. Environmental
management has direct, indirect, and long term impact on the en-
tire human life-cycle both in urban and rural living. Further, smart
agriculture makes indirect impact on sustainability towards SC.

Waste Management

Waste management is one of the toughest challenge that modern
cities have to deal with. Waste management consists of different pro-
cesses such as collection, transport, processing, disposal, managing,
and monitoring of waste materials. These processes cost significant
amount of money, time, and labour. Optimizing waste management
processes help to save money that can be used to address other
challenges that smart cities need to deal with. In Figure 2.5, we
illustrate how the S?aaS model works in the waste management
domain. In a modern smart city, there are several parties who are
interested in waste management (e.g. city council, recycling com-
panies, manufacturing plants, and authorities related to health and
safety). Instead of deploying sensors and collecting information in-
dependently, the S?aaS model allows all the interest groups to share
the infrastructure and bare the related costs collectively. The most
important aspect of such a collaboration is the cost reduction that
individual groups need to spend otherwise. All the interested parties
can retrieve and process sensor data in real time in order to achieve
their own objective. The cost depends on the data requirement of
the interest group.

For example, a city council may use sensor data to develop opti-
mized garbage collection strategy, so they can save fuel cost related
to garbage trucks. Additionally, recycling companies can use sensor
data to predict and track the amount of waste coming into their
plants to be processed so they can optimize their internal processes.
Further, health and safety authorities can monitor and supervise the
waste management process without spending substantial amount
of money for manual monitoring inspections. The phenomenon of
sharing sensor data using a S>aaS model creates a synergy effect (i.e.
interaction of multiple elements in a system to produce an effect
greater than the sum of their individual effects). The S?aaS model
ensures the long term sustainability of the IoT infrastructure.
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Figure 2.5: Efficient waste management in Smart Cities supported
by the S?aaS model

Let us discuss how this technology can be used to support the
S?aaS model in financially viable manner. In order to perform waste
management, different types of sensors need to be deployed in dif-
ferent places such as garbage cans and trucks. These sensors need to
detect information such as the amount of garbage, types of garbage,
and so on. As we have depicted in Figure 2.5, direct and indirect
communication strategies can be used to collect and communicate
sensor data to the cloud. Sensors with energy harvesting capabil-
ities are important in this domain [8]. As represented in step (1)
in Figure 2.5, low powered [191] and low capable sensors can be
used to sense and data can be uploaded to the cloud with the help of
nearby infrastructure (e.g. through communication devices attached
to street lights or similar infrastructure that have access to rich en-
ergy sources and communication capabilities). Additionally, when
long range communication is not available, data can be uploaded
to the cloud with the help of auto-mobiles, as depicted in step (2)
in Figure 2.5, such as garbage trucks, city council vehicles, buses
that operate in the areas and so on. Furthermore, both active and
passive sensors can be used to sense the environment [34]. Direct
communication can be done via technologies such as 3G which
makes this approach less dependant on third parties (as depicted in
(3) in Figure 2.5).

Smart Agriculture

Currently, the authors are actively involved in designing and de-
veloping open platforms for sensor data collection, processing and
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Figure 2.6: Efficient and effective collaborative agricultural research
supported by S?aaS model

sharing in the domain of agriculture through two projects: Phenonet
[41] and OpenloT [126]. In this scenario, the general public is not
directly involved as in the smart home domain. In Figure 2.6, we il-
lustrate how the S?aaS model works in the smart agriculture domain.
Agriculture is an importation part of smart cities as it contributes to
the food supply-chain that facilitates a large number of communities
concentrated into cities.

The S?aaS model allows to conduct scientific research and explo-
ration more efficiently and efficiently. Further, it opens up different
research opportunities which are unlikely to occurr in a traditional
research model. Let us explain the Phenonet project in details and
the applicability of the S?aaS model towards agricultural research.
Phenonet describes the network of sensors collecting information
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over a field of experimental crops. Researchers at the High Resolu-
tion Plant Phenomics Centre are testing a network of smart sensor
nodes able to monitor plant growth and performance information
and climate conditions. Even though the main research goal of
deploying sensors and collecting data is to understand plant growth
under different climate conditions, the same set of sensors can be
utilized to perform a verity of different research activities in dif-
ferent domains. The data can be shared among different research
organizations and institutions located around the world. Due to
limited funding, most of these research institutions may not be able
to maintain large scale sensor deployments (e.g. academic institu-
tions, specially in developing countries). However, the S?aaS model
allows all these interest groups, who are unable to set-up their own
sensor deployments, to perform research using actual data with sig-
nificantly less costs. Further, the S?aaS model creates opportunities
across different domains. For example, the above mentioned sensor
data can be used to understand pest control and related phenomenon.
Additionally they can be used to understand soil conditions where
bio-scientist may be interested. More importantly, the S*aaS model
allows researchers to share resources across borders and understand
phenomenon which are not available in their own countries.

Environmental Management

This domain has the unique ability of utilizing existing sensors that
are deployed for different reasons. Most of the sensors used in envi-
ronmental monitoring are commonly used in other domains such as
climate, wild fire detection, and structural health monitoring. Using
the S?aaS model, interest groups can acquire relevant sensor data
without deploying sensors by themselves. Further, environmental
management is a large domain where a single organization cannot
deal with (e.g. wild fire). A model like S?aa$ stimulates innovative
solutions that use the same data but produce different results using
different processing and analysing techniques (e.g. prediction, vi-
sualization, simulation). As we discussed in Section 2.3, ESPs can
help the sensor data consumers to orchestrate existing services into
different data processing [162] and analysis work-flows [36].
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Advantages and Benefits

Some of the major advantages and benefits in the S?aaS model are
discussed below:

Built-in cloud computing

It is modelled around cloud computing. Therefore, it inherits all
the benefits of the fundamental cloud computing models such as
TaaS, PaaS, and SaaS. Scalable and widely accessible processing
and storage resources are available to facilitate S?aaS software
platforms (SPs and ESPs). Sensor data consumers only need to
pay for the data they use. Therefore, the cost of data acquisition
reduces significantly due to sharing, participatory / crowd sourcing,
and reusing nature (i.e. sense once and use by many). The workload
is distributed among different players in the model. This enables
rapid deployment of sensors across wider geographical locations
that capture various phenomena.

Sharing and reusing

In traditional methods, each party (group or person) who wants to
collect sensor data needs to visit the field and deploy the sensors
manually by themselves. Further, there is no easy way to share
sensor data collected by one party with others. S?aa$S is a model
that stimulates by concept of sharing. In simple terms, if someone
has already deployed the sensors, others can have access to them
by paying a fee to the sensor owner. One of the major arguments
that could arise regarding S?aaS model is that “How to convince
a manufacturer to embed sensors and communication capabilities
into devices we use in everyday life (e.g refrigerator in the use-case
presented in Section 2.5)”. This question can be answered in two
different perspectives.

First, [oT envisions to have sensor embedded into objects around
us. The goal of IoT is to allow devices to communicate with each
other. Naturally, such a goal forces next generation devices to
be embedded with rich sensing and communication capabilities.
Therefore, the motivation is given to the manufacturers not by the
S%aaS model but the vision of IoT. The S?aaS model is designed to
provide incentives to users which motivate them to purchase next
generation devices that supports both IoT envisioned interactions
as well as the S?aaS model. The additional cost that contributes to
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increase the prices of the devices (due to embedding rich sensing and
communication capabilities) can be easily covered by participating
in the S2aaS model itself. Even today, state of the art devices such as
refrigerators and televisions comprise communication and sensing
capabilities.

Reduction of data acquisition cost

Due to the shared and collaborative nature, data acquisition cost
will be reduced significantly. Such a sustainable business model
stimulates more and more sensor deployments. Further, technologi-
cal advances and higher demands allow to produce sensors in mass
volumes using cheap materials by reducing the cost per unit. Fur-
ther, this helps to collect data from sensors which was impossible
previously.

Collect data previously unavailable

This model allows to collect sensor data which is impossible to
collect using traditional non-collaborative methods. This business
model promotes and stimulates the sensor deployments by compa-
nies at commercial level. As we explained earlier in Section 2.3,
dedicated business entities will deploy sensors in public places such
as parks and bridges so government authorities can have access to
those sensors by paying only for the data they need in real-time
or archived. Today business entities spend substantial amount of
money to conduct market analyses and consumer surveys. A sam-
ple of 1,000 respondents, which would give a statistical accuracy
of +/-3.1% costs around $8,000 [114]. Recently, different third
party companies started offering consumer surveys on behalf of
businesses. One such solution is Google Consumer Surveys [73].
Google Consumer Surveys allows businesses to target user groups
with specific criteria and conduct the survey. Currently, one user
response cost around $0.10, 1/10th of the cost of similar quality
research conduct using traditional methods.

Even though such approaches have reduced the cost of surveys,
they still have deficiencies such as latency, inaccuracies, and so on.
In the S?aaS model, all the data is directly coming from the sensor
without user intervention. This also helps to reduce the cost of data
acquisition. Due to privacy concerns it is important to anonymise
the sensor data collected. We discuss privacy matters later. In the
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smart home scenario we discussed in Section 2.5, we explained how
a single sensor attached to a refrigerator, and cheap passive RFID
tags attached to consumer products, produce valuable information
of consumer behaviour that can be used by thousand of companies.
This drastically reduces the consumer survey cost as well as pay off
the cost of attaching sensors to the products.

Innovations

Due to a reduction in sensor data acquisition cost, larger number
of interest groups will be able to access to them. Further, the avail-
ability of sensor data which was not available previously can also
significantly stimulate innovation . S?aaS model itself provides
space for innovation in the ESP layer. The cloud-based value added
services provided in the ESP layer allows the sensor data consumers
to achieve their objective easily and faster in many different applica-
tion domains.

Applications

Easily accessible sensor data allows government authorities, academia,
research institutions, and businesses to address different challenges
in Smart Cities such as traffic, energy, water, education, and unem-
ployment, health, and crime management. For example, accurate
data on energy consumption in a city allows managing electric
grids efficiently by analysing and predicting energy consumption
behaviours, patterns, future trends, and needs.

Real-time data for decision making and policy making

This model enables collecting sensor data in real-time, from a va-
riety of different domains, which facilitates the decision making
processes. Such data is expensive to collect and usually unavailable
for decision making in traditional sensor deploying environments.
For example, data collected from sensors deployed in vehicles and
roads allow the authorities to monitor and manage traffic in real-
time. Further, sensor data collected over a period of time (archived)
can be used to make policy decisions. For example, traffic data over
a period on a specific city will help a city governance to make long
term strategic decisions such as whether to invest on a tram service
across the city or not. In addition to the points discussed above,
there are many other direct and indirect benefits in the S?aaS model.
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Direct and indirect benefits

The S?aaS model creates a win-win situation for all the parties
involved. Based on the scenario we presented in Section 2.5, Mike
(sensor owners’ perspective) is getting a return (a valuable offer).
In DairylceCream perspective, now they have real-time data about
product consumer behaviour (e.g. when Mike eats ice cream, how
frequent, whether Mike use substitutions and so on). Therefore,
DairylceCream is no longer required to conduct manual surveys
and market analyses.

Privacy preservation

Finally and more importantly, this model provide complete control
of the privacy of sensor owners in their own hands. The final
decision of whether to publish their sensors or not is taken by the
sensor owners. It allows the sensor owners to control and protect
their privacy. Additionally, the S*aaS model needs to be supported
by anonymization techniques. For example, lets consider security
and privacy challenges [64] related to the smart home scenario
we presented in Section 2.5. During the configuration process, it is
important to identify the information and preferences related to Mike.
In order to protect the privacy of the users, SPs and ESPs should not
provide personal information to the sensor data consumers. Such
approach helps to preserve user privacy. Additionally, once the deal
between the sensor owner, sensor consumer and the sensor provider
is done, data retrieves from Mike’s sensors should be explicitly
anonymized. It is important to develop new algorithms and security
devices that can anonymize sensitive information (such as exact
location).

The solution: S?aa$

In section 1.4, we explain the main weakness in IoT ecosystem. So
far until now, we explain the S?aaS model in detail as a potential
solution to address that weakness. Let us recall what we mentioned
about IoT ecosystem.

— Weakness of loT Ecosystem. Currently, each IoT solution
maintains its own data silo with limited access to external parties.
There is a significant amount of knowledge hidden in these silos



2.8 The solution: S2aaS 59

that can be used to improve our lives (including behaviours, habits,
life patterns and so on) and reduce wastage through efficient
resource consumption. To discover such knowledge and insights,
it is essential to analyse data stuck in independent silos together
in large-scale. However, within current [oT ecosystem, there
is no way to manage (i.e., collect, store, share, analyse) data
collected by different IoT solutions in a unified fashion. Further,
data owners only have access to their own data which has little
value when it comes to knowledge discovery. Finally, data owners
do not know how to discover knowledge from raw data.

— Strength of S’aa$S Ecosystem. The SZaaS model, which
would be built on existing IoT infrastructure, creates a data shar-
ing architecture that allows data owners and data consumers to
share and trade data for mutual benefits [139]. In SZaaS model,
data owners have the full control of their data and they get to
decide when and with whom they want to trade their data under
what conditions. It creates a win-win situation for both data own-
ers and data consumer, and encourages both parties to engage in
S?aa$ ecosystem. Further, due to data sharing nature, data con-
sumers can acquire [oT data from a larger number of data owners
through the data trading process, so they can use data analytics
at scale to discover useful knowledge and insights. Finally, with
the support of SPs and ESPs, data owners do not need to know
how to analyse data or discover knowledge. Data consumers (i.e.
third party services) will do it for them.
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In the previous chapter, we introduce you to the S?aaS model, in a
more conceptual and generic way, as a solution to address the major
weakness in the [oT paradigm. This chapter takes the discussion
further by exploring the S?aaS model in more practical point of
view. Specifically, we demonstrate how S?aaS model can be de-
ployed, configured, and used by everyday users in a smart home
environment. In this discussion, we primarily focus on two main
stakeholders: 1) Data Owners and 2) Data Consumers and their
interactions with the S?aaS model.

@ It is important to note that S?aaS model is still in its infancy
where real world deployments and adoptions are yet to be
seen. Therefore, most of the ideas and concepts that we
discuss in this chapter does not exist in the real world. Our
goal is to demonstrate how S?aaS model can be built by
using and, but also more importantly, extending existing
IoT solutions. As a result, we will highlight lots of research
challenges and gaps in the exiting IoT marketplaces where
we invite you all to address them.
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loT Solutions and Infrastructure

The S?aaS model is expected to be built on top of the typical IoT
infrastructure. Therefore, the first step towards engaging with the
S%aaS model is to acquire IoT solutions and build the infrastructure.
We discussed [oT solutions marketplace earlier in Section 1.3. There
are many different types of IoT solutions. Some solutions are more
generic in nature and some are designed to perform specific tasks
[135, 136]. For example, 1oT solutions such as Fitbit [135] focuses
on tacking users’ activity, exercise, food, weight and sleep towards
improving users’ health. On the other hand, IoT solutions such as
SmartThings [136] focuses on providing a generic platform that
different types of products can be connected to them.

— Motivation to buy loT solutions. In most cases, S?aaS
model does not expected to become the motivational factor for
anyone to buy IoT solutions. Following reasons are by far the
most critical motivational factors [55].

Efficiency: With one button or smart-phone application, you
can control multiple devices or systems. That means you
can easily set back the thermostats and turn off the lights
simultaneously. You’ll also get out of the house faster and
save electricity.

Convenience: Having a smart home allows you to manage sev-
eral electronic devices and/or systems from across the
house or across the world. Draw the shades, turn on lights,
and check in on security; having that sort of convenience
alone is enough to inspire many people to automate.

Comfort: Having a smart home allows you to maximize comfort,
from temperature to lighting to entertainment. Everything
is at your fingertips!

Peace of Mind: A smart home system can prevent potentially
bad things from happening. Of course, you can use a smart
home system to monitor cameras, doors, and windows, but
also items such as water leak sensors. You can even check
in from a smart phone to make sure the garage door is
closed and the TV is off.
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1) People who are buying IoT solutions are referred to as
‘buyers’. However, once they started engaging with the
SZaaS model, they are referred to as ‘data owners’.

There are number of decisions that need to be taken by the
buyers when purchasing IoT solutions. First, they need to decide
what types of 10T solution is required in a given circumstance (i.e.,
what is the requirement they are trying to fulfil by purchasing an
IoT solution?). Some example types are smart coffee machines,
smart activity monitors, smart sleep monitors, smart baby monitors,
smart lighting, smart irrigation, and so on. Next, the buyers need
to choose which IoT solution to buy when multiple different solu-
tions manufactured by different companies are available. In Figure
3.1, we have illustrated few different types [oT solutions and few
alternative solutions for each type that exists in the IoT marketplace.

1) Large number of 10T solutions are listed here:
http://ioemarket.blogspot.co.uk

The buyers will also need to look at specific features that each
of the 10T solution provides to make sure that the they fulfil the re-
quirements at hand. For example, a smart coffee machines typically
provide feature such as automated coffee making based on owners’
behavioural patterns (e.g. make coffee in the morning based on
the owners calender appointments and predictive awaking time.).
However, some buyers may looking for more specific features in
addition to primary expectations (e.g., automated ordering of coffee
and milk using on-line service).

In S?aaS model, there are few more factors that buyers may
need to consider. Buyers will need to look at the Privacy Label as
well as the Privacy Ratings to verify whether a particular solution
provides acceptable level of privacy protection.

— What is Privacy. Privacy is far too vague a concept to
guide adjudication and lawmaking, as abstract incantations
of the importance of ‘privacy’ do not fare well when pitted
against more concretely stated countervailing interests [174].
One widely accepted definition, presented by Alan F. Westin
[194], describes information privacy as “the claim of individuals,
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Figure 3.1: Smart Irrigation, Smart Lighting, and Smart Sleep
Tracking solutions developed by different vendors.

groups or institutions to determine for themselves when, how,
and to what extent information about them is communicated to
others”. Roger Clarke [38] has mentioned that “privacy is the
interest that individuals have in sustaining a ‘personal space’,
free from interference by other people and organisations” .
Sometimes privacy is explained with the help of different
dimensions. Privacy of the person, privacy of personal behaviour,
privacy of personal communications, privacy of personal data
[38] are the four main dimensions of privacy. In the Oxford
Dictionary [129], privacy is defined as “a state in which one is
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not observed or disturbed by other people”. More importantly,
privacy has been identified as a human right by the European
convention [44] as well as by the Universal Declaration of Hu-
man Rights [186]. Further, the Charter of Fundamental Rights of
the European Union defines the “respect for private and family
life” in its Article 7 and adds a specific article on “protection
of personal data” in Article 8. Additionally, Article 12 of the
Universal Declaration of Human Rights protects an individual
from “arbitrary interference with his privacy, family, home or
correspondence,” and “attacks upon his honour and reputation’
[185].This evidence strongly justifies the need to protect user
privacy while we are attempting to harness the power of data
trading and knowledge discovery to generate stakeholder value.

In parallel to the security protection goals, three goals have
been proposed as privacy protection goals, namely unlinkability,
transparency, and intervenability [47]. Unlinkability explains
that data should not be combined from multiple data sources
in such a way that together they would violate user privacy.
Transparency means that stakeholders need to be informed about
the data life cycle and what happens to each data item over time.
This can be achieved through both technical and non-technical
means such as auditing, laws, regulations, etc. The data owners
should know what type data will be accessed, what kind of data
sources will be combined, where the data will be processed, what
kind of analytics will be used, what kind of results would be
generated, and so on. A step going forward, intervenability says
that data owners should be able to intervene at any time during
the data life cycle so they can withdraw or change their consent
over time. More importantly, data owners should have control
over their data.

The amount of data captures by 10T solutions has been sig-
nificantly increased over the last few year. Such data has sub-
stantial value as for business and other similar organization once
collected and fused in large scale as they contains information re-
lated to user behaviours and consumptions. The knowledge that
can be derived from such data will help business to steam line
their business activities such as supply chain management and
reduce wastage. On the other hand, business may be able to help

’
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individual households to change their behaviour and consumer
patterns much more efficient ways by allowing them to save
financially. However, due to the extremely personal nature of the
knowledge that can be derived from such data and the potential
risks involved, data owners are often reluctant to provide access
to their data to third parties despite the reward they may receive
in return.

consists of information that impact the IoT solution owners’
privacy. We can think of this label in parallel to a nutrition or
ingredients label attached to food packages. In Figure 3.2, we
illustrate couple of different types of labels presented on food
packing today. Some of the important research questions are:

e What types of information does a Privacy Label should
contain?

e How do you derive / produce such information specific to
each 10T solution?

e How can we present such information to a potential buyer,
specially to non-technical personnel, in a simplified and
easy to understand manner?

o What type of visualization techniques can to be used to
structure Privacy Labels: graphics / icons based or textual
based (including numbers)?

e How can a potential buyer determine which IoT solution
accommodates his privacy preference better, by looking at
the information presented in a Privacy Label?

— Privacy Label. Some preliminary steps have been taken to
develop privacy labels in web domain [91]. However, developing
such labelling scheme for IoT solutions is much more compli-
cated and difficult due to the fact that IoT collect large volumes
of data in continuous manner in comparison to website where
limited types of data being collected when visited.

Research Challenges — Privacy Label. Such a label should
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NUTRITION GDA
Typical values per100g| pack | adut | ek
1/3 of a pie (oven cooked) Energy kJ 450 | 1345
e o Energy kcal 105 | 315 | 2000 | 16%
;;ﬁg‘:& Protein 7.9g |23.79| 459 | 53%
533kcal IA 2.3¢ 2 Carbohydrate 8.8g [26.49 | 230g | 11%
81% | 3% JI 21% of whichsugars | 1.2g | 3.6g | 90g | 4%
Ao/ 2 = 2 N—. Fat 429 |12.69| 709 | 18%
o of the Reference Intakes
Typical values per 100g: Energy 1210kJ/291kcal
Sodium 0.24g |0.72g| 2.4g | 30%
Equivalent as salt |0.60g | 1.80g| 6g | 30%

GDA = Guideline daily amount

Figure 3.2: Different ways to present nutrition information on food
packaging: Will the future Privacy Labels on IoT solutions may
look like something similar?

Research Challenges — Privacy Ratings. We think about
Privacy Ratings in-line with widely used product ratings. Prod-
uct rating are widely used by the industry for many different pur-

poses.

Some times rating are produced through crowd-sourcing

techniques. In other times, rating are given by an authoritative

entity

after evaluating a product or service from a certain per-

spective (e.g. energy rating for houses or washing machines).
Typically, each IoT solution combines few different types of
components: smart objects, gateway device, and cloud service

[136].

Some of the interesting research questions are:

What types of information does a Privacy Rating should
contain?

How do we evaluate a given IoT solution in order to offer
a Privacy Rating?

How can we present such information to a potential buyer,
specially to non-technical personnel, in a simplified and
easy to understand manner?

What type of visualization techniques can to be used to
structure Privacy Ratings: graphics / icons based or textual
based (including numbers)?

How can a potential buyer determine which IoT solution
accommodates his privacy preference better, by looking at
the information presented in a Privacy Rating?
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Figure 3.3: Product rating are widely used in the industry for dif-
ferent purposes: How can we rate an IoT solution from privacy

perspective?

e What would be best approach to produce a Privacy Rat-
ing for an IoT solution: crowd sourcing or authoritative
process or any other?

As we mentioned earlier, today, most of the IoT solutions work
independently. However, limited number of solutions can interact
with each other using different techniques such as partnerships, open
and close standards, and adapters and mediator services. These
numbers are getting increased due to consumer demand towards
unification of IoT solutions. As a result of unification, IoT solutions
are expected to work as a single ecosystem by following hub-and-
spoke star networks within each smart home. This means that
there will be a device at homes where other IoT solutions are get
connected to. Such devices will act as mediators between different

IoT solutions.
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Within IoT ecosystem, we identify these devices as Home Hubs.
We will discuss more about Home Hubs in the next section. How-
ever, it is important to note that each household will also be required
to acquire a Home Hubs which will play a central role in the S?aaS
model. Home Hubs and IoT solutions may developed by different
companies where they need work together using some unification
techniques. Within S%aaS ecosystem, Home Hubs will play an
additional role as well.

We identify this role as being a Databox [ValorisingtheloT].
The Databox is responsible for managing and protecting data pro-
duced by different IoT solutions. The Databox will act as a gate
keeper by only providing access to authorized parties. We discuss
Databox in more detail in the next section.

In relation to S?aaS model, another factor to look for is Sup-
ported Markets. In Chapter 2, we introduced you to the S?aaS
marketplaces where IoT data will be bought and sold. In S?aaS,
we envision not to have one single market, instead to have multi-
ple markets similar to today’s mobile app market ecosystem (e.g.,
Google Play, Apple app store, Windows app store). Each Home
Hubs manufacture, with Databox role included, will decide how
many markets and which markets they are going to support based
on both business, economic and technological reasons.

Finally, buyers will also need to check Partner Compatibil-
ity. Certain IoT solutions may only work with certain Home Hubs.
Similarly, if a potential buyer have few different independent IoT
solutions already deployed in their households and looking to enable
interactions cross them, it is important to buy a Home Hub that is
compatible with the existing IoT solutions. Such compatibility al-
lows different IoT solutions to connect together and enable advance
interactions between each other.

* Solution Type
« Specific Features

* Privacy Rank

* Privacy Rating

* Supported Markets
* Partner Compatibility

Figure 3.4: Decisions that potential buyers need to make
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Once all the decisions are made, buyers may purchase the [oT
solutions. Figure 3.4 summarises the whole process. This process
may repeat over time as the home owners may decide to augment
their homes with different IoT solutions as they feel necessary.

Configuration and Personalization

Once the purchases are done, buyers need to bring them home and
install them either by themselves or through a service provider.
Once the physical installation is done, the next step is to setup and
configure the newly installed IoT solutions as well as the Home
Hub.

Physical deployment of IoT ecosystem at home (i.e., multiple
10T solutions and a Home Hub) may also require deployments of
intermediation hubs throughout the house as illustrated in Figure 3.5
(numbered). The reason is that IoT solutions could have components
designed to run with battery power for longer durations without
recharge or replacements. They are designed to operate using low
range low power protocols such as Bluetooth, Zigbee, RFID, NFC,
ANT+, and so on [145]. As a result, some [oT solutions may have
some components that are unable to communicate with the Home
Hub via WiFi. Intermediary mini hubs may act as gateways and
protocol converters.

— Towards Home Hubs. Today, we see different types of
smart homes hubs are being built with variety of different fea-
tures. Some features are common across different manufactures
and some are unique due to the unique capabilities of the man-
ufacturers and their existing products and services portfolios.
Home Hubs typically act as WiFi routers. Two of the major
Home Hub candidate available on the market today are Amazon
Echo and Google Home. However, several companies following
them. One of the key functionalities of a Home Hub is to en-
able interoperability among different IoT solutions so they can
interact with each other.

Amazon Echo [9] It is a voice-enabled wireless speaker devel-
oped by Amazon.com. The device is capable of voice inter-
action, plays music from Prime Music, Spotify, Pandora,
iHeartRadio, Tuneln. It has 360 omni-directional audio
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Home Hub Devices
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Figure 3.5: Each household that is interested in building an IoT
ecosystem requires a Home Hub to be installed. IoT solutions are
expected be connected the Home Hub either directly or via mini
hubs. Home Hubs are typically connected to permanent power
sources and comprises comparatively high computational capabili-
ties. The are also installed with necessary drivers so they can interact
with different IoT solutions developed by different vendors.
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and allows hands-free convenience with voice-control. It
can answers questions, reads audio-books and the news,
reports traffic and weather, gives info on local businesses,
provides sports scores and schedules, and more using the
Alexa Voice Service. It can also control several smart de-
vices using itself as a home automation hub. For example,
it can controls lights, switches, and thermostats with com-
patible WeMo, Philips Hue, Samsung SmartThings, Wink,
Insteon, Nest, and ecobee smart home devices. Amazon
Echo supports Uber bookings, Domino’s pizza ordering
and many more services.

Google Home [69] It is a voice-activated home hub that allows
home owners and their family to get answers from Google,
stream music, and manage everyday tasks. It is developed
by Google. The intelligent personal assistant, Google As-
sistant, is included as the main and only primary assistant
in the software and operating system of Google Home.

Other Some popular Home Hubs are Samsung SmartThings
[163], ALYT Home Hub [105], Fibaro Home Center [59],
VeraLite Smart Home Controller [188], Insteon Hub [89].

There are three different types of configurations need to be done
in order for an household to participate in the S?aaS model: 1)
Primary (Vertical) configuration, 2) Secondary (Horizontal) config-
uration, and 3) Tertiary configuration.

Primary (Vertical) Configuration

This is also called vertical or intra-solution configuration. Once
brought home, each IoT solution needs to be configured as inde-
pendent solutions. Most of the time, each solution comes with
some hardware components, mobile app, and a cloud service. First,
owners may be required to register their IoT solutions on-line by
creating accounts and providing other necessary details. After that
they will also need to perform a series of physical tasks such as
pressing and holding a button or calibrating a device in order to
connect different components of the IoT solution together. In Figure
3.6, we present an example which demonstrates how to configure a
smart scale solution called Aria [60].
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Figure 3.6: Configuration process of Aria Smart Scale

Research Challenges — Primary Configuration. Some of
the interesting research questions are:
e What are the most common techniques used to configure
IoT solutions and why?
e What kind of user interfaces are used to perform configu-
ration?
e How user friendly are these configuration techniques and
can we make them more user friendly?
e How long does a typical configuration takes and can it be
reduced?
e How secure are these configuration techniques and can we
make them more secure?
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Secondary (Horizontal) Configuration

This is also called horizontal or inter-solution or Internet of Things
configuration. This type of configuration focuses on building [oT
ecosystems within households by connecting different, but also
independent, IoT solutions together. This is where true value of
IoT comes into life. Value of two IoT solutions together is higher
than the value they create independently due to collective synergy.
Typically, different IoT solutions are connected together using Home
Hubs. Then the Home Hub provides mechanisms to configure
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Figure 3.7: Configuring multiple IoT solution together.
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these multiple IoT solutions in a unified manner. Such mechanisms
are identified using different terms by different vendors. Some
commonly used terms are /FTTT, routines, scenes, and rules. In
Figure 3.7, we illustrate how a routine can be built in Samsung
SmartThings Home Hub by combing different IoT solutions. A
routine is a sequence of action that would take place due to some
kind of trigger. A Trigger could be 1) reaching a time (e.g. 6.00am
morning), 2) detecting an event (e.g., home owner gets up from the
bed), 3) change in environmental factor (e.g., temperature drops
below 5C), and so on. These routines are typically predefined and
executed based on triggers. These popular predefined routines are
also comes as pre-packaged apps so the home owners can install
them instead designing by themselves.

Research Challenges — Secondary Configuration. Con-
figuring multiple IoT solutions together through routines or
scenes are typically done manually. This is a tedious task to
perform specially when a brand new installation of 10T ecosys-
tem has to be done in a new household. Further, as more and
more IoT solutions get installed in a given household, it would
be possible to configure new routines which were not possible
before. It would be necessary to have techniques put in place
in order to keep track of IoT solutions available at a given time.
Such techniques will need to identify new types of routines that
can be configured using existing IoT solutions. Further, non
technical personal may find such configurations difficult, time
consuming and cumbersome. Therefore, it critical develop new
techniques to perform these configurations automatically with
minimum user intervention. Some of the interesting research
questions are:
e What are the most common techniques used to perform
secondary solutions and why?
e How user friendly are these secondary configuration tech-
niques and can we make them more user friendly?
e How secure are these secondary configuration techniques
and can we make them more secure?
e How long does a typical configuration takes and can it be
reduced?
e Can the routines already being built by user be shared with
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other similar users and is it effective and efficient?

e Is it possible to predict and recommend routines for a
given user by analysing similar users?

e What kind of information need to be gathered and analysed
in order to provide such recommendations?

e [s it possible to learn new routines by observing owner’s
behaviour and what kind of observation is required to learn
such routines?

Tertiary Configuration

This is also called S?aaS configuration. In secondary (IoT) configu-
ration, the main focus is to connect multiple [oT solution together so
they can work together in order to provide more convenience to their
owners. In S?aaS configuration, the main focus is on Data. During
S2aas$ configuration, owners will need to pick a data marketplace
they would want to join. This is where the data consumers will make
data requests and data owners get to trade their data for different
types of rewards, as we discussed later in this chapter.

— More about Privacy. Privacy would be perceived as a di-
alectic and dynamic boundary regulation process between the
individual (data subject/self), the others (firms and other indi-
viduals), and data/information (premise) in contexts [130, 137,
143]. As a dialectic process, privacy could be regulated in situa-
tions/contexts such as our own expectations/experiences, those of
others with whom we interact and social norms (cultural, social)
and regulations (legal). As a dynamic process, privacy could be
viewed as being under continuous negotiation and management
of 1) disclosure boundary: what (type and amount) informa-
tion could be disclosed in this context; 2) identity boundary:
how much identity related information would be displayed and
maintained in this context; 3) temporarily boundary: boundaries
associated with time, that is, the disclosure and identity bound-
ary depending upon the interpretations of contexts for the past,
present and past.

Due to the variations in privacy expectations, no single pri-
vacy profile fits every individual; therefore, privacy need to be
negotiated with each and every individual separately. One classi-
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fication identifies four types of users based on their privacy ex-
pectations [1, 146, 175]: privacy fundamentalists, profile averse,
identity concerned, and marginally concerned. Westin [193] has
identified three similar main user types based on their attitudes
and concerns about privacy. From most to least protective of their
privacy are: fundamentalists, pragmatists, and unconcerned.

Preferences: Risk-Reward: Each data owner may have their
own privacy preference such as to whom they would like to give
access to their data, for what reason, under what conditions, and so
on. More importantly, some data owners would be more privacy
aware than others and their privacy expectations may also varies
based on the opinions, knowledge, financial status, and many other
factors [1, 175, 193]. Therefore, it is vital to understand each data
owners privacy preferences and expectations so the data requests
can be filtered and presented to the data owners accordingly.

Research Challenges — Tertiary Configuration. Understand
privacy requirements is significant challenge as most of the data
owners may not even know how to express their privacy prefer-
ence. Some of the interesting research questions are:

e How can we allow data owners to express their privacy
preference and what are the pieces of information that
need to be captured?

e What are the human computer interaction techniques that
can be used to acquire necessary pieces of information in
order to understand the data owners’ privacy preferences
and expectations?

e Can we reduced the information we collect from each data
owner in order to understand their privacy preference by
predicting through analysing similar users?

 Primary Configuration
» Secondary Configuration
« Tertiary Configuration

Figure 3.8: Configuration and personalization
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Figure 3.8 summarise the whole configuration and personaliza-
tion processes. These processes may repeat over time as the home
owners may decide to augment their homes with more and more
IoT solutions as they feel necessary.

3.3 The Marketplace and Data Trading

In S2aaS model, as illustrated in Figure 3.9, data markets are the
places where data owners trade their data with data consumers for
rewards in return.
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Figure 3.9: Data market for Personal Data

We envision the data marketplaces to be similar to mobile app
markets. In today’s mobile app markets (e.g. Google Play, Apple
App Store), third party developers can sell their apps and phone
owners can search and buy them (or install them for free). Figure
3.10 show how apps are listed in Google play app store. In data
markets, we envision two different ways that data consumers would
request data from data owners.

1) Subscriptions based Data Trading: This would be some-
what similar to today’s mobile app market. Data consumers will
advertise their expectations (i.e., what kind of data they are looking
for and other conditions) and offers (i.e., reward types and value)
in their preferred marketplace. Instead of having apps listed, data
markets will list enrolment opportunities. We can call them pack-
ages or subscriptions. In mobile apps ecosystems, developers build
mobile apps and list them in app stores. Similarly, in S?aaS ecosys-
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tem, data consumers are expected to build data request packages /
subscriptions and listed them in the data marketplaces.

However, the difference would be that enrolment packages will
provide more freedom to data owners than take-it-or-leave-it ap-
proach that traditional apps follow. Data owners will be provided
with some configuration parameters to express their preferences.
As a result, enrolment will be carried out based on terms that data
owners set, so the data owner will be in control all the time. Each
enrolment opportunity will specify what data it expects at which
levels of granularity, other related conditions, list of IoT products
that generate the data they expect, potential reward types and values,
an app that is capable of processing and prepare the data to be sent
to the data consumer, and so on. For example, once a data owner
agreed to enrol, relevant applications need be downloaded to the
Databox in the Home Hub . These apps are responsible for data
pre-processing (if that is part of the agreement) and send either
raw or processed data to the data consumer as per the enrolment
agreement.

In circumstances where data consumers are providing value
added service to the data owners as a reward, they may specify
different service options trading on different levels of granularity. It
is important to note that a single data consumer may offer multiple
different services. For example, one service offering may accept
data produced by Fitbit [61] and Beddit [24], and will return useful
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advice (as the reward) on how to exercise, rest and sleep efficiently.
Another service offering may accept not only above mentioned data
but also data from smart fridge [115] and kitchen storage [27]. This
offering may go beyond the previous service and provide efficient
meal planning advice based on the ingredients available at home that
would compliment efficient exercise, rest and sleep. Data owners
will receive the services correspond to the granularity of personal
data they choose to trade.

Based on the data owner’s privacy preferences as well as the
types of IoT products deployed in a given household, Databox will
need to find out what are the best matching enrolment opportunities.
Based on the level of automation, Databox may also inform the data
owner about the potential opportunities of data trading and present
a risk benefit analysis specific to each enrolment opportunity.

2) One-time Data Trading: In this method, data consumers
will directly send their offers to selected number of matching data
owners after examining their metadata about available data sources
(i.e., available 10T solutions). The Databox will be required to
examine such requests and present the data owner a risk-benefit
analysis report so the data owner can make the final decision on
whether to trade data or not.

Individuals have to make privacy decisions by trading off the
benefits, cost and risks associated with information disclosure in
contexts. We see the privacy preferences of an individual as a
changing set of requirements that can be represented using a point in
a spectrum where one side is the most restricted and the other side is
the most lenient. Li et al. [97] have theorized and empirically tested
how an individual’s decision-making on information disclosure
is driven by competing situational benefits and risk factors. The
results of their study indicate that, in the context of an e-commerce
transaction with an unfamiliar vendor, information disclosure is the
result of competing influences of exchange benefits and two types of
privacy beliefs (privacy protection belief and privacy risk belief). In
the S?aaS domain, the privacy risks that a data owner might tolerate
depend on many different factors such as rewards, reputation of
the data consumer, the purpose that data is used for, and so on.
For example, Li et al. [97] has found that monetary rewards could
undermine information disclosure when information collected has
low relevance to the purpose of the e-commerce transaction.
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One of the main challenges is to develop a knowledge model that
can be used to capture privacy preferences of data owners in contexts,
which can later be used when negotiating access to data. Such a
model can also be used to model the data consumer’s privacy prefer-
ences as well. However, much harder challenges would be to under-
stand the contextual privacy preferences of the data owners. Databox
would allow data owners to provide their preferences on the fol-
lowing parameters 1) what and how much data would be disclosed
in this context (peer group; social and cultural rules/norms; legal;
history of disclose with the entity requesting; history of disclosure
in terms of personal preference and data policy; 2) price/benefits of
disclosure; 3) level of disclosure/exposure/openness; 4) level of risk
of disclosure. Based on the preferred privacy parameters, privacy
preferences of their owner in contexts could be understood.

From Databox point of view, understanding of data owner pri-
vacy preference is important. First, Databox can use those privacy
preferences of both data owners and consumers to filter out enrol-
ment opportunities based on incompatibilities. Secondly, from a
more advanced view, Databox will be able to carry out data trading
tasks autonomously or at least semi-autonomously. One of the first
steps towards addressing the challenges of understanding privacy
preferences is to use recommendation systems to predict each data
owners’ privacy preference and create a template that conforms to
the data owner’s privacy expectations. Information such as 1) de-
mographic information, 2) answers provided to very few but critical
questions, 3) privacy preferences of similar data owners, can be used
to develop privacy preferences predictive models. Incomplete pri-
vacy preference knowledge can be acquired by interacting with data
owners. However, privacy preferences are not easy to understand
through direct questions.

One of the research challenges would be to explore how and
what kind of techniques can be used to acquire those preferences.
The challenge is to acquire that information without overloading
them. One possible direction would be to use techniques such as
ContraVision [154] in order to understand users’ positive and nega-
tive perceptions towards futuristic scenarios and technologies. It is
important to notice that data owners are mostly non-technical people
whom may have less understanding of the technology. Therefore,
privacy preference acquisition needs to employ techniques that are
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Figure 3.11: These screenshots show how users may interact with
permission systems of a mobile app to negotiate personal data usage
by having rewards as a trading mechanism [20]. (a) Negotiation
design. The user is offered a reward for their contacts and messages,
but can change these settings to receive a new quote; (b) Classic
take it or leave it design. In this scenario, the user is only able to
accept or decline access to contacts and messages in return for a
reward; (c) Review design. The user decides how they feel about
having publicly shared the contact details of their family members.

more meaningful and understandable to such audiences.

One of the major challenge is to find an appropriate exchange
or transaction negotiation model. There are permission negotiation
models being proposed with respect to mobile apps domain [20] as
show in Figure 3.11. Baarslag et al. [20] allow users to negotiate
with mobile apps in an interactive manner in order to find right
balance between privacy and pricing.

However, risk-benefit negotiations are much more complex due
to difficulties in measuring potential privacy harms and risks with
respect to different types of IoT data in a marketplace. In a pervasive
setting, a case-based privacy mechanism would be cumbersome and
difficult to achieve by users directly. To address this, Databox could
build upon agent-based techniques that employ software agents to
represent data owners in an automated manner. The agent supports
the user in their privacy decisions, by advising the user through a
interface, while handling autonomous privacy transactions on the
user’s behalf.



3.3 The Marketplace and Data Trading 83

— Privacy Risk-benefit Analysis and Visualization. In news
media, we see different types of privacy violations or harms.
Some of the common privacy harms are surveillance, interro-
gation, aggregation, identification, insecurity, secondary use,
exclusion, breach of confidentiality disclosure, exposure, black-
mail, appropriation, distortion, intrusion, and decisional inter-
ference [174]. However, these are high-level abstract terms.
Identification of how each data item collected by each [oT prod-
uct may lead to the above privacy harms is a difficult challenge
specially due to the heterogeneity of the IoT products.

A factor that makes such identification more difficulty is un-
certainty and advances in computational capabilities. Cheap and
abundant computational resource mean that, anyone can develop
new algorithms that fuse different types of data to discover new
knowledge. For example, an algorithm may use energy consump-
tion data to detect the usage of a microwave and to determine the
presence of a person in a given household. In another instance,
an algorithm may combine lighting and air-conditioner usage
data to determine presence in a given household. In these two
instances, algorithms employ different types of data.

To add to the complexity, the amount of data needed by each
algorithm may also vary. For example, one algorithm may be
able to determine human presence using data that is captured
at 3 seconds intervals. However, more sophisticated algorithms
may do the same with data sampling interval 3 minutes (180
seconds). So the capabilities of knowledge discovery is getting
more advanced every day. Therefore, it is very difficult to calcu-
late a risk when it is not 100% sure about what the algorithms
can do where the capabilities are changing every day due to the
advances in the field. However, some amount of privacy risks
(e.g. unauthorised access, un-consented secondary usage) can
be reduced by developing privacy-aware sensing infrastructure
[137].

Another challenge is how to inform non-technical data own-
ers about benefits and risks. Similar research has been done
in the social networking domain where they have analysed the
trade-off between privacy risk and social benefit [198]. The exact
amount of a reward (e.g., number of loyalty points) that is asso-
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ciated with a particular data transaction could be varied depends
on the potential value that the data is expected to generate for
the data consumer. Informing the reward value of a potential
data request is not difficult. However, the complexity adds in
as rewards need to be presented in a comparison manner with
potential risks.

Representing privacy harms using the above taxonomy is less
useful, especially for non-technical data owners. One challenge
is to understand how privacy risks are perceived by non-technical
users. The next challenge is to identify the probability of each
of the privacy harms. For example, how likely is that a house
gets burgled given some data is being leaked to a malicious party.
The answer would depend on many factors such as the, burglary
rate in a given area, security systems deployed in the house,
and so on. For example, a data owner living in an area with
a high crime rate may be concerned about the possibility of a
third party entity inferencing his working patterns thinking that
burglary could occur based on such sensitive information. So if
the data consumer requesting data that can be used to infer such
patters, user may view it as a significant threat. In contrast, a
user living in an area with low crime rate in a high-end apart-
ment complex with 24 hour security will consider burglary as
a low risk. Capturing and modelling knowledge related to pri-
vacy risks, likelihood of occurrence using different data sources,
personalisation (e.g., localisation of threat to each location and
individual) is an important challenge to address. Finally, all this
information need to be presented to the data owners in a way
that is meaningful and usable from their perspective during the
engagement of data markets.

Research Challenges — Marketplace and Data Trading.
Some of the interesting research questions are:
e What information need to be provided in subscription or
one-time data trading data request?
e How data consumers would find matching data owners ?
e How an app works within Databox and what are the main
components of such apps ?
e How the data trading would work from user interaction
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point of view ?

e What kind of data trading negotiation techniques is re-
quired in order for S?aaS model to work effectively and
efficiently ?

e How to build reliable and scalable sensing infrastructure
that is capable of automatically organizing themselves
based on each data owners expectations, when data need
to be gathered from large number of data owners ?

Shared Data Ownership

In real world, data ownership could be a complicated matter [45].
Data is relational and it often relates not so much to ‘me’ or ‘you’
but to ‘us’, and with this the coherence of the ‘my data’ model
starts to break down and break down in challenging ways [45]. For
example, data may not own by an individual, but a group of people
(e.g., family). In such situations, data access decisions may need
to comply with preferences and expectations of all the member in
the group. However, data ownership may not always clear. For
example, if an individual in not capable of making informed data
access decision, who can act on behalf (e.g., children, elderly) is an
interesting question to be answered.

Research Challenges — Data Ownership. An interesting
research question is:
e How data trading negotiations would work when data is
co-owned by multiple parties (e.g., multiple individuals
living in a single household)?

Transactions and Earnings

Individual transactions are expected to return very small amount (i.g
in pennies). However, this amount will grow up when the number of
transactions get increased. Data owners will be able to sell their [oT
data not only once but many times to many different data consumers
(i.e., companies such as Walmart, Tesco, Google, etc.). For example,
a start-up called Datacoup [48] is offering 8 UusSD! per month in
return for selling personal data. Even though the success or the long

"https://www.technologyreview.com/s/524621/
sell-your-personal-data-for-8-a-month/
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term sustainability of this particular company is not known, their
approach supports our vision of open data markets.

From a data consumers point of view, collecting data from a few
data owners has little value. In order to derive valuable insights, data
consumers would be required to collect and analyse data in large
scales. For example, collecting operation parameters (e.g., operating
temperature, energy usage) as well as user interaction patterns will
help manufacturers to better understand how users interact with
their devices in the real world. Such data, collected and processed
on a large scale, will provide new insights (to manufacturers) to
build new types of devices. Manufacturers will be able to predict
service intervals and issue useful guarantees on parts as well as auto-
mated parts reordering (through real-time monitoring and predictive
models).

Architectural Components

Let us now present the main components of the S?aa$ ecosystem.

It is important to note that based on reliability, security, and pri-

vacy expectations, the actual architecture may varied. Our design

thinking is large inspired by today’s mobile app ecosystem. We
identify five major components: 1) Data Bucket, 2) Data Market,

3) Data Studio, 4) Data Mill, and 5) Data Oven. It is important

to note that we use these (somewhat fancy) terms as code names

for each component in order to refer to certain functionalities they
are expected to perform. Depending on the implementation, these
components may be combined to different products and services.

Data Bucket: This service is responsible for gathering data from
different IoT solutions. It interfaces with the data owners
using a mobile app where it allows data owners to express
their privacy preferences, receive recommended data requests,
trade data, and negotiate data trading. We will walk you
through the Data Bucket app later in this paper in order to
demonstrate how data owners may engage with the S?aa$S
ecosystem. Each data owner has its own data bucket.

Data Market: This service is similar to Google play app store.
Instead of apps, Data Market stores, organises, disseminates,
and manages data requests. Data Market also organises and
manages Meta data provided by individual Data Buckets.
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Such Meta data allows Data Market to distribute data requests
appropriately to compatible and interested data owners.

Data Studio: This service allows data consumers to create their
data requests easily. It provides necessary integrated develop-
ment environment like interface that allows data consumers
to compose data requests efficiently and effectively. Each
data request is a package of several pieces of information that
includes data requirements, rewards, privacy risks, analytical
components, and other information.

Data Mill: This is a technical infrastructure service component
where personal data is being processed in combined with
the open data (e.g., weather data). No stakeholders involve
with this component directly. A brand new milling machine
is created in order to gather and process data from a single
data owner. It is not allowed to combine personal data from
different individuals within a single machine mill. Data Mill
either could be located in the cloud or within the local device
within smart home (e.g., as part of Amazon Echo or Google
Home) [148].

Data Oven: This is also part of the technical infrastructure service.
It receives data from the Data Mill where initial data pro-
cessing occurs. Data from multiple different individuals are
processed together within the Data Oven.

Figure 3.12 illustrates the high-level architecture of the S?aaS
ecosystem including some of the most important communication
aspects. Sensing as a Service model builds on top of the existing
IoT ecosystem. The IoT solutions are typically registered and con-
figured by data owners. These [oT solutions communicate with their
companion cloud services and data is frequently being pushed back
in order to be analysed and knowledge extracted. Data owners need
to register themselves by creating and configuring a data bucket ac-
count. Once login to the data bucket app, data owners are provided
with user interfaces that allows them to connect IoT solutions to the
data Bucket. In the example, Jane has connected Fitbit, Beddit and
Smart coffee machine to her Data Bucket account. During each of
these configuration processes, data owners are allowed to express
their preferences in terms of which data items they would like to
trade under what conditions, and so on.

Let us now look at the other end of the S?aaS ecosystem, the
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data consumers. Data consumers first needs to do some prelimi-
nary research and determines kinds of data needs to be gathered
in order to support the objective. In sample scenario, the data con-
sumer needs to research about activity, sleep patterns, and there
relationship with coffee consumption.

The data consumer then needs to use the Data Studio to create
the data request. Data request comprises of several pieces of infor-
mation including data items requested, intention of data gathering,
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knowledge expected to be derived, technologies used to processed
and analysed, rewards willing to provide, and so on. The Data
Studio package this request and publish in the Data Market place.
The Market place then pushed it to the matching data owners.

Depending on the initial configuration, data owners will either
receive the data request as a notification or will be listed under
recommended data trading section in the in the Data Bucket app.
Data owners may open up the request to continue trading data. Data
owners can use the Data Bucket app to negotiate with the respective
data consumers regarding rewards, and the exact data to be traded
(e.g., data granularity, duration, etc.). We present some examples
later in the paper. Once the both data owner and the consumer is
agreed, a digital contract will be made.

Data market passes the authorization to gather data (as per the
agreement) to the Data Mill in order to perform data processing.
At the same time, data owners receive agreed reward. In the Data
Mill, personal data is processed in combined with the data gathered
from open data sources (e.g., public data such as weather). Once
completed, processed data is sent to the data oven in order to perform
further processing, analysis, and derive expected knowledge. At this
stage, data from multiple users are processed together.

— A story. You can think of the data consumer as a baker
(Joe the friendly baker). Let us assume he wants to make a
new coffee cake. He first build the recipe using his recipe book
(Data Studio). Once, he is happy with the recipe, he goes to the
market (Data Market) and buys coffee beans, wheat, sugar, eggs,
and all other ingredients (Data). Then, Joe goes to his village
mill (Data Mill) and rent three different milling machines that
are designed for different grinding requirements, one for wheat,
one for sugar, and one for coffee. Joe had to wait until few
other village men finish their grindings and release the milling
machines. Important rule in the mill is that each batch from each
customer need to be grinded separately. However, depending
on the grinding requirements, customers can pick a specialised
machine. Once all done, Joe takes all ingredients to his bakery.
He combines all the ingredients according the recipe he built
earlier. Joe bakes his cake in his oven (Data Oven) until he
satisfy with the outcome. Walaaa, coffee cake (insights) is ready
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Let us now walk you through the major user interfaces provided
in Data Bucket app in order to explain how a typical non-technical
user may participate with the S?aaS ecosystem. Our intention is
not to make the Ul designs perfect. Instead, we aim to envision the
high-level objectives of each screens. These interfaces allows us to
highlight challenges in user interaction design.

Figure 3.14 (a) shows the login screen of the data bucket app.
Data Bucket is the central account for data owners who interact with
the S?aa$ ecosystem. Each of the Data Bucket is registered with
one or more Data Markets. Once login, as shown in Figure 3.14
(b), a list of IoT products are shown. Data owners can click the IoT
solution they own and configure them. As shown in Figure 3.14
(c), Data Bucket app provides an interface for data owners to enter
their credentials related to each IoT solutions (e.g., login details
for the Fitbit account). Data bucket knows the exact data items
that a particular IoT solution can provide (e.g., Fitbit provides body
weight, physical activity, step count, body mass index, and sleep
duration). Data owners can select which data items they would like
to trade and several other preferences. Using the similar process,
data owners can connect different IoT solutions. As a result, Data
Bucket knows which data items are available for trade by each data
owner.

In a separate screen Figure 3.14 (d), data owners are provided
with list of recommended data trading offers. Broadly data trading
opportunities can be categorised into two, namely, 1) one-time, and
subscriptions. Once data owners decide to explore further with any
of the trading offers, they are provided with a secondary screen as
shown in Figure 3.14 (e). Data owners are provided with details on
a particular data-trading offer (who is the data consumer, what is
the intention, what analytics are used, how analytics are certified,
what knowledge is expected to derive, and so on). Data owners
can negotiation how much data they want to trade under which
conditions and how much reward they would expect in return.
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Figure 3.14: Data Bucket envisioned user experience

Once both parties agreed, details can be seen on different screen
as shown in Figure 3.14 (f). This screen allows data owners to claim
their rewards (see Figure 3.14 (g)) and cancel existing subscriptions.
One of the importance types of reward is actionable (useful) advice.
Instead of giving financial rewards, data consumers agree to provide
useful advice to the data owners through a designated app or through
the Data Bucket app’s insights screen as show in Figure 3.14 (h).

Typically, data owners are non-technical personal. Therefore,
above-mentioned user interfaces and interactions should be built in
such a way that they can be used with minimum technical knowledge.
The challenge is to evaluate data requests made by data consumers
and generate risk-reward analysis reports so the data owners can
make informed data trading decisions. Visually representing risk-
reward analyses in such a way that they are detailed enough for
data owners to be informed accurately, but simple enough to be
understood easily and quickly, is an important feature towards the
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success of the S?aaS model. One of the challenge is to determine
what information is important for each data owner when engaging
with data trading and how such information can be presented to
them.

Another challenge is to decide what kind of controls should
be given to data owners during both the negotiation and post-
trading stages. The data buying and selling processes should be
simple enough to take place repeatedly without requiring significant
amounts of input and time from data owners. Finally, what aspects
of a data trading transaction are negotiable and non-negotiable, is
also an important question. Baarslag et al. [21] has provided some
insights towards data trading negotiations.

Research Challenges — Data Interoperability and Integra-
fion. Some interesting research questions are:

e How to enable semantic interoperability among different
IoT products and services? For example, temperature
could be room temperature, body temperature, etc.

e How to develop techniques (e.g., mathematical models
that adjust data) to meaningfully process data collected by
the heterogeneity of devices with different specifications?
For example, reliability, accuracy may be different from
one product to another even though they may semantically
capture the same type of data (e.g., room temperature)?

e How to develop an ontology to capture all kinds of data
types and contexts within the data marketplace? What
are the existing ontologies that can be brought together to
develop this ontology?

Research Challenges — Privacy-aware Data Analytics.
Some interesting research questions are:

e How to build a library of privacy preserving techniques
that are generic enough so they can be reused for different
types of analytics tasks?

e How to develop a framework to evaluate and measure
strengths, weaknesses, applicability, computational re-
quirements (and other characteristics) of each technique?
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Edge Computing for Smart Cities

S%aa$ vision aims to create ‘rentable infrastructure’ where inter-
ested parties can gather IoT data by paying a fee for the infras-
tructure owners. SZaaS model primarily utilises the existing IoT
infrastructure which are being deployed to achieve a primary objec-
tive. Let us consider the following use-cases as illustrated in Figure
3.15. This use case can be considered as an extended version of the
data market we discussed in Figure 3.9.
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Figure 3.15: Data Market for Sensing as a Service in Smart City

e A shop may deploy a security camera system in order to pro-
vide security for its premises (primary objective). However,
such cameras (or the data captured by the cameras) can be re-
utilised (or re-analysed) to understand the consumer patterns
(e.g., analyse demographics such as age, gender, etc. of the
people who are passing by).

e A garbage bin may be fitted with sensors in order to monitor
and track garbage levels and to support resource management
(e.g., truck allocation, recycling facility demand monitoring
etc.). Same sensing infrastructure can also be re-utilised to
understand crowd in a given day (e.g., understand crowds
based on what they throw away).

Let us consider the following scenario as illustrated in Figure
3.16. There is game in the stadium on the weekend. A marketing
company, ExcellentMarketing, wants to understand the attending
crowds better to develop their promotional campaigns specifically
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Figure 3.16: Cloud initiated Sensing as a Service

targeting the spectators (market segment). Therefore, they may be
interested in collecting data such as demographics (age rages, gen-
der, sentiments, etc), movement, sentiments, buying behaviours, etc.
Through a broker, ExcellentMarketing aims to rent the infrastructure
over certain period of time (during the game day), so they can gather
the data in order to understand the crowd better. ExcellentMarketing
may be interested to gather variety of data from the streets. Different
sensors may be used to gather and infer different types of knowl-
edge: video cameras [demographics]; motion sensors: [number
counting, crowd movement identification]; environmental sensors
(e.g. temperature, wind, humidity): [identify any influencing factors,
buying behaviours, etc].

Knowledge engineering techniques (e.g., semantic technologies)
can be utilised to optimally orchestrate IoT resources to facilitate
users’ requirements. Such orchestrations should also respect user
preferences and while managing overall efficiency of the network.
In the above context, ExcellentMarketing may either interest in
gathering data in real-time (e.g., to enrich their promotion in real-
time) or in a differed manner (e.g., to enrich future promotional
campaigns). The orchestrations need to be performed accordingly
to support the two types of sensing requirements. In order to support
real-time sensing as a service, orchestration will be required to bring
more computational nodes together in order to process data at higher
rate to reduce latency. Due to high resource consumption (both
computation and network), ExcellentMarketing will be required to
pay a higher price.

One of the major challenges in edge computing is to reduce



3.5 Edge Computing for Smart Cities 95

network communication and latency. Knowledge engineering tech-
niques can be used to enrich edge nodes with intelligence (knowl-
edge), so they can make decisions by themselves reducing commu-
nication with the cloud. Orchestration also requires discovering IoT
resource (e.g. computational nodes, service, sensing capabilities,
etc.) efficiently in order to develop optimal plan at runtime. Knowl-
edge engineering techniques are also useful towards performing
adhoc resource discovery.

In the above use case, orchestration is triggered via a cloud
broker where the BestBrands makes its initial request. However,
there is another type of scenarios that could occur as follows where
the request initiated by one of the edge nodes. Let us consider the
scenario presented in Figure 3.17.

Bob is visiting a tourist attraction and he is interested in using
his augmented reality device (AR) (mobile phone, glasses, etc.) to
enrich his experience. He is interested in a rich experience, so he
would like to rent nearby IoT infrastructure to support the expe-
rience. His augmented reality device would discover the nearby
infrastructure to share the computation load (computation offload-
ing), so Bob’s own AR device can reduce its energy consumption.
As aresult, Bob can have longer experience. Bob’s AR device will
orchestrate the different computational tasks to differ nodes (e.g.,
download and process maps, weather information, audio narration,
translation, etc.). Such distribution of tasks will reduce the latency
and improve the Bob’s experience. Bob is happy to pay for this
rich experience. On the other hand, Alice is university student with
limited budget. She is less concerned about the experience, but she
needs to retain the mobile phones battery until she returns back to
the hotel. Based on her priority, the orchestration that Alice’s AR
device need to perform would be significantly different from Bob’s
orchestration. Alice may pay less than Bob, but her experience may
not as rich as Bob’s (e.g., latency, feature limitations).

In this scenario, request is initiated by Alice’s and Bob’s AR de-
vices (edge devices). As same as in previous scenario, orchestration
may need to consider contextual information. Candidate compute
nodes may not only have different computational and sensing ca-
pabilities, but they may also have other relevant resources already
with them. For example, the garbage bin may already have the map
in its local cache (that both Alice and Bob needs). Therefore, it is
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much efficient to assign map processing to the garbage bin node.
Similarly, there could be many considerations that the orchestration
algorithms need to consider (in addition to user preferences). Knowl-
edge engineering techniques (interoperability, semantics) can play
a significant role in edge orchestration activities. Even though ser-
vice composition for ubiquitous domain is well researched (though
mostly in simulations), they all assume nodes and the services are
inseparable and static [35].

In contrast, one of the main assumptions in S?aa$ is that in-
frastructure and associated resources are rentable, and the services
are separable from nodes. This means that assignment of services
into rented compute nodes happens dynamically. Such separability
allows to perform orchestration in a much fine-grained and opti-
mum manner. However, such separability also makes discovery
and orchestrating algorithms much more complex (due to increased
possibilities) than typical service composition. Therefore, new al-
gorithms will be required to tackle this challenge efficiently. In
additional to the rentable infrastructure already deployed across
cities, we envision that some service provider may deploy purpose
build devices (e.g., drones augmented with rentable infrastructure)
in high demand areas.

Research Challenges — Resource Orchestration. Some in-
teresting research questions are:



3.5 Edge Computing for Smart Cities 97

e How to develop algorithms to orchestrate edge resource
optimally to fulfil a given S?aa$S requirement?

o What would be the difference between cloud initiated and
edge initiated orchestration algorithms?

e What kind of knowledge is needed by the above algo-
rithms and how to store such knowledge in a resources
constrained distributed environments?

Looking Ahead

As we said very beginning of this book, we did not intend this book
to become a literature review. Our aims was to tell a story. The
storing of Sensing as a Service model and how we think it could be
built on top of the IoT infrastructure. In this book, we pitched the
S%aaS model in parallel to the today’s existing technologies so it
is easier for anyone understand. Despite the absence of thorough
literature review, we wanted this book to be useful for undergraduate
and postgraduate students as well as to the members of the scientific
community. Therefore, time to time we provided some important
references that could be useful for researchers in order to follow up
the state of the art research. More importantly we highlighted some
of the interesting research questions that need to be addressed in
order to build the S?aaS model. We invite you all to become a part
of this journey.
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