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Abstract

This study identifies the presence of human trafficking indicators in a UK-based
sample of sex workers who advertise their services online. To this end, we devel-
oped a crawling and scraping software that enabled the collection of information
from 17, 362 advertisements for female sex workers posted on the largest dedicated
platform for sex work services in the UK. We then established a set of 10 indicators
of human trafficking and a transparent and replicable methodology through which to
detect their presence in our sample. Most of the advertisements (58.3%) contained
only one indicator, while 3,694 of the advertisements (21.3%) presented 2 indicators
of human trafficking. Only 1.7% of the advertisements reported three or more indica-
tors, while there were no advertisements that featured more than four. 3, 255 adver-
tisements (19.0%) did not contain any indicators of human trafficking. Based on this
analysis, we propose that this approach constitutes an effective screening process for
quickly identifying suspicious cases, which can then be examined by more compre-
hensive and accurate tools to identify if human trafficking is occurring. We conclude
by calling for more empirical research into human trafficking indicators.
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Introduction

Over the last 20 years, human trafficking has become a major social issue for poli-
cymakers, practitioners, and academics. In 2008, According to the United Nations
Office on Drugs and Crime (UNODC), only 98 countries (out of 155) had enacted
laws criminalising human trafficking (UNODC, 2008, p. 22). Conversely, as of
August 2018, 168 countries, out of a total of 181, had passed laws criminalizing
trafficking in persons (UNODC, 2018, p. 45). Academics have also paid increas-
ing attention to this topic (Wen et al. 2020). Indeed, in a systematic review of the
sex trafficking-related literature, Wen et al. (2020, p. 372) found that while between
1982 and 2003 less than twenty articles were published on ‘human trafficking’, ‘sex
tourism, ‘sex slavery’, and ‘child prostitution’, a total of 334 papers were published
between 2004 and 2018.

The opportunities presented by the internet for selling and buying sex has
created a new line of research on human trafficking. From 2010 onwards, several
studies have examined sex workers’ online advertisements to discern human
trafficking patterns. This type of research is popular among computer scientists due
to the digital nature and volume of the data (e.g. Ibanez and Gazan 2016; Ibanez
and Suthers 2014; Wang et al. 2012; Alvari et al. 2017) but also among social
scientists (Latonero, 2011; Skidmore et al., 2018). US-based studies that used data
from backpage.com and craiglist.com dominate extant literature in this field (e.g.
Latonero 2012; Alvari et al. 2017; Hultgren et al. 2018; Shahrokh Esfahani et al.
2019). Only one study (Skidmore et al., 2018) used non-US based data, utilising
manual data collection methods and coding, which resulted in a small sample size
and limited geographical coverage. One must be cognisant of the fact that human
trafficking is a heterogeneous phenomenon, whose features vary according to its
location. Hence, human trafficking in the US may vary considerably from Europe
and the UK, in terms of traffickers themselves, victims, trafficking flows and
governmental responses.

This study builds on extant literature on internet-trafficking by exploring the pres-
ence of human trafficking indicators on the largest dedicated platform for sex work
services in the UK. Specifically, we developed and identified the presence of ten
indicators in a sample of 17, 362 advertisements for female sex workers. This paper
adds to the emergent body of work on the nexus between human trafficking and
digital technology by (1) extending, for the first time, the analysis across the entire
breadth of the UK, by developing a web crawling and scraping software to automati-
cally collect and store relevant information from the largest dedicated website for
sex worker advertisements; (2) developing a transparent and replicable methodology
for detecting the presence of ten indicators of human trafficking within our sample.

The paper is structured as follows. The next section reviews extant literature on
the internet-human trafficking nexus. The third section presents the research aim and
scope, while section four outlines data and methods. Section five reports the results,
which are then discussed in section six. The article concludes by delineating the
implications of the study for future research.

@ Springer



Trends in Organized Crime

Sex markets, online data, and human trafficking

According to some studies, digital technologies facilitate and support traffickers
to exploit sex workers (Latonero, 2011; Skidmore et al., 2018). Traditionally,
traffickers were forced to conduct their activities underground to minimise their
risks. The advent of internet advertising presents an opportunity for traffickers
to reach a wide audience, while, simultaneously, maintaining a low profile
(Dubrawski et al., 2015; Skidmore et al., 2018). Hence, online advertising can
increase exploiters’ profits and reduce their risk of detection.

Given this threat, scholars have developed two alternative approaches for iden-
tifying human trafficking patterns by analysing online advertisements. The first
approach involves identifying trafficking indicators within online sex workers’
advertisements. The rationale for this approach is that the presence of indica-
tors of trafficking can enable the identification of suspicious advertisements or
potential cases of human trafficking (Bounds et al., 2020; Ibanez & Gazan, 2016;
Ibanez & Suthers, 2014; Latonero, 2011; Skidmore et al., 2018). For instance,
Ibanez and Gazan (2014) identified seven indicators of online sexual exploita-
tion, including different ages and aliases reported across multiple advertisements,
reference to specific nationalities/ethnicities, frequent movement to different loca-
tions, or the fact that the sex worker only provided in-call services. Their results
showed that 82% of Hawaii’s Backpage escort advertisements contained one or
more indicators of human trafficking.

The second approach uses machine learning, data scraping and mining, as well
as natural language techniques to discern human trafficking patterns by automati-
cally collecting information from websites dedicated to advertising sex work-
ers’ services (Alvari et al., 2016, 2017; Burbano & Hernandez-Alvarez, 2017,
Dubrawski et al., 2015; Hultgren et al., 2018; Portnoff et al., 2017; Szekely et al.,
2015; Tong et al., 2017; Whitney et al., 2020). The machine learning algorithm
is trained to discern between suspicious and non-suspicious advertisements based
on different information. This can include common indicators of human traffick-
ing, such as specific language patterns — e.g. use of first-person plurals (i.e. ‘we’)
or third-person pronouns (i.e. she, they) — or a high degree of similarity in the
wording of advertisements. For instance, Portnoff and colleagues (2017) devel-
oped a machine learning classifier that uses stylometry to distinguish whether
advertisements are written by the same person or different people. These stud-
ies ordinarily refer to a so-called ‘ground truth’ to assess the accuracy of their
classifiers for discerning between possible cases of human trafficking and genu-
ine advertisements for sex workers. Ideally, this would be a database of known
exploited sex workers, but given the absence of such a database the authors
adopted alternative approaches, such as using so-called hard identifiers (e.g.
phone numbers) or human annotators. For instance, Portnoff et al. (2017) used
phone numbers and email addresses as ground truth authorship. In this case, the
classifier is considered to be 100% accurate if it identifies as ‘cases of human
trafficking’ those advertisements that include the same phone number or email
address. Conversely, other authors (Alvari et al., 2016, 2017) relied on human
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trafficking experts to label advertisements as either being ‘of interest’ or ‘not of
interest’ as ground truths for testing their classifiers.

These studies exploiting information from sex workers’ advertisements intro-
duced a new approach to studies of human trafficking, in turn, producing new and
large datasets as well as sophisticated analyses about a hidden and hard to reach
population. However, there studies are not without methodological limitations.
Firstly, some of these studies overstate their scope, insofar as they claim to be able
to identify online victims of human trafficking or cases of exploitation. For instance,
one of the aims of Skidmore et al.’s study (2018, p. 212) was to ‘estimate the extent
to which seemingly independent sex workers in the off-street sex trade are controlled
or managed.” These misleading claims about being able to detect human trafficking
are also reflected in the titles of some of these studies: ‘Detection and Characteriza-
tion of Human Trafficking Networks Using Unsupervised Scalable Text Template
Matching’ (Li et al., 2018, p. 3111), ‘Semi-supervised learning for detecting human
trafficking’ (Alvari et al., 2017, p. 1) and ‘Ensemble Sentiment Analysis to Identify
Human Trafficking in Web Data’ (Mensikova & Mattmann, 2018, p. 5). Despite their
claims to the contrary, none of these studies is capable of identifying human traf-
ficking or estimating how many sex workers are being exploited, managed, or con-
trolled. That is to say, the presence of multiple indicators does not constitute proof
of trafficking. An advertisement can use third-person pronouns, be similarly worded
to other advertisements, allude to underage sex workers and include a phone number
cited in other advertisements, but this does not prove with any degree of certainty
that human trafficking is occurring. As some studies underscore (e.g. Volodko et al.
2020; Bounds et al. 2020; Dubrawski et al. 2015), at best, such research can simply
flag up suspicious advertisements that deserve closer attention from law enforce-
ment and practitioners. What it cannot do is identify cases of human trafficking.

The second problem concerns the selection of human trafficking indicators. In
several cases, the selection of indicators appears arbitrary and based on authors’
assumptions, rather than on empirical evidence or established indicators. For
instance, Alvari and colleagues (2016, 2017) cited the presence of a link to an exter-
nal website as being an indicator of human trafficking, insofar as it was suggestive of
‘a more elaborate organization’. To support their rationale, the authors also explic-
itly referenced Kennedy’s study (2012), who claimed to have developed this indica-
tor based on unspecified guidance from law enforcement experts. Similarly, Ibanez
and Gazan (2014) consider ‘references to ethnicity or nationality’ within advertise-
ments as a ‘virtual sex trafficking indicator’ without any explanation of how explicit
references to nationality, irrespective of the country of origin, can aid the identifica-
tion of human trafficking victims.

The third problem concerns the operationalisation of some of these indicators,
which in some cases appears to be discretional and arbitrary. For instance, Skidmore
et al. (2018) classified a low-level of English proficiency as an indicator of human
trafficking. While we agree that this indicator can be expedient for identifying sus-
picious advertisements, and, indeed, several human anti-trafficking organisations
deem it to be an indicator of human trafficking (Home Office, 2016; Polaris Project,
2012; UNODC, 2020), its practical operationalisation is problematic to say the least.
Indeed, it is unclear precisely what constitutes either ‘good enough’ or a poor level
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of English proficiency for the authors, who cite no quantifiable or objective stand-
ard, but rather base their determination solely on their own subjective judgement,
which is scarcely reproducible.

Alongside these three limitations in extant literature, it is also worth noting that
there is only one non-US study (Skidmore et al. (2018), on the use of online sex
advertisements to identify indicators of human trafficking. This study identified the
presence of certain human trafficking indicators in a sample of 795 profiles adver-
tising sexual services in the south-west of England between July and August 2015.
They found that 73 of the profiles (9.2%) cited a phone number that was identical
to at least one other sex worker. Via these phone numbers, the authors were able to
identify 31 discrete groups comprising between two to five sex workers. This is hith-
erto the only study to use alternative data sources to the traditional backpage.com
and Craiglist.com.

However, Skidmore et al.’s (2018) analysis is limited by their reliance on a man-
ual approach to extracting data from advertisements, which restricted their focus to
a limited geographical area due to the intense labour involved. Moreover, replicating
their study is either impossible, given the subjective operationalisation of certain
indicators, or simply too labour intensive to be extended across an entire country.
Consequently, there are no country-wide studies examining the presence of human
trafficking indicators outside of the US via the use of automated-data collection
methods. Automating data collection, in conjunction with conducting a more critical
analysis of human trafficking indicators, is expedient for producing both large data-
sets and a better understanding of the complexity of human trafficking.

The current study

This study builds on extent literature on internet-trafficking by examining the pres-
ence of human trafficking indicators in a sample of UK-based sex workers. More
specifically, we developed crawling and scraping software that enabled us to col-
lect information from 17, 362 advertainments of female sex workers posted on the
largest dedicated platform for sex work services in the UK. Compared to previous
studies, we established a set of ten indicators deriving from the UNODC indicators
of human trafficking (UNODC, 2020). Although empirical research in this area is in
its infancy, the UNODC’s indicators — which are mostly based on expert opinions
— are similar to those of other organisations, such as the Home Office (2016) and the
Polaris Project (2012), in part because developed starting from the UNODC'’s list of
human trafficking indicators.

Our approach assumes that the presence of multiple indicators of human traffick-
ing is helpful for flagging-up suspicious advertisements that warrant further atten-
tion. The higher the number of indicators in an advertisement, the more suspicious
it is deemed to be. Although it cannot categorically identify human trafficking cases,
it can guide, and prompt the use of more comprehensive and accurate tools to assess
whether human trafficking is occurring. As such, professionals — whether they are
healthcare, social work, public health, or law enforcement professionals — can use
this approach to determine if further screening for potential human trafficking is

@ Springer



Trends in Organized Crime

4,000

3,500

3,000

2,500

2,000

1,500

Number of advertisements

1,000
500

0
2003 2005 2007 2009 2011 2013 2015 2017 2019

Fig. 1 Number of new advertisements each year

required, based on the number of indicators found in an advertisement. This would
help professionals to prioritise their limited resources and protect legitimate sex
workers from unwanted police attention (Teela Sanders et al., 2020).

Methodology
Data and procedure

We sourced data from a popular multi-service adult entertainment platform in the
UK. The platform offers several services, including webcam shows, instant mes-
sages and clients’ reviews, but the provision of advertising space for sex workers
is its principal function. Since launching in 2003, there has been a steady increase
in the number of sex workers’ advertisements. As Fig. 1 shows, between 2003 and
2011 there were no more than 500 new advertisements each year. This number dras-
tically increased after 2010, culminating in 3,908 new sex workers advertising their
services in 2019. This website is now considered a market leader in the UK, given
its popularity and capacity to offer a range of services (Stewart Cunningham et al.,
2018; Teela Sanders et al., 2018).

While the advertisements are heterogeneous in terms of structure and content,
most provide: demographic information about the sex worker (e.g. town where they
are active, nationality, age, etc.), information on their physical appearance (e.g.
height, hair and eye colour, etc.), sexual orientation (e.g. bi-sexual, heterosexual,
etc.), sexual services provided, and pricing. Moreover, most advertisements have
free text spaces that the sex workers use to introduce themselves, a public and pri-
vate gallery to post pictures and videos, and an ‘interview’ section where sex work-
ers provide more details about themselves and their services.
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We developed a crawling and scraping software to collect this information from
the platform. The software automatically accesses, crawls, fetches, and stores infor-
mation from these advertisements in a database. The data analysed in this study
were collected between the 1* and 7" of February 2020.

Overall, we collected 25, 056 sex workers’ advertisements, i.e., all the profiles
that were active at the at the time of the data collection. In accordance with previ-
ous research (Alvari et al., 2016; Dubrawski et al., 2015; Skidmore et al., 2018),
this study solely focused on female sex workers selling services to male clients, and
removed advertisements that solely concerned online sex practices. We excluded
male sex and online exploitation due to the relative dearth of literature in both these
areas.

As Fig. 2 shows, most of the sex workers offered some form of offline face-to-
face services: 44% of the advertisements offered in-call services (i.e. the client visits
the sex worker), while 38% offered out-call services (the sex worker visits the cli-
ent). Conversely, some advertisements offered both offline and online services (SMS
chat, webcam and phone chat), while a small number of sex workers solely offered
online services. Overall, there were 2, 532 advertisements offering SMS chat (8%),
2, 116 offering webcam services (7%) and 1, 164 offering phone chat services (4%).
Our final sample included 17, 362 advertisements by female sex workers providing
offline sex services to male clients.

Indicators of human trafficking

This study aims to identify indicators of human trafficking for the purposes of sexual
exploitation in our sample of sex workers’ advertisements. These indicators were
developed through recourse to the UNODC indicators, which include 36 general
indicators of human trafficking, and 19 specific indicators of sexual exploitation.
(UNODC, 2020).
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In total, we developed a list of 10 different operational indicators to apply to our
data, two of which were designed to identify the sexual exploitation of minors. We
began by attempting to associate the UNODC indicators with the information in
the advertisements. For instance, one of the UNODC indicators of sexual exploi-
tation is that ‘There is evidence that groups of women are under the control of
others’(UNODC, 2020, p. 2). We operationalised this specific indicator by searching
for information that indicated the presence of a third-party who was controlling sex
workers. For instance, if more than one advertisement cited the same contact num-
ber, we considered this to be indicator of human trafficking, insofar as it may signal
that the sex worker was controlled by others.

Unfortunately, in several cases we were not able to operationalise certain
UNODC indicators of human trafficking with the data in the advertisements, such as
‘Show fear or anxiety’, ‘Feel that they cannot leave’, ‘Have limited contact with their
families or with people outside of their immediate environment’. (UNODC, 2020,
p- 1). The information in the advertisements did not allow for inference about sex
workers’ social or family interactions, their level of trust in authorities, or anything
regarding their feelings. Therefore, from an initial list of 59 indicators, we narrowed
this down to ten operational indicators Table 1 summarises these indicators. As the
tables shows, indicators I1-I8 are based on the UNODC indicators of human traf-
ficking (2020). Indicators I9 and I10, instead, were specifically designed to identify
the sexual exploitation of minors and were based on previous literature (Alvari et al.,
2016; Ibanez & Gazan, 2016). It is also worth to note, that indicators I1, 12, and 13
refer to the same dimension of exploitation, although they are operationalised in a
different way.

Below, we present the indicators used in this study. We coded each indicator
as ‘1’ if present and ‘0’ if absent. Finally, we coded a lack of information as ‘0’.
Appendix 1 describes in more depth how we operationalised them, while all data
used in the analysis are available on Figshare.

11: Use of third- or first-person plural pronouns. We classified those advertise-
ments that used first-person plural pronouns (i.e. we) or third-person pronouns (i.e.
she, they) as signalling a potential risk of exploitation. The presence of these pro-
nouns can indicate that a third-party has written the advertisement, thus putting the
sex worker at a higher risk of being controlled by others (UNODC, 2020, p. 2). To
this end, we used computational linguistics (i.e. grammatical tagging) to identify
verbs, pronouns and adjectives used in the advertisements’, based on their definition
and context (see Appendix 1 for more details).

I2: Same phone number used in more than one advertisement. We flagged-
up advertisements that cited the same phone number, as this can signal that a sex
worker is being controlled by others (UNODC, 2020, p. 2), and is one of the most
commonly used indicators of human trafficking in extant literature (Latonero, 2012;
Portnoff et al., 2017; Skidmore et al., 2018). To reduce the collection of sensitive
information and ensure the anonymity of the sex workers, we developed a web-
scraper software that automatically transformed phone numbers into a hash (i.e. an
alphanumerical code) via an algorithm. We also manually inspected those advertise-
ments citing identical phone numbers to remove cases where the same sex workers
had multiple accounts.
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13: High degree of similarity between sex workers’ advertisements. We used
Natural Language processing (McMahon & Hansen, 2018) to identify the similar-
ity between advertisements. If two advertisements were highly similar, then it is
possible that the same person wrote them, which may signal that two sex workers
could be under the control of others (UNODC, 2020, p. 2). Appendix 1 provides a
more detailed discussion of this method.

I4: Sex workers offering risky or violent sexual services. According to UNODC
indicators of human trafficking, those sex workers who have unprotected or vio-
lent sex, or who cannot refuse unprotected or violent sex, are at a higher risk
of exploitation (UNODC, 2020, p. 2). Based on this, we drafted a list of all the
services offered by the sex workers in our sample and identified those advertise-
ments offering unprotected or violent sex practices. These practices encompassed
oral sex without protection, cim (abbreviation for oral ejaculation), receiving
domination, receiving BDSM (i.e. bondage, discipline, dominance, submission,
and sadomasochism), swallowing, receiving humiliation, receiving fisting, bare-
backing (i.e. sex performed without a condom) and unprotected sex. All these sex
practices involve some form of violence or unprotected sex, increasing the risk of
the sex workers contracting sexually transmitted infections.

15: Advertisements promoting inexpensive sex services. The fifth indicator
pertains to the pricing of sex services. Specifically, we identified those adver-
tisements where the advertised price was lower than £50 for outcall services and
lower than £25 for in-call services as signalling risk of exploitation. This opera-
tional indicator was based on the UNODC indicator that victims of human traf-
ficking ‘Receive little or no payment’. We identified low outliers by drawing upon
an interquartile range analysis. Appendix 1 provides more details about how we
identified low outliers (Table 2). It is worth to note that the price requested in the
advertisement may not correspond to the earnings of victims of human traffick-
ing. In fact, victims of human trafficking can request an amount of money above
the threshold indicated, but still receive little or no payments. Despite this, the
economic analysis is still able to flag up those cases where a traffickers can force
sex workers to keep their prices low while increasing the pool of potential clients
thanks to the more competitive prices.

16: Sex workers moving frequently between several locations. Based on UNODC
indicators, we also flagged-up sex workers that moved frequently between places
based on what reported in their advertisements (UNODC, 2020, p. 2). To achieve
this, we identified sex workers that reported travelling to different geographical areas
and staying there for less than five days, e.g. if they are in Location A at ¢}, and then
in Location B at ¢, + 3 days. The 5 days threshold was calculated according to the
average number of days spent in each location by sex workers that were on tour.

17: Sex workers moving to different locations along with other sex workers. Like
the previous indicator, this also tracked sex workers’ movements, namely whether

Table 2 Interquartile Analysis MIN MAX Q1 Q3 IQR e Q3+e Ql—e

INCALL  £30 £1500 £100 £150 £50 £75 £225 £25
OUTCALL £20 £4500 £140 £200 £60 £90 £290 £50
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multiple sex workers displayed the same movement patterns, i.e. if they moved from
Location A to Location B in the same day. According to the UNODC, living or trav-
elling in groups is a sign of possible exploitation.

18: Sex workers offering in-call services only. This indicator concerns those
advertisements that offered in-call services only, i.e. when the client visits a sex
worker. This may indicate that sex workers are unable to leave their premises, thus
highlighting cases where sex workers’ movements are restricted (UNODC, 2020).

19: Advertisements using words that allude to the youthful characteristics of the
sex workers. This indicator relates to the sexual exploitation of minors. While adver-
tisements cannot report that sex workers are younger than 18 years-old, they can use
words alluding to them being underage. Hence, based on prior research, we identi-
fied advertisements that used the following words ‘young’, ‘teen’, ‘petite’ and ‘tiny’
(Alvari et al., 2016; Ibanez & Gazan, 2016).

110: Stating a dress size typical of underage women. This indicator also aims to
flag-up cases of underage sexual exploitation, by identifying those advertisements
that stated that the sex worker was a size 4 (the smallest dress size reported), which
is a particularly small size that is more typical of very young women.

It is worth noting that this analysis is only able to identify indicators based on
what is reported in the advertisements. However, we are cognisant that there might
be a disparity between these advertisements and actual reality. For instance, sex
workers might state one price in their advertisements, but charge a different price
to clients; or they may promise unprotected sex, but later decline. Moreover, sex
workers can provide false information about their age, ethnicity, and so on. Hence,
it would be more accurate to say that we can derive the presence of these indicators,
but not ‘observe’ their presence.

Finally, the operationalisation of some of these indicators required setting a
threshold beyond which we would consider the indicator to be present. This means
that we had to dichotomize certain continuous variables, such as in the case of I5,
i.e. price. We did this based on specific statistical procedures (I5) or in line with
previous literature (I3). We also considered the option of using alternative scales
(e.g. low, medium, high), but given the presence of some strictly binary indicators
(I2), we rejected this option. Finally, given the exploratory nature of this study, it
was decided that a binary scale would be better at showing the prevalence of these
indicators.

Ethics

The study was reviewed and approved by the Social Science Research Ethics
Committee at Cardiff University (SREC/3197). Ethical considerations were
paramount in this project, and thus three principles governed the study (1) data
collection was acceptable insofar as the data was public; (2) data collection
and analysis did not raise the possibility of harm to any party; (3) no individ-
ual identifying information would be collected or revealed at any stage of the
research process.
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Fig.3 Number of sex workers” advertisements in each region in the UK

We collected the data from an openly accessible website dedicated to sex work
services. Advertisements are easily searchable and retrievable for anyone, as users
do not need to create an account to access them.

To collect data from these advertisements, we developed a web crawling and
scraping software. Contrary to manual data collection, the crawling and scraping
software allows for a higher level of privacy by anonymising specific parts of the
website. For instance, although the website included identifiable information such
as sex workers’ phone numbers,' this was not collected. Phone numbers were trans-
formed into an alphanumerical code which made it impossible to relate the informa-
tion to an identifiable natural person. Other personal information that could identify
sex workers, such as profile pictures, were also not collected.

Results
Overview of the online sex market in the UK

Our sample of 17,362 advertisements comprises sex workers from over 130 coun-
tries, including from every European country and every continent. Despite the het-
erogeneity of the sample, this variable follows a Pareto distribution, in the sense that
a handful of nationalities account for most of the sex workers, while the remaining
countries account for a much smaller number. In fact, five countries account for 85%
of the sample — UK (62%), Romania (10%), Brazil (7%), Poland (4%) and Hungary

! We define identifiable information as ‘any information relating to an identified or identifiable natural
person’.
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(3%) — while the remaining 50 other nationalities combined do not make up 1% of
the sample.

Figure 3 shows the concentration of sex workers’ advertisements across the
UK. As expected, with 4, 313 advertisements (24.8%), London is the area with
the highest number of sex workers, followed by the South East (2, 149; 12.4%)
and North West (1, 908; 11.0%) of England. Scotland, Wales and Northern Ire-
land make up 1, 103 (6.4%), 590 (3.4%), and 92 (0.5%) of the advertisements,
respectively. Our sample includes sex workers aged from 18 to 72 years-old (see
Fig. 4). The average age is 32, while the most reported age is 25 (6.3% of cases).
319 cases reported their age as 18 or 19. One in 5 sex workers in the sample are
over 40.

Presence of human trafficking indicators.

Figure 5 shows the number of indicators observed within each advertisement.
The average number of indicators observed per advertisement is 1.1. Most advertise-
ments (58.63%) present only one indicator. 3, 634 advertisements (20.93%) report
two indicators of human trafficking, while 3, 301 advertisements (19%) do not con-
tain any of the identified indicators. Very few advertisements contain more than two
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14 - Risky sex services 70.60%
I8 - In-call only GG 27.96%
19 - Youthful words WM 3.70%
I3 - Similar ads W 1.17%
16 - Frequent movement B 1.03%
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Fig. 6 Presence of each of the human trafficking indicators within sex workers’ advertisements

indicators. 242 advertisements (1.49%) display 3 indicators, while 6 contain four.
No advertisements contain more than four indicators of human trafficking.

Figure 6 shows the distribution of the ten human trafficking indicators, ranging
from those with the highest prevalence to the lowest. The indicator that occurs
most often — 12, 258 (70.6% of the sample)—is number 4, that is, providing risky
or violent sexual services, while the second most common indicator is the provi-
sion of in-call services from sex workers (/8), which occurred in 4, 855 advertise-
ments (27.96%).

After 14 and I8, there are only two indicators that occur in more than 1% of the
sample. /10, which is designed to flag-up possible cases of underage sex workers,
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Fig. 7 Indicators co-occurrence matrix. Count (left) and percentage (right)

is found in 643 (3.7%) advertisements. I3, which identifies advertisements that dis-
play a high degree of similarity, is found in 1.17% of the sample. Overall, 116 sex
workers have a profile description that is so similar to other advertisements that it
suggests they have been written by the same person. It is worth reminding the read-
ers that this indicator aims to identify if ‘there is evidence that groups of women are
under the control of others’ (UNODC, 2020, p. 2).

All the other indicators of human trafficking show an incidence below 1%. 12, the
use of the same phone number in more than one advertisement, which is one of the
most common indicators used in the exploration of the internet-trafficking nexus, is
present in 141 advertisements, which amounts to 0.8% of the sample. Only 98 sex
workers report having a dress size of 4, which is often associated with underage
women.

16, 11, I7 and I5 have an extremely low incidence, proximate to 0%. During the
period of data collection, there were only 59 sex workers (0.3%) that moved across
different locations and stayed in each one for less than 5 days (I6). There are only
12 advertisements using pronouns suggestive of a third-party, e.g. a trafficker, writ-
ing the advertisement on the behalf of the sex worker (/7). Similarly, only 11 sex
workers display patterns of movement that overlap perfectly with those of other sex
workers. This suggests that the number of sex workers travelling in groups, a possi-
ble indicator of exploitation according to UNODC (2020), is extremely low. Finally,
merely four advertisements are clear outliers, insofar as the sex workers were charg-
ing less than £25 per hour (15).

Figure 7 provides a co-occurrence matrix of the indicators included in this anal-
ysis, namely the simultaneous presence of two indicators within the same adver-
tisement. Given the low incidence of several indicators in our sample, it is worth
noting that many cells report a value of 0. Just over half (24) of the 45 potential
co-occurrences have two or more indicators in an advert. The highest co-occurrence
is between offering in-call services (I8) and the provision of unprotected or violent
sex (I4): this takes place 3, 230 times, i.e. in 23% of the sample. This is followed by
the co-occurrence of /4 and 19: 489 advertisements (3.54%) refer both to youthful
characteristics and the provision of risky sex services.
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Some indicators refer to the same dimension of exploitation. For instance, 79
(i.e. advertisements using words that allude to the youthful characteristics of the
sex workers) and 770 (dress size typical of underage women), both of which aim to
highlight cases of underage sex workers, are both contained in 15 advertisements
(0.11%).

Similarly, only 3 advertisements show a particularly high degree of similarity in
terms of their content (/3) and cite the same phone number (I2), thus suggesting that
very few cases meet the UNODC indicator ‘There is evidence that groups of women
are under the control of others’. Finally, in only 3 cases is there both I7 (movement
between different locations along with other sex workers) and 16 (frequent move-
ment between different locations), which also indicates a lack of organised coordina-
tion in sex workers’ movements.

Discussion

This study finds that despite the media hype and attention generated by previous
studies in this area (Latonero, 2011; Malo, 2018; Martin & Hill, 2019), there were
few indicators of sex trafficking in our dataset. Among a total of 17, 362 sex work-
ers’ advertisements, there were only 18, 404 indicators identified, which corre-
sponds to only 11% of the indicators that could have been present in the sample.
While many advertisements reported at least one indicator, few advertisements con-
tained multiple indicators. No advertisements had 5 or more indicators and only 11
contained 4 indicators. Most sex workers’ advertisements (58%) displayed only 1
out of a total of 10 different indicators of human trafficking. In comparison, (Ibanez
& Suthers, 2014) found that 15% of the advertisements (N =216) they examined had
four or more indicators. Similarly, Skidmore et al. (2018) reported that all the groups
in their analysis, i.e. sex workers connected to a unique phone number, presented at
least some indicators. Although these studies are not wholly comparable due to dif-
ferences in the datasets, methodology and selected indicators, they indicate a higher
concentration of human trafficking indicators than we observed. We also want to
underscore that our analysis found only two indicators that showed a high incidence,
namely: /4 — offering unprotected and/or violent sex; and I8 — providing in-call ser-
vices only. However, interpreting these two indicators is not straightforward.

While it is likely that victims of sexual exploitation cannot refuse to perform cer-
tain sex services, it is also true that many independent sex workers offer risky sex
services. Unprotected sex is in high-demand among clients and thus offers an eco-
nomic premium to those sex workers willing to provide it (Eccles & Clarke, 2014;
Gertler et al., 2005; Quaife et al., 2019). As aforesaid however, this indicator is
solely based on advertisements, and sex workers may refuse to perform unprotected
or violent sex when meeting clients. Similarly, the provision of in-call services only,
which can signal that sex workers’ movements are being controlled or limited, calls
for a critical analysis of how precise it is in terms of discriminating between real
cases of human trafficking and independent sex workers. One could argue that while
exploiters can force sex workers to only offer in-call services to limit their independ-
ence, sex workers can also independently make this decision, insofar as not meeting
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clients in unfamiliar locations limits their exposure to risk. Hence, while these two
indicators can highlight suspicious cases, they can also overestimate potential cases
of human trafficking.

Interestingly, the three indicators used to proxy the presence of possible traffick-
ers showed a low prevalence and were not correlated. There were 12, 140 and 178
advertisements that reported I/, I2 and I3, respectively. I2 (same phone number
cited in more than one advertisement) and /3 (high degree of similarity between sex
workers’ advertisements) co-occurred in only 2 advertisements. Conversely, we were
able to identify that 140 sex workers were associated with 30 phone numbers. As
Fig. 8 shows, the distribution of sex workers connected to the same phone number
varied from a minimum of 2 to a maximum of 15. Half of the phone numbers (i.e.,
15) had only 2 sex workers associated with it. However, it is interesting to note that
there were groups with up to 15 (2 groups), 12 (1 group), 11 (1 group) and 10 sex
workers (1 group) linked to a unique phone number. While we agree that multiple
advertisements citing the same phone number raises suspicions and warrants further
attention, we do not believe this constitutes a ‘hard identifier’ of sexual exploitation.
Indeed, it is possible that independent sex workers freely decide to work ‘together’
and share a phone number, or that escort agencies and massage parlours also use
this platform to advertise sex workers’ services. While the same sex worker could
have multiple advertisements, we checked for duplicates and can thus exclude this
hypothesis. Once again, although potentially useful for detecting suspicious cases,
this indicator also potentially encompasses cases involving genuine and independent
sex workers.

The two indicators concerning sex workers’ movements, /6 and 17, also showed a
low prevalence. There were 178 sex workers moving frequently between places, and
only 11 sex workers moving in groups to the same location; they both co-occurred in
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3 advertisements. While these indicators can be expedient for tracking some interest-
ing human trafficking patterns, their presence or absence, deserves further attention.
While movement-related indicators can correctly flag-up suspicious advertisements,
they can also identify independent sex workers attempting to maximise their profits
by moving to different locations (Teela Sanders et al., 2018). Conversely, exploited
sex workers may remain in the same location for extended periods.

Finally, only a few advertisements used words alluding to youthful characteris-
tics (19) or a dress size associated with underage girls, 643 (3.7%) and 98 (0.56%),
respectively. Although these indicators may flag-up cases of underage sex workers,
these advertisements could also merely be a genuine or deceitful response to the
desire for youthfulness within the commercial sex industry. In their study of the UK
sex market, Cunningham et al. (2018) showed that several advertising platforms now
use stringent verification procedures to verify sex workers’ identities, such as requir-
ing a personal ID or proof of residency. However, this primarily targets migrant sex
workers to ensure they are eligible to work (and to mitigate against the risk of police
raids in response to Home Office pressures on illegal migration). It remains unclear
if this approach is used to prevent underage people from joining these platforms.

There are two important findings emerging from this study. Firstly, that the
examined platform does not contain many suspicious advertisements. While there
are many advertisements presenting at least one indicator, a small percentage of the
advertisements (1.70%) report three or more indicators, while none present more
than 4 indicators. In recent years, several sources have noted how criminal organi-
sations make use of digital platforms like advertising websites (Ibanez & Suthers,
2014; Latonero, 2011; Skidmore et al., 2018). Although traffickers use these tech-
nologies, many independent sex workers also use them for legitimate purposes.
There is little to no evidence that these platforms can facilitate sexual exploitation,
while it remains unproven that without such platforms, victims will no longer be
exploited. Rather, there is mounting evidence that these platforms have positively
impacted upon the sex market, by helping sex workers reach large numbers of cli-
ents, build their reputation, avoid risks associated with street sex work (e.g. arrests
and violence), and aid them in performing preliminary checks on clients (Scott
Cunningham & Kendall, 2011; Stewart Cunningham et al., 2018). Most studies on
online sex work agree that the internet has had an overall positive impact on the sex
market (Scott Cunningham and Kendall 2011; Campbell et al. 2018; Sanders and
Platt 2017; Sanders et al. 2019). Shutting down websites advertising sex workers’
services due to concern over traffickers’ use of them has two potential negative con-
sequences. First, traffickers can easily move to alternative platforms and continue to
advertise trafficked sex workers (Heil & Nichols, 2014; Volodko et al., 2020). Sec-
ond, it can further marginalise legitimate sex workers who lose out on the benefits of
these platforms, and push them into more risky settings.

Perhaps more importantly, one of this study’s main findings concerns the elusive
nature of human trafficking indicators. While Volodko et al (2020) posit that some
indicators are more useful than others, we find that it is hard to conclude which
of these indicators are sufficiently reliable for identifying human trafficking given
the dearth of empirical research in this area. This introduces the problem of ‘false
positives’ and ‘false negatives’. False positives are advertisements identified by an
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indicator as signalling human trafficking, but which in fact are not. False negatives
comprise actual cases of human trafficking that are not flagged-up by an indicator.
Our approach is likely to suffer from both false positives and false negatives. For
instance, I4 identified around 70% of sex workers’ advertisements in our sample,
insofar as most of them reported performing some form of violent or risky sex prac-
tices. It is likely that many of these were false positive cases, which does not mean
that /4 is not a useful indicator of online human trafficking. While not of all those
identified are victims, arguably all victims of human trafficking are forced to per-
form risky sex practices. Conversely, there are some indicators that can overlook
instances of human trafficking. For instance, 16—Sex workers move to different loca-
tions along with other sex workers, overlooks all cases of exploitation in which vic-
tims are not trafficked between different places, and thus probably under-identifies
cases of human trafficking.

False positives and false negatives raise problems in terms of developing inter-
ventions based on this approach. If we decided to administer more comprehensive
screening tools targeting those advertisements that presented at least one indicator,
then this would likely be overkill and ineffective. Here, as with other studies, most
sex workers’ advertisements contained at least one indicator of human trafficking,
and, hence, administering more precise tools to all of them would be unfeasibly
expensive. Conversely, targeting those with multiple indicators would only increase
the number of false negatives. In fact, the higher the number of indicators chosen,
the higher the number of false negatives there would be. This means that practi-
tioners should set a threshold on the number of indicators that are required before
engaging in more targeted interventions. Basing this threshold on sound empirical
evidence would require further research into the precision and validity of human
trafficking indicators, which is currently lacking.

Conclusions

This study contributes to the study of the internet-trafficking nexus by identifying
the presence of human trafficking indicators in a sample of 17, 362 UK-based sex
workers’ advertisements. It used an automated data-collection method and an objec-
tive and reproducible approach for identifying the presence of ten human traffick-
ing indicators. In this respect, this study can help professionals flag-up suspicious
advertisements, in conjunction with more precise tools, but that it cannot readily
identify cases of human trafficking. Hence, the identification of these online indica-
tors serves as a guide for quickly recognising and prioritising those cases that war-
rant further attention. Practitioners could then administer more comprehensive and
precise tools to confirm if human trafficking is indeed occurring.

We believe that more empirical knowledge is required on the indicators of human
trafficking to further progress research on the internet-trafficking nexus. We suggest
two possible directions for future research. First, researchers should compile a list of
empirically-tested human trafficking indicators. These variables need not be predic-
tive or causal, but merely correlated, so that they can be identified via cross-sec-
tional studies. In the UK, the National Referral Mechanism (NRM) — a framework

@ Springer



Trends in Organized Crime

for identifying and referring potential victims of modern slavery and ensuring they
receive the appropriate support — could provide the initial sample necessary for per-
forming the analyses and identify significantly correlated variables. Once a list of
empirically-tested correlates is compiled, subsequent analyses could aim to iden-
tify their presence within sex workers’ online advertisements. Second, it would be
instructive to compile a dataset of advertisements involving exploited sex workers.
This would afford the possibility to identify differences between the advertisements
of genuine sex workers and those including victims of human trafficking. Moreover,
the availability of these data would also enable us to train machine learning algo-
rithms to automatically identify advertisements that include common traits of those
known to involve exploited sex workers and classify these as suspicious. We believe
that either of these two approaches constitute a necessary step in the development
of a methodology based on systematic research evidence, rather than the prevailing
approach that is based on unclear professional judgment or arbitrariness.

Appendix 1 - Human trafficking indicators
Use of third- or first-person plural pronouns

We used grammatical tagging to identify verbs, pronouns and adjectives in adver-
tisement descriptions. Grammatical tagging is used in linguistic studies to match
words in a sentence to their corresponding parts-of-speech (Santorini, 1990).
Tokenization (breaking up a sentence into words or tokens) and parts of speech tag-
ging (attributing each token to parts of speech (POS) in the context of the sentence)
are Natural Language Processing steps for attributing lexical and semantic meaning
to a sentence. While tokenization splits a sentence into words (tokens), POS taggers
assign each word to one of the 34 POS delineated by (Santorini, 1990), which are
based on the function the word plays in the sentence. We applied the following steps
to identify third- and first-person pronouns in each advertisement:

e We created a list of text documents (corpus) from the 17, 362 advertisement
summary descriptions. Each text in our corpus corresponded to a description of a
sex worker.

e We removed punctuation, emojis and special characters from each advertisement
description.

e Further, we created a sequence of word tokens from each cleaned document and
applied our POS tagger to each token. Therefore, each word, in each sex work-
ers’ advertisement was attributed to a POS.

e We removed all words from each advertisement that were not tagged as third- or
first-person pronouns.

To identify third- and first-person pronouns, we use the compendium of Peen

Treebank as a standard for speech tagging terms in our corpus (Santorini 1990).
In this format of parts of speech tagging, pronouns are tagged as PRP and WP
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(Personal Pronouns), PRP$ and WP$ (Possessive Pronouns). Therefore, we elimi-
nate all tokens where the corresponding part of speech tag is not one of PRP, WP,
PRP$ or WPS$ retaining only third- and first-person pronouns.

High degree of similarity between sex workers advertisements

To identify if multiple profile descriptions were written by the same person, we
used Natural Language processing to estimate the cosine similarity between profile
descriptions (McMahon & Hansen, 2018). The cosine similarity score measures the
cosine of two arrays containing the word counts of two text documents (McMahon
& Hansen, 2018). Given two documents A and B, we created word-frequency vec-
tors x and y for A and B, respectively. We further estimated the cosine similarity
between A and B as:

X.y

(S 3) = T

where ||x|| and ||y|| refers to the Euclidean norm (Oghbaie & Mohammadi Zanjireh,
2018) of the vectors x and y. The score is different to Euclidean distance measures
(Mcmahon & Hansen, 2015), insofar as it is not sensitive to the size of the docu-
ments. Therefore, the degree of linguistic similarity between two advertisements can
be determined irrespective of the length of the advertisement. This score is on a
range of O (No similarity between two texts) through 1 (Exactly the same text).

We created an indicator for this by thresholding the cosine similarity score for
‘significant similarity’ at 0.90. To create binary values for each sex worker, we
assigned a value of 1 to a sex worker who had a similarity score above 0.90.

Advertisements promoting inexpensive sex services

Outliers are observations that are different or vary significantly from most of the
data. The interquartile range shows how the data is spread around the median and
can be used to detect outliers i.e. points that do not fall within this range. The inter-
quartile range was estimated by subtracting the first quantile from the third quantile
IQR = Q5 — O, Since the interquartile range indicates how spread out the middle half
of the data is, certain data points that fall considerably outside this range are classi-
fied as outliers. Tukey (1977) defines the 1.5 IQR rule technique for detecting outli-
ers. The rule states that a data point is an extreme outlier if it is either more than 1.5
* IQR above the third quantile or below the first quantile, given that the centre of
the interval is (Q1+Q3)/2 and its radius is 3.5 X IQR. We defined extreme outliers
below the first quantile by applying the following steps:

e Estimated the IQR for in-call and outcall service charges.

¢ Estimated the outlier determining constant e by multiplying the IQR by 1.5.
o Estimated Q1—e for extreme lower bound outliers
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Our results are shown in the table above, with £25 standing for the lower bound
outlier cut-off for in-call prices and £50 standing for the lower bound outlier cut-
off for outcall prices. Therefore, all sex workers with in-call prices below £25 were
flagged-up as extreme outliers, while sex workers with outcall prices below £50
were flagged-up as extreme outliers

Of all the sex workers who advertised in-call or outcall per hour prices, 44%
of the sex workers’ advertisements did not offer in-call services while 46% of the
advertisements did not offer outcall prices. None of the 3, 088 sex workers’ adver-
tisements that offered in-call services met the criteria for lower extreme outliers,
while there were only four ads with outcall prices below £50
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