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Abstract

With the rising number of people using social networks after the pandemic of COVID-19, cybercriminals took the advantage
of (i) the increased base of possible victims and (ii) the use of a trending topic as the pandemic COVID-19 to lure victims
and attract their attention and put malicious content to infect the most possible number of people. Twitter platform forces an
auto-shortening to any included URL within a 140-character message called “tweet” and this makes it easier for the attackers
to include malicious URLs within Tweets. Here comes the need to adopt new approaches to resolve the problem or at leas
identify it to better understand it to nd a suitalsolution. One of the proven e ective approacisebe adaption of machine

learning (ML) concepts and applying di erent algorithms to detect, identify, and even block the propagation of malware.
Hence, this study’s main objectives were to collect tweets from Twitter that are related to the topic of COVID-19 and extract
features from these tweets and import them as independent variables for the machine learning models to be developed late
so they would identify imported tweets as to be malicious or not.

Keywords Cyber security - Malware - Machine learning - Al - Malicious - COVID-19 - Twitter - Tweet - Pandemic

Introduction This new situation created the urge for many people to have
new “social life” to cope with the news, important updates,
The outrage of the noble coronavirus (COVID-19) in latesocializing with others, and, most importantly, ldBocial
2019 has a ected all life aspects globally. The COVID-19Media Platforms (SMPs) like Facebook, Instagram, What
epidemic has caused havoc in this world, and through aisApp, and Twitter have been playing a major role since
borne/physical touch infected millions of users. One of théhen. Studies had shown that the use of these social net
most noticeable things was how almost everything went tavorks had increased and the way it was used is noticeably
be online, e.g., schools, businesses, and even our social liéeected since the pandemid{4]. Not only has the use

of social networks increased, but COVID-19 also became
the most trending topic online in 2020 and cybercriminals
have tricked users using news/information around COVID
19 to launch drive by download attacks and demonstrating
another way COVID-19 has impacted our lives. These two
factors encouraged cybercriminals to propagate malware
through social networks using the topic of COVID-19 to
attract people to their malicious content, especially -Twit
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be recognized if it was malicious. This paper gives an insight
into hashtags related to COVID-19 that are used to redirect
users to web pages containing malicious code. In the past
few years, researchers focused their interest erusie of
trending topics to spread malware over Social Media, each
in its own way. The adaption of ML concepts and applying
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its algorithms is one of the proven e ective approaches téate 2019, the COVID-19 pandemic had led the news and
detect, identify, and even block the propagation of malwareaptured the interest of people all over the globe to become
In this study, the main task of the ML models is to predicthe #1 trending topic, and according to Twitter, the hashtag
and classify imported tweets as harmful and sdferdfore, #COVID19 was the most used hashtag in 2020 besides other
the suitable models to use would be Classi cation PredicCOVID-related hashtagd4]. On another aspect, a study
tive Models, so we develop supervised ML classi cationwas made by researchers at McAftg gshowed a timeline
models (Decision Tree, Random Forest, and Naive Bayefr when the pandemic started, stating that there were sub
to nd some similarity patterns in tweets that contain mali sets of common malware groups with high risk related to
cious URLs from a dataset collected from Twitter usingCOVID-19 references. This timeline indicates how the rate
the Twitter API and classify these URLs as harmful or safef propagating these groups of malware increased since the
using VirusTotal and again through the help of VirusTotapandemic. For that reason, we chose this trending topic to
API. These developed models will later be tested on a neanalyze and identify whether it has been used to propagate
collected dataset to check the quality of their performancéarmful content through SMPs.
Those approaches were high-quality performing models with Among the many SMPs, Twitter was chosen for this
high F1-score of 81%, 84%, and 72% and Accuracy of 92%tudy, because (i) it is counted as one of the most popular
94%, and 90% for Decision Tree, Random Forest, and Naip&atforms that in uence the public view, and so maeople
Bayes, respectively, for the original collected dataset. are looking for important news through itg, as govern
ments and public gures use Twitter to announce exclusive
news [L7], (i) according to the Washington Post, Twitter’s
Background and Literature users’ records state that at the end of 2019, the daily online
users are 152 million to rise to 166 million in 2020, reeord
With the rising number of users for many Social Media-Plating the fastest growth rate in the platform users since 2016
forms (SMPs) (Facebook, Instagram, Twitter, WhatsAppwhen Twitter started reporting metrics and 24% higher than
Telegram, etc.) in the past few years and the simple wahe year beforel[8]. Moreover, and the fact that Twitter is
to publish information, the possibility for cybercriminals to popularly used, and (iii) Twitter has a special platform for
conduct their attacks, has increased tjahd more tools developers to gain unique access to Twitter's content and use
and ways are being used nowadays to spread malware oitefor academic research and analysis purpdsggiirough
these platforms. Malware (Malicious Software) is a piecapplication programming interface API.
of software that can take many forms of threats like viruses, Some of the researchers made their studies trying te iden
worms, Trojan horses, etc., and it can be spread througify spammers on SMPs (users’ post-malicious content). In
emails, webpages, memory drives, and many other way914, Soman and Murugappan made a two-direction study,
[6]. In this study, we are speci cally looking at spreadingshowing that for some trending topics on Twitter, there have
malware through webpages presented by maliciousdJRlbeen spam tweets posted. The rst direction was using the
embedded within a text, that is, a malicious URL is a linkruzzy K-means (FKM) approach to cluster similar user pro
that takes the user to a harmful domain, interacts with thées from collected trending topics tweets based on their
user’s browser without the user noticing any suspiciouextracted features. Second, they used extreme learning
activity, and then, the attacker can exploit vulnerabilitiesnachine (ELM) for classifying the testing Twitter trending
in the system and gain control overit §] which may lead topics data as either spam or non-spam. Within the same
into di erent kinds of cyber threats like ransomware, tackingesearch arealp] showed in their research that suspicious
over a nancial account, or important information disclo users are spamming over SMPs. They identi ed several
sure. According to the statistics from backlini@, until  social user behavior-related characteristics from manually
September 2021, more than 4.4 billion people are usinglassi ed users as either to be spammers or non-spammers,
social media globally, and this is an extensive base to kand they used these characteristics as features for an ML pro
targeted by cybercriminals and spread malwaf. [For  cess to classify a set of users to be either normal users (non-
that reason, researchers have recently focused their interepammers) or spammers (tend to post-malicious content).
on the propagation of malware through SMPs, and studi@heir approach correctly classi ed approximately more than
have shown that these platforms are being used to propag8t&o of non-spammers and 70% of spammers.
harmful content and many users intendedly spread malware Similarly, [11] proposed a novel ML model; Supervised
[11] and [L2]. Spammer Detection with Social Interaction (SSDSI) which
For cybercriminals to reach the larger possibleloemof  can detect spammers on Twitter based on the Content and
people and lure them into engaging with malicious conten§ocial Interaction, taking into consideration the social
they tend to use trending topics or news that highly interegtiteraction frequency between users and their neighbors.
the public and include harmful content in thefnl[3]. Since  In a study that was conducted 0], three ML models
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were produced to detect spammers on Twitter based avith a class-imbalanced dataset, that is, the training data
user behavior features and some tweet characteristics. Thave signi cantly di erent frequencies that will lead the
researchers also proposed the best algorithm accordingrtidel to rely on a sizeable classi ed part to be either-posi
the performance results of each algorithm and showed haive or negativeZ9].
the performance can be enhanced if some features wereSupervised learning can solve either classi cation o
eliminated. StringhiniZ1] created honey pro les that would regression problems depending on the features f8€jn [
attract spammers on three SMPs and observed the-attrdleat is, when they are formed as categories; it is a classi ca
tion tra c, to later develop techniques that can recognizetion supervised learning where the model job is to predict
spam pro les. While, 22] developed an unsupervised ML a class of an item, e.g., true or false, positive or negative,
approach to identify spammers on social networks. malicious or not malicious, or it is a regression when the
Other researchers focused their work on the content thigatures are continuous, and the model would predict an
may be malicious rather than the user in SMP3.devel  actual value of an item like prices, age, area, and so on.
oped a support-vector machine (SVM) algorithm to detedith the help of algorithms or what is called classi ers,
malicious content on Twitter, based on the analysis of larClassi cation Supervised Learning takes sets of unseen data
guage. Likewise, another study I84] presented a system and categorizes them into classes based on the learning from
based on language features that spammers cannot easig labeled features.
manipulate. While,g] were able to present a real-time mal  Supervised learning includes many algorithms like
ware detection approach on Twitter that gives an alert whedaive Bayes, decision trees, random forests, support-vector
a possible malware activity is active on the network. Furthemachine, neural networks, and so &d][ In this study,
more, [L3] presented an attack model that cybercriminalghe learning approach is mainly Classi cation Supervised
can carry out some attacks and infect other users even witkarning, and the algorithms that are going to be used are

a low connection degree. decision tree, random forest, and Naive Bayes. The reason
why classi cation is more suitable for this study is that we
Machine Learning are dealing with imbalanced-class data that have an-exten

sive range of features, and the potential output of the-train

Machine learning (ML) is a branch of arti cial intelligence ing would be either positive (tweet is malicious) or negative
(Al), where the ML algorithms are continually develop (tweet is not malicious).
ing and learning from the surrounding environment to gain
knowledge based on given data features to mimic humadbecision Tree Algorithm
intelligence and solve complicated probler2s][ A typical
way to form a piece of knowledge and infer facts from data ié decision tree (DT) illustrated in Figd.is a supervised ML
by specifying some patterns in that data and predicting whatethod that can be used for both regression and classi ca
would possibly happen or be. The automated version of thn. It is based on a series of questions to classify the target
“knowledge-forming” approach is ML. An algorithm or a variable by learning how to decide and infer the knowledge
model takes input data with some additional features; iderirom the data features. A decision tree has the structure of a
ti es their unique patterns, and learns from them to make @ee where there is a root node, decision nodes, and terminal
decision or a predictior2p).

ML algorithms have been proven successful when applied

to solve problems that rely on multi-relations features. Thes Root
features can take many forms, like categorical, continuou Node
or binary, and they can be either unlabeled or labeled. Wht : I :
the features are unlabeled, the learning process is call — f—
unsupervised, and it is called supervised learning when tt ’ Decision J Decision
. . Node Node
features are labele@T]. Any ML input features are split ‘ )
into two types of variables for training. One is called inde r‘|$
pendent variables which are all the characteristics the moc ’ Decision
will learn from and they are many. The second type is calle J Node l Lealilileely \ l Ll ey \
the dependent variable and it is only one variable, whic _—T1

represents the true value that is to be predicted later.
Supervised Learning is creating patterns and gener Leaf Node Leaf Node
hypotheses based on the provided labeled features, and ti

making predictions for new future instances by learning
from these pattern§]. It is used when the model deals Fig. 1 Decision tree structure
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node. The root node has the main role in the claasion

process, and represents the rst question related to the prob - )
lem where all the training instances are assigned and that

will lead to decision nodes. Decision nodes are wheee t WhereP is the probabilityH is the hypothetical event to be
model checks for an answer (using if-then statements) ®jedictedXis an already happening event, &¢H|X) is the
decide which is the best feature to take for the next step Rsobability of the everttl to happen, given that the value of
construct a leaf node that represents one class until it react@@ntXis true B2].

the terminal node where the nal decision is made. When

the DT model is fully trained, it becomes ready to take negvaluating Metrics

unseen data and test it, and predicts the value of the target
variable B2). To ensure solving a given problem as good as possible, a

model’s performance must be evaluated to decide whether

it is good or not or to choose the best model among di er
Random Forest Algorithm ent models 29]. To evaluate the performance of any ML

model, we calculate some values based on the comparison

A random forest (RF) is a supervised ML algorithm that caRetween the prediction results we got from each model and
also be used in classi cation and regression problems. THB€ original data values. These evaluating values will deter
need to use the Random Forest algorithm instead of DTsRine how accurate the model is, and which model among
when the DT model is over tted (it performs very well with the others is the best.

the training data and fails with the testing data). RF model Confusion Matrix (Tablel) is an NxN matrix that sum

(Fig. 2) works by making a number of decision trees (to bénarizes the prediction results to later evaluate the perfor
speci ed by the developer). Each tree takes a random subdg@nce of a classi cation model. One of the matrix's axis
from the original dataset to make a decision. These subsé@presents the model prediction, and the other one represents
may di er from the whole original dataset, whererepmay the actual values. There are four possible states of the results
randomly drop rows or columns. After each tree gives it9ased on the correlation between the actual label and the
decision (vote), the RF model takes the average of the votB¥del’s prediction. A model can correctly classify an input

in case of a regression problem or the majority of votes wheflue as True (true positive, TP), incorrectly classify an

it is a classi cation problem. The ‘random’ assignment ofinput value as True where it is actually False (false positive,
data to the trees of the ‘forest’ makes the performance &fF), correctly classify an input value as False (true negative,

each tree more intelligent and eventually avoids over ttingl N), or incorrectly classify an input value as False where it
[33). is actually true (false negative, FNBY].

Accuracy is the ratio of summation of the right predic
tions (true positive +true negative) out of the total predic
Naive Bayes Algorithm tions (true positive, true negative, false positive, and false
negative). The higher the value of Accuracy, the better
A Naive Bayes (NB) algorithm is one of the most e ectivethe performance of a model. It is a simple straightforward
ML algorithms for classi cation problems, and it is robust, Méthod to evaluate a model's performance. However, when
fast, highly scalable, and reliable. the dataset is a class-imbalanced dataset, the accuracy may

It is a probabilistic model based on the conditional probnot be enough to evaluate the model performance and extra
ability of an event, given that another event has already hafeasurements should be extracted to get a better evaluation
pened. In other words, it uses the probability of one event @f the model performance qualit3d]. An example of that
predict the likelihood of another one. The following equatioris if & dataset of 100 input values with the majority of them

describes the theory behind the process in Naive Bayes: Peing negative (most frequent) and the minority is posi
tive, and we can achieve high accuracy by simply assuming

all new inputs to be negative, then the model performance

Table 1 A confusion matrix

e Actual Values

: Predicted TP FP
Values FN ™
Fig. 2 Random forest structure
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accuracy will be very high indicating for excellent perfor to be processed and analyzed in solving problems. In the
mance, while actually, this might be not the ca&. [ context of this study, as mainly we are focusing on the tweet

Precision is the ratio of the items that the model-cor text, we use NLP techniques to extract some valuable fea
rectly classi ed as positive (TP) out of the whole correctlytures that the ML models can understand. These features
and incorrectly classi ed as positive (TP + FBY]. In other are POS-tagging and Sentiment Analysis, where the models
words, Precision captures the state where it is preferred vall extract patterns based on them to infer and predict later
have TP values as much as possiB&. [ which tweet might be malicious and which is not.

—_— (2) Part-of-Speech Tags

Recalt is the sensitivity of the model and it is the ratioParts of speech are identi ed entities of a sentence that are
of the items that the model correctly classi ed as positivéelpful clues to better understanding the sentence’s meaning
(TP) out of the correctly classi ed as positive and incor [41]. Part-Of-Speech Tagging or POS tags are the automated
rectly classi ed as negative (TP + FN3J|. As [36] stated process of reading a text written in some language, analyzing
in their book, Recall is the state where the preferred outpilt and then assigning ‘tags’ to each word of the text to tell
is as many good or bad predictions as possible. what ‘part of the speech’ is ], 42]. There are numerous

POS tags43] describing almost all kinds of words in afan
(3) 9uage. However, in this study, we use some of them that are
representing the main parts of the speech as follows:

F Measure or F1-Scorés a value that measures the accu
racy of a binary classi cation model performan@g]j It * CC: Coordinating conjunction (and, but, or).
is the harmonic mean H of the precision and recall. The £ CD: Cardinal number (seventy sex, eight million, late
measure (Eql) is commonly used to evaluate the perfor ~ 1970).
mance of ML models that deal with Natural Language Pro® DT: Determiner (a, the).
cessing NLP, and it can be adjusted to give more importanée IN: Preposition/subordinating conjunction (of, by, in, to).

to either precision or recalBy). + JJ: Adjective (smart, tall).
* MD: Modal (should, can).

4) * NN: Noun singular (car, dog).

* NNP: Proper noun (Cardi , Ahmed, Friday).

* NNS: Noun plural (cats, mice).

* PRP: Personal pronoun (I, he, we).
Natural Language Processing (NLP) * RB: Adverb (softly).

* RP: Particle (at, away, about).
By the de nition of the ML process, the ML models or algo * VB: Verb base form (eat, learn, teach).
rithms take some features’ values as input to learn from and VBD: Verb past tense (ate, learnt, taught).
predict future unseen data. These features can only be ©of VBG: Verb gerund/present participle (going, living).
the numerical type, so that the model can take them as input VBN: Verb past participle (gone, been, done).
[38, 39]. For this study, we work on in this study, the ML+ VBP: Verb not third person singular, present tense (write,
classi cation to be done is based on a collected dataset of spill, brush).
tweets. These tweets are human language content that theVBZ: Verb third person singular, present tense (takes,
ML models are not able to understand. To take out features looks, helps).
from these tweets in a numerical form, natural language pro
cessing (NLP) is the approach to achieve #at [The main Through the results of the POS-tagging, we are going
idea behind natural language processing is to transform the use in this study, and the models will compose the simi
natural human language into a form that can be meaningflarities within the tags of the tweets as patterns and analyze
for computers to understand and process like numeric forrthem and gain the knowledge of whether these tags pat

As [39] explained in their book, NLP is a very challeng terns di er in a malicious tweet from the ones in the normal

ing task to achieve, as it depends on human languages; thaeets.
is, these languages introduce problems that di er from one
language to another. Natural Language Processing works Sentiment Analysis
many di erent ways presenting several applications like text
summarization, part-of-speech (POS) tagging, Speech ReSentiment analysis, also called opinions mining, is one of
ognition, etc. $9]. Each application gives di erent outputs the most commonly used techniques of natural language
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processing (NLP). It is a technical method to analyzehe four credentials (consumer key, consumer seaceess

text and study sentiment, opinion attitude, and emotionwken, and access token secret) to live-stream tweets (and

expressed within that tex44]. Sentiment Analysis meth many other resources) and then write them into a JSON

ods can e ectively measure feelings and thoughts for certaitte. The stream should be authenticated by passing the API

groups of people on selected topics. With sentiment analysigkens through an object of the class OAuthHandler from

we can quickly determine people’s impressions about aryveepy, and it is Itered to stream tweets that are related to

topic and decide whether they are happy or sad, positive @OVID-19 only. The lter is based on the given hashtags

negative, and so od] list we have created, which is consisted of 35 haslisags
Billions of people all around the world share theirlating, isolation sel solating, self isolating sel solation,

thoughts, fears, stories, mental states, and many othself isolation covid vaccinecovidvaccing wearamask

moments every daylp]. And as mentioned earlier in this weara mask stopthespreadstop the spreaccovid covid

section, the main topic of the collected dataset of tweets 9, covid19 coronatextit coronavirus corona virus stay

the COVID-19 pandemic. This pandemic dkdxplained home stay homgStayHomeSaveLivesovid-19 lockdown

in their study, had a ected people all over the globe, anduarantine pandemi¢covidl9 pandemicsocial distance

rose many con icted feelings like stress, fear, and intensocial distancingSocialDistanceSocialDistancingWFH,

sity. Therefore, we put a hypothesis that the emotions wouldorking fromhome WorkingFromHomgvork from home

make an important part of the textual input and noeynf andWorkFromHomeFinally, the produced JSON le will

a recognizable pattern for the ML models within the maligo through the next stage as input for the second piece of

cious tweets. Then, we check how accurate this assumptionde for pre-processing and producing the CSV le.

is and what is the e ect of the sentiment of the tweets on

the models’ performance results. We also assume that tbataset Pre-processing

140 characters’ length limitation of a tweet forced by Twit

ter would make cybercriminals consider using the languagéhe ML models basically rely on some features extracted

carefully which would make a common pattern in the malifrom the original tweet text, user characteristics, and the

cious tweets. URL within the tweet that will de ne the tweet aslitious
or not. All Twitter APIs return encoded data using JSON.
Application Programming Interface The JSON data format is very much similar to pythonr dic

tionaries, and it has the structure of key-value pairs; these
An APl is a set of de ned software functions that createpairs are used to describe an object with attributes (keys) and
an ‘interface’ to enable ‘applications’ to communicate and/alues associated with them. Fig@nflustrates the structure
exchange functionalities and data with third-party developof a basic tweet in the JSON format. The main keys in the
ers and each other safely, by providing them with some créweet shown below are’created at','id str,text’,user’,place’,
dentials to make the connection happen. Many popular weind ‘entities’.
applications nowadays are providing AP4§][ This format is not meaningful to an ML model as they

take only numerical input, so it needs to be adjusted to

another form, so that we produce the numerical features and

Methodology and Implementation the models can read them properly. The essential attributes
that are to be used by our ML models are: (i) some tweets
Collecting Dataset characteristics from the “text” key that holds the original

tweet text in addition to the attributes to be created out of

The dataset used in this study is collected from Twitter.-Twitthe text using NLP techniques, and (ii) attributes extracted
ter provides a special platform callBévelopers Platform from the key “user” that holds the needed characteristics
for researchers to do their studies based on Twitter conteif. the user who published the tweet, and the “entities” key
This platform has the products (Twitter API, Twitter Adsthat contains the “hashtags” and “urls”, in addition to some
API, Twitter for Websites, and Labs). These products arether attributes that will be used in analysis and observation.
to be provided to developers, so they can connect to Twit The nal output result for the pre-processing is the ini
ter and stream a variety of di erent resources like (tweetdjal CSV le consisting of 20 primary columns (Takilg
users, direct messages, lists, trends, media, and places)répresenting the basic features of every single tweet and
our study, we use the Twitter API product by building a196,659 rows that contains all tweets and their correspond
Twitter application on the platform to get the API credentialsng features. It was later combined with another CSV le
and stream ‘tweets’ in a JSON format. with the same columns layout to be 241,449 rowss Té

In the rst piece of code, we use tweepy python librarywill be the main input in the next step, that is, extracting
It gives the ability to conveniently access Twitdd?l using the features from the tweet text using NLP techniques,
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s {

2 "created_at": "Thu Apr 06 15:24:15 +0000 2017",

3 "id_str": "850006245121695744",

4 "text": "1\/ Today we\u2019re sharing our vision for the future of the Twitter API platform!\nhttps: t.co\/XweGngmx1P",

S~ "user": {

6 "id": 2244994945,

7 "name": "Twitter Dev",

8 "screen_name": "TwitterDev",

9 "location": "Internet",

10 "url": "https: dev.twitter.com\/"

11 "description”: "Your official source for Twitter Platform news, updates & events. Need technical help? Visit https:
twittercommunity.com u2328\ufedf #TapIntoTwitter"

12 }s

13¢» "place": {E3},
Joie "entities": {

16» "hashtags": [E3],

19~ *urls*: [

20~ {

21 "url”: "https: t.co\/HkTkwFq8UT",

22 "expanded_url": "http: bit.1ly\/2wYTboy",

23 "display_url": "bit.ly\/2wYTboy",

24~ "unwound": {

25 "url®: "https: www. forbes.com\/sites\/laurencebradford\/2016\/12\/08\/11-websites-to-learn-to-code-for-free-in
-2017\/",

26 "status": 200,

27 "title": "11 Websites To Learn To Code For Free In 2017",

28 "description”: "It\u2019s totally possible to learn to code for free...but what are the best resources to achieve
that? Here are 11 websites where you can get started.”

29 b

30 "indices": [EH]

34 }

35 1,

36" "user_mentions": [E3],

39» "symbols": [E3]

Fig. 3 JSON structure of a tweet

Table 2 Initial CSV table

created_at tweet_id text source  retweet_ccfavorite_ccurl user_id_str name  screen_na location descriptiorverified followers_friends_co listed_cou favourites_statuses_cuser_created_at contributo
01/03/2021 16:08 1.37E+18 il faut les : Twitter We 0 0 https://ms  1.33E+18 ICONESX2: iconesx21 paris iconesx21  FALSE 40 59 0 83 400 02/12/2020 05:56  FALSE
06/03/2021 23:37 1.37E+18 Prefeitura TweetDecl 17 34 https://bit 31511871 G1- Rio  glrio Acompanh  TRUE 827747 22 1814 2 117186 15/04/2009 20:35 FALSE
06/03/2021 01:23 1.37E+18 Anatomy N Twitter We 0 0 https://rb.  7.15E+17 DSWorks3, DSWorksO worldwide 3dModeli  FALSE 241 485 6 624 1912 30/03/2016 04:29  FALSE
09/03/2021 18:54 1.37E+18 My new wi Twitter We 0 1 https://rb.,  1.18E+18 Fahima Ra FahimaRas391 Hillcrel am a Gra  FALSE 36 29 0 132] 122. 22/09/2019 02:35  FALSE
10/03/2021 16:02 1.37E+18 Realistic 3 Twitter We 0 1 https://rby  7.15E+17 DSWorks4, DSWorksO worldwide 3dModeli  FALSE 245 485 6 624 1946 30/03/2016 04:29  FALSE
11/03/2021 16:58 1.37E+18 Roll-Up Ba Twitter We 0 1 https://rb.;  1.31E+18 Rafia IslanRafials919 Dhaka, Bail am an ex FALSE 1 86 0 20 20 04/10/2020 01:24  FALSE
17/03/2021 16:05 1.37E+18 Perfect an: Twitter for 0 0 https://rb.  7.15E+17 DSWorks3, DSWorksO worldwide 3dModeli  FALSE 247 480 6 625 1981 30/03/2016 04:29  FALSE
19/03/2021 16:32 1.37E+18 Covid: Are Twitter We 0 1 https://rb.;  1.31E+18 Naveed Re NaveedRezal My name i FALSE 1 100 0 39 100 03/10/2020 04:53  FALSE
27/02/2021 13:20 1.37E+18 3% Llega TweetDecl 20 29 https://bit 236602067 El Sol de P elsoldepue Puebla, Pu Somos el FALSE 478773 261 778 3609 342007 10/01/201123:46 FALSE
27/02/2021 15:30 1.37E+18 8Y¥"Llega TweetDecl 0 0 https://bit 1517054443 ABC Radio abcradiopueblal ~ ABC Radio  FALSE 4352 225 38 497 40013 14/06/2013 17:09 FALSE
28/02/2021 08:00 1.37E+18 Would you Twitter We 1 6 https://bit 90822152 Medanta medanta India Medanta - TRUE 12080 2890 37 1519 6883 18/11/2009 07:24  FALSE
02/03/2021 16:43 1.37E+18 El saldo de Twitter We 0 0 https://rb.;  1.36E+18 Guerra de GuerraDPr 8Y423Y$% Comparam FALSE 3 29 0 15 55 20/02/202102:52 FALSE
02/03/2021 20:30 1.37E+18 7 Ways Nu Cloud Cam 0 0 https://rb.; 166727313 Diego Dav AHCLLC  New Jersey FALSE 23 86 0 8 24 14/07/2010 21:28  FALSE
02/03/2021 20:30 1.37E+18 luxury busi Twitter We 1 1 http://rb.g  1.00E+18 Sakibul SaiSakibulsaf Dhaka, BaidYE'I'ma  FALSE 1107 4413 6 1228 2887 27/05/2018 14:11  FALSE
04/03/2021 20:30 1.37E+18 10 Excellei Cloud Cam 0 0 https://rb.; 166727313 Diego Dav AHCLLC  New Jersey FALSE 23 86 0 8 26 14/07/2010 21:28  FALSE

and the values stating if each URL is safe or maliciousContent-Based Features
and these features will be used as independent variables
for the ML models. There are two categories of features to be used as training

features in the ML models:

* Features from the main structure of the JSON tweet:

Extracting Features and Finalizing the CSV File

— Retweet counwhich is the number of how many times
The features that will be used as the independent variables the tweet was retweeted.
for the ML models are content-based features and user-basedHashtags countis based on the ‘hashtags’ key that
characteristics, in addition to the value of the reports sent belongs to ‘entities’ key and shows how many hashtags
from VT stating whether the ‘expanded url’ is malicious were used in a tweet.
or not, that is, this value will be the dependent or decision
variable for the ML models.
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« Features that are extracted from the tweet ‘text’ by the Veri ed: a Boolean value (True or False) that states
python code: whether the user is veri ed by Twitter or not.

— Tweet characters counholds the value of the tweet
length. Piping URLSs to VirusTotal
— Words countstates the number of words in a tweet.
— Special characters courgshows how many special char As explained previously, an ML model needs a dependent or

acters are there in the tweet. a target variable beside the independent variables to accom
— Numbers countshows how many numbers are there inplish the learning process and, hence, the prediction. In this

the tweet. study, the key feature which represents the dependent vari
— URL length counting the ‘expanded url’ length. able for the ML models is the value of whether the URL

— Emotions countcounting the occurrence of basic emo within the tweet is malicious or not, in which malicious =1
tions (anger, anticipation, disgust, fear, joy, sadness, suand benign=0.

prise, trust) in the tweet. To check the URLs, again, an API service from VirusTo
— Tweet sentimenstate whether the tweet is positive ortal is used. As mentioned earlier, when passing the inputs
negative. through a code, the VT website sends back the response
— Tweets Part-of-Speech (PO8punting how many verbs, reports through the same code in a JSON format &Fig.
nouns, adjectives, adverbs, etc. are in the tweet. These reports can be read, processed or written into other
les. The keys of the reports which indicate whether the
User-based characteristics URL is malicious or not, are: ‘response code’ which can

either means that the requested URL is present in the VT
The user-based characteristics that were used as independiatabases if its corresponding value is 1 or not if its value is
variables in the ML models are: 0 and ‘positives’ that states how many times this requested
URL was reported as malicious. As a result, if the values
* Friends countthe number of friends of the user who associated with these two keys are equal to or greater than
published the tweet. 1, then the URL is malicious.

Fig. 4 VT report structure in JSON format
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Building the ML Models Results and Analysis

In this study, three Supervised Classi cation ML ModelsML Models’ Results

are built, taking into consideration, the problem question

and the number of features that were extracted to be indEor testing the models, a random set of the nal CSV le

pendent variables. The dependent variable that the mod@hstead of the whole dataset) was used as the input for the

will depend on to make the prediction is the value frommodels, it consists of 120,046 rows of input, and as was

the column called ‘is malicious’ of the dataset. Then, eactescribed in the ML models pseudocode, 60% of the input

model is evaluated by calculating the values of accuracgataset is used as the training data, while the rest 40% will

F measure (F1 score), precision, and recall. Finally,-drofbe the testing data. The independent variables will be t

ping some of the features and see how the features elimiriato the variabléX and split intax train andx test, while the

tion is going to a ect the performance. dependent (decision) variable will be tinto the varialgle
and split into y train ang test.

Developing the Classi ers Decision Tree Output Results

Earlier, we discussed how A Decision Tree (DT) worksThe DT model output results give the confusion matrix in
We developed the decision tree model in the python cod@able3), where out of 48,018 inputs, the model correctly
by importing the Decision Tree Classi er from sklearnclassi ed 40,319 tweets as malicious (TP) and 3995 as not
library and all the corresponding evaluation metrics fmodmalicious (TN), and it incorrectly classi ed 1945 tweets as
ules. As was explained before, ML algorithms can takenalicious while they were benign (FP) and 1759 as benign
data of numerical type only, so to avoid getting errorswhen in fact they were not malicious.
we need to transform non-numerical data into numerical. The numbers in Tabl8 indicate the fact that the DT
Then, we assigK variable to all the independent variablesmodel was 92.2% accurate in classifying the tweets, which is
column from the dataset which makéa multi-dimension a sign of a very good performance. However, as mentioned
array, andy to the one column of the dependent variablén section two, to properly evaluate a performance of a model
(‘is malicious’). Next, we split botlX andY into training  with a class-imbalanced dataset, extra measurements need to
data and testing data. For our approach, we take 60% loé done. Therefore, we check precision, recall, and F1-score.
the data for training the model and the rest for testinghe DT model gave Precision =81.53%, Recall =82.41%,
the performance of the model. Then, we t the trainingand F1-score =81.96%. By the de nition of these terms,
parts for bothX andY into the classi er. Now, to test the these results are indicating to a very good performance of
model, we create an object of the imported Decision Trethe ML model and the model can be relayed for predicting
Classi er class and assign it to a variable through the prenew unseen data. When we randomly dropped out some of
dict() function that will take the testing part of the variablethe features of the independent variable, there was a slight
X. The nal step is to evaluate the model performanceéncrease in the model performance of approximately 0.3%.
by checking the evaluation metrics: accuracy, precisiorQn the contrary, when we intendedly to drop some features
recall, and F1l-score. These metrics are already existingased on the hypothesis, we adopted earlier of how the
methods in the sklearn library, which we call and passwveet length and emotions may matter the evaluation met
their parameters to be the original testing inputs and thécs dropped where the Accuracy decreased to 88.6% from
prediction values associated with them. 92.2%, the precision dropped to 72.9% from 81.5%, Recall
The same approach is applied exactly the same for thiecreased by 13 points to become 69.4%, and nally, the
Random Forest and Naive Bayes models, except the usedneasure came down to 70.9% from 81.96%. Moreover,
classi ers are RandomForestClassi er and GaussianNBa similar performance drop occurred when we eliminated
respectively. As was explained the random forest modeinly the URL length attribute itself, to have the values
basically a set of several decision trees, so when tting\ccuracy =89.1%, Precision=74.2%, Recall = 75.02%, and
the training data into the classi er, we need to pass the
number of how many decision trees to be created in the
random forest. There were three python codes for each ML
model we used separately; ‘DT model.py’, ‘RF model.py’,Table 3 Decision tree confusion matrix
and ‘NB model.py’. The python libraries for these codes
are: pandas to read the dataset, and sklearn to import
necessary ML classes and modules.
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F1-score=74.6%. These results indicate that the eliminatéthive Bayes Output Results
features that caused decreasing the model performance are
important features composing the key patterns of a-malWhen running the ‘NB model.py’, the model uses the input

cious tweet. dataset and randomly divides it into multiple subsets to
make the nal decision. The Naive Bayes model was able
Random Forest Output Results to correctly classify 40,810 tweets as malicious and 2407

as benign. On the other hand, it wrongly classi ed 1454
As shown from the confusion matrix in (Fig§), the num  tweets as malicious when, in fact, they were benign and
bers indicate to a high-quality performance for the-Ran3347 were malicious but classi ed as not. These num
dom Forest model. As it has been able to correctly classifyers mean that the model is 90% accurate for our study
45,237 tweets out of 48,018, meaning that the accuracy dhtaset and it has Precision=77.38%, Recall =69.19%,
the model is 94%. However, as the model is relying on feand F1-score =72.25%. A model with these metrics can
tures that have di erent ranges of frequencies, e.g., ‘friendsurely evaluate as a good performing model. Similarly
count, ‘tweet length’, ‘url length’, etc., we look at the otherto Decision Tree and Random Forest models, the perfor
evaluation metrics. The model had Precision =88.79%mance quality of the Naive Bayes model decrements when
Recall=82.05%, and F1-score =84.98%, as the TP =41,43tve delete the same features we deleted in the previous
FP =829, TN=3802, and FN=1952. According to the Aum models. Therefore, the new metrics values became-Accu
bers, again, we have a high-quality performing maekat racy = 88.7%, Precision =76.2%, Recall=57.04%, and
can be relied on to predict new entries. F1-score =59.2%.
Following the same approach, we used in the DT model
testing the elimination of the features that we inferred to
be important, decreased the quality of the Random ForeBvaluating the Best Model
model too. The evaluation metrics dropped by 5-16 points
to become as follows: Accuracy =89.8%, Precision=77.4%lhe evaluation metrics (accuracy, precision, recall, and
Recall=66.5%, and F1-score=70.1%. Furthermore, asl-score) are illustrated in the chart below in BigOver
explained in the methodology of building the ML models,all, the three models performed very well and there are
a random forest consists of multiple decision trees and waight di erences between the three selected models in
need to specify how many trees the random forest has. performance quality. As mentioned earlier, the higher the
our approach, we speci ed ve trees. Generally, when wemetrics values are, the better the model is. According to
increased the number of decision trees in our RF model, thiee stated results in the previous sections, the best clas
performance increased. sifying algorithm overall is the Random Forest algorithm
which has an accuracy of 94%, while DT and NB algo
rithms have an accuracy of 92% and 90%, respectively.
The same inference is true even when manipulating the
input features of the three models. Looking at the ratio of
the correctly classi ed as malicious tweets over the whole
classi ed as malicious (Precision), again randomsgbhas
the highest value of 88% which is 11% and 7% higher than
Naive Bayes and Decision Tree algorithms, respectively;
see Fig.7.

Fig. 5 Random forest confusion matrix Fig. 6 ML models’ evaluation metrics

SN Computer Science
A SPRINGER NATURE journal



SN Computer Science (2023) 4:398 Page 11 of 14 398

Fig. 8 Range of malicious URLS’ lengths

Fig. 7 Correct and incorrect classi cations for each model

Is COVID-19 Being Used to Spread Malware?
the same URL is reshaped di erently every time and it

Looking at the results from VirusTotal reports correspond  would be thought of as a di erent URL for a di erent

ing to our collected dataset of tweets that are related to topic.

COVID-19 only, we can state the following facts: 4. In general, malicious tweets tend to have longer

sequence of characters than the safe ones.

« « QOut of 241,449 COVID-19-related collected tweets,5. The URLs in the tweets classi ed as not malicious are
31,689 tweets were reported positive for potentiakmal  generally longer than the harmful URLs (that are mostly
ware. Which is 13.12%. short). In our dataset, the longest URL was composed

+ ¢ Based on the results from the trained supervised ML  of 1329 characters and it is a benign URL. While the
models, these tweets that contained malicious URLs longest malicious URL was of length 582. Fig8iitus-
have certain patterns. These patterns helped the models trates the range of malicious URLS' lengths in the testing
to quite accurately classify testing data. and training data.

Consequently, the topic of COVID-19 has been used by
cybercriminals to attract people’s attention and spread malNew Datasets and Statistics
cious content to conduct cyberattacks. Taking the advantage
of the sensitivity and importance of this topic to people anfinally, a new dataset of tweets was used as the testing
the fact that all URLs would not look suspicious as theylata and the whole previous dataset as training data. Test
are automatically shortened by Twitter even if the URL isng the new dataset showed the following:
already short.
1. 31.1% of the tweets are malicious and 86.9% of them are
Dataset Observations and Statistics not.
2. 52% of the tweets had positive sentiment.
Earlier, we discussed the actual numbers of our codes ad 12% of the users that posted malicious tweets had veri
how the ML models performed when testing them. Now, ed accounts by the Twitter platform.
we look at some observations on the main dataset we hade The top three counted emotions in the malicious tweets
used in this study. are: joy at 42.6%, fear at 23.8%, and lastly sadness at
12.8%.

1. There are some users that repeatedly published di erent

malicious content at di erent times or even the same A Word Cloud (Fig.9) was generated based on the

tweet but on di erent occasions. tweets’ text and showed that the most noticeable repeated
2. Some malicious tweets were posted at the same timeords are (COVID, COVID-19, COVID, coronavirus, vac

(or with a slight di erence) by di erent users and from cine, death, vaccination, pandemic, etc.).

di erent locations. Which may indicate an automated The results showed as discussed in the dataset observa

method for publishing these tweets. tions that there were more frequent malicious domains and
3. Some users tend to include the same malicious URAccounts that post-malicious tweets within the scope of

many times in di erent tweets taking the advantage obur collected dataset (Figj0, with the Repeated Domains

the automated shortening of the URL by Twitter, an the left and Repeated Users on the right).
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The used ML algorithms were decision tree (DT),-ran
dom forest (RF), and Naive Bayes (NB). The models
were evaluated for their performance using the validation
metrics; Accuracy, Precision, Recall, and the F measure.
In general, the results of each model indicate that these
models are reliable and their performance was very good
as the evaluation metrics were: Accuracy =92.2%, Preci
sion=81.53%, Recall=82.41% and F1l-score=81.96%,
Accuracy =94%, Precision =88.79%, Recall=82.05%, and
F1-score =84.98%, Accuracy =90%, Precision=77.38%,
Recall=69.19%, and F1-score =72.25% for decision tree
(DT), random forest (RF), and Naive Bayes (NB), essp
tively. Even when the performance quality dropped when
we eliminated some features, the results remained rela
tively good. According to these results, the Random Forest
Conclusion algorithm was the best-performing model among the oth

ers, because it was the most responsive model to features
In this study, three Classi cation Supervised ML Modelsmanipulating. We were able to identify important features
were developed, that is, these models are able to classffigm the ML variables, e.g., the emotions and tweets’ senti
a set of tweets collected from Twitter (related to the trendment, the length of tweets, and the length of the actual URL
ing topic of COVID-19 and contains URLS), besides withwithin the tweet where evaluation metrics of the developed
their corresponding features, as either malicious or ndtodels decreased between the range of 5-16 points. We also
malicious tweets. The tweets were collected using Twitteoticed that for our study, the Random Forest model perfor
API depending on a COVID-19-related hashtags list. Thegnance increases when we increase the number of decision
were live-streamed and saved as JSON les. Then, thdjees in the forest.
were pre-processed and cleaned to be prepared for the lateMe have also programmed a simple GUI tool with pgith
steps of the study. The result of the pre-processing wasthat can take new unseen datasets as a le path string to
CSV le containing the tweets and the basic informationread it and test it with the ML models we have previously
corresponding to them like creation date, location, textdeveloped. This tool visualizes some results taken from the
user pro le information, entities (URLs and hashtags) training outcome as interactive charts and summarizes the
retweet info, and so on. most used words in the tweets, the most frequent malicious

Then, we used Natural Language Processing NLR teclomain and the most frequent user account that posts mali
niques to extract new features for the ML algorithms likecious content within the dataset as images of word clouds.
tweet sentiment, emotions sentiment, and Part-of-Speedithough the performance evaluation of the models on the
(POS) tags. We used NLP considering that the main-strugnseen data was less than the evaluations for the same origi
ture of the study material is the tweet, which is a naturdial dataset, it still indicates to good performance and can
human language. The URLs within the tweets were testdeg trusted.
in VirusTotal website using API. Moreover, according to the observations made out from

the CSV le, in general, the tweets’ sentiment wagstly

Fig. 9 Word cloud image of the tweets text

Fig. 10 Word cloud of most
frequent malicious domains and
accounts
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more positive than it is negative, and the top three emotiorfReferences

noticed in the malicious tweets were joy, fear, and sadness.
There were 12% veri ed users accounts out of the wholel.
users who tweeted malicious content. And many of these
users appeared more often than other users with many dif,
ferent malicious tweets. Some spammer on Twitter posted
the same harmful link in many di erent posts, taking the 3.
advantage that every time Twitter shortens the link, it will
take a di erent shape and cannot be recognized even by the
trained eye. 4.

An indication of the possibility of posting harmful tweets
automatically by fake accounts was noticed when the same
harmful tweet was posted at exactly the same time by-di er
ent accounts and from di erent locations. It was also noticed
that the malicious tweets have the longest possible sequenée
of characters while the malicious links tend to be shorter
than the normal ones. Eventually, we can conclude that;
according to the methodology we created and the way we
implemented it and the results we got from both the actua$.
ones from VirusTotal and the predictions from the ML we

. . 9.

have developed and the collected dataset in speci c, thé
topic of COVID19 was used to spread malware over Twitter; g,

To sum up, we were able to develop ML models with a
high-quality performance depending on many content-based
and user pro le-based characteristics and build a visualizing,
tool to test a whole new dataset. We were abladaate
actual harmful content and put suggestions to resolve them,
and these suggestions have been communicated ttefwi

. 12.
to help have a safer community on the platform.

13.
Funding This study was part of getting masters degree in Advanced
Computer Science for the rst author and the degree was funded by
the Iragi government. 14.

Declarations

15.
Conflict of InterestAmir Javed and Wa Bedewi have no con ict of
interest.

16.
Ethical ApprovalThis article does not contain any studies with human
participants or animals performed by any of the authors.

Open Accesdhis article is licensed under a Creative Commons-Attri ;4
bution 4.0 International License, which permits use, sharing, adapta
tion, distribution and reproduction in any medium or format, as long
as you give appropriate credit to the original author(s) and the sourcgg
provide a link to the Creative Commons licence, and indicate if changes
were made. The images or other third party material in this article are
included in the article's Creative Commons licence, unless indicated
otherwise in a credit line to the material. If material is not included in
the article’s Creative Commons licence and your intended use is npg
permitted by statutory regulation or exceeds the permitted use, you will
need to obtain permission directly from the copyright holder. To view a
copy of this licence, visitttp:/creativecommons.org/licenses/by/4.0/ 54

Wong A, Ho S, Olusanya O, Antonini MV, Lyness D. The use of
social media and online communications in times of pandemic
COVID-19. J Intensive Care Soc. 2021;22(3):255-60.

De Valck K. What is the role of social media during the COVID-
19 crisis. HEC Paris; 2020.

Costa DL, Sokolo KT, Kahn ME. Do social networks increase
or decrease the COVID-19 contagion ratétps://coronavirus.
jhu.edu/from-our-experts/do-social-networks-increase-or-decre
ase-the-covid-19-contagion-rate

Ahmed MS, Aurpa TT, Anwar MM. Detecting sentiment
dynamics and clusters of twitter users for trending topics in
COVID-19 pandemic. PLoS ONE. 2021;16(8):0253300.
Sanzgiri A, Joyce J, Upadhyaya S. The early (tweet-ing) bird

spreads the worm: an assessment of twitter for malware propa

gation. Procedia Comput Sci. 2012;10:705-12.

Concone F, De Paola A, Re GL, Morana M. Twitter analysis
for real-time malware discovery. In: 2017 AEIT International
Annual Conference, IEEE, 2017; pp 1-6.

Javed A, Burnap P, Rana O. Prediction of drive-by doadh
attacks on twitter. Inf Process Manag. 2019;56(3):1133-45.
Sood AK, Enbody RJ, Loshin P. Chapter 3—Infecting the target.
Elsevier/Syngress; 2014.

Dean B. How many people use Social Media in 2022. (65+
statistics) (2021)https://backlinko.com/social-media-users
Soman SJ, Murugappan S. Detecting malicious tweets in trend
ing topics using clustering and classi cation. In: 2014 Interna
tional Conference on Recent Trends in Information Technology,
IEEE, 2014; pp. 1-6.

. Shen H, Liu X. Detecting spammers on twitter based on content

and social interaction. In: 2015 International Conference on
Network and Information Systems for Computers, IEEE, 2015;
pp. 413-417.

Benevenuto F, Magno G, Rodrigues T, Almeida V. Detecting
spammers on twitter. In: Collaboration, Electronic Messaging,
Anti-abuse and Spam Conference (CEAS), 2010; vol. 6, p 12.
Sanzgiri A, Hughes A, Upadhyaya S. Analysis of malweop-
agation in twitter. In: 2013 IEEE 32nd International Symposium
on Reliable Distributed Systems, IEEE, 2013; pp. 195-204.
Mcgraw T. Spending 2020 together on Twitter. Twitietps://
blog.twitter.com/enus/topics/insights/2020/spending-2020-toget
her-on-twitter

P S. COVID-19 - malware makes hay during a pandemic-McA
fee Blog (2020)https://www.mcafee.com/blogs/other-blogs/
mcafee-labs/covid-19-malware-makes-hay-during-a-pandemic/
Sharevski F, Jachim P, Florek K. To tweet or not to tweet: cov
ertly manipulating a twitter debate on vaccines using malware-
induced misperceptions. In: Proceedings of the 15th Interna
tional Conference on Availability, Reliability and Security,
2020; pp. 1-12.

Haman M. The use of twitter by state leaders and itsdmpa
on the public during the COVID-19 pandemic. Heliyon.
2020;6(11):05540.

. Twitter sees record number of users during pandemic, but

advertising sales slow. WP Company (202@fps://www.washi
ngtonpost.com/business/economy/twitter-sees-record-number-
of-users-during-pandemic-but-advertising-sales-slow/2020/04/
30/747ef0Ofe-8ad8-11ea-9dfd-990f9dcc71fcstory.html
Developer portal overview docs twitter developer platform.
Twitter. https://developer.twitter.com/en/docs/developer-portal/
overview

Meda C, Bisio F, Gastaldo P, Zunino R. Machine learning tech
niques applied to twitter spammers detection. In: International
Carnahan Conference on Security Technology 2014.

SN Computer Science
A SPRINGER NATURE journal



398 Page 14 of 14 SN Computer Science (2023) 4:398

21. Stringhini G, Kruegel C, Vigna G. Detecting spammers on arti cial intelligence: evaluation metrics of machine lesg
social networks. In: Proceedings of the 26th Annual Computer  methods. Am J Roentgenol. 2019;212(1):38-43.

Security Applications Conference, 2010; pp. 1-9. 35. Wood T. F-score 2018ttps://deepai.org/machine-learning-gloss

22. Bouguessa M. An unsupervised approach for identifyingspam  ary-and-terms/f-score
mers in social networks. In: 2011 IEEE 23rd International-Con 36. Coelho LP, Richert W. Building machine learning systems with
ference on Tools with Arti cial Intelligence, IEEE, 2011, pp. Python. Packt Publishing Ltd; 2015.

832-840. 37. Sasaki Y, et al. The truth of the f-measure. Teach Tutor Mater.

23. Gharge S, Chavan M. An integrated approach for malicious 2007;1(5):1-5.
tweets detection using nlp. In: 2017 International Conferenc&8. Zhou L, Pan S, Wang J, Vasilakos AV. Machine learning on
on Inventive Communication and Computational Technologies  big data: opportunities and challenges. Neurocomputing.
(ICICCT), IEEE, 2017; pp. 435-438. 2017;237:350-61.

24. Martinez-Romo J, Araujo L. Detecting malicious tweets in trend39. Goyal P, Pandey S, Jain K. Deep learning for natural language
ing topics using a statistical analysis of language. Expert Syst  processing. New York: Apress; 2018.

Appl. 2013;40(8):2992-3000. 40. Ghosh S, Gunning D. Natural language processing fiuemals:

25. El Naga I, Murphy MJ. What is machine learning? In: Machine build intelligent applications that can interpret the human lan
learning in radiation oncology. Springer; 2015. p. 3—-11. guage to deliver impactful results. Packt Publishing Ltd; 2019.

26. Muller AC, Guido S. Introduction to machine learning with 41. Jurafsky D, Martin JH. Speech and language processing: an intro
python: a guide for data scientists. O’'Reilly Media, Inc.; 2016. duction to natural language processing, computational linguistics,

27. Maglogiannis IG. Emerging arti cial intelligence applications in and speech recognition.
computer engineering: real word Ai systems with applications iM2. Toutanova K, Klein D, Manning C, Morgan W, Ra erty A, Galley
Ehealth, Hci, Information Retrieval and Pervasive Technologies, M, Bauer J. Stanford log-linear part-of-speech tagger. The Stan
vol. 160. los Press; 2007. ford Natural Language Processing Group, Stanford University;

28. Osisanwo F, Akinsola J, Awodele O, Hinmikaiye J, Olakanmi 2000.

O, Akinjobi J. Supervised machine learning algorithms: classi43. Marcus MP, Santorini B, Marcinkiewicz MA. Building a large
cation and comparison. Int J Comput Trends Technol (IJCTT). annotated corpus of English: the Penn Treebank. Comput Lin
2017;48(3):128-38. guist. 1993;19:313-30.

29. Developers G. Machine learning crash course [www docu44. Ravi K, Ravi V. A survey on opinion mining and sentiment
ment]. 2018https://developers.google.com/machine-learning/ analysis:tasks, approaches and applications. Knowl-Based Syst.
crash-course 2015;89:14-46.

30. Kaotsiantis SB, Zaharakis I, Pintelas P, et al. Supervised machidb. Sailunaz K, Alhajj R. Emotion and sentiment analysis from twitter
learning: a review of classi cation techniques. EmergfAntell text. J Comput Sci. 2019;36: 101003.

Appl Comput Eng. 2007;160(1):3-24. 46. 1BM Cloud Education: What is an application programming-inter

31. Singh A, Thakur N, Sharma A. A review of supervised machine  face (API)?https://www.ibm.com/cloud/learn/api
learning algorithms. In: 2016 3rd International Conference on
Computing for Sustainable Global Development (INDIACom), Publisher's NoteSpringer Nature remains neutral with regard to
IEEE, 2016; pp. 1310-1315. jurisdictional claims in published maps and institutional a liations.

32. Mohammed M, Khan MB, Bashier EBM. Machine learning:-algo
rithms and applications. CRC Press; 2016.

33. Cook D. Practical machine learning with H20: powerful Scalable
Techniques for Deep Learning and Al. O’'Reilly Media Inc; 2016.

34. Handelman GS, Kok HK, Chandra RV, Razavi AH, Huang

S, Brooks M, Lee MJ, Asadi H. Peering into the black box of

SN Computer Science

A SPRINGER NATURE journal



