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Abstract. Moving target defense (MTD) strategies significantly pro-
tect power systems against stealthy false data injection attacks. However,
traditional MTD approaches in power systems predominantly focus on
single-parameter perturbation, leaving gaps in addressing the complexity
and unpredictability of attack surfaces. In this work, we present a novel
MTD strategy that departs from the traditional approach and utilizes
multiple parameter perturbations to enhance the resilience of power sys-
tems against cyber threats while ensuring system stability. Our contribu-
tions include investigating the impact of individual and combined param-
eter perturbations on power system stability and performance, utilizing
voltage sensitivity analysis to identify critical parameters, and consider-
ing the trade-offs between system security and operational constraints.
The proposed algorithm dynamically perturbs the selected parameters,
incorporating insights from the power flow Jacobian matrix analysis, and
continuously adapts the MTD strategy based on the obtained results.

Keywords: Moving target defense · Dynamic perturbation · Voltage
sensitivity analysis.

1 Introduction

The perturbation technique in Moving Target Defense (MTD) is crucial in safe-
guarding power systems from stealthy False Data Injection (FDI) attacks. By dy-
namically modifying system parameters and configurations, MTD increases the
attack surface’s intricacy and unpredictability, posing considerable challenges for
adversaries attempting to comprehend and exploit the system.

Previous research in this area has primarily focused on perturbing single
parameters [1], [3]; however, this study investigates the impact of combined pa-
rameter perturbations on system performance and stability. The advantage of
considering multiple parameters lies in a more comprehensive and robust MTD
strategy. Nonetheless, it necessitates rigorous analysis of power system stability
when perturbing multiple parameters, and a clear limit of perturbation should
be thoroughly investigated. This approach ensures that the MTD strategy does
not compromise the power system’s stability and performance while enhancing
its resilience against cyber threats. In this context, voltage sensitivity analysis in
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power systems plays a crucial role in identifying the critical parameters that sig-
nificantly influence system stability and performance, ultimately enabling more
effective defense strategies.

1.1 Contributions

In this work, we contribute to the field of MTD research by exploring the fea-
sibility and effectiveness of adaptive perturbation strategies in power systems.
We investigate the impact of individual and combined parameter perturbations
on the power system’s stability and performance, employing voltage sensitivity
analysis to identify critical parameters.

To implement the adaptive MTD strategy, we propose an algorithm that
dynamically perturbs the selected parameters, incorporating insights from the
power flow Jacobian matrix analysis [2]. The algorithm determines and applies
parameter perturbations within their defined ranges while considering system
constraints and operational requirements. By iteratively exploring different com-
binations of parameter perturbations and continuously adapting the MTD strat-
egy based on the obtained results, our algorithm significantly contributes to the
novelty and advancement of MTD research in power systems.

2 Methodology

In this section, we outline the steps to investigate the impact of dynamic per-
turbation strategies for MTD on power system performance. The methodology
includes simulating parameter perturbations and conducting voltage sensitivity
analysis.

2.1 Sensitivity Analysis Approach

We thoroughly investigate the effectiveness of adaptive MTD perturbation strate-
gies by incorporating additional power systems components such as Distributed
Flexible AC Transmission System (D-FACTS) devices, load profiles, generator
settings and voltage set-points, and transmission line parameters using Power-
World Simulator. This expanded analysis allows us to investigate the interactions
and impact of these components on the power system’s resilience to FDI attacks,
ultimately enhancing power system security.

We conduct a sensitivity analysis to pinpoint the most critical parameters
and determine their optimal combinations. Then, we perturb individual param-
eters within their operating limits, observing the impact on system performance
and stability. We calculate the sensitivity indices for each parameter, represent-
ing the relative change in bus voltages per unit change in the parameter. The
sensitivity indices enable us to quantify the impact of each parameter on the sys-
tem’s voltage profile, allowing for a more targeted and efficient approach when
designing adaptive MTD strategies. We rank the parameters based on their sen-
sitivity indices, identifying those with the most significant impact on the system,



Adaptive Moving Target Denfense 3

and use the ranked parameters to explore different combinations to maximize
the MTD benefits while maintaining system stability and performance.

2.2 Algorithm for Dynamic Parameter Perturbations

The power flow Jacobian matrix is crucial to numerous optimization, security,
operation, and planning applications in power systems. To this end, it contains
the partial derivatives of the active and reactive power flow mismatch equations
concerning voltage magnitudes and phase angles, and it is typically very sparse.
To implement the adaptive MTD strategy, we develop an algorithm that dy-
namically perturbs the selected parameters, incorporating the insights from the
power flow Jacobian matrix analysis.

Algorithm 1 Dynamic Parameter Perturbations

1: Initialize the IEEE 9-Bus System with PowerWorld Simulator and SimAuto inter-
face.

2: Define perturbation ranges and limits for each parameter, considering system con-
straints and operational requirements:
– Voltage magnitudes: Vmin ≤ V ≤ Vmax

– Transmission line limits: |S| ≤ Smax

– Generator real/reactive power limits: Pmin ≤ P ≤ Pmax, Qmin ≤ Q ≤ Qmax

3: Use a random number generator to select perturbation values for chosen parameters
within their defined ranges.

4: Apply the perturbations to the IEEE 9-Bus System through the SimAuto interface.
5: Monitor the system’s performance and stability, recording the relevant data.
6: Evaluate the effectiveness of the MTD strategy based on observed changes in system

performance and stability.
7: Iterate the process, exploring different combinations of parameter perturbations,

and continuously adapting the MTD strategy based on the obtained results.

3 Simulation and Results

In this section, we discuss the simulation setup and results of our investigation
on the impact of dynamic perturbations strategies for MTD on power system
performance. We perform individual and combined parameter perturbations and
analyze their effects on system stability and analyze its efficacy. Stability refers to
the ability of the power system to maintain a stable voltage profile and frequency
response, while efficacy refers to the efficiency and reliability of the system in
maintaining its process with perturbations.

3.1 Simulation Setup

To investigate the impact of adaptive MTD strategies on power system per-
formance, we conduct simulations using the PowerWorld Simulator. The IEEE
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Table 1. Results of Individual and Combined Parameter Perturbations

Perturbation Type Parameter Impact on Stability Efficacy

Individual Generator active power Moderate Moderate

Individual Generator voltage setpoints High Moderate

Individual Load profiles Moderate Low

Individual
D-FACTS devices (affecting
line reactance)

High Moderate

Combined
Generator active power and
D-FACTS devices

High Moderate

Combined
Load profiles, tap settings,
and D-FACTS devices

Moderate High

9-Bus System, with three generators and base kV levels of 13.8 kV, 16.5 kV, 18
kV, and 230 kV, is used as the test case. This system is relatively easy to control
due to its limited number of voltage control devices and complex lines of powers
of hundreds of MVA each. We consider a range of power system components for
perturbation, including generator settings, voltage set-points, load profiles, and
D-FACTS devices (affecting the reactances of the transmission lines).

3.2 Individual and Combined Parameter Perturbations

We perform both individual and combined parameter perturbations within their
respective operating limits. The perturbations are applied to the 9-Bus System
using the SimAuto interface. Based on our proposed algorithm, we can dynami-
cally search for the best parameters to perturb for implementing MTD in power
systems. This adaptive approach allows us to select optimal combinations of pa-
rameters that maximize the security benefits while minimizing the impact on
system stability and performance. The results of these perturbations are pre-
sented in Table 1.

3.3 Impact of Perturbations on Power System Stability and

Performance

We conduct a sensitivity analysis to identify the most critical parameters signif-
icantly affecting the system’s stability and performance. The sensitivity indices
for each parameter are calculated, representing the relative change in bus volt-
ages per unit change in the parameter. Based on the sensitivity analysis, we
identify the most critical parameters, such as load profiles, tap settings and D-
FACTS devices (affecting transmission line reactance), and their combinations
that can be used to implement an effective MTD strategy while maintaining
the system’s stability and performance. The findings help develop a more ro-
bust and adaptive cybersecurity approach for power systems, considering the
trade-offs between security and operational constraints.
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4 Discussion and Conclusion

We summarize the key findings of our study on the adaptive MTD strategy for
power systems, focusing on the insights from sensitivity analysis and dynamic
parameter perturbations. Lastly, we present the conclusion.

4.1 Discussion

Our study presents a MTD strategy that leverages the insights gained from
voltage sensitivity analysis and dynamic parameter perturbations. The proposed
approach introduces unpredictability and complexity to power systems, making
it more challenging for adversaries to plan and execute cyber-attacks. In this
direction, the critical parameters and their combinations identified through sim-
ulations and sensitivity analysis play a vital role in implementing this defense
strategy.

The trade-offs between system security and operational constraints must be
carefully managed. While increasing the number of perturbed parameters can
improve defense effectiveness, it may introduce additional operational complex-
ities and costs. For instance, deploying D-FACTS devices can enhance system
security but requires investment and ongoing maintenance expenses.

4.2 Conclusion

In conclusion, based on voltage sensitivity analysis and dynamic parameter per-
turbations, the MTD strategy provides a robust and adaptive cybersecurity ap-
proach for power systems. By balancing system security and operational con-
straints, we enhance power system resilience against cyber-attacks and other
threats. Future work will evaluate the proposed MTD strategy’s effectiveness
against stealthy FDI attacks and assess its ability to reveal such attacks by
combining them with anomaly detection techniques and Kalman filter-based
detection methods. These enhancements will further bolster the defense capa-
bilities of power systems, ensuring their security and reliability amid evolving
cyber threats.
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