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Abstract

The Internet of Things (IoT) integrates physical devices with software, enabling extensive
data interactions. This combination, often involving diverse specialists, leads to complexity,
with privacy often overlooked. Given the sensitive nature of data in many IoT applications
and the strict privacy regulations they face, early privacy consideration is essential. Many
researchers advocate techno-regulatory methods like privacy-by-design (PbD) principles.
Their complexity and lack of clear guidelines make their application in IoT challenging.

We present a simplified and visual method for IoT developers to embed privacy into their
applications. Unlike traditional methodologies that involve complex and time-consuming
steps, our method is straightforward and interactive. Our framework approach is intended for
the conceptual design phase of the software development life cycle (SDLC) to support early
dialogue between lawyers and developers in the context of IoT app design. The key value
is following a user(developer)-centric approach to fulfil their needs in addition to meeting
privacy requirements.

The thesis contributes in three ways. First, by exploring non-IoT privacy techniques,
we discovered the challenges of migrating these strategies to IoT. Second, our subsequent
interactions with developers and privacy experts revealed common challenges in privacy
design. Accordingly, we proposed PARROT (PrivAcy by design tool foR inteRnet Of Things),
a tool engineered to intuitively guide IoT developers. Third, our exploration of less regulated
domains illustrated further privacy challenges and underscored the potential of tools like
PARROT to amplify awareness of privacy norms in IoT design.

Through multiple case studies and experiments, we validated PARROT’s effectiveness in
reducing privacy issues while designing IoT applications. Overall, the experimental results
demonstrated in this thesis confirm our hypothesis that PARROT reduces privacy mistakes
and increases privacy knowledge among developers during the Internet of Things software
design phase by offering an interactive design method to augment the design process and
provide real-time feedback.
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Chapter 1

Introduction

1.1 Background and Main Problem

The Internet of Things (IoT) is a broad term that includes any device with properties such as

connectivity, intelligence, sensing, energy and safety [247]. It is de�ned by the Internet of

Things European Research Cluster (IERC) as “a dynamic global network infrastructure with

self-con�guring capabilities based on standard and interoperable communication protocols

where physical and virtual things have identities” [ 257, 256]. Sensors, Global Positioning

System (GPS), wearable and monitoring devices can also be part of IoT systems where

sensors are integrated with analytic algorithms for the purpose of tracking, analysing and

guiding users [247, 203, 160].

Until 2003, Cisco IBSG's did not recognise IoT due to the relatively small number of

connected devices [70]. With the exponential growth of smartphones, smart devices and their

applications, the number of connected devices per person has increased considerably over

recent years. In 2010, there were 6.8 billion people using 12.5 billion devices which equated

to 1.84 devices per person. Availability of affordable sensors, contactless data exchange such

as RFID, short-range wireless such as Bluetooth and ZigBee, and internet mobile access, a

global network of connected things has emerged [20]. For example, the number of companies

using IoT technology grew from 13% in 2014 to approximately 25% in mid-2019 [54]. This

growth has created numerous challenges for the development of IoT applications.

One of the biggest challenges of designing and developing IoT applications is the need

to support different technologies working together such as hardware/�rmware, software,

sensor, data storage, processing, and communication technologies [198]. All of these

components work collectively across many different types of nodes under different conditions

and constraints, leading to a wide and diverse attack surface [93]. Moreover, applications

should consider many features that IoT needs to support, such as device heterogeneity,

1
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scalability, ubiquitous data exchange, semantic interoperability, and data management [172,

42]. Besides the challenges posed by the exponential growth of connected devices, cyber

security breaches continue to pose signi�cant threats. For instance, a UK Government survey

conducted in the �rst quarter of 2023 revealed that 32% of UK businesses experienced attacks

or breaches within the past 12 months [59]. Moreover, this alarming statistic suggests that

cyber security is becoming less of a priority for smaller organizations.

Furthermore, the development of IoT applications involves a team of software engineers,

each with different expertise. Those engineers must work together on components that

may be used across different application domains such as home automation, smart cities,

smart driving. Due to limited availability of full-stack developers, the development process

requires a common development framework to support developers' needs [85]. Moreover,

end-user preferences can be diverse, and require customisation for use in a particular context.

Consequently, application developers and device manufacturers need to closely focus on

end-user requirements [106].

As a result of the stated complexities, non-functional requirements (NFRs) such as

security and privacy [197] have not received suf�cient attention [246], especially in the

traditional software development lifecycle (SDLC). It has been stated that the main source

of software vulnerabilities is found in the early stages of the SDLC and the majority of

them could be eliminated at this step [79]. Consequently, incorporating security and privacy

into the SDLC is becoming critical, as is embedding them in the early stages of the SDLC

[244, 79]. Microsoft took a step forward and introduced Microsoft's Security Development

Lifecycle (SDL) which consists of “practices” for supporting security [167]. Notably, this

growing emphasis on security is also highly relevant in the context of IoT applications

since these systems generate and process large amounts of data, necessitating an ef�cient

architecture to manage [144] and address any potential privacy and data protection concerns.

Consequently, researchers have been advocating techno-regulatory approaches that help

to minimise and avoid privacy risks in data processing systems. These approaches are

commonly discussed within the context of privacy-by-design (PbD) principles1, which seek

to ensure that privacy-related requirements are accounted for in data processing system

design and subsequent development [39]. However, PbD cannot be realised without the

active role of software developers because only they can ultimately engineer privacy into

their technological designs.

Privacy Engineering Methodologies (PEMs) are developed to address increasing concerns

over software system privacy by assisting developers in integrating privacy into their designs

[158, 225]. Tools like the Privacy Impact Assessment (PIA) and Data Protection Impact

1PbD principles are captured in seven foundation principles by Anne Cavoukian [40].
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Assessment (DPIA) help identify and mitigate early privacy risks in projects. However,

their manual, multistep nature, coupled with insuf�cient practical guidance, makes these

assessments challenging for developers, particularly when dealing with large-scale data

processing technologies like IoT [183, 231].

In addition, data protection authorities have imposed �nes and sanctions at an increasing

rate since June 2018 [77], as illustrated by theC225 million �ne by the Irish Privacy

Commissioner imposed on WhatsApp [68]. Therefore, IoT applications that cannot be

deemed privacy-compliant present a compliance risk for data controllers and, by extension,

may be less appealing than applications developed with PbD in mind. There is therefore a

need for a tool that enhances privacy-awareness and is capable of abridging the operational

and implementation gap between software developers and privacy requirements.

Applying technologies, such as End-User Development (EUD) techniques, could make

IoT applications development more manageable [157] since EUD seeks to empower end-

users to develop and adjust systems at a level of complexity that suits their background and

skills [26]. Moreover, supporting interactivity can add more value to the tool by ensuring that

mechanisms to address privacy and data protection issues do not have to be retrospectively

incorporated into the design. Interactivity may also make tools more intuitive for targeted

users compared to static ones, because EUD imitates real-time collaboration instead of a

more stagnated user experience [63]. Interaction could be supported in different ways such

as by using alerts, noti�cations, real-time feedback, or highlights [63, 127, 159].

In conclusion, while efforts have been made in the PbD �eld, privacy understanding and

integration remain challenges for many, particularly in an online environment. Developers

often �nd it dif�cult to understand privacy policies and their implications [53, 122, 95].

Therefore, developers tend to rarely discuss privacy concerns with regard to the design

or implementation [150]. To address these issues, the development of an IoT privacy-

aware design tool becomes a necessity, one that could signi�cantly enhance developers'

understanding and application of privacy requirements during the app design [193, 10, 202].

1.2 Motivation and Proposed Solution

Applying privacy law (such as GDPR) in an IoT application context can be challenging

because legal rules tend to be open-ended, unlike programming rules [259, 108]. In addition,

the terminology that privacy lawyers use and understand is very different to the language

developers use. Programming requirements are about meeting stakeholders' goals and needs.

Laws are about rights, privileges and obligations. Moreover, legal language can have multiple

levels of interpretation and translating these terms and criteria directly into technical terms
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Fig. 1.1 Illustration of the research gap and overall research area. The proposed research
seeks to explore methods for assisting SW developers in designing privacy-aware IoT apps.

for developers is challenging. We believe that the tools used to develop privacy-aware IoT

application design, such as visual and functional prototypes, are not yet able to support the

interactive practices followed by developers.

Taking into account these tools, it is evident that a visual tool may be able to educate users

and assist them in making informed decisions regarding privacy and security. We propose a

prototype tool, PARROT (Figure 1.1), which targets software developers who have responsi-

bility for augmenting privacy features into IoT designs, on which the suggested guidelines

are dif�cult to translate [239]. It supports interactive and easy-to-follow techniques which

are presented in a simple, explicit and straightforward way [8]. Using such a tool could help

developers and university students become more privacy-aware and establish communication

between them and privacy professionals at an early stage of software development.

Our proposed method differs in multiple ways. First, existing methods are proposed

at a legal level and do not target software developers of technologies such as IoT [268].

Consequently, deploying privacy features into IoT designs is technically complex where the

suggested guidelines are dif�cult to translate [239]. IoT developers need simple guidelines

on how to embed privacy into their applications. Second, developers tend to employ less

complex (easy-to-follow) techniques [225] while these methods typically involve multiple

and time-consuming steps, which limits the identi�cation of immediate bene�ts. If developers

are not able to see the result of their actions while using a method, they may be reluctant

to adopt it [225]. Third, developers struggle when executing soft decisions, which suggests
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that privacy guidelines should be presented in a simple, explicit and straightforward way

[224], which PARROT proposes. Poor tool support, unclear feedback and complexity could

impede software privacy. Moreover, having an automated tool for data �ow modelling is

proven to be useful in security, yet it is rarely supported in privacy [239]. PARROT allows

interactive privacy con�guration where the developers can see the result of their privacy

decisions immediately in a simpli�ed way.

In the context of IoT, the PARROT tool is particularly useful due to its unique complexity

and scale, often characterised by large data �ows and numerous interconnected devices.

The pervasive nature of IoT applications and the signi�cant amount of data they collect,

often in real-time, pose speci�c privacy challenges. PARROT, with its intuitive and visual

platform, simpli�es embedding privacy considerations into early stages of the SDLC of

these complex systems. This approach aligns with Geer's [79] assertion that early stages

of the SDLC are crucial for identifying and mitigating software vulnerabilities. PARROT

also assists users in modifying IoT application behaviors during the design to enhance

compliance. Its capability for addressing compliance issues with real-time feedback is

particularly advantageous, offering valuable support to developers, including those who may

not have extensive experience in privacy law.

1.3 Hypothesis and Research Questions

Our overall research question in this thesis is: Is PARROT able to reduce privacy mistakes

and increase privacy knowledge among developers during the Internet of Things software

design phase by developing an interactive design method to augment the design process?

The overall null hypothesis (H0): The proposed method can neither reduce privacy

mistakes nor increase privacy awareness of software developers during the Internet of Things

software design phase.

Research Question 1:Can breakdowns between software developers and privacy lawyers

be reduced by developing a technique that allows interactively embedding privacy require-

ments into IoT application designs? (Chapter 4) [8]

Research Question 2:Is PARROT capable of assisting in the design of privacy-aware

IoT applications in highly-regulated domains? What are the common privacy pitfalls and

how can developers be assisted by PARROT? (Chapters4 and 5) [8]

Research Question 3:Is PARROT capable of generalizing its capabilities so that it can

be used to assist in the design of privacy-aware IoT applications in domains that are less

regulated? What are the common privacy pitfalls in less regulated domains and how can

developers be assisted by PARROT? (Chapters5 and 6) [8, 9, 11]
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Research Question 4:Can the PARROT tool, which proposes to embed privacy require-

ments into the design of IoT applications interactively, help increase the privacy knowledge

of software developers? (Chapter 6 ) [9]

Research Question 5:How, and to what extent, can PARROT be used as an educational

privacy tool? How can the co-design process be used to improve PARROT design and

propose suggestions on how to make it an effective educational tool? (Chapter 6)

1.4 Contributions

• Conducting a comprehensive review of the evolution of design notations, models, and

languages that facilitate capturing non-functional requirements, with a particular focus

on security and privacy. To provide a structured analysis, we proposed and utilized

a taxonomy to systematically compare and contrast the various approaches. This

taxonomy not only allowed us to examine the strengths and limitations of existing

approaches. It also served as a framework for developing new approaches to capturing

non-functional requirements (i.e., privacy).P1 [10]

• Exploring various risk assessment methodologies for incorporating privacy into IoT

applications and systems. We highlight the importance of integrating privacy consider-

ations into system development from the outset, particularly during the design phase

of the Software Development Life Cycle. To support developers in adopting privacy

practises during IoT application design, we propose an End-User Development (EUD)

approach and a proactive support mechanism that can be incorporated into a software

tool. It was our objective to determine how this support mechanism could increase the

likelihood that developers adopt privacy practises.P1 and P4[10, 8]

• Examining developers' privacy understanding through a series of semi-structured

interviews. Afterwards, we conduct an IoT application design exercise to understand a

developer's approach to integrating privacy into the software design process. Our study

aims to identify privacy breakdowns between developers and privacy professionals,

such as when interpreting legal terms or using third-party software libraries without

knowing their implications for data privacy. The �ndings provide insights into how

early communication between developers and privacy professionals can reduce privacy

breakdowns.P4 [8]

• Introducing the novel design of the PARROT prototype tool, an interactive IoT applica-

tion design tool that helps developers design privacy-aware IoT applications. PARROT
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supports developers to consider privacy during the design process and provides real-

time feedback about potential privacy issues. PARROT interactively nudges developers

into incorporating privacy measures into the IoT app's design. The tool is designed to

make privacy considerations easier for developers and contribute to the development

of more privacy-aware IoT applications. We also present the results of studies carried

out with PARROT, which show that developers can better understand how their IoT

applications handle personal data. The studies indicate that PARROT is an effective

tool for improving privacy capabilities during IoT application design.P2 and P4

[8, 11]

• Conducting several iterative studies with a privacy lawyer and privacy professionals to

identify privacy issues in less regulated domains that pose more challenges than well-

regulated ones. The �ndings allowed us to identify common pitfalls in incorporating

privacy when designing IoT applications, such as managing advertisements, cookies,

and third-party payments. This study provides insights into how developers can

mitigate privacy risks in less regulated domains. Additionally, we conduct lab studies

to demonstrate PARROT's effectiveness as a Privacy by Design (PbD) tool to promote

privacy awareness during the design of IoT applications. The �ndings indicate that

the use of the tool leads to a better understanding of privacy, which facilitates the

development of more privacy-aware IoT apps.P3 [9]

• Discussing the results of a co-design process with novice developers to identify po-

tential enhancements to PARROT as a privacy education tool. The co-design process

allowed collaborative exploration of the tool's capabilities and limitations. The results

provide insights into how the co-design process can be used to improve PARROT

design and propose future suggestions on how to make it an effective educational tool

for raising privacy awareness among novice developers, such as university students.

1.5 PARROT Implementation and Reusability

The tool is implemented to simplify the creation of privacy-aware IoT applications for devel-

opers. It provides a simple interface that allows dragging and dropping of objects, referred to

as "nodes," from a diverse palette containing sensors, clouds, and other relevant components.

These nodes are sourced from prede�ned use cases spanning various application domains

such as Contagious Glucose Monitoring (CGM), smart home systems, bus routing, and

online pharmacy services. Notably, certain nodes may consist of sub-nodes, each possessing

particular privacy properties that require compliance. Once a node is dropped onto the desig-
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nated design area, developers are presented with a dedicated properties section that facilitates

the con�guration of privacy settings in a simpli�ed manner. These con�gurations are based

on a privacy framework that has undergone iterative enhancement through consultations with

privacy experts. By making informed selections, developers can easily notice changes in

the colour coding of nodes and sub-nodes, providing valuable insights into potential privacy

concerns that warrant prompt attention and resolution (as seen in this demo).

The PARROT tool has been developed and implemented using Eclipse Sirius, a renowned

platform known for its exceptional domain-speci�c modelling capabilities. To ensure a

comprehensive consideration of privacy requirements, the development process involved

creating a domain model speci�cally tailored to the relevant use cases, utilising the Eclipse

Modelling Framework (EMF). Consequently, a graphical editor was built within the runtime

environment to provide a visually representative representation of the PARROT models.

In the Sirius framework, the graphical representation of the domain-speci�c models in

PARROT is made up of both declarative and imperative speci�cations. The declarative

section focuses on de�ning the appearance and layout of the graphical elements, while the

imperative section speci�es their dynamic behaviours and interactions. The PARROT tool,

along with its associated resources, is accessible through the following link: (PARROT).

Users can download and utilise the tool within the Eclipse desktop version, enabling them to

explore and enhance its functionalities.

1.6 Thesis Structure

The remainder of this thesis is organized as follows:

• Chapter 2- Background- provides general background for the remainder of the thesis.

The chapter introduces the concept of Internet of Things (IoT), functional and non-

functional requirements, and the design phase in the Software Development Life Cycle

(SDLC) as well as de�nes the fundamental terminologies used in this thesis.

• Chapter 3- Literature Review- provides a systematic review of the literature on design

notations, models, and languages that facilitate capturing non-functional requirements,

focusing on security and privacy. It also explores related work about privacy, privacy

engineering methodologies, IoT privacy risks and provides an overview of interactive

visualisation tools. Finally, it identi�es research challenges and future opportunities to

support IoT design.

• Chapter 4- Requirement Speci�cation and Gathering- examines how developers inte-

grate privacy into software development through semi-structured interviews and IoT
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application design exercises, which reveal a series of privacy breakdowns. This step

aims to support End-User Development (EUD) of the PbD tool later. Then, it presents

the design and implementation of PARROT, an interactive IoT application design tool

that helps developers design privacy-aware IoT applications.

• Chapter 5- Augmenting Privacy- presents the evaluation of two lab studies carried out

with PARROT. These studies aim to evaluate the effectiveness of the PARROT tool in

assisting developers to create more privacy-preserving IoT applications. This chapter

also illustrates the �ndings and the lessons learned. Based on the results of the studies,

PARROT has demonstrated to be an effective method of improving privacy capabilities

during the design of IoT applications.

• Chapter 6- Increasing Privacy Awareness- identifys common pitfalls in incorporating

privacy when designing IoT applications in less regulated domains, such as managing

advertisements, cookies, and third-party payments. It also presents the results of two

lab studies carried out using PARROT. These studies aim to evaluate the effectiveness

of the PARROT tool in promoting awareness about privacy laws and measures (i.e.,

GDPR and privacy patterns) during the design of IoT applications. This chapter also

presents the results of a co-design process with novice developers to identify potential

enhancements to PARROT as a privacy education tool.

• Chapter 7- Conclusion and Future Work- concludes the thesis by summarizing our

contributions and �ndings. This chapter also highlights potential future work.

1.7 Summary

This chapter presents the problem we aim to address in this thesis: designing privacy-aware

IoT applications. It provides a brief overview of the background and motivation behind this

topic. We also introduce our hypothesis, research questions, contributions, and the structure

of the thesis. The next chapter will provide general background information that will be

useful for understanding the remainder of the thesis. Following that, we will review previous

studies, in Chapter 3, to contextualize our research within the existing work.





Chapter 2

Background

In order to explain the research's innovative contribution, this chapter sets the background

for the remainder of the thesis. The chapter is structured as follows: Section 2.1 provides

a brief overview of the Internet of Things (IoT). Section 2.2 brie�y introduces functional

and non-functional requirements. As part of non-functional requirements, we de�ne security

and privacy generally and brie�y describe their attributes. Lastly, Section 2.3 presents

background information about the Software Development Life Cycle (SDLC) and its phases,

including design phase. It also explains the differences between the distributed nature of IoT

application development and the available SDLC models.

2.1 Internet of Things (IoT)

The Internet of Things (IoT) is a broad term that includes any device with properties such

as connectivity, intelligence, sensing, energy and safety [247]. It is de�ned by the Internet

of Things European Research Cluster (IERC) as “a dynamic global network infrastructure

with self-con�guring capabilities based on standard and interoperable communication

protocols where physical and virtual things have identities” [ 257, 256]. GPS, wearable

and monitoring devices can also be part of IoT systems where sensors are integrated with

analytic algorithms for the purpose of tracking, analysing and guiding users [247, 203, 160].

According to Gartner, IoT is a network of physical objects that contain embedded technology

to communicate and sense or interact with their internal states or the external environment

[252]. These physical objects or things can be buildings, devices, automobiles or other

objects that are embedded with sensors, software, electronics, and network connections.

Once an embedded device is given access to the internet, it becomes an IoT device.

IoT enables more human-device interaction [93], and generally requires a high volume of

data to be transmitted and analysed, which can be illustrated by the two following applications.

11
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Fig. 2.1 Insertable cardiac monitors (ICMs) to illustrate human-device interaction.

Fig. 2.2 IoT technology illustrating the transfer and analysis of data using a smart air
conditioner (AC), phone, and Nest thermostat.

The �rst example is a health device, such as an implanted heart monitor (which uses a small

amount of energy). As seen in Figure 2.1, the monitoring device transmits personal and health

data (signals and pulse readings) to a server via the internet. These readings are processed to

detect an anomaly, and send an alert to a mobile phone (e.g., of a family member) if detected.

It also sends additional information, including the current condition of the patient, to their

doctor. Another example is using a smart air conditioner (AC) with a Google Nest thermostat

(see Figure 2.2). The Nest thermostat [91] has an embedded system that includes home

temperature, humidity, light, and activity sensors. The smart AC is connected to the internet

and it interacts with the Nest temperature device and app. By taking advantage of Nest, the

AC can be turned to energy-saving mode when nobody is at home. These IoT applications

generate and process large amounts of data which requires an ef�cient architecture to manage

[144] as well as to address any potential privacy and data protection concerns.

2.2 Functional and Non-Functional Requirements

Some studies have shown that the effective use of requirements engineering (RE) in software

projects is an important success factor [178]. For that reason and because our focus in
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this research is security and privacy, we will brie�y introduce requirements engineering in

this section. Subsequently, we de�ne privacy and security and their attributes as part of

requirements de�nition.

There are many types of requirements, the three most common types being: business

requirements (the software value in business terms); functional requirements (FRs), known

as software behaviour requirements; and non-functional requirements (NFRs), known as

software quality standards requirements [210, 161]. Business requirements de�ne how a

system improves the needs of the organisation. FRs de�ne system services, functions or

behaviour that the system is required to accomplish. It describes how to understand what is

required to build a system correctly and deliver what the end-user expects. In the traditional

Software Development Life Cycle (SDLC), functional requirements gathering takes place

in the analysis phase [210]. Holding interviews, meetings or using questionnaires to ask

opinions of end-users are some of the ways to capture FRs. These requirements are typically

given a unique identi�er and a description in the requirements document. An example of

these requirements is:REQ1.1. The system shall authenticate that the PIN number entered

by the user is correct.

On the other hand, NFRs can be de�ned as the quality attributes (e.g., security, integrity,

reliability, usability, �exibility, platform compatibility and recovery) or the applied constraints

on the application during the development process [88, 210]. These requirements are used

to support the functional aspects of a system. While FRs describe how the system should

behave, NFRs describe the constraints that guarantee end-user satisfaction. Existing efforts

mainly focus on FRs. However, many studies have shown that engaging NFRs in the early

design phases signi�cantly improves the satisfaction of end-users [14, 88].

Security De�nition

Security can be considered from a variety of different perspectives, such as data privacy,

information security or system cybersecurity. ISO 27001 [125] de�nes security (information

security in particular) as the way to preserve the integrity, con�dentiality, and availability of

information. Whitman and Mattord [263] de�ned information security as “the protection of

information and its critical elements, including the systems and hardware that use, store, and

transmit that information.” Cybersecurity is concerned with protecting data held in electronic

form (such as mobile devices and computers) from being attacked. Bishop says that security

from a cybersecurity viewpoint has three components: requirements which de�ne security

goals, a policy that explains the semantics of security, and mechanisms which enforce a

security policy [30]. The International Organization for Standardization (ISO) and the

International Electrotechnical Commission (IEC) propose attributes called `Qualities.' These
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qualities are divided into three categories: intrinsic qualities, usage qualities, and external

qualities [126]. Security is a part of the intrinsic qualities where it re�ects the characteristics

of the product and solution itself. When an institution seeks to protect and secure its systems,

it �rst needs to decide what requirements to address. In Table 2.1, ISO/IEC 25010:2011

de�nes some of the security sub-characteristics which are con�dentiality, integrity, non-

repudiation, accountability, and authenticity [126].

Privacy De�nition

Privacy is de�ned by Shirey [228] as “the right of individuals to control or in�uence what

information related to them may be collected and stored and by whom, and to whom that

information may be disclosed.” Privacy is developed to be distinct from information security

[184] and its primary goal is to protect personal data along with being able to control what

could occur to that data [262]. Security concerns the protection and integrity of data generally.

However, the requirement for privacy is a requirement for security. There is also no privacy

without security [184]. There are many standards de�ning privacy attributes, such as the

ISO/IEC 29100:2011(en) where some of the privacy attributes (e.g., anonymisation) are

introduced (see Table 2.1) [124].

2.3 Software Development Life Cycle

This section will be used to give an overview of SDLC, covering both the waterfall SDLC,

agile, and other approaches. It also identi�es the design phases and demonstrates the

importance of security and privacy by design in some systems, such as Cyber Physical

Systems (CPS), and in reducing overall cost. We will also discuss speci�c challenges to the

IoT and their impact on the SDLC. In software engineering, SDLC is the most signi�cant

element, as a methodology or process used for building and maintaining software systems

requiring certain essential phases to be followed. In general, software development models

have three primary goals: improving system quality, providing management controls, and

maximising productivity. There are several different SDLC models. Each one is developed

for speci�c purposes. According to Hoffer [112] and Valacich [250], SDLC consists of �ve

phases: planning, analysis, design, implementation and maintenance, as shown in Figure 2.3.

The planning phase is used to identify and analyse information system needs, subse-

quently prioritising and translating these into a development schedule. In the analysis phase,

requirements are determined and alternative designs are suggested and compared. After the

requirements have been analysed, they become well-de�ned and documented in software



2.3 Software Development Life Cycle |15

Table 2.1 Detailed-level of NFR classi�cation and de�nition from ISO/IEC 25010 [126].
(*)Privacy characteristics are examples and are not limited to those listed here from ISO/IEC
29100 [124]. There are many standards from ISO/IEC that are divided based on the policy-
maker's viewpoint such as 29151: Code of practice for personally identi�able information
protection and 20889: Privacy enhancing data de-identi�cation techniques.

Characteristics Sub-Characteristics Description

Accountability degree to which the actions of an entity can be traced
uniquely to the entity.

Authenticity degree to which the identity of a subject or resource can be
proved to be the one claimed.

Con�dentiality degree to which a product or system ensures that data are
accessible only to those authorized to have access.Security

Integrity degree to which a system, product or component prevents
unauthorized access to, or modi�cation of, computer pro-
grams or data.

Non-repudiation degree to which actions or events can be proven to have
taken place, so that the events or actions cannot be repudi-
ated later.

Anonymization process by which personally identi�able information (PII)
is irreversibly altered in such a way that a PII principal can
no longer be identi�ed directly or indirectly, either by the
PII controller alone or in collaboration with any other party.Privacy *

Consent process by which principals freely give speci�c and in-
formed agreement to the processing of their personally iden-
ti�able information (PII).

Pseudonymization process applied to personally identi�able information (PII)
which replaces identifying information with an alias.

requirement speci�cation (SRS) document which is handed to the end-user for their approval

[156]. In the design phase, all of the provided description is converted into logical and then

physical system speci�cations. The logical design is independent of any software, hardware

Fig. 2.3 Software Development Life Cycle (SDLC) based on [112] and [250].
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Table 2.2 Differences between traditional, agile and OOAD development approaches. *
OOAD shares the iterative method of the agile model; consequently, they share certain
characteristics [110, 156, 250].

Software development models

Traditional development Agile development *Object-Oriented Analy-
sis and Design (OOAD)

Development model Life cycle model Evolutionary-delivery
model

Object-oriented ap-
proach

Primary objectives Safety. Too many pro-
cesses and too much
documentation for safety
purposes leads to slow
development

Quick results due to
many iterations

Quality and productivity
by focusing on inheri-
tance for refuteability

User requirements Well-de�ned before im-
plementation

Co-operative input Co-operative

Organisational struc-
ture

Formal, targeting large
organisations

Flexible, targeting
Small\medium sized
organisations

Flexible, focussing on
objects

Cost of restart High Low For each iteration, a full
assessment is performed
for the needed correction
[110]

Cost of remodeling Expensive Inexpensive Inexpensive due to con-
tinuous assessment

Testing After coding At each iteration In iterations

Developers Organised with a plan Co-located and interac-
tive

Interactive

or platform. It focuses on the business features of the system. While in physical design, the

speci�cations are transformed into technical speci�cations. In the implementation phase,

six main activities are performed, which are coding, testing, installation, documentation,

training, and support. The goal of this phase is to translate physical system speci�cations

into reliable working software. This phase also considers the support needed for all users

including current and future ones [112]. The last phase is the maintenance phase whereby any

issues found by the customer/end-user are �xed to keep the system working well. Although

the previously described SDLC gives a general overview of the systems development process,

there are very speci�c methods that use the idea of the SDLC with some additions. For

example, Microsoft's Security Development Lifecycle (SDL) is a specialised SDLC that

consists of practices for supporting security [167].
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As previously mentioned, there are many models of SDLC – such as waterfall, the

V model, prototyping, agile model. Each model has its own features, drawbacks, and

usages. One of the traditional SDLC impacts that affects cost and security, such as in

waterfall, happens when the end-user requirements keep changing when developing the

system. Changes in this stage are complicated and expensive, as can be seen in Table 2.2.

As a result, several models like agile modelling and object-oriented analysis and design

(OOAD) have been introduced to overcome some of these limitations. For each iteration,

a full assessment is undertaken for the required corrections [110]. Additionally, traditional

SDLC has a high-cost in terms of restarting or remodelling the system once a signi�cant

mistake or threat has occurred in the �nal stages of the development cycle. On the other

hand, the cost of remodelling in Agile is relatively inexpensive due to user engagement and

repeated assessment [156, 250, 110]. Table 2.2 offers a short comparison between traditional

development, agile development and object-oriented analysis and design to provide an

overview of each model and to help identify which one could be used in IoT applications.

This comparison is based on criteria such as the primary objectives of the system, the type of

user requirements and the cost of restarting and remodelling.

2.3.1 Smart Systems

In the past few years, new kinds of systems have emerged such as Cyber Physical Systems

(CPS) and IoT systems. Both CPS and IoT depend on interaction with other systems to

perform the required function in products such as autonomous vehicles, smart grids, and

smartphones. [175] [267]. These systems may interact but their features are somewhat

different, which can lead to interoperability issues or lack of consistent operation. Unfor-

tunately, the safety/security problems associated with CPSs and IoT applications are too

various and could lead to attacks and failures (such as the crash of the Airbus A400M airlifter

in May 2015 which was attributed to a software bug [267]). These security attacks on CPS,

speci�cally at the cyber layer, can adversely affect people's lives. Therefore, CPS safety

and security should be taken into consideration in the early stages of the system's design

process [19, 118, 222].

Traditional safety-critical system design could use the V methodology which is an

extension to waterfall. However, this assumes that the system is not connected and the

requirements are static and well-de�ned (see Table 2.2), which is not the case in CPS and

IoT systems [267]. Connecting to the internet increases exposure to attacks, and dynamic

changes to the set of system speci�cations while the system operates. These dynamic and

heterogeneous features of CPS networks must be considered during the development of the

system. The agile model could manage, to some extent, the requirement for change but there



18 | Background

Fig. 2.4 Heterogeneous IoT framework. Data and semanticsharingis not straightforward.
Starting from the source, data goes through different nodes until it reaches its �nal destination.
Security and privacy constraints should be considered while transferring data.

are other issues such as the heterogeneous nature of the IoT which remains a challenge. Also,

the development process of traditional systems must consider other cyber physical challenges

such as sensing human intentions, Human-in-the-Loop Cyber-Physical-Systems (HiLCPS),

and information exchange [226]. Existing security speci�cation languages can be dif�cult to

adapt for CPSs/IoT applications [267]. In addition, in recent years, approaches from software

engineering such as safety, security, and requirements engineering have been used in the CPS

development process. However, many CPS/IoT challenges have still to be addressed [226].

As CPS and IoT serve a wide variety of purposes, safety and security requirements in such

applications are numerous and varied, which makes the need for a method to overcome these

issues at an early stage of development more urgent [267].

Geer [79] states that the primary source of software vulnerabilities can be exposed and

excluded in the early stages of the SDLC. Consequently, it is a crucial factor for reducing

costs and attacks to highlight any vulnerabilities or errors at the design stage, which is much

cheaper than �xing them in the later stages. Security by Design (SbD) and Privacy by Design

(PbD) are among the methods available to preserve a system's security and privacy [233].

Designing protected and secure embedded systems demands that we explicitly consider and

merge these two requirements at an early stage of the SDLC [148, 167].
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2.3.2 Internet of Things Software Development Life Cycle

The IoT has its own properties and introduces speci�c usage and deployment requirements.

Heterogeneity (see Figure 2.4) is a key challenge, where managing and securing different

objects, devices, sensors, protocols, and applications can be complicated [89]. Moreover,

each object could be developed differently by each manufacturer. As a result, making changes

or enhancements to the traditional SDLC is necessary. Privacy, as one of the NFRs, could

be the most signi�cant problem associated with ubiquitous computing [114]. Pew Internet

research [32] has stated that 54% of app users refuse to install a mobile app when they realise

the amount of personal information that the app gathers. Also, 30% of smartphone owners

do not want to share personal information which prompts them to uninstall the app when

they learn that it collects personal data.

Due to the large scale use of smartphones apps, a smartphone privacy ecosystem can be

divided into many entities [114]. These entities collectively contribute to privacy and include:

developers, service providers, app stores (delivery platforms), OS providers, hardware

manufacturers, government agencies, and third parties harnessing user data, and users

themselves. It is apparent that IoT applications have signi�cant potential (much more than

smartphones applications) to collect personal information that could lead to loss of data

privacy. Integrating non-functional requirements (security and privacy in particular) into IoT

application design is therefore essential.

2.4 Summary

This chapter provides a brief overview of IoT, functional and non-functional requirements,

security and privacy attributes, and information about the SDLC phases (i.e. the design

phase). The chapter also highlights the challenges associated with IoT and its distributed

nature in contrast to available SDLC models. In summary, traditional SDLC or agile methods

are used to develop non-IoT software applications. Because IoT applications present security

and privacy challenges that affect SDLC, consequently, IoT applications need an architecture

to adapt to its characteristics and integrate privacy engineering into system development. In

the next chapter (Chapter 3), privacy and privacy issues in IoT will be reviewed in greater

depth. We will explore interactive software visualization design techniques and we will

analyse some of the modelling representations that support security-aware modelling. We

will also discuss challenges and opportunities to support SbD and PbD.





Chapter 3

Literature Review

In the previous chapter, we introduced IoT, Non-functional requirements (i.e. security and

privacy) and SDLC (i.e. design phase). In this chapter, Section 3.1 discusses in greater detail

security and privacy issues related to the IoT. Privacy design tools tend to be considered

less mature than security tools. Therefore, this chapter explores security to ensure that we

do not miss any of the previous bene�cial efforts in the security �eld. The process used to

select and evaluate relevant literature is introduced in Section 3.2, with details about the

search queries and data selection and extraction steps followed. This section presents a

systematic literature review that investigates some of the available security and privacy visual

notations. It also proposes and uses a taxonomy to compare and contrast previous approaches

to understand which of the techniques are used to represent security and privacy visually.

Section 3.3 explores interactive visualisation techniques. Lastly, Section 3.4 identi�es

research challenges and future opportunities.

3.1 Privacy and Security

3.1.1 Privacy Laws and Measures

In general, "data privacy" refers to the protection of individually identi�able data. Lack of

data privacy may lead to individuals having their personal data and information disclosed

without their permission. In reality, data subjects could lose control over their data, such as

when they are located on a server operated by a third party [10]. Many countries require

compliance with data protection regulations and privacy laws, including the California

Consumer Privacy Act in the United States, and the Personal Information Protection and

Electronic Documents Act (PIPEDA) in Canada, among others [265]. Similarly, the General

Data Protection Regulation (GDPR) that was introduced by the European Union (EU) in

21
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2018, con�rms the importance of applying privacy principles to all systems that deal with

personally identi�able components [21]. Under GDPR, organisations must obtain individuals'

explicit consent before collecting, processing, or sharing any personal data. Nevertheless,

individual data may not cause privacy breaches or leaks on their own. However, multiple

such information may be a problem; and it is one of the major concerns with IoT devices and

applications where IoT devices analyse and share sensitive data, making them vulnerable to

attacks [216].

Researchers have advocated techno-regulatory approaches for minimizing and avoid-

ing privacy risks in data processing systems. In the context of privacy-by-design (PbD)

principles, these approaches are commonly referred to as privacy-enhancing technologies

(PETs). Despite the fact that PbD has been proposed as a solution, the transition from a

design (in which privacy requirements for an information system have been identi�ed) to an

implementation that satis�es those requirements is a challenging aspect. The key challenge

is aligning design-stage privacy requirements with PETs during implementation, as well as

software engineers' lack of a thorough understanding of PETs [60]. In order to address this

issue, privacy patterns have been presented since patterns have served to resolve speci�c

issues for many years.

A privacy pattern is a design pattern used in software design to describe known solutions

and best practices for design problems. Initially, patterns were developed to address security

issues by Yoder and Baraclow who were the �rst to develop information security pattern

solutions [275]. In spite of some contributions not using the term "privacy pattern," it has

gained increasing attention as the privacy concept has gained importance [188]. For example,

Graf et al. presented the development of User Interface Patterns for Privacy Enhancing

Technologies (PET) [92]. Romanosky et al. identify three privacy patterns related to web-

based activities while Schemmer presents six patterns for �ltering personal information

[223, 213]. It is noted by Doty and Gupta that there is a lack of guidance for software

engineers on how to implement Privacy-by-Design [64]. As a result, they supported a

collaborative effort to develop privacy patterns. To this end, there are two websites that have

been built as a collaborative work to collect and develop privacy design patterns based on

software engineering design patterns (privacypatterns.org) (privacypatterns.eu).

Despite all the efforts made towards privacy patterns, they are still not accessible to many

software developers, as many of them �nd them dif�cult to understand. However, they could

be easy to implement, whereas guidelines are available. Thus, it is necessary to simplify

and nudge developers to incorporate privacy patterns when designing. Visualizing privacy

may assist software developers in determining what kind of privacy-preserving measures are

needed.
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3.1.2 Privacy Engineering Methodologies

With rising concerns for software system privacy, Privacy Engineering Methodologies (PEMs)

have been developed as a form of privacy engineering to guide software developers in incor-

porating privacy into their systems design [158, 225]. Several standards and methodologies

are available to facilitate privacy. For example, Privacy Impact Assessment (PIA) and Data

Protection Impact Assessment (DPIA) are processes that systematically examine an organi-

zation's activities to identify and mitigate privacy risks at an early stage of the project. Both

are recommended as key tools for PbD and privacy by default, where DPIA is commonly

associated with the GDPR and personal data processing [183, 120, 49]. The assessment is

typically developed manually with multiple steps. Developers perceive performing a PIA as

a complicated task, mainly due to the lack of practical guidance on how to carry out such an

assessment, especially with technologies such as IoT that process large-scale data [183, 231].

There are efforts to incorporate PIAs into the IoT architecture, such as [204]. However,

they have not been adopted extensively into the IoT context [268]. Tahari [239] explained

that despite having standards on how privacy engineering techniques should operate in critical

environments, such as NIST [109], privacy advocates af�rmed that privacy is dif�cult to

measure, which could lead developers to be less motivated to address privacy in their designs.

Since Cavoukian [40] introduced the concept of PbD, into the design of information

technologies and systems, a signi�cant literature has emerged in this area. For example,

Perera et al. [192] proposed a �ve-phase PbD data life cycle method for IoT systems.

The framework was created for engineers to enhance their designs by increasing privacy

awareness. Chaudhuri et al. [43] also presented PbD principles intended to solve privacy

problems in IoT devices and smart services. These principles are based on stakeholder

demands regarding IoT services. PbD is underpinned by the knowledge that embedding

privacy features from the outset of the design process is preferable to attempts to adapt a

product or service at a later stage [56, 81] which would likely increase costs and extend the

time to launch when it is generally too late and expensive. The perceptions and understanding

of privacy and data protection requirements of software developers play a pivotal role in

efforts to devise and implement privacy-compliant systems such as IoT devices [22, 97].

However, for lawyers, PbD may be a coherent and intuitive policy tool. As an ENISA report

observes, `[m]any system developers are not familiar with privacy principles or technologies

that implement them [81]'. This unfamiliarity is problematic. The GDPR contemplates �nes

of up to 2% of the infringer's total annual turnover1 [78].

1GDPR, Article 83(4), General conditions for imposing administrative �nes:https://gdpr-info.eu/
art-83-gdpr/.
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Despite the importance of integrating PbD into SDLC, developers face numerous compli-

cations when handling privacy requirements. Recent research studies have investigated how

software developers handle privacy practices and the possible privacy challenges. Awanthika

and Nalin [224] stated that developers' experiences and personal opinions are common

issues when applying privacy. Negative privacy culture is another obstacle to integrating

privacy into software design in software teams [239]. Tianshi et al. [150] stated that Android

developers rarely mention privacy when discussing app design or implementation challenges.

However, they do so if there are new privacy restrictions from Android OS, app store policies,

or privacy laws. Moreover, many developers treat privacy as data security, restricting their

understanding of particular privacy threats. Hadar et al. [97] whose research focuses on soft-

ware architects who make high-level design decisions from different domains, has reported

that developers use data security to approach privacy challenges which limit their perception

of privacy. At any rate, IoT applications require an advanced software development life

cycle to adapt to their requirements and to help developers integrate privacy engineering into

system development [10].

3.1.3 Security and Privacy Risk in IoT

To describe how essential these requirements are in IoT, we consider security and privacy

risks for the case study mentioned in Figure 3.1. Subsequently, research studies that have

been conducted to discuss other IoT risks, and potential solutions, are outlined. When

a Continuous Glucose Monitor (CGM) device sends a reading, the data goes through a

heterogeneous number of nodes until reaching the �nal destination, as seen in Figure 2.4

(Chapter 2). One of these nodes could be a third party able to access sensitive patient data

(if transmitted unencrypted), without having the patient's consent or without the research

company's knowledge. This situation could arise as a result of the app developer lacking

knowledge of (or visibility into) third-party software libraries [3, 24]. According to [114],

half of the apps analysed by a team via PrivacyGrade.org use location details, not because the

app needs it but because the third party library uses it. In healthcare, distributing patient data

such as their location, phone number, patient �le number or medical history is critical. This

limitation can be overcome by applying privacy patterns during software development, such

as usingprotection against tracking, onion routing, and use of an “anonymity set"privacy

patterns [50].

Various surveys have addressed security and privacy challenges, (e.g., Sicari et al. discuss

existing IoT security challenges and solutions). They consider security issues to be divided

into eight categories: authentication, access control, con�dentiality, privacy, trust, secure

middleware, mobile security, and policy enforcement [230]. Yang et al. [272] presented two
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Use case: diabetes treatment and monitoring
Sara is a researcher in a healthcare company where patients with diabetes require treatment
and continual monitoring. Sara is concerned about gathering and analysing data from a
Continuous Glucose Monitor (CGM) device worn by patients where the sensor is placed
into the patient's body, as seen in Figure 3.1. The sensor measures the glucose in the
patient's interstitial �uid by taking readings at regular intervals over several days. Sara has
a monitoring application that can recognise any triggers or patterns for abnormal glucose
levels. This application can analyse patient data and produces an alarm to notify the patient
and the nurse. There is a speciality nurse that has a level of access to patient data for a
follow up, and providing essential instructions when required. These instructions may
include suitable insulin doses, an exercise plan, daily meals or snacks, and types or dosage
of medication.

Fig. 3.1 IoT application to support diabetes treatment and monitoring.

main security limitations with IoT devices: battery capacity and computing power [245].

These limitations were addressed with various solutions such as using lightweight encryption.

In addition to exploring the limitations, Yang et al. introduced a classi�cation of IoT attacks

such as physical and software attacks, and focused on design approaches to improve IoT

authentication scheme and architectures. Lastly, they discussed security issues at different

IoT system layers such as perception, network, and transport layers.

Kumar and Patel [143] divided security threats associated with the IoT into three cate-

gories. First, front-end sensors and equipment which include unauthorised access to data,

threats to the internet, DoS attacks, and privacy analysis of Machine-to-Machine (M2M) in-

formation. Second, network security which consists of the following concerns: unauthorised

access to data or service, stealing or altering communication data, and viruses or malware

attacks. Third is the back-end of IT systems such as middleware and gateways which involve

safety management of code resources and the replacement of operators. Currently, protection

for IoT devices relies on implemented security measures, software, and protocols [272]. The
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majority of IoT security issues are associated with the large-scale applications and systems

[279]. In industrial control systems, the concept of security is often synonymous with safety

[279, 143]. Focusing on Operational Technology (OT), protection against cyberattacks has

become one of main design objectives for industrial IoT systems [198, 143].

For IoT devices [194], security and privacy remain a signi�cant concerns for customers.

These devices not only gather personal information such as the names and telephone numbers

of individuals but also track user behaviours, such as when users are in their homes and what

potential data they are accessing (e.g., music and movies). Moreover, IoT devices analyse and

share a vast amount of critical security data and sensitive private information which makes

them appealing targets for attack [107, 216]. An example of privacy risk to individual can

be observed in Nest thermostat Figure 2.2 (Chapter 2). This device collects usage statistics

and learns about a user's behaviour. Usage data, along with other information, such as user

location and device settings, are uploaded to the Nest cloud when connecting to a network.

Some Nest thermostats prompt the user for information about their home, and shares this

information with energy providers for energy ef�ciency purposes. A smart Nest thermostat

can easily be compromised by attackers to install malware [107]. An individuals' data can

also be tracked and left across different (network-connected) storage devices [262]. Any

misuse of this information could have negative consequences for the individual(s) involved,

and may lead to security violations [192] such as using implicit authentication techniques

which could give access to systems based on detailed pro�le data gathered by IoT systems

[227] .

As previously mentioned in Section 2.3 (Chapter 2), a lack of software quality manage-

ment and assurance leads to less reliable software being delivered to end-users. If the quality

of the SDLC can be predicted at an early stage, such as at the design stage, this will reduce

the development process time and the associated human effort [155, 96]. Private companies

or governments that use IoT technologies will have to incorporate enhanced requirements

to their risk management, such as resilience to attacks, access control, and client privacy

[262]. The intertwining of security and privacy concerns implies that IoT systems need to

acknowledge privacy as a key requirement [192]. The importance of Privacy by Design

(PbD) has been acknowledged as an approach for maintaining the privacy for software-based

systems [233]. One of the methodologies that applied the PbD concept is “LINDDUN"

which is a systemic procedure for privacy threat modelling [270]. Threat modelling methods

and tools are discussed in greater detail in Section 3.4.
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3.1.4 Privacy Awareness

The concept of privacy awareness refers to the understanding of how personal data is gathered,

used, and protected [202]. Numerous methods exist for improving privacy awareness among

software developers, including training and educating developers on privacy legislation such

as GDPR, encouraging developers to make a priority for accountable privacy decisions at an

early stage of the software life cycle, supporting the use of privacy-enhancing technologies

such as encryption and anonymisation, and promoting collaboration between the development

and professional privacy teams to ensure that privacy requirements are well understood and

incorporated into SW design and development. Some organisations, especially small ones,

cannot provide extensive training and education on privacy issues. In addition, hiring

privacy experts to work with the development team is not an option due to limited resources.

Moreover, implementing privacy-enhancing technologies like encryption and anonymisation

can be challenging, especially for developers without technical expertise [8]. Additionally,

people do not have the memory capacity to remember all the laws and regulations concerning

privacy, particularly non-privacy experts [202].

Many research efforts have been conducted to �gure out how to improve users' awareness.

As an example, Lin [151] presents a privacy model namedprivacy as expectation. In

this model, a privacy summary interface is provided to highlight both the use of sensitive

resources and people's perceptions of how the app behaves. The researchers evaluated users'

privacy awareness by counting the number of participants who stated privacy concerns when

defending their recommendations. To address the issue of data leaks from Android phones

and to raise awareness of the consequences of such leaks, Balebako et al. [23] presented a

Privacy Leaksprototype using Just-in-Time noti�cations (JIT) and a summary visualization.

A number of privacy tools were proposed for web browsers, includingNoTrace[154] and

The Wi-Fi Privacy Ticker[51], to provide users with information that they can use to make

informed decisions about their privacy.FoxIT [83] andPScore[199] are enhancing tools

for users' privacy and security awareness and behaviour in mobile apps and online social

networks. Taking into account these tools, it is evident that a visual tool may be able to

educate users and assist them in making informed decisions regarding privacy and security.

3.2 Security and Privacy Design Notation, Languages and

Representations

For this research, we identi�ed a search strategy for selecting suitable literature. The �rst

step involved selecting papers from Google Scholar to avoid publisher bais. A manual search



28 | Literature Review

Fig. 3.2 Search and selection processes ultimately produce 50 papers.

was then performed to look for particular authors and papers based on forward and backward

snowballing. We selected several of the collected papers after the �ltering process. After

that, we did the data extraction step to identify some of the properties from each notation or

representation. Finally, we analysed the data to review the literature included in this research.

3.2.1 Systematic Review Strategy

Data Sources and Search Strategy

For data collection and extraction purposes, Kitchenham's [137] method is generally used

(not all the steps) as a guideline to extract data from each paper. To start with, we created the

initial search query with Google Scholar using keywords that include the word notation or



3.2 Security and Privacy Design Notation, Languages and Representations |29

Fig. 3.3 Initial search query.

non-functional requirements (security and privacy). This resulted in general queries using

`AND' and `OR' combinations (see Table 3.1). These queries resulted in many papers, some

of which were only loosely related to visual notation or non-functional requirements. We

used this step to provide an indication of which digital libraries and journals were interested

in notation, visualisation, non-functional requirements and IoT. Subsequently, we used a

hybrid search with more complex queries in speci�c journals and libraries (see Table 3.2),

such as IEEE Xplore, Scopus, Springer, ACM, and ScienceDirect.

For the notations study, we checked papers from 1999 onward to ensure comparability

and to cover a wide variety of notations. The search process is conducted in several iterations

with three search processes: automatic, manual, and snowballing.

• Automatic search (see Figures 3.2 and 3.3): we performed this stage with a search

engine using keywords that combined any of the terms:`Visual languages,' `Visual

notation,' `Software design languages,' `Software design visual notation,' `Software

notations,' Architecture design,' `Privacy,' `Use all above combinations,' `Security,'

`IoT visualisation,' `IoT modelling,' `Architecture,' `Cyber- physical systems', and

`Ubiquitous computing.'Google Scholar was used as a starting point to avoid bias in

favour of any speci�c publisher [266]. Using this approach, we took advantage of

looking for the whole spectrum of available publications regardless of the publishers.

At the beginning, general search queries were used in Google Scholar which led to a

large number of papers (473,000 results for “IoT" and 85,000 results for “IoT secure

design"). In addition, searching for IoT security or IoT privacy also lead to many

thousands of results (299,000 for IoT security and 175,000 for IoT privacy keywords).
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Table 3.1 Examples of queries and terms used for the online library search

Category Queries and Terms

“Architecture design”
“IoT modeling”

General “IoT visualisation”
“cyber-physical systems”
“ubiquitous Computing” AND “visualization”
“Visual” AND (“ languages” OR “notation”)
“Software design languages” OR “Software design Visual notation”
“Security” AND (combinations of the above)
“Privacy” AND (combinations of the above)

Google Scholar:allintitle: (modeling) AND (security OR privacy OR notation
OR threat OR IoT OR secure)

More speci�c IEEE: ((((("All Metadata":Software design notation) AND "Abstract":security
notation)
OR "Abstract":privacy notation) OR "Abstract":threat modeling) OR "Ab-
stract":design notation)
ACM: (+Visual +notation software requirements +security +privacy)
Scopus:TITLE-ABS-KEY-AUTH(“non functional” AND requirements AND
IoT)
AND ( LIMIT-TO ( SUBJAREA,“COMP” ) OR LIMIT-TO ( SUBJAREA,“ENGI”
) )
AND ( LIMIT-TO ( LANGUAGE,“English” ) )

Some of these results do not consider modelling or visualisation which makes the

�ltering process dif�cult. To reduce scope, IoT visualisation and IoT modelling were

used in combination with security and privacy, as shown in Table 3.1.

• Manual search (see Figures 3.2 and 3.3): we conducted this stage using the proceedings

of certain conferences and journals, such as Ubiquitous Computing (UbiComp), Journal

of Systems and Software (JSS), ACM Transactions on Software Engineering and

Methodology (TOSEM) and others listed in Table 3.2. For these sources, the studied

time period was 1999-2023.

• Snowballing (see Figures 3.2 and 3.3): we performed this stage on papers from the

manual search and some of the results of the automatic search, based on known papers

from the same relevant topic authors. Then, backward snowballing was performed by

checking references to selected relevant papers based on the title, abstract and paper

structure review.
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Table 3.2 Sources of selected conference proceedings and journals for manual and automatic
searches.

Venue Abbr. Source Publisher

OOPSLA ACM SIGPLAN conference companion on Object Oriented
Programming Systems Languages and Applications

ACM

ESORICS European Symposium on Research in Computer Security Springer
DAC IEEE Design Automation Conference ACM\IEEE
EuroS
PW

IEEE European Symposium on Security and Privacy Transac-
tions on Software Engineering Workshops

IEEE

COMPSACIEEE International Computer Software and Applications Con-
ference

IEEE

ICECCS IEEE International Conference on Engineering Com-
plex Computer Systems Navigating Complexity in the e-
Engineering Age

IEEE

ICECCS IEEE International Conference on Engineering of Complex
Computer Systems

IEEE

SCC IEEE International Conference on Services Computing IEEE
ICSA-C IEEE International Conference on Software Architecture

Companion
IEEE

ICWS IEEE International Conference on Web Services IEEE
ISESS IEEE International Software Engineering Standards Sympo-

sium and Forum
IEEE

VL/HCC IEEE Symposium on Visual Languages-Human Centric Com-
puting

IEEE

AVI International Conference on Advanced Visual Interfaces ACM
ICSE International Conference on Software Engineering ACM\IEEE
SEKE International Conference on Software Engineering and Knowl-

edge Engineering
Springer

Conference

FME International FME Workshop on Formal Methods in Software
Engineering

ACM\IEEE

IST Information and Software Technology Elsevier
- Computers & Security Elsevier
- Computer Networks Elsevier
- Decision Support Systems Elsevier
TSE IEEE Transactions on Software Engineering IEEE
IEEE T
SYST
MAN
CY C

IEEE Transactions on Systems, Man, and Cybernetics, Part C
(Applications and Reviews)

IEEE

IST Information and Software Technology Elsevier
IJSE International Journal of Software Engineering CSC
INTR Internet Research Emerald
JSW Journal of Software -
- Journal of Visual Languages and Computing Elsevier
- Science of Computer Programming Elsevier
SoSyM Software and Systems Modeling Springer

Journal

- The Journal of Systems and Software Elsevier
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Selection Strategy

The selection strategy, as shown in Figure 3.2, consisted of the inclusion/exclusion criteria in

addition to �ltering which was also done during the searching process. The �rst selection

step involved applying the inclusion/exclusion criteria. The next step involved applying

another stage of �ltering with a quality assessment to ensure certain quality criteria for the

studies being considered. The following section discusses each of these steps.

Filtering irrelevant papers The papers collected through the manual, automatic, and

snowballing approaches contained several papers that are not applicable to this analysis (false

positives) and these had to be �ltered out. The �ltering process is done in two steps. The

�rst (F1 in Figure 3.2) is located in search step where the papers are �ltered based on the

title, keywords, abstract and sometimes the conclusion in case of any doubts. Based on this

step, a decision was made regarding whether or not to include this paper in the next step.

The �ltering process (F1) is undertaken before and after the snowballing process to reduce

the number of the papers. When a paper passes the initial �ltering step (F1), it goes through

inclusion and exclusion criteria. The second round of �ltering (F2 in Figure 3.2) is located in

the selection step where the paper is read fully. To make the study feasible, we used Google

Scholar metrics along with Excellence in Research for Australia (ERA) metrics [18]. We

considered journals that were ranked `B' or higher and conferences that ranked as `A' or

higher by the ERA. We ignored some papers that were not published at top-tier venues. As

mentioned in Figure 3.2, the selection phase led to the inclusion of 50 papers.

Inclusion and Exclusion Criteria In this process we de�ned the positive and negative

criteria. When a paper satis�es one or more of the negative criteria, it is considered for

exclusion. Initially it was thought that if the paper did not mention IoT, it would be excluded.

However, this could lead to missing some of the previous bene�cial efforts made in the

design notation outside the IoT context. Moreover, the search for papers covering the concept

of only the IoT security and privacy design notation is limited. This would result in only a

few papers. Therefore, the concept was used later as one of the inclusion criteria, not as an

exclusion criteria. In case there are duplicate papers, the most extensive or recent version

was included. The criteria for exclusion for each paper were: (i) not written in English; (ii)

does not mention security or privacy or talks about these concepts in general terms; (iii)

discusses security or privacy without offering any notation or representation; (iv) does not

have a full version (is a poster or abstract only). If a paper is not excluded then it is evaluated

by an inclusion list that has other criteria. The paper will be discarded if no inclusion criteria

are met. The inclusion criteria for a paper were: (i) discusses security or privacy concerns
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Fig. 3.4 Overview of the number of analysed papers (a) distributed per year (1999-2023),
and (b) by venue.

in software design; (ii) discusses how to model threats or attacks in software design; (iii)

enhances a notation de�ned in another relevant paper; (iv) presents a notation for use with

IoT, or discusses IoT software or system visualisation.

Data Extraction

As previously stated, researchers generally follow the Kitchenham method [137] for data

collection purposes. For this study, we constructed a repository which contains the meta-data

for the analysed papers, containing: notation ID, name, publication year, scope, visual

design, tool support, security or privacy support, IoT support, validation type, experiment

participants' background, and the conference proceeding/journal. In this survey, we analysed

a list of notations (across different publications). The publications and their types, over the

period 1999-2023, are presented in Figures 3.4 (A) and (B).

Data Extraction Summary

Many security related design notations have been introduced by the research community,

covering a variety of concepts and features in a software design model. These efforts are

often fragmented across different types of publications, making it dif�cult for researchers to

assess which technique they need to follow. An effort has been made in the �eld of security

notations [253]; however these do not fully re�ect developments in IoT.

The following section presents a systematic literature review that investigates the avail-

able notations for non-functional requirements (security and privacy), with a particularly
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Fig. 3.5 Timeline for the surveyed notations, models, and languages from 1999 to 2023

focus on characteristics which can be speci�ed visually. Some of these notations (see Figure

3.5) follow existing representation standards such as UML and DFD (see Figure 3.6). In

addition to the representation model, we investigated all of the notations in terms of their

scope, coverage and software tool support. We then assess how these notations have been

evaluated, and the types of participants involved when validation is carried out experimentally.

3.2.2 Scope and Coverage

This study analyses 50 design notations to assess breadth and coverage (see Table 3.3). The

term `scope' is used to re�ect which privacy or security application domain this notation

is applied to, such as notation supporting only the banking �eld or use across general

application domains. Meanwhile, the term `coverage' is used here to assess the depth at

which the security vs. privacy notation has been covered and whether or not it also discusses

IoT.

In the analysis, we considered a number of domains to determine how notations are

speci�ed and how they support NFRs. We found that only three of these notations (developed

over the last �ve years) cover IoT systems: SiMoNa, Midgar, and Microsoft Threat Modeling

Tool. Security and privacy are the two assessed NFRs in this study. Security has been

supported by more than half of the analysed papers (36 notations out of 50), while privacy is

only covered in SPARTA, Threat Dragon, Microsoft threat Modeling, LINDDUN, LINDDUN
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Fig. 3.6 The analysed notations, models, and languages over time (in grey rectangles) with
their associated standard notations such as UML, DFD, and BPMN (orange rectangles).
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Table 3.3 Analyses of 50 design notations based on the covered scope of notation

List of notations

Scope Coverage

Name Citation Year G
en
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S
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n

D
S

M
L

S
ys

te
m
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S
hi
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T

S
ec
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ity

P
riv
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ADM-RBAC [62] 2008 " "
Ahn-AC [5] 2002 " "
Alam-SECTET [5] 2007 " "
AMF [117] 2010 " "
Buyens-LP [38] 2011 " "
FDAF [55] 2007 " "
FESA-UML [71] 2009 "
Georg-AO [80] 2010 " "
Giordano AC [86] 2010 " "
Gomaa UML [87] 2004 " "
Hafner-SECTET [99] 2006 " "
Hafner-SOA [98] 2005 " "
Hoisl-SOA [113] 2012 " "
Kaitiaki [153] 2005 "
Kim-AC [136] 2011 " "
Kong-Threat [141] 2009 " "
LINDDUN [270] 2015 " "
LINDDUN PRO [152] 2023 " " "
Mariscal-AC [190] 2010 " "
Medina-DB [246] 2009 " "
Memon-SECTET [162] 2012 " "
MetaEdit+ 5.5 [243] 2017 "
Microsoft Threat Modeling [168] 2019 " " "
Microsoft Threat Modeling 2022 [169] 2022 " " " "
Midgar [89] 2014 " "
Milo [208] 2018 "
Nakamura-SOA [221] 2006 " "
PbSD [1] 2012 " "
Pounamu [180] 2004 " "
Ray-AC [209] 2004 " "
Secure*BPMN [44] 2014 "
SecureSOA [163] 2010 " "
SecureUML [28] 2009 " "
SiMoNa [57] 2018 " "
Sion-LINDDUN [233] 2018 " "
Sohr-AC [234] 2005 " "
SPARTA [232] 2018 " " "
Superlog [73] 2000 "
Suzuki-UML [238] 1999 "
Threat Dragon [187] 2020 " " "
UML AC [140] 2006 " "
UMLS [104] 2003 " "
UMLsec [131] 2008 " "
VandenBerghe-DFD [251] 2017 "
Vela-DB-XML [255] 2012 " "
VESIG [61] 2010 " "
VisPro [278] 2001 " "
VLDesk [76] 2002 "
Xu-Petri [271] 2006 " "
Yu-AC [276] 2009 " "

Total 28 3 2 7 1 2 1 6 1 4 36 6
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Fig. 3.7 Chart (A): the notations did not produce �nal tool (35 out of 50). Chart (B): most of
the analysed papers use UML-based modelling

Pro, and Sion-LINDDUN (6 notations out of 50). It is noticeable that more than half of

the analysed notations (28 out of 50) are generic and do not focus on a speci�c application

domain (the term generic means that this notation is constructed for general security issues

and is not limited to a single application domain such as banking or healthcare). As stated

in Section 3.2.1, the initial thought was that if a paper does not mention IoT, it should be

excluded. However, this would have led to some of the previous efforts made in secure

design notation outside the IoT context being overlooked, because privacy design notation

and its use in IoT in particular is still immature. Consequently, we expanded the search to

look for secure design notation even if it did not cover IoT. There are some domain-speci�c

notations, and service-oriented architecture (SOA) that are relatively common (7 notations).

The other notations vary between database (3 notations), DSML (6 notations), web system

(2 notations), design pattern recovery (2 notations), authorisation (1 notation), education (1

notation), and System-on-Chip (1 notation).

3.2.3 Tool and Representation Support

Tool Support

It can be seen from Table 3.4 and Figure 3.7 that the majority of the analysed notations did

not produce a �nal software tool (35 notations: 17 notations use a limited capability prototype

and 18 do not have any tool support). A third of the notations make use of a software tool

(15 out of 50 notations) and some of the notations that have a tool do not support security,

such as SiMoNa, which is an IoT infographics domain-speci�c modelling language.
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Representation Support

UML-based Notations: The majority of notations used to represent security concerns are

based on the Uni�ed Modelling Language (UML) [253]. As the main focus in this paper is

NFRs, most of the notations being surveyed also focus on security. As seen in Table 3.4,

these notations are mainly UML-based (27 notations out of 50). Some of the design notations

are created to only detect new vulnerabilities, while others such as Georg-AO [80] assess

whether a particular attack poses a signi�cant risk, and then identify security mechanisms to

mitigate the risk.

DFD-based Notations: As mentioned previously, most of the common security design

notations are UML-based. Data Flow Diagram (DFD) representation is followed by some,

such as VandenBerghe-DFD and SPARTA modelling notations [251, 232]. VandenBerghe-

DFD extends DFD with additional security elements attached with well-de�ned semantics.

In this model, an expert developer's knowledge is used to identify and mitigate potential

threats. A banking system is used to show how this notation can be used as a foundation for

the security-by-design paradigm. In SPARTA is a prototype that simpli�es the embedding of

security and privacy in a design. The approach describes the process of capturing security

and privacy patterns in a DFD-based design and then providing threat elicitation based on

the constructed knowledge.

LINDDUN and Sion-LINDDUN are other examples that use DFD in their activity

representation [269, 270, 233]. LINDDUN is a threat modelling methodology that focuses

mainly on privacy, using a systemic approach for producing privacy requirements. Identifying

all potential privacy threats is achieved by iterating over the model elements. After that, the

threats are manually assessed based on their importance (likelihood and impact).

Non UML- or DFD-based Notations: UML and DFD are general-purpose modelling

languages that can be used across a number of different systems. On the other hand, some

languages are Domain-Speci�c Modelling Languages (DSML) or highly specialised ones

(14 in total in this study), as can be seen in Table 3.4. In DSML, a domain-speci�c language

is used to represent a system such as SiMoNa [57]. SiMoNa is an IoT Infographic Domain-

Speci�c Modelling Language that is built using MetaEdit+ 5.5 workbench software which

uses a Graph, Object, Port, Property, Relationship, and Role (GOPPRR) meta-modelling

language.

Furthermore, there are very specialised visual languages such as ADM-RBAC and

Giordano-AC [62, 86]. ADM-RBAC (Ariadne Development Method with Role-Based Access

Control) is used for modelling hypermedia and web systems to specify Role Based Access
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Table 3.4 Representation model and tool support for investigated notations

Final product Supported Model

Notation Citation To
ol

P
ro

to
ty

pe

N
on

e

U
M

L
ba

se
d

D
FD

ba
se

d

N
on

U
M

L/
D

FD

ADM-RBAC [62] "  
Ahn-AC [5] "  
Alam-SECTET [5] "  
AMF [117] "  
Buyens-LP [38] "  
FDAF [55] "  
FESA-UML [71] "  
Georg-AO [80] "  
Giordano AC [86] "  
Gomaa UML [87] "  
Hafner-SECTET [99] "  
Hafner-SOA [98] "  
Hoisl-SOA [113] "  
Kaitiaki [153] "  
Kim-AC [136] "  
Kong-Threat [141] "  
LINDDUN [270] "  
LINDDUN PRO [152] "  
Mariscal-AC [190] "  
Medina-DB [246] "  
Memon-SECTET [162] "  
MetaEdit+ 5.5 [243] "  
Microsoft Threat Modeling [168] "  
Microsoft Threat Modeling 2022 [169] "  
Midgar [89] "  
Milo [208] "  
Nakamura-SOA [221] "  
PbSD [1] "  
Pounamu [180] "  
Ray-AC [209] "  
Secure*BPMN [44] "  
SecureSOA [163] "  
SecureUML [28] "  
SiMoNa [57] "  
Sion-LINDDUN [233] "  
Sohr-AC [234] "  
SPARTA [232] "  
Superlog [73] "  
Suzuki-UML [238] "  
Threat Dragon [187] "  
UML AC [140] "  
UMLS [104] "  
UMLsec [131] "  
VandenBerghe-DFD [251] "  
Vela-DB-XML [255] "  
VESIG [61] "  
VisPro [278] "  
VLDesk [76] "  
Xu-Petri [271] "  
Yu-AC [276] "  

Total 15 17 18 27 8 15
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Control (RBAC) rules at two integrated abstraction levels. This notation is an extension of

the Ariadne Development Method (ADM) which does not use UML for its representation.

Instead, the visual model is designed for specifying access control based on a user role,

identifying relations between roles/objects, assigned permissions, and generated policies. In

conceptual models, policies are speci�ed using function speci�cations, authorisation rules,

and user diagrams. In detailed models, policies are extended using access tables in addition

to some of the previously produced models from the conceptual phase [62]. Likewise, the

Giordano-AC model [86] is a visual model for RBAC which does not (mainly) use UML

for its representation. In the Giordano AC system there are many tools to enable different

kinds of users to visually edit security policies. After that, the system will generate XACML

(eXtensible Access Control Markup Language) code.

3.2.4 Validation of the Notations

Table 3.5 provides a summary of the different types of validation conducted for each design

notation, along with the number and educational background of participants involved. It is

noticeable that the majority of the notations lack case studies and experiments; in contrast,

most use application examples to illustrate their use and bene�t. Only a few of the notations

used experiments (9 out of 50) and some have case studies (10 out of 50) as a way of

validation. In the experiments, it is noticeable that many participants have a master's

(postgraduate) degree (see Figure 3.8). However, some studies do not include any validation

such as Sohr-AC and Ahn-AC.

Other notations, such as Giordano AC, use a varied validation group from both university

and industry (both managers and technicians). Notations such as ADM-RBAC and PbSD use

a group of master's and bachelor's students, respectively. In ADM-RBAC [62], a comparison

was made in the experiment where 18 evaluators were divided into two groups. One of the

groups trained while the other did not. All of the evaluators were �rst-year master's students,

and the evaluation was part of a Hypermedia Design course, and performed on small scale.

In Giordano AC [86], the authors validate their model using both a case study and

experiment. The case study was conducted using 20 evaluators who were managers and

technicians from universities and industry, to test the system's usability using a technique

calledThink. In the experiment, they compared their notation to the most related visual

tool called XGrid. The evaluators participated for three days and followed the think-aloud

technique using a one-to-one session. Each validator underwent an introductory course for

90 minutes about the two systems and their notations. Subsequently, they were asked to use

these systems for 20 minutes with their tutor's support.
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Table 3.5 Validation techniques used for each notation and the participants' educational
backgrounds.(*) for the experiments column: the number represents the total number of
participants in the experiment for each notation. An empty cell indicates that there was no
experiment done. (-) means that they stated there was an experiment or illustration but they
did not give details about the illustration or the number of participants or their background.

Participants' background Validation technique
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ADM-RBAC [62] " 18 "
Ahn-AC [5] -
Alam-SECTET [5] "
AMF [117] "
Buyens-LP [38] " "
FDAF [55] "
FESA-UML [71] "
Georg-AO [80] "
Giordano AC [86] " " " " 20
Gomaa UML [87] "
Hafner-SECTET [99] "
Hafner-SOA [98] "
Hoisl-SOA [113] "
Kaitiaki [153] "
Kim-AC [136] " "
Kong-Threat [141] "
LINDDUN [270] " 54 "
LINDDUN PRO [152] "
Mariscal-AC [190] "
Medina-DB [246] " "
Memon-SECTET [162] "
MetaEdit+ 5.5 [243] "
Microsoft Threat Modeling [168] "
Microsoft Threat Modeling 2022 [169] "
Midgar [89] " " 21 "
Milo [208] " 20 "
Nakamura-SOA [221] "
PbSD [1] " 148 "
Pounamu [180] "
Ray-AC [209] "
Secure*BPMN [44] " " " 31 "
SecureSOA [163] "
SecureUML [28] "
SiMoNa [57] "
Sion-LINDDUN [233] "
Sohr-AC [234] -
SPARTA [232] -
Superlog [73] "
Suzuki-UML [238] "
Threat Dragon [187] "
UML AC [140] "
UMLS [104] "
UMLsec [131] " "
VandenBerghe-DFD [251] "
Vela-DB-XML [255] " "
VESIG [61] " 12 "
VisPro [278] " "
VLDesk [76] " "
Xu-Petri [271] " "
Yu-AC [276] "

Total 1 1 5 1 3 10 324 46
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Then, participants were asked to apply three different scenarios using the system tools in

the de�nition of access policies. The scenarios include a �le hosting service, a massively

multiplayer online role-playing game (MMORPG), and a content management system. This

experiment was conducted on a small scale (only 6 participants) and lacked in-depth analysis.

In the use case, they produced a Multimedia Content Management System (MCMS) to

support collaboration and embedded access control policies using their approach. MCMS is

based on an open source content management system called OpenCMS. It was demonstrated

that by applying their approach, user management functions (such as authorisation and

administration) were minimised.

In PbSD [1], 148 third-year undergraduate students participated in the experiment from

a Security of Computers and Communication Networks course. The students were from

Information Systems Engineering (ISE) and Software Engineering (SE) departments and

were divided into two groups to apply a set of pre-de�ned tasks to compare the security re-

quirements between PbSD with SQL and Oracle's Virtual Private Database (VPD). Similarly,

the VESIG initial tool was tested in the Formal Methods for Web Design course using 12

master's students on a Science and Technology in Computing course [61]. The required

design task was conducted in pairs for 90 minutes: 10 minutes as an introduction to the tool

from the VESIG team, 45 minutes to draw a sketch on paper, and the remaining time to apply

the sketch using the tool and complete 6 open questions. In the end, 6 different designs and

12 questionnaires were collected. Both postgraduate and (computer science) undergraduate

students were used for evaluation purposes [208]. In Midgar [89], the experiment was

conducted based on 21 participants who were tested individually. 12 of the participants were

software developers and 9 of them were interested in IoT. They were asked to evaluate the

use of the application editor and generator from a developer and an end user point of view.

In SPARTA [232], evaluation was carried out by running risk analysis on a WebRTC system.

The SPARTA system is also compared with Microsoft Threat Analysis performance.

A number of authors use similar scenarios to validate their systems. For example, the

Kim-AC case study is presented as an application for online shopping, similar to the Xu-Petri

case study which models a real-world shopping cart application [271]. Both of them apply the

STRIDE technique to identify threats. There are no participants involved in these validation

studies. Medina-DB presents a Secure Data Warehouse for several pharmacies, based on a

study conducted by the authors themselves in a separate paper [235]. Similarly, VisPro, and

UMLsec have some examples and case studies [131, 278].
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Fig. 3.8 Pie chart on the left shows the validation type. The pie chart on the right shows the
participants' educational background.

3.3 Interactive and Collaborative Software Visualization

Design can be considered an easy task when everything goes smoothly and right until a fault

or misunderstanding happens, then complications occur quickly. One of the solutions is

adapting a human-centred design (HCD) approach [130] where human needs, behaviours

and capabilities are initially taken into consideration. Therefore, understanding psychology

should go with understanding technology side by side [130]. Moreover, this approach

promotes good communication as a means of achieving good design, especially if a machine

is required. It is essential for designers to understand what could happen if things go wrong

more than what could happen if they go as planned.

There are many principles for good interaction design, and one of them is the Norman

principles [181]. Norman divides the principles into �ve separate principles which are:

affordances, signi�ers, mapping, feedback, and conceptual model. Affordance, which means

the relationship between an individual and an object, demonstrates how the individual can

realize the features of the object and how it can be used [181]. While designing, affordance

is critical because visible affordances deliver clear signs to the operations of objects. Users

should not spend a lot of effort to understand how to use the features of things as they were

intended by the developer. The second principle is signi�ers, which guide the user on how

to follow what the object can afford in the right way. Designers have the responsibility to

design something understandable and that can be quickly picked by users. Affordance and

signi�ers are easy to use, and it is common to combine them [181]. If the design has a screen

with a touchable object, touching is what the object affords; the arrow is the sign where the

user should apply the touch, as explained in Figure 3.9.
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Fig. 3.9 On a touch screen, icons and arrows are used as
signi�ers to indicate different actions that can be performed
on the website. They should provide clear signals about
website actions. Swiping left and right arrows should move
to new suggestions. Swipe down the screen to see people's
reviews. Clicking on the map pin icon should direct users to
the clinic location on the map; clicking on the clock should
show the opening hours.

Mapping, the third principle, is the relationship between two objects. To make the

design easy to use, it should map the objects with the layout. For instance, if the design

has a touch screen with an arrow pointing up, it should move the object up, not in other

directions. Any design process, including tools for IoT design applications, should consider

users' behaviour to increase the useability later. The fourth principle of good design is

feedback, where the users are informed that their request is underway. This principle aims to

establish early communication and interaction with users. However, designers must balance

between overwhelming users about every concern or ignoring them. The last principle is the

conceptual model, which is de�ned as “a high-level description of how a system is organized

and operates” [129]. We have explored how these principles can be applied using three tools,

ViSiT, Microsoft threat modelling, and ThreatDragon, in Table 3.6. In general, a conceptual

model is a simpli�ed way of explaining how something will work. For example, using folders

and icons in a computer operating system is a way of helping users to create the conceptual

model, while in reality, this is not the way �les are organized and saved on the computer.

Parush [189] adds some details and divides the conceptual model for interactive sys-

tems into a �ve-layer framework. These layers are organised from the bottom up: function,

con�guration, navigation and policy, form and details layer. The Visual Simple Transforma-

tions tool (ViSiT [6]), which enables users to connect Internet of Things entities, is used to

illustrate the layers of the framework in Figure 3.10. The function layer contains objects

and tasks needed to complete the work, while the con�guration layer represents how these

elements are interconnected. The navigation and policy layer de�nes how users navigate

the system, while the form layer is responsible for transforming the high-level abstraction

into a more detailed user interface. In this layer, many decisions are made that could affect

the system's performance and usability later. Finally, the user interface layer speci�es the

graphical representation and visual layout of the system.
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Table 3.6 Comparison between three tools: ViSiT, Microsoft threat modelling and Threat
Dragon in terms of principles of good interaction design to explore how these principles are
applicable. (*) ViSiT is analyzed based on the �gures on the paper. (**) Not mentioned in
the paper.

Principle ViSiT* Microsoft threat modeling ThreatDragon

A
F

F
O

R
D

A
N

C
E

S It has visible affordance
where users can understand
the idea of dragging and
dropping expressions then
running the transformations.

It has visible affordance
where users can understand
the idea of drawing DFD as
any other DFD drawing tool.
Then it can do threat analy-
sis. It also supports creating
custom threat templates.

It has visible affordance
where users can understand
the idea of drawing DFD.
However, it does not support
drag and drop which is used
in most of designing tools.

S
IG

N
IF

IE
R

S

It supports many signi�ers
such as: icons (zoom in/out,
help, delete expression), but-
tons (save, run ..etc), and
grid-lines.

It supports many signi�ers
such as: icons (zoom in/out,
help), buttons (save, run
..etc), drop-down menus, and
grid-lines. However, linking
two objects is unclear due to
the absence of signi�ers say-
ing how to do that. Initially,
it may take several attempts
to understand that one way to
link two objects is to select
the objects and then use the
right-click menu option.

It supports many signi�ers
such as: icons (zoom in/out)
and drop-down menus. How-
ever, the design lacks more
buttons and signi�ers.

The green arrow above the
object:

M
A

P
P

IN
G

When an object is taken from
the target and properties col-
lection, it is automatically
placed in the grid shown on
the left-hand side. It supports
drag and drop from the tool-
box.

Mapping is supported. Low mapping support.
When the toolbox object is
double-clicked, it appears
on the canvas. Having the
toolbox located at the left
contains many objects, some-
times indicating dragging
the objects to the canvas;
however, it does not support
drag and drop which is used
in most designing tools.

F
E

E
D

B
A

C
K

N/A** Feedback is supported. For
example, when a developer
changes the name of any ob-
ject from the stencils, it ap-
pears immediately at the ob-
ject in the main canvas.

Feedback is supported. For
example, when the arrow is
pressed, a message appears
telling the user what to do.
However, the response time
is slow, and the user may
doubt whether the request
will be completed.
The message:



46 | Literature Review

Fig. 3.10 An application of Parush's layered framework [189] that represents a conceptual
model for interactive systems is applied to the ViSiT IoT tool [6] in order to demonstrate
how it can be adapted for use in developing an interactive tool for IoT design.

There are many different conceptual models, such as those in a product's technical

support; however, the one that is most relevant in design is the mental model [130]. This

model tells how people understand how things work. For instance, the same item could have

different mental models produced by different people. In fact, a single person may have a

variety of mental models for the same thing depending on their interpretation of each part's

function. A good conceptual model should be clear and understandable with the support

of affordances, signi�ers and constraints. By adopting a good conceptual model in the IoT

application designing tool, it will be easier for the developer to predict any likely effects and

what plan to follow if things go wrong and not as planned while designing a data �ow for an
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Table 3.7 List of interactive and collaborative tools with their techniques and target users.
These tools either support visualising security or privacy systems, targeting developers such
as Coconut, supporting co-design such as DisCo, or visualising massive data and metrics
like Grafana. Our goal is to explore what techniques have been used, and how they can be
applied to assisting developers in the design of IoT applications.

Tool Features and techniques. IoT Security/privacyUsers
CityVR [164] CityVR developers can interact with the visualization through selection

and navigation. It uses the gami�cation city metaphor technique.
7 7 Developers

Coconut [149] An IDE Plugin presents real-time feedback on potential privacy issues.7 " Developers
My IoT Puzzle [52] Tool interactively assists users in the debugging process with different

real-time feedback by applying IF-THEN rules and using Jigsaw puzzle
metaphor

" 7 End users

ViSiT [6] an approach that allows end-users to use a jigsaw puzzle metaphor for
specifying IoT transformations that are automatically converted into
underlying executable work�ows. It uses Jigsaw puzzle Metaphor.

" 7 End users

FixDroid [179] An IDE Plugin that highlights security and privacy issues related to the
code.

7 " Developers

ComDroid [45] A tool that detects application communication vulnerabilities. It analyses
applications before release.

7 " Developers

Grafana [145] An analytical and visualization tool. The tool is designed for different
system monitoring types which use time-series data visualization. It has
a complex dashboard construction, alerts, noti�cations, custom �lters,
and annotation for streaming data. It offers personalised dashboards for
different users.

" 7 Teams planning
(e.g. designers)

OctoUML [258] A prototype software design environment to supports software architects
in their collaborative software design and modelling processes.

7 " Software archi-
tects

Miro [173] A collaborative platform that enables distributed teams to work effec-
tively together, especially with large design artefacts.

7 7 Teams planning
(e.g. designers)

SourceVis [15] A multi-user collaborative software visualization application for use
on large multi-touch tables. It supports details on demand. It supports
mouse, �nger, and hand input.

7 7 SW development
teams

DisCo [261] A co-design online prototype tool. It is used for asynchronous distributed
design between child and adult partners. It enables the designers to
iterate, annotate, and communicate from within the tool.

7 7 Adult-child de-
signing

Mural [176] Tool support visual collaboration. It offers planning with faster decision
making by connecting distributed teams.

7 7 Teams planning

IoT application. If the model is complex, that means the user should read the manual, again

and again, to understand how things work, which could reduce the tool's useability.

Data visualization is considered a critical topic for IoT since IoT applications handle a

massive amount of data that needs to be presented as clearly as possible. Moreover, security

and privacy visualization are essential in IoT systems, especially large-scale systems such as

smart cities [220, 75]. Poor data visualization and analysis can produce an invaluable insight

into the system [249, 84]. Moreover, supporting interactivity can add more value to the tool

and also make it more understandable and useable for the target user (developers and privacy

professionals in our case) as compared to static applications [63]. Supporting interaction

could be done in different ways, such as by using alerts, noti�cations, real-time feedback,

highlights etc.

We list some of the interactive and collaborative design tools and IDEs in a variety of

domains in Table 3.7. We aim to explore what interactive techniques have been used and how

they can be applied in the area of IoT applications design. We also listed some of the related

collaborative design tools (development tools) to see their features and the techniques that

have been used. We can see that My IoT Puzzle [52] and ViSiT [6] are both following Jigsaw

puzzle Metaphor. In ViSiT, the Jigsaw puzzle is used to represent the transformation. It has
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been proven that its metaphor is attractive to end-users as compared to other metaphors [6].

Also, describing transformations in this way can resemble mathematical equations, which

proves that complicated concepts (e.g. privacy) can be presented in a more friendly way.

Privacy metrics, which measure the level of privacy in a system, are required to assess

the ef�cacy of privacy-enhancing technologies (PETs) [260]. Tools such as Grafana [145]

can be inspired by while planning to design tools to visualise privacy metrics. Grafana is

designed for monitoring purposes, constructing dashboards and visualising metrics. It has

many interaction techniques, such as enabled alerts and noti�cations. It also supports custom

�lters and personalised dashboards for different users. Coconut [149] and FixDroid [179]

on the other hand, are IDE plugins. While Coconut presents real-time feedback on possible

privacy issues, FixDroid highlights code security and privacy issues. CityVR tool implements

the city simulation strategy using an interactive virtual reality 3D environment tool. This

strategy was found to be helpful in improving developers' interaction and ability to execute

tasks faster.

Miro and Mural [173, 176] are both online collaborative whiteboarding platforms. Both

of them support different kinds of collaboration work, such as planning agile work�ows

and brainstorming with sticky notes. They support different views and different interactive

techniques. OctoUML and SourceVis [258, 15] are both applications that offer collaborative

SW development. OctoUML supports software architects to collaborate during software

design and modelling processes, while SourceVis enable SW teams to collaborate on a large

multi-touch table. OctoUML offers the ability to create software models at different levels of

formality with multi-modal interaction. SourceVis focuses on three features: designing for

several users, supporting several visualizations, and visualizing on large interactive surfaces.

Other tools, such as DisCo [261], allow online co-design between different users (adults and

children in this tool). The tool was developed in �ve prototypes to produce the �nal tool.

One of the challenges of creating a tool for different users with different skills (child-adult) is

how to handle their divergent abilities to communicate and share ideas. One of the solutions

for this is to enable voice recording for explanatory purposes. The DisCo tool can give

some suggestions while designing a tool for different users. This could be helpful in the

development of a tool that could be used by different types of users, such as developers and

privacy professionals.

3.4 Research Challenges and Opportunities

IoT application design presents a number of challenges, some requiring changes to the

traditional SDLC. Below we presented some of the solutions or enhancements to support IoT
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Fig. 3.11 Continuous Glucose Monitor (CGM) use case in Figure 3.1 is modelled here using
two threat modelling tools. Note: Note: neither tool presents security/privacy issues visually.

development. For instance, integrating threat modelling techniques during the design stage

(such as STRIDE), introducing a framework to support privacy, or enhancing the SDLC to

include different views such asprosumerisation.

3.4.1 Lack of Notations and Tools for Privacy

Notations Needed for Privacy: Considerable efforts have been made to control software

quality at an early stage, such as usingbad-smellidenti�cation and prediction methods.

Bad-smell happens as a result of an inef�cient design or imperfect implementation [155].

For that reason, tools called smell detectors were developed to give programmers an alert

about the occurrence of “smells" in the code [177].

Additionally, efforts have been made to start security control earlier than the imple-

mentation phase. The concept of Security by Design (SbD) supports this approach, and

it is intended that modern software development should embrace it as part of SDLC. At

any organisation, some assets need to be protected because they could be vulnerable to

threats. Risk assessment is part of the wider risk management process, intended to provide a



50 | Literature Review

systematic framework to identify, analyse, and prioritise possible threats and risks and detect

any effects that a system may face as a consequence [201].

To manage application security risks, many organisations seek to use threat modelling to

identify attacks and reduce the number of risks that an application may encounter. Using

threat modelling helps quality assurance (QA) teams to manage potential risks that could

affect the software [264]. This approach, such as STRIDE is made by modelling and then

analysing the system's logical entities to identify potential vulnerabilities and threats.

Threat modelling techniques such as OWASP [186] and the Microsoft Threat Modelling

Tool [168] are among the solutions available to ensure that the system is secure during the

design phase. There are two main methodologies (STRIDE and DREAD) that have been

used for the majority of threat modelling techniques [72]. STRIDE (Spoo�ng, Tampering,

Repudiation, Information disclosure, Denial of Service, and Elevation of privilege) is a

methodology used within the Microsoft Threat Modelling Tool. DREAD (Damage potential,

Reproducibility, Exploitability, Affected users, and Discoverability) is used for risk calcula-

tion. The difference between the two is that STRIDE is used for threat identi�cation, whereas

DREAD is used for risk calculation. Both OWASP [186] and the Microsoft Threat Modelling

Tool [168] are used for security threats. While Microsoft Threat Modeling can be used to

identify potential privacy threats, it is not extensively utilized for privacy purposes.

To explicitly illustrate the limitations in visualising privacy in modelling tools, we

examine the Continuous Glucose Monitor (CGM) use case (Figure 3.1) using well-known

existing threat modelling tools (see Figure 3.11). Our analysis reveals that while these

tools address security notations effectively, as shown in Table 3.3, they signi�cantly lack

in providing instant and interactive visual feedback about privacy issues, which could be

crucial for privacy risk assessment, especially for non-experts in privacy. This de�ciency in

visual representation could impede the understanding of privacy risks, where visualisations

could be essential in systems such as IoT, particularly in large-scale systems like smart cities

[220, 75]. As explained in Section 3.3, interactive visual features could play an important

role in enhancing user understanding and engagement. They could facilitate an intuitive

grasp of complex privacy data, enable quicker identi�cation of potential privacy threats,

and support effective communication among stakeholders who may not have deep technical

expertise. The absence of such visual elements in existing tools creates a gap in effectively

modelling and communicating privacy risks. This gap justi�es the need to develop enhanced

privacy modelling tools that incorporate interactive visual elements, addressing the challenge

of privacy notation modelling across different application domains [195].
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Table 3.8 Security and privacy concerns with their corresponding threats mapped with DFD
elements that are vulnerable to threats (DF: Data �ow, DS: Data store, P: Process, E: External
entity). STRIDE and LINDDUN are proposed by the SDLC [116] and Privacy Threats in
Software Architectures [270], respectively.

Property Threat DF DS P E

Authentication Spoo�ng • •
Integrity Tampering • • •
Non-repudiation Repudiation • • •
Con�dentiality Information Disclosure • • •
Availability Denial of Service • • •S

ec
ur

ity

S
T

R
ID

E

Authorization Elevation of Privilege •
Unlinkability L inkability • • • •
Anonymity and pseudonymity Identi�ability • • • •
Plausible deniability Non-repudiation • • •
Undetectability and unobservabilityDetectability • • •
Con�dentiality Disclosure of information • • •
Content awareness ContentUnawareness •

P
riv

ac
y

LI
N

D
D

U
N

Policy and consent compliance Policy and ConsentNon-compliance • • •

Lack of Tools to Supplement Methods: As stated earlier, some tools are used for security

threats in the absence of a privacy framework. Since the main focus of STRIDE is security

threat modelling, LINDDUN was introduced to cover the privacy requirements. LINDDUN is

a model-based framework that has been used to focus exclusively on modelling privacy threats

in software-based systems [270]. It is an acronym for seven types of threats: Linkability,

Identi�ability, Non- repudiation, Detectability, information Disclosure, content Unawareness

and policy, and consent Non-compliance. All of these threats are mapped to an application

DFD (see Table 3.8).

STRIDE and LINDDUN include a difference in steps for dealing with privacy threats (see

Figure 3.12). In STRIDE, a user must �rst de�ne a use case scenario, but this is the third step

in LINDDUN which requires de�ning a DFD. As well as STRIDE, which was adopted in

the Microsoft threat modelling tool to cover security concerns, we believe LINDDUN could

be used to ful�l the privacy gap associated with other IoT tools. LINNDUN was initiated as

a privacy modelling framework but it does not support privacy patterns, use of IoT or related

software tools (see Tables 3.3 and 3.4). It also focuses on the problem space without offering

many solutions to mitigate these problems. This area could open a research direction for the

development of software tools to address and visualise privacy threats. This notation can

cover IoT issues and suggest a solution to enhance the design. It can be used by different

users: (i) novice learners who want to be aware of privacy issues, (ii) expert developers who

want to enhance the privacy of their software systems, or (iii) lawyers who want to present

privacy laws, such as the use of the European General Data Protection Regulation (GDPR).
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Fig. 3.12 LINDDUN vs STRIDE Methodology.

3.4.2 Proactive Tools for Stakeholder

Proactive Assistance: Proactive service means anticipating and predicting user concerns

and addressing them proactively. For instance, most users who have concerns when browsing

a website or using a tool will search for a help or contact option. In contrast, with a

proactive service, the user concerns are predicted and solutions/suggestions are offered

(non-intrusively) based on their behaviour and actions.

By identifying and addressing issues before they become a problem, the availability of

systems and applications will increase. Some critical systems require high availability of

supporting hardware. For instance, Phillips [200] has a solution called e-Alert which is used

to ensure a high level of performance by Magnetic Resonance Imaging (MRI) systems. This

is achieved by sensing and monitoring the system continuously and responding quickly to

any possible issues with an MRI scanner by issuing mobile messaging alerts that are sent

to the Philips service engineers. In general, to support management of hardware systems,

many companies are moving from reactive to proactive engagement/maintenance processes.

Another example is Oracle [185], which has developed a proactive diagnostic support tool to

predict system behaviour, prioritise actions and avoid potential problems.

In IoT, the tradeoff between business requirements (e.g., to capture data and carry out

predictive analysis) and user privacy remains a challenge. As IoT technology does not have

completely standardised security and privacy requirements [43], there is a need for a proactive

framework and assistive tool to help develop IoT applications. Existing tools provide limited

proactive support, especially those that are used during the design phase of IoT applications.

For example, if a developer wants to draw a data �ow diagram for a supermarket security

system, there will be a smart camera in front of a supermarket which will collect Personally
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