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Abstract

In recent years, the Internet of Things (IoT) has been shaping our lives through billions of internet based interconnected
devices. However, due to the decentralized nature of these devices, security, privacy, trust, and traceability remain
major concerns. Blockchain is a distributed ledger technology used across several application domains, with features
such as immutability and distribution. This survey describes how blockchains can support [oT based systems. We also
identify key challenges in using blockchains in IoT, such as scalability, energy consumption, data privacy and security,
integration complexity, and regulatory compliance. A comparative analysis of current blockchain scalability solutions
and lightweight encryption algorithms is also presented; providing research gaps that still need to be addressed.
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1. Introduction

The Internet of Things (IoT) [1] connecting physical devices to the internet is a fast growing industry. These con-
nected gadgets range from wearable and home appliances to industrial equipment and sensors [2, 3, 4]. The resultant
connectivity and generated data serve various purposes, e.g., increase productivity, cut expenses, and enhance user
experience. [oT devices are vulnerable to security risks including hacking and data leaks [5, 6, 7]. The decentralized
nature of these [oT devices makes it challenging to secure them through conventional security techniques.

Blockchain technology [8] which was originally developed for cryptocurrencies, e.g., Bitcoin [9], has found ap-
plication in a variety of domains [10, 11, 12]. Blockchain offers a decentralized and distributed ledger that can be
used to securely and openly store data and transactions. It is built on consensus mechanisms [13] that make certain
that all network nodes agree on the legitimacy of transactions. Depending on the extent of access and control given to
various network participants, the blockchain can be categorized as public, private, or hybrid [14]. It also enables the
use of smart contracts [15], which can automate the execution of agreements between IoT devices.

The use of blockchain for various IoT based applications is gaining much popularity [16, 17]. Researchers
[18, 19] are working on blockchain based solutions to safeguard IoT devices, protect data privacy, and build trust
between IoT devices. Blockchain has a significant impact on different sectors e.g., healthcare, financial industry,
supply chain management (SCM), and energy management. Consequently, it will ensure a secure [20] platform and
greater trust [19] among IoT network participants. Interoperability, security, cost, and scalability issues [21, 22, 23]
are current challenges to the successful integration of blockchain and IoT.

The security, privacy, trust, and traceability of IoT data is an important issue and demands innovative solutions.
In this survey paper, we present a comprehensive review of the current research on the application of blockchain
technology for mitigating security and privacy, trust, and traceability issues in IoT environments. One of the key
challenges of the current blockchain technology is the scalability issue of blockchain platforms. This survey also
provides a detailed review of current blockchain scalability solutions. IoT devices limited storage and processing
capabilities demand lightweight encryption algorithms for data security and privacy. A comprehensive review of
lightweight encryption algorithms for IoT environments is also presented in this paper.
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Table 1: Comparison with other surveys

References Year Security  SPTT Blockchain Lightweight Interoperability Scalability Application
Platforms Encryption Review

Minhaj et al. [24] 2018 v v

Bhabendu et al. [25] 2019 v v v

Tejasvi et al. [26] 2019 v v v v

Muhammad et al. [27] 2019 v v v v

Chong et al. [28] 2020 v v v

Dedeoglu et al. [29] 2020 v v v v v

Liet al. [30] 2021 v v v

Ramamoorthi et al. [31] 2021 v v

Abraham et al. [32] 2021 v v

Sujith et al. [33] 2022 v v

Mohammad et al. [34] 2022 v

Rajesh et al. [35] 2022 v v

Dimitris et al. [36] 2023 v v v

Wael et al. [37] 2023 v v

Sa’ed et al. [38] 2023 v v v

Haider et al. [39] 2023 v v v

Saqib et al. [40] 2024 v v

Hadi et al. [41] 2024 v v v v

Our Survey 2024 v v v v v v v

This survey also discusses the underlying concepts of blockchain, IoT, and the security aspects of blockchain and
IoT. Our survey also investigates the current challenges of blockchain based IoT integration and provides comprehen-
sive insights into future trends and research directions. There are some other surveys that also focus on the application
of blockchain in IoT environments. Table 1 shows the comparative analysis of our survey with other related surveys.
Minhaj et al. [24] discuss security issues in IoT and the use of blockchain for handling security issues in [oT. However,
this survey ignores the Interoperability issues and scalability aspects of blockchain technology for IoT environments.
Bhabendu et al. [25] survey blockchain applications in various domains, e.g., healthcare, financial, IoT, and power
grid. However, this is a more generic survey and ignores how blockchain can be beneficial in addressing the security
and privacy issues of IoT environments. Dedeoglu et al. [29] review the application of blockchain in IoT and provide
a generic view of blockchain scalability issues. However, this study lacks a detailed scalability review. Li et al. [30]
survey presents state of art blockchain based IoT security with a focus on security features and issues. This survey
is more focused on embedded IoT systems. A survey on blockchain and federated learning based intrusion detection
in industrial IoT is presented in [40]. This survey mainly focuses on blockchain based distributed federated learn-
ing in industrial IoT environments. A survey on the use of post-quantum cryptosystems for ensuring post-quantum
blockchain security for IoT is explored in [41]. The given survey also provides insights into recent blockchain based
IoT applications. Our survey literature lists further blockchain based IoT works, including Sujith et al. [33], Rajesh
et al. [35], Dimitris et al. [36], and Haider et al. [39].

It is evident from Table 1 that these surveys only discuss a subset of dimensions that merit discussion. This
survey will offer a useful resource for researchers and practitioners interested in blockchain and IoT integration. The
following are the key contributions of our survey:

e Overview of blockchain and IoT with their security and limitations.
o A detailed comparative analysis of blockchain scalability solutions and lightweight encryption algorithms.

e A comprehensive review of current blockchain based solutions for handling security and privacy, trust, and
traceability issues in IoT environments.

e A detailed discussion on blockchain applications in various IoT related domains.

e Rigorous insights into the current limitation of blockchain and IoT integration and future direction for its suc-
cessful mitigation.

Table 2 lists acronyms with their meaning used in this paper. The paper is organized as illustrated in Fig. 1.
Section 2 provides an overview of the key components and fundamentals of IoT and blockchain technology, including
its key features and current state of development. Section 3 discusses blockchain scalability solutions and lightweight
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Figure 1: Paper structure

encryption algorithms. Section 4 outlines the detailed application of blockchain in IoT domain. Section 5 provides
a review of blockchain based solutions for security, trust, and traceability in IoT environments. Section 6 describes
the current challenges of blockchain and IoT integration with future trends and research directions. Finally, Section 7
summarizes the paper.

2. Background

2.1. Blockchain

2.1.1. Overview of Blockchain Technology

Blockchain is a decentralized method of recording information in a permanently verifiable and organized way
so that anyone on the internet can see the entire history of information in a given data set, thus allowing access to
information anywhere in the world. In essence, a blockchain is a digital ledger [42] of all transactions. Blockchain
is continuously growing as newly completed blocks are appended with a new sequence of transactions. Each new
block contains at minimum previous block cryptographic hash [43] as well as transaction related data, as shown in
Fig. 2. The initial block of a blockchain is often designated as a genesis block. A newly created block is added to the
blockchain and can never be changed or removed. This is because each block in a blockchain includes a cryptographic
hash of the preceding block, as well as a timestamp. Changing any information in a block would cause the hash to
change, which would invalidate all subsequent blocks. We recommend the readers to [44], on technical details on
blockchain. The three most important characteristics of blockchain include:

e Decentralization: Contrary to traditional systems [45], blockchain is decentralized. There is no central authority,
and the control is distributed across nodes of the network.

e Security: Blockchain is a highly secure concept based on cryptography and consensus mechanisms. This
implies once data is stored on the blockchain, it cannot be changed or altered maliciously without tampering
being detected.



Table 2: List of acronym

Acronym Phrase

TIoT Industrial Internet of Things

SPTT Security and Privacy, Trust, and Traceability

PoW Proof of Work

PoS Proof of Stake

PoA Proof of Authority

DPoS Delegated Proof-of-Stake

BFT Byzantine Fault Tolerance

PBFT Practical Byzantine Fault Tolerance

IBFT Istanbul Byzantine Fault Tolerance

PoTC Proof of Trust Collaboration

DAG Directed Acyclic Graph

ZK Zero-Knowledge

DES Data Encryption Standard

AES Advanced Encryption Standard

RSA Rivest—-Shamir-Adleman

SHA Secure Hash Algorithm

ECC Elliptic Curve Cryptography

HMAC Hash-based Mssage Authentication Code

SCM Supply chain management

EHR Electric Health Record

ABAC Attribute based Access Control

CP-ABE Ciphertext-Policy Attribute based Encryption

HIPAA Health Insurance Portability and Accountability Act

PCIDSS Payment Card Industry Data Security Standard

GDPR General Data Protection Regulation

SSI Self-Sovereign Identity

ISO/IEC International Organization for Standardiza-
tion/International Electro-technical Commission

ToV Internet of vehicle

MAST Merkleized Abstract Syntax Trees

e Transparency: Blockchain is also a transparent technology, as transaction data is publicly available and can
easily be verified.

Blockchain can be categorized into three broad categories: public, private, and hybrid. Public blockchain also
known as permissionless [46], allows anyone to join and access the blockchain network. A private blockchain known
as a permissioned blockchain [47], allows only the participating entities and organizations to access and perform
transactions in the blockchain network. A private blockchain is meant for organizations where privacy is a major re-
quirement. In a hybrid blockchain, a separate chain is maintained for both public and private blockchains. Blockchain
is composed of the following key components:

e Transactions: Transactions are operations performed on the current state of the blockchain.

e Blocks: Transactions are grouped into blocks and are then added to the blockchain. Each block is cryptograph-
ically connected to the previous block, thus creating an unbroken chain of blocks.

e Nodes: Users and organizations participate in a blockchain network through nodes [48]. Transactions are also
initiated and processed through nodes. A copy of the blockchain is maintained by organization nodes.

e Consensus Mechanism: Legitimacy of blocks and transactions is achieved through a consensus mechanism.
These are agreed-upon ways through which blocks are added to the blockchain by participating organizations.

e Cryptography: The security and immutability of blockchain networks are achieved through various crypto-
graphic primitives, e.g., digital signature [49], encryption [50], and hashing.

2.1.2. Security aspect of Blockchain

One of the key aspects of blockchain is security. Blockchain security guarantees are the result of various elements
such as cryptography and consensus mechanisms. It is impossible to maliciously change data in the blockchain net-
work since blocks are connected through a cryptographic mechanism known as a hash function. Public-key cryptog-
raphy [51] is another cryptographic mechanism used to secure blockchain transactions. In Public-key cryptography,
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Figure 2: Blockchain structure

each network participant has a unique public and private key pair. The private key is typically used to sign a transac-
tion whereas the signature is verified through the corresponding public key. This guarantees that only the owner of a
private key can initiate a transaction.

The consensus mechanism is another important security aspect of blockchain technology to validate transactions.
The consensus mechanism requires agreement between network participants before a transaction can be validated
and added to the blockchain. Therefore, a single entity cannot maliciously change the status of the blockchain. The
status of the blockchain is protected by the agreement between all network participants. Besides these core features,
some additional security mechanisms can be implemented according to the given requirements. For instance, multi-
factor authentication [52], digital signatures, and access controls [53] mechanisms can be used to protect blockchain
networks from unauthorized users.

Recently, researchers have focused on designing new lightweight consensus protocols to meet the distinct needs
of resource constraint IoT environments. Li et al. [54] proposed a reinforcement learning based delegated PoS
(DPoS) consensus mechanism called QV-DPoS. This fast and lightweight consensus protocol for IoT environments
improves the DPoS consensus mechanism in terms of efficiency, energy consumption, and trust management. Another
lightweight consensus protocol for IoT environments is proposed in [55]. They have shown that their proposed mech-
anism reduces communication volume by 74.53%, storage capacity by 98.16%, and block verification time by 87%
when compared with the Ethereum blockchain. Zhao et al. [56] suggested model based evolutionary lightweight con-
sensus protocol called Proof of Evolutionary Model (PoOEM) for BaaS (blockchain-as-a-service) IoT environments.
PoEM achieves and boosts consensus efficiency by iteratively training a machine learning model for consensus. Other
promising work related to lightweight consensus protocol for IoT based environments includes HLOChain [57] and
LightBlocks [58].

Despite these security guarantees, blockchain technology is still subject to various security threats. Some of the
potential threats to blockchain technology include:

e 51% attack [59]: This attack can be launched if a single entity or some small group of network miners control
the bulk of hashing or processing power. The current state of the blockchain can then be altered by maliciously
adding or removing transactions. 51% attacks are typically linked with public blockchains such as Bitcoin or
Ethereum. Private blockchains with their centralized governance, permissioned access, and different incentives,
making it one of their advantages over public blockchains.

o Sybil attack [60]: When an attacker generates numerous false identities in the network to take over the consensus
mechanism.



e Smart contract vulnerabilities: Smart contracts execute transactions on a blockchain network. If there are
some vulnerabilities [61] in a smart contract, then intruders can use them to maliciously change the state of a
blockchain network.

e Private key management: Entities use private keys to initiate transactions and get access to the blockchain
network. If an entity’s private key is stolen by an intruder, it can be used to execute a malicious transaction on
a blockchain network.

2.1.3. Blockchain Platforms

The first blockchain platform Bitcoin was introduced for financial purposes facing various challenges such as
speed and energy consumption. Due to Bitcoin’s financial nature and various challenges, many new platforms have
been introduced to meet the diversified needs of the growing blockchain industry. The following are the most popular
blockchain platforms introduced over the years.

e Bitcoin [62]: Bitcoin is the pioneer and one of the leading cryptocurrency public blockchain platforms. Bitcoin
is based on the Proof-of-Work (PoW) consensus mechanism [63], where miners compete to solve a crypto-
graphic puzzle to generate new blocks and confirm transactions. Due to the emergence of new efficient consen-
sus mechanisms, PoW is now considered a computation and energy-intensive mechanism.

e Ethereum [64]: Ethereum is the second most well-known cryptocurrency based public blockchain platform.
Ethereum is a decentralized public blockchain that supports distributed applications to securely share and access
information worldwide. Ethereum was originally based on the POW consensus algorithm. Recently, Ethereum
has shifted to a more computation and energy-efficient Proof-of-Stake (PoS) consensus mechanism [65]. In
PoS consensus, new blocks are generated by validators with high stakes in the network instead of solving
cryptographic puzzles.

e Hyperledger Fabric [66]: Hyperledger Fabric is a private blockchain hosted by Linux Foundation. The mod-
ular architecture of Hyperledger Fabric supports a configurable consensus mechanism that implements smart
contracts as chain-code. Due to its modular architecture, Hyperledger Fabric is ideal for use in a variety of
application domains. Hyperledger Fabric is based on the Byzantine Fault Tolerance (BFT) consensus mecha-
nism [67].

e Quorum [68]: Quorum is a JP Morgan fork of the Ethereum blockchain. Quorum provides support for various
Proof-of-Authority (PoA) consensus mechanisms [69], which include QBFT [70], IBFT [71], and Raft [72].
Although Ethereum is a public blockchain, Quorum is a private blockchain with a high transaction throughput
and low latency due to an efficient consensus mechanism. Besides private transactions, Quorum also provides
support for privacy-enhanced transactions. Quorum uses a separate component known as privacy manager to
support private transactions.

e Corda [73]: Corda is also a private blockchain design specifically for financial institutions. Corda can also
be used in other domains, e.g., energy, insurance, and healthcare. Corda is based on a BFT-type consensus
mechanism known as Notary. Notary introduces a network of validators to avoid double-spending [74] and
order transactions.

2.2. Internet of Things (IoT)

IoT is a network of physical objects and sensors that collect, share, and transmit data through the internet. For
instance, a smart device can be used to measure and adjust heating inside a room or building. These smart devices can
be controlled remotely using a smartphone app. IoT enables an interconnected environment through the generation
and sharing of information in real time without human intervention. This can benefit both individuals and businesses to
make better-informed decisions. IoT devices such as sensors, microcontrollers, actuators, and communication devices
collect data from their local operating environment. The data is then sent to external storage such as the cloud [75]
for further processing, analysis, decision-making, and analytics.



2.2.1. Components of loT
The operating environment of IoT can include buildings, automobiles, industrial units, and entire cities. The key
components of IoT include:

e Devices/Sensors: Devices and sensors are one of the core elements of IoT that collect and then transmit data to
the local storage devices or cloud for further processing and decision-making. These devices can be of different
sizes and shapes depending on their attachment to the objects which include vehicles, wearable devices, home
appliances, and industrial equipment. These devices and sensors can collect various types of data which include
humidity, temperature, location, environmental, and performance related data [76].

e Connectivity: IoT devices have limited storage, power, and processing capabilities. Therefore, it needs con-
nectivity to communicate with other local devices and transmit its generated data to the cloud for storage and
processing purposes. IoT devices can use a variety of technologies, e.g., Bluetooth, Zigbee, Wi-Fi, and cellular
networks for connectivity and data transmission purposes.

e Cloud: IoT data can be transferred to the cloud for storage, processing, security, and analytics purposes. IoT data
is normally in raw form, therefore, further processing on the cloud may be required to make data understandable.
Data processing can include transforming, cleaning, and aggregation. Similarly, data analytics [77] may be
required to gain meaningful insights from the sensors-generated data. Therefore, IoT technology can benefit
from various cloud based services which include Amazon Web Services [78], Microsoft Azure [79], and Google
Cloud Platform services [80].

e Applications: IoT generated data are used and consumed by users through different IoT applications. These
applications can range from asset tracking, home automation, and industrial automation to energy management
based applications.

IoT devices and sensors with advanced technology provide various benefits in various domains including improved
decision making, user experience, efficiency, and cost reduction. IoT enables data processing in real time to support a
personalized, interactive, and better user experience. We can automate tasks and processes to increase efficiency and
minimize human intervention in various domains. Besides these benefits, [oT also faces many challenges including
security [24], interoperability, privacy, data management, and scalability [21, 22, 23]. The operating environment
of IoT makes it vulnerable to various security risks and threats. Despite the various benefits and advancements, [oT
technology still faces several challenges. The most significant challenges include security, interoperability, privacy,
data management, and scalability. Lack of standardization [81] and diversity of communication protocols in IoT
environment leads to Interoperability issues. Secure storage, transmission, and processing of huge volumes of data
generated by IoT devices also become a real challenge.

2.2.2. Benefits and challenges of IoT

IoT devices and sensors have many advantages in diverse application domains and have improved decision mak-
ing, user experience, efficiency, and cost reduction. The IoT facilitates the interaction with real time data to help offer
a more personalized, interactive, and better user experience. We can automate tasks and processes in several domains
to increase efficiency and minimize human intervention. Besides these benefits, there are numerous challenges that
IoT faces, such as security [24], interoperability, privacy, data management, and scalability [21, 22, 23]. The oper-
ating environment of [oT is vulnerable to many security risks and threats. Nonstandardization [81] and diversity in
communication protocols in the IoT environment are the main causes of the interoperability problems. Secure storage,
transmission, and processing of huge amounts of data produced by devices in an IoT environment can also become a
real challenge.

2.2.3. Security Consideration of IoT
The Internet of Things (IoT) has revolutionized our lives in many ways. However, due to IoT devices nature and
operating environment, it also presents several security risks. The following are key security considerations for IoT:



e Data privacy: Data collected and transmitted by IoT devices (without proper anonymization and encryption) in
sensitive environments such as healthcare and government can raise privacy concerns. Therefore, data should
be protected from unauthorized access, and proper privacy regulations [82, 83] should be followed.

e Device security: Normally, IoT devices limited processing and storage capabilities make it challenging to con-
figure them with traditional security software. Additionally, it may also be difficult to apply patches due to
the remote locations of these devices. Therefore, it is essential to protect IoT devices from both physical and
software based attacks.

e Network security: The communication channels used by IoT devices are mostly unsecured which makes the
transmission of data vulnerable to different types of attacks, e.g., unauthorized access, data loss, and data
modification. Consequently, it is essential to apply different security based measures to protect communication
network from intruders and attackers.

e Authentication and authorization: As the number of [oT devices connected to a given IoT network increases,
authentication and authorization become more challenging. Ensuring proper authentication and authorization
in crowded networks is important to protect a network and its resources from intruders

e Physical security: IoT devices normally operate in an open environment, therefore, physical assaults become a
significant threat. Therefore, physical access to devices and their firmware should be protected from attackers.

2.2.4. Integrating Blockchain with IoT Standards

Many researchers have explored the benefits of integrating blockchain with existing IoT standards. A detailed
review of such schemes is presented in [84]. A blockchain based mechanism to boost the security of Constrained
Application Protocol (CoAP) nodes is explored in [85]. The authors have used the COAP framework in combina-
tion with Ethereum to enhance the security of the Resource Directory (RD). DRDChain [86] suggests a lightweight
blockchain framework in a CoAP network to cater to trust and reliability issues between devices and RDs. Trinity [87]
attempts to integrate BC into IoT publish subscribe model. In Trinity, MQTT based network brokers execute a BFT
based consensus in a permissioned blockchain to enhance application and processing [oT layers.

2.3. Lessons Learned: Summary and Insights

In this section, we have discussed blockchain technology and its enabling components and technologies. Although
blockchain technology can be used to provide security based protection, caution is required in its widespread applica-
tion as blockchain technology itself is vulnerable to various security based threats and attacks. We have also discussed
IoT technology and its key components. While IoT provides various benefits, there are still various security and other
challenges that need careful attention for the successful application of IoT in various domains.

3. Important Aspect of Blockchain and IoT Integration

In this section, we discuss in detail the most important aspects for the successful integration of blockchain and IoT,
e.g., blockchain scalability and lightweight encryption. Blockchain scalability is an important aspect as blockchain
networks need to efficiently handle large volumes of transactions and data generated by an increasing number of [oT
devices. Lightweight encryption is important for the security and privacy of IoT devices because IoT devices have
limited processing, storage, and memory capability.

3.1. Scalability

According to a survey [88], there are around 15 billion IoT devices worldwide and this growth is expected to
increase further. The scalability of a blockchain network becomes significant in the context of rapidly increasing
IoT devices and the amount of data they generate. Therefore, it becomes a central requirement for a blockchain
network to process and handle large volumes of transactions and data of IoT devices in an efficient as well as secure
fashion. The objective of blockchain scalability is to process a high number of transactions (e.g., throughput) without
compromising the efficiency, security, and decentralization of a blockchain network. This becomes crucial for the
smooth working of IoT environments to process data in a timely and secure fashion.
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Figure 3: Blockchain scalability

Blockchain network scalability is dependent on several factors including block size, block time, network band-
width, and transaction fees. Large blocks and faster block times can improve blockchain scalability but can result
in network congestion and higher transaction fees. The integration of blockchain and IoT demands improvements in
blockchain scalability. Blockchain scalability solutions can be categorized into layer 1 and layer 2 solutions as shown
in Fig. 3. Blockchain layer 1 scalability solutions focus on the base layer of the blockchain network [89] whereas
layer 2 solutions focus on off-chain solutions [90] built on top of layer 1. Layer 1 and layer 2 solutions and their
combination are important for addressing scalability issues in blockchain based IoT environments. In this section, we
provide a taxonomy of layer 1 and layer 2 blockchain scalability solutions and lightweight encryption algorithms for
blockchain IoT environments.

3.1.1. Layer I Scalability

Blockchain layer 1 scalability solutions mainly focus on the base layer of a blockchain network and especially
the consensus protocols [63, 69] used. Layer 1 solutions attempt to optimize the network architecture or underlying
consensus algorithm to increase the throughput and scalability of a blockchain network. Layer 1 solutions either focus
on increasing block size, reducing block creation time, or employing techniques such as sharding [106] to partition
the blockchain into smaller and more manageable fragments. A comparative analysis of layer 1 blockchain scalability
solutions is shown in Table 3.

Sharding. Sharding is a new emerging blockchain scalability solution that ensures processing more transactions per
unit of time and high throughput. Sharding partitions the main blockchain network into several smaller but more
manageable components known as shards as shown in Fig. 4. These shards have their own transaction history, state,
and consensus mechanism and function as an independent blockchain network. Every transaction in a blockchain
network is assigned to a designated shard. Nodes within a shard are then responsible for the processing and validation
of these transactions. In situations where a transaction involves several shards, then an inter-shards communication
occurs to verify that transaction. In this way, transactions can be executed more efficiently with validation achieved
through a subset of blockchain nodes. Sharding based blockchain solutions include Ethereum 2.0 [91], Elastico [92],
Omni Ledger [93], and Zilliga [94].

Blockchain networks can benefit from sharding in several ways. Firstly, it enables high throughput by executing a
high number of transactions in parallel. Secondly, it reduces the overall computational load of a blockchain network
by validating transactions quickly. Thirdly, reducing computational load contributes to the environment-friendly
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Table 3: Layer 1 blockchain scalability

Solution Layer Cc Throughput Security Decentralization
Sharding
Ethereum 2.0 [91] 1 PoS Medium High High
Elastico [92] 1 PBFT Medium High High
Omni Ledger [93] 1 PoW, BFT Excellent High High
Zilliga [94] 1 PBFT Excellent High High
Harmony [95] 1 PoS, FBFT Excellent High High
Polkadot [96] 1 NPoS Excellent High High
RapidChain [97] 1 PoW, BFT Excellent High High
Monoxide [98] 1 PoW, Zones Excellent High High
Directed Acyclic Graphs (DAGs)
10TA [99] 1 PoW,DAG Good High High
Spectre [100] 1 PoW, DAG Good High High
DLattice [101] 1 DPoS, DAG Excellent High High
Conflux [102] 1 PoW, DAG Excellent High High
Block size increase
Segregated Witness (SegWit) [103] 1 PoW Medium High High
Bitcoin Cash [104] 1 PoW Excellent Medium High
MAST [105] 1 PoW Excellent High High
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Figure 4: Blockchain scalability: Sharding

factor. Lastly, protection from an attacker is enhanced [107] as an attacker would need to compromise multiple shards
simultaneously to launch a successful security attack. Shard chains execute independently and can be thought of
as mini blockchains. Shard chains map their local transactions to the Beacon Chain (main chain) for security and
consistency. Each shard will have its own validating nodes and transaction history. In this way, several shards can
operate simultaneously in parallel to increase the overall throughput of a blockchain network.

Directed Acyclic Graphs (DAGs). Directed Acyclic Graph (DAG) is an alternate blockchain scalability solution be-
sides conventional blockchain networks. DAG is based on a graph structure [108] to link transactions rather than
creating a linear chain of interconnected transactions. The result is a more efficient and scalable blockchain network.
In the DAG network, each transaction is connected to the previous transaction in a directed graph with no cycle.
Transactions validated by the network nodes are added as a new node in the graph and it then points to the previous
transaction through a directed edge. This links transactions together to create dependency and association between
transactions.

The primary advantage of DAG is the processing of multiple transactions in parallel [109]. This feature allows
to process and verify transactions independently and simultaneously without waiting for a single block. This results
in a blockchain network with high speed and throughput. DAGs have the property to scale horizontally. Traditional
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Table 4: Layer 2 blockchain scalability

Solution Layer Throughput Security Decentralization
Rollups
Polygon (Matic) [115] 2 Excellent High High
Optimism [116] 2 Excellent High High
Arbitrum [117] 2 Excellent High High
Aztec Network [118] 2 Good High High
Loopring [119] 2 Excellent High High
Payments channels
Lightning Network [120] 2 Excellent High High
Trinity [121] 2 Excellent High High
Raiden Network [122] 2 Excellent High High
Sidechains
Bitcoin Rootstock [123] 2 Medium High High
Plasma [124] 2 Excellent High High
Celer Network [125] 2 Excellent High High
Skale Network [126] 2 Good High High

blockchains suffer from congestion due to an increase in transaction rates, resulting in throughput decrease and in-
crease in transaction fees. DAGs are more scalable and high transaction throughput can be achieved by adding more
nodes to the blockchain network. Some of the well-known DAG based blockchain networks include IOTA [99],
Spectre [100], and DLattice [101].

Bigger Blocks. Current popular blockchains such as Bitcoin and Ethereum block size limits result in network bottle-
necks and affect the networks overall throughput. Another solution to blockchain scalability is to use a bigger block
size. The basic idea is that a bigger block will allow the processing of more transactions at a time and will result in
increased network throughput. Temporary or permanent bigger blocks can be useful in a high network demand period
and will increase throughput with possible reduced transaction fees. For instance, a fork of Bitcoin called Bitcoin
Cash [104] has increased block size up to 32MB to achieve high throughput.

3.1.2. Layer 2 Scalability

Layer 2 scalability focuses on off-chain solutions built on top of layer 1 (a base layer of blockchain). Transactions
are initially processed off-chain and then subsequently mapped into the main blockchain [110]. In this way, the load
on the base layer is reduced, improving the scalability of the blockchain network. Layer 2 solutions include rollups,

sidechains, and payment channels. A comparative analysis of layer 2 blockchain scalability solutions is shown in
Table 4.

Rollups. Rollups are Layer 2 blockchain scalability solutions that allow for more transactions to be processed off-
chain, reducing the load on the main blockchain and increasing scalability [111]. Rollups can be classified into two
types, e.g., ZK Rollups (Zero-Knowledge Rollups) [112] and Optimistic Rollups [113].

ZXK Rollups is based on Zero-Knowledge Proofs [114] to process transactions securely off-chain. ZK rollups first
compress and batch transactions together into a unit proof and then subsequently map into the main blockchain. In this
way, transactions are validated and processed using the generated proof without revealing details of transactions. A
significant amount of transaction data is processed off-chain which improves overall network scalability. Additionally,
ZK rollups ensure enhanced privacy and security as transaction data remains confidential. However, ZK rollups require
technical expertise and computational resources for successful implementation.

Optimistic rollups are blockchain scalability solutions that are based on a different approach without using ZK
proof. Optimistic Rollups process transactions off-chain and then subsequently map the transactions to the main chain
for validations. It assumes that all transactions are valid until proven otherwise. A transaction is reverted if proven
invalid and accordingly updating the rollups. Optimistic Rollups offer several benefits when compared to ZK rollups.
Optimistic rollups are simpler to implement and consume fewer resources compared to ZK rollups. Also, it can
handle high throughput in an overloaded environment. However, Optimistic rollups are vulnerable to various attacks
and fraud [114] and are considered less secure when compared to their counterpart, e.g., ZK rollups. Both approaches
have their benefits and limitations. The selection is subject to the specific requirements of a blockchain network.
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Table 5: Lightweight encryption algorithms for IoT

Algorithm Block Size Key Size Computational Mode of Type of
Efficiency Operation Cipher
AES [129] 128 bits 128, 192, or 256 bits Medium Block cipher Symmetric
SIMON [130] 32,48, 64, 96, or 128 256 bits high Block Cipher Symmetric
bits
PRESENT [131] 64 bits 80 to 128 bits Medium Block Cipher Symmetric
SPECK [130] 32,48, 64, 96, or 128 64 to 256 bits High Block Cipher Symmetric
bits
RECTANGLE 64 bits 80 to 128 bits High Block Cipher Symmetric
[132]
KTANTAN [133] 32, 48, Or 64 bits 80 bits Medium Block Cipher Symmetric
ChaCha20 [134] - 256 bits Medium Stream Cipher Symmetric
LEA [135] 128 128, 192, or 256 High Block Cipher Symmetric
HIGHT [136] 64 bits 128 bits High Block Cipher Symmetric
CLEFIA [137] 128 bits 128, 192, or 256 bits Medium Block Cipher Symmetric
Pride [138] 64 128 High Block Cipher Symmetric

Sidechains or Child Chains. Sidechains or child chains is a blockchain scalability solution in which a separate
blockchain known as a sidechain is created and operates independently but is linked to the main blockchain net-
work. In this way, transactions are processed on the sidechain with the security and decentralization properties of the
main blockchain intact. In sidechains, users can transfer their assets for trading and other purposes from the main
chain to the sidechain. Assets on the side chains can be traded between users independently from the main chain.
When required users can transfer their assets back to the main chain which is linked again to the user’s accounts.

One of the primary benefits of these sidechains is that they can process a high number of transactions [127].
Transaction processing occurs on the sidechain, and the main blockchain can perform other tasks in parallel. The
result is higher network throughput and lower transaction fees. Another benefit of sidechains is that they can be
applied in a variety of areas, e.g., asset trading, gaming, and smart contract execution. Some of the well-known
sidechains based blockchain network includes Bitcoin Rootstock [123], Plasma [124], Celer Network [125], and
Skale Network [126].

Payment Channels. Payment Channels are blockchain based solutions to address traditional blockchain scalability
challenges. In payment channels, a private channel is created between two parties that want to communicate through
blockchain based networks. The participant of the payment channel is allowed to mutually perform blockchain trans-
actions without broadcasting to the main blockchain at this stage. Payment channels are based on generating multi-
signature addresses [128] on the blockchain controlled by both parties. The address is then top-up by both parties
with some cryptocurrency to initialize the balance on the payment channel. The establishment of the channel can be
followed by an unlimited number of transactions between parties. These transactions are recorded off-chain and are
not committed to the main blockchain at this stage. Each off-chain transaction updates the balance of the channel and
when the session is closed the final balance is then settled on the main blockchain. High throughput can be achieved
through this mechanism as each transaction is not necessarily broadcast to the main blockchain network. Some of the
well-known Payments Channels based blockchain network includes Lightning Network [120], Trinity [121] [120],
and Raiden Network [122].

3.2. Lightweight Encryption Algorithms for loT

Traditional general purpose encryption algorithms such as DES and AES [129] are not Ideal for IoT environments
[139, 140] as these mechanisms are costly in terms of computation and memory requirements. Lightweight encryption
algorithms are optimized for resource-constrained environments with a high level of security. Lightweight encryption
algorithms are desirable to provide data security for IoT devices while minimizing the computational and memory
overhead. IoT devices normally operate in hostile and distributed environments with diversified hardware and software
configurations. Lightweight encryption can be easily implemented on a range of platforms and operating systems
and will certainly contribute towards greater interoperability and standardization across various IoT devices. The low
computational requirement of a lightweight encryption algorithm will also support standalone IoT devices with limited
battery life. Several lightweight encryption algorithms have been proposed for IoT devices, including ChaCha20
[134], Speck [130], Simon [130], and PRESENT [131]. Many researchers [140, 141, 142, 143] have evaluated the
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performance of lightweight encryption algorithms. A comparative review of lightweight encryption algorithms in
terms of computational and memory efficiency is presented in Table 5.

3.3. Lightweight Cryptographic Schemes

Researchers are focusing on the design of new lightweight cryptographic protocols [144, 145] to meet the security
needs of resource constraint IoT environments. A lightweight attribute based access control scheme for blockchain
based IoT is proposed in [146]. The proposed scheme ensures the correctness of proxy re-encryption calculation
using blockchain in an untrusted cloud environment. Yan et al. [147] presented a proof-of-work (PoW) mining
with lightweight implementation and reconfigurable hardware primitives for blockchain IoT. The proposed scheme
can considerably decrease power overheads and hardware resource requirements of POW mining. The scheme uses
efficient and secure hardware implementations instead of using classical blockchain hash and cryptographic functions.
A lightweight authenticated encryption (AE) scheme for consensus in blockchain IoT is presented in [148]. The
proposed scheme can be realized in hardware platforms (e.g., FPGA and ASIC) or software (e.g., microcontroller)
with high throughput and scalability. Another lightweight authentication scheme for blockchain based IoT is proposed
in [149]. The proposed scheme used a modular square root (MSR) algorithm for efficient and effective authentication
in blockchain based IoT environments.

3.4. Lessons Learned: Summary and Insights

The growth in IoT devices and the volume of data they generate is on a high rise. To compete with this growth,
recently many modifications to traditional blockchain mechanisms have been proposed to enhance the scalability of
blockchain networks. We have summarized and provided a comprehensive analysis of blockchain scalability solutions.
Traditional encryption algorithms are not suitable for IoT devices with limited storage and processing capabilities. A
comparative analysis of lightweight encryption algorithms for an IoT environments is also present in this section.

4. Application of Blockchain in IoT

Blockchain features such as immutability, security, and decentralization make it ideal for overcoming security,
trust, and traceability [150] issues in IoT. Therefore, blockchain technology has enormous potential for successful
application in a variety of use cases in IoT domain. This section presents some useful applications of blockchain in
IoT related domains as shown in Fig. 5.

4.1. Smart Homes

Blockchain technology has the potential to revolutionize the domain of smart homes ensuring safe and secure
communication and sharing of data between smart home devices [151]. Following are some useful use cases for
blockchain based smart homes.

e Decentralized energy trading: Nowadays many smart homes generate electricity using solar panels. Blockchain
and IoT can be used to automate the trading of surplus energy without human intervention [152].

e Smart locks: Blockchain based decentralized authentication mechanisms [145] can be used to control access
to smart homes. For instance, homeowners can remotely control access to their homes by using smart locks
configured with blockchain based digital identities [153].

e Smart appliances: Blockchain reduces human intervention by making smart home appliances like washing
machines and refrigerators self-order their maintenance and even make the payment for it [154].

e Home insurance: Blockchain can further be used in automating home assurance policies and risk assessment
by using data from smart home devices [155].

¢ Automated billing and payments: Blockchain can further automate smart home energy consumption and main-
tenance bill payments through an automated execution of smart contracts [156].
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Figure 5: Blockchain application in IoT

4.2. Supply Chain Management

Supply chain management (SCM) [157] is the concept of delivery, tracking, and management of goods and ser-
vices from the manufacturer to the final customer. A number of entities or stakeholders are involved during the whole
life cycle of SCM, such as manufacturers, suppliers, distributors, retailers, and customers. Blockchain has gained
much popularity in the last few years in the IoT based supply SCM due to its transparency, immutability features, and
security. This could fundamentally change the process of SCM by providing blockchain with greater trust between
parties, tracing, and verification of ownership of goods to make the process of SCM easier. Blockchain can provide
parties involved with increased trust by offering an immutable and tamper-proof ledger keeping track of the flow of
goods at each stage of SCM [158] with the aid of IoT sensors.

Blockchain technology can enhance transparency and visibility by tracking goods and services in real time using
IoT sensors. Blockchain can decrease the time and costs [159] associated with SCM documentation and verification
by smoothing the process associated with SCM. Similarly, smart contracts of blockchain can automate many activities
of SCM, e.g., payment, custom clearance, and quality controls. Popular SCM solutions based on blockchains include
IBM Food Trust [160] and Everledger platform [161]. The blockchain platform of IBM Food Trust uses smart con-
tracts for the verification and tracing process of food products origin and authenticity. Everledger blockchain platform
traces and verifies the origin and authenticity of diamonds to build trust among various stack holders.

4.3. Healthcare

Blockchain can successfully be used for sharing, security, interoperability, and privacy of healthcare data between
patients, healthcare providers, pharmacies, and other stakeholders. Popular blockchain based healthcare systems
include MedRec [162], and Gem Health Network [163]. Following are some useful applications of blockchain tech-
nology in IoT based healthcare:

e Patient healthcare data: These days patient uses various [oT based wearables and sensors for healthcare. The
security and privacy of the patient’s healthcare data is an important concern [164]. Blockchain can thus regulate
patient data management [165] where patient’s have to make provision for the sharing of their information with
all healthcare providers, investigators, or other agents in a secure and controlled way.
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e Secure sharing of medical records: In Electric Health Record (EHR) [166] system blockchain can be used to
ensure patient data privacy and security. For instance, blockchain can play a vital role in sharing patient data
between different healthcare providers as well as between healthcare providers and laboratories [167].

e Clinical research: The two prominent factors related to the clinical research arena are transparency and account-
ability. The transparency and accountability of clinical research data [168] can be ensured using blockchain
based immutable and auditable records of all clinical research related data.

e Drug supply chain management: Blockchain can track and trace the pharmaceutical products supply chain [169],
from manufacturer to end user through IoT sensors. This approach can guarantee safety, transparency, account-
ability, and counterfeit proof for medicines.

e Payment and insurance: Blockchain can minimize fraud and errors [170] in healthcare payment and insurance
by automating and streamlining administrative processes.

4.4. Energy Management

Blockchain has enormous potential in the transformation of the energy sector by ensuring decentralized, trans-
parent, and secure systems for managing energy [171, 172]. Smart grid [173] complemented by blockchain and IoT
based real time data can improve energy production, storage, and distribution. One potential application of blockchain
in the energy sector is peer-to-peer (P2P) energy trading platforms [174]. Such a platform can enable the trade of sur-
plus renewable energy (solar) between homes and companies. The security and transparency of trading energy and
its corresponding payment can be ensured by the use of blockchain technology. Improvement in energy management
through blockchain can be realized by shaping decentralized energy storage systems [175]. Smart meters and energy
storage systems [176] established through the integration of blockchain and IoT can advance distributed energy stor-
age networks. Similarly, blockchain can also promote virtual power plants [177]. The Brooklyn Microgrid [178] and
Energy Web Foundation [179] projects are the outcome of the successful application of blockchain applications in the
energy sector.

4.5. Agriculture

Blockchain technology can also bring changes about traceability, transparency, and efficiency in the agricultural
food supply chain [180, 181]. The IoT sensors can collect data in the agricultural food supply chain and transfer it to
the blockchain for storage and reporting purposes. Consequently, this would act as useful evidence to all stakeholders
about the source, processing, and transportation of products. Subsequently, that would enhance customers assurance,
reliability, and confidence in the goods they buy. Other agricultural processes that this technology can potentially
improve, in addition to food safety, are land registry [182], crop insurance [183], and supply chain financing [184].

4.6. Lessons Learned: Summary and Insights

Due to blockchain various features, it can be successfully used in a variety of IoT based applications, e.g., smart
homes, SCM, healthcare, energy management, and agriculture. Blockchain is ideal for secure communication and
data sharing in smart home scenarios such as smart locks, smart appliances, home insurance, and home surplus energy
trading. Another valuable application of blockchain is to ensure data sharing, security, privacy, and interoperability in
IoT based healthcare domain.

5. Integration of Blockchain and IoT

In recent years, the adoption of blockchain for IoT [185, 186] has gained much popularity. The use of blockchain
to secure [oT devices, improve data privacy, and enable new applications is being studied by many researchers. A few
of the sectors that potentially change as a result of implementing blockchain in IoT are healthcare, SCM, and energy
management. Blockchain can boost trust among network users, and offer a secure, accountable, and transparent
platform for data transmission. Overall, blockchain provides extended benefits to deal with security, transparency,
trust, and traceability issues in IoT environments. A review of blockchain solutions for security and privacy, trust, and
traceability is presented below.
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Table 6: A comparison of existing literature on blockchain application for IoT security and privacy

Reference

Objective

Blockchain Plat-
form

Cryptographic Algorithm

Advantage

Bera et al. [19]

Threat mitigation in IoT

ECC, ECDSA, SHA-256

Protection against diversified attacks

Yazdinejad et al. [190] Privacy preserved threat intelli-  Ethereum ECC Performance, Scalability
gence in IoT environments

Kumar et al. [191] Security threat and fraud detec-  Ethereum Asymmetric cryptography,  Threat mitigation in the context of
tion in IoT environments DS algorithm uncertain IoT environments

Alkhabbas et al. [192] Security in mission critical IoT ~ Ethereum  client-  Asymmetric cryptography,  Adaptation, Collaborative learning
environments Hyperledger Besu HMAC

Makhdoom et al. [18] Privacy-preserving IoT data shar- ~ Hyperledger Fabric Symmetric encryption-AES,  GDPR compliance, Reward mecha-
ing in a smart city environment Asymmetric cryptography nism for data owners

Daidone et al. [193] Data privacy in IoT environments ~ Hyperledger Fabric Asymmetric cryptography Capability of user-centric and fine-

grained data owner privacy

Loukil et al. [194]

Data privacy through blockchain
based Devices control in IoT en-
vironments

Ethereum- Ganache
blockchain

Asymmetric cryptography

Instead of device embedded secu-
rity, dynamic privacy control through
smart contracts

Ren et al. [195]

Data security in smart home

Bitcoin (simulated)

Identity-based cryptography
(Asymmetric cryptography)

Data integrity, reliability, availabil-
ity, and efficient utilization of re-
sources

Ren et al. [196]

Secure data storage in edge com-
puting

Asymmetric cryptography

Enhanced data security, reliability,
and integrity

Shalini et al. [197]

Multimedia data security in IoT

quantum cryptography

Suitable for addressing range of se-
curity attacks

Sasikumar et al. [198] Secure data sharing in industrial ~ Ethereum Asymmetric cryptography Lightweight and efficiency
ToT

Liu et al. [199] Access control of cloud based  Hyperledger Fabric RSA, SHA algorithm More practical paradigm, Fine-
IoT data grained access control

Abdi et al. [200] Edge based lightweight access  Hyperledger Fabric RSA, SHA algorithm More scalable, Modular approach

control mechanism in IoT envi-
ronments

5.1. Security and Privacy in loT

IoT devices are vulnerable to security and privacy exploits and attacks [187, 188, 189] due to their operating envi-
ronment. Moreover, [oT devices normally have limited security protection due to their limited processing and power
capabilities. Recently, blockchain technology has become popular to address IoT security and privacy issues. Several
researchers have conducted studies and have proposed various solutions to secure IoT devices and their corresponding
data. A review of these solutions is presented in Table 6 with their objectives and advantages.

A blockchain based approach for IoT threat detection and mitigation is proposed in [19]. The proposed approach
uses blockchain based access control, Al, and fog computing to secure IoT from various security attacks. It is difficult
to judge the true performance measurement of the proposed approach as the blockchain platform used for experi-
mentation was not mentioned in the paper. P2TIF [190] based on deep learning and a blockchain based approach,
attempts to safeguard confidential data and provides threat intelligence in industrial IoT environments. The given
approach securely stores IoT data on the blockchain and then uses a deep learning module for threat intelligence and
identification. Kumar et al. [191] propose an intelligent fuzzy blockchain framework to counter security threats using
an adaptive neuro-fuzzy inference system, and fuzzy control system. To cope with the uncertain nature of IoT, they
have preferred fuzzy logic instead of a deep learning model. ASSERT [192] is a distributed blockchain based approach
to cater to security threats in goal-driven and mission-critical IoT environments. ASSERT makes use of intelligent
agents, federated learning, feedback loops, and blockchain to mitigate threats in mission-critical and cooperative [oT
environments.

PrivySharing [18] based on blockchain and access control mechanisms attempts to ensure personal/critical data
privacy and secure data sharing in a smart city environment. PrivySharing ensures privacy and control access to the
data using a smart contract based embedded access control mechanism. Daidone et al. [193] proposed a blockchain
based framework for data privacy in IoT environments. More specifically, the framework uses smart contracts and
decentralized consensus among communicating parties to perform privacy compliance checks regarding IoT data
privacy. In [194] authors have proposed an IoT privacy-preserved device management framework based on blockchain
based smart contracts. IoT data privacy is preserved by controlling access to devices data through a pre-configured
smart contract based access controlled mechanism.

An aggregate digital signature and blockchain based scheme to address security threats in smart home systems has
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Table 7: A comparison of existing literature on blockchain application for trust in IoT environments

Reference Objective Blockchain Cryptographic Algorithm Advantage
Platform

Malik et al. [203] Trust management in IoT based  Ethereum Asymmetric cryptography Layered trust management, Account-
SCM ability mechanisms

Ayed et al. [203] Decentralized trust in IoV Ethereum Asymmetric cryptography Performance, Scalability

Javaid et al. [205] Trust management wireless sen-  Ethereum Asymmetric cryptography Interplanetary File System (IPES) cost
sors network effective data storage

Xe et al. [206] Trust in industrial IoT Hyperledger Asymmetric cryptography Efficiency introduced through new

Fabric proposed parallel consensus protocol
(OPBFT) consensus protocol

Bietal. [207] Distributed medical trust man-  Ethereum Asymmetric cryptography,  Trust specific protocol PoTC, Scalabil-
agement in large scale IoT envi- HMAC ity
ronments

Asif et al. [208] Trust management in [oT based  Ethereum Asymmetric cryptography Performance, Scalability
smart cities

Wu et al. [204] Trust management in wireless  Bitcoin Asymmetric cryptography Trust accuracy and resiliency against
sensors network various attacks, Comparative analysis

Yan et al. [209] To build trust and confidence on  Ethereum Asymmetric cryptography Reliable data collection and storage, Se-
current status of IoT devices cure transmission

Liu et al. [210] Secure data sharing in zero-trust ~ Ethereum- Asymmetric cryptography Secure information sharing without re-
IoT environments Ganache quiring trusted third party

been proposed in [195]. The proposed scheme is based on identity based proxy aggregate signature (IBPAS) with the
benefits of the efficiency of signature verification, compressed storage space, and reduced communication bandwidth.
A novel mechanism based on blockchain and regeneration coding for data security and reliability in edge computing
is proposed in [196]. The proposed mechanism uses local blockchain at the IoT layer and global blockchain at the
cloud layer to enhance data security. Additionally, the reliability of data storage in blockchain is achieved through
regeneration coding. A solution for secure data gathering, storage, and transmission in IoT environment is proposed in
[197]. The given approach makes use of quantum cryptography and blockchain to secure multimedia data generated
by IoT devices. A blockchain based hierarchical attribute based encryption algorithm for secure data sharing in the
industrial IoT is proposed in [198]. The distributed nature of the proposed scheme makes it more efficient and secure
when compared with related schemes.

Fabric-IoT [199] proposed a blockchain and Attribute based Access Control (ABAC) mechanism for access con-
trol to device data in large-scale IoT environments. Data collected from IoT devices is first stored on distributed cloud
storage. Access to [oT cloud based data is then granted to authorized users through blockchain based access control
and verification. A lightweight and hierarchical blockchain based access control mechanism is presented in [200].
The proposed approach uses blockchain based authorization at both the edge layer and cloud layer to control access
to data generated by IoT devices.

5.2. Trust Management in loT

IoT environment is highly heterogeneous and pervasive such as IoV [201] and wireless sensor networks [202].
IoT devices normally operate in a zero-trust environment where IoT devices are vulnerable to various compromises
and thus are untrusted. Therefore, trust is an important aspect of secure communication and data transfer in IoT en-
vironments. Table 7 presents a review of important solutions for trust management in IoT environments. TrustChain
[203] attempts to solve trust issues in IoT based SCM. Trustchain uses blockchain based smart contracts to calculate
trust reputation through all phases of SCM. Ayed et al. [203] proposed a blockchain based trust management sys-
tem based on reputation and message credibility metrics to enhance the security of IoV. In their previous proposed
centralized trust management system, scalability was the main issue due to the centralized trust management system.
Therefore, they introduced a new decentralized and scalable trust mechanism based on a clustering approach. In [204]
authors attempted to build a trustworthy IoT sensor environment where interactions are driven by the blockchain based
trustworthiness of IoT sensor nodes. Due to resource constraints, sensor nodes are supported by edge nodes in the
construction of trust computation.

Xu et al. [206] used blockchain and federated learning for trust management in the industrial IoT (IIOT).
Blockchain is not only suitable for establishing trust in a distributed fashion but also provides traceable trust eval-
uation capabilities. Bi et al. [207] proposed a distributed trust management system for the healthcare domain based
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Table 8: A comparison of existing literature on blockchain application for traceability in IoT

Reference Objective Blockchain Cryptographic Algorithm Advantage
Platform
Turki et al. [211] Drug traceability during pharma-  Ethereum Asymmetric cryptography Reliable access control through smart
ceutical supply chain contracts, Included detailed insight to
implementation details
Al-Rakhami et al.  IoT supply chain traceability I0TA Asymmetric cryptography Traceability complimented authenticity
[212] and integrity
Lietal. [213] Anonymous Traceable in IIoT Hyperledger RSA, DSA, and ECC Traceability complimented with ade-
Fabric quate privacy, Resistance against coali-
tion attacks
Ferrandez-Pastor et  Traceability of product in IoT  Hyperledger Asymmetric cryptography User centric design
al.[214] based agriculture sector Fabric
Song et al. [215] Traceability in IoT based power  Hyperledger Asymmetric cryptography Privacy of private data sharing with
material supply chain Fabric traceability
Junzheng et al. [216] Traceability in IoT based supply ~ Hyperledger Asymmetric cryptography Traceability complemented with privacy
chain Fabric
Roberto et al. [217] Traceability in IoT based supply ~ Hyperledger Asymmetric cryptography Comprehensive framework for supply
chain Fabric chain traceability
Siddiqui et al. [218] Audit trail and provenance insen- ~ Hyperledger CP-ABE based signature,  Data provenance and traceability in sen-
sitive ToT environments Fabric Asymmetric cryptography sitive IoT environments
Shahbazi et al. [219] Traceability in IoT based Food  Ethereum Asymmetric cryptography ML, Fuzzy data analysis
supply chain management
Alkaabi et al. [220] Trusted data traceability in Addi-  Ethereum Asymmetric cryptography Credible and secure traceability and pro-
tive Manufacturing (AM) tection against copyright infringement

on federated learning in IoT environments. Healthcare institutions were categorized into several groups for scalability
and management purposes. For the establishment of trust, leaders of each group were elected based on a trust-specific
consensus protocol is known as the PoTC consensus protocol. In [205] authors have proposed a new blockchain based
mechanism for trust and transparency in a wireless IoT environment. The authors claim that the performance of their
solution is increased by 13% by using the PoA consensus protocol instead of PoW. In [208] authors have presented
the design of an efficient trust management mechanism based on blockchain for smart cities. They have proposed a
mutual authentication mechanism between clients and servers to not only control user access to the system but also
allow users to validate the server as well.

Trusted computing (TC) is a hardware based technology to build trust in distributed environments such as IoT.
Many researchers have used TC for trust and security management in [oT environments. An architecture for reputation
and trust building on IoT devices and to enable reliable data collection, storage, and secure transmission is proposed in
[209]. The given approach uses trusted computing and blockchain to detect and isolate malicious nodes and guarantee
stable, trusted, and safe IoT environments. Liu et al. [210] proposed a blockchain based trust mechanism for secure
data sharing in a zero-trust IoT environment. The given approach can successfully detect fabricated information for
untrusted devices using voting, smart contracts, and consensus mechanisms. The major benefit of this approach is that
it can build trust without using a trusted third party.

5.3. Traceability in IoT

The distributed and immutable nature of the blockchain makes it ideal for addressing traceability issues. In
the context of IoT, blockchain provides a secure and transparent way to record and share data securely. Therefore,
blockchain is ideal for enforcing traceability of data storage and access. This subsection provides a comprehensive
review of the application of blockchain for traceability in IoT domain and is shown in Table 8.

IoT based drug traceability system is proposed in [211], to ensure protection against drug counterfeiting in the
pharmaceutical supply chain. The proposed approach uses blockchain based NFT (Non-Fungible Token) to provide
a holistic view of a medicine lot detailing the environmental shipment conditions, current owner, and certifications.
Information related to the medicine lot is updated on the blockchain during the supply chain to allow stakeholders to
get comprehensive information regarding medicine throughout the supply chain process. ProChain [212] proposed
a blockchain provenance-aware traceability scheme for IoT based supply chains. The IoT sensors and blockchain
provide traceability of food items throughout the supply chain from production to retailer. Similarly, Ferrdndez-Pastor
et al. [214] proposed a blockchain based model for traceability in the agriculture domain. Taking farming of hemp as
a use-case, the authors have provided details about transparent and tamper-proof traceability in the agricultural sector.
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Figure 6: Challenges: Blockchain and IoT integration

In [213] the authors have proposed a blockchain based scheme to ensure the traceability of an abnormal data source
in IIoT. The given approach uses smart contracts to authenticate anonymous users whereas blockchain recorded data
is used to trace abnormal data sources.

Junzheng et al. [216] proposed a blockchain based traceability solution for supply chain management. The given
approach uses zero-knowledge proof and attribute based encryption to protect the participant’s privacy as well as
ensure adequate traceability. Roberto et al. [217] presented a blockchain based framework for the traceability and
reliability of assets in supply chain management related to offsite manufacturing. The framework uses blockchain
as a service (BaaS) for smart contracts and infrastructure management. BlockTrack-L [218] based on blockchain
technology proposed a lightweight message-tracking system in IoT. The proposed solution is ideal in a sensitive
IoT environment to provide traceability of messages generated by IoT devices. A blockchain data sharing and tracing
mechanism for the power material supply chain is proposed in [215]. The proposed approach uses proxy re-encryption
alongside blockchain to support privacy besides traceability of data. A Machine Learning and fuzzy logic based
traceability system for the perishable food supply chain is presented in [219]. The proposed approach uses ML
for data analysis and prediction, and blockchain provides secure and immutable IoT device data tracking. In [220]
the authors have presented a blockchain based solution for the protection of the copyright of digital product design
in Additive Manufacturing (AM). The given approach ensures credible and secure traceability and protects against
copyright infringement.

5.4. Lessons Learned: Summary and Insights

Blockchain can successfully solve various challenges in IoT environments, e.g., security and privacy, trust manage-
ment, and transparency. This section provided a comprehensive comparative analysis of various blockchain solutions,
for security and privacy, trust management, and transparency. In conclusion, the comparative analysis highlights that
in a majority of these solutions, the implementation details (e.g., type of encryption, hash algorithms, and key size
used) are missing in the given performance evaluations.

6. Challenges and Future Direction

6.1. Challenges of using Blockchain in loT

Blockchain provides many opportunities and benefits [221, 222] related to IoT domain. Here, we present several
use cases and IoT related domains where blockchain is currently showing great promise. Despite these opportunities,
many challenges are emerging through the integration of blockchain and IoT, as illustrated in Fig. 6. Here, we present
some of the current challenges that emerge through the integration of blockchain and IoT.
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6.1.1. Scalability

Currently, blockchain technology is suffering from scalability issues [223, 224] because it has to process a huge
amount of data and transactions. The huge amount of data generated in real time by IoT devices and sensors requires
adequate processing and secure storage arrangements. Thus, when it comes to its application in IoT, the challenge
of scalability becomes more significant. The IoT environment in itself comprises a lot of devices and sensors [76]
that can generate a large volume of transactions. Again, this affects how the scalability to process and commit a
large number of transactions to the ledger in a given time. The consensus mechanism [13]. verifies and commits
a transaction and a block to the blockchain. The main factors that contribute to the scalability issue of blockchain
are the current blockchain consensus mechanisms and underlying protocols. Extensive computation, communication,
and agreement are required for the consensus between participants in the blockchain network; this has consequently
reduced the scalability of the blockchain network at large. Another element that affects blockchain scalability is
blockchain size [103]. When new transactions are added, the size of the blockchain increases. Processing such a large
amount of transactions becomes computationally challenging.

6.1.2. Energy Consumption

The other important challenge of using blockchain in IoT is related to energy consumption. Since blockchain
makes use of complex computational algorithms [225] for validation, security, and commitment in transactions,
blockchain technology has been rated as computational and energy intensive. This challenge gains greater signifi-
cance within the context of IoT, where IoT devices have limited energy, power, and processing capabilities. Several
reasons contribute to the energy aspects related to blockchain technology. This is mainly due to inefficient consensus
algorithms like Proof-of-Work [63]. In PoW based consensus algorithms, miners have a race to solve an extremely
hard mathematical puzzle to validate transactions with the expectation of getting a reward. This process requires a
huge amount of energy and processing power. Another important factor contributing to blockchain energy aspect is
cryptographic algorithms [51], which are used in securing and verifying transactions.

6.1.3. Data Privacy and Security

Blockchain is known for its security related features [226] due to its strong cryptographic algorithms. However,
blockchain is still vulnerable to different security based attacks or breaches [187, 188, 189]. This is quite important
in relation to the IoT. IoT devices normally operate in an open environment and generate sensitive data. For example,
IoT devices operating in the healthcare and military domains [227] transmit highly sensitive data. Therefore, the
integration of blockchain and IoT needs to be carefully managed against existing and new emerging security risks
and vulnerabilities. When data moves from an IoT environment to a blockchain for storing and sharing purposes,
security based protection is highly desirable. The distributed nature of blockchain poses several new security based
challenges. First, due to the distributed nature of blockchain data [8], replication happens over several nodes in the
network; this increases the possibility of security threats and their associated attacks. Second, blockchain nodes can
be located over a large number of geographic locations with their associated privacy laws [228, 82] therefore, it is
hard to enforce adequate data privacy. Moreover, [oT devices with limited security capabilities can easily become
victim to security-based threats and attacks.

6.1.4. Integration Complexity

The integration of blockchain and IoT can get challenging and complicated, especially for organizations for whom
both technologies are new. Its successful integration will demand careful planning, coordination, technical expertise,
and resources. Several factors contribute to these integration challenges and complexities [229]. In the first place,
the diverse nature and range of IoT sensors and devices make this integration both complex and challenging. Lacking
standards in the IoT industry [81] is another reason. A wide scope of communication protocols [230] and different
data formats are used in IoT. Thus, it makes the standardization of interfaces to integrate blockchain with IoT very
demanding. At last, the processing and storage capabilities of IoT devices are pretty low and make it difficult to store
data on the blockchain.

6.1.5. Regulatory Compliance
Another challenge in integrating blockchain and IoT is regulatory requirements and compliance. As in the do-
mains of health and finance, data privacy and security requirements are essential. For instance, the Health Insurance
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Portability and Accountability Act [231] and Payment Card Industry Data Security Standar (PCI DSS) [232] are
the two healthcare and financial regulations, respectively, that need to be taken into consideration while integrating
blockchain with IoT. Another key and related protection law in this regard is the EU’s General Data Protection Reg-
ulation (GDPR) [228]. GDPR can be demanding, as it entails strict rules about collecting, storing, and processing
personal data.

6.1.6. Cost

The requirements for hardware, software, and maintenance in blockchain technology can be costly. Thus, the
use of blockchain technology in an IoT environment becomes a resource constraint challenge, especially where cost
is a major issue. Moreover, blockchain based IoT solutions are expensive to implement compared with existing
centralized IoT systems. One of the key costs in blockchain environments is processing power related to transaction
validation and commit [8]. In a regular process of transaction validation, each node will have to process and validate
a given transaction [63]. Such type of validation could greatly increase computational cost. These would present
serious challenges because IoT devices normally possess limited processing, power, memory, and storage capabilities.
Furthermore, the development of software, hardware up-gradation, and their continuous maintenance can increase
manifold.

6.1.7. Centralization

Blockchain technology is a distributed and decentralized technology to exempts organizations from the require-
ment of one central or intermediary authority. Blockchain implementation in IoT can still demand a central author-
ity, e.g., blockchain node operators or cloud service providers [233]. This conflicts with the decentralization that
blockchains are really for and may raise security and privacy concerns. This centralization to identify a single or
few nodes for transaction validation can result in a single point of failure. Centralization can also impact the overall
transparency and accountability of the underlying system. At worst, centralization might lead to a system compromise
and result in data manipulation or loss.

6.2. Future Trends and Research Directions

In this subsection, we present future research directions that need further research to address the current challenges
that are emerging due to the integration of blockchain and IoT. Although, there is no one-size-fits-all solution, however
for the successful integration of blockchain and IoT, a combination of practical and innovative solutions in these
emerging directions will be required.

6.2.1. Scalability

A huge amount of data generated by IoT devices can become a problem to be handled by blockchain networks.
Thus, scalability can become one of the major problems in blockchain based IoT environments. Due to the adoption of
high speed 5G networks by IoT devices, the scalability issue becomes more challenging. Following are the expected
future research trends that need further research to encounter the scalability challenges of blockchain based IoT.

e Layer 2 scaling solutions [115, 123]: The throughput of blockchain networks can increase to a massive ex-
tent using the new solutions. These include sidechains and rollups. These layer 2 scaling solutions off-chain
transactions to improve the throughput and resultant scalability.

e Sharding [91]: In this scalability solution, at layer 1, the main network is partitioned into smaller sub-networks,
making it manageable and scalable. Sharding allows less congestion on the main blockchain network with
quick and efficient processing of more transactions.

e Optimized consensus algorithms: Another strategy to enhance the scalability of a blockchain network is the use
of optimized consensus techniques, such as proof of stake (PoS) [65] and delegated proof-of-stake (DPoS) [101].
Such optimized consensus algorithms use fewer computational resources and are suited for solving the scala-
bility challenge.

e Hybrid blockchain architecture [233]: Another way to improve scalability is to use hybrid blockchain solutions.
Hybrid blockchain inherits the features of public and private blockchain. Hybrid blockchain can provide faster
and more efficient transaction processing, ensuring data security and privacy.
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6.2.2. Energy Efficiency

Due to energy demand and crises, the efficiency demand for energy efficient solutions and technologies keeps
increasing. Energy efficiency is another important aspect to be taken into consideration while integrating blockchain
and IoT. No doubt, energy efficient blockchain solutions will contribute towards a more sustainable and environment
friendly blockchain based IoT ecosystem. The following are some new trends and developments that are likely to
shape the energy efficiency aspect of blockchain based IoT.

e Low-Power IoT devices: Low power devices are intended to consume minimal quantities of energy, especially
devices based on protocols like the LoRaWAN protocol [234]. Low power devices with properties of energy
efficiency are, therefore, very suitable for use in blockchain based IoT applications. These devices consume
less energy and can operate for a longer period before there is any significant need for battery replacement.

e Blockchain based energy trading and management systems can be deployed to bring efficiency in energy use
and reduce energy wastage [235]. By creating such a peer-to-peer energy trading system, energy wastage could
be reduced and energy efficiency enhanced by offering consumers the possibility to sell their excess energy to
other consumers.

o Efficient consensus mechanisms: Currently, researchers are shifting from energy intensive consensus mecha-
nisms like the PoW to more energy friendly protocols like proof of stake. Such energy efficient protocols have
less consumption of energy, so they fit well in the IoT environment.

e Green blockchain initiatives [236]: Upcoming Green blockchain initiatives, such as the Chia Network, can be
utilized in the construction of energy efficient and green blockchain networks. Its goal is to create more energy
efficient and environment friendly blockchain protocols.

6.2.3. Security and Privacy

Integration of IoT using blockchain ensures security and privacy by providing appropriate protection against unau-
thorized access, disclosure, and manipulation of sensitive data generated by these devices. The trends of future re-
search that have been emerging in the area of security and privacy for blockchain based IoT systems are presented
herein.

e Privacy-Preserving technologies: Future privacy preserving techniques like Zero-Knowledge proofs [114] and
homomorphic encryption [237], can complement the security and privacy of the data produced by devices and
sensors in [oT environments. Both techniques show great promise for IoT sensitive data since data can be
manipulated and processed without its contents being exposed in an untrusted environment like the cloud.

e Decentralized identity solutions: The centralized identity management techniques provide a single location for
an attacker and, therefore, are prone to identity theft and other data breach attacks. In contrast, decentralized
identity solutions—for instance, self-sovereign identity (SSI) [238] —can be a better way to let users have con-
trol over their identities. A blockchain based IoT setting enhances decentralized identity solutions for identity
management and security of sensitive data from IoT devices.

e Blockchain based security solutions: The security-based techniques—secure smart contracts, Signcryption [239],
a and digital signatures can be helpful in the enhancement of security of the Internet of Things devices and the
blockchain. These techniques could help in generating secure, immutable transaction records for every transac-
tion to mitigate fraud and cyber attacks.

6.2.4. Interoperability

Several diverse protocols and standards are present for [oT devices and blockchain. This makes the interoperability
issue very important in blockchain based IoT environments. Future trends to assist interoperability in blockchain based
IoT include:

e Standardization: Common standards and protocols are the requisite needs for the successful integration of
blockchain and IoT. The recent initiative for developing common standards [240] by several standardization
bodies like IEEE and IETF shall definitely move towards the interoperability aspect of blockchain and IoT.
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e Middleware: A common middleware framework between IoT devices and blockchain needs to be developed.
Further research in this domain is essential to support seamless communication and translation between IoT
devices and blockchain networks.

Recently, IEEE has been actively engaged in developing standards for the successful integration of the blockchain
and IoT domains. It has recognized the potential of blockchain and IoT integration in healthcare, smart cities, and
supply chain management, among several other areas. Here are some of the popular IEEE standards for blockchain
and IoT integration:

e P2418.1 Standard for the Framework of Blockchain Use in the Internet of Things (IoT): The focus of this
standard is on developing definitions and protocols for blockchain and IoT integration in various application
domains. This standard aims at secure data storage, data integrity, device communication, and management.

e P2418.8 Standard for Blockchain Applications in Governments: A common framework for the use of blockchain
in government matters is the main focus of this standard. It attempts to address the security, privacy, and scala-
bility challenges of blockchain in government operation and implementation. A few of the blockchain aspects
this standard covers include smart contracts, tokens, and off-chain data storage.

e P2418.9 Standard for Cryptocurrency Based Security Tokens: This standard outlines a framework to design
digital security tokens for cryptocurrency. The technical requirement to plan a security token under regional
regulations and security laws.

6.2.5. Edge Computing:

Edge computing is an emerging computing initiative to process data closer to IoT devices. It is very challenging for
IoT devices with limited computing power and storage capabilities to participate directly in the blockchain network.
Edge devices could provide support to decentralized applications (dApps) [241] and IoT devices to participate and
function as blockchain nodes. Therefore, edge devices can support secure and efficient data transfer in the context of
blockchain based IoT.

Following are the few significant benefits of using edge computing in the context of blockchain and IoT integration.

e Low Latency: Sending massive amounts of data generated by IoT devices to a cloud based centralized envi-
ronment introduces a significant latency. Latency can be significantly reduced by using edge computing [242]
for faster decision making and real time experience in various domains, e.g., industrial automation and supply
chain management.

e Data Security and Privacy: Data security and privacy [243] is an important aspect of blockchain based IoT
systems. Edge computing allows sensitive data to be processed locally, and as a result, possible exposure of
data to threats during transmission can be reduced. This results in enhanced data privacy and reduced risks
connected with data transmission to the cloud.

e Compliance and Regulatory Concerns: In many circumstances, IoT device data must comply with explicit
regional regulations or compliance standards [228, 231]. Edge computing can help in this regard to support the
processing of data according to regional regulations or standards at the local level.

6.2.6. Federated Learning

Federated learning [244] based on machine learning models and capabilities provides another dimension in the
context of blockchain and IoT. Through federated learning, IoT devices can work in cooperation and exchange infor-
mation locally without exposing their sensitive data directly to central servers such as a cloud [245]. IoT devices can
largely benefit from federated learning as transmission and processing of enormous data generated by IoT devices are
usually challenging.
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6.3. Lessons Learned: Summary and Insights

Although blockchain and IoT integration provide various benefits, several challenges need careful attention for
the successful integration of blockchain and IoT. These challenges include blockchain scalability, energy consump-
tion, data security and privacy, integration complexity, regulatory compliance, cost, and centralization. The chapter
concludes with valuable future research directions to overcome the current challenges of a blockchain based IoT
environments.

7. Conclusion

The Internet of Things (IoT) has revolutionized our way of life. Blockchain technology is an immutable and
distributed ledger technology that is increasingly used in IoT environments due to its various benefits. In this paper,
we have provided a review of blockchain based solutions for ensuring security and privacy, trust, and traceability based
guarantees in IoT environments. Blockchain is increasingly used in various IoT based domains. We have discussed
in detail various applications of blockchain in IoT based domains. One of the most significant challenges of current
blockchain technology is the scalability issue. We have provided a comprehensive review of the current blockchain
scalability solutions and lightweight encryption algorithms. IOTA, a distributed ledger technology based on directed
acyclic graphs is gaining popularity in IoT environment due to its microtransaction and high throughput features.
IOTA is the way forward as its microtransaction and high throughput features are well-suited for IoT environments
where devices communicate frequently but often with small data. The paper concludes by highlighting the current
challenges and future direction for the successful integration of blockchain and IoT.
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