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Abstract

The increasing adoption of edge computing in rural areas is leading to a substantial rise in data generation, necessitating the need for development
of advanced load balancing algorithms. This is particularly important in applications that utilise existing, though limited, computational and data
communication infrastructures. Furthermore, rural communities have growing concerns regarding the privacy, security, and ownership of the
data produced within their agricultural fields. Load distribution in rural edge devices can enhance agricultural practices by improving resource
usage, decision-making, and addressing network connectivity challenges. Managing resource utilisation in this way also improves economic
investments made in managing and deploying edge devices in rural environments. In this work, we propose SHIELD, a security-aware load
balancing framework, primarily designed for edge-based systems in rural areas. For handling environments with limited connectivity, SHIELD
efficiently manages tasks and computational resources by categorising them into restricted, public and private, shared respectively. It also allocates
tasks considering key performance factors such as completion time, resource utilisation, failure rate, and security. The framework is evaluated on
a weed detection scenario in precision agriculture, using three federated learning (FL) variants (local model training, global model aggregation,
and model prediction) with the ResNet-50 model trained on the DeepWeeds image classification dataset. The proposed framework also integrates
encryption and task replication techniques for data confidentiality, integrity, and availability. Experimental results show that SHIELD demonstrates
an average of 23% (using Parsl), 29% (using OpenWhisk) improvement in failure rate and 18s (Parsl), 13s (OpenWhisk) average improvement in
makespan compared to other task allocation approaches, such as secure variants of random, round robin, and least loaded.

Keywords: Artificial Intelligence, Distributed Systems, Edge Computing, Internet of Things, Load Balancing, Precision Agriculture

1. Introduction and decision-making processes in rural areas. It involves de-
ploying computation nodes near a data source at the edge of the

The use of technology to automate agriculture processes  communication network for data processing tasks [5]. This in-
has revolutionised farming, leading to improved utilisation of  fragtrycture enables real-time data processing, dynamic alloca-
resources and decision-making [1, 2]. Agricultural automation tion of computational resources, low-latency communication,
has also provided substantial progress towards attaining the UN and storage (including data caching) at the edge layer. Re-

Sustainable Development Goals (SDGs), especially those per- cent work [6, 7] proposes edge computing-based frameworks
taining to environmental sustainability, improving agricultural g6 precision agriculture. Moreover, the integration of edge in-
yield, and reducing emissions from farms [3]. frastructure with Internet of Things (IoT) can be transforma-

While technology offers several benefits in agriculture, ru-  (jve for agriculture. IoT devices can collect critical data (such
ral communities have limited access to data communications as soil nutrients, crop and weed details, and weather condi-
and computational infrastructure [4], compared to urban envi- tions) and offload that task to nearby edge devices for decision-
ronments. Edge-based infrastructure provides a computing ar-  making [8]. This allows farmers to take immediate action on
chitecture that can be used to enhance agricultural operations  (he fields, directly enhancing agricultural productivity and sus-

tainability.

T . o Unreliable connectivity and environmental variations are
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factors that affect the performance of rural agriculture. It is
therefore important to efficiently utilise these edge-cloud re-
sources in a resource-constrained rural environment [9]. Load
balancing [10, 11] techniques can be used to distribute comput-
ing tasks and data processing workloads across multiple com-
putational resources, such as edge devices and cloud servers.
Load balancing also supports efficient resource utilisation, en-
hances system performance, and ensures efficient data process-
ing in agricultural operations.
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Figure 1. Architecture for the proposed load balancing framework. Private
nodes (red links) available in high-security zone handle sensitive tasks; shared
nodes handle less restricted tasks on the public network.

Farmers have started embracing tools and technologies that
are transforming their agricultural practices, reshaping interac-
tions within the agriculture and food sectors. However, farmers
are still concerned about privacy, security, and ownership of
agricultural data [12, 13, 14]. This can arise due to: (i) farming
practices that give economic benefit to individual farmers; (ii)
requirement to report greenhouse gas (GHG) emissions; (iii)
pre-negotiated energy pricing and tariffs; (iv) use of water and
other associated resources (e.g. seed, pesticides, and fertilis-
ers) used on the farm. Moreover, lack of regular software up-
dates, limited technical expertise, poor data management prac-
tices and weak access control mechanisms can also contribute
towards the vulnerability of rural agricultural data. Considering
the limited infrastructure available in rural areas, it is also cru-
cial to optimally utilise all the available resources and ensure
that some specified resources are not under-utilised or over-
utilised.

We propose a security-aware load balancing framework for
edge infrastructure that can be used to support rural environ-
ments. The infrastructure is designed to distribute computa-
tional tasks across multiple resources while also ensuring data
privacy and confidentiality. We divided the tasks into indepen-
dent categories: restricted and public. These tasks are allocated
to two different resources: private and shared, based on secu-

rity requirements and load characteristics of the node on which
these tasks are executed. A heuristic approach is designed to
perform the resource allocation decision for each task, taking
into account factors that have a direct influence on execution
performance. Completion time, failure rate, resource utilisa-
tion, security, and resource management overhead are the key
factors used for evaluation. The proposed architecture for the
framework is shown in Figure 1 of this section. The primary
contributions of this work are as follows:

o A load balancing strategy for rural infrastructure is de-
signed that also ensure privacy and security of user data.
A weed detection use case is used to demonstrate how
this approach can be used in practice.

o A mathematical optimisation approach is used to deter-
mine the objective functions that affect execution per-
formance, utilising an edge-based load balancing frame-
work.

o Three variants of weed detection functions for evaluation
of the proposed framework are analysed: federated learn-
ing (FL) based local model training, global model aggre-
gation, and model prediction.

o SHIELD (Secure Heuristic Integrated Environment for
Load Distribution) is proposed as a framework that al-
locates tasks on available resources considering waiting
time, failure rate, security and other attributes that can be
used as a basis of comparison between different alloca-
tion strategies.

e Design of a testbed utilising Raspberry Pi (RPi) and a
laptop-hosted server (which can be deployed at the farm).
Two Python-based software systems are used: Parsl and
OpenWhisk (OW), for evaluating the performance of the
proposed framework.

The remaining paper is organised as follows: Section 2 de-
scribes related work and provides an overview of edge-based
load balancing frameworks. Section 3 outlines the key com-
ponents used in SHIELD. A mathematical formulation of the
problem and the associated objective functions are described in
section 4. Section 5 includes a description of the system ar-
chitecture and the proposed load balancing strategy. Section 6
compares the performance of Parsl and OW platforms for an
FL application on a Raspberry Pi. Experiment setup for eval-
uation and generated results are described in sections 7 and 8.
Section 9 provides the conclusion for our current work and pro-
poses a direction for future research.

2. Related Work

This section describes research efforts toward designing
agricultural applications using edge computing infrastructures.
The affordability and easy availability of Single-Board Com-
puters (SBC) like Raspberry Pi, Nvidia Jetson (nano), or
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Google Coral have made it possible to deploy on-farm dis-
tributed intelligent environments. This rapid growth in afford-
able IoT and edge-cloud systems has resulted in wider use of
precision agriculture and rural-Al.

IoT infrastructures generally interconnect a diverse set of
devices having sensors and actuators, that utilise communica-
tion protocols to exchange and collect critical data from end-
users [15]. Edge computing [16] provides a task execution
framework that critically handles processing and communica-
tion bottlenecks. It enables the processing of data at the network
edge rather than relaying all data to a central cloud node [17].
This results in faster response times, higher quality of service,
and improved security compared to centralised servers [18, 19].

2.1. Intelligent Applications using loT and Edge

The use of robotics in agricultural applications has revolu-
tionised farming practices with precision tasks, automated crop
management, and data-driven decision-making processes [20].
A multi-robot system usually operates in a centralised or decen-
tralised control setting [21]. A centralised strategy is proposed
by Conesa-Munoz et al. [22], that involves administering the
workflow of a designed system from primary base stations. The
robotic assembly may consist of either aerial or terrestrial ve-
hicles. The complete integration of these platforms allows the
execution of autonomous operations in outdoor environments.
On the contrary, for decentralised cooperative control of het-
erogeneous robotic nodes, Tanner et al. [23] illustrated the in-
teraction of two discrete groups of mobile agents, comprising
a group of unmanned aerial and ground vehicles that adhere to
time-invariant, nearest-neighbour rules for communication and
interaction. Ground-based navigation is further adapted to align
with the centroid of the ground group by utilising a Lyapunov-
based optimisation approach.

Patros et al. [24] introduce an innovative solution to the ru-
ral agricultural environment having weak connectivity and high
latency. Their framework utilises a serverless technology to fa-
cilitate federated learning tasks in rural applications. The task
requirements are specified by analysing the major challenges
in rural agriculture communities of New Zealand. A rural-Al
system for pasture weed detection is considered the proof-of-
concept for demonstration and evaluation in this work. Another
work by Almurshed et al. [25] examined the ways in which
edge-cloud computing can be utilised to address the unique
challenges in rural areas. Recent surveys [26, 27, 28] have high-
lighted the potential of data collection in agricultural practices,
enhancing productivity and sustainability on farms. These stud-
ies provide an overview of current methodologies, suggesting
the increasing adoption and benefits of data-driven approaches
in modern agriculture. These approaches yielded effective out-
comes and improved the allocation of tasks. However, in order
to optimally utilise all the available resources at the edge layer,
load balancing and distribution also play a crucial role.

2.2. Load Balancing and Distribution

Naas et al. [29] proposed a graph partitioning-based data
placement strategy for fog infrastructures. It uses a divide-and-

conquer heuristic approach for splitting the allocation prob-
lem into sub-parts. The proposed solution reduced the task
placement latency and provided a flexible, scalable, less com-
plex method for distributing tasks in a fog network. Other re-
searchers [30] describe a dynamic task offloading mechanism
for a resource node where the task can be deployed. Their work
also analyses the optimal path for offloading the task to remote
fog nodes. The offloading problem is mapped to an integer lin-
ear programming model that considers factors such as energy
consumption, network delay, and link utilisation while making
the offloading decision in the framework. Maia et al. [31] ex-
plore the idea of load distribution and service placement us-
ing a multi-objective meta-heuristic algorithm. They utilised a
concept of heuristic initialisation that selects an initial popula-
tion, with an aim to improve the efficiency of the genetic algo-
rithm. These proposed approaches outperform state-of-the-art
algorithms, however, there are other factors such as security and
failure risk that can still impact the performance of load balanc-
ing and distribution systems.

2.3. Security and Privacy

Over recent years, farm management has started to use Ma-
chine Learning (ML), AL, and IoT to improve the efficiency and
sustainability of farming practices. However, these mechanisms
also introduce new security risks and vulnerabilities. Vangala
et al. [32] and Zanella et al. [33] highlight the security chal-
lenges and issues in smart agriculture. They highlight the im-
portance of designing a comprehensive security infrastructure
to support smart agriculture. Wiseman et al. [34] also analyses
the reluctance of farmers in sharing their agri-data and how this
is affecting smart agriculture. A comparative analysis of recent
research focusing on ML/AI, load distribution, application use
cases, and workload management is provided in Table 1 below.
Several recent studies have addressed the challenges of mobile-
edge computing (MEC) in resource-constrained environments.
Zhang et al. [35] proposed a joint load balancing and com-
putation offloading technique with an additional security layer
using encryption reinforced by ECG signals. Their approach
demonstrated significant energy savings compared to local exe-
cution. Elgendy et al. [36] presented a multiuser resource al-
location and computation offloading model that incorporates
data security measures. Their integrated model aimed to min-
imise time and energy consumption while protecting sensitive
information. In another work, Elgendy et al. [37] extended this
work by introducing an efficient and secure multi-user multi-
task computation offloading model. This model not only con-
sidered offloading strategies and resource allocation but also in-
corporated data compression techniques and security measures
in their approach. However, these works focus on confiden-
tiality in mobile-edge computing but overlook many aspects of
data integrity and service availability in security.

Recent developments in load balancing [31, 38, 39, 40] and
security [41, 42] identify approaches for managing intelligent
agricultural applications in rural areas. However, existing re-
search lacks focus on security-aware load balancing infrastruc-
ture which considers completion time, task security, load distri-
bution, and failure risks, highly relevant in a rural environment
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Work ML Tasks ML Pipeline | Security Evalua- | Load Use-Case Failure Ex- | Serverless Workload Man-
tion Sharing amined Evaluation agement
[15] inference centralised no yes smart city no no nil
[17] training distributed no no industry no no nil
[22] none none no yes agriculture no no nil
[23] none none no yes UAVs no no lyapunov analy-
sis
[24] training, ag- | distributed no no agriculture no yes nil
gregation
[26] none none no yes smart city no no heuristic/graph
modelling
[27] none none no yes nil no no integer linear pro-
gram
[37] none distributed availability no smart traffic yes no greedy heuristic
[38] none none confidentiality, yes nil no no nil
integrity
[34] none none no yes nil yes no formal modeling
SHIELD | inference, distributed confidentiality, yes agriculture yes yes meta heuristics
training, integrity,  avail-
aggregation ability

Table 1. Comparative analysis of various studies focusing on ML, security, load distribution, and workload management in edge-based applications.

which is more prone to faults and has limited resilience. There-
fore, there is need for a framework that distributes the load
across resource nodes considering security, function chaining,
failure rate, and resource utilisation.

Our proposed security infrastructure enhances existing pre-
cision agriculture systems, such as the tomato crop monitoring
system by Devaraj et al. [43]. The three-tier architecture — com-
prising local sensors, farm-level gateways and regional edge
servers — aligns well with our framework. Their system lacks
security measures, whereas our approach supports encryption
for sensor data transmission and access control for farm infor-
mation.

3. System Model

This section outlines the key components considered while
designing the proposed load balancing framework. A brief de-
scription of edge-based infrastructure, a real-life use case, an
evaluation task, and the communication module utilised are also
explained in the following subsections.

3.1. Three-tier Edge-Cloud Architecture

This work implements a three-tier edge-cloud infrastruc-
ture, leveraging the strengths of a layered edge computing and
storage system. The foundation of this architecture is an edge
layer, consisting of physical hardware and communication de-
vices. These components are crucial for collecting real-time,
application-specific data. Although these devices can perform
basic data processing and storage, their capabilities in this re-
gard are limited.

The middle layer in our architecture is the fog layer, which
plays a crucial role in enhancing the computational and stor-
age capacities of the system. This layer is composed of fog
nodes, such as base stations or gateways, situated in proxim-
ity to the data-generating edge nodes. The strategic placement
of these fog nodes is key to their functionality as intermediaries

between the edge devices and the cloud layer. These nodes sup-
port faster processing for applications that require lower levels
of computation comparatively, thereby reducing latency com-
pared to cloud-based models.

At the top of the architecture is a cloud layer, which offers
substantial computational and storage capabilities. This hierar-
chical arrangement means that as one ascends from the edge to
the cloud, there is an increase in computational power and stor-
age capacity. However, this also results in increased network la-
tency and complexity in execution. Therefore, this architecture
allows for a strategic trade-off based on the specific needs of the
application. By determining the optimal number of layers to be
utilised, the architecture can be designed to balance immediate
data processing needs at the edge while more complex compu-
tational tasks are offloaded to the cloud node. This adaptability
makes the architecture suitable for a wide range of applications,
optimising efficiency, and performance. A graphical depiction
of the three-tier architecture considered for designing and ex-
perimenting in our proposed SHIELD framework is provided
in Figure 1 of this paper.

3.2. Task and Resource Classification

In order to limit the access of tasks on different layers of
resources, we have divided them into multiple categories in this
work. The categorisation of tasks is as follows:

e public tasks: These are the set of tasks that have mini-
mal or near zero requirements in terms of security and do
not need protection. It includes tasks that are processing
agri-data with minimal security concerns, such as general
environmental data or non-sensitive operational informa-
tion. These tasks do not contain any sensitive informa-
tion, making them suitable for execution on a less secure,
more openly accessible environment.

e restricted tasks: This category of tasks might contain
some sensitive information, such as high-resolution im-
ages that could reveal confidential details about farm-
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ing operations or farm infrastructure. The critical nature
of these tasks necessitates execution in secure locations
where data integrity and confidentiality are prioritised.
Monitoring these restricted tasks is essential for main-
taining the privacy and competitive edge of farming op-
erations, as unauthorised access to this data could lead
to exploitation that could directly or indirectly harm the
farmers.

For executing these tasks on resource nodes, two primary
categories of resources are utilised that ensure their security and
accessibility needs:

e private resources: These resources are exclusively
utilised for processing restricted tasks due to their high
level of security and controlled access. They are owned
and managed by individual farmers or farming organisa-
tions that own, monitor the fields where data is generated.
Private resources are deployed to ensure the confidential-
ity and integrity of sensitive data, making them ideal for
tasks that require a higher degree of privacy and protec-
tion.

e shared resources: These sets of resources are shared be-
tween a group of farmers or a local community that owns
and manages the arable land in that neighbouring area.
They are highly cost-effective and scalable but mainly
used for public tasks due to their lower levels of data
protection and confidentiality. These resources do not re-
quire stringent security measures, allowing for efficient
resource utilisation among multiple agricultural farms.

>
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Figure 2. Load distribution of tasks on the agricultural field.

3.3. Real-World Use Case

For evaluation of our proposed framework, the edge-based
architecture has been mapped to a real-life agricultural use case.
We assumed that a high-resolution camera is mounted on a
robot that takes pictures of weeds and plants on the field. The
robot can take a random walk throughout the field and keep tak-
ing pictures. The aim of the robot is to detect and remove weeds
from agricultural fields. The setup follows a master-worker

configuration such that the robot acts as the master whereas the
computation nodes act as the workers. There are few compu-
tation nodes that are deployed on the field and owned by farm-
ers; they are the private nodes for that particular farmer. Along
with this, the farmer can also evaluate tasks on a shared set
of resources owned by a group of farmers having fields in the
nearby area. These shared resources are set up together by the
local community of farmers. For limiting the access of farmers
to the two categories of resources, we have divided tasks into
two types as well: restricted and public. If the images captured
for analysis contain visual data that could reveal sensitive in-
formation about the farming operations or farm infrastructure,
they might be valuable to competitors or unauthorised individ-
uals who could exploit it for their own purposes. These images
when sent for evaluation (whether it's weed or plant) need se-
curity and are considered as a restricted task. However, if the
image does not capture any personal information that directly
or indirectly affects the farmer, it's considered as a public task.
A graphical description of our load distribution approach in an
agricultural field is shown in Figure 2.

3.4. Functional Requirements

Rural agricultural applications require a robust and adapt-
able system that can respond to real-time environmental vari-
ations that affect the infrastructure. The key requirements for
designing our application are as follows:

o [deal pick for execution: A system can be designed to
utilise all the available resources while executing a task.
A two-phase heuristic pipeline is deployed that uses four
unique constraints for selecting ideal resource nodes for
execution.

e Mobility of nodes: The mobility factor can impact ap-
plication performance and data exchange over a wireless
network. Therefore, the robot's location is designed to
influence the nature, size, and latency of supported task
execution workflow.

o Addressing workflow necessities: Different FL. work-
flows exhibit heterogeneity in their computational de-
mands, requiring different times for completing the ex-
ecution. In scenarios where workflows are interdepen-
dent, the outcome of one workflow serves as the input
to another process in FL. Three different workflows have
been considered for evaluation in our approach.

o Protecting data rights: The edge-based framework is de-
signed with consideration of protecting farmers' data se-
curity and privacy. We utilised encryption, hash-based
message authentication code (HMAC), and access con-
trol mechanisms for ensuring confidentiality, availability,
and integrity of data.

3.5. ML Model Description

In order to perform weed detection on the proposed frame-
work, we have leveraged the ResNet-50 [44] convolutional neu-
ral network model to classify weed species using the Deep-
Weeds [45] image classification dataset. This dataset includes
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Figure 3. Three sample images from DeepWeeds dataset.

nearly 17.5K agricultural images (15K training, 2.5K test im-
ages), providing a broad and diverse set of observations for
eight primary weed species from a wide Australian region, en-
abling the comprehensive training of our weed detection model.
Three sample images from the DeepWeeds dataset are shown in
Figure 3. The ResNet-50 model, known for its residual learn-
ing framework, was specifically selected for its efficacy in han-
dling complex, high-dimensional data. We then fine-tuned the
model parameters to optimise its ability to discern unique pat-
terns within the images, thereby enhancing its weed classifica-
tion accuracy. The functions that formulate execution work-
flows utilised in this framework, can be given as:

(1)- Pre-process images: This initial phase involves ma-
nipulating an image to make it suitable for training or valida-
tion. A function reshapes the data into a 224x224 image size
format, which aligns with the requirements of our deep learn-
ing model. (2)- Fine-tune model: This phase focuses on fine-
tuning our learning model. It involves initialising the model
with weights from previous iterations, leading to the creation
of a new model specifically trained on our DeepWeeds image
dataset. (3)- Aggregate model: The step includes averaging the
weights across all neural network models, providing a compre-
hensive and combined model representation. (4)- Validation:
The newly trained model is tested using a new dataset to eval-
uate its performance and accuracy. (5)- Accuracy comparison:
This function uses the validation results as input and compares
the accuracy of the previous model with the new one. The
model having higher accuracy is then considered as the global
model for future evaluations. (6)- Inference model: The func-
tion utilises the trained model for performing prediction on new
and unseen data. It is used to test the real-world applicability
of the trained models on the specific applications it is trained
for. (7)- Data decoding: This function handles the encryption
and decryption of data before it is sent to a resource node for
execution. An algorithm is designed to decide whether data en-
cryption is required or not.

Figure 4 describes the service function chain (SFC) for task
variants utilised in this work. We have evaluated the framework
on these three weed detection tasks:

e Local model training: The task includes training the
FL model on local data of each node. It includes pre-
processing the end-user data and fine-tuning it over a pre-
trained model of another dataset. In our case, the weed
detection model was fine-tuned over a model pre-trained
on ImageNet [46] dataset.

e Global model aggregation: This task collects local mod-

els from all the nodes and aggregates them into a sin-
gle global model. It includes averaging models, pre-
processing, performing validation, and comparing accu-
racies. The model having higher accuracy is selected as
global model for upcoming tasks.

o Prediction model: 1t uses the trained model for perform-
ing evaluation on new unseen data. The data belongs to
real-world applications which might need security, there-
fore, the data encryption is also performed before it is
sent for execution.

Aggregate I
—> o I: Validation }
—» /mage Validation

Pre-processing

Compare

> Global Model
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Image
Pre-processing
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— .
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Figure 4. SFC for global, local, and prediction workflow.

3.6. Serverless Computing Platforms

Serverless architecture provides a distributed computing in-
frastructure where the management tasks such as managing
servers, runtime environments, and the underlying operating
system are entrusted to a third-party service provider. Instead
of pre-allocating resources, serverless architecture dynamically
provisions and scales resources for applications by automati-
cally responding to incoming event triggers or requests. By us-
ing this approach, users can focus more on designing the func-
tionality and logic of their applications rather than infrastruc-
ture, making it a cost-effective and efficient model that charges
only for the compute time consumed by the applications.

Numerous serverless computing platforms, serving a wide
range of use cases and requirements are available in both com-
mercial and open-source settings for the end-users. AWS
Lambda, MS Azure Functions, and Google Cloud Functions
are a few platforms that are used commercially whereas Apache
OpenWhisk, Kuberless, OpenFaaS, and Knative are a few of
the open-source options available for deployment. Commercial
platforms are often available to users with built-in integration
capabilities of their respective ecosystems, such as database ser-
vices, analytics tools, and machine learning platforms but they
incur high execution costs, implementation restrictions on the
users. Alternately, open-source serverless platforms are freely
available for anyone to use, modify, and distribute but they re-
quire more hands-on management and operational knowledge,
especially for scaling and maintaining the infrastructure. Parsl
and OpenWhisk are two serverless computing platforms that
have been utilised in this work.

Parsl [47] is a Python-based scripting library that allows
parallel execution of applications across multiple cores and
nodes utilising its pre-developed executors. All the functions
available for execution are wrapped using Python apps and are
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linked to a shared input/output data source such that parallel ex-
ecution of tasks can be performed on a specific resource node.
A configuration object, specifying where and how tasks should
be executed, enables running a Parsl application on any ma-
chine. It can be deployed on a resource-constrained device like
RPi, Nvidia Jetson or it can be assigned to a high-performance
computing cluster in the cloud layer. Our work uses Parsl for
configuring an ad-hoc cluster that offers a dynamic workflow
for real-time task execution on worker nodes deployed for re-
mote execution of tasks. Parsl also allows the dynamic distribu-
tion of task load by utilising a controller node. Moreover, func-
tion hosting in Parsl supports a heterogeneous environment that
can be modified at runtime, especially in the event of a node
failure. A registry is maintained for all deployed functions and
updated with the arrival or completion of any existing function.

OpenWhisk [48] is a freely available (under Apache Li-
cence 2.0) serverless computing platform designed to automat-
ically run functions in response to specific triggers or events.
OpenWhisk operates on a Function-as-a-service (FaaS) model,
which offers cloud-based infrastructure and server management
for applications. In this platform, functions are labelled as “ac-
tions”, and their executions are termed as “activations”. End-
users have to register the actions, which can be triggered by an
event. An event can be an HTTP request, a timer, or an external
resource. Actions can be coded in a variety of programming
languages like Python, Java, GO, Swift, or can be integrated
as Docker images. OpenWhisk operates on the assumption
that there is a linear relationship between a container's mem-
ory utilisation and its CPU utilisation. Thus, developers only
have the option to determine the RAM size (memory setting)
for executing their actions. Developers can also provide an ac-
tion chain, which permits the sequential calling of one action
by another, resulting in complete execution of the entire SFC.
The OpenWhisk architecture consists of two main components:
(1) the Controller and (2) the Invoker. Both of these compo-
nents are built over Nginx, CouchDB, and Kafka. Initially,
the system is accessed by Nginx, an HTTP server, and a re-
verse proxy server that allocates incoming HTTP requests to the
Controller node. The Controller node is responsible for the au-
thentication and authorisation of all incoming OpenWhisk API
requests. CouchDB, an open-source data store securely keeps
rules, definitions of triggers, user credentials, metadata, activa-
tion, and actions. Kafka is a streaming platform that handles the
real-time data exchange between the Controller and the Invoker.
OpenWhisk also has a commercial version of its platform, it is
called IBM Cloud Function. We chose Parsl and OpenWhisk as
our serverless platforms to demonstrate the compatibility of our
approach with different environments that efficiently manage
and offload workflows. In Sections 6 and 8, we present detailed
results from our experiments with these platforms, validating
our approach's applicability in managing distributed serverless
computing tasks.

3.7. The CIA Triad

For ensuring the protection of sensitive agricultural data,
the fundamental concept of CIA triad is utilised in this work.

It consists of mainly three elements: Confidentiality, Integrity,
and Availability.

Confidentiality is the first component of triad which is
ensured through the implementation of advanced encryption
methods. Encryption helps to safeguard sensitive agricultural
data by transforming it into an unreadable format, decipherable
only by authorised end-users (or a group of farmers) possess-
ing the correct decryption key. The second principle, Integrity,
is ensured through the use of HMAC in our framework. Us-
ing HMAC, a hash function is applied to the secret key and
contents of the agri-task. Any changes, intentional or acciden-
tal, in the data, will result in a different hash value. Therefore,
verifying this value before and after transmission can ensure
that the data has not been tampered with throughout commu-
nication, preserving its integrity. Availability is another crucial
factor which ensures that the system's services are accessible to
end-users all the time. To achieve this, we allocated the task
on two best locations selected via hf2() heuristic function. It
provides an alternate solution in case one of the task execu-
tions fails. The techniques used in this work to ensure CIA are
based on well-known methods utilised for data protection [49].
We have used these established security methods to enhance
the effectiveness and reliability of our proposed approach. In-
tegrating these security principles can significantly improve the
protection of sensitive agricultural data within an edge-based
infrastructure.

Symbol Description

N, N’ total no. of tasks, no. of tasks failed
t, tp restricted, public security tag

JLR set of jobs, set of resources

Jr a task/job, a resource

start, execution, completion time

dlirans, dlprop, dlproc transmission, propagation, processing delay
dlgueus dlat, dlcomm queuing, network, communication delay
tadd additional time

tst, Lexec, tcmp

len, bw data packet length, network bandwidth

dis, vl distance, velocity

njq, awt no. of tasks in queue, average waiting time per
job

Jr» Jp restricted, public task

Ji's Jp’ restricted, public task failed execution

Cset> Cexecs Ccomm setup, execution, communication costs

FR, SC, RU failure rate, system cost, resource utilisation

T, cap time unit, total execution capacity

Table 2. Symbol Table for the Problem Formulation

4. Problem Formulation

In this section, we now present a quantitative objective func-
tion for our proposed architecture which schedules IoT jobs in a
load balanced manner. We have interchangeably used the term
‘task’ or ‘job’ in this work. Both these terms refer to the ex-
ecution of a weed detection function. We have a set of J jobs
and R resources such that a job can be sent on any available
resource for execution. Each job can have a unique size and
each resource can have a different capacity, which will result in
different execution times' on different resources (depending on
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their capacities). The time taken to complete a task/job j on a
resource r is known as the completion time, f.,,,. This can be
represented as:

femp = Ist + lexec + dhy (D

Here ¢ is the time when j starts executing on r, .y is the
time it takes to execute j on r, and dlj,, is the network latency of
executing j on r. Here, network latency dl,, is the combination
of various delays that arise in the network when j is executed
on r. This is represented as:

dlye = dlypans + dlprop + dlpmc + dlqueu 2

where dl,,,,.s 1s the time taken to transmit data from user to the
transmission medium, dl,,,,, is the time taken for propagation of
data through the transmission medium, dl,. is the time taken
by processor to process the users' data, and dlg,., is the delay
incurred by waiting of data packets in a queue. Since high per-
formance computational hardware is easily available nowadays,
we consider that dly,,. = 0 in this work. Thus, the network la-
tency can be written as:

dllat = dltrans + dlprop + dlqueu (3)
l di:

dliy = < + @ + (njg X awt) “4)
bw vl

such that len is the length of data packet, bw is the band-
width of adopted IoT network, dis is the distance that a data
packet travels, vl gives the velocity of communication channel,
njq is the total number of jobs in the queue, and aw? gives the
average waiting time for one job in the queue. In this model,
dlirans, dlprop and dly,, together depict the communication de-
lay in the network. This combination of delays is often used
interchangeably with dl,, in this work.
It is necessary that the task allocated on the node begins the
execution on time. However, due to system delay or improper
garbage collection, the system faces some delay in beginning
the task execution. This results in task failure and may impact
overall completion time. To handle this issue, we have also con-
sidered additional time on resource nodes in this framework. It
can be mathematically given as:

tadd = lexec X failure rate 5)

such that failure rate gives the failure rate of the resource node
where task j is sent for execution.

The tasks in the proposed architecture are categorised as
restricted and public, as described previously. Let a restricted
job be denoted by j.. Similarly, a public job task be given by j,
respectively. The total number of tasks to be executed are given

by N such that:
N=>jc+ D ©)

Furthermore, a restricted and public job that failed execution
on the node is denoted by j.” and j," respectively. The total
number of jobs (out of N) that failed their execution are given

by N’ such that:
N =G+ ) gy @

To analyse the performance of task execution, we use three met-
rics, namely: Failure Rate (FR), System Cost (SC), and Re-
source Utilisation (RU). FR is the ratio of number of jobs that
failed execution to the total number of jobs available for execu-
tion. Formally, it can be given as:

X *Z0 N

Xjit+2Xjp N
The objective function that needs to be solved for FR can be
given as:

FR (8)

argmin FR = {FR|FR = f(N")} 9)
NV
Another crucial parameter to measure the performance of an
architecture is the software and hardware interactions within the
network. This factor is given by the SC. It includes the set-up
cost, total execution cost, and cost of communication latency.
SC can be presented mathematically as:

S C = Cyet + Cexec + Ccomm (10)

Here cg¢ denotes the initial set-up cost, cexec denotes the
aggregated execution cost of all the jobs executed on resource r.
Finally, ccomm denotes the total cost of communication latency
in the network. Since SC is directly proportional to the running
time of a resource, it needs to be minimised.

If 7 is the standard unit of time considered in this work. then
the objective function for S C can be given as:

argmin SC = {SCISC = f(1)} (11)

Moreover, it is also necessary to keep track of the RU of all
available resource nodes. RU is the ratio of total execution time
with the total capacity available in our network. In order to
achieve an optimal utilisation of a resource, RU needs to be to
maximized. RU is represented mathematically as:

_ Z [CXSC

cap

RU

12)

Here cap gives the total execution capacity of the available re-
sources. The optimisation function for calculation of RU can
be given as:

argmax RU = {RUIRU = f(texec)} (13)

fexec

Therefore, the optimisation problem for maximising the perfor-
mance parameter PR can be presented as: Minimise FR, Min-
imise SC, and Maximise RU. By combining equation 9, 11, 13;
PR can be written mathematically in the following form:

PR = max( argmin FR, argmin S C, argmax RU ) (14)
N’ T

fexec

Note that by maximising resource utilisation, we aim to opti-
mally utilise resources for task execution. Similarly, by min-
imising the failure rate and total cost, we aim to avoid failure
of tasks and also remove the expenditures which do not provide
added value to our task execution framework.
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5. The SHIELD Framework

This section describes the details of our load balancing
framework proposed in this study. It is assumed that we have
a uniform mix of restricted and public tasks available for exe-
cution. The term resource is used to signify a node where the
execution of tasks can take place. In order to monitor the util-
isation of resources, a few new terms have been defined in this
work.

Definition-1: b-score - is a balance score that estimates
whether a particular resource node is over-utilised or under-
utilised in the framework. It is measured by calculating the
difference between current utilisation (utz) of the node and av-
erage utilisation (utz,,) of the infrastructure. The b-score is
calculated every time a new task is submitted for execution. For
every task #; evaluated on resource r, b-score can be mathemat-
ically given as:

b — score(i,r) = utz; — UtZayg (15)

Definition-2: dynamic k-value - In order to reduce the
execution complexity, instead of iterating over all the nodes,
a more efficient approach involves selecting k best nodes
and evaluating them for further performance enhancement.
However, we observed that different functions performed better
with different sets of k-values. For determining the dynamic
k-value, we have utilised a softplus activation function in this
work. Given the following:

(1)- function S oftplus(x) = In(1 + e%)
(2)- task execution time (Z,yec)

(3)- total resources (R)

(4)- maximum task execution time (Zu,qx)
(5)- load constant (c;)

The system is designed to calculate a value k, which is re-
lated to the resource allocation based on task execution time
of our system. The softplus function serves as an approxima-
tion to the rectifier function, compressing extreme values into a
smoother range. The calculation starts by determining o7, as:

Ot = lexec = lemax (16)

The 6, undergoes the softplus transformation and is nor-
malised by:
softplus(d;)
softplus(temay)
Lastly, the calculation is scaled with R and added to 10%
of the total resources already available. The load constant ¢;
is used to adjust this outcome. The final k-value can be repre-
sented as:

a7

k = (18)

R X (0.1 +e % softplus(d,) )J

softplus(Z.max)

The value for load-constant in this work has been fixed at
0.9 (derived experimentally). Therefore, for the initial 50s of
function execution, the allocation will remain constant at 10%.
Afterwards, it will be scaled accordingly using equation 18.
Figure 5 shows the relationship between the dynamic k-value
and the average execution time of the function.

Number of Nominees vs. Task Execution Time (Softplus)
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Figure 5. Correlation between dynamic k-value and average execution time of
the function.

5.1. Heuristic Function Pipeline

With an aim to optimally allocate public/restricted tasks on
available secure/shared resources, this work uses a two-step
heuristic function pipeline for decision-making on where to ex-
ecute the task. They are as follows:

hf1(): filtering the load - After determining the waiting
time, failure rate, and b-score for every resource node, the first
heuristic function of the pipeline selects the best k nodes that
have the minimum values for all three variables, prioritising
them in the order of waiting time, failure rate, and b-score
among all nodes available for execution. These k nodes are
expected to be the nodes that have been least utilised until the
current task execution. All the initial experimentation in this
work has been done with k = 20. Afterwards, the softplus acti-
vation was deployed to determine the optimal k-value that will
obtain the best performance results during performance evalua-
tion.

hf2(): evaluating objective functions - This function cal-
culates the completion time of a task on all nodes in the se-
lected pool of resources. It includes task execution time and
total additional time if the task is executed on a selected node.
We have calculated the additional time using the formula:
additional time = t,. x failure rate. When a failure occurs
during task execution, the node enters the recovery phase in-
creasing the average execution time. Additional time manages
the risk by reducing the probability of allocating tasks to a risky
node where the failure rate is higher. At last, two best nodes
with minimum total execution time are selected and the process
is repeated for every incoming task.

5.2. Adaptive Cryptographic Measures for Public Networks

The security solution we implemented uses the file system
to transfer data between different resource nodes. In instances
where the file system is situated on a publicly accessed net-
work, nodes on the public network must be equipped with se-
curity measures. Confidentiality is primarily achieved through
encryption and decryption mechanisms. On the other hand, to
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maintain integrity, tokens such as the HMAC value are relayed
via a secure channel. This secure channel, demonstrated by
SSH connection is utilised by Parsl functions as an adaptive
out-of-band channel that adjusts in real-time based on security
needs and conditions.

Figure 6 depicts the model's tuning procedure. This in-
volves adding a security layer to nodes that are accessible
through public networks. It can be seen that Fog Node is reach-
able via such a network. As a result, a cryptographic approach
is required to ensure its integrity and privacy. In this setup,
the robot handles encryption and HMAC generation, while Fog
Nodeg manages decryption and verification.

mFog Node; E Fog Nodeg

Generate "
> HMAC Verify HMAC
Symmetric
- .
Encryption

88 g Node

Image _
Pre-processing

> > Model Tuning ——» Local Model
Symmetric

Decryption

Figure 6. Model tuning on a public network. Robot encrypts, generates HMAC,
and Fog Nodeg manages decryption, verification.

To further enhance the security and robustness of our sys-
tem during interactions with publicly accessible networks, we
introduced a series of functions that implement cryptographic
encryption:

(1)- Generate HMAC: This function creates an HMAC de-
signed for a particular message and key using a specified SHA
algorithm. This HMAC is fundamental in confirming the in-
tegrity and authenticity of a message, defending against unau-
thorised changes or interference. (2)- Verify HMAC: This func-
tion validates the authenticity of a received HMAC by com-
paring it with a newly created HMAC for a designated mes-
sage. This creation process makes use of a cryptographic key
and the SHA algorithm. A successful match results in a ‘true’
outcome, validating the message's integrity. On the other hand,
a mismatch leads to a ‘false’ outcome, hinting towards a poten-
tial security lapse or interference. (3)- Symmetric Encryption:
Through this function, a message M undergoes symmetric en-
cryption, using the Advanced Encryption Standard (AES) in Ci-
pher Block Chaining (CBC) mode. An auxiliary cryptographic
key assists this process, and a random initialisation vector (/V)
further enhances the encryption. The output includes the IV and
the consequent ciphertext C, preparing it for a potential scenario
of decryption. (4)- Symmetric Decryption: This function serves
as the complement of an encryption process, decrypting a given
ciphertext C using AES in CBC mode. Initially, it extracts the
IV and ciphertext from C. Then the decryption process contin-
ues by leveraging the key and V. Any padding is subsequently
stripped away, generating the original plaintext message M.

When integrating cryptographic functions into the work-
flows, there is an added overhead to the execution times of vari-
ous tasks. For instance, the pre-processing function experiences
an overhead of about 0.72s, and the model tuning function re-
sults in an increase of roughly 1.74s. The compare accuracy
function has the most significant increase, with an additional
time of 3.61s. In contrast, the decoding function has a mini-
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mal overhead of just 0.03s. Note that our SHIELD mechanism
incorporates these overheads by considering them as a part of
the node's execution duration. This approach provides a com-
prehensive view of the time factor while implementing crypto-
graphic security measures on public networks.

Algorithm 1 SHIELD
Input: set of tasks, set of resource nodes, security tags
Output: two best nodes for task deployment

1: procedure LOAD-BALANCER()
2 select tasks (one-at-a-time) in the arrival order
3 for selected task #; do
4 calculate waiting time
5: calculate failure rate
6 calculate b — score
7 identify k — value
8 procedure HF1()
o: select k best resource nodes
10: end procedure
11: procedure HF2()
12: identify two best nodes - r; & 7,
13: end procedure
14: end for
15: for task #; and selected node r| & r, do
16: if t; — private then
17: if selected node — secure then
18: perform execution
19: else if selected node — shared then
20: encrypt task
21: perform execution
22: end if
23: end if
24: if #; — public then
25: if selected node — secure or shared then
26: perform execution
27: end if
28: end if
29: end for

30: end procedure

5.3. Load Balancing Algorithm

The proposed algorithm is designed to identify two best
nodes for task execution and allocate the tasks on those nodes.
A set of tasks, a set of resource nodes, and security tags as-
sociated with each task are considered as inputs for the algo-
rithm. The procedure starts by selecting tasks one at a time, in
the order of their arrival. For each selected task ¢;, the algo-
rithm evaluates its waiting time on all the available nodes and
selects the node that has the lowest waiting time. If the waiting
time of multiple nodes is similar, we evaluate the failure rate
of those nodes and select the nodes that have minimum failure
rate. If the nodes have similar failure rates as well, we evaluate
the b-score of those nodes and select nodes with minimum b-
score among all available nodes. A softplus activation function
is deployed to identify the optimal k-value for executing task
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t; in this framework. The first heuristic function (hfl) is then
invoked to select the k-best resource nodes based on the previ-
ously mentioned three factors in the same sequence. The sec-
ond heuristic function is then utilised to select two best nodes
(r1 and r,) where the task will be finally allocated. The deci-
sion was taken by considering the execution time and additional
time on selected k-nodes. The algorithm then continues exam-
ining the task #; and resources r; and r,. If the task is private,
the algorithm first checks whether the selected node is secure
or not, and then executes the task. The task is encrypted before
execution if the node is a shared node. On the other hand, if
the arrived task is public, it is not encrypted on either private
or shared resource node and is directly sent for execution. A
pseudocode for the proposed load balancer is given below in
Algorithm 1.

5.4. Access Control

A mechanism that governs the availability of data within

different layers of our edge computing environment, is utilised
to manage access control in this work. The aim is to restrict the
accessibility of specific categories of tasks to certain groups of
resources that are unsuitable for execution. In this work, the un-
suitability is evaluated based on the security requirements of an
end-user. If the arriving task is restricted, it would be risky (in
terms of security) to allocate this task on a shared resource as
the communication channel will be accessible to a lot of other
users as well. Therefore, a better option would be to limit allo-
cation of all restricted tasks on private resources only whereas
all the public tasks can be allocated to shared resources for ex-
ecution. For experimentation, we have utilised two versions of
access control mechanisms. They are as follows:
(1)- Secure Random Placement: When a task arrives for execu-
tion, it is randomly allocated to any of the resource nodes where
the security tag matches the task requirements. For example,
when a task with a restricted tag arrives, it will be allocated
randomly to one of the available private resource nodes. Simi-
larly, a task labelled with a public security tag will be randomly
assigned to any available shared resource (and not to any pri-
vate resource). (2)- Secure Round Robin: Instead of randomly
selecting a node for task execution, this approach allocates each
arriving task to resource nodes in a cyclic order. However, it is
crucial that security tag of the task matches the requirements of
the resource. All restricted tasks will be scheduled on private
resources in a cyclic order. Similarly, all public tasks will be
allocated on shared resources in a similar cyclic order.

6. Performance Comparison: Parsl vs OpenWhisk

Table 3 below provides evaluation metrics for Parsl and
OpenWhisk platforms, describing their performance when ex-
ecuting an FL application on a Raspberry Pi. Performance
benchmarks are measured across a range of tasks: pre-
processing, model tuning, averaging models, model validation,
comparing accuracy, inference, and decoding. A comparative
analysis of each task with its corresponding average execution
time is conducted, revealing the following findings: (1)- Pre-
processing: Parsl displayed high efficiency in pre-processing
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operations, completing the task in approximately 0.33s, while
OpenWhisk required significantly more time, averaging around
1.79s. (2)- Model Tuning: OpenWhisk outperformed Parsl in
model tuning, completing the task in approximately 161.54s
compared to Parsl's 178.21s. (3)- Averaging Models: Open-
Whisk also demonstrated better efficiency in this task, aver-
aging around 17.63s, while Parsl took approximately 22.33s.
(4)- Model Validation: Parsl performed better in this task, com-
pleting it in approximately 37.16s compared to OpenWhisk's
47.77s. (5)- Comparing Accuracy: Parsl demonstrated signifi-
cant efficiency in this task, requiring only about 0.10s, a small
difference to OpenWhisk's 0.66s. (6)- Inference: Parsl was far
more efficient in this task, averaging around 5.36s as compared
to OpenWhisk's 30.85s. (7)- Decoding: Parsl completed the
task very quickly in 0.0067s, compared to OpenWhisk's sub-
stantially longer duration of 0.98s.

Functions Parsl Time | OW Time | OW Memory
(seconds) (seconds) (MB)

Pre-processing 0.33 1.80 128

Model Tuning 178.21 161.54 1024

Averaging Models 22.33 17.63 2048

Model Validation 37.16 47.77 1024

Compare Accuracy 0.10 0.66 128

Inference 5.36 30.85 1024

Decoding 0.01 0.98 128

Table 3. Performance readings for Parsl and OpenWhisk functions

Running an FL application on Raspberry Pi highlights the
strategic difference between Parsl and OpenWhisk in resource
management and their consequential impact on performance.
Moreover, a task-specific difference between performance on
two platforms is observed. For tasks such as pre-processing,
model validation, comparing accuracy, inference, and decod-
ing, Parsl demonstrated higher efficiency. However, Open-
Whisk performed better in model tuning and model averaging
tasks. It can be clearly seen that Parsl exhibits superior per-
formance in the majority of tasks because it operates more like
a native script execution, where the operating system manages
and distributes resources among processes. If the system runs
out of memory, the OS can start paging whenever the function
is called, allowing tasks to be completed, though with some
added time. This accounts for the longer duration observed in
the model tuning function executed using Parsl. On the other
hand, OpenWhisk uses containerisation, allocating a specific
amount of memory to each function. If this allocated mem-
ory runs out, the function might not run or more likely will
fail, triggering a need for task reallocation. Also, each func-
tion execution in OpenWhisk requires the instantiation of a new
container (cold activation). This process contributes to addi-
tional time overhead while executing the functions. Although
this overhead appears to be minimal for longer tasks, it can sig-
nificantly impact shorter tasks. For example: in the model tun-
ing function, the 6s cold activation contributes just 3.84% to
the total 155.69s execution time. However, for the decoding
task, the 0.95s cold activation accounts for roughly 99.17% of
the total execution time, considerably reducing OpenWhisk's
performance for tasks with smaller execution cycles. There-
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fore, efficient resource allocation becomes even more crucial in
a multi-user infrastructure. Defining precise memory require-
ments for each function, such as the 1GB (or 25% of Raspberry
Pi's memory) needed for model tuning, can be challenging. In
such cases, a choice can be made to prioritise faster execution
over efficient memory utilisation.

Analysing these behaviours, it is possible to optimise per-
formance by dynamically selecting either Parsl or OpenWhisk
for execution, based on the task and available resources. Parsl
could be preferred for tasks such as model tuning when suffi-
cient memory is available to avoid OS-controlled paging. On
the other hand, when memory is insufficient, OpenWhisk offers
a solution by acquiring all the memory needed for a task before-
hand, thus preventing the act of paging. In all scenarios where
available memory is limited, it would be better to utilise the
OpenWhisk framework (because of better control over mem-
ory). Such strategic selection could improve the overall perfor-
mance and efficiency of FL applications. This selection process
can be represented as an optimisation problem in itself and has
not been considered in the current approach. Exploring this
later could provide a promising direction for future work.

7. Experimentation and Design

This section presents a detailed description of the exper-
imental setup devised for implementation of our proposed
security-aware load balancing framework. It includes setting
up Parsl, OpenWhisk platforms, and designing a Python-based
simulation that can simulate real-world conditions.
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Figure 7. Utilising Parsl for orchestrating the execution of a workflow.

7.1. Testbed Setup for Parsl

The experimental configuration for evaluating the proposed
framework utilises an edge computing environment that con-
sists of an edge node and a controller node connected with each
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other. The edge node is a Raspberry Pi 4, Quad-core Cortex-
A72 Processor, 64-bit SoC, 4-GB RAM, and Nvidia Jetson
Nano, Quad-core ARM Cortex-A57 MPCore Processor, 4-GB
RAM, located at Indian Institute of Technology (IIT) Ropar.
The controller node is a Dell Latitude 5420 laptop equipped
with an 11th Gen Intel Core i7-1185G7 processor operating at
3.00GHz with 8 cores, 16GB RAM, and 512GB storage. This
node is also located in IIT Ropar and the connection between
controller and edge node is established using the Parsl frame-
work. Both the laptop and edge node are equipped with a 64-bit
Ubuntu 22.04.1 LTS operating system for experimentation. Vir-
tual environments were set up on both machines, and all prereq-
uisites were installed before initiating the task execution pro-
cess. To facilitate the communication, a Parsl executor (High-
ThroughputExecutor) and an Ad-Hoc cluster configuration are
utilised in this work. A graphical description of the Parsl setup
that has been utilised for orchestrating the workflows is pro-
vided in Figure 7.

7.2. Testbed Setup for OpenWhisk

In order to test our framework on OpenWhisk platform, we
have utilised six Raspberry Pi 4 Model B computers, operat-
ing on Raspberry Pi OS Lite (32-bit) Debian Bullseye. Every
Raspberry Pi is powered by a 1.5GHz 64-bit quad-core CPU
(ARM-V8 processor) with 4GB of RAM. A streamlined ver-
sion of Apache OpenWhisk (Lean OpenWhisk) is integrated
with edge devices, which eliminates the need for separate Kafka
and Invokers. Currently, the intrinsic compatibility of Lean
OpenWhisk is confined to x64 and x86 architectures only (and
not ARM). To bridge this gap, we have customised Docker
images, facilitating the installation of Lean OpenWhisk on
Raspberry Pi devices equipped with ARM architectural setups.
For a heterogeneous setup, an Nvidia Jetson Nano, Quad-core
ARM Cortex-A57 MPCore Processor, with 4-GB RAM, is also
utilised for experimentation with RPis.

7.3. Simulation Setup

We have utilised a two-step simulation process incorporat-
ing a queuing model and a failure model in this work.
Queuing Model: This model is designed to determine the wait-
ing times for all tasks in the queue. It uses a function that con-
siders the arrival time and the current state of the queue to per-
form this calculation. Another key function identifies the status
of a task (within the queue) and computes its completion time
by considering both waiting and execution times. We utilise
a dynamic simulation model for emulating a system with sin-
gle server per node, operating under a First-Come-First-Serve
policy.

In Algorithm 2, the process for handling task arrivals in-
volves calculating the waiting time (refer to the procedure in
lines 3-9) to determine the total completion time, which is the
sum of waiting and execution times. As the task arrives, the sys-
tem compares its arrival time with the time when the last task
finished waiting (both are timestamps). This comparison helps
to determine if all tasks in the queue have been processed or if
there are still tasks waiting/being executed (refer to line 7). In
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the event of task allocation, the completion time is calculated
using the procedure described in lines 10-18. If there are no
tasks in the queue (refer to line 13), the system assigns task's
execution time as the total completion time (line 14). However,
if the tasks are waiting, system adds the waiting time to the
total execution time and determines the final completion time
(line 16) of that task.

Algorithm 2 Queue Simulator
Input: arrival time, execution time
Output: waiting time, completion time

1: procedure QUEUE-SIMULATOR()

2 Initialize: wait_end « 0, wait_time «— 0

3 procedure CALC_WAIT_TIME(arr_time)

4: if wait_end < arr_time then

5: wait_end « arr_time

6 end if

7 wait_time «— max(0, wait_end — arr_time)

8 return wait_time

9: end procedure
10: procedure caLc_COMPL_TIME(arr_time, exec_time)
11: wait_time <« CALC_WAIT_TIME(arr_time)
12: wait_end «— max(wait_end, arr_time + exec_time)
13: if wait_time = 0 then
14: compl_time «— exec_time
15: else if wait_time > 0 then

16: compl_time < wait_time + exec_time
17: end if
18: return compl_time
19: end procedure

20: end procedure

Failure Model: The model incorporates a Mean Time Between
Failures (MTBF) clock [50], as shown in Figure 8, to man-
age the task executions. If the task execution time surpasses
its MTBEF, the task will go through multiple cycles (as depicted
in Figure 9). This model is specifically designed to simulate
a system where MTBF is a significant factor. Upon initiali-
sation, the model is provided with two parameters: the Mean
Time To Failure (MTTF) and the Mean Time To Recovery
(MTTR). A key function within this model evaluates the status
and expected completion time of a task considering the system's
MTRBE. It calculates the expected number of MTBF cycles that
a task might undergo and adjusts its completion time accord-
ingly, considering the possibility of a system failure during the

task's execution process.
MTT
Arrival
Completion
Figure 8. The execution of a service function at a process node, with completion
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This failure model simulation considers the impact of sys-
tem reliability and repair time on all the operations. The MTBF
clock model provides an even more realistic framework for un-
derstanding, planning, and optimising system reliability, main-
taining schedule, task execution, and completion timelines. Our
custom-built clock operates on an MTBF cycle, which is di-
vided into two phases: the MTTF and the MTTR. If the execu-
tion time is less than or equal to the MTTF, the task can be com-
pleted within the system's expected operational time. However,
if the execution time exceeds beyond MTTF, the task enters the
MTTR period, during which progress is paused until the system
is restored.

-
4

G

Completion

Figure 9. When the task execution time exceeds its MTBF, it will cycle repeat-
edly. At each MTTR interval, operation halts and then resumes until MTTF is
reached.

In this model, a unique situation occurs when a task arrives
during the MTTR period. In such cases, only the remaining
time until system recovery, which is a fraction of the full MTTR
period, is added to the task's completion time. When a task is
interrupted by the MTTR period or begins in between this pe-
riod, we have also added an appropriate MTTR time to the total
completion time. If the task is interrupted n times by MTTR
periods, then the completion time is calculated as: Completion
Time = Execution Time + nxMTTR. For a task initially expected
to be completed within one MTBF period but gets interrupted
by an MTTR period, the new completion time would be Com-
pletion Time = MTBF + MTTR. If interrupted twice, the com-
pletion time extends to Completion Time = MTBF + 2xX MTTR,
and so on. Please note that — the more frequently a task is inter-
rupted by downtime, the longer it will take that task to complete
in a real-world setting.

The two models are linked in a sequential manner. The
queue model is initiated first, and its output, indicating the task's
waiting and completion times, is used directly as an input for
the failure model. The failure model processes this information,
determining whether the task can be executed before a system
failure occurs and calculates the task's completion time.

7.4. Simulation Parameters

Table 4 highlights the configuration details of the simula-
tion parameters utilised in this study. We evaluate the perfor-
mance of four algorithms: secure random placement, secure
round robin, secure least loaded, and SHIELD through a sim-
ulation having uniform and normal distribution configuration.
The experimentation is carried out on a two-layered fog in-
frastructure having a restricted and a public layer, utilising RPi
benchmarks. Separate tests are conducted on two different plat-
forms: Parsl and OpenWhisk. Reliability metrics MTTF and
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Parameter Quantity
MTTF (250-500s)
MTTR (20s-100s)
total requests 5,000
local requests 1,500
global requests 500
predictions requests 3,000
fog layers 2
restricted tags 50%
public tags 50%
controllers in field 10
simulation setups 2

Table 4. Summary of simulation parameters

MTTR range from 250s-500s and 20s-100s respectively in our
evaluation. We utilised 200 RPis, distributed across both layers.
It also includes three workflows: local model training (1,500
requests), global model aggregation (500 requests), and model
predictions (3,000 requests). Each request and RPi is associated
with a restricted or public security tag based on its characteris-
tics. In the field, 10 RPis connected to robots act as network
controllers. A dynamic k-value is also utilised for selecting the
best k nodes in this work.
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Figure 10. Global workflow evaluation on Parsl platform.

8. Results and Evaluation

This section presents the experimental findings and evalu-
ations conducted on our security-aware load balancing frame-
work. We utilised three key metrics to assess the performance
of proposed system. The first is failure rate which measures the
percentage of tasks that do not meet their deadlines, showing
actual cases of task incompletion. Another important metric is
the makespan, which tracks the total time it takes for a workflow
to execute across different systems, with an emphasis on reduc-
ing this duration. We also explored the utilised location (or
utilised resources) metric, indicating the number of resources
involved in a workflow. The goal of this metric is to ensure
that resources are evenly distributed. It is worth noticing that
basic load balancers such as round robin, might link utilised lo-
cation to the task size in the workflow. The results compare our
proposed SHIELD approach to the random placement method,
round robin, and least loaded load balancing strategies. All
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these methods are secure, adhering to the access control pro-
cedures described in section 5.4.

8.1. Performance Analysis of Workflows on Limited Resource
Environment

For understanding the behaviour of framework with less
number of resources, we carried out assessment with k-value set
at 20 (equivalent to 10% of the total resources) rather than re-
lying on the formulation mentioned in Equation 18 as depicted
in Figure 5. Throughout this stage, we closely monitored the
results and analysed the framework's effectiveness in load dis-
tribution with a smaller subset of resource nodes.
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Figure 11. Global workflow evaluated on OpenWhisk platform.

Fig. 10 and 11 display the performance of global workflow
on Parsl and OpenWhisk execution platforms respectively. The
analysis indicates that the SHIELD strategy shows a substan-
tial reduction in makespan (55.11s, 63.83s), reflecting a more
efficient execution process. Moreover, the failure rate is signif-
icantly reduced to just 2.8% and 3.4%, highlighting the robust-
ness and reliability of our approach compared to other place-
ment approaches. While round robin distributes tasks evenly
across all resources in a cyclic manner, the Secure Least Loaded
method first evaluates the current load on each node, aiming to
allocate tasks to the node having a minimum number of tasks
in the queue. This results in some additional time (around 5s)
during the execution of workflows. Moreover, the average loca-
tions utilised (5.93, 6.45) for SHIELD are higher than the other
access control mechanisms. This occurs due to our approach
replicating tasks on two locations in a five-function chain work-
flow. However, instead of utilising all 10 locations, our frame-
work selects locations based on performance factors mentioned
previously. Selecting locations for task execution provides bet-
ter results (in terms of makespan and failure rate) rather than
uniformly distributing the load. When we increased the value
of k to 100%, we noticed that SHIELD algorithm's performance
varies slightly between the two configurations. It utilises more
locations (5.93 vs 5.53) and has a marginally lower makespan
(55.11s vs 55.97s) with 10% configuration compared to 100%
k-value configuration. However, the failure rate is slightly
higher when k value is 100% (3.0 vs 2.8).

The performance of local workflow on Parsl and Open-
Whisk platforms are shown in Fig. 12, 13 respectively. In this
workflow, SHIELD also demonstrated better performance over
the other strategies. The makespan observed under SHIELD
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Figure 13. Local workflow evaluation on OpenWhisk.

was 169.61s and 160.16s, significantly lower than its counter-
parts. Furthermore, the failure rate is only 21.93% and 19.87%,
far less than Secure Random, Secure Round Robin, and Secure
Least Loaded. It can be observed that makespan is significantly
higher for all strategies in comparison to the global workflow.
This is because the “model tuning” function has a more substan-
tial execution time in the local setting (which is not required in
a global workflow). The high execution time not only results in
a longer makespan but also increases the probability of failure.
Therefore, the failure rate in the local workflow is also higher
than that observed in the global workflow. The average utilised
locations for SHIELD are 3.37 and 3.18, which is also higher
than other three access control mechanisms. The 10% k-value
configuration of the SHIELD algorithm utilises slightly more
locations (3.37 vs 3.36) and has a slightly higher failure rate
(21.93 vs 20.67) compared to the 100% configuration. How-
ever, the makespan is marginally higher in the 100% configura-
tion (168.55s vs 169.615).
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Figure 14. Prediction workflow evaluated on Parsl.

For the prediction workflow, the performance on Parsl and
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Figure 15. Prediction workflow evaluated on OpenWhisk.

OpenWhisk platforms are depicted in Fig. 14 and 15 respec-
tively. The proposed SHIELD strategy demonstrates the high-
est efficiency with the lowest makespan (5.63s, 31.58s) on both
platforms. The access control mechanisms — Secure Random,
Secure Round Robin, and Secure Least Loaded have slightly
higher makespan in comparison to our approach. The differ-
ence in makespan is attributed to the efficiency of SHIELD in
allocating resources, thereby leading to quicker task comple-
tion. A slightly better makespan of round robin is observed
because of its cyclic allocation of tasks on available resources.
It is also observed that the average failure rate for SHIELD is
0.06% and 1.03% respectively. The prediction chain has a very
low completion time and it is optimally placed on locations us-
ing SHIELD framework. This reduces the probability of exe-
cution failure and exhibits a high task execution rate. The per-
formance of the SHIELD algorithm shows a noticeable differ-
ence between the two configurations in this workflow. The 10%
configuration has a slightly higher number of utilised locations
(3.64 vs 3.6) and a lower failure rate (0.0 vs 0.03). However, the
makespan is almost identical, with a minor difference of 5.63s
and 5.64s in 10% and 100% configuration respectively.

Approach Global Local Prediction
Random 9.93s 10.21s 1.18s
Parsl RR 16.95s 21.13s 4.45s
SHIELD 0.77s 0.82s 0.45s
Random 10.98s 11.57s 1.79s
ow RR 18.63s 15.89s 2.6s
SHIELD 3.39s 4.59s 0.64s

Table 5. Average additional time on Parsl and OpenWhisk

8.2. Interpreting the Additional Time Required for Different
Execution Workflows

Another critical factor for analysing the performance of our
framework is the additional time required whenever a task fail-
ure occurs and system goes into a recovery phase. The data
presented in Table 5 shows the average additional time required
by the system whenever a process node faces an interruption,
along with the recovery time following such interruptions. This
analysis focuses on understanding three available workflows on
both available execution platforms.

Random Approach: Both Parsl and OW recorded a longer
execution time for the global and local workflows. Parsl is ap-
proximately 10s and OW is a bit closer to 11s. However, the
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prediction workflow in both platforms shows a much shorter
duration.

Round Robin (RR) Approach: In Parsl, the RR approach
showed a significant delay, especially in the local workflow,
surpassing 21s. Though global and prediction workflows also
showed an increase, it is relatively less than the local version.
In contrast, RR method on OW showed a faster recovery for the
local workflow in comparison to others.

SHIELD Approach: Our algorithm provides better results
on both Parsl and OW platforms. On Parsl, the values range
between 0.45s and 0.82s, which provides faster recovery for all
three frameworks. SHIELD on OW is faster in comparison to
other alternative methods but is marginally slower than Parsl.
Across both Parsl and OW, the SHIELD approach succeeds in
minimising the additional time. Conversely, the RR strategy,
in the Parsl local and OW global workflow, exhibits higher de-
lays. The prediction workflow consistently recorded shorter ad-
ditional times, irrespective of the platform. For applications
prioritising the minimisation of additional time, SHIELD is a
preferable choice. However, it is crucial to consider the intrinsic
nature of each workflow, especially the local workflow, which
inherently has a longer execution time in comparison to the pre-
diction and global workflows.

8.3. Exploring Distribution of Load and its Trade-off with other
Performance Critical Factors

To analyse the load distribution capability of our proposed
framework, we have performed a comparison with the other
three task allocation strategies having uniform load distribu-
tion. The uniform distribution strategy ensures a fair distri-
bution of load across network resource nodes, independent of
specific characteristics of the infrastructure. It focuses predom-
inantly on maintaining a balance in load distribution, while also
considering access control policies.

The random placement strategy employs a uniform distribu-
tion function for allocating tasks. Despite generating a balanced
distribution, this approach still lacks deterministic predictabil-
ity. In contrast, the round-robin distribution adopts a more de-
terministic approach by systematically allocating tasks among
all processing nodes available in the infrastructure, thereby as-
suring fair distribution. The effectiveness of these strategies
can be evaluated using the task allocation ratio. Both random
placement and round-robin strategies typically operate with an
allocation ratio of 0.5-0.53%, suggesting each node receives ap-
proximately 0.5-0.53% of the total tasks on average. On the
other hand, SHIELD prioritises the reduction of waiting times
and failure rates over balanced task distribution. The nodes cho-
sen by SHIELD exhibit a higher allocation ratio, typically be-
tween 2.47-2.76%. This implies that nodes selected in SHIELD
are less likely to miss deadlines, placing reliability over balanc-
ing task distribution. Despite this focus on reliability, SHIELD
also takes account of task distribution among high-performing
nodes. SHIELD increases the allocation ratio of reliable nodes
but balances the load between them based on the currently
queued tasks, considering waiting time and b-score.
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8.4. Evaluating the Influence of Dynamic k-value on Overall
Execution Time of Workflows

To analyse the behaviour of our framework for optimal re-
source utilisation and overall execution times, we have used a
softplus function for dynamically nominating k number of re-
sources that can be deployed for executing the selected task.
The formula for determining the k-value (represented in equa-
tion 18), is essential for the effective distribution of resources.
It dynamically adjusts resource allocation in response to the ex-
ecution time of tasks in our given system. For a scenario where
task execution times are equal to or less than 50s, the k-value
remains constant. However, if the execution time surpasses this
50s threshold, there is a gradual increment in the number of
nodes designated for future resource allocation. This behaviour
indicates a clear positive relationship between the k-value and
execution time. However, in practical scenarios, we observed
that it is less likely to have more than 20% of the nominees
being considered for task allocation.

Our empirical analysis of the dynamic k-value also validates
its efficiency. Tasks having longer execution time such as model
tuning may experience interruptions from repeated recovery ac-
tions. As depicted in Figure 12 and 13, considering a larger
group of nodes within the secondary heuristic function is ad-
vantageous in such scenarios. Interestingly, fewer nominees for
global and prediction workflows can lead to improved results
(Parsl: 55.11s, OW: 62.71s and Parsl: 5.63s, OW: 31.03s re-
spectively). This outcome is obtained by maintaining a balance
between exploration and exploitation in the SHIELD heuristic
approach. By applying a dynamic k-value, about 10% of nodes
are nominated to the secondary heuristic functions, leading to
enhanced outcomes.

Using a dynamic k-value for adjusting the node count across
heuristic functions not only improves the optimisation process
but also ensures efficient resource allocation. Providing all re-
sources to the next heuristic function for shorter workflows,
such as global (Parsl: 55.97s, OW: 63.83s) and prediction
(Parsl: 5.64s, OW: 31.58s), can lead to results that are not op-
timal. This emphasises the significance of k-value in ensur-
ing better system performance, reducing an average of 0.86s on
Parsl, 1.12s on OW and 0.01s on Parsl, 0.55s on OW platform
(for global and prediction workflows respectively).

8.5. Analysing Performance with different Data Distribution
and Task Load

All the previous experimentation in the work has been per-
formed with uniform data distribution. To evaluate the pro-
posed framework for a different probability of task arrival, we
analysed the performance of SHIELD over Gaussian distribu-
tion of data, as detailed in [S1]. We observed that on global
workflow, the failure rate increased to 6.20% and 9.40%, for
Parsl and OpenWhisk, respectively. Similarly, for local and pre-
diction workflows, the failure rates also increased to 26.27%,
23.93%; 0.07%, 2.47%, respectively, on Parsl and OpenWhisk.
We also noticed that the makespan for both distributions was
similar, with a slight variation of 1s-3s, on average. Gaussian
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distribution simulates a more realistic and varied workload sce-
nario where some nodes might be more heavily loaded than oth-
ers; SHIELD still outperformed the other strategies. However,
the slight increase in failure rate can be observed due to chang-
ing load pattern of the distribution, which can be more chal-
lenging than managing a consistent, evenly spread-out load.

Moreover, as we increase the task load to 5x and 20x, we
observe a notable trend in both Parsl and OpenWhisk plat-
forms. In most cases, the makespan marginally increases or
remains stable, indicating a robust handling of larger work-
loads by SHIELD. The utilised locations also vary, reflecting
adaptive resource allocation strategies to accommodate the in-
creased load. Interestingly, the failure rate increases (around 1-
10%, depending on type of workflow) with a higher task load,
suggesting a correlation between increased workload and the
likelihood of task failures. Detailed results about task load can
be seen in the attached supplementary file [51].

8.6. Analysing Performance in Heterogeneous Resource Envi-
ronment

In order to analyse the performance in a heterogeneous re-
source environment, we evaluated SHIELD framework with
two types of hardware resources (RPi and Jetson Nano). We
observed that SHIELD outperforms other approaches in util-
ising locations (4.42, 4.63) more effectively, achieving lower
makespan (81.98s, 85.48s), and ensuring a lower failure rate
(9.73%, 8.75%) across both Parsl and OpenWhisk platforms,
respectively. Detailed results can be found in [51]. The exper-
imentation demonstrates that Parsl is a better choice for global
and prediction workflows, as it offers faster task completion
(6.37s, 26.27s), and high reliability (2%, 1.6%). Its architec-
ture and execution model are well-suited for complex compu-
tations and scenarios where faster execution and success rates
are critical for performance. However, OpenWhisk offers a
better performance than Parsl, in the local workflow, where
pre-allocating the resources before task execution can signifi-
cantly improve the makespan (22.14s), and reduce the failure
rate (4.28%).

Comparing the performance of SHIELD, when evaluated on
a uniform mix of resources, we observed similar trends across
all workflows, for both Parsl and OpenWhisk. The results show
that the resource utilisation in both the scenarios is almost sim-
ilar, whereas there is a slight increase in makespan and failure
rate when execution is performed in a heterogeneous environ-
ment. This increase can be attributed to the overheads incurred
from the serverless architecture and GPU utilisation in the edge
layer. In the serverless deployments, as seen with both Parsl
and OpenWhisk, there are significant initialisation overheads,
more dominantly seen in GPUs, due to their complexity and
higher memory requirements. Moreover, GPUs do not have the
advantage of spreading out initialisation costs over longer peri-
ods, since functions are temporary, and do not run continuously.
This results in notable delays every time the GPU is reloaded,
thus resulting in higher execution cost during task execution.
Furthermore, GPU performance is also affected by memory hi-
erarchy challenges, as frequent data transfers between different
memory layers lead to bottlenecks, particularly in devices that
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contain limited GPU memory, such as the Jetson Nanos used in
edge computing infrastructures.

9. Conclusion

This research presents a framework for managing compu-
tational tasks within a rural edge infrastructure, establishing
a balance between effective load distribution and maintaining
data privacy and security of end-users. A heuristic-based al-
gorithm is used to assign tasks on private or shared resources,
taking account of completion time, failure rate, and resource
utilisation. SHIELD (Secure Heuristic Integrated Environment
for Load Distribution), utilises three different task scenarios:
local model training, global model aggregation, and prediction
model. Our results show that SHIELD not only provides an im-
provement in completion time (makespan) and failure rate but
also reduces the use of risky nodes that have a high chance of
failure. The designed framework can also be utilised in other
rural applications where load balancing and security are key
performance factors.

There are several promising directions for further enhance-
ment of SHIELD. One includes designing an infrastructure that
combines both Parsl and OpenWhisk, utilising cases where one
implementation is better than the other. This choice can im-
prove the performance and efficiency of federated learning (FL)
applications. Introducing self-healing mechanisms that handle
node failure and enhance the reliability of system, along with
optimisation can also be deployed. Another key direction is
to handle system recovery using optimisation algorithms such
that predicting potential failure of nodes and interconnecting
networks can provide a useful basis for node selection within
such optimisations. Collectively, these approaches can improve
precision agriculture frameworks and enhance the efficiency of
limited computational resources at the edge of the network.
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