
Human-Agent Knowledge Fusion:

Collaborative sensemaking with

explainable and tellable AI

A thesis submitted in partial fulfilment
of the requirement for the degree of

Doctor of Philosophy

David Braines

June 2024

Cardiff University

School of Computer Science
& Informatics



i

Abstract

Augmenting human cognitive activities with Arti�cial Intelligence (AI) powered

machine agents shows promising potential, with new cloud services released reg-

ularly. However, rapidly using these in traditional applications requires technical

skills beyond typical users. Developers build or extend applications to harness

these services, often delaying availability to these users. Chatbot-style conver-

sational interfaces attempt to address this but favour simple interactions. To

support richer solutions, I propose knowledge sharing through co-construction

of task-relevant information between humans and machine agents. Speci�cally,

shared knowledge supporting multiple modalities and a range of speci�city, from

rapidly foraged and 
uid information to more formally de�ned knowledge. More-

over, users should be able to invoke relevant cloud services, quickly establishing

a level of trust appropriate to those services. By fusing knowledge through co-

construction, we can move beyond simple conversational interactions or bespoke

applications common for machine agent integration today, enabling faster and

richer collaboration mechanisms.

This thesis introduces Human-Agent Knowledge Fusion (HAKF) as a concep-

tual framework to support co-construction of multi-modal knowledge, and support

human-agent teams in task-speci�c and time-constrained problem-solving activi-

ties. Speci�cally, HAKF highlights the need for explainable AI to establish trust

rapidly, and tellable AI for 
uid knowledge exchange. An open-source instantia-

tion of HAKF, Cogni-sketch, is de�ned, enabling experimentation for: (1) human-

led information foraging, sensemaking and storytelling for open source intelligence
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analysis, and (2) information fusion from machine agents and data feeds, along-

side human analysts. Results from (1) show that users successfully completed

the task, concurrently progressing multiple sensemaking activities. Results from

(2), featuring fusion of machine vision and object identi�cation, demonstrate co-

construction of knowledge from machine agents for consumption by human users.

Through HAKF and Cogni-sketch I show the potential for powerful but 
exible

solutions, enabling task-relevant problem-solving activities between human and

machine agents, ranging from information gathering and organisation through

sensemaking and storytelling.



iii

Contents

Abstract i

Contents iii

List of Figures ix

List of Tables xiii

List of Acronyms xiv

Glossary xvii

List of Publications xxii

Acknowledgements xxx

1 Introduction 1

1.1 Motivation: Supporting sensemaking . . . . . . . . . . . . . . . . 4

1.2 Human-Agent Knowledge Fusion (HAKF) . . . . . . . . . . . . . 9

1.3 Research goals . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13

1.4 Thesis contributions . . . . . . . . . . . . . . . . . . . . . . . . . 16

1.5 Thesis structure . . . . . . . . . . . . . . . . . . . . . . . . . . . . 18

2 Background 20

2.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20



Contents iv

2.2 Human-agent teaming . . . . . . . . . . . . . . . . . . . . . . . . 22

2.2.1 From information exchange to co-construction . . . . . . . 23

2.2.2 Collaboration . . . . . . . . . . . . . . . . . . . . . . . . . 26

2.2.3 Trust . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 30

2.3 Explanation . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32

2.3.1 Terminology for aspects of explanation . . . . . . . . . . . 35

2.3.2 Principles for design and interaction . . . . . . . . . . . . . 38

2.4 Sensemaking and intelligence analysis . . . . . . . . . . . . . . . . 40

2.4.1 Principles and needs for intelligence analysis . . . . . . . . 42

2.4.2 Related situational concepts . . . . . . . . . . . . . . . . . 47

2.4.3 Models of sensemaking . . . . . . . . . . . . . . . . . . . . 49

2.4.4 Sensemaking for Human-Agent Teaming (HAT) . . . . . . 57

2.5 Gap analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61

2.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 65

3 Human-Agent Knowledge Fusion (HAKF) 67

3.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67

3.2 Seeking stakeholder input through design thinking . . . . . . . . . 68

3.2.1 Participants and planning . . . . . . . . . . . . . . . . . . 69

3.2.2 Scope . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 71

3.2.3 Outputs . . . . . . . . . . . . . . . . . . . . . . . . . . . . 73

3.2.4 Findings . . . . . . . . . . . . . . . . . . . . . . . . . . . . 74

3.3 A conceptual basis for Human-Agent Knowledge Fusion (HAKF) . 79

3.3.1 Tellability . . . . . . . . . . . . . . . . . . . . . . . . . . . 84

3.3.2 Explainability . . . . . . . . . . . . . . . . . . . . . . . . . 85

3.3.3 Towards measurable performance improvement . . . . . . . 87

3.3.4 Roles: For human users and machine agents . . . . . . . . 88

3.4 HAKF required capabilities . . . . . . . . . . . . . . . . . . . . . 90

3.4.1 Rich knowledge representation . . . . . . . . . . . . . . . . 91

3.4.2 Visualisation and interaction . . . . . . . . . . . . . . . . . 94



Contents v

3.4.3 Agile information capture . . . . . . . . . . . . . . . . . . 95

3.4.4 Machine agent integration . . . . . . . . . . . . . . . . . . 96

3.4.5 Support for sensemaking . . . . . . . . . . . . . . . . . . . 97

3.4.6 Novelty, feasibility and open access . . . . . . . . . . . . . 98

3.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 99

4 Cogni-sketch: an experimental instantiation of HAKF 101

4.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 101

4.2 Analysis of existing capabilities . . . . . . . . . . . . . . . . . . . 102

4.2.1 Data visualisation . . . . . . . . . . . . . . . . . . . . . . . 104

4.2.2 Note-taking . . . . . . . . . . . . . . . . . . . . . . . . . . 106

4.2.3 Cognitive task assistance . . . . . . . . . . . . . . . . . . . 107

4.2.4 Sensemaking and shared understanding . . . . . . . . . . . 108

4.2.5 Summary of existing tooling . . . . . . . . . . . . . . . . . 110

4.3 Bridging the gap: Cogni-sketch . . . . . . . . . . . . . . . . . . . 111

4.3.1 Revisiting user roles . . . . . . . . . . . . . . . . . . . . . 113

4.3.2 User experience . . . . . . . . . . . . . . . . . . . . . . . . 116

4.3.3 Solution features . . . . . . . . . . . . . . . . . . . . . . . 121

4.3.4 Extension points . . . . . . . . . . . . . . . . . . . . . . . 128

4.4 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 130

5 Integrating explainable machine agents 131

5.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 131

5.2 Pilot: Explanations through co-construction . . . . . . . . . . . . 133

5.2.1 Pilot objectives . . . . . . . . . . . . . . . . . . . . . . . . 134

5.2.2 Pilot method . . . . . . . . . . . . . . . . . . . . . . . . . 136

5.2.3 Pilot �ndings and discussion . . . . . . . . . . . . . . . . . 148

5.3 Evaluation: Real-time event detection and explanation . . . . . . 152

5.3.1 Objectives . . . . . . . . . . . . . . . . . . . . . . . . . . . 153

5.3.2 Method . . . . . . . . . . . . . . . . . . . . . . . . . . . . 153



Contents vi

5.3.3 Findings and discussion . . . . . . . . . . . . . . . . . . . 154

5.4 Using conversation for explanation . . . . . . . . . . . . . . . . . 160

5.4.1 Scenario . . . . . . . . . . . . . . . . . . . . . . . . . . . . 161

5.4.2 Conversational explanation examples . . . . . . . . . . . . 163

5.4.3 Lessons learned for HAKF . . . . . . . . . . . . . . . . . . 168

5.5 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 170

6 Co-constructing knowledge graphs for sensemaking 174

6.1 Introduction . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 174

6.2 Supporting sensemaking . . . . . . . . . . . . . . . . . . . . . . . 175

6.2.1 Roles for sensemaking . . . . . . . . . . . . . . . . . . . . 176

6.2.2 Supporting sensemaking principles . . . . . . . . . . . . . 176

6.2.3 Pirolli and Card as a model for sensemaking . . . . . . . . 181

6.3 Open source intelligence analysis: pilot exercise . . . . . . . . . . 184

6.3.1 Pilot objectives . . . . . . . . . . . . . . . . . . . . . . . . 184

6.3.2 Pilot method . . . . . . . . . . . . . . . . . . . . . . . . . 185

6.3.3 Pilot results . . . . . . . . . . . . . . . . . . . . . . . . . . 186

6.3.4 Pilot discussion . . . . . . . . . . . . . . . . . . . . . . . . 191

6.4 Open source sensemaking experiment . . . . . . . . . . . . . . . . 197

6.4.1 Experiment objectives . . . . . . . . . . . . . . . . . . . . 198

6.4.2 Experiment method . . . . . . . . . . . . . . . . . . . . . . 199

6.4.3 Experiment results . . . . . . . . . . . . . . . . . . . . . . 213

6.4.4 Experiment discussion . . . . . . . . . . . . . . . . . . . . 230

6.5 Limitations and extensions . . . . . . . . . . . . . . . . . . . . . . 231

6.5.1 Independent machine agent sensemaking support . . . . . 231

6.5.2 Additional support for sensemaking principles . . . . . . . 234

6.6 Chapter Summary . . . . . . . . . . . . . . . . . . . . . . . . . . 237

7 Conclusion and future work 239

7.1 Summary of contributions . . . . . . . . . . . . . . . . . . . . . . 239



Contents vii

7.2 Future work . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 246

7.2.1 Future non-functional enhancements . . . . . . . . . . . . 246

7.2.2 Other potential enhancements . . . . . . . . . . . . . . . . 249

7.2.3 Large Language Model (LLM) opportunities . . . . . . . . 252

Bibliography 256

Appendices 277

A Details of the Cogni-sketch environment 278

A.1 Examples of Cogni-sketch usage . . . . . . . . . . . . . . . . . . . 278

A.1.1 Science library . . . . . . . . . . . . . . . . . . . . . . . . 279

A.1.2 Plutchik's wheel of emotions . . . . . . . . . . . . . . . . . 282

A.1.3 Meaningful paths in semantic vectors . . . . . . . . . . . . 284

A.2 Data . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 286

A.3 Video demonstrations . . . . . . . . . . . . . . . . . . . . . . . . . 286

A.4 Cogni-sketch plugins . . . . . . . . . . . . . . . . . . . . . . . . . 288

A.5 Storytelling . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 289

B Open source sensemaking experiment supporting information 296

B.1 Participation guide . . . . . . . . . . . . . . . . . . . . . . . . . . 296

B.2 Event type to sensemaking behaviour category mapping . . . . . . 300

B.3 Participant canvases and stories . . . . . . . . . . . . . . . . . . . 309

B.3.1 Participant 01 . . . . . . . . . . . . . . . . . . . . . . . . . 310

B.3.2 Participant 02 . . . . . . . . . . . . . . . . . . . . . . . . . 312

B.3.3 Participant 03 . . . . . . . . . . . . . . . . . . . . . . . . . 313

B.3.4 Participant 04 . . . . . . . . . . . . . . . . . . . . . . . . . 315

B.3.5 Participant 05 . . . . . . . . . . . . . . . . . . . . . . . . . 318

B.3.6 Participant 06 . . . . . . . . . . . . . . . . . . . . . . . . . 320

B.3.7 Participant 07 . . . . . . . . . . . . . . . . . . . . . . . . . 322

B.3.8 Participant 08 . . . . . . . . . . . . . . . . . . . . . . . . . 324



Contents viii

B.3.9 Participant 09 . . . . . . . . . . . . . . . . . . . . . . . . . 326

B.3.10 Participant 10 . . . . . . . . . . . . . . . . . . . . . . . . . 329

B.3.11 Participant 11 . . . . . . . . . . . . . . . . . . . . . . . . . 331

B.3.12 Participant 12 . . . . . . . . . . . . . . . . . . . . . . . . . 332

C Outputs from the Design Thinking (DT) workshop 335

C.1 Persona summaries . . . . . . . . . . . . . . . . . . . . . . . . . . 335

C.1.1 Corporal Palmer - 1st line maintainer, 26 years old . . . . 335

C.1.2 Major Adam - Sta� O�cer, 33 years old . . . . . . . . . . 336

C.1.3 Commander Brian - Joint Operations, 1 star . . . . . . . . 337

C.2 Highest prioritised ideas . . . . . . . . . . . . . . . . . . . . . . . 338



ix

List of Figures

1.1 Relevant factors for enhanced human-agent collaboration . . . . . 7

1.2 Human-Agent Knowledge Fusion (HAKF) initial de�nition . . . . 11

1.3 Tracking PhD progress using the Cogni-sketch environment . . . . 13

2.1 The Pirolli and Card sensemaking process for intelligence analysis 53

3.1 A participant contributing to the big ideas exercise . . . . . . . . 72

3.2 Empathy-map personas created by each team . . . . . . . . . . . 74

3.3 Category analysis of all big idea suggestions per team . . . . . . . 76

3.4 Human-Agent Knowledge Fusion (HAKF) - an expanded view . . 81

3.5 Roles for human users and machine agents using HAKF . . . . . . 89

3.6 Mapping required capabilities to relevant factors for HAKF . . . . 92

4.1 Intersection of related sensemaking needs . . . . . . . . . . . . . . 102

4.2 Sketch of the Cyne�n framework . . . . . . . . . . . . . . . . . . . 109

4.3 Speci�c Cogni-sketch roles for human users and machine agents . 114

4.4 Elements of the Cogni-sketch User Interface (UI) . . . . . . . . . 117

5.1 Detected events and corresponding explanations . . . . . . . . . . 138

5.2 Explainable multi-modal event detection . . . . . . . . . . . . . . 141

5.3 Property details for an uncertainty node . . . . . . . . . . . . . . 143

5.4 Modifying agent behaviour with a new situation-relevant rule . . . 145

5.5 Attention-based textual highlight explanation . . . . . . . . . . . 146

5.6 Additional event contributes evidence . . . . . . . . . . . . . . . . 148



List of Figures x

5.7 Ingestion of content from machine agents . . . . . . . . . . . . . . 151

5.8 Cogni-sketch used for object detection and event de�nition . . . . 156

5.9 Explanation-oriented services and data sources . . . . . . . . . . . 162

5.10 Fully transparent explanation example . . . . . . . . . . . . . . . 164

5.11 Post-hoc explanation via saliency mapping . . . . . . . . . . . . . 165

5.12 Post-hoc explanation by example . . . . . . . . . . . . . . . . . . 166

5.13 Combined explanation arising from inconsistency . . . . . . . . . 167

6.1 The sensemaking process for intelligence analysis . . . . . . . . . 182

6.2 Artefacts created through Open Source Intelligence (OSINT) anal-

ysis in Cogni-sketch . . . . . . . . . . . . . . . . . . . . . . . . . . 188

6.3 Nodes created over time during the pilot . . . . . . . . . . . . . . 191

6.4 Creating a story element to capture narrative 
ow . . . . . . . . . 194

6.5 Mapping Cogni-sketch behaviour to Pirolli and Card sensemaking 196

6.6 A custom pane to explore and query Twitter data . . . . . . . . . 200

6.7 Interactive tweet explorer . . . . . . . . . . . . . . . . . . . . . . 204

6.8 A dynamic word cloud showing positive sentiment . . . . . . . . . 207

6.9 Filtering tweets and generating dynamic charts . . . . . . . . . . 209

6.10 Selected tweet activity over time . . . . . . . . . . . . . . . . . . . 210

6.11 Average number of events, by category (10 min periods) . . . . . 217

6.12 Average ratio of events, by category (10 min periods) . . . . . . . 217

6.13 Total aggregate participant activity (10 min periods) . . . . . . . 218

6.14 Total participant activity by type (10 min periods) . . . . . . . . 219

6.15 Canvas for example participant . . . . . . . . . . . . . . . . . . . 223

6.16 Story for example participant . . . . . . . . . . . . . . . . . . . . 224

7.1 Timeline for HAKF research activities . . . . . . . . . . . . . . . 240

7.2 Summary of research questions and contributions . . . . . . . . . 241

A.1 Network visualization of an example paper and related material . 281

A.2 Typical two-dimensional visualisation of Plutchik's wheel . . . . . 283



List of Figures xi

A.3 De�ning meaningful semantic vector paths using Cogni-sketch . . 285

A.4 Unde�ned story node type . . . . . . . . . . . . . . . . . . . . . . 290

A.5 Story node shown in the palette . . . . . . . . . . . . . . . . . . . 291

A.6 Correctly activated story pane . . . . . . . . . . . . . . . . . . . . 291

A.7 An example story element . . . . . . . . . . . . . . . . . . . . . . 293

A.8 Story element shown as raw nodes on the canvas . . . . . . . . . . 294

B.1 Canvas for participant 01 . . . . . . . . . . . . . . . . . . . . . . . 310

B.2 Story for participant 01 . . . . . . . . . . . . . . . . . . . . . . . . 311

B.3 Canvas for participant 02 . . . . . . . . . . . . . . . . . . . . . . . 312

B.4 Story for participant 02 . . . . . . . . . . . . . . . . . . . . . . . . 312

B.5 Canvas for participant 03 . . . . . . . . . . . . . . . . . . . . . . . 313

B.6 Story for participant 03 . . . . . . . . . . . . . . . . . . . . . . . . 314

B.7 Canvas for participant 04 . . . . . . . . . . . . . . . . . . . . . . . 315

B.8 Story for participant 04 (1 of 2) . . . . . . . . . . . . . . . . . . . 316

B.9 Story for participant 04 (2 of 2) . . . . . . . . . . . . . . . . . . . 316

B.10 Canvas for participant 05 . . . . . . . . . . . . . . . . . . . . . . . 318

B.11 Story for participant 05 . . . . . . . . . . . . . . . . . . . . . . . . 318

B.12 Canvas for participant 06 . . . . . . . . . . . . . . . . . . . . . . . 320

B.13 Story for participant 06 (1 of 2) . . . . . . . . . . . . . . . . . . . 320

B.14 Story for participant 06 (2 of 2) . . . . . . . . . . . . . . . . . . . 321

B.15 Canvas for participant 07 . . . . . . . . . . . . . . . . . . . . . . . 322

B.16 Story for participant 07 . . . . . . . . . . . . . . . . . . . . . . . . 323

B.17 Canvas for participant 08 . . . . . . . . . . . . . . . . . . . . . . . 324

B.18 Story for participant 08 (1 of 2) . . . . . . . . . . . . . . . . . . . 324

B.19 Story for participant 08 (2 of 2) . . . . . . . . . . . . . . . . . . . 325

B.20 Canvas for participant 09 . . . . . . . . . . . . . . . . . . . . . . . 326

B.21 Story for participant 09 (1 of 2) . . . . . . . . . . . . . . . . . . . 327

B.22 Story for participant 09 (2 of 2) . . . . . . . . . . . . . . . . . . . 327

B.23 Canvas for participant 10 . . . . . . . . . . . . . . . . . . . . . . . 329



List of Figures xii

B.24 Story for participant 10 . . . . . . . . . . . . . . . . . . . . . . . . 329

B.25 Canvas for participant 11 . . . . . . . . . . . . . . . . . . . . . . . 331

B.26 Story for participant 11 . . . . . . . . . . . . . . . . . . . . . . . . 331

B.27 Canvas for participant 12 . . . . . . . . . . . . . . . . . . . . . . . 332

B.28 Story for participant 12 . . . . . . . . . . . . . . . . . . . . . . . . 333



xiii

List of Tables

3 Primary and related publications mapped to thesis chapters . . . xxix

2.1 Mapping of gaps to research questions and contributions . . . . . 65

5.1 Mapping �ndings to relevant factors and required capabilities . . . 172

6.1 Support within Cogni-sketch for Att�eld et al's 9 principles . . . . 180

6.2 Mapping user behaviour and event types to sensemaking categories 198

6.3 Experiment participant activity statistics . . . . . . . . . . . . . . 216

6.4 System Usability Scale response summary . . . . . . . . . . . . . 229

6.5 Future support for the Att�eld 9 principles . . . . . . . . . . . . . 236

B.1 Cogni-sketch event type mapping to sensemaking categories . . . 309

C.1 The highest rated ideas from the prioritisation exercise . . . . . . 339



xiv

List of Acronyms

AI Arti�cial Intelligence. xxiv, xxviii, 2, 17, 22{

24, 29, 30, 32, 35, 38{41, 46, 59, 61, 68, 69,

71, 74{77, 79, 87, 147, 151, 241, 246, 338, 339

API Application Programming Interface. 4, 83, 86,

94, 96, 113{116, 124{126, 132, 133, 136, 149,

152, 171

CCTV Closed-Circuit Television. 139, 142, 163

CNL Controlled Natural Language. xxx, xxxi, 233

CSU Coalition Situation Understanding. 47, 48

CTA Cognitive Task Analysis. 45, 55, 61, 64, 66,

70

DAIS Distributed Analytics and Information Sci-

ence. xxii, xxvii, xxx, xxxi, 4, 134, 239, 278,

279, 284

DCPD Direct, Collect, Process, Disseminate. xxviii,

56

GUI Graphical user interface. 5



List of Acronyms xv

HAKF Human-Agent Knowledge Fusion. iii{vi, ix,

x, xviii, xxi, xxiii{xxix, xxxi, 6{12, 16{21, 26,

58, 60, 63, 64, 67, 68, 75, 76, 78{99, 101{103,

105{115, 121, 130, 131, 133{135, 145, 152{154,

160, 165, 168{171, 174{176, 181{184, 214, 237,

239{244, 246, 250, 252, 278

HAT Human-Agent Teaming. iv, xix, xxv, 5, 6, 9,

18, 20{23, 28{31, 39, 45, 49, 57, 59, 61, 62, 64,

65, 75, 79, 82, 89, 91, 99, 154, 168, 183, 241,

255

HCI Human-Computer Interaction. 24, 32, 42

ITA International Technology Alliance. xxii, xxvii,

xxx, xxxi, 4, 134, 239, 278, 279, 284

JSON JavaScript Object Notation. 122, 126, 253,

286, 309

ML Machine Learning. xxviii, 2, 22, 33, 35, 39,

40, 45, 58{61, 79, 84, 89, 94, 136, 162, 167,

278

MVP Minimum Viable Product. 112, 246, 247

NER Named Entity Recognition. 47, 116, 186

NIS Network and Information Science. xxx, 279

NLP Natural Language Processing. 116, 139, 177,

186



List of Acronyms xvi

OSINT Open Source Intelligence. x, xxv, xxxi, 6, 18,

48, 49, 62, 66, 70, 97, 174, 184{186, 188, 197,

199, 201, 202, 212, 228, 230, 237, 243, 246,

284, 286, 289

RAG Retrieval Augmented Generation. 254

SA Situation Awareness. 40, 47, 48, 61, 163

SDK Software Development Kit. 107, 115, 133, 149,

157, 159, 171

SME Subject-Matter Expert. 17, 61, 68, 69, 79

SSU Shared Situation Understanding. 47, 48

SU Situation Understanding. xviii, xxi, 5, 6, 8,

11, 13, 15{17, 20, 40, 47, 48, 56, 65, 79, 83,

97, 103, 108, 110, 111, 133{136, 139, 140, 143,

151, 153{155, 170, 242, 244, 245, 278

SUS System Usability Scale. 175, 214, 215, 222,

227{231, 238, 244

UI User interface. ix, 23, 38, 95, 113, 116, 117,

121, 127, 144, 205, 248, 254

VUI Voice user interface. 1

XAI Explainable Arti�cial Intelligence. xxiv, 10,

17, 20{22, 32{40, 61{63, 65, 66, 68, 69, 71, 74,

79, 85, 97, 150, 160, 161, 168, 241, 246



xvii

Glossary

A�ordance An a�ordance is one or more qualities or prop-

erties for an object that de�nes its possible

uses or makes clear how it can or should be

used. In the context of human users and ma-

chine agents these a�ordances are de�ned as

typical characteristics or capabilities for hu-

man beings when compared to computer pro-

cesses, and vice-versa [39].

Arti�cial Intelligence From the many de�nitions of Arti�cial Intel-

ligence (AI), one that particularly resonates

with the content of this thesis is: \Arti�cial

Intelligence (AI) is the automation of activi-

ties that we associate with human thinking,

activities such as decision-making, problem-

solving, learning, and the study of the com-

putations that make it possible to perceive,

reason, and act" ([12]).
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Coalition Situation Understanding Coalition Situation Understanding (CSU) is

Situation Understanding (SU), extended to

a coalition environment where \The purpose

and actions of a coalition are contingent on

gaining and maintaining models of an envi-

ronment and events" ([115]).

Cogni-sketch An experimental platform for exploring di�er-

ent aspects of Human-Agent Knowledge Fu-

sion (HAKF) with human users and machine

agents. De�ned as part of this research (in

Chapter 4) and applied in various use cases

within this thesis.

Explainability A 
ow within Human-Agent Knowledge Fu-

sion (HAKF) that provides a greater level of

transparency into a conclusion or output from

a machine agent or human user. Amongst hu-

man users this is a familiar concept and is of-

ten invoked through why? questions and ap-

propriate responses [21].

Explainable Arti�cial Intelligence Explainable Arti�cial Intelligence (XAI) sys-

tems \Deliver accompanying evidence or rea-

sons for outcomes and processes; provide ex-

planations that are understandable to individ-

ual users; provide explanations that correctly

re
ect the system's process for generating the

output..." ([111]).
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Human-Agent Knowledge Fusion Human-Agent Knowledge Fusion (HAKF) is

a Human-Agent Teaming (HAT) conceptual

architecture that supports co-construction of

task-relevant knowledge, allowing all agents

to contribute and consume task-relevant in-

formation and knowledge [21]. De�ned within

this thesis (in Chapter 3) and formalised as

the motivating basis for Cogni-sketch.

Human-Agent Teaming Human-Agent Teaming (HAT), also known

as Human-Machine Teaming (HMT), is \A

relationship|one made up of at least three

equally important elements: the human, the

machine, and the interactions and inter-

dependencies between them" ([78]). (This ab-

breviation is used for Human-Agent Team and

Human-Agent Teaming).

LLM A Large Language Model (LLM) is a very

large transformer-based model trained on

large volumes of unlabelled text using self-

supervised methods.

Machine Learning Machine Learning (ML) is the �eld of study

that gives computers the ability to learn with-

out being explicitly programmed [129].
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Natural Language Processing Natural Language Processing (NLP) is an area

of research and application that explores how

computers can be used to understand and ma-

nipulate natural language text or speech to do

useful things [35].

Open Source Intelligence Analysis Open Source Intelligence (OSINT) Analysis is

\The collection, processing, analysis, produc-

tion, classi�cation, and dissemination of in-

formation derived from sources and by means

openly available to and legally accessible and

employable by the public in response to o�cial

national security requirements" ([131]).

Sensemaking Sensemaking is an interconnect set of tasks

that \consist of information gathering, re-

representation of the information in a schema

that aids analysis, the development of insight

through the manipulation of this represen-

tation, and the creation of some knowledge

product or direct action based on the insight"

([113]). More literally it is the act of mak-

ing sense of an environment, usually through

the analysis and consumption of various data

sources.
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Shared Situation Understanding Shared Situation Understanding (SSU) is a

state in which multiple agents seek a com-

mon Situation Understanding (SU). It in-

volves aligning the mental models of di�erent

agents [140].

Situation Awareness Situation Awareness (SA) is the \perception

of the elements in the environment within vol-

ume of space and time, the comprehension of

their meaning and the projection of their sta-

tus in the near future" ([47]).

Situation Understanding Situation Understanding (SU) is an ability to

\explain how the current situation, or ele-

ments thereof, came to be as they are, and

it often involves an additional ability to pre-

dict how the current situation may develop or

evolve in the future" ([140]).

Tellability A 
ow within HAKF where new information

is conveyed from one of the human users or

machine agents, often to impart useful local

or task-relevant knowledge [21].
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List of Publications

The research reported in this thesis in based on the previously published journal

and conference papers listed below. Many of these can be downloaded at the

Distributed Analytics and Information Science (DAIS) International Technology

Alliance (ITA) Science Library1. See Section 1.4 for the de�nitions of the re-

search contributions for this thesis and a mapping of those contributions to the

publications listed below.

Primary Articles

The six publications listed here are those that primarily contribute to the material

in this thesis. All are collaborative publications that I have led and provide

material for much of the core content of this thesis. A brief description is given

for each paper, outlining how that published work contributes to this thesis,

and in which chapter(s) the material can be found. My contributions to each

publication are de�ned in the summary for each of these papers.

P1. D. Braines, A. Preece, and D. Harborne. (2018).Multimodal Explana-

tions for AI-based Multisensor Fusion . In NATO SET-262, 2018.[26]

This paper de�nes a series of conversational explanations which provide

worked examples for di�erent types of explanations from machine agents

(some visual, some textual, and some that disagree across the modalities).

1The DAIS ITA Science Library is a list of all publications from the DAIS ITA research

program and can be found athttps://dais-legacy.org/science-library/
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It also motivates the need to explicitly account for the di�erent roles of hu-

man users within such systems, and the di�erent considerations that apply

to each. This early work provided useful examples to meet speci�c human-

agent interaction needs but limits the interaction type to textual conver-

sation. This led to the insight that a broader interpretation could give

more 
exibility and extensibility and, along with [29] (paper P3), identi�ed

the need for an environment such as Cogni-sketch, based on the emerging

HAKF concept. I created the initial implementation of the conversational

solution that is the basis for this paper, along with the conceptual models

to support the solution, whilst my co-authors created the components that

generated the tra�c-related inputs to the system. This work is reported in

Chapter 5 (Section 5.4) of this thesis.

P2. D. Braines, R. Tomsett, and A. Preece. (2019)Supporting User Fusion

of AI Services through Conversational Explanations . In 22nd In-

ternational Conference on Information Fusion (Fusion). IEEE.[29]

Building on paper P1, this paper summarises early work exploring the po-

tential for rich and interactive explanations from machine agents and how

they can be served in the form of a textual conversation. This directly

inspired the formalisation of HAKF as a broader concept to enable such ca-

pabilities to be more readily de�ned and implemented without being limited

to only conversational interactions. The work builds on the earlier North At-

lantic Treaty Organisation (NATO) publication [26] (paper P1) and aligns

heatmap explanations of images to a simple conversational model and, in

turn, to �ve di�erent levels of a common model for information fusion. In

addition to the contributions from paper P1, I led the mapping to the dif-

ferent levels of the information fusion model and de�ned example questions

for di�erent user types within the system. Relevant aspects of this work are

reported in Chapter 5 (Section 5.4) of this thesis.
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P3. D. Braines, E. Lee, G. Pearson, and A. Preece. (2019).Exploring the

future of Explainable AI solutions with military stakeholders . In

Proceedings of the 3rd Annual Fall Meeting of the DAIS ITA, 2019.[22]

This paper summarises the planning, execution and results of a Design

Thinking (DT) workshop on the topic of Arti�cial Intelligence (AI) and

Explainable Arti�cial Intelligence (XAI) that was held with military repre-

sentatives from across the U.K. armed forces. The purpose of the workshop

was to identify perceived needs of AI assistants in future operational settings

and was an important motivation for a unifying and underlying conceptu-

alisation such as HAKF, most notably for the human users and machine

agents to be able to operate more 
uidly. I co-led the workshop with my

co-authors, transcribed the results and led the post-workshop topical analy-

sis. This work is brie
y outlined in Chapter 3 (Section 3.2) and Appendix C

along with some of the key �ndings.

P4. D. Braines, F. Cerutti, M. R. Vilamala, M. Srivastava, L. Kaplan, A.

Preece, and G. Pearson. (2020).Towards Human-Agent Knowledge

Fusion (HAKF) in support of distributed coalition teams . In

AAAI Fall Symposium Series, AI in Government & Public Sector, 2020.[21]

This paper introduces the concept of HAKF and de�nes the tellability and

explainability 
ows, motivating their value for human users and machine

agents. It provides a worked example of HAKF instantiated in an early

version of the Cogni-sketch environment that builds on other collaborative

research [146], demonstrating dynamic event de�nition and detection in a

multi-modal sensor processing environment with a hybrid team of human

users and machine agents. My co-authors created each of the services that

are integrated, whilst I embedded them into the Cogni-sketch environment

and aligned their inputs and outputs to the HAKF tellability and explain-

ability 
ows to demonstrate knowledge co-construction in a multi-agent

setting. This can be found in Chapter 5 (Section 5.2) of this thesis.
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P5. D. Braines, A. Preece, C. Roberts, and E. Blasch. (2021).Support-

ing Agile User Fusion Analytics through Human-Agent Knowl-

edge Fusion . In 24th IEEE International Conference on Information Fu-

sion. [27]

This paper brings together two separate use cases to show the breadth and


exibility of HAKF and the support provided within the Cogni-sketch en-

vironment at this stage of my research. The �rst reports �ndings from

a long-running pilot exercise with an OSINT analyst to use the environ-

ment for intelligence analysis and sensemaking and is reported in Chapter 6

(Section 6.3) of this thesis. The second use case within this paper is an eval-

uation involving real-time video processing and event detection capability

aligned with de�nition of logical inference rules to explore Human-Agent

Teaming (HAT) capabilities and interactions within Cogni-sketch and is

reported in Chapter 5 (Section 5.3) of this thesis. I supported the ana-

lyst during the pilot OSINT exercise and analysed the results, and I built

the agents for the real-time event processing, with my co-authors working

closely with me as advisors and users.

P6. D. Braines, and A. Preece. Open Source Intelligence: Sensemak-

ing evaluation for Human-Agent Knowledge Fusion . 2024 (un-

published). [25]

This paper reports in detail the formal experiment with twelve human sub-

jects to evaluate the Cogni-sketch environment for sensemaking. Speci�-

cally, testing whether novice users can successfully undertake OSINT anal-

ysis and report their results by constructing task-relevant knowledge within

the environment. The analysis of the user activities is based on a mapping

of Pirolli and Card sensemaking loops [113] to Cogni-sketch events. Key

extensions to the core environment to support this exercise are reported,

along with details of the social media data collection that was carried out

to provide a dataset for participant exploration. This paper is unpublished,
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with my contribution being the de�nition and execution of the experiment

followed by the three-way analysis of the results as reported in Chapter 6

(Section 6.4) of this thesis.

Related Articles

The �ve additional publications listed here are those which are relevant to this

thesis but not considered primary. Again, my contributions to each publication

are identi�ed in the summary for each paper as well as a mention of the chapter(s)

in which any content is included or mentioned. Unless otherwise stated, I only

include within this thesis the material that I directly contributed. Generally,

these papers report on example use cases that have been demonstrated within

the Cogni-sketch environment, or relevant supporting research that informed the

design of HAKF.

R1. R. Tomsett, A. Preece, D. Braines, F. Cerutti, S. Chakraborty, M. Srivas-

tava, G. Pearson, and L. Kaplan. (2020). Rapid Trust Calibration

through Interpretable and Uncertainty-Aware AI . Cell Press Pat-

terns, Vol 1 Issue 4.[150]

My contribution to this paper is focused on human-factors challenges for

communicating contextually relevant information and appropriate meta-

data, including uncertainty. This includes recommendations for researchers,

some of which were addressed when building the Cogni-sketch environment,

as reported in Section 4.3.1. This paper also includes a variant of HAKF

with a particular focus on communication of interpretation and uncertainty

information in the explainability 
ow. Rapid trust calibration is covered in

this thesis in both the background material (in Chapter 2) and with the

relevant roles extended in Sections 3.3.4 and 4.3.1.

R2. D. Braines, J. Stockdill-Mander, and E. Lee. (2020).The Science Li-

brary: Curation and Visualization of a Science Gateway reposi-
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tory . Concurrency and Computation: Practice and Experience: e6100.[28]

This paper describes in detail the implementation of a science gateway for

the DAIS ITA research program, and why provenance and other supporting

information are key to establishing trust and con�dence in the accuracy

of information before publication. I created the implementation described

in the paper with my co-authors providing requirements as well as sub-

sequently using it to maintain the corpus of publications. Cogni-sketch

is extended with a custom palette with meaningful semantics and a se-

ries of custom panes to achieve this task. The reported solution exercises

the Cogni-sketch environment and provided a useful improvement to the

knowledge management role for the team (the co-authors on this paper).

This exercise provided more insight into required capabilities for tellabil-

ity as mentioned in Section 3.4 and serves as a useful illustrative example

of the intended 
exibility. It is reported brie
y as one of the examples in

Section A.1.1 of this thesis.

R3. A. Preece, D. Braines, F. Cerutti, J. Furby, L. Hiley, L. Kaplan, M. Law,

A. Russo, M. Srivastava, M. R. Vilamala, and T. Xing. (2021)Coalition

Situational Understanding via Explainable Neuro-Symbolic Rea-

soning and Learning . In Arti�cial Intelligence and Machine Learning

for Multi-Domain Operations Applications III, SPIE DCS, 2021. [114]

This paper reports on a speci�c use case for human operator assistance in

understanding fast moving multi-modal data sources. My contribution was

in helping to de�ne some of the details for this operational context and

how the di�erent information 
ows can be mapped to tellability, explain-

ability and other required capabilities within HAKF. This work is brie
y

mentioned in Chapter 5 (Section 5.2) of this thesis, with a description of

how typical machine agent assistance is provided for human users.

R4. E. Blasch, T. Pham, C-Y. Chong, W. Koch, H. Leung, D. Braines and
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T. Abdelzaher. (2021). Machine Learning/Arti�cial Intelligence

for Sensor Data Fusion { Opportunities and Challenges . IEEE

Aerospace and Electronic Systems Magazine (Volume: 36, Issue: 7).[16]

In this paper I and my co-authors summarise our perspectives for data fu-

sion systems and the role for AI or Machine Learning (ML) support within

these kinds of environments. My contribution covers models of sensemaking

and decision making (such as Observe, Orient, Decide, Act (OODA) and

Direct, Collect, Process, Disseminate (DCPD)), motivates the need to ex-

plicitly consider the role of the human users, and describes how HAKF can

support this. I also outline key social considerations for machine-generated

explanations (mainly arising from [95]). Some of these aspects have already

been reported in the primary articles listed earlier but, in particular, the

discussion of social considerations for machine generated explanations as

reported in this paper can be found in Section 5.1.

R5. D. Millar, D. Braines, E. Blasch, D. Summers-Stay, and I. Barclay. (2021)

Semantically-guided acquisition of trustworthy data for infor-

mation fusion . In 24th International Conference on Information Fusion

(Fusion). IEEE. [94]

This paper shows the potential for using graph analytic methods, based on

a semantic vector space, to identify potentially related entities within large

complex graphs based on their structural similarity. A common issue with

this technique is the lack of meaning that is articulated by the machine

agent that performs this processing; it simply identi�es clusters and can

articulate structural features, but not what they mean in context. My con-

tribution to this research was to show how the Cogni-sketch environment

can be used to capture this important local knowledge from human users,

as a form of co-creation with the machine agent processing. Overall, this

can lead to improved explanations from the machine agent, by capturing

human insight through the de�nition of named meaningful pathsthat cor-
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respond to relevant real-world impact that is captured in the structure of

the graphs. This work serves as an example of a di�erent kind of use case

for both the explainability and tellability 
ows in HAKF and is reported

as one of the examples in Section A.1.3 in this thesis as well as providing a

clear motivation for rich knowledge representation in Section 3.4.1.

Summary

In summary, these six primary (P) and �ve related (R) publications provide

material for a substantial portion of this thesis and are included in the following

chapters:

Location Publications

Chapter 3 P3, P4, R1, R2, R5

Chapter 4 P4, P5, P6, R2, R5

Chapter 5 P1, P2, P4, P5, R3, R4

Chapter 6 P5, P6, R2, R5

Table 3: Primary and related publications mapped to thesis chapters
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Chapter 1

Introduction

The ability for human users and machine agents to interact and exchange informa-

tion is already possible for limited interaction types such as question answering,

and for basic text and audio modalities. These usually occur in closed settings

with prede�ned outcomes such as providing requested information, applying an-

alytic techniques to input data, or calling other services. For non-technical users

the most commonly encountered examples are voice or chat assistants, or pre-

de�ned functions in software products. As machine agent capabilities improve,

the ability to take task-relevant factors into account and provide more dynamic

services will become increasingly important [120].

Chat interfaces are a common example of human interaction with machine

agents for non-technical people today, and some analysis of their capabilities

and near-term potential are discussed here before identifying a richer basis for

collaboration that must be supported to progress beyond these simple chat-based

interactions to a deeper and more useful relationship between human users and

machine agents.

Voice assistants (or smart speakers [147]) enable users to experience basic

but useful interactions with machine agents [108]. They provide a Voice User

Interface (VUI) [99] and are typically implemented based on simple turn-taking

conversations. Users typically request direct actions from the assistant such as

setting a timer or requesting music to be played. Whilst the domain of discourse

is potentially large, the types of interaction are relatively few [121], even when

considering extensions that can expand the reach of the agent but don't usually
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add new types of interaction [37]. However, sometimes a multi-turn dialogue is

used to request additional information [2].

Even with these limitations, basic interactions such as these are useful, render-

ing the agents easy to understand and engage with, and driving adoption in com-

mon settings. However, misinterpretations or poorly judged interjections [155]

can annoy or deter the human users, undermining their con�dence, and remind-

ing them of the simplicity and fragility of the experience [86].

Contrasting typical voice activated assistants with online text-based chatbots

we �nd some cases where the complexity of the interaction can be increased, for

example, with multi-turn dialogues to populate the textual equivalent of online

forms [58]. In some cases, these chatbots can hand over to a human operator

to handle more complex situations, providing the human operator with relevant

details of the agent-based chat so far [77].

In addition, human users can also interact with machine agents within appli-

cations. These interactions will typically take the form of prede�ned functions

such as an embedded Machine Learning (ML) feature to perform entity detection

in pictures, or to propose text completion when writing an email. For developers

an Integrated Development Environment (IDE) can provide powerful but highly

specialised AI assistance from systems such as GitHub Copilot [158]. Systems

such as these are prompted by the human developer user to produce source code

proposals that can be accepted (typically after making modi�cations to account

for context) into their codebase. This can increase the productivity of the human

developer and provide a good education opportunity, assuming the developer is

paying attention and not just accepting the code without review [11].

In some game environments human players can interact with machine agents

in the form of AI assistants or opponents [3]. These agents have limited abilities

and can only operate within the game environment, although within this �xed

setting they can achieve impressive results [55].

In all these examples of human-agent interaction a non-expert human user
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can only interact with these machine agents in a prede�ned modality or envi-

ronment. Contrast this with human-to-human interaction where we can use lan-

guage (verbal or written) to exchange information, de�ne tasks or goals, create

new knowledge or insights, and much more. All of this is achieved in a 
uid and

extensible manner appropriate to the setting, and agreed or understood by the

participating human users, with misunderstandings able to be resolved using the

same techniques.

The simple human-agent interactions listed previously are however, just the

�rst step towards more complex and rewarding interactions [24]. These can in-

clude increased collaboration, a deeper feeling of team-working and eventually

support for extensible interactive problem-solving [93].

This thesis considers the potential for a future environment in which human

cognitive activities can be better supported by machine agents in a dynamic and

extensible manner, without the need for time-consuming technical integrations

into existing tools or platforms, and for these machine agents to access broader

sets of task-relevant information and knowledge, such as written, drawn, or oth-

erwise contributed material from other users as well as access to relevant online

sources.

To support such a capability the human users must be able to operate in an

information environment that the machine agents have access to, and both human

users and machine agents must be able to dynamically share new artefacts into

that environment. They must be able to create modi�cations to existing infor-

mation, create or delete links, meta-data or contextual information. The vision is

that all agents can work together to collaboratively co-construct knowledge and

task-relevant information to more quickly achieve their collective goals. Speci�-

cally, this co-constructed knowledge will need to support multiple modalities and

a range of speci�city, from rapidly foraged and 
uid information to more formally

de�ned knowledge. In this context human users should be able to invoke relevant

cloud services, quickly establishing a level of trust appropriate to those services
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and contributing relevant results back into the shared knowledge graph. By fusing

knowledge through co-construction, we can move beyond simple conversational

interactions or bespoke applications common for machine agent integration today,

enabling faster and richer collaboration mechanisms to support more challenging

problem-solving settings such as collaborative sensemaking.

The research reported in this thesis was funded by the Distributed Analytics

and Information Science (DAIS) International Technology Alliance (ITA) [110]

which had a particular focus onrapidly evolving situations in a coalition con-

text operating at the edge of the networkwith limited resources and communica-

tions [159]. These focus areas and target capabilities can be found throughout

this thesis, for example in the form of coalition operations involving collaborating

human users and machine agents, and the need to rapidly construct task-relevant

solutions to support these coalitions securely but e�ciently in environments with

limited resources. In such settings the ability to predict the applications that may

be needed and de�ne them in advance are limited, hence the desire for a 
exible

and extensible knowledge sharing environment.

1.1 Motivation: Supporting sensemaking

The primary motivation for this thesis is recognition of the potential for richer

and more powerful teams of human users and machine agents working together

to achieve a common goal. Today the ability to interact with machine agents is

typically limited in style, modality and environment, with the need to prede�ne

the capabilities and design speci�c tools. By investigating relevant techniques to

unlock the potential power of human and machine agents can we identify ways in

which they could interact in a more unconstrained manner, especially in support

of larger and more challenging goals?

Rather than considering conversation speci�cally as an interaction modality,

or the ability to invoke functions via technical Application Programming Interface
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(API)s or more user-friendly Graphical User Interface (GUI)s, instead the goal is

a shared conceptual knowledge space where human users and machine agents can

contribute and consume information, building on the contributions of others. This

ability to carry out human-agent knowledge co-construction can support both

the simple interaction mechanisms that we see commonly today (as described

in the previous section), but also provide a solid basis for the implementation

of more challenging operational contexts such as collaborative problem-solving

and joint investigation, sensemaking and Situation Understanding (SU). These

constitute examples of higher-level operational needs for which powerful HAT

environments can be applied, but they are by no means the only such modes that

can be supported. There are also clear opportunities for using the underlying

insights to support other high-level goals such as knowledge modelling, interactive

information assurance and provenance, and collaborative domain mapping.

There are many cases where SU and sensemaking activities are successfully

undertaken today, but usually with a variety of tools and systems ranging from

traditional pen, paper and whiteboard techniques, through electronic tools that

are familiar to trained users, but typically not well integrated into any wider

environment, and in some cases through custom built systems and bespoke solu-

tions. The need for accurate sensemaking varies in value and �delity depending

on the operational context, and the cost of achieving and maintaining SU will

vary also [68]. A key factor motivating the research throughout this thesis has

been the need for machine agents to operate in a dynamic environment, meaning

that agility and 
exibility of both the human users, machine agents, and their

operating environment is essential.

It is also the case that many problem-solving activities that are undertaken

by human users could bene�t from machine assistance, and an improved abil-

ity to communicate and interact in a more natural format could underpin such

collaborations. This thesis explores speci�c techniques to allow human users to

identify and record information relevant to their sensemaking goal, and how ma-
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chine agents can also contribute task-relevant capabilities. Both sensemaking and

SU are well researched areas and there are several methodologies and frameworks

that have been de�ned and are used by professionals working in this space. The

potential for machine assistance here is well known, with speci�c but usually nar-

row examples, and this thesis investigates the potential for broader capabilities

to support improved HAT and how it can be applied to sensemaking.

Taking OSINT analysis as a speci�c example within the broader sensemaking

�eld brings concerns around veracity, authenticity, speed of access, volume of

information, and sharing of sources and �ndings with other analysts [5]. Building

hypotheses, explanations and stories to explore the domain are all important

capabilities that are especially needed in this setting. In the literature there are

several publications that speci�cally call out the potential for machine-assisted

sensemaking (e.g., [14]), but it is noticeable that there is currently no single uni�ed

approach proposed to enable this more generally. While tools do exist to support

sensemaking, some tend to focus either on data and information visualisation

while other tools can be used to capture insights and hypotheses from human

users as they explore the information. Further tools provide capabilities for simple

augmentation of information, or capture and sharing of visualisations, and some

provide simple prede�ned analytics that can be performed.

Relevant factors for enhanced human-agent col-

laboration

This broad description of the problem space and potential solutions is useful

scene-setting, but for meaningful advances to be made it is necessary to be more

speci�c about factors that will be considered throughout this thesis. The gen-

eral goal of supporting dynamic collaboration between human users and machine

agents in a problem-solving setting comes together in the de�nition of Human-

Agent Knowledge Fusion (HAKF) as de�ned in this thesis. Figure 1.1 shows a
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mind map with annotated links that provides more structure to the broad prob-

lem space described so far, showing the set of relevant factors for HAKF. In this

�gure the nodes are named (within each ellipse) with a short additional descrip-

tion underneath. The directed links are represented as arrows and named using

a typical style that allows the graph to be read by moving from node to node via

the links. For example:Human users exploit machine agents(where human users

are usually domain experts not computer scientists, and machine agents are usu-

ally cloud-based services), orKnowledge Fusion requires multi-modal information

formats and supports problem-solving.

Figure 1.1: Relevant factors for enhanced human-agent collaboration

The topics shown on the mind map in Figure 1.1 are listed below with a brief

commentary for each item, and these collectively form the overall scope of focus

for this thesis and will be re�ned into more speci�c proposals in later chapters.

Two 
ows are highlighted: betweenhuman users, machine agentsand knowledge
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fusion, and these both take the form of co-construction activities and are de�ned

more thoroughly in Chapter 3, but they represent two key forms of interaction

that allow task-relevant knowledge to be contributed.

The relevant factors that de�ne the enhanced human-agent collaboration scope

of focus for HAKF, and therefore this thesis, are:

� Human users \Usually domain experts, not computer scientists" - these

human users typically lead the task, attempting to progress or resolve a

particular challenge.

� Machine agents \Usually cloud-based services" - these may be simple

or complex capabilities provided by machine agents and can be indepen-

dent/autonomous or triggered as required by the human users.

� Knowledge fusion \Co-construction of knowledge between human and

machine" - a core capability that enables task-relevant information and

knowledge to be collaboratively and iteratively created by both human users

and machine agents.

� Explanation \Including social considerations" - details relating to some-

thing else that has been created within the co-constructed knowledge graph,

often (but not exclusively) created by machine agents for artefacts they have

previously contributed.

� Trust \Rapidly calibrated for newly discovered capabilities" - required

for human users to collaborate and machine agents to be useful, fostered

through outputs and behaviours. Trust values can be provided by others or

built directly through experience.

� Problem-solving \e.g., sensemaking or SU" - a typical but challenging

class of problems that might be undertaken.

� Operational tempo \Working under time pressure, high-tempo, real-time

etc" - this indicates that the problem being solved has some urgency or
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time-critical aspect and is not a theoretical problem for which time con-

straints do not apply. Sometimes referred to asmission speedor similar by

practitioners.

� Low cost \Having limited resources" - related to the operational tempo,

this indicates that there are typically limited resources available, so problem-

solving activities must take this into account.

� Speci�city \From low-friction 
uid information to more structured knowl-

edge" - for challenging tasks such as sensemaking there are a variety of

processes that are relevant, and they require di�erent information speci-

�city; generally, more 
uid information is lower cost to create than more

structured knowledge.

� Multi-modal \Information formats" - explicitly identifying the need to

support multiple modalities for information (image, video, audio, tabular

and more).

In combination these relevant factors constitute the key considerations for

achieving a more advanced set of HAT capabilities and in combination they form

the basis for HAKF.

1.2 Human-Agent Knowledge Fusion (HAKF)

Ahead of a thorough de�nition in Chapters 3 and 4 respectively, here is a brief

outline of the HAKF concept and Cogni-sketch implementation to help the reader

better understand how these two technical contributions come together to form

the basis for the research reported in this thesis.

Building on the relevant factors and their relationships, as reported in Sec-

tion 1.1, Figure 1.2 shows a high-level proposal for HAKF as a concept to sup-

port this kind of 
uid task-relevant information and knowledge co-construction,

enabling rich collaboration between agents. This responds to the need for the



1.2 Human-Agent Knowledge Fusion (HAKF) 10

agile integration of human users and machine agents into dynamic and respon-

sive teams that can work together within the conditions identi�ed as relevant

factors in Figure 1.1. HAKF is designed to support this deep interaction, com-

prising bi-directional knowledge and information 
ows through co-construction,

and to support meaningful communication between human users and machine

agents [26].

The term knowledgewithin the HAKF acronym is carefully chosen and is

used to speci�cally capture the fact that knowledgecould be shared between

agents via this approach. In di�erent situations this knowledge may instead be

information but with additional context this will become knowledge, and vice-

versa, and sometimes when there is no shared context at all it might all be

just data. Often the operating context of the di�erent agents will determine the

di�erence between knowledge, information and data, rendering the distinction

contextual rather than universal. For this reason, I have chosen Knowledge (K )

as the relevant term in HAKF to express the upper end of this contextual range.

There are two main 
ows indicated for HAKF as shown in Figure 1.2:

� Tellability: a 
ow where new information is conveyed from one of the users,

often to impart local task-relevant information or knowledge that could im-

prove the performance of the system overall. Typically, this 
ow is from

human users but both human users and machine agents can perform tella-

bility.

� Explainability: a 
ow that provides a greater level of transparency into a

conclusion or output from an agent. This is often invoked throughwhy?

questions and appropriate responses. Typically, this 
ow is from machine

agents (and can encompass XAI techniques), but human users can also

perform explainability.

HAKF systems with explainability aim to increasetrust, or more speci�cally

human-agent con�dence (through transparency), and systems with tellability can
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Figure 1.2: Human-Agent Knowledge Fusion (HAKF) - a high-level

concept to support co-construction between human users and machine

agents.

increase theoperational tempovia machine agent performance (through rapid and

explicit customisation or con�guration of those agents within the same environ-

ment).

The ability to create a hybrid environment that can drive improved con�-

dence alongside increased generic machine agent performance or agility could be

a powerful tool for many knowledge-intensive applications such as sensemaking

and SU. Whilst HAKF is a high-level concept, the twin 
ows of tellability and

explainability capture the mechanisms to underpin the general co-construction of

knowledge or information between human users and machine agents. The top part

of Figure 1.2, relating to the potential for increased performance and con�dence

leading to a measurable e�ect on decision-making performance are discussed in

Chapter 3 when the topic of HAKF is de�ned in more detail.

Cogni-sketch is a tool that represents an instantiation of the HAKF con-
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cept and is a middle ground between human users and machine agents, enabling

the simple representation of information and knowledge, through machine in-

ference or human intuition in a knowledge graph-based environment to support

co-construction. Machine agents are available in several forms but can be lo-

cated asfunctions which can be invoked by human users to ful�l di�erent tasks.

Cogni-sketch is designed to be 
exible and extensible through palette extensions,

new machine agent functions, visualisations, extensions and more. Ahead of a

thorough introduction and description later in this thesis, an example of typi-

cal Cogni-sketch usage is shown in Figure 1.3. This example is included here to

give the reader an early idea of the high-level form that this environment takes

in a similar way to the brief description of HAKF. In this example the graph

shows details of some aspects of my research and literature review since I found

the Cogni-sketch platform a useful resource for activities like that during my re-

search. This kind of usage also helped me to understand the limits of traditional

systems and the potential for improvements on these.

In this example the assistance of machine agents was not directly required,

but the ability to have a highly visual layout under my control, with an extensible

palette and the ability to provide meta-data for nodes and links was very valu-

able. Other uses cases were developed to investigate the requirements for machine

agent integration and are reported later in this thesis. As the PhD has progressed

and the graph has grown in size and complexity the search function, as well as the

ability to easily create di�erent projects for di�erent perspectives, coupled with

GitHub integration for version control of Cogni-sketch knowledge graphs have all

been both pragmatic and simple advances. For other use cases a wide variety of

example machine agents for processing of di�erent data modalities and purposes

based on local libraries and cloud-based services have been created. Appendix A

has links to videos that track the progress of these activities, and more, through-

out the development period of the Cogni-sketch platform, and Chapter 4 provides

a detailed description of all aspects relevant to Cogni-sketch.
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Figure 1.3: Tracking PhD progress using the Cogni-sketch environ-

ment.

1.3 Research goals

The research goals for this thesis are summarised below and expressed in the form

of an overall research question, with three more focused sub-questions covering

more speci�c aspects. These focus primarily on the ability for both human users

and machine agents to operate in a common environment, working together to

collaboratively build and re�ne shared task-relevant information and knowledge

for an active operation with operational tempo and low-cost motivations. The

overall question sets the scope of this thesis, with the three sub-questions each

motivating a speci�c aspect of the research and outputs spanning a variety of

topics including: human creativity, machine assistance, sensemaking and SU. The

question of novelty and how feasible such an approach could be is also considered.

Research Question: To what extent canhuman users andmachine agents
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operate in anopen uni�ed information environment , able toconsume and

create contextually relevantinformation in a variety of modalities , in support

of problem-solving goals?

To achieve more speci�city and drive particular areas of investigation for this

thesis, this main research question can be split into three further sub-questions,

each of which contributes to the overall research question, but is more focused and

able to be pursued and answered by the research reported in this thesis. These

are listed below:

RQ1 : Can human users create multi-modal and semantically meaningful infor-

mation into an environment that is easily processable by machine agents?

(tellability).

RQ2 : Can such an environment support relevant machine agent capabilities to

assist human users in their goals and provide additional task-relevant infor-

mation? (explainability).

RQ3 : Can human users pursue shared understanding using sensemaking tech-

niques in such an environment?

Throughout this thesis these three speci�c research questions are referenced

and for ease of use their individualRQx identi�er is used. RQ1 and RQ2 capture

the human user and machine agent needs and will require capabilities, speci�cally

to ensure that human creativity can be adequately supported, and machine as-

sistance credibly provided without substantial additional e�ort or intervention.

RQ3 considers a specialised use case to contain the scope of focus and shape an

experiment with human users.

In addition to these speci�c research questions, it is also important to ensure

a focus on novelty and feasibility within this opportunity space where there are

multiple existing solutions for parts of the problem space, but no attempt to create

a uni�ed environment to support all these related needs. Together these research
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questions aim to de�ne the scope for a novel and feasible human and machine

communication and collaboration environment. Within this environment speci�c

information intensive problems such as sensemaking or intelligence analysis can

be pursued, in search of repeatable and straightforward techniques to foster SU.

These research questions must also account for key factors for both human

users and machine agents, but which may impact each of these agents di�erently.

For example, human users can use visual layout and style to help their reasoning

and help convey or gain understanding, especially of loosely related information,

e.g., through visual clustering [51]. It is important that these kinds of features

are not prevented in any solution as it would likely limit the human users in their

e�ectiveness. Likewise for machine agents, the ability to easily identify the type

and semantic meaning of di�erent content types may enable logical inferencing

to be carried out by a suitably quali�ed machine agent, and the chosen repre-

sentation format should be able to support this level of detail in the information

should the human users choose to use it.

Feasibility of the solution is an important counter-balancing perspective, so

for example, any ability for the human users to take advantage of machine agent

reasoning should not place a high-burden on those human users to produce de-

tailed semantically de�ned knowledge conforming to a potentially complicated

prede�ned ontology. They must be able to still quickly sketch outline informa-

tion in some cases whilst perhaps providing more detailed knowledge in other

cases. The ability to do this must not be constrained in time sequence; both

human users and machine agents should be able to revisit any part of the shared

knowledge space and make modi�cations or improvements whenever needed.

It is important to recognise that there will often be a tension between the

desired precision of the machine agents and the need for informality or less struc-

ture from the human users [144], for example to move quickly, or operate in an

initial exploratory mode where such precision may not yet be known and could

cause friction or delay if it must be obtained before anything meaningful can be
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recorded. Such behaviour should be acceptable (and indeed desirable), with sup-

port for the human user(s) to augment any captured information with additional

semantics later in the process as they become available, and if they are relevant

to the task.

1.4 Thesis contributions

Using these three research questions to frame the problem space that is in focus

for this research, the following main contributions can be found within this thesis:

RC1 : De�nition of HAKF as an under-pinning concept to support the ag-

ile human-agent collaborative environment that is outlined in this thesis

(speci�cally to support RQ1 and RQ2), comprising the tellability and ex-

plainability 
ows, and how these can support collaboration through in-

creased con�dence and context-aware knowledge and con�guration.

The HAKF concept has been published in [21] and is described in Chapter 3.

RC2 : Creation of an operational instantiation of the HAKF concept for

human-agent collaboration, enabling experimentation and general usage.

Speci�cally, this resulted in the development and open-source release of the

Cogni-sketch environment along with speci�c plugins to implement various

machine agent capabilities (RQ2), human problem-solving and visualisation

capabilities (RQ1), and features speci�c to sensemaking and SU (RQ3).

Cogni-sketch is introduced and de�ned in [21] and is described in detail in

Chapter 4.

RC3 : Evidence that inexperienced human users can successfully use

HAKF as embodied in Cogni-sketch for sensemaking and communicate

their �ndings. This is achieved through the execution of a formal human

user experiment into the use of the Cogni-sketch environment for asim-

ulated sensemaking exercise based on analysis of social media sources



1.4 Thesis contributions 17

(RQ3). This includes the answering of two prede�ned intelligence ques-

tions, making use of the Pirolli and Card [113] sensemaking loops including

foraging, sensemaking and storytelling to communicate the conclusions of

each participant (RQ1).

The results from this formal experiment with 12 participants is reported in

Chapter 6 (Section 6.4) and is reported in [25].

RC4 : A methodology for integration of machine agents into a HAKF-based

environment, speci�cally through co-construction of machine generated in-

formation into the knowledge graph. This takes the form of various expla-

nations and other contributions from machine agents operating within the

Cogni-sketch environment (RQ2) in a variety of SU demonstrations (RQ3),

with development and integration of these machine agents carried out by

the author of the tool and this thesis as well as other collaborators, with the

latter helping to validate the simplicity and extensibility of the architecture

for the insertion of machine agents.

The methodology and subsequent details of these implementations are re-

ported throughout Chapter 5 and have been published in [27] and [21] along

with earlier published material that outlines the original conversational ap-

proach [29].

As is the case for the research questions, these contributions are referenced

throughout this thesis, and for ease of use their individualRCx identi�er is used.

In addition to the four listed main thesis contributions, the following addi-

tional contributions are also noted as novel and valuable. They are re
ected in

various publications produced as part of this research as indicated below:

� A wider set of methods for human-agent collaboration (RQ1, RQ2)

in support of SU (RQ3) as reported in [21].

� Insights from a Design Thinking (DT) workshop with Subject-Matter

Expert (SME)s, focused on XAI and the role of both AI systems and ex-
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planations (RQ2) in a military context, as reported in Section 3.2. These

insights have been re�ned into various categories and some helped to in-

form both the conceptualisation of HAKF and aspects of the design for

Cogni-sketch.

� Use of the Cogni-sketch experimental environment in areal OSINT anal-

ysis pilot exercise (RQ3), used by an expert intelligence analyst using real

open source data over a 3-month period during which improvements and

extensions were identi�ed alongside the successful use of the Cogni-sketch

platform to support the investigation, as reported in Section 6.3.

1.5 Thesis structure

Chapter 2 provides background material in the form of a literature review for

research relevant to HAKF and the application to sensemaking, considering fac-

tors important to both human users and machine agents and for communication

in general.

Chapter 3 introduces the concept of HAKF to support HATs collectively

solving problems, identifying speci�c aspects that must be supported in any im-

plementation. A DT workshop with military stakeholders is also described, and

how this helped to inform the required capabilities for HAKF.

Chapter 4 outlines the experimental Cogni-sketch platform as an instanti-

ation of HAKF. This chapter starts with a brief assessment of existing relevant

tools and techniques before de�ning the scope of Cogni-sketch, how it supports the

required capabilities of HAKF and the various extension points for customisation

and integration of machine agents.

Chapter 5 is focused on machine agents and their ability to make task-

relevant contributions based on their processing or analysis. Broadly these con-

tributions align to examples of the explainability 
ow and are expressed through

a pilot and evaluation as well as some conversational explanations to demonstrate
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a variety of behaviours.

In Chapter 6 the focus moves to the ability for human users to successfully

perform sensemaking through the tellability 
ow, and the creation of relevant

material in a form that is visually and cognitively useful to human users. A pilot

exercise with an intelligence analyst informed the design and execution of a sub-

sequent formal experiment to measure sensemaking behaviours and outcomes for

12 human participants. Results from both the pilot and experiment are analysed

and reported.

Finally, Chapter 7 summarises the contributions, presents a brief timeline

of the HAKF research activity, summarises some additional example use cases,

and proposes future potential extensions and further areas of research. It also

highlights recent advances in Large Language Model (LLM) technology that are

highly relevant but not covered in this thesis since they occurred after completion

of the research reported here.

There are also three appendices:

Appendix A contains additional detail for the Cogni-sketch platform and

links to further resources such as code, documentation, and video demonstrations.

Appendix B contains the full set of data obtained from the human sense-

making experiment described in Chapter 6.4 along with a qualitative assessment

of the artefacts created by each of the 12 participants during the experiment.

Appendix C contains some additional useful information relating to the DT

workshop reported in Chapter 3, Section 3.2.
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Chapter 2

Background

2.1 Introduction

Taking the speci�c research goals and general motivation to pursue HAKF as

described in the previous chapter there are several areas in the literature that are

relevant to these aims. The �eld of Human-Agent Teaming (HAT) has a variety

of highly relevant publications that provide insights and approaches relevant to

the overall goal of providing aknowledge fusionenvironment in which human

users and machine agentscan collaborate, with particular focus on information

exchange and co-construction that would be at the heart of any such solution.

The ability to support multi-modal knowledge and information and do so in a

low-cost setting that does not require signi�cant e�ort from either human users

or machine agents is also important, and the ability for knowledge graphs to

support these capabilities is discussed.

Also relevant are the topics ofcollaboration more generally, andtrust, espe-

cially in cases of rapid trust calibration for sets of agents that are brought together

and expected to reachoperational tempoquickly. From a machine agent perspec-

tive, the role of explanation is important and the research �eld of XAI explores

the di�erent capabilities that are o�ered, the forms that they take and the degree

to which their value can be in
uenced by human explanation styles as de�ned in

the social sciences.

Finally, the application of the above toproblem-solvinguse cases such as sense-

making and Situation Understanding (SU) are highly relevant with approaches
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and techniques de�ned in the literature. For human users to be e�ective the need

for a common operating environment was previously proposed, as well as the abil-

ity to support di�erent speci�city of data/information/knowledge, ranging from

more 
uid low-cost data or information to more structured knowledge. In addi-

tion to these aspects there are a small number of publications relating speci�cally

to the role of HATs for sensemaking. Some of these provide a summary of re-

quirements or attributes desirable for future solutions, and these are summarised

accordingly and revisited in later chapters.

The method employed to undertake the literature review reported in this

chapter was primarily two-fold. The �rst part of the process occurred during the

early phase of the research that informed the HAKF concept and corresponding

required capabilities. This arose naturally from a series of investigations and sub-

sequent publications into di�erent aspects of human-agent collaborative systems,

incorporating various aspects of well-known research areas such as XAI and HAT

as well as relevant works from the social sciences. These individual reviews were

thorough but limited in scope to the publications in question. As the concept

of HAKF emerged more formally the second phase of the literature review was

undertaken; a more thorough and extensive review of the literature, spanning

the sections and sub-sections reported in this chapter. This was originally un-

dertaken prior to the more detailed de�nition of the HAKF concept, early in the

research phase of the project. This identi�ed a broader set of relevant literature

around a number of key topics. This broader scope informed the HAKF concept

and was revisited again during the �nal writing phase of the thesis, to ensure

that full coverage of the key areas was achieved, and to identify and new and

relevant publications that had been released during the research period. The

basic search method used academic publication search engines such as Google

Scholar, Research Gate, and the Cardi� University LibrarySearch as well as fol-

lowing citations in identi�ed relevant papers. This second phase of the literature

review started with the topics already identi�ed in the �rst phase, but scanning
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more broadly for new interconnecting works, further developments in experimen-

tation and/or experimental results, and to ensure that the latest developments in

rapidly developing �elds such as XAI were captured. The results are reported in

the remainder of this chapter.

2.2 Human-agent teaming

Human-Agent Teaming (HAT) is a term used to de�ne the interaction between

human users and machine agents [78], where the machine agents can be virtual

and disembodied, or more physical such as robots [92]. Machine agents can be

implemented using a wide variety of technologies and solutions, but of particular

interest in this �eld are AI and ML agents [128]. A motivating hypothesis is that

human and machine teams can together deliver improved performance [40, 41] but

it is also important to observe that care is needed to avoid unintended side-e�ects

or biases from either type of agent having a detrimental e�ect [42].

Within the scope of this thesis the focus is on the virtual and disembodied

agents, with physically embodied robotic systems out of scope. This exclusion is

driven mainly by the focus on integration at the level of knowledge and commu-

nication rather than physical capabilities and the navigation of a spatial environ-

ment, but all the capabilities outlined in this thesis could also be applied, with

extensions, to supporting a physical robotic setting if needed. With this restric-

tion in mind this literature review does not focus at all on robotic systems or any

related publications or considerations. The machine agents that are within scope

are envisaged to either operate autonomously with their human team-mates or

are invoked in speci�c contexts by those human users.

An important consideration for any co-construction of knowledge is the ability

for the behaviour of the machine agents to be modi�ed or con�gured by the

human users either directly, or as a side-e�ect of their provision of task-relevant

information into the environment. This desired autonomous capability draws in
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aspects from the HAT and multi-agent systems literature.

2.2.1 From information exchange to co-construction

It is common in the literature to consider communication between human users

and machine agents, but typically this is envisaged as a conversation or some

similar form of message passing between the agents [60]. However, a di�erent

and potentially more powerful and extensible co-construction approach may be

feasible, and by using this the more traditional forms of agent-to-agent communi-

cation can be supported as a by-product. The goal is for agents (both human and

machine) to exchange information, and a co-construction approach can be used,

as presented in the research from Kopp et al [79] investigating the importance of

joint co-construction and understanding mental states. This envisages the act of

communication between agents being the incremental joint co-construction of a

shared knowledge space or mental model [10]. This is a re-imagining of more tra-

ditional inter-agent communication mechanisms and can support a broader and

less controlled set of information exchange between agents by those agents simply

contributing to the shared and co-constructed space.

This co-construction approach can be applied to any number of interacting

agents with each reading and writing to the shared conceptual space. It is remi-

niscent of the earlierblackboard architecture[62] for collaborating AI agents and

provides a powerful and scalable basis to support other collaboration forms, for

example by enabling more speci�c UIs, such as conversation, by navigating the

relevant parts of the collaboratively constructed graph to build the content of the

conversation.

It can also support a range of psychological behaviours observed in humans

that are also directly applicable to machine agents, (e.g., following a joint goal,

supporting others in achieving that goal, trusting that other agents will mutually

to adhere to these, and using language to give evidence of understanding [57]).

This perspective arose not only from the from the position that \Building com-
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puter systems that are able to converse autonomously and coherently with a

human is a long-standing goal of AI and Human-Computer Interaction (HCI)"

([79]), but also the realisation that \we must start to re-consider the hallmarks

of cooperative communication and the core capabilities that we have developed"

([79]).

With this co-construction approach the authors recognise that there are large

discrepancies between human-agent communication and natural human-human

communication, noting that di�erences in e�ectiveness and 
exibility are par-

ticularly notable, along with the remarkable capability for resilient, robust and

e�cient communication between humans. Building on Grice [57], they start with

cooperation as a fundamental prerequisite for human communication along with

more recent reinforcement of this through the human psychological infrastructure

of shared intentionality [148]. Speci�cally, the authors claim that the \two crucial

mechanisms that allow humans to achieve mutual understanding in a dialogue are

the primacy of joint co-construction as the stepwise construction of a joint activ-

ity, and the primacy of mentalizing as the ability to perceive, understand, and

predict an interlocutor's relevant mental states" ([79]) (emphasis added).

With this approach it is also possible to explicitly recognise, and to some

degree mitigate, the issue with absolute meaning in knowledge representation,

enabling each agent to consume the shared information representation according

to their own conceptual model, which might be a simpli�ed version of a big-

ger model, and may be speci�cally aligned to the capabilities of that agent. This

aligns strongly with the social constructivism perspective [154] from the pragmat-

ics of human communication, recognising that meaning may not be universal and

is constructed by the receiver based on their subjective perception of the context

and can enable di�erent agents with partial models of the world to operate ef-

fectively. For co-construction, the authors conclude that mechanisms are needed

to enable agents to \cooperatively and incrementally co-construct a successful

interaction with a human user" ([79]).
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The form in which information is co-constructed or exchanged is also impor-

tant, and this includes considerations of speci�city in addition to support for

di�erent modalities as other considerations. For humans this should be in a man-

ner that does not prevent or suppress their creativity or other inherent human

capabilities, and for machine agents this must be in a format that does not require

substantial or costly processing, and ideally contains minimal ambiguity. Humans

often revert to informal methods when attempting to solve problems, for example

just thinking in their head, using pen and paper for sketching, or maybe using

simple electronic tools such as MS-Word or MS-PowerPoint. If support systems

require too much precision, complexity or overhead then it can be a disincentive

to human users, even if as a result of using them they can be subsequently sup-

ported more easily by machine agents. For example, in [134] the authors compare

digital sketching of designs with pen and paper sketches and �nd that the digi-

tal tooling can get in the way and reduce available human capacity for thinking

about the problem when compared to pen and paper.

To support a rich and 
exible co-construction basis for information exchange

there are a number of possible implementation styles, but a typical approach,

given these requirements, is the use of knowledge graphs [48] to capture the rela-

tionships between information. The node-and-link structure of knowledge graphs

also provides an ideal opportunity for the incremental aspects of co-construction,

with di�erent agents able to contribute new knowledge on top of existing knowl-

edge provided by other agents, either as new nodes, links or data properties.

Knowledge graphs can be augmented through schemas or ontologies to convey

semantic information and thereby support reasoning [34] by machine agents with

access to those schemas or ontologies and the ability to perform inferences based

on the de�ned semantics. Whilst this provides a powerful additional bene�t for

machine agents it is important that human users are not prevented from easily

accessing or understanding the knowledge graph data, for example by enforcing a

need to �rst understand a complex ontology. There are other possible information
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representation formats, and the physical implementation is a separate decision to

the conceptual approach used. Given the close alignment of knowledge graph

capabilities to the general knowledge fusion desire for HAKF, and the ability for

both human users and machine agents to access and contribute to the knowledge,

the capabilities of knowledge graphs are a strong match and highly relevant.

When considering scalability issues with knowledge graphs, the work from

Pienta et al [112] is useful. They propose techniques for handling large graphs,

usually by navigating to an appropriate sub-graph that is suitable for processing,

through graph sampling, �ltering, partitioning or clustering. This requirement

is especially relevant for the human team members, whereas the machine agents

are typically able to process larger graphs without overload, although limits still

apply, albeit far higher than for the human users. It is interesting to note that

all these sub-graph creation techniques can be performed by machine agents and

could either be coded speci�cally into a system and triggered on demand by

the human users, or they could be more general capabilities provided by an au-

tonomous machine agent able to apply them on behalf of the human users, without

a speci�c request, but instead based on their perceived contextual need.

2.2.2 Collaboration

Building on a core co-construction approach [79] to support inter-agent commu-

nication, in this section the closely related topic ofcollaboration is reviewed, with

speci�c consideration for the similarities and di�erences between human users

and machine agents that wish to collaborate.

A useful approach to conceptualising typical human-agent collaboration is

the terminology of a�ordances [53] (see [52] for the application of a�ordances to

technology in general), and speci�cally an a�ordance-based framework for human

computation and human-computer collaboration as proposed in [39]. An a�or-

dance is one or more qualities or properties for an object that de�nes its possible

uses or makes clear how it can or should be used. In the context of human users
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and machine agents these a�ordances are de�ned (in [39]) as typical character-

istics or capabilities for human beings when compared to computer processes,

and vice-versa. Additionally, it is noted that \there exist a�ordances in both

directions. Both human and machine bring to the partnership opportunities for

action, and each must be able to perceive and access these opportunities for them

to be e�ectively leveraged. These a�ordances de�ne the interaction possibilities

of the team and determine the degree to which each party's skills can be utilized

during collaborative problem-solving" ([39]).

Typically, humans exhibit a�ordances related to visual perception, visuospa-

tial thinking [136], socio-cultural awareness, creativity and domain knowledge.

Machines on the other hand are given a�ordances that relate to large-scale data

manipulation, collecting and storing large amounts of data, e�cient data move-

ment, and bias-free data analysis (with the authors noting that the �nal category

only includes new biases from the machine agent directly; any biases introduced

by the humans in the data, training or implementation will already be present).

This concept of a�ordances originated in the world of physical design and us-

ability [101, 100, 107], and was used as terminology for how a physical object

advertises or presents its use. It is however very useful for characterising di�erent

processes, situations or services to determine how much they bene�t from human

verses machine a�ordances.

As machine agent capabilities continue to advance some of the traditional

human a�ordances can be approximated or mimicked by machine agents so they

become applicable to both agent types, albeit still dominant for humans for now

at least1.

When considering the need for human and machine agents to collaborate, es-

pecially in a fundamentally open and co-constructive environment, as outlined in

1The work reported in this thesis predates the advent of Large Language Model (LLM)s but

the capabilities of machine agents using these could represent a clear example of this sharing

or blurring of traditional human a�ordances.
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the previous section, the concept of a�ordances can provide a useful abstraction

for identifying which contributions are best performed by which agents. More

speci�cally, it becomes clear what the human users and machine agents can each

contribute, and therefore which tasks or goals they can best contribute to. This is

loosely related to the roles of the human users [149] and can be seen as an impor-

tant secondary characteristic to be considered alongside the more fundamental

role they are ful�lling within the system. The consideration of a�ordances can

therefore help to identify what is within a particular agent's scope, and how

they should express it. These a�ordances in the context of HATs also enable

a two-way 
ow of information that is key to collaboration and aligned with the

blackboard architecture pattern discussed earlier. The human users must be able

to perceive the a�ordances of the machine agents to make use of them, and the

machine agents should recognise and respect the capabilities of the human users

to avoid operating in situations where the humans instead should be responsible.

The latter is usually achieved through programming, training or con�guration of

the machine agent, but with a co-construction approach it is possible that such

information could be drawn dynamically from the knowledge graph.

The set of a�ordances for a particular team of human users and machine agents

de�ne the interaction possibilities for that team and can determine whether and

how the various skills can be applied during challenging tasks such as collabo-

rative sensemaking or problem-solving. By expressing capabilities in terms of

a�ordances the machine agents are able to contribute a wide range of technical

capabilities that can be �ltered in the context of particular problems and pre-

sented as a short list of options to the human users or triggered autonomously,

thereby mitigating potential overload for the human users when trying to harness

input from machine agents.

In addition to a�ordances there are other perspectives relevant to consider-

ations of collaborating between human users and machine agents. One of these

is the di�erent thinking styles for humans, and especially the di�erence between
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thinking fast (system 1, intuitive and reactionary), andslow (system 2, method-

ical and deliberate). Originating from Kahneman [70] this work has been more

recently applied speci�cally to AI agents [19]. In the context of HATs, it is often

clear exactly what capabilities the machine agents can bring, but those can be

narrow and/or brittle. Humans tend to be better at generalizability, robustness,

explainability, causal analysis, abstraction, common-sense reasoning, ethics rea-

soning, as well as integration of learning and reasoning supported by both implicit

and explicit knowledge. These capabilities come with corresponding human lim-

itations such as lower speed and accuracy, as well as the inadvertent potential

introduction of biases.

As well as providing a useful perspective relevant to collaboration, and being

additive to the earlier discussion on a�ordances, Booch et al propose a set of

research questions within their work [19]. The latter three of these are directly

relevant to the joint and incremental co-construction basis for HATs, and the

�nal question applies to any subsequent implementation. The questions are:

� \How do we de�ne abstraction / generalization mechanisms that are guided

by a notion of attention and pass from the raw data level to a more abstract

level? How do we know what to forget from the input data during the

abstraction step? Should we keep knowledge at various levels of abstraction,

or just raw data and fully explicit high-level knowledge? What does it

mean for knowledge to be explicit: is it related to the presence of metadata,

structured knowledge graphs, or language-related entities?" ([19])

� \In a multi-agent view of several AI systems communicating and learning

from each other, how to exploit/adapt current results on epistemic reasoning

and planning to build/learn models of the world and of others?" ([19])

� \What architectural choices best support the above vision of the future of

AI?" ([19])

For the �nal question the authors propose that it is likely that architectural
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support for their vision of AI is aligned to a multi-agent system with individual

agents having speci�c skills and focusing on particular problems, and that these

agents can act asynchronously, and independently contribute to building models

of the world (as well as models of other AI systems, and models of self), and that

these agents can be combined in many ways. This again aligns strongly with the

join incremental co-construction mechanism [79] and can simplistically be viewed

as a rich but powerful example of a blackboard architecture. The considerations of

system 1 vs system 2 thinking are directly relevant to some of the problem-solving

domains such as sensemaking and are revisited later in this chapter.

Finally, in the context of collaboration, Bradshaw et al discuss in detail the

idea of `Making Agents Acceptable to People' (2004) [20] with a speci�c focus on

both the social and technological factors that can help to improve collaboration

in such systems. They lay out a number of principles and policies in support of

this broad goal, calling out factors such as the ability for agents to adjust their

autonomy based on the context of the task and the needs for the team, and the

ability for noti�cation and collaboration policies to support agent interactions

between members. Whilst the use of dynamic policies such as these is not a

major focus of the research reported here, it is important to distinguish between

autonomous and directed agents and the ways in which they might interact with

their human teammates, with the potential for a 
ow between these two states

in more advanced systems such as those needed for successful sensemaking.

2.2.3 Trust

Finally, trust is a broad issue even just considering the scope of HAT, and there

has been substantial work in this area (e.g., [88]). It not a central topic for this

thesis, so is only covered in a particular context, and that is the speci�c goal of

supporting rapid trust calibration [150]. This is the process of establishing and

adjusting trust between human and machine agents quickly, e�ectively and accu-

rately. An assessment, or trusted declaration, of the reliability and competence of
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the machine agent is required and this may be processed in conjunction with the

human user's perception and con�dence in that particular machine agent's capa-

bilities, with the declared trust level being potentially modi�ed by each human

user or other machine agent accordingly. This is modelled on human techniques

for building trust via reputation or based on performance. These clear and trans-

parent metrics for the machine agent capabilities and performance can serve as

the basis for initial human user trust levels. For the co-construction multi-agent

architecture to be viable there must be mechanisms available for agents to deter-

mine and declare their trust in each other, and the ability to do so rapidly and

dynamically in the context of the task or problem is important.

We return to the context of HATs later in Section 2.4.4 where we consider

cases of HAT when applied speci�cally to sensemaking. This material is inten-

tionally located at the end of that section so both the component topics of HAT

and sensemaking have been thoroughly introduced before considering their com-

bination.

The proposal for a co-construction basis for knowledge and information shar-

ing between agents aligns well with a multi-agent human and machine collabora-

tion environment, and a knowledge graph with an appropriate level of correspond-

ing semantic information may be a useful basis for implementation. A�ordances

represent a mechanism for human users and machine agents to advertise their

capabilities, and for decisions to be made about their applicability to di�erent

tasks. The need to support a wide variety of cognitive styles (e.g., system 1 and

system 2 for example) is also an important consideration and motivates the need

for a 
exible and extensible approach.

These and other factors will be important considerations for typical HAT

aspects. An extensible knowledge fusion core that can support human users and

machine agents with multi-modal information in a range of speci�cities at an

operational tempo, and with the ability to rapidly form trust between agents,

seems credible.
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2.3 Explanation

The �eld of Explainable Arti�cial Intelligence (XAI) has seen a large amount of

activity in recent years, with di�erent techniques described [46], some studies and

approaches for evaluations of their e�ectiveness for human users [97], and several

code libraries and frameworks being released to assist with building XAI solutions.

However, in addition to these core XAI techniques there is important research

which reminds us that the need to provide explanations, and the mechanisms

used to convey them, has been well studied in the social sciences over many

years [95]. Earlier in this chapter, when considering human-agent interactions

and how they can be in
uenced by human-human communication styles, mention

was made of relevant work in [57] and others.

For explanations speci�cally there is an extensive review of the relevant social

science literature from Miller [95] that provides substantial examples and motiva-

tion to the XAI community. He identi�es key perspectives and approaches from

this substantial and long-running body of relevant social science research that

has investigated how humans explain to each other, and the di�erent motivations

and styles for this. Speci�cally, he identi�es that there are valuable and largely

untapped bodies of research in philosophy, psychology, and cognitive science re-

lating to how people de�ne, generate, select, evaluate, and present explanations,

and he draws conclusions from a detailed review of over 250 publications on that

topic. Miller places XAI �rmly at the intersection between three key research

areas: (1) AI, (2), social science, and (3) HCI, and proposes that XAI represents

just one speci�c form of human-agent interaction, but many similar interactions

could also bene�t from considering these social science factors.

The main conclusions from this detailed survey of the social sciences all relate

to the manner and style of explanations that should be served, rather than the

content they contain, or the techniques used to obtain them, with the latter being

the majority focus of the XAI �eld.

The speci�c recommendations from this work are that:
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� Explanations arecontrastive ; they are sought in response to counterfactual

cases, which are named foils.

� Explanations areselected ; in a biased manner to serve the context from

the environment or the interaction.

� Probabilities (probably) don't matter ; while truth and likelihood are

important in explanation and probabilities really do matter, referring to

probabilities or statistical relationships in explanation is not as e�ective as

referring to causes.

� Explanations are social ; they are a transfer of knowledge, presented as

part of a conversation or interaction, and are thus presented relative to the

explainer's beliefs.

Miller also notes that the above �ndings are based on an analysis ofeveryday

explanationswhich relates to why speci�c events occurred or decisions were made,

rather than explanations of more general concepts such as scienti�c explanations.

He also reports that biases and social explanations occur in human explanations,

and these should not be discounted when explanations are generated by machines

because their interpretation by human users is important. It is also important

to note that an e�ective explanation is more than just causal attribution; they

are contextual and the explainer and explainee must work together to establish

what context the explanation is occurring in, and therefore what form is best,

including a potential negotiation about this between the agents.

There are several relevant factors for explanations and interpretations, span-

ning ethical considerations about models and their data sources, as well as ad-

versarial and manipulative concerns for ML models generally. These include the

informativeness and transparency of XAI solutions and whether they are inher-

ently transparent or require post-hoc explainability methods [84]. These cover

considerations of the models themselves and their internal structures, as well as

the style and content of explanations that can be provided, enabling consideration
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of how they may be interpreted by human users. Related work [103] investigates

a range of techniques spanning feature attribution, visualisation (e.g., saliency

maps), the use of simpli�ed or surrogate models and in
uence functions. It also

explicitly considers opportunities for interfaces and interactions between these

techniques and the bene�ts that can arise. These publications and many more

provide underlying mechanisms (and factors motivating these) that a particular

explanation may use to communicate relevant information to the user, and in any

implementation these actual explanations may be delivered via an interaction

that can use guidance from Miller [95] to determine the form or style in which

the explanation is served.

Returning to the need for post-hoc explanations: In cases where the inter-

nal processing of a model is unable to provide transparent explanations directly,

then post-hoc explanation techniques can be used [66]. These are techniques

that involve using results from the model or service in some way, usually through

multiple invocations with di�erent combinations of parameters, to attempt to

determine which features or other aspects of the input most in
uence the result.

For example, in the case of image classi�cation, this may be the generation of a

saliency map that highlights the parts of the image that most strongly in
uenced

the classi�cation in the form of an overlay heatmap onto the image. Widely used

examples of surrogate models as a post-hoc method for providing explanations

are Local Interpretable Model-Agnostic Explanations (LIME) [124] and SHapley

Additive exPlanations (SHAP) [87] which can provide local and global explana-

tions for individual classi�cations or more general model features respectively.

These are commonly used techniques that might feature (alongside or instead of

many additional similar capabilities) as the details of an explanation provided by

an XAI system.

However, whilst the desire to provide good XAI solutions is high, and there are

many techniques proposed in the literature as brie
y described above [126, 124, 84,

103], recent experiments have found that providing XAI explanations alone does
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not necessarily improve human decision-making [4]. In this study the presence

and accuracy of the AI agent does improve human decision-making measurably,

but the addition of an explanation for that same AI agent has no additional

e�ect. Other factors such as the value of the explanation and the manner in

which it was delivered are not reported, so the ability to interactively explore an

explanation (e.g., in the style suggested in [95]) may change this outcome, as may

experimenting with other factors relating to the content or style/modality of the

explanations given.

Finally, it is important to note that whilst we have talked about explanations

so far as a general concept, any actual explanation will need to account for the

purpose of the explanation, or the context in which it will be processed. One

factor relevant to the identi�cation of that context is the role of the user to whom

the explanation is being provided, and speci�cally how the interpretation of that

explanation may occur. In related work, we have asked the question:Interpretable

to whom? [149] and explored typical roles for human users in the context of a

ML system, and speci�cally one that can provide explanations. The ability to

provide an explanation, and thereby create an interpretation by human users, is

not universal, and the techniques used to convey relevant information should take

this role into account. In this work we propose that the needs for an explanation

are driven at least partly by the user role, and that di�erent levels of detail will

be required between creator, operator and executor user roles (and others). The

understanding of user role needs combined with the social considerations from

Miller [95] suggests that explanations must be agile and may contain a variety of

information and detail, and that they may be built up incrementally rather than

having all information available in advance.

2.3.1 Terminology for aspects of explanation

There is a variety of terminology in use with the �eld of XAI and there are e�orts

to standardise this for common understanding and communication. For example,
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Arrieta et al [6] di�erentiate these key terms:

� Understandability/intelligibility: whether a model can reveal its function,

without sharing internal structure or algorithmic details.

� Comprehensibility: the ability for an algorithm to represent learned knowl-

edge in a human understandable form.

� Interpretability: the ability to provide meaning in understandable terms to

a human.

� Explainability: associated with the notion of explanation as an interface

between agents. Measures whether an explanation is possible, and if so to

what degree.

� Transparency: a model is considered to be transparent if by itself it is

understandable.

They declare that understandability (rather than explainability) is the key

general concept when considering any of these terms at a higher-level of detail,

but for alignment with the broader literature this thesis uses XAI and speci�cally

explainability when discussing the ability for agents to explain themselves to

others. The terms de�ned in the list above are used in this thesis where relevant

and aligned to these de�nitions.

The broader literature is surveyed for claims about what needs are sought

to be ful�lled by using XAI [6]. These stated needs are varied but largely built

around the sharing of additional information to achieve some secondary poten-

tially valuable e�ect related to communication, trust or learning.

These needs are summarised as:

� Trustworthiness: whilst this is a valid goal for a human-agent system, the

provision of an explanation may not be enough to achieve trustworthiness,

and indeed trustworthiness may also be achieved in other ways.
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� Causality: the agent providing the explanation may not be aware of, or able

to compute causality between variables.

� Transferability: by providing explanations, the agent can reveal additional

information that could help to assess the transferability to adjacent prob-

lems.

� Informativeness: this is a standard and generally applicable reason for pro-

viding explanations, but the additional information that can be provided

may not align with the human user requirements.

� Con�dence: speci�cally, the algorithmic con�dence in a classi�cation (or

other) output from a model.

� Fairness: provision of details, for example about the training data, to en-

able assessment of whether the model can be considered `fair' in any given

context.

� Accessibility: to enable consumers of the model to more easily understand

what is happening with the model, especially for complex algorithms.

� Interactivity: to allow users a level of interaction with the model that can

reveal relevant information as requested rather than all in advance.

� Privacy awareness: speci�cally, to enable assessment of whether any privacy

issues arise because of the model algorithm.

These various terms are useful to review (noting that there is some inconsis-

tency within publications) and serve to de�ne the scope of relevant factors for

XAI-related research and capabilities, and to provide precise vocabulary to be

used throughout the thesis for this topic.
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2.3.2 Principles for design and interaction

Separately, in [36] the focus is on human-XAI interaction, and suggested design

principles for explanation UIs. Interestingly there is no proposal made that it may

be possible to support all of these within a single architecture or implementation.

Speci�cally, they identify seven di�erent human-XAI interaction styles based on

a systematically obtained set of XAI publications that mention UIs/interaction:

� Information transmission: to present users with accurate or complete ex-

planation about AI behaviour (transparency).

� Dialogue: to facilitate natural and iterative conversation about AI be-

haviour (transparency, scrutability).

� Control: to support rapid convergence towards desired AI behaviour (e�ec-

tiveness).

� Experience: to manage expectations about AI behaviour (satisfaction, trust,

persuasiveness).

� Optimal behaviour: to adjust human behaviour despite limitations of fully

understanding the AI behaviour (e�ciency).

� Tool use: to facilitate learning from AI behaviour about a given domain

(e�ectiveness).

� Embodied action: to establish a joint understanding with the AI for an

e�ective collaboration within a domain (e�ectiveness).

They also propose four design principles for interaction with XAI UIs:

� Complementary naturalness: consider complementing implicit explanations

with rationales in natural language.

� Responsiveness through progressive disclosure: consider o�ering hierarchi-

cal or iterative functionalities that allow follow-ups on initial explanations.
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� Flexibility through multiple ways to explain: consider o�ering multiple ex-

planation methods and modalities to enable explainees to triangulate in-

sights.

� Sensitivity to the mind and context: consider o�ering functionalities to

adjust explanations to explainees' mental models and contexts.

Whereas in [111] authors from National Institute of Standards and Technology

(NIST) suggest that there are four di�erent principles related to the explanation

itself: the meaningfulnessof it, the accuracy of it, a recognition of theknowledge

limits of the AI system and recognition that it should onlyoperate within these

limits.

Whilst it is natural to focus on a well-designed implementation for digesting

explanations it is also important to account for issues that may arise with human

interactions, however well they are designed. Kaur et al observe that \Often, ML-

based systems and interpretability tools are designed with seamless interaction

and e�ortless usability in mind. However, this can engage people's automatic

reasoning mode, leading them to use ML outputs without adequate deliberation"

([71]). This forms a key part of their analysis of techniques to support ML

explanations to human users and their proposal to view explanations as a form

of sensemaking.

These explanation-related capabilities are driven by di�erent motivations and

collectively represent a comprehensive set of perspectives. The ability to con-

textually model these and bring relevant factors into a socio-technical system is

clearly valuable as evidenced by the many publications focused on the de�nition

of XAI and the corresponding demonstrations and examples of usage. Typical

XAI solutions today are speci�c to the problem space rather than being more

general capabilities that can be applied in multiple settings.

The need for explanations within a HAT built around knowledge fusion res-

onates well with these more general observations, rather than the speci�c capa-

bilities provided by individual XAI techniques. The ability to explain is assumed
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to be possible, but the way the explanation is provided is important, with the

ability to provide that explanation into a co-constructed knowledge environment

being a useful broad mechanism to support incremental contributions, contribu-

tions from di�erent agents, and some of the social interaction styles suggested

by Miller [95]. XAI literature focuses mainly on the need for machine agents

to provide explanations, and speci�cally for the results arising from AI or ML

processes that may be inherently unexplainable, often referred to asblack boxes.

The ability to provide contrastive explanations, to potentially generate multiple

possibilities to then choose from, to include optional probability information, and

to serve these in an interactive style are all important considerations and can be

supported through a 
exible core knowledge representation component.

2.4 Sensemaking and intelligence analysis

Intelligence analysis [64] is a speci�c form of sensemaking and requires the anal-

ysis of a wide variety of di�erent data sources, often in pursuit of decision advan-

tage [138] (being ahead of your adversary) and can underpin Situation Awareness

(SA), Situation Understanding (SU) and other higher-level concepts as described

below. This is a continuous process that involves (at least) the collection, pro-

cessing, exploitation and dissemination of task-relevant information [90] that can

inform decision-making. Intelligence analysis is often performed by teams of an-

alysts but may also be a solitary activity. It continues to evolve as both data

sources, techniques and software capabilities are created that can support human

analysts [7] in their task. Usually, the results of intelligence analysis are reported

to a decision-maker who is typically a di�erent person to the analyst, but de-

pending on the size and complexity of the task the decision-maker may also be

the analyst.

Intelligence analysis2 involves the consumption of existing data, and recogni-

2An easily readable and useful overview of intelligence analysis and the potential for AI
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tion of salient (task-relevant) information from a wider set of potentially irrelevant

data. It focuses on building a model of what is already known or is currently hap-

pening (insight [96]). The typical goal of intelligence analysis and sensemaking

more generally is to inform some higher-level capability to predict future actions

or outcomes so that plans or mitigations can be developed (foresight [96]). Gen-

erally speaking, sensemaking progresses from a 
uid and relatively unconstrained

process through to a more structured and rigorous process as time passes, how-

ever it is important to recognise that this is not a linear activity. The ability to

move between 
uidity and rigour at any stage, especially for human users, is very

important. Often the human analysts are working under time pressure and with

limited resources and information; this time pressure can lead to issues with cog-

nitive biases, errors or miscommunications, but the need to harness potentially

valuable human intuition and insight from the process must not be hindered. If

machine agents are involved, the human users and machine agents can share in-

formation, with one operating on the outputs of the other, and potentially with

machine agents creating new information that may then further inform the hu-

man analysts or modify their activities [44]. Importantly, \sensemaking is not

about truth and getting it right. Instead, it is about continued redrafting of an

emerging story so that it becomes more comprehensive, incorporates more of the

observed data, and is more resilient in the face of criticism" ([156]). This 
uid and

emerging nature of sensemaking is an important consideration both for human

and machine agents and the processes that might be relevant, and for the manner

in which sensemaking is considered.

There are many models and processes proposed for sensemaking, but they are

typically iterative and constructive, and there is often no obvious start or end

point for the process: \sensemaking begins and ends based on triggering events,

available data, analyst knowledge or previous experiences, or external factors such

assistance is available in the Dstl biscuit book titled \Human-centred ways of working with AI

in intelligence analysis" ([45]).
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as deadlines" ([44]). As the process moves from 
uidity to rigour (and back) newly

identi�ed information is used to con�rm or disprove/modify existing hypotheses,

information or knowledge.

2.4.1 Principles and needs for intelligence analysis

There are a small number of recent publications that review the state-of-the-art

for machine-assisted intelligence analysis, and in some cases de�ne principles for

further investigation, or unaddressed requirements.

Nine principles for information interaction and collaborative interpre-

tation

Att�eld et al identify nine principles [8] relating to \information interaction and

collaborative interpretation", speci�cally observing that \these principles have

implications for the design and evaluation of training, culture, processes and

technology relevant to sensemaking".

These principles are derived from a thorough literature review considering

sources from: organisational studies, computer supported collaborative work,

Naturalistic decision making (NDM) and HCI. The overall scope for this work

is the recognition that \The Future Operating Environment (FOE) is likely to

be one in which operational combat units are required to be increasingly mo-

bile and geographically dispersed with more decentralised Command and Control

(C2) structures" ([8]). The authors note that \the current C2 structure does not

support agility", and \the current C2 hierarchy is linked to the military culture".

The latter point is very important since any attempt to improve agility in this

space must recognise the overall hierarchical setting for the human users and be

able to provide agility and 
uidity within this, but also be capable of broader

operation to support future evolution and diverse settings.

Overall, the paper outlines how the need for devolution to support increased

agility drives the need for local sensemaking.
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The principles are listed below, with a summary for each:

1. Provide su�cient cues for su�cient sensemaking

This principle relates mainly to uncertainty and disambiguation; seeking

patterns and clues in the data to seed ideas that might lead to more data

collection or analysis. This could drive the selection of speci�ccue patterns

to try to formalise the understanding of the data and is often achieved by

people seeking expected cues within the environment.

2. Support low-cost information work
ows

This principle is about the ability to provide information processing work-


ows quickly and easily.

3. Represent information quality and provenance

The ability to represent information provenance and quality is key to un-

derstanding the overall situation that is being modelled.

4. Promote expertise and domain knowledge

The idea that experts have a library of template frames to support them

in their sensemaking, and that these could be credibly operationalised into

suitable tools for di�erent situations. The idea that mental reasoning tasks

can be operationalised into perceptual tasks or physical procedures.

5. Allow time to acquire data/information to build an evidence-

based and coordinated situation picture

The need to create time and space away from the high-tempo (system 1)

operation to allow deeper (system 2) thinking [19].

6. Use strategies for negotiation of sense

This principle is focused on ensuring that input and insight can come from

many users in di�erent ranks and roles and talks about incentivisation sys-

tems for producing content or identifying errors. This comes across as a
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form of gami�cation; incentivising the creation of new content or insights

based on some notional value or reward.

7. Where appropriate, use strategies for frame enumeration and elim-

ination

This helps avoid common cognitive pitfalls such as con�rmation bias, it is

recommended for analysts to assess multiple frames against their hypothe-

ses, and eliminate those that do not �t. Humans struggle to do this at scale

and often only focus on any one possible frame at any point.

8. Provide explanatory context for actions, orders and requests

The observation that requests for action (e.g., orders) are better received if

they contain contextual information to provide a sense, or rationale, for the

request.

9. Minimise the costs of achieving and maintaining common ground

The observation here is that achieving and maintaining common ground

between agents is expensive, so techniques to minimize the cost are encour-

aged. Speci�cally: \Aim to reduce these costs through the use of standard-

ised terminology, protocols and procedures" ([8])

These nine requirements resonate strongly with the focus topics for this the-

sis as shown earlier in Figure 1.1.Low-cost information work
ows correspond

entirely to that topic, whilst information quality and provenance are a form of

explanation and can easily be represented as part of theknowledge fusioncore.

Related to provenance, the consideration of rationale is also important, especially

in terms of seeking to obtain some degree of shared understanding [98]. There

is also recognition of theoperational tempoand the need for di�erent levels of

speci�city . Due to the strong match between these nine principles and the focus

of this thesis, this list is revisited later with a speci�c summary of how each of

these nine are directly supported (in Section 6.2), as well as a set of suggested

small extensions that would provide even better coverage (in Section 6.5.2).
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Related work investigating a framework for systems thinking practice [38]

proposes an approach for operational research practitioners to engage in complex

situations. This applies at a much broader level than the previous set of nine

principles from Att�eld et al but provides a good example of the need for systems

and approaches to be compatible with a much higher level of conceptualisation.

This re
ective practice approach is based on an intersection between the prac-

titioner, their method and the philosophy under which the complex problem is

being progressed. This is an interesting formalisation for capturing the need for

methodology being aligned with the beliefs, values and biases of the practitioner

based on their worldview and accounting for the experiences, skills and prefer-

ences. Any tooling to support 
exible activities in this context must be able

to adapt to di�erent philosophies and practitioners and perhaps also be able to

switch between a set of di�erent methods.

Requirements for HATs in intelligence analysis

Also relevant is the paper on \Human-Machine Teaming in Intelligence Analysis:

Requirements for developing trust in machine learning systems" ([76]) from Knack

et al, based on interviews and focus groups with experts to understand technical

and policy considerations. This work is mentioned where relevant throughout

this section and the following two speci�c recommendations for future research are

noted, both of which are partly addressed by this thesis: \(1) to identify technical

and policy considerations for more advanced use of ML in HAT (such as non-

classi�cation use cases), and (2) to develop methodologies for understanding the

analyst work
ow to guide ML application development, and embed behavioural

and decision science into software engineering practices" ([76]).

Analysis of expertise in intelligence analysis

Finally, Hepenstal et al [63] carried out a set of structured interviews with six

intelligence analysts using Cognitive Task Analysis (CTA) to identify the kinds of
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expertise found in intelligence analysis, with the goal being to support the design

of Human-centred AI solutions. Examples of the likely bene�ts from the inclusion

of AI agents included \the potential to aid analysts when making decisions, for

example, by speeding up their analysis, improving accuracy, or focusing their

attention upon the most important information" ([63]). This work explicitly

recognised that intelligence analysts typically work in challenging and uncertain

environments, usually under tight time constraints and are accountable for their

recommendations. They need primarily to deliver the outputs required by their

decision-maker but must also consider the situation and the analytic requirement

and whether they are appropriately matched. The typical intelligence analyst

setting is described to be: \an intellectually demanding problem space with no

clear or obvious answers. Their experience and expertise (technical, subject,

procedural, and disciplinary) are key and they use it instinctively" ([73]).

Given the accountability requirements, if human analysts can take advantage

of machine agent assistance, they must have appropriate and accurate explana-

tions from the machine agents, otherwise they cannot explain the evidence that

underpins a claim and articulate why they are recommending a particular deci-

sion. This transparency was discussed in Section 2.3 and can enable the human

user to inspect the path to the outputs. Speci�cally, Hepenstal et al state \If a

system simply provides a result to an analyst, without transparency of the reason-

ing involved, then the analyst cannot use their expertise e�ectively, for example,

to form an understanding of potential patterns of interest, lines of inquiry that

have been explored, and lines that could be augmented, or the nature of argu-

ments used. Nor can they learn from the system or develop expertise that would

inform future analysis tasks" ([63]). This latter point about the analysts needing

to learn better skills through application of their expertise is key, and any depen-

dence on machine agents that are not appropriately understood may degrade the

capabilities and growth of the human analyst as an unwelcome side-e�ect.

The structure used to drive the interviews was to consider 6 steps for each of
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the interviewees: (1) the driver, what signal triggered the analysis, (2) recognition

of the type of analysis, (3) intuition, (4) following lines of inquiry, (5) insights,

(6) claims. All of these are informative to the goal of this thesis, especially 1, 3

and 4 which can most readily be supported by machine agents. The results of

the interviews identi�ed a number of possible opportunities for these analysts,

most of which fall into the category of directed machine agent services invoked

by the human users, and align well to some of the capabilities described later in

this thesis (e.g., Named Entity Recognition (NER), �ltering of data, similarity

identi�cation, monitoring and alerting, automatic proposal for lines of inquiry,

system challenges to hypotheses, automatic generation of reports). Whilst the

suggested set of capabilities aligns well with expectations from other sources,

there was no explicit discussion of the need for human users to con�gure these

services based on the context of their usage.

2.4.2 Related situational concepts

Beyond intelligence analysis and sensemaking is the pursuit of Situation Aware-

ness (SA) and Situation Understanding (SU) and the concepts of Shared Situation

Understanding (SSU) and Coalition Situation Understanding (CSU). This thesis

is mainly focused on sensemaking and its application to intelligence analysis with

considerations for the role of machine agents in the process. However, these re-

lated concepts within the broader �eld of problem-solving are all relevant and are

brie
y expanded below:

� Situation Awareness (SA) : is the perception of the elements in the en-

vironment within a volume of time and space, the comprehension of their

meaning, and the projection of their status in the near future. SA is a

more immediate and focused concept than SU and is often associated with

real-time decision-making in high-stress environments [47, 123].

� Situation Understanding (SU) : this builds on SA and is the process of
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comprehending and interpreting situations to support subsequent decision

making [141]. To achieve SU requires the gathering and processing of con-

textually relevant information to build an accurate understanding of the

world, typically via SA. SU is usually obtained via a more comprehensive

and in-depth analysis of the situation over a longer period. It involves not

only perceiving and interpreting the current state of the situation but also

projecting that state into the future [140].

� Shared Situation Understanding (SSU) : is a state in which multiple

agents seek a common SU. It involves at least communication of information

relevant to the SU obtained by one or more agents and may also require some

alignment of the mental models of the participating agents [139], especially

in terms of their separate interpretation of the meaning of the situation and

its contents [140].

� Coalition Situation Understanding (CSU) : is a speci�c variant of SSU

noting that the team members trying to achieve SSU are from di�erent

organisations (i.e., they are members of a coalition) and therefore may have

particular security requirements or concerns, and these may vary in intensity

depending on the speci�c relationship and/or operation at that point in

time [114].

� Data fusion : is de�ned by the JDL/DFIG (Joint Directors of Laboratories

/ Data Fusion and Information Group) and de�nes six levels of data fusion,

at increasing levels of processing, ranging from low-level to high-level [15,

17, 18, 142] and can be applied to all the situational concepts described

above (also, see OODA [137]). For a speci�c analysis of how this relates to

the material reported in this thesis refer to [16].

Also, relevant is the concept of OSINT [54] which is a form of intelligence

analysis that speci�cally draws information from publicly available open sources.

It is de�ned as the \systematic collection, processing, analysis and production,
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classi�cation and dissemination of information derived from sources openly avail-

able to and legally accessible by the public in response to particular government

requirements serving national security" ([131]). This publication also advises that

\information, even plenty of it, without processing, analysis and production, clas-

si�cation and dissemination is not authoritative intelligence, now less than ever"

which serves as a useful reminder that provenance information, explanations and

the resulting trust between human users and machine agents are essential con-

siderations as well as the raw data itself. OSINT sources can present speci�c

opportunities (large volume and high velocity) but also require careful attention

to check for common pitfalls and issues especially as mis- and dis-information pro-

liferate (validity, veracity and more) [131]. The scienti�c distinction between the

opportunities and pitfalls is mainly focused on issues of trust [76] and reliability

as well as the ability to process data quickly.

2.4.3 Models of sensemaking

There are several sensemaking models and small number were considered dur-

ing this review, based on a combination of prevalence and adoption. Another

important consideration for inclusion was adaptability, to ensure that HATs can

be supported, rather than considering more structured analytic techniques that

might only support the use of prede�ned machine services.

The following subsections describe the two main methods considered.

Klein's data-frame theory of sensemaking

The data-frame theory of sensemaking [73] proposes that frames can be used to

explain data by �tting that data into a frame of reference, often using partic-

ular slots. This is a key mechanism for moving from data to information (and

eventually to knowledge) and is usually context speci�c, sometimes with poten-

tially multiple di�erent valid interpretations of the data in the context of di�erent

frames.
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Klein views data as \aspects of the world which a sensemaker experiences"

and the frame is \a representation in the mind of the sensemaker which accounts

for the situation and allows the data to �t" ([73]). Typically, a frame will involve

the inclusion of lots of di�erent data, and the existence of frames and the ability

to choose which one to use comes from the expert behaviour of the analyst based

on their experiences gained previously in doing this task. Frames can highlight

causal relationships and can be the beginnings of a narrative structure to begin

to tell the story of that data. Like all sensemaking processes it is cyclical, with

new data being �tted into frames, or causing frames to be rejected and data to be

moved elsewhere. Frames can also guide the search for new data, most commonly

when slots are identi�ed but have not yet been �lled, and in doing so the story

becomes stronger as the frame is more completely �lled.

The frame acts as a mechanism for interpreting data but can also be used

as an explanation when needed and typically seeks to account for multiple data

within a wider and more integrated/complete picture. This inherent value of the

frame is also extended beyond the data it contains when gaps are identi�ed and

used to task further collection, or support inference of possible values etc.

Klein describes the 
uid nature of frames and their multiple uses as follows:

As we encounter a situation a few key elements, or anchors, invoke

a plausible frame as an interpretation of the situation. Active ex-

ploration guided by the frame then elaborates it or challenges it by

revealing inconsistent data. By extending further than the data, a

frame o�ers an economy on the data required for understanding, but

also sets up expectations. Hence a frame can direct information search

and in doing so reveal further data that changes the frame. An acti-

vated frame acts as an information �lter, not only determining what

information is subsequently sought, but also a�ecting what aspects of

a situation will subsequently be noticed. ([73])

This data-frame theory of sensemaking is a widely used method across multi-
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ple communities sometimes intuitively rather than formally, for example doctors

framing data about patient conditions, pilots understanding location and head-

ing, or a ship's captain seeking understanding of an approaching aircraft (using

position, heading and a�liation to infer intent). Each of these examples suggests

an expert and therefore a repertoire of frames from which they can select and

this is a key distinction between experts and novices (who may have no frames,

simple frames, or incorrect frames).

It is proposed that experts and novices can reason using the same procedures,

but experts have a richer set of frames to use and therefore have a substantial

advantage. Experts can also use background knowledge and expectations or as-

sumptions to �ll gaps in frames but may sometimes forget the distinction between

speci�c data and assumptions. By using data-frames the expert is typically fram-

ing and re-framing dynamically considering new data that is emerging. Klein

also observes that \frame activation depends upon the sensemaker's stance, in-

cluding factors such as workload and motivation, and their current goals" ([73]).

Frame-activation is often done instinctively within the analyst's head, but there

are opportunities for tooling to support this process if it does not add too much

overhead and cognitive friction.

Similar techniques can also be used to provide more advanced capabilities to

novice users and enabling them to develop their knowledge and expertise by using

the techniques and associated frames. For example, techniques for enhancing the

development of `understanding capability' within a military setting have been

investigated in [151], with potential for enhanced e�ectiveness if computational

support could also be provided in a manner that does not hinder human creativity

in such processes.

The Pirolli and Card model of sensemaking

The Pirolli and Card model of sensemaking [113] is a rich and well-de�ned set

of processes and interconnected loops that explicitly attempts to capture the
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non-linear nature of the sensemaking process and uses intelligence analysis as a

speci�c example to motivate the 
ows and component processes. The authors

observe that intelligence analysis is a form of expert behaviour and therefore (like

Klein [73]) they observe that it is expected that those experts will have a set of

reusable patterns or schemas around which they have built their approach.
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This is a widely used methodology within the �eld and has the speci�c bene�t

of 
uidity across processes. It does not attempt to de�ne a rigid analytic process

speci�cally but represents a high-level progression of analysis from data sources

through foraging to sensemaking and then storytelling as shown in Figure 2.1.

Within the diagram in Figure 2.1 the rectangles represent the approximate

data 
ow from bottom-left to top-right. The circles associated with these rectan-

gles represent the process 
ow, with the descriptions of each located at the top

or bottom of the �gure and indicating whether those processes are typically top-

down (from theory to data) or bottom-up (from data to theory). The processes

and data are arranged by degree of e�ort and degree of information structure

which tend to increase in tandem from low-structure, low-e�ort foraging, through

sensemaking, to high-structure high-e�ort storytelling. In addition to the data

and processes there are also a set of interconnected loops: �rst, a foraging loop

that seeks information through searching and �ltering, and then extracting that

information into a low-level schema, and then a sensemaking loop that involves

iterative development of a mental model from a schema that best �ts the evi-

dence, and �nally a reality/policy loop that enables the entire process to stay

aligned with the outside world as processes, policies and technology evolves.

For the core foraging and sensemaking loops, and the broad goal of the whole

diagram, the authors observe that the attention of the analysts is on both evidence

and hypotheses and the interplay between them. For the lower-cost and lower-

structure foraging region the authors propose that multiple types of activity are

typically undertaken and these span exploration, enrichment and exploitation

(usually into higher-level structures).

For schematization it is proposed that this is often done initially in the mind

of the analyst (or perhaps with informal tools like pen and paper) and the authors

explicitly call out the lack of easily used tools for this creative task. Whilst tools

to support schematization do now exist (See Section 4.2.4 for an assessment of

relevant tools) they are typically brittle and narrow, and often require extreme
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schematization in the form of an ontology and therefore can be too cumbersome

for analysts to easily use. These tools are also generally not integrated into

the other parts of the sensemaking process. The authors do however observe

the opportunity for computer assistance at this point, through visualisation or

analytics, or both, and observe that the analysts may be schematizing multiple

small stories at this stage, to answer speci�c questions in pursuit of a larger overall

goal.

In general, the data 
ow is from information to schema to insight and product,

with the e�ort and structure increasing, and typically the volume of material

decreasing as it 
ows from data to information to knowledge. It is important

for analysts to be able to traverse this data and process space non-linearly and

recognise that new �ndings from any level may in
uence existing �ndings or the

meaning of information already collected. It is also critical that the generation of

alternative hypotheses is undertaken, and the seeking of discon�rming data, as

well as other defensive techniques to mitigate against common human biases.

This model was derived based on an empirical descriptive study using CTA [133]

and a verbal task description protocol, with a set of interviews with intelligence

analysts to derive common patterns across that community. This approach was

used because of the observation that experts will typically build reusable pat-

terns and some of these were already known and shared by the community. This

CTA exercise was an attempt to unearth the full set of schemas and formalise the

�ndings into a broad map of the patterns and processes. They found evidence of

schemas for organisation of information to speci�cally aid planning, evaluation

and reasoning, very much in line with the similar expectations of Data Frame

Theory [73] and many of these schemas focused on common central concepts of

people, organisations, tasks, and time.

This paper [113] also serves as a call to the community for points of opportu-

nity within the component processes where tooling or other forms of assistance

could be provided. They state that \the notional model presented (in Figure 2.1)
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provides an organization for identifying new technologies for improving the pro-

duction of novel intelligence from massive data" ([113]). Speci�cally, they observe

that many of these opportunities could be \aimed at expanding the working mem-

ory capacity of analysts by o�oading information patterns onto external memory"

([113]), with a view to easing the burden on the human analysts, especially in the

context of ever-increasing data [13]. Many of these opportunities remain unad-

dressed, and this work was a key motivation for the sensemaking use case focus

for this thesis, based on our3 earlier research in this area (e.g., [116, 118]).

General sensemaking processes

Also relevant are more general analytic styles or principles, such as:

� Observe, Orient, Decide, Act (OODA) - Usually described as a cir-

cular process, the purpose of this method is to recognise that there is a

continual process of learning as new information is gathered, and this can

be a feedback loop. Typically, the main consideration of the loop is speed

and therefore responsiveness, and how the tempo can be increased. It is also

commonly noted that the process is often not a simple circular 
ow [105],

and therefore caution is needed with operationalisation [125].

� Direct, Collect, Process, Disseminate (DCPD) - Similar to OODA

this cycle is typically considered a circular 
ow and is focused more on

intelligence analysis and SU with speci�c steps for collection of information

and dissemination of resulting knowledge [109].

� Naturalistic decision making (NDM) - A model for understanding how

people make decisions in non-trivial real-world settings, including \dynamic

3In general in this thesis I use the terms we/our to describe the reported research as it

formed part of a collaborative endeavour. However the content reported in this thesis is the

sole output and contribution of the author, with any speci�c cases of directly collaborative work

called out explicitly where they occur, with a citation or footnote indicating the collaborators.
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and continually changing conditions, real-time reactions to these changes,

ill-de�ned tasks, time pressure, signi�cant personal consequences for mis-

takes, and experienced decision makers" ([72])

� Recognition primed-decision (RPD) - Earlier work from Klein et al

that recognised that experienced decision-makers working under uncertainty

and stress can instinctively recognize a plausible Course of Action (COA)

as the �rst one they should consider [74]. This method is based on sat-

is�cing 4 [122] rather than optimizing and can account for a large variety

of contextual factors rather than being a strictly de�ned process, explicitly

acknowledging the value of intuition based on experience through situation

recognition and mental simulation [74].

These are only brie
y summarised in the short list above as the focus in this

section is on sensemaking and the speci�c need to support a 
uid process that

allows the participants to move between di�erent stages at di�erent times, in order

to contribute relevant information and knowledge at any stage. Typical structural

analytic techniques require analytical (system 2) thinking [19] and are often better

supported by more prescriptive methods and tools designed to counter biases that

analysts will otherwise bring to the process, regardless of how well trained they

are. Therefore, the principles arising from these should be considered in the

design of systems to support analysis and problem-solving in order to achieve

higher-level goals such as sensemaking.

2.4.4 Sensemaking for HAT

There is a small body of work, some located within visual analytics, that has

been investigating the role for HATs speci�cally for sensemaking, for example

Wenskovitch et al [157] argue that the role of both human user and machine

agents need to be re-calibrated as team-mates rather than just humans who invoke

4A satisfactory or adequate result, rather than the optimal solution.
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decision support services. This is similar to the observation from Knack et al [76]

that ML agents should be designed from the outset to be integrated into the

intelligence analyst's toolset and work
ow.

Wenskovitch et al [157] focus on both transparency of the machine agents (a

form of explanation) and the ability to improve human reasoning e�ciency. Al-

though they focus speci�cally on visual analytic techniques and interfaces there

is a lot of commonality with the general role of sensemaking that is considered

here. They explicitly state the need for bidirectional communication in human-

agent systems and that such two-way 
ows are vital to providing a system in

which the machine agents can operate more like team-mates. They note that

\Bidirectional communication is important for productive human-agent interac-

tion that can bene�t all team members and, consequentially, improve overall team

performance. The human bene�ts from a machine that clearly communicates its

capabilities, limitations, and actions both explicitly (e.g., transparent display

design) and implicitly (e.g., consistent predictable behaviour)" ([157]), and \The

machine bene�ts from the human's corrective feedback by learning and improving

its performance. The human's increased understanding of machine capabilities

and improved machine performance from corrective feedback leads to appropriate

trust and reliance on the machine. Consequently, there is an overall improvement

in human-agent system performance" ([157])5. However, they also believe that

the pursuit of machine agents operating as team members will require the human

users (regardless of their role) to forfeit some control of their current capabilities

to the machine agent. It is not clear why this would be required, and that aspect

of their general position is therefore not considered further here.

The authors of [157] also identify several types of role that can be performed

by agents within the system, and that these can eventually be performed by

human users or machine agents when suitable technology and techniques exist

5Both of these statements are close to the de�nition of HAKF (introduced in Section 1.2),

although the published HAKF de�nition predates these descriptions by 2 years.
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to support this rich interaction. The roles are explorer, investigator, teacher and

judge.

This is interesting and relevant work and similarly spans multiple areas of

the literature but has been located within the literature review in this section

as it strongly correlates with sensemaking. Their vision for a HAT is similarly

grounded in the literature reported in Section 2.2 and they seek not only to pro-

pose techniques to achieve sensemaking but also that a mechanism for intelligible

communication between human users and machine agents is needed, especially

for them to work as team-mates rather that simple services.

In similar work Dorton et al [44] suggest two research questions that should

underpin any approaches to collaborative human-AI sensemaking for intelligence

analysis, along with the observation that algorithms, (ML) features and outcomes

matter when considering the machine agents within the system and the ability

for human users to select relevant machine agents from a set, and for a particular

operational context. Their two proposed research questions are:

� \How can analyst sensemaking be used to a�ect AI/ML performance? Since

analysts bene�t from e�ective AI/ML and su�er from ine�ective AI/ML, it

is important to investigate the mechanisms by which a human analyst can

in
uence the e�ectiveness of an AI/ML tool"

� \Can we develop a notional framework for Human-AI sensemaking, where

human analysts augment AI/ML performance, and AI/ML tools are used

to augment analyst sensemaking processes?"

Like Wenskovitch et al [157], through these research questions they are de-

scribing a two-way 
ow of information between human users and machine agents

and similarly noting that the outputs from the machine agents could positively

a�ect the human analysts and modify their behaviour, and that the human ana-

lysts can also in
uence the machine agents to improve their outputs relevant to

the context of the problem. Knack et al speci�cally observe that the way \an an-
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alyst treats an output from a ML model is highly context-speci�c, and the lack of

technical explainability of many ML systems is widely acknowledged" ([76]), and

part of the co-construction approach and bi-directional 
ow proposed for HAKF

is to mitigate at least the �rst part of this issue.

Dorton et al [44] focused on two di�erent models of sensemaking, one of which

is data-frame theory [73] and note that all models generally favour an iterative

and constructive approach. They contrast sensemaking to analytical thinking

and they observe that valuable human capabilities such as the ability to generate

hunches and pursue information in a way that uses their biases can be useful for

sensemaking whereas generally these same capabilities are not useful for analytical

thinking. This relates to the system 1 / system 2 perspective reported by Booch et

al [19] where they suggest that a good environment for human use must allow the

speed and unpredictability of system 1 but also support the rigour and precision

of system 2.

This work (Dorton et al, [44]) is another example of recent research that is

closely aligned to the intersection of related research interests that is the fo-

cus of this thesis. The authors propose a need for a human-agent sensemaking

framework and suggest that it must attempt to overcome brittleness (by allow-

ing machine agents to become team-members, and human users to con�gure the

machine agent behaviours) and trust (a common issue with current systems that

use ML processes that may not be appropriate to the current situation or data).

They refer to the di�erent valuable capabilities of human users vs machine agents

(referred to in this thesis as a�ordances, as described in Section 2.2), noting that

machine agents can at least process large volumes of data, whilst human users

bring better handling of context, the ability to overcome complexity and the abil-

ity to harness their system 1 thinking in the form of intuition and insight. They

also propose that in a 
uid bi-directional communication environment such as

this the analyst is likely to develop a more nuanced understanding of the machine

agent(s) and be more likely to explain the outputs, largely because the machine
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agent was con�gured directly by the human user's actions and any relevant col-

lected data and information. The authors conclude by noting that \There is still

much work to be performed to develop more 
uid and meaningful interactions

between humans and AI/ML in intelligence analysis" ([44]).

Whilst mainly focused on SA, John et al de�ne four principles for maintaining

and recovering SA [68] which are directly applicable to considerations of HAT

settings for sensemaking. These include: (1) the ability to naturally alert human

users to any changes in the information they have already assessed or accepted,

(2) the need for unobtrusive noti�cations, (3) the need for summary descriptions

of each change, and, related to unobtrusive noti�cations, (4) the need for careful

thought about the user environment and the avoidance of visual overload. These

arose from the observation of expert users in complex and noisy environments but

are directly relevant to the goals of this thesis and drive some of the requirements

for collaboration.

2.5 Gap analysis

The analysis of relevant background research in this chapter has identi�ed several

gaps in the existing body of literature, especially when considering the combina-

tion of HAT techniques to embody machine agents using XAI for challenging

problems such as sensemaking for intelligence analysis. These are identi�ed using

[Gap n] in the text below, and are mapped to the RQs and RCs in Table 2.1 at the

end of this section, along with a reference to where in the thesis the supporting

material can be found.

Much of the existing material relating to the processes of sensemaking, and

speci�cally the role that machine agents may perform in that space, is based on

interviews with SMEs and the use of techniques such as CTA. No experimental

results with �ne-grained behaviour analysis were identi�ed for such sensemaking

activities, and there is a substantial opportunity to provide useful experimental
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result data here[Gap 1]. Such experimental results could be bene�cial for in-

vestigating speci�c focused questions and could enable a comparative baseline

to be established for use in future experiments. The research reported in Chap-

ter 6 culminates in such an experiment and provides an analysis of this, based on

the Pirolli and Card sensemaking model [113] applied to an OSINT sensemak-

ing scenario with a set of novice human users. There are also a small number

of publications that present speci�c requirements on the research community for

di�erent aspects of sensemaking, especially when progressed in the context of

HATs. These have been reported as part of this literature review and are revis-

ited in later chapters to report on relevant progress in this thesis against those

requirements.

From a HAT perspective there is a substantial gap in consideration of a con-

ceptual basis for supporting advanced human-agent interactions. Typically, the

focus is on information exchange between agents, but some recent work has pro-

posed a co-construction approach for information and knowledge co-creation that

can be applied more broadly to support typical HAT activities. The applica-

tion of this co-construction-based approach to problem-solving domains has not

been covered[Gap 2a], and the potential for a co-construction approach in this

space could underpin some of the social science perspectives required by the XAI

community.

Also relevant is earlier work on a�ordances, and how they can enable human

users and machine agents to implicitly advertise their task-relevant capabilities

in typical HAT settings [Gap 2b]. These a�ordances provide a strong and well-

de�ned conceptual basis for general capabilities but their application to directly

enable collaboration between human users and machine agents in environments

beyond visual analytics (such as sensemaking) is not reported, nor the extensions

required to achieve this.

Taking this co-construction-based approach to information and knowledge ex-

change, and harnessing a�ordances to enable key 
ows for human users and ma-
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chine agents Chapter 3 proposes HAKF as a high-level conceptual architecture

to support task-relevant interactions and sharing of information and knowledge.

The concept of XAI is extensively covered in the literature and has been a

focused area of research in recent years. As can be seen from the literature

review, there is substantial focus on speci�c techniques and their applicability

and value in di�erent situations, but there is little to explore the ways in which

explanations can be surfaced to human users, accounting for their needs. In

particular Miller [95] observes that there is a substantial and long-running body

of relevant research from the social sciences that has investigated how humans

explain to each other, and the di�erent motivations and styles for this. Whilst

this work can be seen as a call to the XAI community to account for the con-

sumption of explanations, as well as their composition there remains a gap in

the literature in responding to this challenge[Gap 3]. Chapter 5 provides details

relating to the style of contribution of explanations, speci�cally the ways in which

these are delivered by machine agents into the environment, and how this under-

pinning approach, built around co-construction, can support many higher-level

interaction styles such as conversation, exploration etc. It is usually these latter

examples that are the focus of the current literature, along with speci�c XAI

techniques, rather than any speci�c research investigating a more fundamental

co-constructionist approach to underpin these.

Moving to more practical considerations, there is no platform identi�ed that

is available for easy use (e.g., available via open-source software) which supports

exploration in areas proposed by all the gaps identi�ed above[Gap 4]. Substan-

tial technical e�ort would be required to demonstrate progress towards closing

these gaps, and this would typically be with individual solutions for each case.

The ability to run a formal experiment for sensemaking that encompasses these

capabilities would also therefore be a substantial endeavour. Considerations for

the operational tempo, and the need to support di�erent levels of speci�city, from

low-cost and 
uid information to more structured knowledge are important, along
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with the ability to move between these forms and formats easily. The material

in Chapter 4 describes the open-source Cogni-sketch platform, created to instan-

tiate the HAKF principles outlined in Chapter 3 along with some details of the

implementation and a link to the open-source repository and associated plugins.

Finally, whilst there were several resources available providing the results of

structured interviews and CTA with analysts, there was no attempt to identify

potential functions for HATs to support typical professional roles in the future

[Gap 5]. The material reported in Section 3.2 reports on a Design Thinking

(DT) workshop carried out speci�cally to elicit such information and which, in

conjunction with the gaps identi�ed above, informed the relevant factors and

required capabilities for HAKF to enable the creation of Cogni-sketch.

Many of the gaps reported above could be considered minor within that �eld

of research, but when considered as a whole, and in the context of a sensemak-

ing use case that draws together human users and machine agents working as a

HAT to progress problem-solving tasks, the gap in both research literature, avail-

able tooling, and experimental results is substantial. Addressing these gaps and

progressing understanding at the intersection of them is the scope of this thesis.

Table 2.1 below shows the research contributions (RCs) and research questions

(RQs) as de�ned in Chapter 1, and the gaps identi�ed in the earlier gap analysis

summary, along with a reference to where in this thesis the material relating to

that gap (and therefore the corresponding research questions and contributions)

can be found.

The brief descriptions for each of the terms in Table 2.1 is listed below. Refer

to Sections 1.3 and 1.4 for full de�nitions of each of the RQs and RCs:

� RC1 - De�nition of HAKF

� RC2 - The Cogni-sketch open-source platform

� RC3 - Evidence of human user sensemaking

� RC4 - Integration of machine agents
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� RQ1 - Human creativity

� RQ2 - Machine assistance

� RQ3 - Shared understanding

� Gap 1 - Experimental sensemaking results

� Gap 2 - Co-construction and a�ordances for HAT

� Gap 3 - Social considerations for XAI

� Gap 4 - Platform for e�cient experimentation

� Gap 5 - HAT support for future expert roles

Contribution Question Gap Where addressed

RC1 RQ1, RQ2 Gap 2 Chapter 3 (Section 3.3)

Gap 5 Chapter 3 (Section 3.2)

RC2 RQ1, RQ2, RQ3 Gap 4 Chapter 4

RC3 RQ1, RQ3 Gap 1 Chapter 6

RC4 RQ2, RQ3 Gap 3 Chapter 5

Table 2.1: Mapping of gaps to research questions and contributions

2.6 Chapter Summary

This chapter has reviewed the various research areas that are relevant to the sup-

port of HATs working together to collaboratively progress challenging problems

such as sensemaking and SU. The abilities for both the human users and typical

machine agents have been investigated, with a particular focus on the ability for

machine agents to provide explanations and explanation-related information in
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the form of XAI techniques. An important consideration is the way such explana-

tions can be surfaced, and there is an important call from within the community

to account for relevant work arising from the social sciences, especially in terms

of the manner and style in which explanations are delivered. There is substantial

literature in the �eld of problem-solving and sensemaking more speci�cally, and

several of the main techniques were reviewed, alongside the observation that much

of the insight from this area is driven by structured interviews and techniques such

as CTA rather than direct experimental results.

The conclusion drawn from this literature review, and the identi�ed gaps and

opportunities, form the basis for the proposed approach described in Chapter 3,

with Chapter 5 drawing speci�cally on the literature relating to explanations and

XAI to motivate a pilot and subsequent evaluation for speci�c types of explana-

tions. Finally, Chapter 6 uses a key sensemaking technique from this literature

review to underpin a long-running pilot with an intelligence analyst, and subse-

quently design and execute a formal experiment with human users to measure

their performance in completing a sensemaking task based on OSINT analysis.
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Chapter 3

Human-Agent Knowledge Fusion

(HAKF)

3.1 Introduction

This chapter describes the process that was followed to validate the need for an

approach to enable 
uid and extensible interactions between human users and

machine agents, with a particular use case of sensemaking to provide a set of

testable capabilities. It includes identi�cation of the set ofrequired capabilities,

building on the earlier relevant factors identi�ed in Section 1.1. This concep-

tual framework is known as HAKF and supports co-construction of information

and knowledge to support such exchanges. This must be lightweight and 
ex-

ible enough for human users, but formal enough for machine agents, enabling

any instantiation of this to support experimentation and exploration of di�erent

relevant scenarios.

To brie
y revisit the research questions for this thesis as described in Sec-

tion 1.3: The conceptual framework proposed in this chapter directly addresses

RQ1 on human creativity (\Can human users create multi-modal and semantically-

meaningful information into an environment that is easily processable by machine

agents?") and RQ2 on machine assistance (\Can such an environment support

relevant machine agent capabilities to assist human users in their goals and pro-

vide additional task-relevant information?"). It is the ability to support both

human users and machine agents, and the various characteristics that are impor-
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tant to them, which underpins the de�nition of HAKF reported in this chapter.

Information and knowledge must be multi-modal and able to be presented at a

range of speci�cities, and the human users must be able to rapidly assess the

capabilities of the machine agents in order to form trust (or otherwise) in them

based on their performance or provided reputation.

The overall goal for HAKF is to enable rapid exploitation of task-relevant

information and knowledge to inform decision-making activities. This must be

realistically achievable in an operational tempo suitable for the task and support

a variety of human user types as well as a range of machine agent capabilities.

The operational tempo can vary from urgent and fast-paced (system 1), to more

relaxed (system 2) and the di�erent thinking and analysis styles of the human

users must be accommodated across these. The human users may be novices

or domain experts, but they will typically not be computer science experts or

programmers capable of directly integrating machine agents themselves.

The goal of this chapter is to identify a system architecture to enable demon-

strable synergy between human users and machine agents seeking to gain action-

able insight and foresight in an ambiguous and rapidly developing operational

settings.

3.2 Seeking stakeholder input through design

thinking

In the early stages of this research a customised enterprise Design Thinking

(DT) [81, 67] workshop was organised involving several research collaborators.

A variety of military stakeholders were invited to formally gather their insights

and requirements into AI and XAI systems [22]. There were 19 Subject-Matter

Expert (SME) participants: 9 were serving military o�cers from the U.K. Army

and U.K. Navy, 3 were U.K. government scienti�c advisors, with the remainder

being other participants from U.K. industry. The focus of the workshop was the
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investigation of potential applications for AI and XAI capabilities across three

di�erent use-cases and personas de�ned by the military personnel as the �rst

exercise in the workshop.

3.2.1 Participants and planning

The SMEs who attended the session represented a cross section of roles from the

U.K. armed forces and U.K. industry who were highly skilled in their professional

capabilities but who were not experts in computer science, AI or XAI. These

represent the idealhuman usersfor the focus of this thesis as de�ned in Chapter 1,

speci�cally that they are \Usually domain experts not computer scientists". The

military roles tended to the more senior ranks with a Major, Lt Colonel, Lt

Commander and Commander present in the workshop. To help bridge the gap

between AI expertise and military expertise we ran a short primer session at the

start of the all-day workshop to brief them on the relevant high-level details for

these technologies and embedded a researcher within each of the teams to help

them understand the potential (and realistic limits) for AI assistance in future

settings. The goal was not to teach AI and XAI but instead to set expectations

on the art of the possible at a high level, suitable for the less technical domain

experts within the workshop. The goal was to elicit valuable and realistic potential

future opportunities in this space, but without unrealistic expectations of what

can achieved from technology in that future time frame.

Prior to running this DT workshop, we considered alternative formats to

source ideas for potentially valuable AI capabilities in the future, and reviewed

these with colleagues, including:

� User survey - good for requirements, preferences, expectations and expe-

riences of existing systems. Generally done in a one-to-one setting and as-

sumes some level of knowledge or experience with the topic being surveyed.

Has the bene�t that quantitative data could be extracted if designed into
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the survey but came with a level of background knowledge expectation for

the group that was unrealistic.

� Focus group - closer to our needs and the knowledge level of the group but

more generally focused on broader topics, and less about speci�c examples

or experiences. Ideal for gathering opinions, needs, and existing issues or

challenges and carried out in a group setting with opportunity for discussion

between the participants and cross-fertilization of ideas.

� One on one interviews - Like user surveys (and with the same concerns),

but with the ability to potentially explore the �eld more generally if un-

structured techniques are used, e.g., Cognitive Task Analysis (CTA).

� Usability testing - This was not appropriate at this stage in the research

since we were seeking speci�c requirements, issues and opportunities to

inform the most valuable research to undertake. However, a formal experi-

ment with aspects of usability testing was carried out later in the research,

to validate the ability for inexperienced human users to carry out OSINT

analysis. This experiment and results are reported in Section 6.4.

Enterprise DT was chosen as a potential sweet spot for e�cient extraction of

relevant ideas for a broad technology area without trying to be too prescriptive

of the speci�c functions or applications that should be considered. The user-

centred methodology of the DT approach [81] also enables more conceptual and

less functional ideas to be shared and can indicate areas for further exploration

even if the actual solution cannot yet be articulated. Such workshops can be

designed to accommodate stakeholders from di�erent disciplines and with di�er-

ent levels of expertise. The level of experience required for active participation

from experts, and the creation of valuable insights, is low. This therefore was an

ideal approach for this early stage of the research and could lead to more concep-

tual or foundational ideas and provide a �rm underpinning for any subsequent

investigation.
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In all the options listed above, and for the enterprise DT techniques used in

the workshop, it is important to note that the pool of participants was small

and drew heavily on their own relevant domain experiences. We recognise that

the results of this exercise may not be representative of the wider population,

but the desire for outputs that target more broadly applicable issues or themes

was important regardless of breadth of representation. The �ndings arising from

the workshop can be generalised to wider insights that can be addressed more

fundamentally than for the speci�c use cases and personas investigated within

this exercise.

3.2.2 Scope

The overall scope for the workshop was to consider a typical military environment.

For example, working with local agencies or populations for security, or dealing

with the aftermath of a natural disaster such as a 
ood or tornado. The teams

were asked to consider how this is done today, and how it could potentially

be achieved in the future (up to 20 years from the date of the workshop, so

approximately in the 2030-2050 timeframe) with estimated technology advances,

and speci�cally focused on AI technologies and how any speci�c XAI features or

capabilities might be needed or used in this setting. This workshop is described

in [22] with some of the more relevant summary material included in Appendix C

of this thesis.

Whilst the participants were selected for their highly specialised knowledge

of military systems and processes, the purpose of the workshop was to try to

unearth more generic requirements or issues preventing possible adoption of AI

capabilities in the medium to long-term. This extraction of more general �ndings

was carried out through post-hoc analysis of the artefacts created during the

session and was completed as a stand-alone exercise after the workshop itself had

completed.

We ran a compressed set of DT exercises, focused only on a limited subset
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Figure 3.1: A participant contributing to the big ideas exercise

of techniques at the earlier stages of the enterprise DT process. The aim was to

ensure a rich set of generated ideas arising from development of the personas and

consideration of their existing typical working environments. The group was split

into three teams, and each carried out these techniques in sequence:

1. Empathy mapping - to develop a stereotypical user persona with a speci�c

name and key attributes [50]. This persona is then used throughout the

rest of the exercises and the empathy mapping considers what that persona

thinks, feels, says and does whilst performing their role, creating useful

hooks for the subsequent exercises. It was important for the military experts

to pick a persona relevant to them and ideally to gain a range of personas

across the three teams (but we did not give any kind of guidance or advice

as to speci�c personas, ranks or roles to the teams as it was most important

that they chose one which collectively resonated with them).

2. As-is scenario development - to consider what that persona does in their

role today. This exercise de�nes the typical high-levelstepsand what the

personadoesto complete those steps and how theythink and feel about it.

3. Pain point analysis - re
ecting on the as-is scenario, this compressed

version of pain point analysis helped to ensure that any negative or painful
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aspects of the relevant task were captured, since these can often be the

strongest indicators of areas for potential interventions or improvements.

4. Big idea generation - by considering the pain points (and any other rele-

vant ideas, perhaps not arising as pain points) from the earlier exercises this

is an ideation (idea generation) exercise that generates potential solutions

to these. Hypothetical solutions can be identi�ed by improving existing

processes or by a more fundamental change that perhaps removes the pain

point altogether by taking a di�erent approach.

5. Prioritisation grid - the �nal exercise takes the big ideas generated previ-

ously and plots them on a simple two-dimensional space according to their

feasibility (from expensive to cheap) and importance (from low impact to

high impact) based on a consensus view from the team. The ideas that

are both feasible and impactful are usually the top candidates to be taken

forward into the later exercises, but for our workshop this was the �nal

exercise with this weighting being useful to us to inform our later triage of

the ideas for potentially useful insights and opportunities.

3.2.3 Outputs

These �ve exercises were carried out in sequence for three separate teams (A, B,

C) with playback sessions from each team to the whole group after each exercise.

Each exercise was based on an open discussion with all team members using each

of the techniques, discussing ideas and contributing speci�c comments via post-

it notes onto a shared team board. The workshop ran for the whole day with

good engagement from all the participants throughout the exercises with over

600 post-it notes created across the �ve exercises for the three teams.

The teams were left to de�ne their own personas based on their individual

experiences and ranks. Each team therefore de�ned a di�erent persona resulting

in a range of roles spanning ranks as shown in Figure 3.2. These ranged from a
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junior ranked equipment maintainer (Team A), through a sta� o�cer tasked with

delivering the outputs of a team of analysts (Team B) and a commander running

a joint operation with considerable in
uence (Team C). The diversity of rank, role

and responsibility helped the teams to generate a broad range of relevant ideas in

the later exercises. Full descriptions of the personas can be found in Appendix C,

Section C.1.

Figure 3.2: Empathy-map personas created by each team

3.2.4 Findings

A post-hoc manual analysis of the materials created during the workshop was

carried out during the weeks after the workshop. The focus of the analysis was

the outputs from the �nal big ideasexercise, and the ideas ranked most feasible

and impactful via the prioritisation grid . This analysis identi�ed four topical

clusters within the results as well as a general category for some of the ideas

that were out of scope for the workshop but relevant to the participants. The

out-of-scope category is not shown here. The four on-topic clusters were:

� Machine agent - AI and XAI was the focus of the workshop as advertised

to the participants, so it is not surprising to see that some of the suggested

ideas aligned directly to the capabilities of future machine agents within
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their environment, usually with some form of AI capability. The main

sub-categories for this cluster were the ability of a machine agent tolearn

from data or experience, and the delivery of speci�c AIfunctions such as

prediction or classi�cation.

� Human user - this covers ideas relating to human issues or opportunities

either with the task itself or with a potential future solution involving AI

assistance. Sub-categories includetrust (humans trusting the data or results

from analysis of it), impact (humans being impacted positively or negatively

by AI assistance), andknowledgeor understanding(speci�cally in terms of

gaining or sharing that knowledge with AI agents or learning new things to

interact with AI agents).

� User experience - speci�cally, some kind of interface capability to enable

interaction with AI agents, usually by chat, voice or custom visualisation

such as diagrams, charts or map overlays.

� HAT - typically, a new or improved capability or process/technique that

becomes potentially feasible because of human users working with new AI

agent capabilities.

The analysis of the distribution of ideas across these four main categories

is shown in Figure 3.3 and it is interesting to note that the most senior ranked

persona (Team C) has the highest relative distribution of ideas considering HATs.

The more junior ranked personas have slightly more ideas relating to the human

user when using such systems and care more about the user experience speci�cally.

Given the focus of the workshop it is not surprising to see that all teams created a

large relative proportion of their ideas around speci�c machine agent capabilities

that could be o�ered in the future.

Several of the suggestions from the highly ranked shortlist of ideas produced

during this workshop directly informed the potential scope and subsequent re-

search for HAKF, especially when considering the conceptual basis for exchang-
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Figure 3.3: Category analysis of all big idea suggestions per team

ing1 information between human users and machine agents in a scalable and 
ex-

ible manner. A full list of the highly ranked ideas can be found in Appendix C

(Section C.2) with the most relevant summarised below:

� The need toease the cognitive load of the human user. For this the AI must

help rather than hinder, and this could be an app or chatbot etc.

� Easy access to data, for prior examples, lessons learned, historical prece-

dence for relevant issues, etc.

� Generic AI assistance tohelp with reassurance, calming of the human. Not

domain speci�c or especially complex.

� Improved con�dence in data or decisionsthrough communication of prove-

nance, analysis of completeness, use of a taxonomy of con�dence etc.

� AI to generate alternative ideas, red teaming etc. Potentially a competing

set of alternative AI agents each with di�erent goals that can all attempt

1At this stage in the research we still referred to information exchange in this workshop,

rather than knowledge co-constructionwhich was a later highly valuable insight that arose when

considering the conceptual basis for knowledge representation in HAKF.
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to �nd weaknesses or attack the suggested courses of action.

� Super-powered AI agents: Able toaccess material at a higher classi�ca-

tion than the human (without revealing/sharing), able to act as adigital

conscience.

� The concept of alife-long learning pair of human and machine agentthat

train together and stay together throughout their career, learning about

each other and honing their collaboration.

These items represent a broad set of future potential augmentation of human

processes with AI-based machine agents. They span considerations of the human

user in terms of cognitive workload and trust, and consideration of how some

valuable machine agents could be completely generic and nothing to do with

the human user's functional task but can still provide valuable contributions to

the human through relevant interventions to provide reassurance or other generic

assistance.

The suggestions recognise the need for additional (meta) information in ad-

dition to whatever the task-relevant information is, for example: provenance and

con�dence level, which can better inform the human user, perhaps leading to

greater trust and con�dence. Finally, and perhaps most importantly the sugges-

tions recognise a very human-like set of potential characteristics for highly capable

machine agents in the future. These agents may have access to more information

that the human user is allowed to see, and they may be able to embed a wide

range of additional considerations into their behaviour to help guide the human

user about second-order or higher-level e�ects that might result from their actions

and are perhaps unanticipated by the human. For example, they may act as a

digital conscience or a devil's advocate. The idea that a human may train and

serve with a lifelong machine agent that learns and grows with them is also a very

tantalising idea, as is the sensible conclusion that a fall-back method is needed

for all these capabilities in case the machine agent fails, and the human user has
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become overly dependent but must now function unaided.

It was interesting that most of the big ideaswere for general machine agents

and the ability to easily communicate contextually relevant information and corre-

sponding meta-data between human and machine agents, rather than for speci�c

functional needs that could be ful�lled in the future. Building any knowledge-

based environment to support this would require substantial investment in general

mechanisms for human-agent interaction, sharing of knowledge and the ability to

rapidly build, or re-purpose existing machine agents into new settings or opera-

tional contexts as the situation evolves. This explicitly captures the recognition

that this must be a dynamic activity, rather than having time or exact foresight

to build such speci�c capabilities in advance. Re
ection on these �ndings from

the workshop led directly to the formalisation of several of the required capabili-

ties necessary for the realisation of HAKF to support these kinds of future needs.

From the relevant factors presented earlier in Figure 1.1 this DT workshop con-

�rmed directly with expert human users that at least the following topics are of

importance to any credibly useful solution involving machine agents in this space:

� Trust - and the ability to rapidly form it with machine agents operating in

a particular setting.

� Operational tempo - some tasks are time-pressured, whereas others have

more time for precision (planning etc), and the tempo can vary within a

task over time.

� Speci�city - the three di�erent personas had very di�erent problems to

solve, and certainly for Team C (joint commander) the problems were less

well-de�ned than for the lower ranks.

� Knowledge sharing- speci�cally, to achieve tasks but recognising that it

was generally not just that one speci�c task that needed to be undertaken.

With the life-long learning and digital conscienceconcepts it was clear that

a powerful solution for handling contextual knowledge would be required.
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Interestingly there was little focus on XAI capabilities speci�cally, butexpla-

nations were regularly mentioned in the context of communication, trust build-

ing, and HAT activities generally. The ability to enable or achieve explanation

seemed important to this community, with an expectation that the explanation

itself would always be possible, even though the technical SMEs in the workshop

knew that explanations are not always possible for AI solutions without additional

e�ort.

3.3 A conceptual basis for HAKF

Whilst the DT workshop was focused speci�cally on a military setting, with SME

users related to that �eld, the goal for HAKF is to support a broader approach

to enable more general capabilities. These are re
ected in the set ofrelevant

factors reported in Section 1.1, and will be subsequently developed into required

capabilities for HAKF. This section describes this conceptual basis for HAKF and

collates input from multiple sources including the DT workshop.

One important premise is that machine agents using AI or ML can augment

human performance on a wide variety of challenging tasks, but to be e�ective

they must be understandable and usable by non-expert human users. These

users must often integrate di�erent kinds of data from a variety of sources in an

operational tempo, to attempt to make sense of potentially fast-moving dynamic

situations, for example when performing SU or intelligence analysis [32, 115].

In earlier work [21] we have identi�ed the need for broad and open solutions

to support exploratory processes with both human and machine agents ful�lling

distinct roles within the hybrid team.

HAKF is motivated by questions such as: whether it possible to de�ne infor-

mation systems that can be the backbone for rapidly integrated capabilities from

both human users and machine agents in evolving situations where there is no

prede�ned application or solution to that speci�c problem? Can the respective
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power of human cognition be tapped into, alongside machine agent processing ca-

pabilities? How much additional value can be achieved through co-construction

into a shared knowledge graph to support this rapid but low-cost integration ap-

proach to collaboration? Is it possible to unlock the ability to combine generic

machine agents into situation-speci�c applications with minimal technical e�ort

by the human users who de�ne and build such systems? The tempo of this is also

extremely important as it is not credible to prede�ne an exact solution ahead of

time, since there would be a vast permutation of machine agents and processes

to cover all possible situations that may arise.

Given these questions and challenges, the highest-level conceptualisation of

a system to support 
uid and extensible interactions between human users and

machine agents must be focused on the ability to exchange or share task-relevant

information, or more speci�cally to collectively de�ne information through co-

construction. If information can be collectively de�ned through co-construction,

then the ability to exchange it can arise from thisknowledge fusionenvironment

with little additional e�ort. This should support a range of speci�cities, including

low granularity of information as needed, with small increments being possible

by human users or machine agents to improve the structure or relevance.

Unlike existing solutions, particular information exchange mechanisms (such

as conversation) are not the goal, but instead a broad knowledge fusion environ-

ment to support co-construction of information in a collaborative and dynamic

setting [79]. This must support bothhuman usersand machine agentsbut does

not need to always include both at all stages of the process. The environment

must support human users collaborating (without machines) and vice versa, as

well as single human user or machine agents using the environment individually,

without collaboration. The ability to add or remove collaborators dynamically

is also important and this can be easily achieved by simply managing access to

the environment and ensuring that it can support multiple users and record the

information or knowledge that is contributed by each. Access is important too,
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but explicit dissemination of knowledge, or speci�c sharing techniques are not

a major research focus for this thesis. However, any knowledge fusion solution

should support �ne-grained access capabilities to assure knowledge creators that

they can have full control over the assets they create and their dissemination.

The ability to de�ne and share information exists at a low level today, for

example distributed �le systems or even centralised �le systems with multi-user

access, or simple document databases for the storage of structured data. These

can be harnessed for collaborative use-cases, but speci�c interfaces are needed to

foster collaboration between human users and machine agents.

Figure 3.4: Human-Agent Knowledge Fusion (HAKF) - an expanded

view.

Figure 3.4 shows the conceptual proposal for HAKF that builds on the high-

level HAKF concept presented earlier in Figure 1.2. In this expanded version, the

relevant factors for HAKF (See Figure 1.1) are also included, showing how each
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of these aligns. At the core of HAKF is the concept ofknowledge fusion, sup-

porting human usersand machine agentsin their collaborative creation of 
uid

information and knowledge through co-construction. This responds to the need

for the agile integration of human users and machine agents from multiple sources

into dynamic and responsive teams. HAKF is designed to support this deep in-

teraction, comprising bi-directional knowledge and information 
ows to support

meaningful communication between machine agents and human users [26].

Within the central component ofknowledge fusion, the term knowledgeis used

to speci�cally capture the fact that both data, information and knowledge can

be shared within the environment, and the exact category is often contextual.

Therefore, as mentioned previously theK in HAKF signi�es that knowledgeis

possible and explicitly supported, but HAKF does not exclude information and

data as equally valid forms2. The creation of knowledge from information (or

information from data) can be achieved incrementally (and potentially collabo-

ratively) through the co-construction approach, with di�erent agents providing

di�erent aspects of the context or meaning, enabling knowledge to be dynami-

cally created, and that behaviour and capability is a key goal for HAKF. Also,

the same information can be consumed di�erently by di�erent human users or

machine agents based on their own conceptual models or views of the world.

The basic premise behind HAKF is that such an environment must enable

collaboration between human users and machine agents, speci�cally through two

main a�ordances [39], represented as high-level communication 
ows:tellability

and explainability.

Such a HAT environment must support a two-way 
ow of knowledge or in-

formation to allow all agents to contribute information (through tellability) and

enable improved consumption of information (through explainability) to enable

2In the context of HAKF: data are raw facts and �gures without any context, information

is data that has been processed or structured in a particular context to provide meaning, and

knowledgeis actionable information according to the interpreter [83].
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them to modify their internal models of the domain, as well as each other, and

potentially their external behaviour as a result. These 
ows must be broad and

encompassing and enable incremental re�nement of information and knowledge

as the emerging story iterates towards an improved form, rather than seeking to

�nd a single universal truth in a particular setting [156].

HAKF systems with explainability aim to increase human user con�dence

(through transparency), and systems with tellability can increase machine agent

performance (through rapid and explicit customisation or con�guration within

the same environment).

The ability to improve machine agent performance can include more ambient

modes of con�guration where the machine agents can modify their behaviour

based on the relevant contents of the knowledge graph as they are created, rather

than requiring explicit or direct recon�guration. If such a system could be created

within which multiple agents can rapidly share contextually relevant information,

and individually react to the presence of information in that environment, it

is possible that a measurable e�ect on decision-making for the team could be

observed. This could be in terms of accuracy, speed, �delity or some combination

of these, with the potential to measure and quantify the improvement.

Creation of a hybrid environment that can drive improved con�dence alongside

increased generic machine agent performance or agility could provide a powerful

tool for many knowledge-intensive applications such as sensemaking and SU. Es-

pecially when considering theoperational tempo, such as in rapidly evolving con-

gested and contested settings. Also, the desire to supportlow-cost capabilities,

such as edge-of-network settings where it is infeasible to prebuild high-quality cus-

tom solutions to support the decision-maker in predictable ways with prede�ned

machine agents with known APIs. Whilst HAKF is a necessarily high-level con-

cept, the twin 
ows of tellability and explainability capture the basic mechanisms

to underpin the general goal ofknowledge fusion: the incremental co-construction

of knowledge and information between human users and machine agents.
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3.3.1 Tellability

This 
ow is for the case where new knowledge or information is conveyed from one

of the agents to the system, often to impart useful and task-relevant information

that could, if known, improve the performance of the system overall. Depending

on the role of the agent within the system this information or knowledge could

have an e�ect at any level and could be acted on by any other human user or

machine agent within the system. Typically, tellability covers the creation of

new information or the re�nement of existing information, with consideration of

provenance, certainty and con�dence being key to helping establishtrust. Both

human users and machine agents can create knowledge or information via the

tellability 
ow, but for simplicity in HAKF, as shown in Figure 3.4, this 
ow is

shown as typically originating from a human user, and is most directly aligned

to RQ1. In addition to providing new or re�ned knowledge or information via

the tellability 
ow they also interact with information in the environment created

either by themselves or others.

A key focus for HAKF is on supporting these agents through con�guration of

the system to rapidly apply it (or refocus it) on a particular situation without

needing to build a whole new application each time. It is unlikely that machine

agents (such as ML systems) can be retrained in the short time frame for the

agile operations that are represented by the consideration ofoperational tempo,

but through tellability the agent may be able to connect the lower-level generic

classi�cation (or other) outputs of machine agents to higher-level concepts that

are driven more dynamically by the human users as the situation unfolds. It is

this con
ict between the cost and time-taken to retrain custom models, versus the

generic capabilities provided by existing pre-trained models that drives the HAKF

approach and the requirement for 
exibility in the co-constructed information3.

3As mentioned previously, the work reported in this thesis predates the advent of LLMs

and popular applications such as ChatGPT, and has not attempted to integrate these more

versatile and reusable models, but it is recognised that more general capabilities such as these
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Clearly a superior technical solution would involve custom trained models and

pre-built machine agents speci�cally for the exact situation and data feeds, but the

operational tempo of the unfolding situation and the inability to predict the exact

context in advance means that the luxury of these custom models and machine

agents cannot be assumed. Instead, we must look at options and architectures for

harnessing more generic pre-trained models and generic machine agents instead

and harnessing them in-context quickly. In other words, one important capability

that is enabled through tellability is the ability to rapidly add relevant contextual

information, and this can then be immediately used by machine agents to modify

their behaviour based on the context, assuming they were built with this 
exibility

in advance.

3.3.2 Explainability

Conversely, explainability provides a greater level of transparency into a conclu-

sion or output from either a human user or machine agent within the HAKF

environment. Typically, explanations come from machine agents, so for simplic-

ity the explainability 
ow within HAKF is shown originating from the machine

agent (and is most directly aligned to RQ2), but human users can also provide

explanatory information. Amongst humans this is a familiar concept and is of-

ten invoked through why? questions and appropriate responses. Explanations

can be well served through interactive discourse (verbally, textually, or through

other means such as interactive visualisations) and for the machine agents this

might be through traditional XAI techniques [6] such as attention or saliency

highlighting, or description of con�guration, highlighting relevant operating rules

or constraints, or training data. They also have the potential to provide certainty

information about any of these. For example, how much the input data aligned

may mean that custom capabilities could be created more quickly in rapidly emerging situations.

However, they also provide potential additional exciting capabilities for integration within the

HAKF environment, and these are outlined and brie
y discussed in Chapter 7, Section 7.2.3.
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with training data for the classi�er [33], and other similar information that might

better illustrate the context for that information or result.

The proposed HAKF approach supports dynamic explanations where a human

user or machine agent can dynamically seek explanation for existing knowledge or

information within the system by invoking speci�c explanation APIs for machine

agents or contacting human users to ask for more information. Also supported is

pre-emptive explanationwhere any agent can additionally contribute knowledge

to provide contextual information in advance so that it is already present for

review or analysis by other agents in the future.

These pre-emptive explanations and other similar explainability capabilities

can be the basis for an interactive discourse between agents within the HAKF

environment. This kind of conversational interaction involves both explainabil-

ity and tellability 
ows and is explicitly supported in HAKF as an interaction

overlay to the core co-construction basis for the knowledge graph. i.e., the ba-

sic information created in the HAKF environment can be consumed, by either

human users or machine agents, in raw form as part of generally exploring the

knowledge or it can be accessed via a di�erent interaction modality such as a text

chat conversation that refers to information in the knowledge graph to provide

answers.

HAKF explanations can serve many purposes, with their goal in this multi-

agent knowledge co-construction environment being informed by human expla-

nations both in terms of form and intent (as surveyed and summarised by Miller

in [95]). In some situations, the purpose of the explanation may be in the rela-

tionship forming phase, where the team members are assessing the capabilities of

others. For machine agents in particular the purpose of an explanation requested

by human users may be to assess the credibility of the activities performed by that

agent and takes the form oftrust calibration [150]. In other cases, the explanation

may serve a broader purpose and form part of the ongoing development of the

body of knowledge | knowledge expansion | thereby becoming new information
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in the knowledge graph and able to be further re�ned, linked or commented on

by other agents within the system as part of the ongoing co-construction between

the collaborating human and/or machine agents.

Intelligence analysis or analytic techniques embodied as machine agents can

also be used to �lter, fuse, and learn from data, extracting task-relevant knowledge

from the co-constructed knowledge graph to assist the human users [15]. To enable

the explainability 
ow and all the bene�ts that it can bring, machine agents should

use AI methods that are explainable, to ensure that the combined human user

and machine agent performance can improve through increased con�dence from

the explanations when compared to the human or AI machine agent working

alone [10, 150].

HAKF supports these multiple intents for explanations whilst also recognising

that the form of an explanation is important to the other agents and the oper-

ational context, assuming there is enough information in the knowledge graph.

Flexibility for an initial explanation to be selected from that information is im-

portant. For example, a contrastive explanation as a starting position based on

relevance and brevity, with the ability for agents to seek further details or alterna-

tive explanations being supported. This can be achieved through co-construction

where new explanation information can be provided if possible and relevant. Since

the act of explaining is a social process [95], it is represented in HAKF as a set

of additional knowledge or information added to the knowledge graph which can

be expanded and explored as needed, and the speci�c interaction format of the

explanation is an implementation decision that can be considered an operational

layer built as an extension to HAKF.

3.3.3 Towards measurable performance improvement

The HAKF concept can be used as the basis for tasks such as sensemaking (e.g.,

as identi�ed in RQ3). A 
exible approach like HAKF is most valuable in an

operational tempo with rapidly evolving situations where low-cost solutions are
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necessary. In these settings it is infeasible to build in advance high-quality custom

solutions to support the decision-maker in predictable and prede�ned ways. If

the latter is possible then improved con�dence and performance can be designed

in, and speci�c tests for decision-making performance could be carried out before

deploying and using such systems, but that is not the operational setting that

has motivated the need for HAKF-based systems.

The potential for measurable performance improvement is an important aspect

of HAKF and some explicit measurement of this is undertaken, as part of the

quantitative analysis of user behaviour, mapped to aspects of a sensemaking

process, as reported in Section 6.4.3. Refer to that section for relevant details on

this analysis and the results. There are further experiments and tests that could

be de�ned to more explicitly measure (and potentially quantify) any performance

improvements, but these are not undertaken in this thesis.

3.3.4 Roles: For human users and machine agents

An important consideration for HAKF is the role of the human user(s) and there-

fore what they are trying to achieve within the system, including the types of

information or explanation they require. Machine agents are also relevant for this

consideration, both directly in terms of the `needs' for di�erent kinds of machine

agents to enable them to interact with the system, but also from the perspective

of the human users who will be working alongside them. These roles include

direct users of any HAKF system as well as other stakeholders who may be more

distant but still have de�ned requirements that can a�ect the behaviour or imple-

mentation of the system. Refer to [149, 16] for a deeper analysis of the di�erent

roles of the user and their speci�c needs, explained through a series of worked

examples.

It is useful to understand and separate the di�erent roles that may be re-

quired for HAKF systems, and to identify speci�c requirements for each. This

builds directly on our earlier research to de�ne roles to help clarify and articulate
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general explainability and interpretability requirements for collaborative HAT

systems [149]. For human users it is also important to note that sometimes more

than one of these roles can be ful�lled by a single individual, but it is still useful

to separate their requirements based on role. In some cases, there may be associ-

ated accountability or audit related needs which need to be carefully considered

if, for example, the same individual is ful�lling the role of operator and executor.

Figure 3.5: Roles for human users and machine agents using HAKF

Figure 3.5 is a HAKF-speci�c derivative extended from the original in [149]

which was aimed at more general ML systems without the co-construction and

collaboration capabilities of HAKF or the tellability and explainability 
ows.

This �gure shows the key roles for human users and machine agents in a typical

HAKF system, with the main roles shown with black �gures and the secondary

roles shown in grey. These roles are brie
y described below, extended from our

earlier work in [149]:

� Creators: Create the HAKF-based system. Several teams of creators may

work on di�erent aspects of the same system e.g., architecture, design, im-
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plementation, training, documentation, deployment, and maintenance.

� Operators : Interact directly with the HAKF system, provide the system

with inputs ( tellability ), and directly receive the system's outputs (explain-

ability ). In some cases, they may be able to interact directly with the

creators.

� Executors : Make decisions that are informed by the HAKF-based system

and receive information fromoperators.

� Machine agents : Any machine processes that can interact with the HAKF-

based system, working alongside or for the human operator users.

� Decision-subjects : Anyone a�ected by decision(s) made by theexecu-

tor (s).

� Data-subjects : Anyone whose personal data has been used to train any

of the models used by machine agents in the HAKF-based system.

� Examiners : agents auditing or investigating the HAKF-based system. De-

pending on the system, they may interact with one or more of the other

roles and the system itself. Usually this only occurs when the system is

being audited/inspected.

We return to the topic of roles later in Section 4.3.1 where a further re�nement

for some of these roles is explored in more detail, within the speci�c context of

Cogni-sketch as a particular HAKF-based system.

3.4 HAKF required capabilities

This section outlines a short list ofrequired capabilitiesthat would be necessary for

any implementation of HAKF to ful�l the relevant factors identi�ed earlier (See

Figure 1.1) for human users and machine agents to work together. These required
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capabilities typically aggregate a set of the relevant factors, and in some cases

some of the relevant factors span the required capabilities. HAKF is explicitly

de�ned as a high-level concept that can provide a strong set of principles for

development of future HAT systems that are 
exible and extensible, but providing

the required capabilities listed here adds a further layer of speci�city to aid anyone

considering an implementation based on HAKF. The recognition of these required

capabilities can be thought of as a step towards a more implementation-oriented

perspective for the necessarily high-level and general HAKF concept. These are

listed in order of centrality to HAKF, and it is recognised that there could be

more of these required capabilities added, or existing required capabilities could

be split or further re�ned. This 
exibility is inherent to the HAKF concept and

an important principle to enable future extensions, and applicability in a broad

variety of domains and applications.

The mapping of the required capabilities to the previously de�ned relevant

factors is shown in Figure 3.6, with each of the visualised required capabilities (a-

e) described in more detail in the subsections below. There is also a generic and

non-functional required capability (f) that is listed but deliberately not shown on

the diagram as it applies universally.

Since the human user and machine agent feature in many of the requirements

they are left separate in the diagram but are mentioned where relevant in the text

descriptions below. As are the two 
ows of tellability and explainability which

are almost always both present in any implementation of HAKF.

The HAKF required capabilities are listed below:

3.4.1 Rich knowledge representation

HAKF requires knowledge fusion: a 
exible and extensible information co-construction

mechanism to support collaboration between human users and machine agents.

An ideal mechanism for implementation is as a knowledge graph that can contain

nodes and links, with labels and any number of properties on both. Nodes on



3.4 HAKF required capabilities 92

Figure 3.6: Mapping required capabilities to relevant factors for

HAKF.

the graph will have types that can contain optional semantics, with the types

being dynamically extensible during usage to enable freedom of expression by

any human user or machine agent. These semantic types can correspond to an

ontology or any similar structured model resource, and the types can be drawn

from existing common models where possible, or speci�cally created for a unique

task when needed. The starting point should be simple, with the minimum set

of types to distinguish between concepts being captured in the graph. Whilst it

is possible to add more advanced semantics it is important to recall the human

user (typically a domain specialist and not a computer scientist or ontology ex-

pert), and their ability to understand advanced semantics may be limited and

this should not be overlooked as it could lead to cognitive overload for the human

users. There will likely be an ideal level of semantic expressivity for any given

task and set of human users and machine agents, and it is important that this

level of semantics can be dynamically set within the system in each case.

The core knowledge graph enables human users and machine agents to create
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task-relevant information and knowledge, but the raw form of the knowledge may

be insu�cient to achieve easy understanding for the human users, or e�cient pro-

cessing for the machine agents. Therefore, di�erent modes of interaction with the

knowledge graph will be needed, and this rich knowledge representation required

capability must support such interactions (with other requirements taking ad-

vantage of the extensibility potential to enable speci�c capabilities). This can be

supported through the development ofplugins and those can be de�ned within

the speci�c implementation. Typical modes of interaction will be needed, and

these will likely be di�erent between human users (e.g., graphical layout, textual

summary, geographical layout, temporal logic, conversational interaction etc) and

machine agents (e.g., logical inference rules to infer new nodes, links or proper-

ties, data fusion and information association etc). There should be no inherent

limitation in the complexity of these, with the core knowledge graph providing

the simple but powerful mechanism to capture the knowledge alongside a 
exible

mechanism to create these extensions as needed.

Collectively these capabilities can be considered as ful�lling the requirement

for rich knowledge representation, and that is predominantly underpinned by the

knowledge fusioncore of HAKF. Providing an extensible and shareable semantic

knowledge graph as the basis on which all agents (human and machine) inter-

act, with the ability to both read and write knowledge from or to the graph.

Also relevant to rich knowledge representation are the factors ofmulti-modality,

operational tempo, low-cost and speci�city , and the ability to create knowledge

and information that account for these factors is essential. They are described in

detail in the other requirements below, but the need to account for them in the

rich knowledge representation required capability is noted here.

The rich knowledge representation required capability is driven byRQ2, and

the need to interact with it in human-friendly ways, support an appropriate level

of semantic precision, handle larger volumes of data etc are informed byRQ1.
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3.4.2 Visualisation and interaction

Storing the knowledge and information in the form of a knowledge graph is nec-

essary, but it is also important that the human users and machine agents can

interact with that information in meaningful and relevant ways, especially at

scales where the volume of raw information may be overwhelming for human

users. This requires a minimum set of mechanisms for visualising the information

in the knowledge graph to human users and must recognise that as the informa-

tion grows larger so the ability to focus on speci�c subsets of the information is

important, as is the ability to search or �lter. For machine agents this will take

the form of APIs to access the data in the knowledge graph programmatically,

and these should be designed to be e�cient and extensible to enable speci�c ap-

plication relevant variants as needed in the future. For human users this may

include the ability to de�ne larger knowledge constructs and therefore capture

and render underlying information at di�erent levels ofspeci�city according to

the task they are undertaking.

For example, HAKF can be used as the baseline to allow speci�c extensions

for higher-level interaction capabilities such as the support of conversational ex-

planations [29]. In this example the focus is on the explainability 
ow to enable

the human users of the system to interact with the knowledge graph data in

the form of a conversation, enabling machine agents to provide explanations of

results arising from ML classi�cations directly into the knowledge graph, but

then surfacing them via conversational interaction. Other examples could in-

clude timelines for visualisations of temporal data within the knowledge graph,

or geospatial data rendered dynamically on maps, as well as contextually relevant

information rendering such as social media data (e.g., tweets) being rendered into

the environment in the familiar visual format used within Twitter itself).

This focus on useful visualisation formats to better support the human users

also extends to the common information modalities, somulti-modal support is

needed for easier consumption by human users in the relevant native modality
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(e.g., for image data, text, videos, graphs, etc). Also, both human users and

machine agents must be able to easily create or edit themulti-modal information

within the knowledge graph. For the human users this may take a variety of forms

depending on the type of data and any applications being used, but for example,

text data is best supported through familiar UIs such as existing text editors,

whereas video data can be played through a video player, and image information

rendered directly as pictures to the human user.

The support for human-friendly visualisations and speci�cally the support for

layout choices, colours and other speci�c formatting decisions is driven directly

by RQ1.

3.4.3 Agile information capture

The previous two required capabilities have de�ned the knowledge graph, the

ability to store a wide variety of types of information, and the need to interact

with it using techniques that may aid human understanding and support e�cient

machine processing. The need for agility, and speci�cally the ability to seamlessly

capture information is equally important to these (and often overlooked).

This requirement directly acknowledges both thelow cost and operational

tempofactors and recognises that, for human users in particular, they must be able

to capture raw data into the environment very quickly, and if relevant they can

spend time later creating additional information related to that or placing it into

a more complex knowledge structure. The agile capture of data must also account

for relevant contextual information such as provenance data relating to the user

who created or modi�ed it, when they did so, where the original data came from

etc. Whilst aimed mainly at human users, and speci�cally to enable them to

operate at a fast rate when processing simpler data, the same considerations

also apply to machine agents, especially the need to capture relevant provenance

information and operate at a tempo relevant to the task and accounting for the

human users.
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This ability for agile information capture in some format that is relevant to

the meaning of the data is especially driven by the need for human-friendly rep-

resentations (RQ1). The previously noted ability for machine agents to easily

create and access contextually relevant information is also important here too,

but it is deemed to be a secondary need.

3.4.4 Machine agent integration

There may be multiple modes in which machine agents can interact with the

HAKF system, and all these will be facilitated through knowledge fusion, and

more speci�cally through the reading or writing of task-relevant knowledge into

the graph. Machine agents may beautonomous(able to operate undirected and

able to respond to information when created), or they may bedirected, and trig-

gered by human users in a particular context. There may be any number of

machine agents in any given system, and they may each bring their own special

capabilities to the task. Access to the knowledge graph will be provided via APIs

as described in the rich knowledge representation required capability.

Trust is an important consideration for the human users of the system and

given the wide range of potential machine agents and their capabilities, it is im-

portant that only an explicitly approved set of machine agents are granted access

to the environment and the data within it. This can include a predetermined

subset of the data, e.g., based on �ne-grained access rules. These permissions

for individual machine agents must be explicitly granted for each environment

and have their interaction mechanisms de�ned within the system. Directed ma-

chine agents will be available as tools to be triggered manually by the human

user when needed, whereas independent autonomous machine agents can `watch'

the knowledge graph for relevant information and interject when they can make

relevant contributions to the environment through their processing. Any such

interjections are made as new knowledge added to the graph.Trust will also be

built by the human users based on the behaviour and contribution of the machine
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agents within the system.

By providing a HAKF-based system for machine agent interaction it does not

rule out direct machine-to-machine communication via other mechanisms (e.g.,

[91]) in the same way that it does not exclude human users from interacting di-

rectly with each other outside of the system. The ability to connect multiple

machine agents and enable those agents to e�ciently contribute their results, for

example as additional data back into the knowledge graph, is also important.

Such contributions may includeexplanations, and these may take multiple forms

including additional contextual data added to the knowledge graph, or speci�c

results of XAI processing. Explanations can help the human users better un-

derstand the meaning and relevance of data contributed by machine agents and

thereby potentially increase theirtrust in those agents.

The ability for machine agents to participate in the environment, but in a

carefully controlled and managed way, arises fromRQ2.

3.4.5 Support for sensemaking

Whilst HAKF can be used for any knowledge or information co-construction

problem-solving task, within this thesis the scope is deliberately limited to that

of sensemaking, SU and OSINT analysis. Any system built on the principles of

HAKF will be able to support a much broader set of problem domains, but these

are not covered here. This required capability is therefore focused on sensemak-

ing and is a good example of the kind of speci�c required capability that may

be needed for particular applications and builds on the more generic required

capabilities listed previously.

Simplistically, the ability to perform sensemaking for human users draws heav-

ily on the previousagile information capture required capability in terms of spe-

ci�c factors that are needed to enable it. However, since sensemaking requires the

processing of information from multiple sources to make inferences about states

of the world, it may also draw on themachine agent integrationrequired capa-
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bility if there is the potential for automated support in the process itself, or in

processing any of the data sources etc.

When such a system is hybrid and comprises both human users and machine

agents, this means that the system must, at least at some level, operate in terms

of human-understandable concepts and relationships as described for the rich

knowledge representation required capability. These can provide the basis for a

potentially powerful deep integration between the machine agent and human user

elements of the wider system. For example: to quickly and e�ciently harness the

potential power of advanced machine processing capabilities without requiring

that the human users are deep specialists in the speci�c technical �elds. Instead,

the human users see directed machine agents available and can discover their

purpose and use them in context without needing to con�gure them in detail

(but the option to do so may also be available if needed).

The ability to progress a problem-solving task such as sensemaking arises

from RQ3, and for simplicity only the human user aspects are highlighted in

Figure 3.6 since the machine agent integration aspects only apply to sensemaking

cases when machine agents are used and map entirely to the separate machine

agent integration required capability.

3.4.6 Novelty, feasibility and open access

This �nal required capability is generic and applies to all aspects of HAKF and

provides non-functional as well as functional requirements for any implementa-

tion. It is therefore not explicitly drawn in Figure 3.6.

For all the previous required capabilities it should be noted that when taken

individually they are not necessarily novel and can often be found in other systems

or approaches. It is the uni�cation of them, and the basic approach of HAKF as

a building block for designing speci�c applications that brings the novelty and

powerful 
exibility. The core HAKF concept can enable human users and machine

agents to collaborate through co-construction of knowledge and information and
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the required capabilities described previously enable substantial extensibility. If

any of these are missing then HAKF will be prevented in some way, and the

potential 
exibility and extensibility may be harmed. The ability to create a

system that supports all the above required capabilities in order to enable a

HAKF solution is believed to be unique amongst existing open-source software

capabilities even though some of the individual principles can be found in some

existing solutions today.

An important consideration for HAKF is therefore extensibility and the ability

for a set of models and machine agents to be produced and reused by di�erent

communities to further accelerate the e�ciency and speed-of-implementation for

HAKF-based solutions in the future. Typical open-source software contributions

are an excellent way to create and share such components, and in the following

chpater the open-source Cogni-sketch platform is introduced as an exemplar of a

HAKF-based system.

3.5 Chapter Summary

In this chapter the concept of HAKF has been de�ned, starting with the basic

high-level concept, and then aligning therelevant factors identi�ed previously,

culminating in a set ofrequired capabilitiesthat draw these together into distinct

but inter-related groups. The results from a DT workshop with military stake-

holders were reported, with an analysis of the �ndings presented. These �ndings

helped to identify the relevant factors and inform the required capabilities and

clarify what the scope and role of HAKF should be in the context of supporting

the design and implementation of more rapid and e�cient applications for HATs.

The three research questions (RQs) identi�ed in Chapter 1 have been mapped

to the HAKF concept in this chapter, speci�cally against required capabilities as

shown in Figure 3.6 and summarised below:

� The rich knowledge representation required capability is driven byRQ2, and
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the need to interact with it in human-friendly ways, support an appropriate

level of semantic precision, handle larger volumes of data etc are informed

by RQ1.

� The support for human-friendly visualisations and speci�cally the support

for layout choices, colours and other speci�c formatting decisions is driven

directly by RQ1.

� The ability for agile information capture in some format that is relevant to

the meaning of the data is especially driven by the need for human-friendly

representations (RQ1). The ability for machine agents to easily create and

access contextually relevant information is also important here too (RQ2),

but it is deemed to be a secondary need.

� The ability for machine agents to participate in the environment, but in a

carefully controlled and managed way, arises fromRQ2.

� The ability to progress a problem-solving task such as sensemaking arises

from RQ3.

Further details regarding the exact answers to these research questions (RQs)

can be found in Chapter 7 along with a summary of the research contributions

(RCs), including a mapping between RCs and RQs as shown in Figure 7.2.
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Chapter 4

Cogni-sketch: an experimental

instantiation of HAKF

4.1 Introduction

This chapter introduces the experimental instantiation of HAKF known as Cogni-

sketch which demonstrates both the feasibility of a HAKF-based solution and

investigates the novelty of such a capability within the crowded space of existing

solutions for di�erent aspects of the required capabilities. The Cogni-sketch plat-

form is described, along with the solution features that have been implemented to

support the required capabilities of HAKF. The open and extensible architecture

is explained, along with details of the various extension points (panes, windows,

functions and palettes) that have been designed to support extension of the core

platform.

The HAKF roles de�ned in the previous chapter are revisited in the context of

Cogni-sketch, with specialisations for some of the user roles de�ned. Cogni-sketch

has been implemented as described in this chapter and released as open-source

software with a few commonly used plugins also released. It has been developed

to a point of maturity where substantial evaluations and experiments can be

supported as reported in Chapters 5 and 6. Novelty is asserted based on the

earlier literature review in Chapter 2 combined with a thorough assessment of

relevant tools and techniques in Section 4.2.

Additional information relative to Cogni-sketch can be found in Appendix A.
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Speci�cally, details relating to the Cogni-sketch environment, including links to

videos, copies of data, other examples of usage and other related material.

4.2 Analysis of existing capabilities

Given the goals of HAKF: to support human users and machine agents in their

sensemaking activities through knowledge co-construction via the explainability

and tellability 
ows, it is important to consider the state-of-the-art for existing

tools and techniques in this space. This is an important exercise to ensure nov-

elty and emphasise that it is the amalgamation of all relevant capabilities for

HAKF that presents the opportunity for achieving these goals, rather than just

an existing or convenient subset.

Figure 4.1: Intersection of related sensemaking needs

While Chapter 2 surveyed the relevant literature for the HAKF relevant fac-

tors, our focus here is on functional tools and other implementations of existing
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capabilities (e.g., software libraries or practical techniques).

Figure 4.1 shows the typical operating context for a system that may attempt

to support or manage sensemaking activities. It is annotated to show the research

questions (RQs) and relevant factors (See Section 1.1), and how they relate to

the di�erent parts of the diagram. Given the necessarily general nature of HAKF

and the desire to support a broader set of use-cases, any speci�c existing systems

built purely for sensemaking or SU, are not considered in this exercise. Instead,

systems or approaches that represent the interconnected abilities to capture and

visualise information, provide facilities for note-taking and information capture

from either human or machine users, and integration with cognitive task assis-

tance for analytics or other relevant tasks are covered here. Also, the recognition

that much of the relevant data for the task will likely already exist in other sources

and will need to be linked to where relevant.

It is the aggregation of these capabilities and the bene�ts that arise from their

combination that is the area in which HAKF, when tailored for sensemaking, can

speci�cally add value. A uni�ed solution based on all these capabilities with clear

extension and plugin points is asserted to be a better solution than a collection of

speci�c or rigid tools with individual integrations to achieve the same outcome.

The latter is often the case today, so an ideal solution would support a 
exible and

extensible core that can support this sensemaking focus, but also many others.

It is also important to consider that maximum extensibility will be enhanced

by any such environment being available as open-source software to allow the

community not only to contribute additional plugins and extensions, but to also

extend the core as needed and to maintain the software as relevant standards,

components and techniques evolve over time.

So, in summary the intersection of these three related areas of data visu-

alisation, note-taking and cognitive task assistance, are where the value of a

sensemaking application of HAKF is perceived to be.

Each of the intersecting sensemaking needs in Figure 4.1 are brie
y discussed
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in the sections below:

4.2.1 Data visualisation

The ability to store networks of data and subsequently visualise it is a common

capability found in many systems, frameworks and tools, both open and closed

source. There are too many to list here, but many are simple visualisations of ex-

isting data as a static or interactive graph, and do not allow that graph data to be

edited or extended as part of the visualisation. Those that do allow modi�cation

or extension of the data often don't provide much visual customisation for the

human user, for example by extending the visualisation for whole classes of data

or con�guring the rendering for individual nodes in the knowledge graph. Since

there are many libraries and tools for building and rendering knowledge graphs,

any which don't allow any level of user control over visualisation are discounted.

A good example of graph editor with support for customisation and extension

is Neo4J Bloom1 which: \...allows users to visually explore and manipulate data

stored in a Neo4j database2, using a drag-and-drop interface to create and edit

nodes and relationships. The Graph Editor3 also provides features such as auto-

layout, �ltering, and search, which enable users to easily navigate and explore

large datasets4".

Other examples of graph visualisation tools or environments include: Cy-

toscape5 (for biometrics data), Tableau6 (a powerful visualisation-only tool), Mi-

crosoft Power-BI7, Google data studio8 and more. For developers who wish to

write speci�c visualisations using a low-level library, there are a range of options

1Seehttps://neo4j.com/product/bloom/ .
2Seehttps://neo4j.com/product/neo4j-graph-database/ .
3Seehttps://neo4j.com/docs/bloom-user-guide/current/bloom-tutorial/edit-gr

aph-data/ .
4From: https://neo4j.com/developer/tools-graph-visualization/ .
5Seehttps://cytoscape.org/ .
6Seehttps://www.tableau.com/ .
7Seehttps://powerbi.microsoft.com/ .
8Seehttps://datastudio.google.com/ .
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including D39 (which is used as the graphical baseline for the Cogni-sketch en-

vironment), as well as a range of specialised graph visualisation packages from

Cambridge Intelligence such as Keylines10, ReGraph11, and Kronograph12. The

breadth provided from just Cambridge Intelligence shows the proliferation of ap-

proaches for di�erent environments and di�erent types of graph data. An ideal

solution to instantiate HAKF would be one core extensible library that can be

customised as needed for each use-case and then be re-used in any example that

required the same type of visualisation. This minimises the e�ort for both creators

and operators alike but is not available in any of these data visualisation compo-

nents with the exception of the low-level libraries which are too time consuming

to customise from scratch in each engagement.

A recent example that creates a consumable and accessible web-based visu-

alisation of data in a traditional database is AirTable13. The database schema

is readily extensible to handle new requirements, and custom interfaces to inter-

act with or create/edit the data are easy to de�ne. The main limitation with

AirTable is that the data is inherently structured in the form of relational tables

with columns and rows rather than a full knowledge graph implementation which

is much more 
exible but harder to easily and consistently visualise that the sim-

pler table-based structure. AirTable provides an excellent user experience but

is limited in the kind of semantic expressivity that is required to maximise the

potential for machine agents to e�ectively participate in the environment. Simi-

larly, LucidApp and LucidChart 14 are well placed for collaborative construction

of drawings and work
ows, but by human users only and with limited ability to

de�ne underlying semantic models for the data.

9Seehttps://d3js.org/ .
10Seehttps://cambridge-intelligence.com/keylines-javascript-graph-visualiza

tion/ .
11Seehttps://cambridge-intelligence.com/regraph/ .
12Seehttps://cambridge-intelligence.com/kronograph/ .
13Seehttps://www.airtable.com/ .
14Seehttps://www.lucidchart.com/ .
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4.2.2 Note-taking

There are a wide range of note-taking applications available ranging from highly

con�gurable and popular products such as MS-Word and powerful but basic plat-

forms that use the simple `markdown' format [106] such as Notion15 and Obsid-

ian16. Many of these tools are available locally or via online services (sometimes

both). Some provide substantial advantage in terms of typesetting and layout,

while others provide powerful but simple mechanisms to not only record data

but to easily create links between data via the markdown format. Many of the

markdown-based tools provide rich capabilities to explore the links in the data

and to visualise them, and through simple conventions the users of these tools

can create large graphs of nodes and links by simply typing text in the markdown

format.

There are no known note-taking tools of this kind that allow more structurally

detailed meta-data to be provided for the links, or to visually edit the nodes or

the links, or edit their position in a visualisation, and any attempt to support a

palette or ontology of types is achieved by convention within the format rather

than explicitly being able to be de�ned. It has been observed that there is much

more potential value to be had from improved capabilities for complex linking of

data [9] but the techniques to achieve this are not straightforward when using the

current text-based markup approaches.

In the example context of sensemaking it is very common for analysts today to

use existing products such as MS-Word or MS-PowerPoint to capture their data

as they collect it. This has the bene�t of being easy to do and very 
exible, but

accessing the data later in a structured way, or providing access to machine agents

to provide cognitive task assistance is not possible without substantial e�ort. For

a note-taking tool to be compatible with the principles of HAKF it must provide

easy access to read and write data for both human users and machine agents, all

15Seehttps://www.notion.so/ .
16Seehttps://obsidian.md/ .
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of whom can contribute semantically relevant information with optional named

properties that conform to a task-relevant and extensible schema or ontology for

the data.

4.2.3 Cognitive task assistance

The ability to apply cognitive task assistance to data is easy for developers, and

for end users it can be done with prede�ned cases that are supported in the tools

that they are using, either directly or by exporting their data. For example, a

user may wish to run a machine learning algorithm on tabular data that they

have in a Microsoft Excel spreadsheet. If they are a developer, they can write

python code to do so, either directly using the spreadsheet �le, or after extracting

it.

Some software products embed machine processing capabilities directly within

them, for example to identify objects or people in photographs, or to clean up

noisy audio. However, in these cases the machine processing has been de�ned in

advance and is designed to work with that type of data. In some cases, tools pro-

vide plugin points where new agents can be dropped in as long as they conform

with the Software Development Kit (SDK), and in the most extreme cases there

are environments designed to build work
ows that can fuse code and/or machine

agents with data. In short, the ability to connect a wide range of machine agents

to data and then successfully read and write that data in a manner that is com-

patible with concurrent human users is usually complicated and requires speci�c

technical software development skills not usually found in typical operator users.

HAKF cannot remove the need for software developer skills completely, but it

can separate the need for them between creator and operator roles and minimise

the amount of e�ort required, and provide standard interfaces for integration

of machine agents, as well as a marketplace/library approach for re-use and/or

extension of existing agents that may already implement many of the required

capabilities.
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4.2.4 Sensemaking and shared understanding

As explained in the introduction to this section there is no major focus on dedi-

cated proprietary tools for sensemaking and SU because the focus of core HAKF

stands alone from the sensemaking and SU use-case. However, there are a small

number of capabilities and approaches that can be used for sensemaking and SU

and can also be more generally applied, so these are listed brie
y below as they

do meet the relevance criteria as a result of this broader applicability.

For sensemaking speci�cally there is a deeper dive into the Pirolli and Card

sensemaking loops [113] in Section 6.2.3 as well as the broader material from the

literature review in this area as reported in Section 2.4.

i2 Analyst Notebook

i217 Analyst Notebook18 represents the closest overall identi�ed match to HAKF

when applied speci�cally to sensemaking and SU. It is a graph data visualisation

desktop tool designed for data analysis and visualisation with some abilities for

data collection. It supports a 
exible data model that can be extended with

additional features. The notebook supports multiple views of data and linkages

between them, enabling di�erent perspectives onto the same underlying graph

along with the creation and sharing of visual brie�ng charts. It has the signi�cant

advantage that it has a large user base and has been extensively tested and used

at scale for real operations by many organisations including police forces and

intelligence agencies. It is however limited in terms of extensibility and is not

open-source software. The advantage of maturity and stability therefore is o�set

by limited extensibility and accessibility.

17Previously owned by IBM. I mention this for transparency as IBM is my employer.
18Seehttps://i2group.com/i2-analysts-notebook .
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