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Abstract

The construction industry has experienced a variety of limitations with digitalisation, including

inefficiencies in project management and collaboration, lack of transparency, and environmen-

tal sustainability concerns. In recent years, emerging technologies such as blockchain have

attracted attention thanks to their potential to address these challenges and transform tradi-

tional construction practices. Blockchain offers opportunities to increase trust, transparency,

automation, efficiency, and collaboration in the construction ecosystem. Despite a growing

interest in the scientific field, there remains a significant gap in understanding how blockchain

can be effectively integrated into construction projects, particularly in combination with BIM.

The literature review identified two main research gaps in the construction industry that

motivated this research: (i) the lack of understanding and exploration toward the practical

application of blockchain and (ii) the scarcity of research addressing blockchain-oriented

solutions to improve information exchange in construction projects. Four research questions

were developed to address these gaps and the shortcomings of existing studies by focusing

on integrating blockchain with BIM to enhance construction applications: a) Can BIM and

blockchain be integrated and applied in construction life-cycle stages to improve the safety,

cost-efficiency, and sustainability of construction projects? b) Can a blockchain-based BIM

provenance model be developed to ensure traceability and transparency of BIM data in a

construction project? c) How can blockchain technology be applied to energy management

systems to improve operational performance and ensure sustainable building practices? d)

What are the key benefits and drawbacks of the blockchain application for the construction

industry?

The research was divided into four main phases. The first phase included a literature
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review to identify research gaps and gather industry insights, followed by the formulation

of research questions and methodology using a mixed methods approach with case studies

and a questionnaire. The second phase focuses on the development and implementation of

blockchain frameworks to integrate BIM by addressing challenges in the construction lifecycle

and supply chain, while designing a blockchain-based BIM provenance model. This second

phase provides practitioners with guidance on using blockchain for data integrity, traceability

and accountability, concluding with a practical implementation guide to improve construction

practices. The third phase explores the role of blockchain in building energy management to

develop innovative solutions to improve energy efficiency and data management in construc-

tion projects. Lastly, the fourth phase uses a questionnaire and empirical approach to assess

the effectiveness and feasibility of blockchain-BIM integration solutions, evaluate practical

applications and identify areas for improvement.

The findings show that integrating blockchain with BIM can significantly improve data in-

tegrity, traceability and accountability in construction projects. The blockchain-based prove-

nance model enables transparent and auditable tracking of changes in BIM data. In addition,

blockchain may facilitate the promotion of sustainable energy practices through effective

energy consumption monitoring and consumption pattern analysis. This research provides

practical guidance and strategies to support construction practitioners in overcoming the com-

plexities of blockchain-BIM integration and leveraging these innovations for better project

outcomes, achieving cost efficiencies, and promoting environmental sustainability through im-

proved data management and increasing collaboration and transparency across the building

lifecycle.”
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1.1. CONTEXT

1.1 Context

The construction sector, which represents approximately 6% of the global gross domestic

product (GDP), plays an important role in the world economy. While there are global

initiatives aimed at improving the sustainability of construction, a number of challenges

highlight the urgent need for reform. These include high carbon emissions, resource depletion,

excessive waste, inefficient energy use, increasing regulatory pressures, growing public demand

for green buildings, the economic advantages of sustainable practices, and exciting new

technological developments. This urgency is underscored by the significant contribution

of the industry to greenhouse gas (GHG) emissions, accounting for 40% of global energy

use and 39% of energy-related CO2 emissions. Addressing climate change and adhering

to the imperative of limiting global warming to 1.5 ° C require swift and comprehensive

changes in all aspects of human activity, as emphasised in the Speed & Scale action plan [1].

Recognising the critical role of the construction sector, international frameworks such as the

Paris Agreement underscore its importance in mitigating the effects of climate change [2].

Similarly to many other sectors, construction is a knowledge-intensive sector, known for

its fragmentation and lack of co-location of various supply chains. It is portrayed as involving

a culture of "blame", leading to recurrent claims and litigation [3]. Because resources are

produced and maintained in a distributed manner by different users and communities, in-

cluding local organisations and government authorities, data and information are available in

different formats. The PlanGrid and FMI corporations [4] study also highlights inefficiencies

in the sector and reveals that a staggering $177.5 billion is spent on rework. On a global

scale, it was observed that a mean of 52% of rework was attributed to poor project data and

communication, resulting in a substantial financial burden of $280 billion in 2018. Rework

accounts for approximately 5% of the total contract value of a project, or 7.1% of the total

working hours, where 70% of all rework is caused by design errors, often due to factors such

as lack of collaboration, design changes, and poor document control [5].

The construction sector has traditionally struggled with low productivity. Although this

sector has experienced an annual growth rate of labor productivity of 1% in the last two

decades, it has lagged behind the global average of 2.8%. This trend is highlighted in a
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McKinsey report, which indicates that major construction projects often exceed timelines by

20 per cent and budgets by 80 per cent [6]. Project delays can also cost clients significantly

by reducing the contractor’s annual revenue and reputation for project execution. As shown

in Figure 1.1, delays in the UK can reduce the value of a project by 15% and cost the global

industrial sector €1.58 trillion [7].

Figure 1.1: Analysis of the levels of delay in the construction industry in UK [7]

Moreover, budget overruns are a major concern in the construction sector. On a national

scale, projects tend to exceed their allocated budgets by an average of 16%. Moreover, a

comprehensive analysis of project data from 20 countries reveals that about 85% of these

projects have experienced cost overruns in the last seven decades. According to the World

Economic Forum, the digital revolution offers a promising perspective as it could lead to

significant cost savings of $1.2 trillion worldwide, especially in the design & engineering and

construction phases [8]. This highlights the critical necessity for the industry to embrace

technological advancements as a means to increase efficiency and scalability in project col-

laboration, and as a fundamental strategy for future development and sustainability. In this

context, digital solutions seem to lead this transformation and have the potential to enable

an energy efficient construction sector with real-time emissions monitoring [1].

Therefore, digitalisation of the construction industry is necessary and involves many di-

mensions, including the use of digital tools and technologies, process automation, and digital

project communication. The construction process is expected to be significantly transformed
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due to technological developments, particularly the application of building information mod-

elling (BIM). BIM requirements for public projects in the UK highlight the global impulse

towards digitalisation in construction. BIM is recognised as a revolutionary tool that en-

ables efficient and effective information sharing and encourages better collaboration [9]. In

a construction project, data exchange related to project tasks is complex, especially when

dealing with multiple disciplines (e.g. architecture, structural engineering, etc.). Managing

BIM across multiple projects, especially in geographically distributed organisations and loca-

tions, brings complexities related to data management, data provenance, and confidentiality

[10]. These complexities can include issues related to data integration, version control, main-

taining data consistency across projects, and ensuring secure and efficient data access for

geographically dispersed teams. Large volumes of information can also cause challenges in

data accuracy, which can affect stakeholder confidence in the BIM process [11].

The digital revolution has reshaped many industries and forced the construction indus-

try to move from traditional hierarchical structures to a more flexible and dynamic way of

working. Decentralised approaches, supported by flexible network dynamics, allow informa-

tion, decision-making, and collaboration to circulate between networked individuals or nodes,

promoting faster and more adaptable project management and implementation. This shift

emphasises the importance of collaboration and participation of all stakeholders throughout

the life cycle of a project [12]. However, ensuring reliability in data exchange, including key

drawings and legal documents, as well as broader aspects of data security, transparency, and

quality, remains a significant challenge among the various complexities faced by the construc-

tion industry [13]. In addition to data reliability, other challenges include project coordination,

resource management, budget constraints, and compliance with regulatory requirements [14].

Blockchain, or distributed ledger technology (DLT), has been recognised for its trans-

formative potential in various industries. This technology offers decentralised, secure data

management with features such as security, transparency and data integrity without the need

for a centralised authority [15]. Its applications range from powering cryptocurrencies such

as Bitcoin and Ethereum to enabling traceability in supply chains, verifying the authenticity

of works of art, and facilitating real estate transactions [16]. Moreover, its capabilities extend

to advanced areas covered by Industry-4.0, such as cyber-physical systems, the Internet of
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Things (IoT), cloud computing, artificial intelligence (AI), and it has been successfully ap-

plied in sectors such as manufacturing, finance, healthcare, cybersecurity, and transport [17].

As a secure method for recording transactions, the blockchain is suitable for legal processes

and can present digital assets as evidence [18].

Blockchain technology presents a secure and efficient way to manage and record data

in construction applications. The blockchain, in essence, works through a network of in-

terconnected points, enabling information to be processed securely [19]. One of the main

advantages of the construction industry is its ability to provide transparent and protected

records. This feature promotes trust and accountability among project stakeholders because

every piece of information is securely recorded and verified [20]. While the prospects of

blockchain are promising, it is not without its limitations, especially in terms of data storage,

transfer and scalability [21].

A prominent feature of blockchain is the "smart contract". This digital agreement auto-

matically executes tasks when certain conditions are met, such as the automatic release of

payments when a project phase is completed. For the construction industry, this could mean

reducing delays, overcharges, and potential disputes. For example, average dispute values in

the UK have increased over the years. The average dispute value in the UK is £27.48 million

in 2021 (based on an approximate exchange rate of £1 = $1.3757). The average duration

of disputes in the UK is just under 12 months (see Figure 1.2) [22].

Figure 1.2: Analysis of the levels of dispute in the construction industry in the UK [22]

In addition, these digital agreements can improve safety on construction sites by ensuring

that equipment operates within defined rules. They also emphasise the harmonised nature of

5



1.2. TECHNOLOGICAL DEVELOPMENTS IN CONSTRUCTION

this technology by promoting secure communication between different digital devices (such as

IoT sensors, BIM systems, and mobile devices) that can exchange data on construction sites

without the risk of external interference or data breach [23]. As the pressure for sustainable

construction increases, the role of blockchain in promoting environmentally-friendly practices

is becoming increasingly important, as reported in the literature [24].

In light of these issues in the construction industry, there is an urgent need for a complete

solution that effectively addresses the gap between traditional methodologies and the dynamic

requirements of the construction industry. A blockchain-enabled solution can provide both the

immediate operational needs and the long-term strategic sustainability goals of the industry.

Further details of the blockchain are presented in "Chapter 2".

1.2 Technological Developments in Construction

The construction industry faces important challenges, due to a variety of variables, such

as payment delays, stakeholder disputes and cost overruns, cash flow management issues

and the potential threat of insolvency. As discussed in the previous section, these factors

often lead to conflicts and suspension of financial responsibilities. Such obstacles hinder the

development of cooperation and trust among sector participants [25] [26]. In this context, it

is essential to investigate the role of technology in the construction sector because it offers

potential solutions to streamline processes, increase efficiency, and overcome these persistent

challenges.

Digital construction practices involve various technological developments including BIM,

IoT, digital collaboration tools, automation, robotics, augmented reality/virtual reality (AR/VR),

and data analytics/AI. These applications have enabled a significant transformation in the

construction industry through improvements in communication, collaboration, efficiency, and

decision-making. For example, the BIM framework enables the creation and sharing of dig-

ital project representations [27]. However, AI and IoT are used to monitor and manage

resources and processes on construction sites [28]. The adoption of innovative solutions such

as blockchain has the potential to effectively mitigate payment delays, enhance transparency,

and promote a more reliable and credible collaboration among various stakeholders [29].
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1.2.1 Building Information Modelling (BIM) in Construction
In recent years, the implementation and development of BIM applications have played a

critical role in the transformation of the construction industry. BIM has been adopted as a

digitalisation framework that creates a central platform where all stakeholders can observe

and contribute to a project in real time, encouraging trust and collaboration. Every change

is documented and easily accessible. It also facilitates data exchange, enabling everyone,

from architects to contractors, to work with the most up-to-date data. Different teams use

a collaborative approach to solve problems, fault detection, and task planning with BIM.

Chuang et al. show that the use of BIM facilitates efficient and effective communication and

information distribution among construction stakeholders to manage projects [30]. However,

a functional framework depends on BIM’s ability to manage data and processes and is of-

ten associated with security and usability issues, including the risk of compromising data

consistency and legitimacy [31].

Some of the limitations to the applicability of BIM for construction are summarised below:

• Interoperability challenges arise when exchange specifications are not strong enough

or there is a lack of standardisation in how different BIM software packages share

models. These inadequacies can result from inconsistencies in software design, limited

compatibility features, or a lack of universal standards across platforms. Therefore,

data exchange and collaboration become difficult and hinder the full potential of BIM

integration. Integrated architecture is often unsuitable for real-time co-design and there

is a lack of a mechanism to capture identified iterations in BIM model updates [32].

Interdisciplinary project coordination is illustrated in Figure 1.3.

• Barriers to a delegation of tasks and accountabilities due to overlapping roles and

responsibilities, protection of intellectual property, risk mitigation and confidentiality

[32].

• A BIM software platform exposes a lack of cyber-resilience, resulting in threats in data

manipulation, hacking, and other cyberattacks[33].

• Time-consuming renovations and improvements, as well as other routine activities that
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can be automated throughout a project life cycle [31] and limited visibility in data

tracking [34] lead to miscommunication between project stakeholders [35].

Figure 1.3: Project coordination across disciplines

For these reasons, the construction industry needs more adapted and scalable data ex-

changes around BIM and the common data environment (CDE), and improved flexibility for

data manipulation, model consistency, and associated risks [33]. Blockchain improves BIM

by addressing these limitations. Its decentralised and immutable nature ensures that BIM

data remains secure and tamper-proof. Blockchain also facilitates better task delegation

and accountability by providing a transparent record of all activities, which is crucial for

multi-stakeholder projects. [32].

1.2.2 Provenance Models: Issue Status and Data Disruption
Provenance refers to tracing the origin and history of data throughout its life cycle. Effective

data provenance is essential in construction to ensure the accuracy and legitimacy of project
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information. Existing systems often struggle to verify the authenticity of data, prevent fraud,

and maintain data integrity [36].

Current systems often struggle with:

• Data Verification: Difficulty in establishing verifiable data provenance and preventing

fraud [36].

• Data Integrity: Challenges in maintaining data consistency and protecting against

tampering [37].

Blockchain improves data provenance by offering a protected ledger and decentralised

verification, allowing stakeholders to verifiably track every data update and change [38].

This visibility increases confidence in the decision-making process by reducing the risks of

fraud and data loss [37].

1.2.3 Construction Industry Sustainability
The construction sector is one of the significant contributors to global greenhouse gas emis-

sions among other industries, with more than 40% linked to fuel consumption. To address

this, sustainable construction practices are essential. Also, data breaches and inconsistencies

in administrative data transfer emphasise the need for improved sustainability management

in future developments. Globally, the potential of innovative technologies to overcome chal-

lenges, especially those related to sustainable management, is increasingly being highlighted

and attracting attention [39].

Blockchain presents a solution by enabling sustainable practices to be tracked and verified

data in real time. It provides a tamper-proof record of energy use and material procurement,

increasing accountability and compliance with sustainability standards. When combined with

IoT and AI, blockchain further optimises energy efficiency and resource management, poten-

tially reducing a building’s carbon footprint by up to 30% [40].

1.3 Digitalisation and Automation in Construction

The German high-tech strategic initiative plans for 2020, published in 2011, form the basis

for the fourth industrial revolution, Industry 4.0. The transition from the first industrial
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revolution to the fourth industrial revolution is characterised by "smart manufacturing" and

a shift towards digitalisation in production [41] [42]. According to Hermann et al.[43], the

key components of Industry 4.0 are cyber-physical systems (CPS), IoT, internet of services

(IoS), and cognition via computer, all of which are relevant to the optimal functioning of the

construction industry.

1.3.1 Industry 4.0 and BIM

Industry 4.0 is a technological framework that emphasises the digital integration of industrial

processes, merging the physical and digital worlds [42]. This framework utilises technologies

such as CPS, IoT, and Machine-to-Machine (M2M) communication to shape the upcoming

industrial revolution. When this concept is applied to the construction sector, it is termed

Construction 4.0 [41]. This approach encompasses the entire construction life cycle and

leverages tools such as BIM and cloud-based CDEs to streamline processes [44]. Despite

the potential of these advancements, the adoption of the construction industry has been

limited due to challenges such as project complexity, fragmented supply chains, and short-

term perspectives [45]. However, with the integration of advanced technologies, including

AI, cloud computing, and blockchain, there is a push toward a more digitised and efficient

future in construction [46] [47].

The construction industry has effectively adopted BIM for digitalisation, allowing features

such as detailed design, conflict detection, and energy analysis [31]. BIM requires sophisti-

cated data analysis and integration to provide actionable insights during the digital transition

[48]. Moreover, it is essential for collaboration and digital twinning strategies throughout

the life cycle of a building, highlighting the need for trust within a networked system [49].

Data should be stored and exchanged in a secure and safe environment, and be well designed

to ensure efficiency and security [50]. The combination of BIM with emerging technologies

such as blockchain, AI, cloud computing, and machine learning (ML) provides significant

digital transformation opportunities for the construction industry [28]. At the computing

level, blockchain also facilitates the creation and coordination in real time of a visualised

database, enabling more effective and secure interdisciplinary collaboration [51].

The findings from the current study include:
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Digital technologies, including BIM and construction project management software, have

the potential to revolutionise the construction industry by increasing productivity, reducing

costs, and streamlining operations [52] [53] [54]. The integration of digital tools such as

BIM, ERP and project management software is crucial to effective construction management

by promoting information exchange and collaboration [55]. These technologies stimulate

innovation and lead to the development of new products and services [56] [57], they also

increase project efficiency by facilitating the incorporation of emerging technologies such as

drones, blockchain, and IoT [58] [59]. Improved stakeholder collaboration is another benefit

of digital adoption in the construction industry [60] [61] [62]. These technologies offer

numerous advantages, including reduced costs and increased efficiency, while [63] [13] [57]

[64], they also pose challenges related to privacy and accountability [47] [65] [66]. Blockchain

integration with BIM can address some of these challenges by offering a decentralised platform

for efficient information sharing [67] [68] [69], and paves the way for innovative capabilities

in real-time monitoring and technology integration [28] [70] [71].

Limitations on the way of digitalisation in the construction industry:

The adoption of digital technology in the construction industry presents challenges due to

its inherent complexity and diversity [72]. Barriers such as lack of standardisation, [73] [74],

insufficient skilled personnel, and limited awareness of the potential benefits of technology [75]

hinder the integration of digital tools. The fragmented nature of the sector and the lack of

interoperability of the systems result in poor data quality and availability [76][77]. Moreover,

the significant initial investment required for digitalisation deters many organisations from

looking for concrete evidence of the benefits of technology before committing [78] [79].

1.3.2 Blockchain for Construction Automation

The increasing adoption of digitisation is due to its capabilities to support modelling, pre-

diction, and optimisation on various digital artefacts, as discussed and acknowledged in the

recent literature [80]. However, challenges such as privacy, security, and reliability of data

sources arise in the use of digital documents and data [81]. This digital transformation gen-

erates a wide range of data types, from architectural plans to work programmes. Effective

management and analysis of this data is critical to enhance project management, acceler-
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ate decision making and improve project outcomes. Challenges arise in securely tracking

data changes and maintaining a consistent revision history, especially when using advanced

tools such as BIM [82]. Traditional methods based on centralised systems pose risks due to

unauthorised or unintentional changes. To mitigate these risks, it is proposed to integrate

BIM with blockchain technology, which can reduce risks, encourage collaboration, and en-

able better information flow between project stakeholders [83]. For example, architects can

receive notifications about design changes, encryption, and storage details. Participants have

complete control over their data, allowing them to grant or revoke access when necessary, a

very important feature in scenarios where forged documents or licences may be found [84].

Digitalisation contributions to the construction industry on the basis of BIM and blockchain

are as follows:

Automation is facilitated through the use of "smart contracts", where digital agreements

with self-executing codes are automatically triggered when certain conditions are met [85].

Decentralisation ensures that data storage on a blockchain network is secure, free of biases

of a single central authority, and controlled by a community of nodes [86]. Collaboration

between teams, empowered by BIM and blockchain, increases productivity and autonomy by

eliminating the need for intermediaries [87]. Immutable data transactions are enabled, al-

lowing model changes and provenance records to be tracked with timestamps for verification

[88]. Remote real-time monitoring and management become possible, delivering actionable

insights from a distributed database [89]. Since machines are operated remotely, increased

efficiency and safety are achieved and a stable working environment is promoted [90]. Im-

proved documentation is due to the ability of the blockchain to track transactions without

allowing data changes [91]. The demand for customised products and services is efficiently

met through comprehensive historical data [92]. Maintenance and planning forecasts benefit

from real-time data analysis, enabling early fault detection and faster solutions [93]. Data

and information tracking are improved through blockchain, providing traceability in the de-

sign and review process [94]. The immutability in the blockchain minimises security breaches

because each node has a copy of the digital ledger [95]. Licence management is facilitated

by the blockchain’s ability to record and track transactions piece by piece [94]. Digitalisation

enables more effective risk management through what-if analysis [96]. Furthermore, predic-
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tive analytics and decision support are improved through real predictive data and visualisation

tools [97]. Multiple participants in construction disciplines can access the blockchain net-

work to verify the process history and track various iterations [88]. Figure 1.4 shows the

contribution to digitalisation with blockchain integration through the BIM RIBA Work Plan

stages.

Figure 1.4: a) BIM and blockchain integration for digitalisation b) Example of the data record
in data exchange c) Example of the data record with its features on blockchain
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1.4 Construction Projects and Life-cycle Stages

Construction projects progress through different life-cycle phases, such as design, planning,

execution, operation and maintenance, and the exchange of information between these phases

is important for the success of the project. At each stage, stakeholders such as architects,

engineers, contractors or government authorities need to access and share relevant data for

informed decision-making.

Throughout the life cycle of a construction project, a large amount of information is gen-

erated and shared at various stages between various participants. The efficiency and man-

agement of this data exchange are necessary to bridge the gaps between construction stages

and promote effective communication, strategic decision-making, and synergies between all

parties involved. Today’s construction environment is characterised by the convergence of

digital technologies with traditional practices, marking a transition from predominantly me-

chanical and automated techniques to a more digital and intelligent framework. At the centre

of this transformation is a consolidated project information platform that leverages advanced

construction technologies, methods, AI, and data analytics. This integrated environment

facilitates both project development and subsequent maintenance. As new information tech-

nologies are incorporated, the construction process is constantly evolving, highlighting the

need to integrate these technological advances with progressive construction techniques and

modern project management approaches [98].

In this respect, BIM emerges as a technology with significant transformation potential.

This facilitates the process of information exchange by providing a digital representation of the

project that all stakeholders can access [99]. In addition to BIM, other tools, such as project

management software and collaboration platforms, facilitate this information exchange [100].

However, the construction industry faces unique digitisation challenges, especially during the

design and construction phases. Compatibility issues arise as multiple participants contribute

different data using various digital formats (e.g., IFC and DWG for design). The temporary

nature of construction projects further complicates the tracking of building components

equipment and personnel activities.

A BIM project execution plan (PEP) serves as a guiding framework detailing how BIM
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is integrated throughout the project life cycle. Identifies where BIM can be most beneficial,

such as visualising structural issues during the design phase or optimising resource allocation

during construction. Regular monitoring of this blueprint ensures that stakeholders benefit

from the full potential of BIM [101]. As highlighted by the BIM Industry Working Group,

the UK government recognises the value of BIM throughout the life cycle of a project, from

inception to final demolition. The literature shows that BIM can be used in feasibility, design,

preconstruction, and construction [102]. It highlights its various applications at stages such

as [103] and operations and management [101]. However, the construction life cycle is

not without its challenges. Issues such as cost overruns, design mistakes, safety risks, and

environmental concerns can arise [104]. These problems are exacerbated by factors such as

poor planning, communication breakdowns, and unforeseen events such as adverse weather or

material shortages. Traditional paper-based methods compound these challenges by creating

data silos and inconsistencies [105] [13].

To address these concerns, the industry is exploring various solutions, including the fol-

lowing:

• Enhanced project planning and management is accomplished through advanced plan-

ning technologies such as BIM, enabling stakeholders to detect potential issues early

and implement necessary actions to mitigate risks [99].

• Increased communication and cooperation among project stakeholders eliminates mis-

understandings and conflicts [106].

• The implementation of digital technologies such as BIM, blockchain, and AI enhances

the accuracy and efficiency of project management while minimizing the likelihood of

errors [20].

• Standardization and interoperability of data and technology platforms enhance the

sharing and exchange of project information among stakeholders, decreasing data silos

and improving cooperation [13].

The adoption of blockchain technology is intended to address the identified issues given

in this section and others by leveraging its features and capabilities. It can facilitate better
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communication and collaboration between project stakeholders, leading to a more productive

and harmonised working environment. The project could also benefit from new construc-

tion techniques that have the potential to reduce costs, minimise losses, and optimise the

construction process using blockchain technology.

1.5 Research Questions and Objectives

In response to challenges previously mentioned in earlier sections, blockchain technology

is emerging as a promising method to revolutionise the construction industry by increasing

collaboration, transparency and sustainability [127]. The literature review identified two major

research gaps in the construction industry: the lack of research on practical applications of

blockchain technology and the scarcity of studies addressing blockchain-driven solutions to

improve information exchange in construction projects. This study therefore aims to fill this

gap by investigating the feasibility, benefits and challenges of integrating blockchain into

construction applications. Utilising the existing literature on the limitations of BIM and

the transformative potential of blockchain, it seeks to develop innovative blockchain-driven

solutions adapted to construction projects.

This research aims to address these research gaps by focusing on four key research ques-

tions. The research questions and objectives are given below:

1. Can BIM and blockchain be integrated and applied in construction life-cycle stages to

improve safety, cost-efficiency and sustainability of construction projects?

• Objective 1.1: Explore the potential integration of BIM and blockchain technology

at different stages of the construction life cycle to improve safety, efficiency, and

sustainability.

• Objective 1.2: Investigate how the integration of BIM and blockchain technolo-

gies can support collaboration across disciplines in the construction industry by

promoting accountability and visibility in the supply chain.

2. Can a blockchain-based BIM provenance model be developed to ensure traceability and

transparency of BIM data in a construction project?
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• Objective 2.1: Develop a blockchain-based BIM provenance model that enables

secure and immutable tracking of BIM data throughout the entire life cycle of a

construction project, including data creation, modification, and utilisation.

• Objective 2.2: Apply the developed blockchain-based BIM provenance model in

a real-world construction project to assess its feasibility, effectiveness and practi-

cality.

3. How can blockchain technology be applied to energy management systems to improve

operational performance and ensure sustainable building practices ?

• Objective 3.1: Investigate the potential of blockchain technology to support en-

ergy management in the built environment.

• Objective 3.2: Explore how blockchain can streamline data management providing

a real-time energy sensing and control capability to advance energy efficiency and

sustainability goals in the construction industry.

4. What are the key benefits and drawbacks of the blockchain application for the con-

struction industry?

• Objective 4.1: Analyse how the integration of blockchain technology impacts the

general performance of construction projects, using ROI and key performance

metrics.

• Objective 4.2: Extract evidence from community consultations about limitations

and the current challenges around the adoption of digital technologies in the

construction industry.

This thesis aims to advance the integration of blockchain technology and BIM into the

construction industry. It focuses on investigating the feasibility and potential benefits

of incorporating blockchain into various stages of the construction life cycle to enhance

security, cost efficiency, and sustainability. The study outlines the unique advantages

of integrating BIM and blockchain throughout key phases, including design, planning,
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procurement, construction, and facilities management. The research involves develop-

ing a blockchain-powered BIM data model to enable data traceability and transparency

of objects throughout construction projects. This includes building a sophisticated BIM

model and designing smart contracts to record the life cycle of BIM data and objects

immutably. Additionally, the study explores blockchain’s potential to support energy

efficiency interventions in the built environment, showcasing practical applications and

developing a framework for more efficient and sustainable energy practices. In general,

this thesis aims to provide insights and practical solutions for the technological inte-

gration of blockchain and BIM, contributing to the digitalisation of the construction

industry.

1.6 Contributions

This research conducts a comprehensive literature review that informs the develop-

ment of a conceptual blockchain framework and analysis to determine the potential

blockchain impact on the construction industry. This research explores the potential of

blockchain to improve the management of BIM data, collaboration, sustainable building

practices, and the integration of emerging technologies.

The contributions of this thesis are as follows.

(a) Examine the integrating blockchain technology into the construction industry,

focusing on construction management and life cycle stages aiming to enhance

automation, data management, transparency, traceability, and efficiency within

the construction life cycle. A blockchain model is proposed to demonstrate the

feasibility and effectiveness of this integration through a case study.

(b) Develop a BIM data-provenance model by leveraging blockchain technology to

improve data reliability and authenticity in construction projects. A real bridge

construction case study is used to demonstrate the effectiveness of the provenance

model and its integration with the project BIM data.

(c) Propose a blockchain capability that can support improved energy management

18



1.7. THESIS OUTLINE

based on auditable energy sensing and control policies in buildings. By developing

and validating a blockchain-based model, this study demonstrates the potential

of blockchain to improve data accuracy, transparency, and efficiency in energy

management for buildings.

(d) Providing empirical support for findings by applying an evaluation framework that

includes key performance indicators (KPIs) with associated impact calculations

and a questionnaire that evidences the significance of the research and improved

the scientific understanding of the field while providing a foundation for future

research efforts.

1.7 Thesis Outline

The structure of this thesis is visualised in Figure 1.5.

This thesis is structured as follows:

Chapter 1

This chapter discusses the main drivers for the integration of BIM and blockchain tech-

nology in the construction industry and outlines the problem statement and objectives

for the research study.

Chapter 2

Chapter 2 provides a review of the existing literature and related studies exploring

the integration of digital technologies into the construction industry. The chapter

starts with an analysis of the impacts of BIM utilisation in the construction industry,

highlighting its important role in facilitating project collaboration, and provides the

basis for the integration of BIM with blockchain technology throughout the construction

industry life cycle and explores how blockchain can be applied to enhance broader

systems.

Chapter 3

This chapter outlines the methodological approach used in this thesis, detailing the

key stages and techniques used to achieve the research objectives. It also provides an
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Figure 1.5: Thesis outline

overview of the research design, including the methods and processes used to collect

and analyse data, and describes the steps taken to implement the study.

Chapter 4

Chapter 4 presents two scenarios considering the design and lifecycle of the construction

industry. The first scenario presents a model for construction projects using the synergy

between BIM and blockchain technology. This scenario highlights the importance of

building trust between stakeholders while emphasizing automation and better data

management. The second scenario examines the transformative impact of blockchain

technology on data integrity in construction projects. A provenance model is introduced

that demonstrates the benefits of blockchain integration in ensuring data integrity
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throughout the construction lifecycle.

Chapter 5

This chapter investigates the use of blockchain technology to improve energy man-

agement strategies in buildings. A blockchain model is proposed to support auditable

energy sensing and control, demonstrated through a case study focused on monitoring

and managing energy in office spaces and buildings. The case study highlights the

applicability and effectiveness of blockchain-based energy management in buildings.

Chapter 6

This chapter presents the advantages and disadvantages as identified in the existing

literature and case studies, including key performance indicators (KPI) and associated

impact calculation. The chapter also presents a questionnaire that captures industry

professionals’ perspectives in order to provide a more holistic understanding of the inte-

gration of blockchain technology in the construction industry, enriched with qualitative

context and real-world assessments.

Chapter 7

This chapter revisits each research questions and provides a summary of the findings and

their contributions. It also provides a synthesis of the thesis, emphasizing the rigor,

importance and impact of the research. The chapter acknowledges the limitations

of the study and concludes with recommendations for future developments in the

construction industry.

In summary, this thesis investigates the integration of BIM and blockchain technology

into the construction industry. The introductory chapter establishes the contextual

framework and states the research questions and objectives, while Chapter 2 provides

a literature review examining the implications of BIM and blockchain throughout the

construction industry life cycle. Chapter 3 carefully details the research methodol-

ogy. Chapters 4 and 5 case studies showcasing the application of blockchain tech-

nology in different areas of the construction industry. Chapter 4 presents a model

for BIM-blockchain integration. Chapter 5 explores the use of blockchain for energy
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management in the built environment. Chapter 6 presents an analysis of the advan-

tages, barriers, empirical findings, and validation through KPI and questionnaire that

contribute to the understanding and effective application of these technologies in the

construction industry. Finally, Chapter 7 synthesises key knowledge, addresses research

questions, and suggests strategic directions for future research.

Next Chapter: Literature Review

The following section provides a literature review examining the integration of blockchain

technology into the construction industry, alongside sustainability initiatives and emerg-

ing technologies. The next chapter will explore the benefits of combining blockchain

with BIM, highlighting its potential to enhance project management and stimulate in-

novation in the industry. The chapter will also examine the applications of blockchain

in collaborative applications, supply chain management and energy efficiency in build-

ings, aiming to provide an overview of current research while identifying gaps in this

area and opportunities for future advancements.
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This chapter examines the integration of blockchain technology in the construction in-

dustry alongside sustainability initiatives and next-generation technologies. Focussing

on the benefit of blockchain with BIM in construction, this chapter explores its po-

tential for project management and industry innovation. It also explores blockchain

technology and its potential benefits, starting with collaborative practices and BIM

adoption. Additionally, this chapter explores how blockchain can support supply chain

management and its role in energy management in buildings to assess its potential

to improve sustainability practices. This exploration aims to provide information on

current research directions and identify areas for future construction work.

2.1 Introduction to the Domain of Research

The adoption of blockchain technology in various sectors has attracted attention thanks

to its decentralised nature and potential to increase transparency, security, and effi-

ciency. In the construction industry, the integration of blockchain has become an

increasingly attractive and important topic. To delve deeper into this area, a com-

prehensive literature review has been conducted to explore the various ways in which

blockchain technology can be utilised in construction processes. This exploration aims

to reveal both the potential advantages and challenges of incorporating blockchain into

the construction industry. The current state of research is analyzed to understand the

implications of blockchain adoption in the construction industry. Through this explo-

ration, this chapter attempts to shed light on the potential benefits and challenges

inherent in the application of blockchain in construction projects. The trajectory of

the literature review process is not only to analyse and synthesise existing knowledge

but also to identify research gaps. The review of the literature on the integration of

blockchain in the construction industry follows a systematic approach, as presented in

Figure 2.1.

The first step involved defining keywords covering various aspects of the topic. Key

words used in this thesis include blockchain OR distributed ledger OR smart contract

AND ("building information modelling" OR BIM OR construction industry OR the AEC
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Figure 2.1: The stages of the review process

industry OR built environment OR smart city OR design OR construction management

OR project lifecycle OR planning OR operations OR smart environment OR architecture

OR engineering OR infrastructure OR energy OR energy efficiency OR smart building

OR sustainability OR circularity OR IT OR AI & ML OR big data). Comprehensive

databases such as Google Scholar and Scopus were then selected to provide a broad

coverage of scientific research. Ongoing submissions from ResearchGate were also

evaluated to include additional sources such as conference proceedings and industry

reports. Specific criteria were set, including language (English), year of publication

(2008-2023), and the inclusion of various types of publications. This process ensured
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that the relevant literature was obtained while excluding duplicate articles, abstract-

only records, patents, and non-English publications. The review process begins with

subject-based selection filters such as relevant keywords, specific subject areas and

publication types. During abstract review, abstracts are assessed for their relevance

and study design to ensure that they are aligned with the research objectives. In the

detailed review, selected articles are assessed for methodology, results, conclusions and

citation impact.

A wide range of research articles from 2008 to 2023 was analysed, as shown in Fig-

ure 2.2. The period from 2008 to 2023 is considered critical for blockchain research,

especially in the construction industry, as it started with the publication of the Bitcoin

whitepaper introducing blockchain technology. The early years (2008-2013) marked

the initial development of blockchain, followed by significant innovation (2014-2017)

exploring its potential applications in construction, such as supply chain management

and project tracking. From 2018 to 2023, the focus shifted to mainstream adoption

applying blockchain to increase transparency, reduce fraud and improve collaboration

between stakeholders in construction projects.

Figure 2.2: Number of papers reviewed within this thesis cover periods that range from 2008
to 2023.

The analysis of this period reveals the advancement of blockchain across the entire

construction industry. The analysis focused specifically on a comprehensive collection

of 581 research articles using tools such as NVIVO and Mendeley to improve the
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academic integrity and significance of the study.

To present the complete picture of the research, two different processes were applied:

co-occurrence mapping, which visually identifies the link between keywords, and co-

authorship mapping, which sheds light on the relationships between authors and their

respective scientific contributions. The NVivo and VOSviewer software tools have been

used as a facilitating mechanism to perform these analytical procedures. VOSviewer

provides a graphical framework for the analysis of bibliometric data. The co-occurrence

mapping process covered the entire range of keywords and used the entire count method

to execute. The analysis shows a strong correlation between the implementation of

blockchain and the construction industry.

Keywords showing high frequencies serve as markers of prominent areas of focus within

the research. The most frequently occurring keywords include: "blockchain" (258 oc-

currences), "smart contract" (225 occurrences), "BIM" (167 occurrences), "informa-

tion management" (160 occurrences), "IoT" (163 occurrences), "digital twin" (132

occurrences), "construction industry" (125 occurrences), "security" (117 occurrences),

"lifecycle" (89 occurrences) and "applications" (75 occurrences). Examination of the

co-occurrence network of keywords can be seen in Figure 2.3.

Figure 2.3: In-depth examination of the network of keyword co-occurrence.
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The collaboration map in Figure 2.4 reflects a distributed structure in which elements

and functions are distributed between multiple nodes. The authors Whang Y., Whang

J., Li Y., Huang X., Li Q., Li S. and Liu J. are at the centre of the most extensive

collaboration cluster. Within this category, Whang Y. and Whang J. stand out as

the authors of the majority of the most cited papers. Perera S., Li J., Kassem M.,

Senaratne S. and Nanayakkara S. have made significant contributions to blockchain

research in the construction industry, earning the distinction of being the most cited

authors.

Figure 2.4: Network for author cooperation

2.2 Key Findings from Related Studies

The literature review presents a synthesis of findings from a wide range of research

papers focusing on introducing, integrating, and utilising blockchain technology with

BIM, particularly in the construction industry. Over the past few years, the construc-

tion industry has experienced a wave of innovation powered by blockchain technology.

Some of these developments are as follows: the authors examine the development of a

blockchain-based system that enhances traceability and transparency [107], introduce

a construction management system built on blockchain principles for enhanced trust
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[108], and highlight the integration of digitalisation through blockchain for improved

collaboration [109]. Nguyen et al. (2012) developed a comprehensive blockchain

taxonomy, shown in Figure 2.5, to provide information on the various classifications,

functionalities, and applications of blockchain. However, the existing literature shows

that there is a gap in exploring the potential of blockchain in the construction industry.

Figure 2.5: Blockchain taxonomy [110]
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An ongoing challenge in the industry is the emergence of payment delays and disputes

between stakeholders, often exacerbated by bankruptcy and cash flow disruptions. [26].

To overcome these challenges and promote a more trustworthy cooperation environ-

ment, the integration of advanced technologies such as blockchain is considered essen-

tial [29]. Parn & Edwards [14] emphasised the importance of a secure CDE, highlighting

the susceptibility of the construction industry to cyberphysical threats. They suggest

that the decentralised nature of blockchain technology can provide a solution for the

protection of sensitive digital infrastructure data, particularly within the BIM environ-

ment. Another important study [31] highlights the synergy between blockchain and

the BIM process and suggests that blockchain has the potential to improve security,

data storage, and management capabilities in the BIM environment. While BIM acts

as a digital channel for the exchange of information between construction projects, the

incorporation of blockchain’s smart contracts could revolutionise the procurement pro-

cess by offering enhanced flexibility in contract management and payment processing.

This integration can also address common industry issues such as data traceability and

ownership [31].

Once data is stored in the blockchain, it becomes immutable and provides a tamper-

proof and traceable record of all transactions [111]. Blockchain consensus protocols

and cryptographic techniques can significantly save time and costs by streamlining

transactions. This technology also holds promise for enhancing confidentiality, privacy,

and data ownership in BIM-centred projects [112]. The concept of smart contracts,

essentially computerised agreements, has the potential to redefine trust between stake-

holders [113] [114].

Despite its transformative potential, blockchain adoption in the construction industry

is still in its infancy [115]. However, its capacity to address critical challenges in

the industry and reshape traditional operational paradigms highlights its potential to

revolutionize the construction industry, as blockchain’s natural abilities to facilitate

secure collaborations and ensure data integrity position it as a valuable asset for the

future of the industry [113] [116]. A comparison of the advantages of blockchain in
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the construction industry compared to traditional systems obtained from the review of

the literature is presented in Table 2.1.

These and additional studies are given in Table A.1 (Appendix A.1.). Theanalysis

identifies several critical criticisms prevalent in existing blockchain studies in the con-

struction field, ranging from limited practical application to an emphasis on technical

complexities. These studies have observed theoretical frameworks that lack real-world

validation, studies that narrowly focus on specific aspects of blockchain integration,

and a lack of empirical evidence supporting proposed solutions.

Table 2.1: Overview of the potential benefits of using Blockchain technology in con-
struction projects.

Aspects Traditional Construction Construction with Blockchain

Transparency

Limited transparency in supply chain and project

management [34] [117]. Stakeholders may not

have access to complete and accurate informa-

tion, which can lead to issues and delays [118]

[119].

Greater transparency in supply chain and project

management due to the immutability of data on

Blockchain [120] [121]. All stakeholders can ac-

cess and verify information, resulting in fewer dis-

putes [122] and faster decision-making [123].

Project man-

agement

Centralized project management and decision-

making with a higher risk of errors [11] and delays

[124].

Smart contracts for decentralised project man-

agement provide more accuracy and fewer mis-

takes in decision-making [31] [125][126]. All

stakeholders can participate in decision-making,

leading to faster and more accurate decisions

[127] [128].

Payment pro-

cesses

Manual processes for payments and invoicing

may result in delays and disputes [129]. Pay-

ments may be delayed or disputed due to errors

or disagreements [130].

Automated payment processes through smart

contracts may result in faster payments and re-

duced disputes [126]. Payments are automati-

cally triggered when conditions are met leading

to faster and more accurate payments [120] [131]

[105].

Continued on next page
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Table 2.1 – continued from previous page

Aspects Traditional Construction Construction with Blockchain

Documentation

Manual documentation processes may lead to

potential errors and lost documents or misfiling

[132] [133].

Automated and secure documentation processes

with the use of Blockchain, reducing the risk of

errors and lost documents [64] [31] [134]. All

documents are stored on the Blockchain, ensur-

ing their security and availability [71][112] [13]

[135].

Quality control

Limited quality control mechanisms, potential is-

sues and rework [136]. Quality may be compro-

mised due to a lack of monitoring or quality con-

trol processes [136] [137] [138] [139].

Improved quality control mechanisms through

the use of Blockchain [13] [140]. Quality con-

trol processes can be automated and monitored

in real-time [57] [125] [141] [90] [28].

Supply chain

management

Limited visibility and traceability in the supply

chain [142] [143]. The supply chain may be

opaque, making it difficult to track or verify in-

formation [137] [144] [139].

Improved visibility and traceability in the supply

chain through the use of Blockchain [145] [105].

The supply chain can be tracked and verified on

the Blockchain [146] [147] [148] [149] [142].

Cost manage-

ment

Limited cost management mechanisms, leading

to potential cost overruns [150] [71] [119]. Costs

may be difficult to track or predict, leading to

potential overruns [139] [151] [152].

Improved cost management mechanisms through

the use of Blockchain [13] [153] [64] [105]. Costs

can be tracked and predicted in real-time on

the Blockchain, ensuring accurate budgeting and

cost control [134] [90] [126].

Collaboration

Limited collaboration and communication be-

tween stakeholders [13] [154] [155]. Stakeholders

may not have access to complete and accurate

information [155] [152] [124] [69] [143].

Improved collaboration and communication be-

tween stakeholders through the use of Blockchain

[156] [87] [51]. All stakeholders can access and

verify information on the Blockchain [157] [158]

[159] [160].

Sustainability

Limited ability to track and verify sustainability

efforts [161] [154] [119]. Sustainability efforts

may not be accurately tracked or verified, leading

to potential issues with compliance or reputation

[155] [162] [148] [163].

Improved ability to track and verify sustainability

efforts through the use of Blockchain [161] [57]

[154]. Sustainability efforts can be tracked and

verified on the Blockchain, ensuring their accu-

racy and legitimacy [57] [145] [105].
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Limited practical application: Some studies propose theoretical frameworks with-

out practical validation, potentially limiting their real-world impact [164] [34] [127].

Narrow scope: Some studies narrowly focus on specific aspects of blockchain in-

tegration and ignore the implications of BIM and blockchain integration [165] [166]

[167].

Lack of empirical evidence: Some studies lack empirical validation, relying on

hypothetical scenarios or simulations [162] [144] [168].

Overemphasis on technical details: Some studies over-emphasise technical aspects

without addressing practical challenges [125] [169] [170].

The research attempts to fill these gaps by examining the applicability of blockchain

in various construction domains covering BIM data provenance, supply chain man-

agement and energy management. By providing practical insights and solutions, the

aim is to catalyze advancements in the construction industry’s adoption of blockchain

technology. A mixed-method approach was used combining primary evidence from a

real construction project with secondary evidence from research studies.

2.2.1 The Adoption of BIM in the Construction Industry

BIM is a digital technology that is widely used in the construction industry to facil-

itate the design, construction, and management of construction projects. It requires

the creation of a digital representation of a construction project encompassing both

geometric and nongeometric data, including spatial relationships, quantities, and prop-

erties of building components [61].

BIM has two main aspects. First, it is a process that involves creating and using a

digital model to reduce information gaps throughout the construction project. This

is achieved through collaboration between key participants who can add, retrieve and

update model data. Second, BIM is a digital model that serves as a structured reposi-

tory of information for the building at each stage of its life cycle. The model contains

smart 3D components that are linked through data [171].

33



2.2. KEY FINDINGS FROM RELATED STUDIES

BIM has had a significant impact on the digitalisation of the construction industry, and

several companies are embracing it as a key tool to improve the effectiveness and effi-

ciency of their construction operations [52] [56] [172] [42] [173] [53]. The review and

analysis of relevant literature and case studies show that digitalisation and automation

technologies in the construction industry have reached a stage where they are commer-

cially available and accessible to the general public. The widespread adoption of these

technologies promises significant impacts on the industry, the companies involved, the

environment, and the general population. Although the construction industry is poised

to benefit from these developments, it is essential to address specific challenges and

concerns to achieve a successful and meaningful digital transformation [173].

Among the most significant effects of BIM on digital construction are:

• Project design and planning: BIM enables construction professionals to develop

comprehensive digital models of construction projects, which can be used to en-

hance project planning and design. Using BIM, construction professionals can

detect possible challenges, conflicts, and opportunities in an early stage of the

project and make informed design and construction decisions [62] [174].

• Communication and collaboration: BIM facilitates cooperation and communi-

cation between diverse construction specialities and stakeholders. Using BIM,

construction workers can communicate and coordinate project information in real

time, thus avoiding the disagreements and inaccuracies that might arise when

using conventional communication techniques [99].

• Productivity and efficiency: BIM may increase efficiency and productivity in the

building process by minimising the need for human data input and paperwork, as

well as by automating operations such as quantity takeoff and scheduling [61].

• Project performance and quality: BIM allows construction professionals to ex-

amine and optimise the performance of construction projects in terms of energy

efficiency, durability, and sustainability. Using BIM, construction professionals can

find opportunities to improve the quality and performance of a project and make
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informed decisions on the materials, systems, and procedures employed [106].

• Project management: BIM may improve project management by providing a single

source of truth for project information and by allowing construction professionals

to monitor project progress in real time. Using BIM, construction personnel can

monitor the progress of the project, identify delays or problems, and take corrective

action as necessary [175] [176] [171].

• Risk and cost management: By giving precise cost and risk estimates for building

projects, BIM can improve cost and risk management. Using BIM, construction

professionals can identify possible cost and risk drivers at an early stage of the

project and establish strategies to reduce these costs and risks [177].

• Project documentation: BIM may assist in project documentation by providing

a single source of truth for project information and empowering construction

workers to develop and maintain accurate and current project records. Using

BIM, construction professionals can eliminate the need for manual data input and

documentation, as well as improve the quality and completeness of project records

[178] [179].

• Quality and safety: BIM may assist in safety and quality by providing a single

source of truth for project information and by allowing construction professionals

to detect and solve possible safety and quality concerns early in the project’s life

cycle. Using BIM, construction experts can improve the safety and quality of the

project, as well as reduce the probability of accidents and defects [180].

The construction industry’s automation and digitalisation journey consists of several

key stages. The adoption of BIM improves the construction process by facilitating im-

proved communication, collaboration, and early resolution of issues, increasing general

efficiency [99]. Next, the integration of robots, drones, Augmented reality (AR), 3D

printing, and autonomous vehicles increases productivity and precision on construction

sites, accelerating processes and reducing costs [181]. Emerging cloud-based project

management tools enable data-driven decision making while minimising errors and mis-

understandings by promoting communication and collaboration between project teams
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[182]. The next stage emphasises the application of sensors and analytical tools for

comprehensive data collection and analysis, providing valuable information for contin-

uous process improvement [183]. At the same time, it is vital to invest in workforce

training to enable professionals to master emerging technologies such as BIM and

automation, thus maximising the technological potential of the sector [184]. Fur-

thermore, the integration of blockchain, AI, and IoT is further improving construction

operations. AI supports tasks such as project planning, while blockchain improves sup-

ply chain management and transaction transparency. IoT, through the provision of

real-time data, improves decision-making and operational efficiency [185].

2.2.2 Distributed Ledger Technologies (DLT)

Distributed ledger technologies (DLT) is a term that is often used interchangeably

with blockchain. Although blockchain is a leading type of DLT, it is important to view

blockchain as a subset of DLT rather than a direct comparison. DLT operates on a dis-

tributed, peer-to-peer (P2P) network, eliminating the need for a centralised authority

to mediate transactions. Blockchain, the technology that originally was the founda-

tion of Bitcoin, has evolved into a secure and hack-resistant mechanism for processing

digital transactions. Its structure involves transactions being grouped into blocks and

confirmed by a P2P network using proof-of-work (PoW) consensus. However, alterna-

tive consensus mechanisms such as proof-of-stake (PoS) and proof-of-authority (PoA)

are emerging, demonstrating the versatility of DLT [126].

A blockchain is a specific type of DLT characterised by its structure of interconnected

sequential blocks. Originally developed as the basis for cryptocurrencies, blockchain

technology has evolved to provide secure and immutable transaction processing. The

main features of the blockchain are:

Decentralization: Transactions are verified by a network of nodes rather than a central

authority, promoting trust and transparency among participants [186].

Immutability: Once data is recorded in a blockchain, it is nearly impossible to alter it.

Each block contains a cryptographic hash of the previous block, forming a secure and
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tamper-proof chain [20].

Transparency: All participants in the network can view the transactions recorded on

the blockchain, ensuring transparency and enabling real-time auditing [15].

Security: Blockchain employs cryptographic techniques and consensus mechanisms,

such as proof-of-work (PoW) and proof-of-stake (PoS), to secure transactions and

maintain the integrity of the ledger [21].

Smart contracts are self-executing agreements with the terms and conditions directly

written into code and deployed on a blockchain. They automate and enforce contract

terms without the need for intermediaries, providing several advantages:

Automation: Smart contracts execute automatically when predefined conditions are

met, reducing the need for manual intervention and expediting processes [187].

Transparency: The terms and execution of smart contracts are visible on the blockchain,

allowing all parties to verify and audit the contract’s execution [188].

Security: The blockchain secures smart contracts, making them resistant to tampering.

Once deployed, smart contracts are immutable and can only be altered with network

consensus [189].

Efficiency: By automating contract execution, smart contracts streamline processes,

lower costs, and reduce administrative overhead [190].

Flexibility: Smart contracts can be customized to accommodate various business rules

and conditions, making them adaptable to different applications and industries [23].

DLT, blockchain, and smart contracts represent a transformative shift in digital tech-

nologies, offering enhanced security, transparency, and efficiency across a range of

sectors. In the context of data security, blockchain’s decentralised nature ensures the

reliability of BIM data by addressing concerns about unauthorised access. Smart con-

tracts further facilitate collaboration and differentiate it from traditional methods by

automating rules and reducing disputes [191]. This integration represents a trans-

formative change in the construction industry toward a more flexible, efficient, and
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transparent future [192]. More detailed information on the specific features, applica-

tions and challenges of blockchain technology is provided in the further sections.

2.2.3 Collaboration in Multi-disciplinary Construction Projects

Collaboration is an important part of the construction industry, especially when a large

number of stakeholders and disciplines are involved in multidisciplinary projects. Effec-

tive collaboration can improve communication and coordination between stakeholders

and disciplines, transparency and accountability, efficiency and productivity, and the

quality and performance of a project [193]. However, collaboration can be challenging

due to the complexity of construction projects, the diversity of stakeholders and disci-

plines, and the use of multiple digital technologies, tools and platforms, procedures and

protocols, and other techniques. Therefore, construction professionals should adopt

methods and methodologies that facilitate efficient collaboration in multidisciplinary

projects [194].

The construction industry often suffers from a lack of cooperation between stakehold-

ers, which hinders performance throughout the process. Improving collaboration can

lead to increased efficiency throughout the building’s life cycle [173]. BIM acts as a

catalyst for data exchange, allowing disciplines to collaborate and share information

more effectively [195]. Figure 2.6 shows a BIM project environment.

CAD software applications such as ArchiCAD and Revit incorporate intelligence to

minimise modelling errors and technical deficiencies, as well as enforce regulatory con-

straints. These programs apply an object-oriented methodology and provide basic BIM

capabilities [196]. Additional applications have been created to utilise the data inherent

in BIM models for tasks such as model integration, system analysis, fault detection,

and facilities management (FM). BIM is recognised as an IT-enabled strategy that

facilitates design integrity, virtual modelling, simulations, and access to decentralised

building data [197]. BIM servers such as EDMmodelServerTM enhance BIM capabil-

ities by facilitating multidisciplinary collaboration and providing a platform for direct

data integration, storage, and sharing [198]. BIM servers function as collaboration plat-

38



2.2. KEY FINDINGS FROM RELATED STUDIES

Figure 2.6: BIM project environment

forms that store building information and allow local programs to integrate, analyse,

and exchange it [199]. The purpose of BIM servers is to facilitate communication and

collaboration between design tools, analytical tools, facilities management tools, and

document management systems (DMSs) throughout a building’s life cycle [197]. BIM

servers are intended to facilitate the integration and sharing of intelligently embedded

3D model data, while DMSs are primarily concerned with collaboration through the

exchange of 2D documents and drawings [61].

Liu et al. [200] found that improving communication and cooperation between individ-

uals can increase productivity and improve decision-making processes. Collaborative

processes have been shown to reduce errors, encourage cooperation and minimise costs

[99]. Collaboration and workflow management were examined as methods to improve

team communication and productivity [201]. Collaborative decision-making processes

within organisations have been found to benefit from improved collaboration, reduced

costs, and simplified processes [202]. In construction and engineering, federated cloud

systems enable the connection of multiple cloud platforms to facilitate collaboration

between project stakeholders by facilitating data exchange, resource sharing, and im-
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proving communication and cooperation [173].

The integration of blockchain with BIM for building projects has the potential to

transform the management of construction projects by facilitating more efficient and

effective information sharing and stakeholder collaboration. However, the application

of these technologies in the construction industry has not yet reached a sufficient level

[152]. This thesis aims to address these challenges in the BIM environment by seeking

to increase trust and collaboration between disciplines contributing to process efficiency

by facilitating monitoring and ensuring data is recorded in a secure, transparent and

immutable manner.

2.2.4 Construction Lifecycle with BIM and Blockchain

Based on the subject of collaboration discussed in the previous section, the integration

of blockchain with BIM in construction projects arises as a transformative strategy.

The aim is to facilitate and elevate the collaborative processes discussed above by using

these technologies. This integration promises to create improvements in information

sharing and stakeholder collaboration, ultimately increasing efficiency and effectiveness

of construction project management.

Analysing the potential advantages and limitations resulting from blockchain and BIM,

especially in the field of construction projects, serves as a fundamental step in the

development and validation of effective solutions. This oriented research contributes

to the emergence of new tools and methodologies specific to the construction industry

aimed at improving collaboration, cost effectiveness, and general productivity [203].

Moreover, digitalisation has the potential to incentivise the development of BIM in

applications where the identification and diagnosing of faults are needed. In addition,

novel technologies can lead to increased productivity, decrease the probability of fail-

ure, shorten manufacturing schedules, and provide new market opportunities in the

construction industry [204].

Blockchain’s Role in Enhancing BIM Processes

Integrating blockchain with BIM improve the accuracy and reliability of construction
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project records by creating tamper-proof, accurate transaction logs, reducing the risk of

data errors or inconsistencies [140] [64]. This combination can also enhance informa-

tion exchange and collaboration among stakeholders through a decentralised platform

that reduces the need for manual data entry, accelerating information sharing while en-

suring integrity [152]. In addition, the integration of blockchain with BIM can enable a

more optimised project management process by creating a secure common data envi-

ronment that improves communication and collaboration between various stakeholders

and disciplines [190].

Authenticity in BIM Data Through Blockchain

Stakeholder engagement for the mainstreaming of building technologies needs an inte-

grated strategy to enhance collaboration between individuals, stakeholders and technol-

ogy. BIM makes project data accessible to various users in the construction project at

various stages, such as design and data management, simulations, and project schedul-

ing [205]. One of the challenges of BIM is the identification of roles and responsibilities,

and concerns include intellectual property protection, risk allocation, third-party safety

and security, and the availability of technological intermediaries [197].

Integrating BIM with blockchain can make the verification and storage of physical,

digital, and application resources more transparent. Blockchain uses a collaboratively

determined validator to update a distributed ledger block by block. In construction

projects, the blockchain consensus process selects a leader discipline to verify cre-

dentials and ensure that nodes accept the leader block as valid for inclusion in the

blockchain [206]. Blockchain also prevents data and copyright tampering by dissemi-

nating and protecting verified information to all nodes [207]. In addition, blockchain’s

decentralisation provides a secure alternative for information storage, data processing,

operation, and trust for data management in digital environments with high secu-

rity standards. Although blockchain technology is being extensively studied in various

sectors, its adoption in the construction industry is still in its early stages [208].

Tao et al. [209] introduce a confidentiality-minded framework (CMF), which is a

privacy-oriented framework that leverages blockchain for data security. It has an ac-
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cess control mechanism that protects critical BIM data in the blockchain ledger and

innovative design strategies for coordinated collaboration in the access-controlled net-

work. New design methodologies are established in the CMF to aid design coordination

within the access-controlled blockchain network. An illustrative design example has ver-

ified the practicality and performance of the proposed CMF with favourable latency

and storage cost. In addition, the findings show that when project participants interact

within the CMF, sensitive BIM data is successfully kept confidential. Xue, Fan, Lu

& Weisheng [179] present a novel semantic differential processing (SDT) approach to

minimise information redundancy with BIM and blockchain integration. Their approach

manages BIM changes as SDT records and compiles them into a consensus instead of

storing the entire BIM or signature code in blockchain. These findings suggest that

blockchain integration can improve the traceability of data transactions, while ensuring

accountable data sharing about the project among stakeholders.

Implementation of Blockchain in Life-cycle Stages

Given that blockchain has not yet completed its development, organisations should

adopt blockchain for specific applications and only where this technology can provide

tangible benefits. The RIBA Business Plan [210] is a recognised industrial process

involving the various stages of a construction project. Table 2.2 shows a general

process for integrating blockchain with BIM and how the process develops in relation

to the steps in the RIBA Work Plan. This depiction of the BIM process is inspired

by the RIBA work plan described in various comparative research papers and books.

Starting from the preparatory stages, blockchain integration is demonstrated, including

account creation, roles and responsibilities, and the progression of the process through

various stages to ensure adoption in real applications.
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Table 2.2: Step-by-step Blockchain adaptation process to BIM according to RIBA
Work Plan

RIBA BIM BLOCKCHAIN

0- Strategic
Definition.

-Business Case and Strategic Brief and other core
project requirements.
-Establishing a Project Program for the entire life
cycle of the project.

-Getting general information about Blockchain and
finding use cases regarding a project.
-Advise clients on the purposes of Blockchain consid-
ering advantages and disadvantages.
-Trying to find an answer to those questions:
-> Does the project need Blockchain?
-> If it is needed, which type of Blockchain can be
more suitable? (Public, Private, or Consortium, etc.)

1- Preparation

-Advise BIM clients, taking into account advantages
and risks.
-Advise clients on the designer’s requirements and
integrity and scope of integrated service, including
the appointment of a BIM model manager.
-Define long-term responsibilities in the project con-
struction process.
-Define inputs and outputs of BIM and post-
occupancy’s scope evaluation. Identify the scope of
BIM surveys and investigate reports.

-Identify the impact of BIM and Blockchain integra-
tion on the project.
-Define which Blockchain-based technology will be
used in the project? (Ethereum, Hyperledger, etc.)
-Prepare a Blockchain-based system considering
project requirements.
-Define general responsibilities and duties regarding
the questions:
-> Who will create Smart Contract and control the
Blockchain?
-> Who will coordinate BIM work packages? Prepare
the execution plan.

2- 3- 4- Design

-BIM pre-start meeting with the stakeholders for the
project.
-Evaluation of strategic analysis options for the initial
model sharing with the design team.
-Define the major design elements (such as prefab-
ricated components), build parametric structures at
the concept-level for all the main elements.
-Facilitating access to BIM data for the entire design
team.
-Provide data sharing and integration for design co-
ordination and detailed analysis involving data links
between models.
-For environmental performance and region analysis
utilize BIM data.
-Facilitating project planning information from the
main design to the client.
-Assessing for the 4D and/or 5D models.

-Monitoring and managing BIM and Blockchain
workflow.
-Recording and timestamping of BIM model sharing
with the design team and all types of project docu-
ments.
-Create Smart Contract with the Design team and
others.
-Preparing and planning BIM Work Packages in re-
lation to the project specification. (see Chapter 4)

5- Construction

-Export BIM data and Offsite manufacturing and on-
site Construction according to the Construction Pro-
gramme.
-Enable data sharing for those who are participating
in the project.
-Integrating and analyzing a detailed model.
-Enable BIM model’s accessibility to Contractor(s)
and Subcontractor(s).
-Review with the Contractor the construction se-
quence (4D).
-Agree timing and scope of "Soft Landings".
-Coordinate and release of "End of construction"
BIM record model data.
-Use of 4D/5D BIM data for the purposes of project
administration.

-Create Smart Contract with the Contractor and Sub-
contractors and those that are involved in the project.
-Recording and tracing completed BIM work pack-
ages and associated transactions.
-Controlling and checking BIM updates and transac-
tions of BIM work Packages

6- Handover &
Closeout

-Performing the necessary procedures for the han-
dover of the building.
-Conclusion of the construction contract and han-
dover process.
-Study of information on parametric objects con-
tained within the data of the BIM model.

-Creating Smart Contract for handover and manag-
ing transactions.
-Sending building documents to Blockchain to record
and make an immutable data record.

Continued on next page
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Table 2.2 – continued from previous page

RIBA BIM BLOCKCHAIN

7- In Use

-Undertake in Use services according to the Schedule
of Services.
-Feedback and maintain a relationship with the Client
until the end of the building’s life.

-Setting an auto-payment system for regular pay-
ment.
-Creating Smart Contracts for payment services.
-Insurance: Auto-payment can be set for regular pay-
ment.
-Maintenance: Blockchain can be used for recording
maintenance of the building for an immutable history
and payment without third parties.
-Energy: Blockchain along with artificial intelligence
(AI) can identify consumer energy behavior and fore-
cast energy demand (see Chapter 6)

2.2.5 Sustainability in Construction Projects

The construction sector is an important actor in the global economy, accounting for

about 6% of the global GDP, and has significant implications on a global scale. Despite

the collaborative efforts being made now around the world to promote sustainability

in the construction sector, there is compelling evidence that these efforts should be

amplified urgently to have a genuinely revolutionary impact on the construction industry

[211].

Sustainability in construction, which includes environmental measures such as material

recycling, water conservation, and energy efficiency, has been extensively addressed in

the literature [212] [213]. The use of blockchain with smart contracts can improve pro-

curement strategies, especially when managing risks associated with supply disruptions

[214]. This technology promotes a trusted trading mechanism that allows stakehold-

ers to transact without intermediaries, thus streamlining authentication processes and

reducing costs [215].

There are several potential benefits of using a blockchain to support supply chains,

including increased trust, transparency and accountability between different entities.

Process automation is enabled through the use of smart contracts, including real-time

tracking and tracing of assets. Blockchain certification is proof of identity, authenticity

or conformity; there are no data silos or centralised points of failure. Blockchain

improves product safety and compliance with compliance standards [134]. A case
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study [161] explains how blockchain can benefit supply chains and enable circularity.

However, these are mostly in the pilot phase.

Supply Chain Management

Blockchain technology has the potential to revolutionise the construction industry by

focusing on supply chain technologies with a social dimension to improve environ-

mental performance [212]. Environmental metrics such as greenhouse gas emissions,

wastewater, electricity consumption, and the use of harmful substances can be ef-

fectively measured and controlled by implementing smart contracts with blockchain

technologies [213] [214]. This is especially crucial in terms of reducing risks associated

with supply chain disruptions and increasing reliability, provability, immutability, and

transparency to counter environmental factors. Notable examples of blockchain appli-

cations in supply chains include Walmart’s initiatives in China, where blockchain has

demonstrated the potential to increase efficiency and accountability in the industry by

significantly reducing the time required to track food sourcing [216] [217].

Blockchain is a transformative technology as the construction industry seeks innovative

solutions to increase efficiency, reduce risks, and improve sustainability. By addressing

environmental concerns, improving supply chain traceability, and promoting transpar-

ent transactions, blockchain has the potential to reshape traditional processes in the

construction industry and become more sustainable and efficient.

2.2.6 Energy in the Built Environment

Many countries, including major carbon emitters such as Australia, Brazil, China, the

European Union, Japan, South Korea, the United Kingdom and the United States,

have committed to achieving carbon neutrality by 2050 or 2060. Given that buildings

contribute significantly (37%) to global emissions, achieving net zero carbon perfor-

mance in the built environment is a critical imperative [218]. Challenges such as the

growing demand for building materials, increasing energy needs, and the lack of local

targets pose barriers to carbon neutral endeavours [219].

To achieve net zero targets and decarbonise the built environment, both critical goals
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for sustainable development and "digital construction" success depend on integrating

technology into construction processes, maximising resource efficiency, and improving

overall project outcomes. In the context of modern construction projects, concerns

have arisen around the rapid exchange of data, covering issues of data security, pri-

vacy, and accessibility [220] [221]. Blockchain technology is emerging as a solution to

these concerns by providing a sophisticated platform for numerous construction-related

transactions, offering unique features such as decentralisation and immutability that

contribute to increased flexibility, transparency, and efficiency in construction processes

[222]. As the built environment transforms to achieve sustainability goals, the adop-

tion of blockchain addresses data security issues and provides the foundation for a more

flexible and transparent construction ecosystem [223].

Blockchain for Energy Management in Buildings

The integration of blockchain technology with the current building energy management

system (BEMS) provides a promising path to achieving improved energy efficiency and

sustainability in the built environment. Recent studies [224] [225] [226] ave highlighted

the possibility of using blockchain’s decentralised and immutable ledger to record real-

time data from BEMS sensors, including heating, ventilation, and air conditioning

(HVAC) parameters in a secure manner. This method assures data accuracy and

transparency, encouraging confidence in energy management efforts [227]. Deployed

on the blockchain, smart contracts automate energy transactions and facilitate peer-

to-peer energy trading, developing a more dynamic and efficient energy marketplace

within the building ecosystem. By incorporating data from the HVAC system into the

blockchain, smart contracts can autonomously control and monitor HVAC operations

[228]. The combination of BEMS and blockchain, enabled by data oracles, provides

real-time monitoring and predictive analytics for the future, allowing building oper-

ators to proactively adjust HVAC settings in response to changing energy demands.

In addition, the integration enables peer-to-peer energy trading within the building or

community, further increasing energy efficiency and cost savings. The literature high-

lights the potential transformative impact of integrating blockchain technology with
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BEMS, including HVAC, towards sustainable and smart energy management strategies

[229] [230].

The integration of blockchain technology with sensors, IoT devices, AI and machine

learning (ML) algorithms for the development of autonomous and adaptive energy man-

agement systems is currently under investigation [231] [232] [221]. Blockchain-based

energy management systems can adjust energy consumption using data from real-time

sensors, implement demand response strategies, and manage energy distribution for

improved efficiency and sustainability [185]. To maintain machine learning models in

these systems, continuous data input from IoT devices is crucial for model adaptation,

and regular retraining ensures accuracy and responsiveness to changing conditions.

Blockchain’s secure, tamper-proof environment further increases the reliability of the

data used in these models, promoting trust and reducing errors.

In an IoT ecosystem, everyday transactions involve direct digital transactions between

smart devices and users. Blockchain technology ensures that these transactions are

protected. Biswas and Muthukkumarsamy [233] designed a blockchain-based security

framework for smart city data transfer using an Ethereum platform integrated with the

BitTorrent protocol, supporting stability by ensuring consistent performance and fault

tolerance, and scalability. and scalability. Meanwhile, blockchain combined with Eris,

smart contracts, and two-factor authentication, as proposed by Wu [234], improves

data privacy by detecting malicious IoT devices. Danzi et al. [235] presented a model

detailing the data flow between IoT devices and blockchain networks, where devices

synchronise with mining nodes to access updated block information. The intertwining

of IoT and blockchain for construction sites enables a decentralised data management

system that improves real-time monitoring, thus increasing efficiency, reducing costs,

and promoting sustainable construction [236]. This reduces the inefficiencies observed

in traditional construction due to insufficient real-time data and communication [237].

The adoption of new technologies in modern construction management ensures the

efficient use of energy in projects. Key strategies include: integrating smart meters for

accurate energy consumption data and forecasting [238], adjusting equipment opera-
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tions during energy peak times [239], and using real-time monitoring to align construc-

tion energy demands with supplies [240]. Researchers and practitioners have become

increasingly interested in the potential of blockchain to revolutionise energy manage-

ment in buildings and smart communities in recent years. Using blockchain and sensors,

researchers aim to develop autonomous and user-centric energy management systems

that can adapt to the needs and preferences of individual building occupants [241]

[242].

Another key advantage of using blockchain in buildings is the decentralisation of the

system, which eliminates the need for a central authority to manage and secure data.

This considerably reduces the risk of a single point of failure and enhances the overall

security of the system. Furthermore, the transparency provided by blockchain ensures

accountability and improves the general trust in the system because all stakeholders can

view the actions taken by IoT devices [243]. Using blockchain, buildings can protect

sensitive data, reduce the risk of a single point of failure, and enhance overall trust in

the system [244].

Table 2.3 summarises the limitations of traditional energy management systems and

the solutions proposed using blockchain. Lack of transparency, centralised control,

concerns about data security, rigidity, and high operational costs are common problems

with traditional systems.

As a result of the literature survey, some of the following opportunities in the construc-

tion industry have been itemised:

• Automation: Project automation, sensor implementation, AI, and smart contracts

contribute to reducing the possibility of human error. Risk management for build-

ing projects can be supported by documenting and verifying coding with smart

contracts [120]. Smart contracts can also automate the execution of work pack-

ages with task groups designed for automation (see Chapter 4), speeding up the

process and reducing conflicts [245].
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Table 2.3: Limitations of Traditional Energy Management System and Proposed
Solutions with Blockchain

Traditional Energy Management system Proposed Solutions with Blockchain

Lack of Transparency [246] [247] [248] [249]

- The utilization of smart meters and IoT devices for real-time

data recording on the Blockchain.

- Transparency and accountability are ensured through the acces-

sibility of the Blockchain to all stakeholders.

- Smart contracts can automate data verification and energy

transactions for accuracy.

Centralized Control [13] [250]

- The utilization of Blockchain technology facilitates the imple-

mentation of a decentralized technique for energy management,

wherein transactions are conducted directly between peers.

- Smart contracts facilitate the implementation of automated and

transparent energy trading among participants.

- Without a centralised authority, energy distribution can be more

efficient and equitable as long as transparent and consensus-based

rules are in place.

Data Security Concerns [251] [252] [253]

- The utilization of cryptographic techniques is employed by

Blockchain to ensure the security of energy consumption data.

- The Blockchain’s consensus mechanism ensures that data is

immutable and resistant to manipulations.

- To avoid unauthorized access and data manipulation, partici-

pants must agree on the validity of the data.

Inflexibility [231] [254] [255]

- Smart contracts on the Blockchain can be programmed to adapt

to changing energy demands.

- Data analysis using AI and ML algorithms can dynamically op-

timize energy consumption.

- Automated adjustments based on real-time data help ensure

efficient energy usage.

High Operating Costs [256] [257]

- Energy efficiency interventions through Blockchain-based sys-

tems can reduce operational expenses.

- Smart contracts enable automated and streamlined energy

transfers to reduce costs.

- Transaction costs and administrative costs are decreased when

intermediaries are eliminated.

• Proof of ownership and provenance: Ownership, intellectual property rights, and

legal protections can be recorded and clarified for collaborative BIM models for
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properties ranging from cars to buildings to bonds, resulting in increased trust

between parties[137]. Demonstrability is also improved with real-time supply

chain tracking of products and services, while logistics processes can be simplified,

enabling more comprehensive and timely reviews [245].

• Monitoring and recording: Immutability improves the accountability and real-time

monitoring of resources in construction projects and supply chains by providing

transparency to contracts and transactions [258]. Increased coordination and

accountability can improve project control in an open construction project and

deliver more automated and accelerating workflows [137].

• Efficiency: Automating operations enables resource reallocation, minimisation of

management costs, and time efficiency [137]. A construction process can be

managed more efficiently because the customers have more control over project

duration, cost, and scope with BIM. Processes become more intuitive and simpli-

fied [162], enabling stakeholders access to the ledger, which is particularly useful

in design and planning [259].

• Decentralisation: Smart contracts can automate operations and transactions,

while blockchain reduces the need for third parties while enabling transaction

execution. A contract and its initiator agent do not need to communicate with

each other after the blockchain application is initiated and deployed [260]. A

higher level of automation can be achieved around the use of algorithms and

rules to enable smart contract self-execution, self-enforcement, self-validation,

and self-limitation.

• Digitalisation: Stakeholders are given a virtual copy of an existing physical artefact

during its life cycle stages. All transactions in the BIM life cycle can be recorded

in real-time as a reliable resource for determining roles and responsibilities [162].

Data can be exchanged within a wide range of disciplines, increasing commu-

nication and confidence between stakeholders [261], ensuring a higher order of

automation and security around data model operations.

However, there are some limitations to how widely blockchain can be used in the con-
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struction industry. In terms of regulation, the pace of technological advancement is

outpacing the establishment of standards, which delays maturity [31]. In particular,

blockchain’s open ledger system poses privacy risks, especially in permissionless ar-

chitectures [31] [262] [263]. Other challenges include technical barriers [264], lack of

standards [265], and limited scalability [266]. The hesitations towards blockchain adop-

tion are often attributed to lack of knowledge and perceived risks [267] [268] [269].

Other challenges are described in the following sections.

2.3 Next Generation Construction Technologies

The construction industry has traditionally been slow to integrate new technology and

has been characterised by inefficient processes, high levels of waste, and low produc-

tivity. In recent years, however, the need for digitalisation and automation to improve

efficiency, reduce costs, and increase productivity in the construction industry has been

increasingly recognised. Some developments, primarily BIM, are seen to need improve-

ment [270]. The adoption of technology in construction projects can range from basic

equipment and tools to advanced software and automation systems [78]. One of the

key drivers for technology adoption in construction is the need to overcome ongoing

challenges, such as cost overruns, project delays, and safety concerns [74]. The con-

struction industry is naturally complex and the use of new technologies can support

streamlined processes, reduce errors and increase efficiency [271]. Likewise, new tech-

nologies can provide insights and data that can be used to optimise project schedules

and improve decision-making [272].

The technologies that are most frequently associated with the construction industry

recently include blockchain, AI, ML, quantum computing, IoT, cloud computing, and

robotics. These technologies offer various benefits that can assist construction compa-

nies to remain competitive and meet the changing demands of their clients [56]. Other

technologies being adopted in the construction industry include 3D printing, drones,

augmented reality, and virtual reality. These technologies can be utilised for various

tasks, such as site surveying, construction planning, and quality control. The adoption
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of technology in construction projects can also lead to increased safety because it can

be used to monitor and control construction site conditions in real time [52].

2.3.1 Blockchain Technology

Blockchain, a decentralised ledger technology known for its strong security and data

integrity, operates without a central authority and enables all network participants to

maintain identical, real-time copies of the ledger [273]. The decentralised architecture

of blockchain, supported by cryptographic techniques, ensures transaction confiden-

tiality and immutability while maintaining user anonymity through pseudonyms [274].

Blockchain combines a distributed database, consensus algorithms and advanced cryp-

tography to prevent unauthorised changes and make it adaptable for applications in

finance, supply chain management and beyond [142][146] [153]. The basic components

of the blockchain are summarised in Table 2.4.

Table 2.4: Components of Blockchain

Component Description

Distributed Ledger

A digital ledger that records transactions across a network of computers, which

can be accessed and updated by anyone with permission.

Cryptography
The practice of securing communication from third parties by converting plaintext

to ciphertext.

Public Key Cryptogra-

phy

Also known as asymmetric cryptography, uses two keys to encrypt and decrypt

data, namely a public key that is available to everyone and a private key that is

kept secret.

Hash Function
A mathematical function that converts input data into a fixed-size output, typi-

cally used for verifying the integrity of data.

Consensus Mechanism
A process for agreeing on a single version of the truth in a distributed network,

such as Proof of Work (PoW), Proof of Stake (PoS), and others.

Continued on next page
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Table 2.4 – continued from previous page

Component Description

Smart Contracts

Self-executing contracts with the terms of the agreement directly written into

code, which can automate the execution of complex transactions.

Nodes

A computer or device in a blockchain network that participates in the verification

and validation of transactions.

Mining
The process of adding new blocks to a blockchain by solving complex mathemat-

ical puzzles using computational power.

Wallets
Software used for storing public and private keys, addresses, and digital assets.

Transactions

An interaction between two entities involving the transfer of digital assets or

activities involved in digital assets, which is recorded in a block.

On the blockchain, any computer owner can verify transactions and work as a miner.

Miners use a mathematical problem solving method called mining to create new blocks,

eliminating the need for third-party verification, such as traditional banks. The PoW

mining technique, which involves multiple computers solving complex puzzles, ensures

the security and integrity of the system with alternatives such as PoS offering simi-

lar functionality [275]. This decentralised network maintains transaction verification

and history, ensuring redundancy and preventing tampering. Unlike traditional systems

such as online banking where a centralised authority monitors transactions, blockchain

relies on a network of nodes, enhancing reliability and security by distributing transac-

tion history across multiple nodes and allowing redundancy in case of node failures or

incorrect data transmission [276].

Blockchain introduces self-executing contracts, called Smart contracts, which are com-

puter programs stored on a blockchain network that automatically execute the terms of

an agreement between two or more parties. These contracts provide transparency and
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compliance by embedding the terms of the agreement in immutable code. The devel-

opment and implementation of such contracts requires specialised tools. Influenced by

programming languages such as Python, C++ and JavaScript, Solidity is Ethereum’s

proprietary language for smart contract development [277]. Using contract-orientated

programming, Solidity enables developers to include both data and logic in contracts,

similar to classes in traditional object-oriented paradigms. The Remix Integrated De-

velopment Environment (IDE) provides a platform for coding, testing, and deploying

smart contracts within the Ethereum framework. It facilitates the conversion of high-

level Solidity code into Ethereum virtual machine (EVM) bytecode, which is crucial for

execution on the blockchain [278]. Additionally, Metamask acts as a vital hyperlink

between web browsers and the Ethereum blockchain, while Ganache provides a secure

environment for simulating the Ethereum network during risk-free contract testing.

Before a smart contract is placed on Ethereum’s mainnet, it undergoes extensive test-

ing on testnets that follow unified standards for consistency and reliability. Ethereum

provides several testnets, including Ropsten, Rinkeby, Görli, and Kovan, which is known

for its stability, spam resistance, and regular block schedules due to its Proof of Au-

thority (PoA) consensus model. Once the smart contract is placed on one of the test

networks such as Kovan, the contract’s behaviour is monitored and metrics such as

transaction success rates, gas usage and state changes are evaluated. This methodical

approach ensures that the contract has reliability, security, and deterministic execution

characteristics when transitioning to the main network. When initiating a transaction,

the individual signs it with their private key and submits it to a timestamp server for

approval. Multiple transactions are aggregated into a block, cryptographically hashed,

considering all prior blocks. This process creates an immutable record of all trans-

actions, safeguarding against fraud and verifying each transaction using the owner’s

private key [279] [280].

Blockchain mining creates a genesis block, adds transactions to blocks within size

limits, and uses the SHA-256 algorithm to generate a hash with a specific nonce.

Miners compete to find a hash that meets criteria such as leading zeros, through PoW,
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earning Bitcoin rewards with a 21 million limit, halving every 210,000 blocks, shifting

from coin rewards to transaction fees once all bitcoins are generated, maintaining

scarcity and value [20] [119] [281].

2.3.1.1 Smart Contracts

The concept of smart contracts was introduced in 1994, defining them as computerised

transaction protocols that execute the terms of a contract. However, the introduction

of blockchain technology has made it feasible to create smart contracts in a safe and

decentralised way, removing the need for middlemen and giving more accountability and

transparency. The purpose of smart contracts is to automate the execution of legal

agreements, such as the transfer of assets, payment processing, and the performance of

contractual obligations, and to ensure that these agreements are executed in a tamper

proof and irreversible manner [187].

Smart contracts have several potential uses in many areas, including banking, real

estate, healthcare [282], finance, and supply chain management [141]. In the finance

sector, for example, smart contracts can be used to automate the settlement of financial

instruments such as stocks, bonds, and derivatives and to facilitate the development

of new financial products and services [283]. In the real estate market, smart contracts

can be used to automate the transfer of property titles, simplify the administration

of property rents, and eliminate the need for intermediaries such as real estate agents

and lawyers [284]. Smart contracts may be used in healthcare to automate the main-

tenance of medical records and guarantee the secure transfer of patient data. Medical

records, diagnoses, treatments, prescriptions, allergies, and other health information

are usually included. Healthcare requires secure and efficient data management and

transfer to provide effective care while protecting patient privacy and data security.

These healthcare processes can be automated and secured with smart contracts [282].

A translation between a traditional contract and a smart contract with subsequent

transformation details is presented in Figure 2.7. This shows an overview of how smart

contracts operate in a blockchain and identifies (i) terms and conditions specification,
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(ii) coding under the determined condition in blockchain, (iii) conditions are met and

the smart contract executes itself, (iv) outcomes are recorded in the blockchain, and

(v) authorities and users can analyse events. To create a smart contract, the parties

must first define the relevant objectives for each party and the parties must agree on

the expected outcomes. Collaboration parties (disciplines) will adjust the parameters

and requirements that must be met for a transaction to occur.

Figure 2.7: Example of a) traditional contract type and b) smart contract type [285]

All specifications and contract clauses are then written with computer logic and coded

in a programmatic way. The smart contract will then be sent to the blockchain and will

be executed on its own when specific criteria are activated. Users must use external

owner accounts to launch a smart contract to perform a transaction with a contract

account. This account is authenticated with the private key of the initiator and for-

warded in the blockchain to other nodes. Other users may use the created public key

to verify the validity of the transaction to ensure that the initiator is the entity that has

activated the transaction [286]. When a majority consensus is reached, the transaction

will be added to the ledger, the smart contract will be executed, and the results will
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be recorded. As the status of the blockchain changes over time, it is modified on all

nodes of the network, and the outcomes cannot be altered. Due to the computational

resources needed to manage the proof-of-business framework, any transaction that

causes a change of status in the Ethereum blockchain requires a transaction fee. The

transaction launcher pays in Ethers, which are part of Ethereum’s local value network.

2.3.1.2 Blockchain Types and Characteristics

In general, there are three main types of blockchain (i) public, (ii) private, and (iii)

consortium, where each type is suitable for a specific use case [287]. Known for its

transparency and decentralised nature, the public blockchain promotes resistance to

censorship and universal accessibility by allowing anyone to access and observe the

transaction history [288]. In contrast, the private blockchain offers permissioned trans-

actions that increase security by requiring the consent of the participants and the

verification of the central organisation [289, 290]. It is similar to a multi-storey private

building where permission is required to enter, but once inside, participants can move

around freely. Finally, the consortium blockchain strikes a balance by involving a com-

munity of organisations in network management, offering the collaborative advantages

of public and private blockchains [291]. This model can be particularly efficient for a

variety of businesses, with participation ranging from central banks to governments,

creating a dynamic mix of accessibility and control. The types of blockchain are first

presented in Table 2.5 and are then described.

Hybrid blockchains combine the features of public and private blockchains, providing

both transparency and privacy, and are ideal for applications that require both security

and scalability, such as supply chain management [292] [267]. Federated blockchains

are permissioned networks maintained by multiple organisations, offering the benefits of

decentralisation with the control of private blockchains, which are widely used in sectors

such as banking and healthcare [293]. Sidechains are parallel blockchains connected

to a primary blockchain, allowing assets to be transferred between the two, providing

additional scalability and flexibility [294]. Sharding increases the scalability of the

blockchain by dividing the network into smaller subnets or shards, each processing
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a portion of the transactions and addressing the scalability challenges of traditional

blockchains [295]. Hashgraph, a DLT, uses a directed acyclic graph (DAG) for secure

and highly efficient consensus suitable for high performance applications [295].

Table 2.5: Type of Blockchain

Blockchain Type Characteristics Permissioned/Unpermissioned

Public

Blockchain

Anyone can join the network and participate in

the consensus process. Transactions are trans-

parent and visible to everyone. Example: Bitcoin

Unpermissioned

Private

Blockchain

Permissioned network where only authorized

nodes can participate in the consensus process.

Transactions are private and not visible to every-

one. Example: Hyperledger Fabric

Permissioned

Consortium

Blockchain

A hybrid model where a group of organiza-

tions join together to form a permissioned net-

work. Consensus is achieved through a pre-

defined group of nodes. Example: R3 Corda

Permissioned

Hybrid

Blockchain

A combination of public and private blockchains.

It offers the benefits of both public and private

blockchains. Example: Dragonchain

Both (can be permis-

sioned or unpermis-

sioned)

Federated

Blockchain

A group of organizations or institutions control

the consensus process. It’s a permissioned net-

work where nodes are pre-selected and known to

each other. Example: Ripple

Permissioned

Sidechain

A separate blockchain connected to the main

blockchain through a two-way peg. Sidechains

enable scalability and the development of new

use cases. Example: Rootstock (RSK)

Both (can be permis-

sioned or unpermis-

sioned)

Sharding

Blockchain

A type of blockchain that partitions the network

into smaller groups (shards) to process transac-

tions in parallel, improving scalability. Example:

Zilliqa

Permissionless

Hashgraph

A consensus algorithm that uses virtual voting

to achieve consensus. It claims to be faster,

fairer, and more secure than blockchain. Exam-

ple: Hedera Hashgraph

Permissioned
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2.3.1.3 Consensus Mechanism

An integral part of blockchain technology is to select an entity to publish the next

block in the chain, whose efforts are rewarded in cryptocurrency. This competition

between nodes requires consensus mechanisms that allow users with a lack of trust

to cooperate harmoniously. To achieve this, various consensus methods such as PoW

[296], PoS [297], PoA [298], Proof of Elapsed Time (PoET) [297] are used, each with

different advantages and disadvantages (as summarised in Table 2.6 ). The consensus

process involves solving cryptographic challenges, which is a resource-intensive task,

followed by network verification and then adding blocks to blockchain.

Table 2.6: Consensus of Blockchain and its Advantages and Disadvantages

Consensus Mechanism Description Advantages Disadvantages

Proof of Work (PoW)

A mining process that requires

nodes to solve complex crypto-

graphic puzzles to validate trans-

actions and add blocks to the

chain.

Secure, decentralized,

resistant to tampering,

incentivizes miners.

High energy consump-

tion, slow transaction

times, vulnerable to

51% attacks.

Proof of Stake (PoS)

A consensus mechanism that de-

termines the right to add blocks

based on the node’s stake or in-

vestment in the network.

More energy-efficient,

faster transaction times,

less vulnerable to 51%

attacks, more scalable.

Potentially less secure

than PoW, less decen-

tralized, can lead to cen-

tralization of power.

Proof of Authority

(PoA)

A consensus mechanism that re-

lies on a set of pre-approved val-

idators to validate transactions

and add blocks to the chain.

Faster transaction

times, more energy-

efficient, more scalable.

Less decentralized, more

susceptible to censor-

ship, validators can be-

come a central point of

failure.

Proof of Elapsed Time

(PoET)

Nodes are randomly selected to

validate transactions and add

blocks based on a randomly as-

signed wait time.

Low energy consump-

tion, secure, efficient.
Limited scalability.

Continued on next page
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Table 2.6 – continued from previous page

Consensus Mechanism Description Advantages Disadvantages

Delegated Proof of

Stake (DPoS)

Similar to PoS, but instead of

nodes being selected randomly

to validate transactions, users

can vote for delegates to validate

transactions on their behalf.

More democratic, scal-

able, faster transaction

times, more energy-

efficient.

Potential centralization

of power among the del-

egates, less secure than

PoW.

Practical Byzantine

Fault Tolerance (PBFT)

A consensus mechanism that re-

quires nodes to reach a consen-

sus on transactions through a

multi-step process that involves

sending and verifying messages.

Fast transaction times,

energy-efficient, fault-

tolerant, scalable.

Requires a fixed number

of nodes, less decentral-

ized, can be vulnerable

to attacks if more than

a third of the nodes are

compromised.

Federated Byzantine

Agreement (FBA)

A group of trusted nodes work

together to reach consensus on

transactions and add them to

the chain.

Highly scalable, low en-

ergy consumption, fast.

Centralized, less decen-

tralized.

Directed Acyclic Graph

(DAG)

Each transaction is validated

by referencing previous transac-

tions, allowing multiple transac-

tions to be validated simultane-

ously.

Highly scalable, fast.

Less proven, vulnerable

to certain types of at-

tacks.

Proof of Space-Time

(PoST)

Nodes validate transactions and

add blocks to the chain based on

their storage capacity and time

used to mine the block.

Energy-efficient, low re-

source consumption.

Limited adoption, less

proven.

These mechanisms are tailored to different types and use cases of blockchain networks.

For example, PoW ensures consistent block generation but has been criticised for its

energy consumption, while PoS prioritises energy efficiency and security against attacks

[296]. PoA is suitable for reliable private blockchains, PoET increases scalability but

requires reliable scheduling resources [298], DPoS brings democracy but can centralise

power [245], Practical Byzantine Fault Tolerance (PBFT) offers speed and efficiency

for permissioned blockchains but is vulnerable if many nodes are compromised [245],

Federated Byzantine Agreement (FBA) combines the principles of PBFT and PoS

[299], DAG increases scalability in a non-linear manner but is susceptible to double-
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spending attacks [300], and Proof of Space-Time (PoST) makes efficient use of storage

and time, especially compared to PoW [301].

2.3.2 Challenges of BIM and Blockchain

The adoption of blockchain and BIM in the construction industry faces several chal-

lenges and limitations. These include:

Lack of guidelines and interoperability: The lack of guidelines and interoperability

between blockchain and BIM impedes data transfer and access in the construction

industry’s multi-working environment [13].

Transformation of project management: The implementation of blockchain and BIM

technologies may require a transformation in the way construction projects are man-

aged, as well as the roles and responsibilities of various stakeholders [99].

Interdisciplinary collaboration and security concerns: Blockchain and BIM adoption in

construction requires interdisciplinary collaboration and addressing security and privacy

concerns, making their implementation even more complex [64].

Although blockchain can provide a secure and transparent platform for information

exchange, it is important to protect sensitive or confidential data. Similarly, BIM can

serve as a centralised repository of project information, which highlights the importance

of regulating access and ensuring data confidentiality [164]. To overcome these chal-

lenges, realistic methods for combining blockchain and BIM in construction projects

need to be developed and validated. This involves creating new frameworks, tools, and

techniques for organising and analysing construction data. Furthermore, the impact

of these technologies on various dimensions of the construction industry, such as effi-

ciency, quality, safety, cost reduction, and collaboration, should be thoroughly studied

[302].

Research on blockchain adoption in construction has identified several limitations, in-

cluding the following:

Regulatory and standardisation challenges: Due to the rapid pace of technological

advancements, regulations and standards are struggling to keep pace, resulting in a
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lengthy process for the establishment of adequate guidelines [31].

Scalability and privacy concerns: In the collaborative environment of permissionless

blockchain architectures, where all participants have access to the ledger, privacy vi-

olations can occur as transaction histories become visible to all [31] [262] [263]. Fur-

thermore, the energy consumption of blockchain networks such as Ethereum raises

environmental concerns and could hinder progress towards achieving net zero targets

[303] [304].

Lack of standards and interoperability: The lack of standards in blockchain can lead to

interoperability issues between different blockchain networks and disciplines, limiting

widespread adoption [305].

Regulatory difficulties are due to the special nature of blockchain development, and

some countries impose restrictions on its implementation [306] [307]. As blockchain

networks grow, scalability issues arise, and current technology is falling behind tra-

ditional financial systems in transaction processing capacity [308]. The volatility of

blockchain, especially cryptocurrencies, is affected by market sentiment, regulatory

changes, and technological advancements [309].

2.4 Summary and Discussion

The opening of this chapter presented the relationship between emerging technologies

and the construction industry, with a special emphasis on the transformative potential

of blockchain technology. As the construction industry seeks innovative solutions to

challenges related to transparency, efficiency, and security, blockchain offers a paradigm

shift that could redefine traditional operational frameworks.

The literature survey shows that some papers review blockchain and subsequent appli-

cations in the construction industry [34] [164] [310] [311] by presenting a system that

facilitates financial transactions using smart contracts by coding the costs charged, ben-

efits, and cost savings of integrated project delivery (IPD) projects [312]. The solution

is designed and proposed to address challenges such as data security and authorisation

management in the use of central BIM work processes [31] [20]. Other researchers have
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used a simulated setup activity to validate the conceptual relationships provided [305]

in the proposed framework, which incorporates emerging information technologies such

as cybersecurity and blockchain characteristics into a typical university BIM curriculum

[180]. Furthermore, the potential cost savings of a real estate firm adopting blockchain

have been studied [313] and a multidimensional structure for the implementation of

distributed ledger technology (DLT) in the construction industry has been proposed

[162]. Moreover, the emergence of blockchain is demonstrated by highlighting the

adoption and progress of construction firms using this technology [314], examining

the conceptual basis for the design of an automated payment system, and evaluating

the role of smart contracts in allowing cash flow to be efficiently and autonomously

conditioned on the status of product flow [188].

The implementation of blockchain technology in the construction industry has shown

that it can enhance end-to-end design and construction process process efficiency [127]

and data flow [315]. The primary advantage of blockchain is its ability to provide an

advanced solution to the trust problem by providing a permanent [316], immutable

[317]. and reliable [318] network that is capable of removing intermediaries [319]

and automating processes due to its prominent decentralisation [143], accountability

[320], and consistency characteristics [321]. Researchers have also discovered that by

connecting the BIM work process with blockchain, change tracking [322] and data

ownership [148] may be achieved. In addition, research in the literature has revealed

that blockchain can execute and release transactions when conditions are met [323]

[64], and encourage a collaborative decentralised building environment [119], increas-

ing both the level of traceability [203] and the monitoring [324] and management in

real time [122] [154]. In addition, blockchain can overcome the challenges of file re-

dundancy [156] by creating a secure file storage system to ensure accountability [325],

transparency [144], and trust [149] by providing a single source of truth [118].

Despite the general knowledge of the blockchain, many companies have not yet been

able to find ways to integrate it into the industry thoroughly. Businesses are showing

particular interest in blockchain, but real adoption is lagging. Gartner estimates that
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blockchain will generate more than 3 trillion dollars in annual commercial value by 2030

while 10 % to 20 % of the global economic infrastructure will operate in blockchain-

based systems by 2030 [326]. Rafati Niya et al. [327] have argued that peer-to-peer

buying and leasing smart contract-based applications can meet the functional and

legal requirements of automatic purchases and lease agreements using Ethereum on

blockchain.

This literature review concludes by exploring the challenges of BIM and blockchain.

This chapter shows how blockchain and digital tools are embedded in the complex

process of a construction project.

Next Chapter: Methodology

The next chapter examines the methodology adopted for this research, emphasising a

mixed method approach within a pragmatic philosophical framework. It outlines the

scope of the study with a particular focus on the applications of blockchain technology

in the construction industry. In addition, the chapter provides insights from case stud-

ies and practical scenarios that demonstrate the real-world implications of blockchain

integration. The chapter also explores how blockchain can be utilised throughout the

RIBA Work Plan, providing a detailed approach to tackling issues throughout the con-

struction project lifecycle.
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This chapter provides an overview of the literature review and related work concern-

ing the application of blockchain technology in the construction industry including a

road map for the research undertaken in this thesis. It outlines the methodological ap-

proach and key stages necessary to achieve the research objectives, presenting insights

from case studies and practical scenarios that illustrate the implications of blockchain

integration and improve understanding of its applications. In addition, this chapter

demonstrates the utilisation of blockchain throughout the RIBA Work Plan process,

offering an approach to addressing key issues throughout the construction project life

cycle.

3.1 Research Methodology

Existing literature highlights some of the key limitations in the current use of BIM

technologies, particularly with regard to integration challenges and interoperability con-

straints. Nawari [328] highlights the need for increased transparency and accountability

in the management of BIM data, indicating how these issues hinder effective collabo-

ration in construction projects. One of the prominent challenges in BIM is the clarity

of roles and responsibilities, with concerns about intellectual property protection, risk

allocation and safety being critical barriers [329]. In addition, popular platforms such

as Autodesk Revit and ArchiCAD, despite their widespread adoption, expose BIM data

to risks of unauthorised modification, which can damage trust between stakeholders

and disrupt project coordination [330]. Recent research has proposed blockchain as a

promising solution to these challenges.

The integration of blockchain technology in construction offers significant improve-

ments over traditional methods. Traditional construction suffers from limited trans-

parency, leading to delays and disputes due to incomplete or inaccurate information

[34] [117]. Blockchain enhances transparency with immutable data records, allowing all

stakeholders to access and verify information, thus reducing disputes and accelerating

decision-making [120] [122].

While traditional project management is centralized and prone to errors and delays,
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blockchain’s smart contracts enable decentralized decision-making, improving accuracy

and speed [31] [127]. Communication and collaboration often suffer in traditional

methods due to poor information sharing [13]. Blockchain provides a secure, shared

platform for better coordination and reduced misunderstandings [156]. It also enhances

monitoring of sustainability efforts, ensuring accurate tracking and compliance, which

benefits reputation [161]. Lastly, blockchain improves supply chain transparency and

traceability, allowing better material tracking and reducing errors [142] [145].

Building on the identified gaps in the literature and addressing the complexities of

integrating blockchain and BIM in construction, the research onion structure developed

by Saunders et al. [331] is adopted to develop the research methodology seen in

Figure 3.1. The research onion is an organised and layered strategy that highlights the

essential processes required to create a comprehensive research methodology.

Figure 3.1: Saunders’ Research Onion concept[331]

The research onion, a metaphorical representation of the research process, guides us

through the layers that cover philosophy, approach, strategy, choices, time horizon,

techniques, and procedures. This research utilised a mixed methods approach includ-

ing case studies, practical application and a detailed literature review to achieve a
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comprehensive understanding. This methodology is in accordance with developing a

new model through the application of innovative technology. Table 3.1 presents the

key features of the research within the framework of Saunders’ research onion.

Table 3.1: Characteristics of the research within the Saunders’ research onion concept

Layer Aspect Characteristics in the Research

Philosophy Pragmatism Emphasis on practical outcomes and solu-
tions, allowing flexibility

Approach Mixed-Methods Combination of Quantitative and Qualita-
tive Methods

Strategy (Validation) Problem-Solving Construction of a framework, development
of a road map, and application to real-world
issues

Choices Flexibility Various methods employed, including liter-
ature review, framework development, case
studies, experts knowledge (questionnaires),
and impact calculation

Time Horizon Flexible Combination of cross-sectional (literature
review) and potentially longitudinal (case
studies/questionnaires) elements

Techniques Eclectic Utilisation of various techniques such as
literature analysis, framework development,
case studies, questionnaires, and impact cal-
culation

Procedures Iterative and Flexible Adaptive and problem-solving approach, al-
lowing for ongoing refinement and adjust-
ment.

This adaptability provided that the research design remained responsive to emerging

insights and challenges, allowing continuous refinement and adjustment.

3.2 Refined Scope of the Research

The literature analysis motivates the research by highlighting two main research gaps,

as well as the shortcomings of the construction industry, which is analysed in Chapter
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2: (i) a lack of research into the practical application of blockchain technology within

the construction industry and (ii) a scarcity of research addressing blockchain-oriented

solutions aimed at improving information exchange within construction projects.

• Practical Application of Blockchain in Construction Projects: While blockchain

technology has shown applicability in various industries, its application in the con-

struction industry is relatively unexplored. The existing literature lacks compre-

hensive research on how blockchain can be integrated into construction processes

throughout the project life cycle. In particular, the absence of studies that ex-

amine the potential benefits and challenges of combining blockchain with BIM is

noteworthy.

• Blockchain-Driven Solutions for Information Exchange in Construction Projects:

Another important gap is the lack of research on blockchain-driven Solutions

specifically designed for collaboration, transparency, trust, and data/information

exchange in construction projects. The complexity of construction processes re-

quires efficient and transparent communication between stakeholders. However,

existing studies do not adequately address how blockchain can be leveraged to

facilitate information exchange, enhance collaboration and mitigate risks through-

out construction projects.

Addressing these research gaps is essential to open the transformative potential of

blockchain technology in the construction industry. Investigations in these areas aimed

to provide valuable insights into the feasibility, benefits, and challenges of integrating

blockchain into construction practices. Furthermore, filling these gaps will enable the

development of innovative blockchain-driven solutions adapted to the specific needs of

the construction industry, ultimately increasing efficiency, collaboration, transparency,

and sustainability in construction.

This investigation focuses on the theoretical and practical implications of BIM and

blockchain in the construction industry based on the research questions. The objective

of this investigation is to address this gap by focusing on four core research questions:
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• Can BIM and blockchain be integrated and applied in construction life-cycle stages

to improve safety, cost-efficiency and sustainability of construction projects?

• Can a blockchain-based BIM provenance model be developed to ensure traceability

and transparency of BIM data in a construction project?

• How can blockchain technology be applied to energy management systems to

improve operational performance and ensure sustainable building practices?

• What are the key benefits and drawbacks of the blockchain application for the

construction industry?

To address these questions, this research attempts to examine current academic papers

and empirical investigations in order to explain the variety of applications, benefits, and

drawbacks involved in the adoption of blockchain. The objectives of this research are

to investigate the possibility that blockchain may be used to improve several aspects of

the construction industry, such as the BIM project life cycle, supply chain management,

smart building and energy management. The objectives of the research are as follows.

• Explore the potential integration of BIM and blockchain technology at different

stages of the construction life cycle to improve safety, efficiency, and sustainability.

• Investigate how the integration of BIM and blockchain technologies can sup-

port collaboration across disciplines in the construction industry by promoting

accountability and visibility in the supply chain.

• Develop a blockchain-based BIM provenance model that enables secure and im-

mutable tracking of BIM data throughout the entire life cycle of a construction

project, including data creation, modification, and utilisation.

• Apply the developed blockchain-based BIM provenance model to a real-world

construction project to assess its feasibility, effectiveness, and practicality in en-

hancing project data management.

• Investigate the potential of blockchain technology to support energy management

in the built environment.
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• Explore how blockchain can streamline data management providing a real-time

energy sensing and control capability to advance energy efficiency and sustain-

ability goals in the construction industry.

• Analyze how the integration of blockchain technology impacts the general per-

formance of construction projects, using ROI and key performance metrics.

• Extract evidence from community consultations about limitations and the current

challenges around the adoption of digital technologies in the construction industry.

The methodology used for each research question (RQ) presented in Table 3.2 is

described below.

Table 3.2: Methodology for Each Research Question

Research Question Framework Case Study Testing Environment

RQ1: Can BIM and blockchain
be integrated and applied in
construction life-cycle stages to
improve safety, cost-efficiency
and sustainability of construc-
tion projects?

BIM-Blockchain implementation
in the construction lifecycle: Ex-
amines how blockchain can be
integrated with BIM throughout
various stages of construction
projects to improve data man-
agement and project efficiency.

New Bridge Project: A construc-
tion project involving the de-
sign and construction of a new
bridge, used to test the appli-
cation of the BIM-Blockchain
framework.

Ethereum Remix virtual envi-
ronment: A development tool
for testing smart contracts and
blockchain applications in a sim-
ulated environment.

RQ2: Can a blockchain-based
BIM provenance model be devel-
oped to ensure traceability and
transparency of BIM data in a
construction project?

Blockchain-based BIM data
provenance model: Focuses on
creating a model that tracks
and verifies the provenance
of BIM data using blockchain
technology to enhance data
integrity and traceability.

New Bridge Project: The
same bridge project was used
to test the effectiveness of
the blockchain-based BIM data
provenance model in maintain-
ing data integrity throughout the
construction process.

Ethereum public test network
(Kovan testnet): A public
blockchain test network used to
validate the model in a real-
world-like environment with sim-
ulated data.

RQ3: How can blockchain tech-
nology be applied to energy
management systems to improve
operational performance and en-
sure sustainable building prac-
tices?

Blockchain-based auditable en-
ergy sensing and control: Inves-
tigates how blockchain can be
used to monitor and control en-
ergy consumption in buildings,
ensuring accurate and tamper-
proof energy data.

Queen’s Building: A real-world
building used to apply and as-
sess the blockchain-based energy
sensing and control framework
for auditing energy use.

Ethereum Remix virtual environ-
ment: The same tool used in
RQ1 for testing the energy man-
agement system’s blockchain
applications in a controlled set-
ting.

RQ4: What are the key benefits
and drawbacks of the blockchain
application for the construction
industry?

Developing KPIs & Question-
naire

ROI calculations: Focuses on
identifying key performance in-
dicators (KPIs) and performing
return on investment (ROI) cal-
culations to assess the effective-
ness impact of blockchain imple-
mentations in construction.

Questionnaire: A tool used to
collect feedback and insights
from industry professionals re-
garding the impact of blockchain
on construction practices.

Chapter 4: Implementation of BIM-Blockchain in Construction Lifecycle

The methodology for RQ1 involves the development of a framework that integrates
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BIM with blockchain technology to enhance various stages of the construction lifecy-

cle. Verification focuses on confirming that the framework meets predefined design

specifications and operational requirements. To validate this framework, a case study

is conducted using a new bridge project, which allows for practical evaluation and

refinement. The framework was then tested using the Ethereum Remix virtual envi-

ronment, providing a simulated platform to evaluate its integration and performance in

a controlled environment. This approach ensures that the BIM-blockchain framework

is applicable and effective in real-world applications; verification ensures compliance

with design standards and validation confirms its practical relevance.

Chapter 4: Blockchain-Based BIM Data Provenance Model

For RQ2, the research focuses on creating a blockchain-based model specifically for

tracking the provenance of BIM data. This model aims to enhance data integrity

and traceability throughout the construction process. Verification is performed by

testing the model for conformance to design specifications and functional correctness.

The effectiveness of this model is tested through a case study on the new bridge

project, providing insights into its practical application. Further validation is achieved

by deploying the model on the Ethereum public test network (Kovan testnet), which

offers a realistic environment to evaluate the model’s scalability and performance in a

real-world scenario. This process ensures that both the design and operational aspects

of the model are verified and validated.

Chapter 5: Blockchain-Based Auditable Energy Sensing and Control

The methodology for RQ3 involves designing a blockchain-based system for auditable

energy sensing and control in buildings, intended to improve energy management and

transparency. Verification involves assessing whether the system meets the specified

design and functional requirements. This system is tested in the Queen’s Building at

Cardiff University, offering a real-world context to assess its impact on energy monitor-

ing and control. Initial testing and validation are conducted using the Ethereum Remix

virtual environment, which provides a platform for evaluating the system’s functionality

and effectiveness. This dual approach of verification and validation ensures that the

72



3.2. REFINED SCOPE OF THE RESEARCH

system meets design specifications and performs effectively in actual use cases.

Section 6: KPIs and Questionnaire

RQ4 uses a multi-pronged approach to validate the research findings. This involves

conducting a literature synthesis to identify key performance indicators (KPIs) and

comparative practices relevant to blockchain integration in construction. Verification

is applied to ensure that the KPIs are correctly defined and relevant. This section

also includes return on investment (ROI) calculations to assess the economic impact

of blockchain technology, with validation to ensure that the calculations are based on

accurate and reliable data. In addition, a questionnaire was used to collect empirical

data, providing insights and feedback from practitioners in the industry. Validation

of this data includes assessing its accuracy and consistency to confirm the practical

implications and effectiveness of blockchain technology in the construction industry.

Testing resilience, robustness and security of the systems

Various methodologies are used to ensure the resilience, robustness and security of a

blockchain-based BIM solution. A comprehensive literature review identifies existing

frameworks and best practices in blockchain applications, particularly in the construc-

tion industry. This basic research forms the theoretical foundation for the study and

highlights the gaps in existing methodologies. Structured research was conducted to

evaluate the functionality and integration of the blockchain based BIM solution. The

development process using Remix IDE and Ethereum public networks includes smart

contract deployment and interaction, ensuring that the system works as intended within

a decentralized framework. Performance evaluations contribute to the robustness of

the blockchain solution by assessing its speed, scalability and responsiveness under

various conditions. Also, scenarios have been developed to simulate real-world appli-

cations of the blockchain based BIM solutions in construction processes, validating its

effectiveness in addressing industry challenges. To address security, the methodolo-

gies recognize that the Ethereum network is generally considered secure, using strong

consensus mechanisms and cryptographic principles, and the development was also

carried out in a local environment using Remix IDE, with no online threats during the
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implementation process.

The hypothesis of the research

The hypothesis being investigated is that:

"The integration of blockchain technology into various processes within the construc-

tion industry—such as design, construction and energy management can lead to signif-

icant improvements enabling workflow automation, enhancing collaboration between

stakeholders, improving data integrity, security and monitoring, and supporting in-

formed decision-making. These developments encourage the implementation of more

efficient and optimized practices in project management and the construction lifecycle."

3.3 Research Structure

This section will discuss the research structure that attempts to address the research

questions given in the previous section. The structure of the thesis is presented in

Figure 3.2

74



3.3.
R
ESEA

R
C
H

ST
R
U

C
T

U
R
E

Figure 3.2: Research structure
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3.3.1 Phase 1A: Initial Research Stage: Literature Review

In the first stage of the research, a literature review was conducted to identify existing

knowledge and gaps in the current understanding of the topic. This involved a thorough

review and analysis of relevant academic articles, books, journals and other scholarly

sources. By synthesizing existing research, a foundation for the study was built and

insights into areas needing further research were gained. Additionally, a questionnaire

approach was used to gather information on challenges faced by the construction indus-

try. Questionnaires were developed and distributed to industry professionals, experts,

and stakeholders to obtain their views on key issues and barriers. Integrating these

qualitative data with the literature review provided a comprehensive understanding of

the challenges and concerns in the construction industry, informing the subsequent

stages of the research.

3.3.2 Phase 1B: Initial Research Stage: Research Design

Based on the findings of the literature review and the questionnaire, this stage of

the investigation involved the design of the study. Drawing from the identified gaps

and insights, research questions and objectives were formulated to guide the study.

A methodology was developed, outlining the approach, data collection methods, and

analytical techniques to be used. This phase was essential in framing the research,

ensuring that efforts were focused and structured to effectively address the identified

gaps.

A mixed methods approach including case studies, a questionnaire and experiments was

used to further investigate and address the identified challenges. The case studies pro-

vided context-rich insight into the complexities of the construction industry, allowing

us to examine specific real-world scenarios in depth. Simultaneously, a questionnaire

continued to be used to gather broader perspectives and insights from industry profes-

sionals and stakeholders. In addition, experiments were conducted to evaluate potential

solutions to identified challenges. This integrated methodology and data from a variety

of sources and perspectives enriched the depth of the research findings.
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3.3.3 Phase 2: Design and Construction Stages

The development and implementation of blockchain frameworks, specifically designed

to integrate BIM and blockchain technologies, were initiated to address the first and

second research questions and facilitate implementation throughout the design and

construction life cycle.

Construction Life Cycle and Supply Chain: This research examines the integration of

BIM and blockchain technologies within the construction life cycle and supply chains.

Exploring potential synergies between these two technologies aims to identify oppor-

tunities for increasing efficiency, transparency, and collaboration in the construction

industry. This research includes analysing data exchange, exploring potential use cases,

and assessing the impact on project management and decision-making processes.

BIM Data Provenance Model: This research initiative focuses on the development of a

blockchain-based data provenance model specifically adapted for BIM data. The aim

is to address data integrity, authenticity, and traceability concerns in BIM workflows by

leveraging blockchain technology. By designing and implementing a data provenance

model, the research aims to create a secure and immutable audit trail for BIM data

and ensure reliability and accountability throughout its life cycle. Key components of

this model include data attribution, validation mechanisms, reconciliation protocols,

and scalability considerations.

3.3.4 Phase 3: Operational stage

The objective of this stage is to address the third research question and investigate the

potential benefits of using blockchain to enhance energy efficiency and management

during the operational stages of the construction industry. This stage facilitates energy

efficiency, and empowers disciplines and individuals in the construction industry by

improving data protection, collaboration, and working environments.

Energy Efficiency and Data Management: This research question focuses on investi-

gating the potential of blockchain technology to improve energy efficiency and data

management processes. The aim is to investigate how blockchain can be leveraged
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to facilitate more efficient energy usage, monitor consumption patterns, and manage

energy data in various operational environments. The goal is to identify opportu-

nities for integrating blockchain solutions to enhance energy efficiency practices and

streamline data management procedures across different domains. Key areas of focus

include the development of blockchain-based energy monitoring systems, smart con-

tracts for energy transactions, and decentralised data management frameworks to en-

hance transparency, security, and accountability in energy-related operations. Through

this research, the objectives are to contribute to the advancement of sustainable energy

practices and efficient data management strategies in operational environments.

3.3.5 Phase 4A: Experimental Validation

The research methodology includes experimental validation to empirically evaluate

the effectiveness and feasibility of the proposed blockchain-BIM integration solutions

developed in the previous phases. This involves designing experiments to simulate

real-world construction scenarios, collecting relevant data, implementing and testing

blockchain-enabled BIM solutions, analysing results, documenting findings, and incor-

porating stakeholder feedback. The collected data was analyzed to assess compliance

with design specifications, address performance, security and usability concerns, and

lead to iterative optimisation. During this iterative process, smart contracts were re-

fined, parameters were adjusted, and improvements were identified. Through careful

testing and validation, this phase aims to provide evidence of the practical benefits and

limitations of the implemented technologies, thereby strengthening the credibility and

applicability of the research findings. Ultimately, this phase contributes to the advance-

ment of knowledge and practices in the construction industry by providing empirical

support for the effectiveness and applicability of blockchain-BIM solutions in real-world

scenarios.

Success Criteria for Validation

Success criteria used to validate the performance of smart contracts tested in Remix

IDE and the Kovan testnet. The identification of these criteria was necessary to provide
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a structured approach to assess whether the tests were successful and to evaluate the

functionality and efficiency of the contracts. The success criteria focused on whether

the smart contracts were able to correctly perform their intended functions and address

various scenarios, including both normal operations and failure conditions. Testing was

considered successful if the contract produced the expected results, such as correctly

processing transactions and managing interactions. Any deviation, such as incorrect

data processing or failure to fulfil functions, indicated a failure. In the Kovan test

network, success was evaluated based on gas efficiency and transaction processing

times. Gas utilisation was monitored to ensure that contracts were running within

reasonable limits, while processing times were assessed to verify that transactions were

completed without significant delays. While specific limits were not predefined, efficient

performance was expected under typical conditions, and excessive gas consumption or

delays indicated potential areas for improvement. The contracts were also analysed for

their ability to handle extreme situations and failure scenarios. Successful tests included

the contract rejecting invalid inputs, recovering from failed trades and maintaining

reliable functionality under adverse conditions. Throughout the testing, results were

compared to overall performance expectations.

3.3.6 Phase 4B: Questionnaire Validation

This sub-phase is structured with a dual objective: first, to assess the existing gaps in

the construction industry; and second, to validate the research. The questionnaire was

designed to address the different objectives. The first part aimed at identifying and

understanding the gaps and challenges faced by stakeholders in the BIM environment.

The next part aimed to gather information on user requirements and expectations

regarding a blockchain-based BIM framework that serves as a validation tool for the

proposed solutions. 48 experts from the European Construction Technology Platform

(ECTP), including architects, engineers, academics, BIM experts and other relevant

professionals, provided valuable perspectives on both the challenges in the industry

and the expected features of a blockchain-based BIM framework. The questionnaire

findings have guided an iterative improvement process, especially in defining the re-
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quirements for blockchain-based BIM integration.

3.4 Case Studies

An exploration of the potential applications of blockchain technology in various stages

of construction life cycles has been analysed in the literature review chapter. Insights

from three real field application case studies are also presented, covering bridge con-

struction and energy management in buildings.

Bridge project

Highways England is leading a bridge construction project, where the focus is on im-

plementing a pioneering BIM-blockchain integrated solution to enhance the project’s

existing data and processes. Figure 3.3 presents some sources used in the Bridge

project.

Figure 3.3: Bridge project

This validation test is an important exploration that allows us to thoroughly assess

the feasibility, benefits, and challenges associated with implementing blockchain in
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a standard construction project environment. This project brings together a diverse

multidisciplinary team with Costain as the main contractor, Lee Wakemans Ltd. as

the cost consultant, Capita leading the design team, and Highways UK as the client.

This integration enables a secure and transparent flow of information throughout the

construction life cycle. The aim is to address challenges in communication and collab-

oration by creating a unified and trusted system for data management. Generic frame-

works for implementing blockchain in the BIM environment were developed throughout

the process, specifically aligned with the RIBA Work Plan stages. These frameworks

were thoroughly tested in a virtual environment incorporating smart contracts. The test

results provided valuable insights, including cost calculations, and contributed to the

creation of a road map to integrate blockchain into various stages of the construction

industry life cycle.

Energy Management

Data on electricity consumption, temperature variations, and CO2 concentrations in 10

key buildings and offices at Cardiff University provide the basis for an innovative energy

efficiency management project driven by blockchain technology. This scenario aims at

building management and operational efficiency systems and general sustainability. The

integration of blockchain into this context increases the transparency and security of

energy data, providing precise recording that allows for data measures and promotes a

more sustainable building environment. Figure 3.4 shows some of the data used in the

case study.

The use of blockchain technology in this project ensures the integrity and security of

energy-related data and facilitates a transparent and decentralised system for managing

energy resources. In this case study, the main objectives revolve around energy effi-

ciency and promoting sustainability through the integration of blockchain technology.

The project aims to improve energy consumption patterns in campus buildings by using

data from sensors and providing cost calculations for recording data between buildings

and offices for different time intervals on the blockchain. Beyond operational improve-

ments, blockchain plays an important role in promoting sustainability by providing a
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Figure 3.4: Queen’s Building energy case

secure platform for transparent and accountable energy practices.

The case studies showcase the integration of blockchain technology throughout the con-

struction life cycle, highlighting its role in enhancing collaboration, efficiency, security,

transparency, and skills development. By leveraging blockchain, stakeholders can se-

curely share data, automate processes, ensure data integrity and promote transparency,

ultimately advancing the adoption of BIM and driving digitalisation in the construc-

tion industry. Through a holistic approach, this research provides actionable insights

for practitioners, policymakers and researchers, guiding them to harness the trans-

formative potential of blockchain while ensuring compatibility with existing practices.

This comprehensive approach emphasises the importance of embracing innovation to

advance the construction industry toward a new era of efficiency and effectiveness.
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3.5 Construction Life Cycle Methodical Approach

This research pursues a methodological approach in the life cycle to examine the use

of blockchain for each stage of the construction process as outlined in the RIBA Plan

of Work [210]. This life cycle implementation approach allows us to comprehensively

explore the applications and benefits of blockchain technology at every stage of the

construction industry, including feasibility, design, construction and handover phases.

For each phase, the aim was to examine how blockchain can improve collaboration,

data management, transparency and efficiency, and possible integration for all phases.

Through this life cycle stage methodological approach, the aim is to contribute to the

body of knowledge on blockchain applications in the construction industry and provide

practical insights for its implementation at various stages of the construction process.

RIBA (0) Strategic Definition

This thesis contributes to this stage by providing guidelines for project management

teams to assess the strategic suitability of adopting blockchain. Through a detailed

analysis of relevant literature and industry practices, decision-making criteria are pro-

vided that consider the project’s complexity, the involvement of multiple unknown

participants, and the need for consensus. In addition, the research highlights the im-

portance of understanding the project context and the nature of data transactions in

order to guide the decision-making process effectively.

RIBA (1) Preparation

In this stage, the goal is to provide a basic framework for the integration of blockchain

into the construction industry. The efforts are centred around the development of a

project brief and feasibility studies assessing the feasibility of blockchain integration

and the development of practice-oriented research. An important aspect of this phase

involves the creation of a road map that defines roles, responsibilities and information

exchange protocols between the disciplines involved in the construction process. The

aim was to develop a guide through the studies. The contribution aims to equip

the industry with essential knowledge and a trajectory for the effective introduction
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and utilization of blockchain technology, through a synthesis of project highlights, a

literature review, and a strategic guide derived from this research.

RIBA (2,3,4) Design Stage

Blockchain is being promoted as a key innovation and is envisaged as a distributed net-

work that connects clients, contractors and stakeholders in a transparent structure that

increases trust between these stakeholders. In this context, blockchain acts as a cata-

lyst that facilitates secure and transparent data sharing and management throughout

the design stage. The integration of blockchain into the design process aims to ac-

celerate the technological advancement of the construction industry, and improve cost

efficiency and the complex data sharing environment. The primary goal is to provide the

potential of blockchain technology in the design stage. Incorporating blockchain into

the approach is driven by the overarching goal of streamlining collaboration, facilitat-

ing efficient file management and optimising overall project efficiency. By integrating a

synchronised system with BIM that leverages the capabilities of blockchain technology,

the goal is to upgrade the design process, ensure reliable transactions, and contribute

to a more transparent and efficient construction industry.

The Bridge project case study in Chapter 4 was based on the integration of this stage,

and the main objectives of integrating blockchain into the project are to improve data

source recording and sharing, advance collaboration, and optimise document manage-

ment across various professional disciplines. By using smart contracts in a virtual

environment, the aim is to develop practical insights that lead to the formulation of

a roadmap for integrating a blockchain-based BIM environment into the construction

industry lifecycle.

RIBA (5) Construction

The use of smart contracts during the construction stage is strategically designed to

manage and track changes in the BIM model’s design and construction phases, en-

abling extensive documentation and tracking of all model changes while simultaneously

monitoring standard permits and legal documentation of residences. The integrated

blockchain architecture of the design stage is adapted to a blockchain BIM integra-
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tion involving all stakeholders in the life cycle. This transition is aimed at leveraging

blockchain’s potential to streamline and automate processes. By emphasizing auto-

mated processes facilitated by smart contracts, the goal is to showcase the transforma-

tive potential of blockchain and establish a framework for evaluating and implementing

similar innovations in the construction industry.

The Bridge project case study in Chapter 4 was designed to illustrate how blockchain

was applied in the construction phase and how the process was automated. Focusing on

data provenance, collaboration, and document management across various professional

disciplines, this integration aims to create a secure and transparent flow of information

throughout the construction project life cycle. This case study is intended to formulate

a road map for the integration of blockchain into the life cycle of the construction

industry.

RIBA (6) Handover and Close Out

This stage seeks to create an immutable historical record that covers the entire project

life cycle from concept to delivery. By deploying smart contracts in line with industry

best practices, particularly during the design and construction phases, the goal is to

establish a baseline from the beginning of the project. This approach is intended to

enhance trust and transparency among all parties involved and build a high level of

confidence in the integrity and accountability of the project journey. The case studies

detailed in Chapters 4, 5, and 6 serve as a collaborative effort to establish a definitive

record, covering the entire life cycle of the construction industry.

RIBA (7) In Use

In the final stage of the RIBA Work Plan, blockchain is being investigated in areas

such as energy management, maintenance, and equipment utilisation. This approach

simplifies the process of contracting and delivering service providers throughout the

construction life cycle by providing a secure and unalterable record of service-related

transactions.

On the Cardiff University campus, a network of sensors collects important data on
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electricity consumption, temperature levels, and CO2 concentration in 10 different

buildings and offices. This valuable data collection for the case study is the basis for

monitoring & improving energy efficiency through blockchain implementation. The

main aim of the energy case study in Chapter 5 is on the effective management and

operational efficiency of these buildings, covering aspects such as energy management

and sustainability practices. The intention is to increase the transparency and security

of energy data, ultimately facilitating the precise recording of transactions and energy

data.

3.6 Vision and Value Proposition

The integration of blockchain and BIM into the construction industry offers a solu-

tion that increases security, efficiency, transparency, and collaboration throughout the

entire life cycle of construction projects. Figure 3.5 presents a visual guide that identi-

fies emerging patterns of blockchain and BIM integration, unresolved challenges, and

promising avenues for future research and application.

User and Project Registration: Using blockchain for user and project registration

creates a secure and transparent recruitment process. Architects, engineers, clients,

and various stakeholders record their information on the blockchain, providing an im-

mutable and tamper-proof record. This guarantees transparency and reliability through-

out the project, with project registration detailed in Chapter 4.

External Registry and Data Sharing: External organisations such as government

agencies and legal institutions register on the blockchain, encouraging a collaborative

and transparent ecosystem. Using blockchain for data sharing creates a trusted envi-

ronment for collaboration (which is provided in Chapter 4) to ensure that BIM data,

certificates and other critical project information are exchanged between stakeholders

in a secure and authenticated manner.

Data Tracking and Monitoring: Blockchain facilitates the tracking and tracing

of various data, from resource maintenance to user activities and material status.

The integration of blockchain into construction projects provides additional security,
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Figure 3.5: The integration of blockchain in the construction industry

ensuring the reliability of data used in decision-making processes delivered in all the

chapters.

Record Retrieval: Blockchain facilitates fast and reliable access to historical records

delivered in all chapters, as well as their retrieval, contributing to informed decision-

making throughout the construction life cycle.

Decentralised Project Governance: Smart contracts embedded in the blockchain

automate and enforce contractual agreements, streamlining workflows and minimising

disputes. This encourages a collaborative environment in which decisions are traceable,

accountable, and resistant to manipulation (which is demonstrated in Chapter 4).
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Immutable Documentation and Audit Trails: The immutability of the blockchain

ensures that all project documentation, including design plans, contracts, and regula-

tory compliance records, remains tamperproof. This increases the security of sensitive

information providing a comprehensive audit trail that allows stakeholders to track

changes, approvals, and compliance throughout the project’s life cycle (which is pro-

vided in all chapters).

Effective Resource Allocation: Smart contracts optimise project efficiency and

reduce the risk of resource conflict and delays. As mainly mentioned in Chapter 4, the

transparency of the blockchain ensures that all stakeholders have real-time visibility into

resource allocation, enabling a more adaptive and responsive construction process.

Real-Time Collaboration and Communication: Blockchain’s real-time capabil-

ities enhance collaboration and communication between project stakeholders. This

real-time collaboration promotes a stronger and more responsive construction ecosys-

tem, and ultimately accelerates project timelines (as provided in all chapters).

Predictive Analytics for Risk Management: The framework in Chapter 5 envisions

an adaptive solution for energy management in the construction industry that provides

the foundation for continuous innovation and improvement. Blockchain integration

into a comprehensive ecosystem is driving a new era of efficiency, sustainability, and

collaboration.

3.7 Summary

This chapter provides an overview of the methodology employed in this thesis and

outlines a mixed method within a pragmatic philosophical framework to provide a basis

for the study. The scope of this research has been carefully determined, focusing on

specific aspects of blockchain technology in the construction industry. The research

structure is presented and organised into four phases to address the objectives. This

chapter also provides information for the case studies alongside practical scenarios that

highlight the implications of blockchain integration and provide a better understanding

of its applications. Finally, this chapter uses blockchain throughout the RIBA Work
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Plan process to present an approach to addressing key issues throughout the construc-

tion project life cycle.

Next Chapter: Blockchain Augmented Design and Construction Lifecycle

Stage

The chapter presents a real-world bridge project to demonstrate the application of smart

contracts and a blockchain-based BIM framework designed to facilitate collaboration,

provide secure and transparent transactions and automate project management tasks.

Also, the next chapter develops and empirically validates a blockchain-based BIM data

provenance model.
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This chapter focuses on addressing research questions RQ1 and RQ2, along with their

corresponding objectives. This explores the integration of BIM and blockchain technol-

ogy into the construction industry life cycle, aiming to revolutionise traditional prac-

tices and improve data management processes. The chapter begins by describing the

potential synergies between BIM and blockchain, highlighting their combined ability

to streamline construction workflows and promote transparency between stakeholders.

This also introduces the concept of data provenance, and presents a novel blockchain-

based BIM data provenance model designed to address the challenges of data reliability

and traceability in construction projects.

In addition, this chapter presents two scenarios to illustrate the practical applications

of blockchain-BIM integration. The first scenario provides an overview of how BIM

and blockchain can work together throughout the construction life cycle, demonstrat-

ing their transformative impact on project management and stakeholder collaboration.

The second scenario focuses on the specific use of blockchain to enhance the prove-

nance of BIM data in a real-world bridge project, highlighting its role in ensuring data

integrity and transparency throughout the project’s phases. Based on these scenarios,

this chapter aims to illustrate the benefits and challenges of implementing blockchain

technology in construction projects, enabling the exchange of information and also

enabling the industry to move forward and innovate.

4.1 Contexts and Proposed Approach

Blockchain technology is transforming the construction industry, offering a shared

database accessible to all stakeholders. This database facilitates tracking, monitor-

ing, and process automation, ultimately aiming to reduce conflicts, improve trust, and

streamline operations. This chapter demonstrates how to integrate blockchain into

construction practices through an examination of a real-world case study.
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4.1.1 BIM and Blockchain Integration

To optimise efficiency in construction, the goal was to automate processes by integrat-

ing blockchain into various stages of construction operations. A real-world case study

on a new construction bridge project is reviewed, showcasing the transformative role of

blockchain in modernizing traditional construction practices. This framework examines

the integration of BIM and blockchain and provides validation through demonstration.

The key insights from this case study highlight the benefits of incorporating such

advanced technologies into construction projects. The proposed model for the inte-

gration of blockchain with BIM is illustrated with the corresponding critical insights

in Figure 4.1, showing the general plan for the implementation in a project life cycle

using the stages of the RIBA Work Plan. This process is defined from the literature

review, which analyses similar implementations of technologies such as BIM and then

syntheses them as shown in the figure.

Figure 4.1: Blockchain steps with BIM for the construction life cycle

Additionally, external factors can influence each stage of the integration of blockchain

with BIM throughout the construction lifecycle in the stages shown in Figure 4.1. At

Riba 0, challenges such as stakeholder misalignment, regulatory uncertainties or evolv-

ing project requirements may delay the decision to use blockchain. During RIBA 1,
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disruptions may arise due to technical integration issues with existing systems, supplier

delays, or a lack of qualified personnel to set up blockchain-based systems and policies.

During Riba 2 3 4, coding errors, third-party platform issues or regulatory review delays

can slow down the creation of smart contracts. For Riba 5, external disturbances such

as network congestion, hardware failures or security vulnerabilities can affect the mon-

itoring of BIM-blockchain updates. For Riba 6, delays may occur due to dependencies

on external parties for documentation and the finalization of smart contracts. Finally,

in Riba 7, deployment, logistical challenges, regulatory delays or supply chain disrup-

tions may affect the deployment of systems for insurance, maintenance and energy

management. These potential external factors emphasize the need for careful planning

and risk mitigation at every stage.

4.1.2 Data Provenance for Construction Projects

Ensuring effective data provenance in construction projects involves several key chal-

lenges. Throughout the project’s lifecycle, managing the integrity of data as it passes

through various stakeholders—such as architects, engineers, contractors, and manufac-

turers—can be complex and prone to errors. Tracking and managing the latest versions

of designs, specifications, and other project-related data is essential to avoid conflicts

and ensure that all parties work with the most current information. Proper attribu-

tion of changes is crucial for accountability; without it, resolving conflicts or learning

from past decisions becomes difficult. Also, traceability of changes is necessary to

understand decisions made throughout the project’s lifecycle, requiring comprehensive

documentation and tracking mechanisms.

The design phase, characterized by its multidisciplinary nature, further complicates

these challenges. Effective management of changes during this phase is critical for

maintaining transparency, accountability, and accuracy. Documenting data provenance

ensures that all changes are tracked, consistent, and accurately attributed, thereby

improving collaboration and building trust among stakeholders. By emphasizing data

provenance, stakeholders can optimize the design process, facilitate decision-making,

reduce errors, and enhance communication.
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Blockchain technology provides a solution for these challenges by offering a transparent,

immutable system for tracking data provenance. In the BIM environment, blockchain

coordinates documentation by generating unique records for each design change, up-

date, or interaction. These records include metadata and timestamps, ensuring that

each change is attributed to the responsible discipline. This creates a comprehensive,

immutable audit trail that enhances transparency and reduces errors.

The process is illustrated in Figure 4.2, which depicts the interaction between the

design team model file and the blockchain at various stages of development. The figure

demonstrates that the registration of all disciplines, design modifications, interactions,

and the associated metadata of the IFC file for the project will be systematically

recorded on the blockchain.

Figure 4.2: Design team model file and blockchain

Each Industry Foundation Classes (IFC) model component is stored on the blockchain

with unique identifiers and metadata at the file, layer, and object levels. This approach

allows for early detection of coordination issues across different disciplines and makes

these issues visible, thus facilitating early conflict resolution and improving overall

project efficiency. By documenting every modification, blockchain ensures that all

changes are synchronized, traceable, and securely stored.

When changes occur, such as the repositioning of a structural column, the blockchain
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automatically synchronizes and records updates across all affected models—architects,

structural engineers, and fabricators. This synchronization ensures data consistency

and provides an immutable record of the design evolution, which is crucial for resolv-

ing disputes or audits. All activities are registered in the cloud and recorded on the

blockchain, ensuring secure and transparent data management throughout the project

lifecycle.

A trial involving three disciplines—Architect, Structural Engineer, and Client—demonstrated

blockchain’s effectiveness in storing and tracking IFC models. This approach improved

data management and enabled collaboration, trust, and efficiency among all project

stakeholders.

4.2 Blockchain-Based Data Provenance for IFC
Models

Integrating blockchain with BIM is designed to increase data management related to

IFC models, facilitating more effective project collaboration. This strategy presents a

blockchain-based provenance framework to support trusted BIM data exchange and en-

courage collaboration between various project disciplines. Developed through a review

of existing literature and insights from a case study, this framework aims to create a

scalable and secure model for distributed BIM data sharing, thereby promoting effective

stakeholder collaboration.

Development and Experimental Setup

An experimental setup is created using the Ethereum Remix platform and the Ko-

van testnet to implement the blockchain provenance framework. Smart contracts are

developed and deployed using Solidity to manage project provenance functions. The

capture of metadata from the IFC model for the BIM data provenance framework is

illustrated from a bridge highway project demonstrating the integration of blockchain

with BIM to effectively manage data and interactions.

Data Provenance Recording Process
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In this system, every action during the construction design process is recorded on

the blockchain using Proof of Work (PoW) mechanisms, ensuring the data remains

immutable and trustworthy. Provenance records are compiled, published across the

blockchain network, and linked with a hashed user ID to maintain privacy. The records

are validated and confirmed by network nodes, providing a transparent and reliable

history of data provenance. Figure 4.3 illustrates the process of recording provenance

data within a BIM environment. It depicts how changes made by various disciplines

(Architectural, Structural, MEP, and Client) are recorded and aggregated, and how

this information is subsequently added to the blockchain.

Figure 4.3: Blockchain integration with BIM data

In the BIM environment, various disciplines interact with different BIM objects through-

out the design and construction process. Identifying these disciplines and objects is

important for maintaining accurate and traceable records. Each discipline and BIM

object is assigned a unique identifier to facilitate this process:

Discipline IDs:
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• Architect ID: ARCH1

• Structural Engineer ID: STRU1

• MEP Engineer ID: MEP1

• Client ID: CLNT

BIM Object IDs:

• Door : Door001

• Window : Window002

• Column: Column003

Initial Metadata Recording

The initial metadata recording process involves capturing detailed information about

each BIM object and recording it on the blockchain. This ensures that all attributes

related to the object are accurately represented and traceable throughout the project’s

lifecycle. For example, consider the metadata for a door object:

Example: Door Object Metadata (Version 1.0)

• Object Identifier : Door001

• Version: 1.0

• Type: Door

• Dimensions: Height: 2100mm, Width: 900mm

• Material : Wood

• Location: Floor 1, Room 101

• Date Added : 01-09-2022

The process starts with the extraction of metadata, where the IFC file is parsed to ex-

tract information about the object, such as Door001. The extracted metadata typically

includes the IFC object ID, object type, material properties, dimensions and manufac-

turer details. Following this, a blockchain transaction is created to record the extracted
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metadata on the blockchain. This process includes the unique IFC object ID (e.g. IFC-

Door), a timestamp and a hash of the metadata to ensure integrity. The involvement

of relevant disciplines is essential at this stage. The Architect (ID: ARCH123) is re-

sponsible for recording the design specifications and ensuring that the initial metadata

is accurate. This may involve a review process where the Architect verifies that the

extracted metadata is consistent with the design documentation. If any discrepancies

are found, these need to be addressed before the blockchain transaction is finalized.

Processing Metadata Updates

Once the initial metadata for each BIM object has been created and recorded to the

blockchain, it is essential to efficiently manage changes and updates throughout the

project lifecycle. Managing metadata updates involves revisiting and revising previously

recorded information as changes are made to the design or properties of objects. This

study details how updated metadata is processed and recorded, including the extraction

of new details, the creation of blockchain transactions to capture these updates, and

the involvement of key disciplines. The example provided illustrates the procedure

for updating metadata by showing how changes, such as changes in dimensions, are

managed and recorded on the blockchain.

Example: Updated Metadata (Version 2.0)

• Object Identifier : Door001

• Version: 2.0

• Type: Door

• Dimensions: 2100mm, Width: 950mm (Width updated)

• Material : Wood

• Location: Floor 1, Room 101

• Date Updated : 15-09-2022

The process begins with the detection of changes, where automated systems identify

updates in the IFC file. Following this, updated metadata is extracted to retrieve the
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new details for objects such as Door001. A blockchain transaction is then created to

reflect these updates, ensuring that the changes are accurately recorded.

Smart Contracts

Figure 4.4 shows the integration of smart contracts with the blockchain. It highlights

how a smart contract manages data from different project disciplines and ensures the

processed data is recorded back onto the blockchain.

Figure 4.4: An example of saving a construction project file or an activity on the blockchain

In a bridge highway project, each team updates the BIM model as follows:

• Architect (ID: ARCH123): Updates the design of Door001 (e.g., adjusting its

dimensions or materials) and records the change.

• Structural Engineer (ID: STRU456): Integrates these updates, such as reinforcing

the structure around Door001, adds structural details, and records the changes.
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• MEP Engineer (ID: MEP789): Incorporates additional systems into the design

related to Door001, such as HVAC adjustments, and records their updates.

• Client (ID: CLNT101): Reviews the aggregated model, including all changes to

Door001, with all previous updates recorded on the blockchain.

Example BIM objects as follows:

• Door001 : Represents a specific door in the building design. Updates might

include changes to dimensions, materials, or location.

• Window002 : Represents a window, with updates potentially involving changes to

size, placement, or glazing.

• Column003 : Represents a structural column, with updates including modifica-

tions to its dimensions, material, or load-bearing capacity.

This approach provides a strategy for managing IFC models and user interactions

through blockchain technology enhancing data integrity, transparency, and collabora-

tion throughout construction projects.

4.3 BIM Data Model

In this study, the IFC model is employed to represent data within the project con-

sortium and among participating disciplines, specifically using data from a highway

bridge project. The IFC model encompasses all graphical and non-graphical informa-

tion related to the bridge throughout its entire lifecycle, including planning, design,

construction, usage, and operation.

The IFC model integrates both geometric and non-geometric data, as illustrated in Fig-

ure 4.5. The project data underwent review, analysis, and modifications using various

software tools before being exported to an IFC file format. This format facilitates data

exchange between different applications and adheres to the ISO standard 10303-21,

commonly referred to as the "STEP-file" [332].
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Figure 4.5: Geometric and nongeometric BIM data of the trial project

For this research, the IFC schema is utilized as a storage and transfer system for digital

data, ensuring interoperability among BIM (Building Information Modeling) profes-

sionals working on the project. The IFC schema provides a comprehensive definition

through various formats, including .ifc and .ifcXML, to represent hierarchically struc-

tured elements [178] [174].

The *.ifcXML extension of the IFC file format uses the same data schema as the *.ifc

extension but presents it in XML format rather than ASCII text [178]. Both IFC and

ifcXML standards are open and publicly accessible.

Revit is a BIM software widely used in architecture, engineering and construction to

design and manage building projects. The process for exporting IFC metadata starts

by opening the corresponding project and creating a schedule for the desired category,

such as walls, doors or other building components. The user should then add the fields
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required for the metadata transfer, such as “Name”, “Type” or “Material”. Once the

Revit program is properly configured, the export can be started by going to the File

menu and selecting Export and then selecting the IFC format. At this stage, it is

important to adjust the export settings to ensure that the desired program information

is included. Once these settings have been completed, the IFC file is saved in the

selected directory. Next, to register the exported IFC metadata on the Ethereum

Virtual Machine (EVM), the first step involves converting the IFC data into a suitable

digital format, such as JSON. Following this, a smart contract needs to be written in

Solidity, the programming language for EVM, which will define the rules and structure

for storing and managing the IFC metadata on the blockchain. Once the contract is

completed, it can be deployed on the Ethereum network using development platforms

such as Remix or Truffle. Libraries such as web3.js or ethers.js can be used to interact

with the deployed smart contract, facilitating the transfer of IFC metadata to the

blockchain. Finally, it is important to monitor the transaction to ensure that the data

has been successfully recorded on the Ethereum ledger.

Blockchain Project Network

The Bridge project involves multidisciplinary teams that collaborate to produce a con-

solidated BIM model from which provenance data is recorded on blockchain. To ensure

that the whole historical information is maintained in a tamper-proof way, the process

needs blockchain trustworthy management and monitoring. The stakeholders involved

in the project are the client, architect, structural engineer, and mechanical, electrical

and plumbing (MEP), communicate and record their activities using smart contracts

through a front-end layer (see Appendix C.1.).

Blockchain smart contracts were designed to support the provenance of BIM data in

addressing the interoperability requirements of the construction project. An application

programming interface (API) calls are used to process IFC objects and related metadata

in order to facilitate the use of a project’s background by disciplines. This enables a

distributed manipulation of these IFC objects in situations where multiple disciplines

associated with a project can work on the same IFC model within the coordination
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system. The project partners can use a Revit plugin that connects the Revit software

to the coordination framework and a filtering application that chooses IFC objects

according to their compliance codes. The Revit plugin can communicate with the

system to retrieve and send IFC objects based on discipline updates. Model update in

the project network presented in Figure 4.6

Figure 4.6: Model update in the project network

Blockchain registrations are performed on the basis of an IFC model, along with meth-

ods for data transfer and data provenance between disciplines. This enables disciplines

to obtain the most recent version of an IFC object in real-time and modify the IFC

model appropriately recording each operation to blockchain through data provenance.

For the project network, blockchain can be accessible through a user interface designed

following technical and building industry standards. The user interface has been de-

signed to accomplish two tasks: (i) an initial interfacing of the blockchain, and (ii)

continuous system administration.
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4.4 Scenarios

This section presents two scenarios that illustrate the integration of blockchain tech-

nology and BIM in the construction industry. The first scenario presents an exploration

of how blockchain and BIM collaborate throughout the construction life cycle of the

Bridge project, demonstrating their transformative impact on project management and

stakeholder collaboration. The second scenario highlights blockchain’s role in providing

data reliability and transparency throughout the project stages, with a focus on en-

hancing the BIM data provenance within the same project. Through these scenarios,

the goal is to demonstrate the integration of blockchain-BIM in practical applications

and the subsequent benefits in real-world construction projects.

4.4.1 Scenario 1: BIM-Blockchain in Construction Life-cycle

The evaluation is conducted with trial data from a real construction project of Highways

England involving the construction of a new bridge on the A556 with data and pro-

cesses provided by the project partner, Costain, as part of the Cloud-for-Coordination

project [333]. This evaluation aims to demonstrate the advantages of blockchain for a

multidisciplinary BIM project for the construction of a new bridge and to demonstrate

the impact of using BIM and blockchain to support a more automated and efficient

construction process.

Four project disciplines were involved in the project trial, as listed below:

• Contractor: Costain

• Cost consultant: Lee Wakemans Ltd.

• Design Team: Capita

• Client: Highways England

The construction project being discussed is a bridge system with ancillaries and includes

construction disciplines involved in the project’s various phases.
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Smart Contract

The transformation from a traditional contract to a smart contract and the subsequent

operational details are shown in Figure 4.7. This figure provides an overview of how

smart contracts operate within a blockchain system and highlights the following key

aspects: (i) terms and conditions specification, (ii) coding under the determined con-

dition in blockchain, (iii) conditions are met and the smart contract executes itself, (iv)

outcomes are recorded in the blockchain, (v) authorities and users can analyse events.

Figure 4.7: Example of a) traditional contract type and b) smart contract type [285]

To create a smart contract, the involved parties must first define their objectives and

agree on the expected outcomes. These objectives may involve potential value ex-

changes, including goods or services. Each party, or discipline, adjusts the parameters

and requirements that need to be met for a transaction to occur.

All specifications and contract clauses are translated into computer logic and program-

matically coded. Once coded, the smart contract is deployed to the blockchain. It

will then automatically execute itself when the pre-defined conditions are triggered.
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Users need external accounts to launch the smart contract, initiating transactions with

a contract account. This transaction is authenticated using the initiator’s private key

and is then forwarded to other blockchain nodes. Other users can verify the validity of

the transaction using the public key, ensuring the initiator is the entity that activated

the contract.

When a consensus is achieved from the majority of nodes in the network, the transaction

will be added to the ledger, the smart contract will be executed, and the results will

be registered. As the status of the blockchain changes over time, it is modified on

all network nodes, and the outcomes cannot be altered. Due to the computational

resources needed to manage the proof-of-business framework, any transaction that

causes a change of status in the Ethereum blockchain requires a transaction fee. The

transaction launcher pays in Ethers, which are part of Ethereum’s local value network.

BIM Work Packages in Construction Management

BIM work packages are essential to the construction management process, providing

stakeholders with detailed instructions, timelines, material quantities, cost estimates,

and other relevant data necessary for task execution. These packages serve as guides

that summarize the scope of work, making it easier for contractors and subcontractors

to coordinate. By breaking down each task or project component, BIM work packages

help ensure the project adheres to both requirements and timelines.

Additionally, they promote transparency, allowing all involved parties to understand

their roles and responsibilities, ultimately contributing to the successful completion of

the project. Tools such as Synchro and Costx are commonly used to create BIM work

packages, factoring in transaction dates and costs, as depicted in Figure 4.8. These

packages divide the construction process into manageable digital sections, simplifying

job tracking, recruitment, and payment processes.
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Figure 4.8: Preparing a BIM work package

Trial and Validation

In this subsection, the entire blockchain scenario is presented, including disciplines and

implementations which were delivered within the project trial, as shown in Figure 4.9.

Figure 4.9: The bridge design model

As stated, four disciplines are used with the following annotations: discipline C -

xontractor, discipline Q — cost consultant, discipline E — design team, and discipline

O — client.
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Smart contracts experiment

Ethereum serves as a basic platform for the creation and execution of smart contracts,

allowing us to create smart contracts. Smart contracts are programmable agreements

that automate transactions based on predefined conditions. To facilitate the devel-

opment of these contracts, Ethereum provides a set of tools, including the Remix

compiler. This compiler is effective in simulating the deployment of smart contracts

and enables real-time debugging, allowing developers to review and refine all of the

contract’s elements as they write code.

In this trial, data blocks are used for transactions, with hash data signed using a digital

signature from the relevant discipline. In addition, a hash is used as a function that

decodes the data of the current block, including the signature and creation details of

the process that connect the blocks in the blockchain. When a new block is created,

the hash of the previous block is combined with the current block’s data, and a new

hash is generated and signed with the user’s digital signature.

Step 1 – Instalments: To run the Ethereum network, users need to register because the

Ethereum network is a peer-to-peer network where one or more users validate blocks

in order to operate the first network. In this case, the blockchain network has a set of

rules for the first block, also known as the genesis block. The genesis.json file provides

a description of the Ethereum network. To start the network, a client ID was created

in the P2P network, followed by the setup of a wallet for processing transactions. The

network is initiated and triggered in the following phase. The next step is to build

a smart contract. To continue this operation, a contract should first be written and

compiled.

Step 2 - Discipline A (Architect): "Discipline A" has been registered into the system

with its unique blockchain ID and created a first bridge BIM model. All changes on

the model are recorded to the blockchain as seen in Table 4.1, which shows the first

grid drawing after system records.

Step 3 - Discipline S (Structural Engineer): The IFC file (A556-CAP-7000-S06-3D-S-

1001.ifc) is shared with the structural design team and the blockchain is configured to
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Table 4.1: Recording design data to blockchain

Contract Architect

Input First x-axis grid created

Hash a1075db5s54ysd9w86. . .

Timestamp 01.11.2020 - 9:30

Previous
Block 0000000000074asd56. . .

New Block 0000000000074dff43a. . .

keep consistent records, as shown in Table 4.2.

Table 4.2: IFC file sharing between the design team

Contract Architect to Structural Engineer

Input A556-CAP-7000-S06-3D-S-1001.ifc file shared with the
Structural Engineer

Hash s4033d35s54ysd9w86. . .

Timestamp 01.02.2021 - 13:48

Previous
Block 0000000000085s3d56. . .

New Block 0000000000085dff43a. . .

"Discipline S" starts to analyze the architectural drawing and to develop the structural

design. During all of these stages, every step of the design and files shared between

design teams have been recorded into the blockchain network.

Step 4 - Discipline C (Client): The IFC file can be shared with “Discipline C” at the

same time to monitor the task process and to monitor the payment transactions. The

blockchain allows monitoring and tracking of the design data, as well as document

records and file sharing between design teams, at any time.

In the trial illustrated in Figure 4.10a, a smart contract has been created for the

architect, structural engineer, and other design team to upload and change design

records. A function has been specified to edit the variables when necessary, which

only the design team was allowed to use for editing when a certain condition is met.

The function was created at the end to capture the previous events and the return the
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design’s records, as well as the design team’s address. In Figure 4.10b, it can be seen

that the smart contract was successfully executed.

Figure 4.10: a) Smart contract design records on Ethereum Remix. b) Execution of a smart
contract

Prerequisites

In this work, IFC metadata is used to facilitate data transfers and encryption using

hash data and digital signatures. The metadata in each block is encoded using a hash

function that encapsulates information such as digital signatures and links between

blocks in the blockchain. When a new block is created in the database, the previous

block’s hash value is combined with the properties of the latest block to create a new

hash, which is then signed using the user’s digital signature.

Step 0 – Instalments: To run the Ethereum network, users need to first register with

the network, and initiate the first chain. The blockchain network has a set of rules

for the first block, also known as the genesis block. The Genesis.json file explains the

Ethereum network. To start the network fully, a client ID is created in the P2P network,

followed by the wallet that will be used to process the transactions. The network is

started and the next step is to create a smart contract to be written and compiled.

Step 1 - Discipline E: The process begins with "Discipline E", which generates a first
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bridge BIM model and uses the Data Management Systems (DDS) viewer to export

it to the .ifc file to display concept, functionality, and ownership. Since Discipline

E developed the model, the discipline uploads the file "A556-CAP-7000-S06-3D-S-

1001.ifc" and shares it with stakeholders.

Step 2 - Discipline O: "Discipline O" converts the prepared work package or tasks to

the computer code for smart contracts. For this trial, 8.1.1 - Clearing vegetation task

has been selected to code for the smart contract, as demonstrated in Table 4.3.

Table 4.3: Example of the Bridge model’s external works prepared as a Work Package - 8

Step 3 - Discipline C: “Discipline C” works on-site, attempts to complete the task,

and checks the working process. When the contract “Cleaning vegetation” finishes,

“Discipline C” updates the BIM model, the smart contract will automatically run, and

notifications are circulated to related disciplines.

Step 4 - Discipline O: Taking an overview. “Discipline O” checks the BIM model and

confirms the smart contract to record the final IFC file “A556-CAP-7000-S06-3D-S-

1001.ifc” to the blockchain. Then, the amount specified by the payment transaction

is released, as presented in Table 4.4.
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Table 4.4: Work package into codes for the smart contract

The model proposed in this chapter demonstrates the use of blockchain technology in

construction projects and its integration with BIM-based multidisciplinary collabora-

tion. The new framework provides a solution for the construction industry, specifically

addressing issues such as payment delays and contract disputes. By utilising smart

contracts throughout the construction life cycle, tasks are systematically created and

codified, resulting in a more streamlined and automated process. By incorporating

smart contracts and timestamp recording into the ledger, potential disputes arising

from contracts can be significantly reduced. The synergy between BIM and blockchain

encourages enhanced collaboration between stakeholders in a highly secure environ-

ment, including clients, contractors, and subcontractors. This collaboration facilitates

the sharing of trusted BIM data, thus encouraging cooperation while minimising third

party involvement and associated costs.

Blockchain Deployment

The smart contract enables the creation, storage, and retrieval of package structures,

and provides a transparent and immutable method for tracking and managing work

packages on the Ethereum blockchain.
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Solidity, a language used to generate smart contracts on the Ethereum network, is

used to create a smart contract for the "BIMPackage8" workpackage (see Appendix

B.1.). The contract includes a user-defined data structure named "Package" that

contains the information associated with a work package. The Package structure has

many elements, including "sender" and "receiver", which are strings used to hold the

Ethereum addresses of the work package’s sender and receiver, respectively. In addition,

the structure comprises a "name" text field that stores the name of the work package

and an "amount" that stores the financial value of the work package. In addition, the

"projectFile" element is a string that provides the location of the project file affiliated

with the work package. The last field, "completed," is a Boolean value that indicates

whether the work package has been completed.

The code has been run inside the Remix environment and is seen to work as predicted,

based on the code’s specification of intended behaviour. The successful execution of

the code in the Remix environment may be seen as evidence that the code is functional

and prepared for deployment on the Ethereum blockchain, as can be seen in Listing

4.1.

Listing 4.1: Example of the successful execution of the smart contract

{

" s t r i n g _sender " : "0 x5B38Da6a701c568545dCfcB03FcB875f56beddC4 " ,

" s t r i n g _ r e c e i v e r " : "0 xf8e81D47203A594245E36C48e151709F0C19fBe8 " ,

" s t r i n g _name" : "BIMPackage8 " ,

" u i n t256 _amount " : "639735" ,

" s t r i n g _p r o j e c t F i l e " : "A556−CAP−7000−S06−3D−S−1001. i f c "

}

In Listing 4.2, the "topic" entry is a string representing the event’s unique identification,

which is used to specify the event type. The "event" parameter is a string that records

the event’s name, "PackageCompleted" in this case. After the tasks are completed, the

smart contract is automatically executed and the package is successfully completed.

The listing provided in the code may be used to indicate an event that has been

produced by a smart contract, including information about the event’s origin, its type,
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and any relevant parameters. This enables other parties to respond to and analyse the

data provided by the blockchain network, offering a method to track and monitor the

contract’s status.

Listing 4.2: Example of the execution of smart contract when the workpackage completed

{

" from " : "0 xf8e81D47203A594245E36C48e151709F0C19fBe8 " ,

" t o p i c " : "0 x61056d12e f421e98b7b702b8f f2015dbad4b45e f362e58eb0b59e2 fdcb fe2b39 " ,

" even t " : "PackageCompleted " ,

" a r g s " : {

"0" : "0 xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 " ,

"1" : "" ,

" packageAddres s " : "0 xAb8483F64d9C6d1EcF9b849Ae677dD3315835cb2 " ,

"packageName " : ""

}

}

In Listing 4.3, the smart contract emits the event "PackageDueDateExecuted," which

contains information about the package whose due date has arrived. The event receives

the package address and package name as inputs, which may be used to identify the

package that has passed its due date. This event may be used to initiate various

actions, such as altering the package’s status or alerting the appropriate parties that

the package’s due date has passed.

Listing 4.3: Example of the smart contract execution on work package deadline

{

" from " : "0 xf8e81D47203A594245E36C48e151709F0C19fBe8 " ,

" t o p i c " : "0 xb04ed2344cc68716471b1d42367e0fd3d3c911a465219fdda504ede34d5c383e " ,

" even t " : "PackageDueDateExecuted " ,

" a r g s " : {

"0" : "0 x5B38Da6a701c568545dCfcB03FcB875f56beddC4 " ,

"1" : "BIMPackage8 " ,

" packageAddres s " : "0 x5B38Da6a701c568545dCfcB03FcB875f56beddC4 " ,

"packageName " : "BIMPackage8"

}

}
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4.4.2 Scenario 1: Experimental Results

This study conducted within the Remix IDE established a testing environment to em-

ulate real-world scenarios encountered in construction projects. Within this environ-

ment, interactions and transactions involving key stakeholders such as clients, archi-

tects, structural engineers, and MEP engineers were analyzed. Smart contracts were

leveraged to facilitate the execution of these transactions and interactions. Data was

collected throughout the iterative testing process to assess the performance and cost-

effectiveness of these transactions. In addition, the deployment of smart contracts

was facilitated, and their functionality was closely monitored in the simulated environ-

ment. These insights played an important role in improving and optimising processes

and systems, ultimately leading to improvements in both efficiency and effectiveness.

During the test, a total of 81 transactions were executed amongst the various disci-

plines (Figure 4.11 indicates that there are 51 transactions because some transactions

happen simultaneously with different transactions.) These exchanges were recorded,

and the resulting data was evaluated to determine the overall gas price associated with

the interactions. The gas price is a measure of the cost of completing an Ethereum

blockchain transaction, and it is commonly calculated in Wei, the smallest unit of

Ethereum.

The smart contract has a certain allowance of gas spent depending on the number of

actions performed and the gas price of the requested codes. The smart contract has

no standard fixed conversion price; determining any gas price depends on the sender

and the code quality. According to the test findings, the total price of gas associated

with the 81 activities was 6270082 Wei. This sum of Wei may be translated into

other Ethereum units, such as Ether, for easy comparison. In this case, it is indicated

that 6270082 Wei is equal to 0.00006270082 Ethereum, and the value to US dollars

using the current exchange rate is 0.0013140164 US dollars (1 Ethereum = 209.817

US dollar, 13.01.2023). The completion cost for the workpackage (BIMPackage8) is

given with the interactions in Figure 4.11

The proposed model demonstrates the use of blockchain in construction projects and
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Figure 4.11: Workpackage (BIMPackage8) completion cost

its contribution to BIM-based multidisciplinary collaboration. It provides a framework

applicable to the construction industry that addresses payment delays and contract

disputes. Smart contracts are utilized throughout the construction process, with tasks

created and coded based on these contracts to enhance functionality and automation.

With the smart contract and the time stamp registration in the ledger, disputes arising

from the contract can be minimised. BIM and blockchain will strengthen collaboration

through highly secure interactions between clients, contractors, and subcontractors,

and provide reliable information and a BIM data sharing ecosystem. This can fur-

ther strengthen cooperation between all stakeholders by eliminating third parties and

minimising costs.

4.4.3 Scenario 2: Blockchain-Enabled BIM Data Provenance

The assessment was conducted with data and models from the bridge project, which

again involved multidisciplinary collaboration for the highway construction project as

in Scenario 1. Figure 4.12 depicts the network architecture of the blockchain-based

BIM project environment.

The following part introduces a complete BIM model integration based on blockchain

throughout the bridge’s design phase.

• Discipline A – Architect
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Figure 4.12: Blockchain-based BIM project environment

• Discipline Aa – Architect assistant1

• Discipline Ab – Architect assistant2

• Discipline S - Structural Engineer

• Discipline C - Client

• Discipline M – MEP

Step 0 - "Discipline A," "Discipline S," "Discipline C," and "Discipline M" have been

registered into the blockchain system and get their unique blockchain IDs. All changes

and activities made to the BIM environment and the model will be recorded on the
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blockchain. Each discipline, such as “Discipline A”, can have more users, such as

“Discipline Aa” and “Discipline Ab”.

Step 1—Discipline C (Client): "Discipline C" has been created for the first block and

proceeded with registering the first entity, "Discipline A". Discipline A will create the

model "Bridge BIM IFC file" on the blockchain network and continue to record all

design changes on the blockchain system.

Step 2 - Discipline S (Structural Engineer): The created IFC file (A556-CAP-7000-

S06-3D-S-1001.ifc) will be shared with the structural design team by “Discipline A”.

The blockchain is configured to keep consistent records on the network. "Discipline

S" will start to analyse the architectural drawing and develop the structural design.

The IFC file will be shared with "Discipline S", which will start working with the IFC

document as a drawing structural design with changes to be recorded in the blockchain

network. During all of these stages, every step of the design and file share between

design teams is recorded in the blockchain network.

Step 3—Discipline C (Client): When "Discipline A" takes the final design from "Dis-

cipline S," "Discipline A" will share it with "Discipline M" (or "Discipline S" will share

it with "Discipline M"). The final IFC file from "Discipline A" will be shared with

“Discipline C” at the same time to monitor the task process and any data transactions.

Step 4—Discipline A(Architect): “Discipline C” wants to change the electrical box on

the drawings at the end of the process using the IFC file. “Discipline C” will send the

IFC file to “Discipline A”. “Discipline A” will send the file to “Discipline M”. “Discipline

M” will change the box and send it to “Discipline A”, and “Discipline A” will send it to

“Discipline C”.

General assumptions involved in the design process

Considering a general project design process, the disciplines involved in the process are

first recorded on the blockchain and included in the process. After registration, the

disciplines create their design and share it with the client. Any information exchange or

activity that occurs with the main "Project" will be recorded directly in the blockchain
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system. Furthermore, any changes to the IFC file will be stored in the blockchain

system, as illustrated in Figure 4.13.

Figure 4.13: The process of provenance records with design discipline

Data Provenance Contracts

The Remix platform is used to facilitate the compilation and deployment of smart

contracts. Remix is an Ethereum Solidity development platform that facilitates the

development of smart contracts. Dapp is another platform that was used to allow

interaction with smart contracts through front-end web pages. To create the front-end

web page’s interaction, a front-end JavaScript interface to connect the front-end page
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with the blockchain system was constructed (Appendix C.1). The UI interface allows

users to engage with contracts, including deploying new contracts and methods of the

contract, such as writing or retrieving blockchain data. The Remix platform is used

to deploy a single contract for system testing and smart contract verification. For the

testing phase, contracts and transmit transactions across the Kovantest network were

installed. Local memory was invoked only on the developer device to verify operations

and provide execution results quickly in real time. Before deploying the smart contract

on the Ethereum mainnet, its code was tested on a Kovan testnet . Three smart

contracts are used to implement the blockchain-based BIM provenance model for the

case study presented in this section.

The smart contract for new user/actor/discipline registration: It is considered

that each contract is identified with the contract’s object number, which is maintained

in a mapping connection to the updated contract address. The contract is created or

updated for each discipline so that other nodes may see all discipline records by using

the newUser() function (see Appendix C.1.2).

The smart contract for object or input registration: The contract serves as a

means of registering objects and displaying all objects that have been registered. Once

other nodes are registered to the system, registered objects can be viewed through the

network using the newObject() and Input() functions (see Appendix C.1.3).

Updating smart contract with users and actors: The object provenance model is

implemented via the first contract. Every transaction should be recorded in the contract

after the disciplines are recorded on the blockchain platform. With the updateUser()

and updateObject() functions, the final User/Client may see the whole history of

transactions for the object in use and may update the role of the users (see Appendix

C.1.4).

Implementation Process:

• The smart contract was implemented using the Solidity programming language

with the truffle infrastructure and a public blockchain designated Ganache sys-
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tem with truffle console was used to interact with the back-end of the system.

After the back-end server was built, the front-end website was developed and

deployed to interact with the contract’s functions and record the data prove-

nance. The server-side code using Node.JS was implemented with a front-end

interface that supports retrieving data provenance from the database rather than

the blockchain. Contracts have been installed to allow users to utilise the system

for data provenance activities.

Deployment Process:

• The Ethereum public Kovan test network with an existing blockchain Metamask

wallet was used in order to deploy the experimental scenarios. Ganache was

used to obtain Ether (ETH) for the purpose of testing an application and the

address was broadcast on the Kovan testnet. The Solidity integrated development

environment (IDE) and Remix are used to develop and deploy smart contracts

with a truffle test to validate the existence of the address on the Kovan test

network.

Data Provenance Authentication

All disciplines are registered in the network as illustrated in Figure 4.14. The client

then requests architectural drawings from the registered architect through the system.

The architect shares the file with his design team. Because the file’s hash code will be

uploaded to the blockchain system, the file activities and provenance are recorded in a

provenance database. Following that, the client requests the agreement to be validated

using a blockchain query to see whether the requirements of the smart contract are

met. The authenticator verifies this process on the blockchain and if the smart contract

requirements are met, blockchain verification generates a proof of data by updating

the provenance data stored.
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Figure 4.14: The general structure of provenance record to blockchain

Data Provenance Verification

The BIM data associated with the design elements are available chronologically in

each version of the model, including where the project was used, who updated it,

and when it was modified. This provides the capability to determine which data were

requested and shared and whether they were approved. An immutable ledger will be

accessed whenever an architect or member of any other discipline makes a modification

or performs a task. Disciplines will be able to access object information over the

blockchain network by referencing the unique Object ID. This enables information to

be accessible throughout the project’s duration or at the end of the project. As input,

the object’s details may be retrieved by inputting the BIM Model ID, the Object ID,

and, if requested, the discipline ID allowing access to historical records for the desired

object over the blockchain network. Several operations for a BIM object are considered

for the verification process, allowing the disciplines to:

• Check the details about an object, operation and time.

• Access specific information on where an object is used in the process, as well as

the history of an object throughout the project’s life cycle.

• Retrieve the details of an object that was manipulated by one of the disciplines

throughout the project life cycle.
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4.4.4 Scenario 2: Experimental Results

A prototype was implemented for the framework using an Ethereum blockchain virtual

machine, which provides a public blockchain network. Ethereum uses a browser-based

compiler called Remix-IDE for writing and compiling smart contracts. The Solidity

language has been applied to implement the contracts.

Two smart contracts, named provenance and verification, are proposed for logging and

verifying the information relevant to the disciplines, actors, and objects. The former

contract stores the discipline, objects, operations, time of actions, actors, and versions

of updates into a blockchain network. The verification contract verifies (i) the objects

created/ manipulated by an actor, (ii) the operations of an actor on an object and

the time of each operation of an actor on the object, and (iii) the updated versions

on an object which actors modify. The deployment costs of both smart contracts are

investigated using an Ethereum public blockchain test network (Kovan). The amount

of gas used for deploying provenance and verification contracts are 854979 wei and

767248 wei, respectively. The transaction costs relevant to the proposed verification

depend on the number of involved entities (e.g. objects, actors etc.) that should be

investigated within a construction project. To this end, the functions/ transactions of

the verification contract will be executed and the costs will be evaluated according to

various parameters.

Verification of Operations

This experiment investigates the costs required for verifying an actor’s executed op-

eration on an object and the exact time when the operation has been executed by

changing the number of operations. The assumption is that the number of operations

varies from 5 to 30.

The Kovan testnet, a public testnet on the Ethereum blockchain, was used to get

the transaction costs and mining time. Kovan is an Ethereum-based PoA blockchain

that is publicly accessible. This testnet is the closest to the actual performance of the

Ethereum blockchain.Each result was calculated after five executions of the transactions
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with different parameters to reach an average data. Table 4.5 gives the details about the

average verification costs and mining time. When the number of operations increases,

the amount of consumed gas increases steadily. To get the average mining time for

the verification, the results with different gas price units ranging from 10 to 30 Gwei

were evaluated.

Table 4.5: Verifying operations and transaction costs

Number of operations Mining time

5 10 15 20 25 30 -

Used gas (wei) 194235 388470 582615 776800 970125 1165410 -

Gas price=10 0.003 0.007 0.01 0.014 0.017 0.02 1477

Gas price=20 0.004 0.008 0.011 0.015 0.019 0.023 294

Gas price=30 0.005 0.011 0.017 0.023 0.029 0.035 25

Given a fixed gas price unit, the verification costs in ETH and mining time in seconds

are provided. The visualisation of the mining time with the different gas prices is shown

in Figure 4.15. The results indicate that the average mining time decreases sharply

when the gas price unit increases. Higher gas price motivates the miners to run the

transactions and create the blocks sooner.

Figure 4.15: Comparison of number of operations & gas prices (ETH)
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Verification of an Object’s Updates

This experiment verifies an object’s history during a project’s life cycle. The history

shows all the updates of an object that has been modified by the actor(s). By changing

the number of updates for an object from 5 to 30, the experiment estimates the amount

of gas used for checking the object’s history. The rate of the gas price unit is assumed

to be 20 Gwei, which is the average rate on the date of the experiment through

Ethereum. Table 4.6 shows the experimental results. The amount of gas consumption

and the costs of the transactions in both wei and ETH are provided, respectively. As

represented, when the number of updates on an object increases, the cost of checking

the history of the object increases gradually. It starts from almost 0.002 ETH and

reaches nearly 0.005 ETH. The results were obtained after executing the transactions

five times in Kovan with various parameters to get the average values. The mining

time with the different gas prices is shown in Figure 4.16.

Table 4.6: Verifying an object’s updates and transaction costs

Number of updates 5 10 15 20 25 30

Used gas (wei) 48033 62100 78241 93004 103000 121050

Average Cost (ETH) 0.0021 0.0027 0.0032 0.0041 0.0044 0.0053

Figure 4.16: Comparison of number of updates & cost (ETH)
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Verification of actors

By changing the number of actors working on or manipulating an object, this experi-

ment investigates the costs required for retrieving the actors’ details. The assumption

is that the number of actors varies from 5 to 30. The gas price unit is 20 Gwei and

the transactions are executed and deployed on the Kovan test network. The costs are

calculated after execution five times with various parameters to get the average results.

Table 4.7 shows the experimental results.

Table 4.7: Verifying actors and transaction costs

Number of actors 5 10 15 20 25 30

Used gas 55251 105920 150680 201902 250032 291230

Average Cost (ETH) 0.0011 0.0021 0.003 0.004 0.005 0.0058

When the number of actors increases, the gas consumed for the verification rises

steadily. The table also provides the transaction costs of this verification in ETH.

Figures 4.17 and 4.18 show how the gas fluctuates with the number of operations and

updates identified in the smart contracts.

Figure 4.17: Comparing number of operations & gas used (wei)
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Figure 4.18: Comparing number of updates & gas used (wei)

4.5 Lessons Learned

Blockchain technology presents a single shared framework for construction companies

to undertake project tasks along with other relevant financial transactions required to

complete a project. Blockchain with associated BIM integration can contribute to mar-

ket changes, which facilitates the ability to manipulate data between participants, and

more reliable issue status and provenance records registered in the chain consistently.

Based on the literature survey and trial outcomes, the following key aspects related to

construction digitalization are identified:

Efficiency

The integration of blockchain technology into the construction industry, especially in

combination with BIM, has led to measurable improvements in efficiency. Key lessons

learnt include significantly reducing delays in procurement and development phases.

Blockchain’s role in reducing conflicts between BIM templates and design contractors

has been particularly effective, with fewer inconsistencies and better transitions be-

tween project phases. A critical insight is the importance of limiting access to the

blockchain environment to registered project participants such as architects, engineers,

contractors and clients who can verify and update ‘blocks’. This approach increased the
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general security and reliability of the process while providing traceable, time-stamped

records of all design changes. These timestamps allowed stakeholders to monitor and

track design updates in real time, preventing errors caused by outdated versions of

drawings. This traceability has been a key efficiency metric, improving communication

and decision-making timelines. In addition, the decentralised nature of the blockchain

contributed to better workflows, particularly in the preparation and modification of

drawings. The ability to track design changes in the pre-contract phase and updates

in the post-contract phase reduced project delays and minimised regulatory overhead.

The reduction of administrative tasks such as documentation and implementation has

also become an efficiency advantage.

Data Security

Construction data is usually collected in a central repository and becomes subject to

security implications. Sensitive building data must be protected by taking advantage of

blockchain’s ability to protect data integrity by connecting all pieces of data in the net-

work together through an encrypted signature or private key [124]. Blockchain provides

strong policies to protect information with the decentralisation of blocks distributed

over a peer-to-peer system [334]. The network’s authorisation system ensures that

only registered participants can access and interact with the data, while the immutable

registration scheme prevents any participant from changing or deleting information

once it has been added to the blockchain. This combination strengthens data security

and protects the integrity of information by ensuring that all changes are traceable and

transparent. As a result, data privacy and security are accessible to all members as

they can trust the system to prevent unauthorised changes or breaches.

Transparency and Trustworthiness

Every participant in a construction project can see the sequence of financial and nonfi-

nancial transactions via the blockchain. The blockchain is open to all parties involved

in the process, regardless of the nature of the data. The decentralised nature of

blockchain encourages users to access the same expertise across systems [335]. As

a result, participants have more consistency based on the traceable and immutable

128



4.5. LESSONS LEARNED

record, where users are more willing to enter into a legal smart contract and share

their data safely in the BIM environment. Thus, when a blockchain implementation is

being used in the construction industry, stakeholders do not need to establish a trust

relationship because the automation of a smart contract process reduces trust risks.

Collaboration

Cultural and proximity-related challenges have historically impacted efforts to develop

international construction in the modern industry. However, blockchain technology,

with its global network of distributed locations and participants, facilitates co-operation

between clients, contractors and suppliers in different geographical regions. This elim-

inates the need for third-party intermediaries, as blockchain provides a stable, reliable

and efficient framework for collaboration and often enables such arrangements to be

embedded in smart contract terms and regulations.

The integration of BIM and blockchain offers significant benefits, including improved

responsiveness, reduced transaction times, lower costs, enhanced reliability and in-

creased transparency, aimed at maximising the efficiency of the construction industry.

Also, the existing literature points to a notable gap in the understanding of the impor-

tance, development, application and advantages related to the integration of BIM and

blockchain and suggests an area for further research and exploration.

Costs

Clients in the building industry conduct business by central intermediaries such as

banks and other financial institutions, or through selling real estate through an agent

or broker. These third parties require payments to the client in return for supplying

services and products. Incorporating blockchain into the construction industry allows

customers to eliminate third parties and transaction fees [336]. Smart contracts and

direct agreements between design suppliers, manufacturers and main contractors, as

well as project clients, can allow for money saving with legislative contract documents

[124]. Clients can save money on real estate agent charges by purchasing their prop-

erties via the blockchain system. Payment issues associated with conflicts can be

minimised, and there would be no delays or nonpayment disputes in the smart con-
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tract. In general, blockchain implementation saves time and resources because all

processes are automated and transparent [335]. Moreover, implementing blockchain

into BIM could lead to more accurate and detailed drawing records, reducing the time

needed to develop contract documents. This eliminates the need to deal with incorrect

quantities and drawings and optimises the update process during redesign. In addition,

blockchain’s ability to facilitate precise reconstruction history contributes significantly

to the traceability of operations and tasks in construction projects.

Smart contracts allow actions or clear instructions based on terms written in the code

on the blockchain to be self-executed through the blockchain. The smart contract has

a certain allowance of gas spent depending on the number of actions performed and the

gas price of the requested codes. In general, any part of programmable computing (e.g.

creating contracts, exchanging messages, accessing resources, and performing financial

transactions) would mainly be specified and depending on how many Ethereum virtual

machine instructions need to be executed, a request sent to the Ethereum network

costs a certain amount of gas. The smart contract has no standard fixed conversion

price; determining any gas price depends on the inputs and the codes.

The absence of a fixed price and the fact that any additional changes in the smart con-

tract affect the amount of gas used do not allow us to make a precise price calculation,

and hence no exact price has been specified in the trial project. The main focus was on

the use of blockchain technology in the BIM process in the construction industry, with

emphasis on time efficiency, capability to automate, and collaboration for construction

projects. Variable costs in Ethereum have an impact on all businesses because the

transaction cost of the smart contract is volatile with fluctuations from low to high

costs. The unpredictability of a project cost determined by this price fluctuation may

negatively influence decision makers when deciding to incorporate blockchain technol-

ogy into their systems. On the other hand, Ethereum aims to enhance scalability and

optimise the computational effort needed to validate transactions.

The potential of the proposed provenance framework to accelerate the construction pro-

cess and ensure transparent monitoring and tracking of project tasks across disciplines
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is highlighted. The findings reveal that the costs associated with implementing smart

contracts for provenance can fluctuate depending on the project scale and the number

of disciplines involved. In addition, valuable insights are provided on the transforma-

tion of supply chain management and the realisation of digital construction, reflecting

current areas of interest in this field.

The following sections present both theoretical and practical aspects of this integration.

Theoretical Implications:

The adoption of blockchain in the AEC industry is still in its infancy. However, many

applications, journal papers, and site demonstrations are looking to pave the way

toward a more feasible and informed adoption. This section aims to promote the

integration of blockchain and BIM, making a thorough inventory based on a literature

review and assessing implications for practitioners and decision-makers who want to

gain an in-depth understanding of this state-of-the-art technology and its application

in the construction industry. Because blockchain involves an open and multidisciplinary

scope, this section aims to showcase the use of blockchain in a real construction project

and disseminate knowledge to researchers and practitioners.

Practical Implications:

On the practical side, a use-case demonstration is created to illustrate the use of

blockchain for construction projects, emphasizing usability and efficiency. This in-

volves preparing a general implementation plan for the project lifecycle using the RIBA

Plan of Work. Recognizing the need for a deeper understanding of blockchain tech-

nology among managers, practitioners, professionals, and decision-makers, a practical

example and references are provided to offer an in-depth understanding of blockchain

applications. This includes a roadmap for rethinking digitalization strategies in the

construction sector. The literature review highlights leading issues in the construction

industry, such as task management, information sharing delays, and contract conflicts.

Integrating work packages into smart contracts can enhance functionality and time

efficiency. BIM and blockchain are argued to strengthen collaboration between clients,

contractors, and subcontractors, improving resilience for multi-disciplinary collabora-
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tion at various construction stages.

In addition, the traceable and immutable data transfer facilitated by blockchain instils

trust among stakeholders, thus enabling informed decision-making during construction.

Smart contracts that can manage agreements, operations, and transactions streamline

processes and increase reliability, especially when there is data dependency on the

project. Leveraging blockchain integration with BIM data provenance supports the

creation of more reliable provenance records, which is critical for protecting sensitive

construction data that is often centralised.

4.6 Summary

This chapter addresses the integration of blockchain technology and BIM to enhance

various aspects of construction projects, including safety, cost-effectiveness, sustain-

ability, and automation. By examining a real-world bridge project, the chapter explores

how blockchain technology can be integrated into the construction industry, with a par-

ticular focus on simulating the implementation of smart contracts. Leveraging existing

academic literature, a blockchain-based BIM environment model is presented, aimed at

streamlining construction collaboration processes and promoting secure and transpar-

ent transactions while automating project management tasks. The effectiveness of this

model is validated through its application in a real construction project, highlighting

the potential benefits of integrating blockchain and BIM in creating a collaborative

and secure construction environment.

This chapter presents the development of a blockchain-based BIM data provenance

model that aims to improve traceability and transparency in construction projects.

Through an empirical analysis of a real construction project, the effectiveness of the

blockchain data provenance framework is demonstrated, highlighting its ability to con-

tinuously track disciplinary actions and build trust through traceable and immutable

data exchange. This approach is expected to prevent data loss, streamline data pro-

cessing, eliminate redundant documentation, and increase transparency, ultimately

improving communication, reducing documentation overload, and promoting trans-
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parency among stakeholders in the construction ecosystem. Overall, the integration of

blockchain technology into the BIM environment promises to drive progress and inno-

vation in the industry, ushering in a more digital and efficient construction ecosystem

that is characterised by improved productivity, sustainability, and automation.

Next Chapter: Blockchain for Energy Management in Buildings

The chapter introduces a blockchain based auditable energy sensing and control model,

validated through a case study on energy monitoring in an office spaces in Queen’s

Building at Cardiff University. By analyzing two scenarios, the proposed model demon-

strates the cost-effectiveness and transparency for energy sensing of periodically (15

minutes, 2 hours, 6 hours and 12 hours) recording energy data in a blockchain frame-

work.
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This chapter addresses the RQ3 research question and its connected objective, exploring

how blockchain technology can facilitate technological innovation in building energy

management. This chapter presents a blockchain model designed to enhance energy

sensing and control, which is demonstrated through a case study of energy monitoring

in office spaces and buildings. It discusses the benefits of this innovative approach,

including improved energy efficiency and transparency of energy consumption. The case

study validates the effectiveness of blockchain-based energy management in real-world

building environments, highlighting its potential to advance sustainable energy goals.

Through this investigation, this chapter contributes to the development of practical

solutions for auditable energy sensing and control systems with blockchain for better

energy management practices in construction projects, and offers insights derived from

the analysis.

5.1 Context of the Research

The context of the research highlights the importance of sustainability and efficiency in

energy management in buildings and highlights the limitations of traditional methodolo-

gies in capturing, analysing, and securing energy consumption data. The integration of

blockchain technology shows promise in redefining energy data management for build-

ings by addressing concerns such as data integrity, vulnerabilities, lack of transparency,

and real time consideration.

The research objectives include developing an energy sensing and controlling solution

using blockchain to prioritise the security and privacy of data, provide real-world proof

of feasibility, and address scalability issues. This chapter presents a thorough case study

that explores the cost implications associated with the regular recording of energy con-

sumption data in buildings securely stored on blockchain. Two scenarios are explored

to demonstrate the transformative potential of blockchain technology in supporting

energy management in buildings. The first scenario focuses on improving energy effi-

ciency in a specific building, while the second scenario extends to a city-level context

involving multiple buildings in a blockchain network.
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The application of blockchain technology in this chapter is based on three main objec-

tives. First, blockchain is used to manage the originality and authenticity of energy data

published by IoT devices, covering both light-weight (sensor, actuator) and full nodes

(gateway). This ensures that the data generated by these devices remain tamper-proof

and trustworthy, which is essential to protect the integrity of the entire system. Second,

the integration of blockchain aims to increase transparency within the ecosystem. By

leveraging the blockchain, energy control measurements from smart devices are made

publicly accessible. This provides stakeholders with real-time access to relevant data,

and promotes trust and confidence in the accuracy and reliability of the information

shared. Third, the blockchain serves as a reliable mechanism for the verification of

data related to energy efficient buildings.

In addition to these goals, the implementation of auditable energy sensing and con-

trol systems is another key objective of applying blockchain technology to ensure the

authenticity, accuracy and transparency of data within the ecosystem. This process

ensures the accuracy of data and creates an accountability mechanism that holds all

participants involved in energy management responsible for the information they pro-

duce and share.

Smart contracts on the blockchain automate the processes involved in managing sen-

sors, simplifying device management, and reducing the risk of human error. Data

collected from various areas of a building are analysed to improve the energy efficiency

and comfort of occupants while reducing costs, and the entire process is recorded on

blockchain for immutability and transparency. The proposed system securely records

energy-related data on blockchain, enabling real-time monitoring and the development

of predictive models for future energy consumption pathways based on historical data.

This research can be further extended so that ML and AI algorithms can be applied to

data recorded by blockchain to generate insights to influence energy use and occupant

comfort, enabling more advanced analytics and systems actuation.
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5.2 Blockchain Application in Buildings

The integration of blockchain technology into buildings presents significant advantages

in increasing data security, privacy and efficiency in energy management systems. By

using blockchain, the security of sensitive data related to energy consumption can be

significantly increased. Traditional systems may face the risk of data loss due to vul-

nerabilities such as system failures, cyber-attacks or unauthorised access. In contrast,

the decentralised and immutable nature of blockchain reduces these risks by enabling

data to be securely distributed across a network of nodes, making it less susceptible

to single points of failure or tampering. Moreover, blockchain technology increases

the security of actuator signals, ensuring that commands and data transmissions are

protected. It also protects the privacy of sensor data in smart building environments.

By leveraging these capabilities, blockchain can transform energy management systems

by promoting a more secure and efficient approach to managing energy resources.

Beyond the security benefits, blockchain facilitates the creation of a secure and decen-

tralised system for data sharing between sensors, promoting efficient communication

and collaboration. This capability enables the system to respond effectively to real-

time environmental changes, improving automation and decision-making processes.

Additionally, the implementation of smart contracts on the blockchain can automate

various processes involved in managing sensors in a smart home environment. For

example, smart contracts can automate software updates, device maintenance tasks,

and security protocols, thus simplifying device management and reducing the risk of

human error. The transparent nature of smart contracts ensures that these processes

are executed efficiently and with integrity.

Data collected from different areas of a building, including temperature, humidity

and air quality, is analysed to improve occupant efficiency and comfort, and reduce

energy costs. These data are securely recorded in a blockchain system, creating a

comprehensive record of the building’s energy efficiency profile over time. The entire

transaction process, from data collection to analysis and management, is recorded on
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the blockchain, ensuring immutability and transparency. This provides a secure and

reliable method for monitoring and controlling energy consumption in buildings, thus

promoting increased accountability and optimisation of energy use.

5.3 Energy Management Using Blockchain

Recent advances in building technology have introduced smartness indicators that mea-

sure the level of instrumentation and control flexibility in buildings. These indicators

enable active demand response (DR) capabilities that allow buildings equipped with

appropriate hardware and information and communication technology (ICT) to respond

to grid signals and change their power profile accordingly. DR encompasses incentives

and price-based schemes that facilitate communication between the grid and consumers

to optimise power usage while maintaining occupant comfort. Numerous studies have

demonstrated the effectiveness of individual buildings in adjusting their power con-

sumption in response to grid signals while prioritising the needs of the occupants [337].

Building automation systems typically consist of sensors, actuators, controllers, a cen-

tralised unit, and a network interface standard. These systems enable communication

between internal devices and services in buildings, allowing them to adapt to environ-

mental and grid conditions, and interact with neighbouring buildings to form active

microgrids or digital electrical services.

Data collected from various field sensors, such as temperature, humidity, and air quality,

within a building are recorded on the blockchain network to create a comprehensive

record of the building’s energy efficiency profile, as illustrated in Figure 5.1. To capture

user behaviour, the system monitors and analyses how the users interact with energy

related setpoints. For example, changes in boiler temperature and ventilation settings

can be tracked with timestamps that provide temporal context. Smart contracts on the

blockchain can be programmed to identify specific behaviours and trigger automated

responses based on predefined criteria. Energy data analytics align with the constraints

associated with blockchain-based recording of energy parameters and transactions, as

well as ensuring the reliability and dependability of sensor-enabled systems. However,
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Figure 5.1: Blockchain-based IoT device data recording system

these constraints increase the overall validity and effectiveness of the system by enabling

the integration of secure and reliable technologies into the energy management process.

Building maintenance teams can access the blockchain to monitor the health of the

system by checking real-time sensor data. In this way, users can detect any anomalies

or malfunctions early and make timely interventions such as repairs or system checks,

which increases overall operational efficiency and extends the life of the system. En-

ergy providers also benefit from blockchain integration by using energy optimisation

data to dynamically adjust power distribution. Thanks to the transparent view of en-

ergy consumption offered by the blockchain, energy providers can implement feedback

loops based on consumption patterns, promoting more efficient energy use and better

decision-making regarding supply and demand.

As part of our efforts to integrate blockchain technology into building management

systems, a scalable solution has been developed to meet the needs of both individual

buildings and entire networks. The initial focus was on a single building, where a

cost analysis was conducted to assess the feasibility of integrating blockchain into

the existing infrastructure for periodic data recording. This assessment confirmed the
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viability of blockchain integration at the individual building level and also provided

valuable information to scale to larger building networks. Blockchain implementation

in this context is driven by three key objectives. First, it ensures the authenticity

and integrity of the sensor data, while maintaining its accuracy at various nodes.

Second, this increases transparency and increases trust in shared information by making

energy control metrics accessible to stakeholders. Finally, the blockchain acts as a

trusted validator for data related to energy-efficient buildings, ensuring originality and

accountability of the data. These applications express our effort to transform building

management practices by enabling efficiency and trust through blockchain innovation.

5.3.1 Blockchain-based Energy Management for Buildings

Our research focuses on leveraging blockchain technology for energy management in

buildings, emphasising the management of energy consumption data. Data collected

from sensors, including temperature, humidity, and CO2 concentration, are securely

recorded on the blockchain, providing tamper-proof records and enabling reliable mon-

itoring of energy use. Advanced data collection and analysis are facilitated through

sensors that allow data transfer and remote management based on consumption data.

This enables monitoring of various levels of electricity, water, or gas consumption within

the building environment or facilities.

In response to the requirement for efficient energy management and higher accountabil-

ity in a smart building environment, a scenario was developed utilising existing sensor

data from a variety of IoT devices, including lightweight and full nodes, as explained in

a later section. As summarised in Table 5.1, a scenario analysis was performed focusing

on energy management at the Queen’s Building at Cardiff University.

Efforts to develop energy interventions included exploring how energy sensing and

control can be integrated with blockchain. The initial analysis focused on a single

building and was later expanded to cover a wider network of buildings.

Leveraging the existing sensor infrastructure along with a framework for smart con-

tract development and Remix IDE, blockchain technology was integrated to ensure
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Table 5.1: Smart energy management system scenario

Scenario Energy Management

Description An example of energy optimisation related to energy consumption reduction based
on cooling and ventilation.

Input variables

- Dynamic occupancy of room
- Outdoor relative humidity
- Indoor relative humidity
- Outdoor temperature
- Indoor temperature
- Supplied air into zone (from outdoors)
- CO2 concentrations

Control variables - Indoor temperature set point
- Inlet set point

Outputs - Thermal energy consumption
- Electrical energy consumption

Actors

- BMS
- Automation server
- Lightweight Node (sensor, actuator)
- Full node (gateway)
- Interpreter (smartphone/DApp)
- Facility technician

data integrity and accountability in an energy management scenario. The scenario

involved periodic data collection at 15 minutes, 2 hours, 6 hours and 12 hours from

sensors including occupancy, temperature, humidity, CO2 concentration and electric-

ity usage. An instance of scenarios was implemented based on data available in the

Forum, a space within the Queen’s Building. These data were securely transferred to

the framework, where they were subjected to processing and analysis. Smart contracts

were developed in Remix IDE, including the implementation of data recording rules to

facilitate transparent verification of energy-related data. The blockchain ledger acted

as a tamper-proof repository, ensuring the authenticity of energy control metrics pub-

lished by smart devices and increasing transparency in energy management practices.

This scenario demonstrates a pragmatic approach to improving energy efficiency and

accountability in a smart building environment using existing sensing infrastructure and

blockchain technology integration.

5.3.2 City-level Blockchain-based Energy Management

This experiment aimed to record data and energy transactions for 10 buildings within

the blockchain system, providing strong evidence for past energy events and provid-
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ing the basis for future energy predictions based on the recorded data. Our example

demonstrates how blockchain technology can implement and document energy effi-

ciency interventions on a city-scale. On Cardiff University’s campus, temperature,

humidity, and CO2 concentration were collected for a total of 10 buildings. The data

collection process followed a similar procedure to that used for individual buildings, as

summarised in Table 5.1.

The collected data was then securely recorded on the blockchain, providing a tamper-

proof record of energy use. Transactions affecting building assets are defined in the

context of smart contracts, which allow individuals to interact with assets and assign

them unique identities across various blockchain networks. Conditions are defined to

determine which individuals can participate in each type of action recorded in the dis-

tributed ledger of the blockchain. For example, as shown in Table 5.2, only the device

owner had access to update the instance of the device entity.

Table 5.2: Example of a transaction definition in the smart contract

Component Function Type Actor Condition

Data reading Transaction Sensor Asset = Sensor

Data writing Transction Actuator Asset = Actuator

Sensors create Tansaction Owner Participant = owner

Sensors update Tansaction Owner Participant ID = owner ID in asset

Sensors delete Tansaction Owner Participant ID = owner ID in asset

Table 5.3 provides an overview of the smart energy management contract and an

example of a data record showing the input and output energy parameters involved in

the contract. Furthermore, capturing energy data at the city level has the potential to

facilitate the creation of a decentralised energy market, reshaping spending patterns

toward energy investments in distributed resources. This could lead to a redistribution

of energy to new market stakeholders, in contrast to the current centralised distribution

and regulation of electricity in smart cities.
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Table 5.3: Sample of energy data recording to smart contract

Contract name

From - to Sensors_owner_ID

Input

sensor_ID
actuator_ID
data_values (temperature, humidity and Co2
concentration)

Timestamp Date & time

5.4 Blockchain for Energy Management

Our focus was to demonstrate adapted and secure energy management at a building

level through the use of blockchain. The implemented smart energy method includes a

low-cost and low-energy consumption scheme with a system that can alert customers in

case of problems caused by overcurrent and reactive energy control. A sensor-assisted

blockchain-based system was proposed to enhance the efficiency of the energy system

in a building. A schematic overview of the energy management system is shown in

Figure 5.2.

Gateway Devices: Gateway devices are important in the energy management system

because they act as intermediaries between sensors and the blockchain network. These

devices collect data from various sensors, such as temperature, occupancy, and lighting

sensors, before securely transmitting it to the blockchain. For example, an IoT gateway

installed in a commercial building collects data from multiple sensors distributed in

different areas of the building and enables the integration of sensor data into the

blockchain network.

Blockchain Network Components: The blockchain network consists of full nodes,

light-weight nodes, and smart contracts that work together to facilitate secure and effi-

cient data management and analysis. Full nodes, operated by energy service providers,

maintain the integrity of the blockchain ledger by storing a full copy and verifying trans-

actions. The light-weight nodes transmit data to the full nodes. Together, these nodes

facilitate real-time data processing and analysis, ensuring the integrity and transparency
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Figure 5.2: Schematic overview of the energy management system.

of the energy analytics system.

Strategic deployment of nodes is essential for capturing, recording and transmitting

data from sensors to a blockchain network. These nodes exhibit different functionali-

ties and resource demands, meeting different infrastructure needs. Light-weight nodes

designed for data collection or transmission and full nodes that can fulfill both func-

tions are essential components. However, light-weight nodes face challenges when

connecting directly to a blockchain network due to resource constraints. To solve this

problem, light-weight nodes are connected to full nodes that act as intermediaries. By

leveraging the computational resources of full nodes, the transactions of light-weight

nodes are monitored and facilitated for registration on the blockchain network. After

enrolment, devices and users gain access to smart contracts that ensure data security
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and integrity. The entities involved in this framework, such as controllers and proces-

sors, can operate as full nodes or use platforms integrated into specific full nodes to

facilitate the process.

Roles in the System

The following roles are defined in this framework:

• Full Nodes: Within the blockchain network, gateways function as full nodes tasked

with collecting energy consumption data. These gateways oversee the deployment

and coordination of sensors throughout the building infrastructure, facilitating the

transfer of data to the blockchain for analysis. Although both sensors and gate-

ways contribute to the collection of energy consumption data, their roles within

the blockchain network are different. Sensors primarily act as data sources cap-

turing real-time information, while gateways manage sensor deployment, mainte-

nance, and data transfer processes, enabling integration with the blockchain.

• Light-weight Nodes: Light-weight nodes consume fewer resources compared to

full nodes, making them suitable for devices with limited computing power and

storage capacity. The light-weight nodes can be sensors and actuators in the

blockchain framework. Strategically placed in a building, these nodes act as

primary data sources that continuously collect real-time information about energy

consumption.

• Blockchain Managers: Managers control the operation and maintenance of the

blockchain network. They manage user access, govern the deployment and con-

figuration of nodes, and ensure the integrity and authenticity of the blockchain

infrastructure.

Smart Contract

The energy management system is facilitated by a basic smart contract known as

the Reading Contract. This contract provides a framework for energy consumption

analysis, serving to enhance both the functionality and security of the system. The

Reading Contract is designed to create a secure method for the arbitrator, light-weight
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node, and full node to access the precise energy consumption data determined by the

smart meter. Executed within a private blockchain network, this contract offers the

following functions:

Recording Function: This function enables the secure transmission of energy data to

the blockchain. The recording function ensures the integrity and immutability of the

recorded energy consumption data by utilising cryptographic techniques.

Access Function: Light-weight nodes, full nodes, or arbitrators can initiate the Access

function to retrieve specific blocks of information related to the amount of energy

consumed. This function facilitates transparent access to energy consumption data,

while maintaining data privacy and security measures.

Using the Read Contract, the energy management system strikes a balance between

accessibility and security and enables stakeholders to make informed decisions based

on accurate and verifiable energy consumption data.

Actualisation of the Model

The protocol is summarised in Figure 5.3.

The realisation of the model sequence diagram describes a systematic protocol for

energy management in the framework of blockchain integration. The protocol starts

with the light-weight node initiating the procedure by sending a request for energy

management to the full node. Upon receipt of the request, the full node proceeds to

activate a customised smart contract on the blockchain that is specifically designed

for the recording of energy consumption data. This activation of the smart contract is

confirmed by the blockchain, which then notifies the full node of its successful initia-

tion. As a result, the full node communicates the activation of the smart contract to

the light-weight node, ensuring transparency and effective communication throughout

the process. Upon activation of the smart contract, the light-weight node provides the

necessary energy consumption data to the full node for analysis. The full node assumes

the important responsibility of transferring these data to the blockchain through inter-

action with the blockchain. Along this procedural trajectory, confirmation messages are
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Figure 5.3: The protocol for energy management via a smart contract

exchanged between the full node and the blockchain to verify that the data have been

successfully transferred to the blockchain, thus ensuring data integrity and reliability,

which are indispensable features of any blockchain-driven system. Then, once the data

transcription process is completed, the full node provides feedback to the light-weight

node on the status of the process. This feedback mechanism allows all actors to stay

informed and monitor the progress of the energy management process. This sequence

of actions defines a methodical and transparent protocol for energy management, lever-

aging the capabilities of blockchain technology to support efficiency and data integrity

in energy management efforts.

Protocol on Detection and Notification of Violations

The claimed violation can be automatically reported to an arbitrator for verification

and determination if the full node or light-weight node suspects a violation in the

energy management process. To report violations based on claims from full nodes or

light-weight nodes, the arbitrator, a trusted third party integrated into the blockchain,
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may require proof of a smart contract. The arbitrator can identify a full node as a

violator if it uses the light-weight node’s data without authorisation or fails to inform

the light-weight node about data access.

The verification procedure begins when the arbitrator initiates the verification agree-

ment. The light-weight node or the full node submits its request to the arbitrator,

along with the hash address representing the financial transactions of the light-weight

node and the full node. The arbitrator conducts the contract verification procedure by

accessing the blockchain ledger and checking the accounts of both the full node and

the light-weight node. Verifying the claim involves decrypting the hash address using

its private key and voting on the claim, indicating whether a violation has occurred. In

addition, the arbitrator can verify the energy data monitoring signals between the full

node and the light-weight node by examining the data of the smart metre. By enabling

the privacy verification function, the arbitrator monitors transactions recorded by data

aggregators on the blockchain to determine whether they have the consent of the light-

weight node. By enabling both payment and consent features, the arbitrator accesses

existing blockchain records to monitor the full node’s access to the light-weight node’s

data to track the light-weight node’s play and report violations.

Protocol for Energy Consumption Data Management

The estimated energy consumption from smart sensors is read and stored in a blockchain.

Each participant in this blockchain ecosystem (i.e., light-weight node, full node and

arbitrator) has its own account. The light-weight node collects energy data and sends

it to the full node for processing. The light-weight node determines the energy usage

using the private key and signs the result before transmitting it to other participants in

the blockchain. This guarantees that the data have been verified by the light-weight

node and provides assurance to all parties involved. According to the reading contract,

only authorised parties such as the light-weight node, full node, and arbitrator are

allowed to request access to read the energy consumption data.

The sequence diagram in Figure 5.4 shows the interactions between the participants

in the process of analysis of energy consumption and recording on blockchain. This
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sequence of actions defines a systematic and transparent protocol for the calculation

and storage of energy consumption data within a blockchain ecosystem, ensuring data

integrity and reliability while maintaining confidentiality.

Figure 5.4: The protocol of energy consumption data management

5.4.1 Configuration

Energy management and monitoring use a custom configuration to collect the data

necessary for the development of a smart contract. Our focus was on parameters that

were readily available from sensors deployed in the Forum in the Queen’s Building.

These parameters were carefully selected and are detailed in Table 5.4.

This table provides a display of the input data values associated with the identified vari-

ables. Our methodology provides a framework to accurately quantify energy consump-

tion trends over time. This enables effective analysis, monitoring, and management of

energy data with precision and efficiency.
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Table 5.4: Monitoring input

Input Unit

Monitoring Inputs

Indoor temperature ◦C

Humidity %

CO2 concentration ppm

Electricity consumption kWh

Time –

Day –

Month -

Year -

5.5 Case Study Analysis

Experiments were conducted using a network of IoT devices, sensors, and actuators

in the Queen’s Buildings. These devices were used to monitor and regulate energy

operations by collecting data such as temperature, humidity, and CO2 concentration.

We present in the following the experimental setup:

• The first step is to determine which sensors or IoT devices will be implemented

in the experiment. For this study, the Queen’s Building at Cardiff University was

evaluated with the 3D model of the building presented in Figure 5.5. Electri-

cal data and devices were selected for the implementation of the energy data

blockchain registry. Table 5.5 presents other data inputs from different sensors,

including temperature, humidity, CO2 concentration, and electricity.

• In the second step, the Ethereum Remix platform was selected and used in the

experiment to build and test smart contracts in a controlled environment.

• The next step is to develop and implement smart contracts used to realise energy

monitoring data from sensors to the blockchain. For this, the contract is config-

ured to receive data from devices and sensors, verify it, and then record it on the

blockchain.

150



5.5. CASE STUDY ANALYSIS

Figure 5.5: 3D model of the Queen’s Building

Table 5.5: A sample of the temperature, humidity, CO2 concentration, and electricity con-
sumption data of the Queen’s Building at 15 minutes resolutions

Date&Time (15 min.) Temp (◦C) Humidity (%) CO2 (ppm) Q. West (kWh)

12/10/2016 00:15 18 73 420 18

12/10/2016 00:30 18 73 418 18

12/10/2016 00:45 18 74 421 18

12/10/2016 01:00 17 74 422 19

12/10/2016 01:15 17 74 425 18

12/10/2016 01:30 17 75 426 19

12/10/2016 01:45 17 75 430 18

12/10/2016 02:00 17 74 432 18

12/10/2016 02:15 17 74 430 18

12/10/2016 02:30 18 73 429 20

12/10/2016 02:45 18 73 428 18

... ... ... ... ...
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We used Solidity, the programming language of the Ethereal platform, to develop

smart contracts. These contracts are designed to receive sensor data and store it on

the Ethereum blockchain. Once deployed, smart contracts were activated to read the

data provided by sensing devices, verify its authenticity, and record new transactions

on the blockchain. Through the functionality of the smart contract, the process of

transferring and recording data on the blockchain was automated. The scalability and

overall performance of the system were monitored and analyzed by tracking the number

of transactions performed and the time required for each transaction. To facilitate the

monitoring of energy usage using sensors, Solidity 0.5.16 version was used to create

the IoTBC smart contract (see Appendices D.1 and D.2).

Smart contracts are designed to monitor the energy consumption of a building based

on sensor data. However, the second smart contract expands on the previous one,

including extra input parameters for all parts of the electricity consumption of the

Queen’s Building. The input variables for the first smart contract consist of data for

humidity, temperature, CO2 concentration, and electricity consumption of the Forum

space in the Queen’s Building. The output variables include data arrays for the inlet

temperature setpoint, electrical energy consumption, and thermal energy consumption.

The smart contract records the input data using a specified function and produces an

output value depending on the input parameters. With the second smart contract, the

input variables contain all of the parameters of the first smart contract, in addition to

a “struct” for storing electricity consumption data. The struct includes arrays for the

types of electricity consumption of the Queen’s Building east (QE), west (QW), south

(QS), centre (QC), and north (QN). The second smart contract utilises a set function

to store input data and produces output values depending on input parameters.

The key difference between the two smart contracts is that the second contract includes

input variables to compute electrical energy consumption in addition to thermal energy

consumption, which was calculated by the first smart contract. This extra data can

be used to better energy consumption and lower the building’s total energy expenses.

In the study, the first smart contract is referred to as "eight variables", which includes
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electricity for all parts of the building such as the west, east, south, and north buildings

of the Queen’s Building (see Appendix D.1.) and the second is referred to as "four

variables", which include temperature, humidity, CO2 concentration and electricity

consumption of the Forum at the Queen’s Building (see Appendix D.2.).

To reduce gas use, smart contracts are created for each data transaction. Several

transactions were conducted using the online Remix IDE, which operates distributed

contracts. The testnet has two smart contracts: an energy contract and a verification

contract. The first provides an opportunity for individuals to combine individual funds

to purchase and trade energy resources and information collected by sensors. The

second contract includes a method for keeping track of transactions between buyers

and sellers, creating an audit trail that may be used to detect violations.

Our experiment demonstrates the effectiveness of using blockchain technology in con-

junction with IoT devices for energy monitoring. Securely recording data in a decen-

tralized network enhances system security, efficiency, scalability, and availability. This

approach promises to enable new use cases and business models for IoT applications,

promoting increased security and transparency in the collection, storage, and exchange

of energy data.

5.6 Experimental Results

The smart contract is mainly designed to record energy related data from sensors by

storing the day and time, and electricity data. The data is stored securely on the

Ethereum blockchain and can be accessed by anyone with permission. It is essential

to note that the precise implementation of the smart contract may vary based on the

needs of the experiment and the devices used. In addition, security mechanisms such

as encryption, authentication, and access control should be established to safeguard

the data and devices from unwanted access and modification. Moreover, the smart

contract can be placed on the Ethereum blockchain, and sensors can be activated to

store data on the blockchain.
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5.6.1 Queen’s Building: Results by Time Interval

This experiment examines the projected costs of transactions with four energy-related

variables on the Ethereum blockchain. Table 5.6 presents the projected costs for trans-

actions with four variables and associated time periods and illustrates the projected

costs associated with executing energy records on the Ethereum blockchain at vari-

ous time intervals and parameter values. Figure 5.6 illustrates the gas used for all

transactions.

Figure 5.6: The first smart contract execution gas for different time interval energy transac-
tions recorded with four variables

Table 5.6: Transactions costs for the first smart contract at different time intervals with four
variables

All transactions cost result for different time intervals with 4 variables

15Min 2Hours 6Hours 12Hours

Wei 29047212 3403283 1141795 608893

Ethereum (eth) 0.029047212 0.003403283 0.001141795 0.000608893

Dollars ($) 47.75 5.60 1.88 1.00

The costs are shown in three separate units: Wei (the smallest unit of ether), ether, and

US dollars. The results reveal that, regardless of the time period, the projected costs

are often lower for energy transactions with four variables compared to eight variables
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recorded in the smart contract. This is because transactions with four variables use

fewer processing resources, and hence have cheaper gas expenses.

When the time interval increases, the predicted cost in Wei decreases due to fewer

transactions. The anticipated cost in US dollars shown in Table 5.7 varies from $1.64

to $50.47 for the 15-minute and 12-hour periods, respectively (1eth= $1643.85 -

22.02.2023). This is the result of the second smart contract with an increased number

of variables, and the energy transaction cost can be seen in Figure 5.7.

Figure 5.7: The second smart contract execution gas result for the time interval transactions
recorded with eight variables

Table 5.7: All transaction costs for the second smart contract at different time intervals with
eight variables

All transactions costs at different time intervals with 8 variables

15Min 2Hours 6Hours 12Hours

Wei 30702630 4646210 1753839 995576

Ethereum (eth) 0.03070263 0.00464621 0.00153839 0.000995576

Dollars ($) 50.47 7.64 2.88 1.64

The cost comparison in Figure 5.8 between the high and low numbers of variables

recorded for each energy transaction shows that energy using four variables can result

in lower transaction costs. As shown in the table, energy transactions with four variables

result in lower costs in terms of Wei, Ethereum, and dollars for different intervals of
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granularity for energy (15 minutes, 2 hours, 6 hours, and 12 hours). Therefore, the

variables recorded in each transaction can result in cost savings for the parties involved

(i.e., facility managers).

Figure 5.8: Cost comparison for blockchain energy transactions at different intervals

5.6.2 Building-level Cost Results and Comparisons

We examined 10 buildings and collected their data to record in blockchain in two hour

time intervals to monitor their gas consumption and associated costs.

Figure 5.9 illustrates the smart contract gas consumption patterns for each building

over two hours. Meanwhile, Figure 5.10 provides a comparative analysis of the smart

contract gas consumption costs affected by energy management for buildings. To col-

lect a representative sample of energy consumption and expenditure within the confined

location, 10 buildings were chosen to obtain a representative sample. Additionally, a

sample size of 10 buildings was deemed sufficient based on available resources and

data. Selecting this sample aimed to ensure that the study’s findings were valid and

could be generalized to the larger population of buildings within the study’s location.

Four variables were also used for all buildings for the input.
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Figure 5.9: Amount of gas used for buildings at 2 hour intervals

Figure 5.10: Cost comparison for buildings energy transactions at 2 hour intervals

Table 5.8 compares, in US dollars (1eth= $1643.85 - 22.02.2023), the gas consumption

for the smart contract of 10 buildings over time, as recorded in blockchain in two hour

intervals. The data provide insight into the variance in energy consumption and cost

between the 10 buildings. Building 7 had the highest energy consumption costs, while

Building 8 had the lowest. The remaining buildings had costs ranging from $5.59

to $6.61. This data can be used by building managers or other interested parties to

identify gas consumption patterns, which can then be used to optimise energy usage
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and reduce costs.

Table 5.8: All transaction costs for different buildings at two hour time intervals

All transactions cost result for different buildings for two hours time intervals

1 2 3 4 5 6 7 8 9 10

Wei 3403283 3447223 3767269 3868869 3676213 3922823 4019574 3359343 3612492 3489873

Ethereum
(eth) 0.003403 0.003447 0.003767 0.003869 0.003676 0.003923 0.004020 0.003359 0.003612 0.003490

Dollars
($) 5.594487 5.666718 6.192825 6.359840 6.043143 6.448533 6.607576 5.522256 5.938394 5.736828

Differences in gas consumption for the same transactions in different buildings may

indicate subtle variations in parameters or potential issues specific to the Remix IDE

environment. For example, these differences could be due to variations in the data

processed by the smart contract and small variations in the computational workload

required for each transaction and mining. Similarly, in a live blockchain network, this

gas variance could be influenced by factors such as smart contract complexity, contract

state, blockchain network conditions, resource competition, and overall efficiency of

the code, all of which could result in observed gas consumption differences between

transactions for different buildings.

5.7 Implications

The results of this study highlight the broader implications of integrating blockchain

technology and smart contracts into energy management frameworks. By leveraging

blockchain to securely record energy data from sensors, this study highlights the po-

tential for improved security, transparency, and efficiency in energy management oper-

ations. Smart contracts are emerging as essential tools to automate processes, validate

data, and facilitate data sharing among stakeholders, thereby promoting collaboration

and trust within the energy management ecosystem. In addition, the decentralised na-

ture of blockchain-based energy management offers scalability and flexibility, reducing

the risks associated with centralised control and increasing the reliability of the system.

The implications of this research extend to the critical area of cybersecurity, particu-

larly with regard to protecting the integrity and confidentiality of energy data. By se-
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curely integrating blockchain technology, this research ensures that energy consumption

data is tamper-proof and emphasises the necessity of strong cybersecurity measures.

This underlines the importance of strengthening cybersecurity protocols, especially in

the framework of incorporating blockchain into building energy management systems.

These findings emphasise the need to mitigate potential risks and strengthen the re-

liability of energy data, thus increasing the resilience and reliability of building energy

management infrastructures.

This chapter presents an exploration of how blockchain technology can provide a foun-

dation for future efforts to support energy efficiency interventions in buildings. Our

research reveals the vast potential of blockchain in traditional approaches to energy

management and paves the way for future systems. Blockchain’s capabilities and

applications in building energy optimisation can catalyse innovations in this field. By

highlighting the transformative impact of blockchain, our work provides a technological

foundation for achieving high levels of energy efficiency and sustainability in buildings.

The integration of sensor-enhanced smart meters with blockchain technology is deliver-

ing transformative results for energy monitoring and management in buildings. These

advanced meters provide detailed information on energy consumption patterns and

environmental conditions, enabling precise analysis and proactive decision-making pro-

cesses that surpass traditional monitoring methods. Blockchain technology ensures the

integrity, transparency, and security of energy data, whether through centralised gate-

ways or decentralised data transmission. This decentralised ledger acts as a tamper-

proof repository that is accessible to all stakeholders, increasing trust and enabling

more effective energy management practices. The strategic use of sensor-enhanced

smart meters in combination with blockchain technology provides real-time visibility

into energy usage, which enables stakeholders to make informed decisions and imple-

ment targeted energy saving measures.

The implications of this study extend beyond its immediate scope, with resonance

in future research, policy development, and industry applications. The adoption of

blockchain technology and smart contracts in energy management promises oppor-
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tunities for new business models, regulatory developments, and sustainable energy

transitions. As energy efficiency systems advance, exploring potential synergies be-

tween blockchain, IoT, and other emerging technologies could reveal more ways to

improve energy efficiency, enable cost reductions, and advance environmental sustain-

ability goals.

The integration of artificial intelligence (AI) and machine learning (ML) with energy

data recorded on the blockchain has transformative potential for energy management

systems. The blockchain provides data integrity and transparency, creating a stable

foundation for AI and ML algorithms to derive insights from energy usage patterns.

These algorithms can leverage the data recorded by the blockchain to characterise en-

ergy consumption behaviours, predict future energy demands and identify optimisation

opportunities. For example, AI algorithms can facilitate proactive energy management

strategies by examining historical energy usage data stored on the blockchain to identify

trends and anomalies.

Additionally, smart contracts on the blockchain can automate energy management

tasks based on AI and machine learning recommendations. These contracts can per-

form predefined actions such as adjusting thermostat settings or switching between

energy sources in response to real-time data analysis performed by AI algorithms. This

automation streamlines energy management operations, minimises human intervention

and enables immediate response to fluctuating energy needs. Moreover, combining AI

and ML with energy data recorded on the blockchain is encouraging the development

of adaptive and predictive energy management systems. These systems can continu-

ously learn from new data inputs, optimise energy use in real time and thus increase

efficiency, cost-effectiveness and environmental sustainability.

5.8 Summary

This chapter presents a blockchain model that was designed to improve energy detec-

tion and control, which is demonstrated through a case study of energy monitoring in

office spaces and buildings. The discussion highlights the benefits of this innovative
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approach, emphasising improved energy efficiency and transparency of energy con-

sumption. This chapter begins by examining the management of energy consumption

data in building environments, with a focus on secure storage facilitated by blockchain

technology. By analysing two different scenarios, the implications in the context of

office and building environments associated with the periodic recording of energy con-

sumption data on a blockchain are demonstrated, demonstrating its cost-effectiveness

and transparency. Taking advantage of the inherent security features of blockchain

technology, the aim is to provide the sensitive information required for decision making

in building management applications. This information is important for developing and

implementing effective energy management strategies that are tailored to the specific

needs of building operations.

The findings provide insight into the financial implications of recording data on blockchain,

and offer actionable insights to improve operational efficiency in building management

by leveraging the secure storage capabilities of blockchain technology. As the integra-

tion of blockchain technology continues to evolve in the field of energy management,

this study serves as a fundamental step towards promoting sustainability and flexibility

in building operations. Through a pragmatic approach based on a case study, this

research provides insights into the use of blockchain technology for energy efficiency

management and interventions in building environments, and supports sustainability

efforts.

Next Chapter: Validation through KPIs and Questionnaire

The chapter explores the key role of blockchain in the construction industry aiming to

focus on Key Performance Indicators (KPIs) for categorising the benefits of blockchain

at various stages of the construction lifecycle. It includes analyses, including return of

investment (ROI) calculations, to assess the potential advantages and disadvantages

of blockchain. The second section presents findings from a questionnaire detailing

demographic data, blockchain knowledge, perceptions of its benefits and challenges,

and attitudes towards its implementation in construction. Combining questionnaire

findings with practical considerations, the next chapter provides an overview of the
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implications of blockchain for the construction industry.
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This chapter focuses on addressing the RQ4 and its corresponding objectives focussing

on the impact and assessment of blockchain technology in the construction indus-

try. This includes a review of the benefits and drawbacks identified in the literature

and case studies, with a focus on key performance indicators (KPIs) and return-on-

investment (ROI) metrics. The inclusion of these metrics enhances the classification

of blockchain’s impact, offering a quantitative lens to assess potential benefits and

drawbacks in construction projects. To capture expert feedback from industry pro-

fessionals, a questionnaire was conducted, bringing together diverse perspectives and

experiences. This enriched the quantitative analysis with qualitative context and valu-

able real-world assessments. The synergistic combination of quantitative assessment

through KPIs and ROI metrics, coupled with qualitative insights from industry experts,

aims to provide policymakers and construction professionals with an understanding of

the impact and potential value proposition associated with the adoption of blockchain

technology.

6.1 Assessing Blockchain’s Impacts Through KPIs

KPIs are used to evaluate and measure performance in achieving predetermined ob-

jectives, goals, or industry standards. KPIs are essential in the construction industry

for monitoring and evaluating project performance, identifying areas for improvement,

and determining how well project goals are being achieved. To evaluate the impact of

blockchain technology on construction projects, it is essential to determine and design

relevant KPIs [338].

KPIs can be used to measure the effectiveness of procurement and delivery strategies,

communication, decision making, and employee commitment during the procurement

stage. During the design stage, KPIs can be applied to measure project management

skills, innovation, quality assurance, and conformity to technical specifications. KPIs

can be also used to measure productivity, safety, quality control, cost control, and

delivery time during the construction stage. Moreover, KPIs can be used to assess the

ability to meet objectives, quality, reliability, flexibility, and the total cost of ownership
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[339]. By monitoring KPIs, stakeholders can identify areas for improvement and work

to maximise blockchain technology’s impact in the construction industry.

A comprehensive approach to assessing the success of blockchain technology in the con-

struction industry is presented. This approach is organised according to four main clas-

sifications: project management, cost and schedule performance, quality management,

and safety management. The project management category evaluates the efficacy and

effectiveness of project management processes and includes KPIs such as project com-

pletion time, budget compliance, frequency of change orders, and blockchain-based

project documentation. The cost and schedule performance category evaluates the

ability of blockchain to enhance project cost and time performance, and includes KPIs

such as cost and time savings achieved, variances in project cost and schedule, and

on-time project completion rates. The quality management category evaluates the

capacity of blockchain to improve quality management processes. This includes KPIs

such as the number of defects identified and corrected during construction, the per-

centage of defects identified during the warranty period, the percentage of construc-

tion documents stored on the blockchain, and the percentage of quality control checks

performed using blockchain. The final category, safety management, evaluates the ca-

pacity of blockchain to improve safety management processes and includes KPIs such

as the number of safety incidents on construction sites, documented safety violations,

the percentage of workers who have completed safety training, and the percentage of

safety incidents recorded on the blockchain. These KPIs can provide a collection of

measurements to evaluate the impact of blockchain technology on various aspects of

the construction industry, and can inform decisions and improve projects. Figure 6.1

exemplifies the classification of the benefits and drawbacks of blockchain technology.

Some benefits and drawbacks were eliminated from the process for various reasons.

Some benefits were considered to be too specific or narrow to be included in the cate-

gorisation, while some drawbacks were considered to be too general or unrelated to the

construction industry. In addition, it was determined that some benefits or drawbacks

were redundant or overlapped with others, so they were combined or eliminated.
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Figure 6.1: The benefits and drawbacks of blockchain technology

6.1.1 Development of the KPI Framework

The analysis of the benefits and drawbacks of blockchain was conducted using NVivo’s

qualitative data analysis, focusing on both the frequency of mentions and the depth of

thematic discussions. This approach ensured that the percentages for each benefit and

drawback were based on thoroughly examining thematic prominence and elaboration

in a different dataset.

The first step involved importing a large selection of research papers and documents on

blockchain in the construction industry into NVivo. Each document was considered as
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a resource within the software, allowing for systematic categorisation and analysis. A

thorough preliminary review of the documents assisted in identifying recurring themes

related to the advantages and challenges of blockchain, which were then categorised

into different thematic nodes such as ‘Improved Data Management’ and ‘Implementa-

tion Challenges’.

The textual data obtained from the sources were coded according to these predefined

themes. Each statement relating to a particular benefit or drawback was assigned

to the relevant node. For example, references to ‘Improved Data Management’ were

systematically coded to this node, ensuring that each case, whether brief or detailed,

was captured. This coding process ensured a comprehensive coverage of the various

topics discussed in the literature and allowed for an accurate representation of the

thematic content of the dataset.

Following coding, NVivo’s query tools were used to analyse the frequency with which

each theme appeared in the documents. ‘Word Frequency’ and ‘Text Search’ queries

were used to count the number of times each benefit or drawback was mentioned

throughout the dataset. The analysis also went beyond mere frequency counts to

consider the depth of discussion for each theme. NVivo allowed a distinction to be

made between brief mentions of a benefit and more detailed discussions that provided

detailed insights, examples or case studies. This distinction enabled an understanding

of how prominent each theme was in the dataset.

Percentages for each theme were calculated taking into account both the frequency

and depth of thematic discussions. In particular, the proportion of detailed discussions

was determined by dividing the number of in-depth discussions of a particular benefit

by the total number of relevant thematic discussions. For example, if a benefit such

as ‘Improved Data Management’ was discussed in detail in a certain number of cases,

this number was compared to the overall number of mentions of blockchain benefits

to calculate its percentage. This method ensures that the percentage reflects thematic

importance based on how often and how in-depth the benefit or drawback is discussed,

rather than just its presence in the dataset.

167



6.1. ASSESSING BLOCKCHAIN’S IMPACTS THROUGH KPIS

NVivo’s integration of qualitative insights and quantitative data provided a view of

thematic emphasis. By combining frequency analysis with an assessment of the depth

of discussion, it was possible to create a meaningful representation of the importance

of each theme within the dataset.

This approach to thematic analysis, using NVivo’s advanced coding, querying and

visualisation tools, enabled the accurate calculation of percentages reflecting the im-

portance of each blockchain benefit and drawback. By focusing on both the frequency

of mentions and the depth of thematic discussions, the analysis provides a multifaceted

and detailed understanding of how these themes are represented within the dataset.

This methodology ensures that the resulting percentages also reflect the emergence,

prominence and elaboration of each theme in the documents analysed.

Benefits Categorisation of the KPIs

The common benefits of blockchain technology are categorised from the literature

review from a detailed analysis using NVivo as follows (in percentage):

• Improved data management and record-keeping (17%): Using a distributed ledger

system, blockchain can ensure that all project information is reliable, accurate,

and up-to-date, with fewer errors and inconsistencies in project records. This can

result in enhanced monitoring and accountability of project data, reduced risk of

loss or corruption of data, and streamlined access to project data throughout the

organisation.

• Reduced fraud and corruption (15%): Another benefit of blockchain technology,

which is often mentioned by increasing the auditability and transparency of fi-

nancial transactions, is that it can reduce the likelihood of unauthorised changes

to financial records, and enhance the capacity to detect and prevent fraudulent

activity. This can result in increased stakeholder trust and confidence in the

integrity of the project.

• Increased transparency and accountability (16%): By providing enhanced visibility

into the project’s status and progress, stakeholders can identify and resolve issues
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early on, resulting in more efficient project workflows and increased stakeholder

confidence in the project’s outcomes.

• Faster and more secure payments (13%): By reducing transaction times and

costs, enhancing payment accuracy and dependability, and increasing payment

security and privacy, blockchain can support faster and more efficient payment

processes.

• Increased supply chain efficiency and visibility (17%): Blockchain can improve

the efficiency and effectiveness of the construction supply chain by improving the

monitoring and tracking of materials and products, enhancing supplier and vendor

management, and reducing supply chain delays and disruptions.

• Improved customer trust and loyalty (16%): By improving the customer expe-

rience through increased transparency and communication, enhancing data pri-

vacy and security protections, and improving customer satisfaction and loyalty,

blockchain can facilitate construction companies in strengthening their customer

relationships.

• Other benefits (16%): These include increased regulatory compliance, smart as-

set management for optimised use and maintenance, decentralised project gover-

nance structures for streamlined decision-making, and a focus on environmental

sustainability through validated sustainable practices. Furthermore, stakeholders

can promote innovation and comprehensive solutions by leveraging the integration

of blockchain with emerging technologies, such as AI, ML, or IoT. This category

underscores the multifaceted nature of blockchain’s potential impact by recog-

nising the wide range of benefits that stakeholders can envision based on their

individual perspectives and project requirements.

Drawbacks Categorisation of the KPIs

The common disadvantages of blockchain technology obtained from the literature re-

view using NVivo are also categorised as follows (in percentage):

• The first collection of terms is categorised under "Implementation challenges
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(31%)", and describes potential implementation and integration costs and com-

plexities associated with blockchain technology in existing systems and processes.

These obstacles can make it difficult for organisations to justify the initial invest-

ment, and overcoming them may require significant time and resources.

• The second collection of terms under "Technical issues (23%)" identifies poten-

tial technical challenges associated with blockchain technology, including system

downtime or errors, difficulty scaling to meet rising demand, and security vulnera-

bilities. These issues can affect the functionality and dependability of blockchain

solutions and may necessitate ongoing maintenance and support.

• The third collection of terms is categorised under "Regulatory and legal consider-

ations (21%)", which emphasises the legal and regulatory uncertainties regarding

blockchain technology, particularly concerning data privacy and security regula-

tions. Organisations implementing blockchain technology may be found responsi-

ble for data breaches and other security incidents, and may be required to conform

to complex legal and regulatory frameworks.

• The fourth collection of terms is categorised under "User adoption (15%)", which

indicates the potential resistance from employees and stakeholders to adopting

new technology and altering established processes. This resistance can impede

adoption and may necessitate substantial efforts to overcome the problem through

education and training.

• In addition to the previously identified challenges, the category "Other draw-

backs (10%)" in blockchain implementation for construction projects can encom-

pass complexities such as energy consumption concerns due to specific consensus

mechanisms, potential disruptions from integration with existing legacy systems,

the need to adapt to changing regulatory environments, scalability challenges rel-

ative to project size, and issues of data ownership and control in decentralised

networks.

The categorization of benefits and drawbacks has been organised into the following

groups:
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• Improved data management and record-keeping

– Improved accuracy and completeness of project data

– Reduced errors and discrepancies in project records

– Improved tracking and accountability of project data

– Reduced risk of data loss or corruption

– Streamlined access to project data across the organization

• Reduced fraud and corruption

– Improved transparency and auditability of financial transactions

– Reduced opportunities for unauthorized changes to financial records

– Increased ability to detect and prevent fraudulent activity

• Increased transparency and accountability

– Improved visibility into project status and progress

– Increased ability to identify and address issues early on

– Enhanced stakeholder trust and confidence in project outcomes

• Faster and more secure payments

– Reduced transaction times and costs

– Improved payment accuracy and reliability

– Enhanced payment security and privacy

• Increased supply chain efficiency and visibility

– Improved tracking and tracing of materials and products

– Enhanced supplier and vendor management

– Reduced supply chain delays and disruptions

• Improved customer trust and loyalty

– Enhanced customer experience through increased transparency and commu-

nication

– Improved data privacy and security protections

– Increased customer satisfaction and loyalty
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• Implementation challenges

– Initial costs associated with implementation and integration of blockchain

technology

– Complexity of implementing and integrating new technology into existing

systems and processes

– Limited availability of skilled personnel to implement and manage blockchain

solutions

• Technical issues

– Potential for system downtime or errors

– Difficulty in scaling blockchain technology to meet increasing demands

– Risks associated with security vulnerabilities and potential hacking attempts

• Regulatory and legal considerations

– Uncertainty surrounding legal and regulatory frameworks for blockchain

technology

– Compliance with data privacy and security regulations

– Potential liability for data breaches or other security incidents

• User adoption

– Potential resistance from employees to adopting new technology and chang-

ing established processes

– Need for training and education on the use of blockchain technology

– Difficulty in convincing stakeholders of the benefits of blockchain technology

6.1.2 Calculation of KPIs

The process is designed to assess, collect, and analyze information about the benefits

of blockchain, as outlined in the previous section. The primary focus of the calculation

process was on ROI calculations, a commonly used financial metric to determine the

effectiveness of an investment. It is a technique to evaluate the efficacy and effec-

tiveness of an investment by comparing the gain or loss generated by the investment
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towards its cost. ROI is determined by dividing the investment’s net profit (or loss)

by its initial cost and expressing the result as a percentage. A positive ROI indicates

that an investment generated a benefit, whereas a negative ROI indicates that the

investment was ineffective.

The ROI formula [340] used in the analysis is given by:

ROI =

(
Gain from Investment − Cost of Investment

Cost of Investment

)
× 100

This formula serves as a key metric for evaluating the impact of implementing blockchain

technology. The calculations of benefits encompass enhanced data management, fraud

reduction, increased transparency, faster payments, improved supply chain efficiency,

and heightened customer trust. For instance, improvements in project data accuracy

are quantified as Errors Before - Errors After
Number of Records . Meanwhile, drawbacks, such as implementation

challenges and technical issues, are measured in associated costs. This examination

provides a quantitative basis for organisations to weigh the advantages and challenges

associated with blockchain adoption.

Each subject is analysed with its special formula. Only some formulas are given here

as examples; however, detailed formulas for each benefit and drawback category are

provided in Table E.1 in Appendix E.1.

Calculation of Benefits

• Improved Data Management and Record-keeping:

– Improved accuracy and completeness of project data.

– Reduced errors and discrepancies in project records.

– Improved tracking and accountability of project data.

– Reduced risk of data loss or corruption.

– Streamlined access to project data across the organisation.

Benefit =
Number of Errors without blockchain - Number of Errors with blockchain

Number of Records
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• Reduced Fraud and Corruption:

– Improved transparency and auditability of financial transactions.

– Reduced opportunities for unauthorised changes to financial records.

– Increased ability to detect and prevent fraudulent activity.

Benefit =
Number of Transaction Errors without blockchain - Number of Transaction Errors with blockchain

Total Number of Transactions

• Increased Transparency and Accountability:

– Improved visibility into project status and progress.

– Increased ability to identify and address issues early on.

– Enhanced stakeholder trust and confidence in project outcomes.

Benefit =
Value of Increased Trust and Confidence

Total Project Cost
× 100

• Faster and More Secure Payments:

– Reduced transaction times and costs.

– Improved payment accuracy and reliability.

– Enhanced payment security and privacy.

Benefit = (A×B × C)/D

where A is the number of payment errors or discrepancies before implementing blockchain

technology, B is the average amount of time and resources spent to resolve each payment

error or discrepancy before implementing blockchain technology, C is the percentage of

payment errors or discrepancies that can be eliminated with blockchain technology, and D is

the total number of payments processed before and after implementing blockchain technology

• Increased Supply Chain Efficiency and Visibility:
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– Improved tracking and tracing of materials and products.

– Enhanced supplier and vendor management.

– Reduced supply chain delays and disruptions.

Benefit =
Previous Average Delay Time - New Average Delay Time

Previous Average Delay Time
× 100%

• Improved Customer Trust and Loyalty:

– Enhanced customer experience through increased transparency and commu-

nication.

– Improved data privacy and security protections.

– Increased customer satisfaction and loyalty.

CustomerExperienceBenefit = (P ×Q)−R

where P is the number of customers who benefit from increased transparency and

communication, Q is the average increase in the customer satisfaction score due to enhanced

transparency and communication, and R is the cost of implementing the blockchain solution

to achieve enhanced transparency and communication

Calculations of Drawbacks

• Implementation Challenges:

– Initial costs associated with the implementation and integration of blockchain

technology.

– Complexity of implementing and integrating new technology into existing

systems and processes.

– Limited availability of skilled personnel to implement and manage blockchain

solutions.

Cost = Implementation Costs + Integration Costs + Training Costs
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• Technical Issues:

– Potential for system downtime or errors.

– Difficulty in scaling blockchain technology.

– Risks associated with security vulnerabilities and potential hacking attempts.

Cost = Cost of Addressing Technical Issues + Cost of Downtime

• Regulatory and Legal Considerations:

– Uncertainty surrounding legal and regulatory frameworks.

– Compliance with data privacy and security regulations.

– Potential liability for data breaches or other security incidents.

Cost = Legal Compliance Costs + Data Breach Costs

• User Adoption:

– Potential resistance from employees.

– Need for training and education.

– Difficulty in convincing stakeholders of the benefits.

Cost = Training Costs + Productivity Loss Costs

In conclusion, analysing the impact of blockchain technology on issues ranging from

project management to supply chain efficiency and customer satisfaction reveals nu-

merous potential benefits. These include improved data accuracy, less fraud, greater

transparency and improved operational efficiency. However, it is also important to

recognise potential drawbacks, such as implementation challenges, technical issues,

regulatory considerations, and user adoption concerns. The ROI formula provides a

quantitative measure of the general success of blockchain implementation. The de-

tailed calculation formulas summarised in Appendix E.1 provide an understanding of

the potential gains in each specific area.
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6.1.3 Calculation Impact

The percentages in Table 6.1 provide a quantitative understanding of the level of

achievability. Businesses and organisations may consider these benefits when exploring

the adoption of blockchain technology. The analysis of various aspects of blockchain

implementation in construction projects presents an active field, which can be changed

by new improvements in technology.

Table 6.1: Calculating possible minimum and maximum impact for benefits

In essence, the results show that organisations can get positive impacts in key areas

such as improved data management and record-keeping efficiency (34.0%), reduced

fraud and corruption (24.7%), increased transparency and accountability (3.9%), faster

and more secure payments (36.9%), and increased supply chain efficiency and visibility

(60.0%). However, there are potential barriers to increasing customer trust and loyalty,

ranging from -99.0% to 50.0%. These findings highlight the multifaceted nature of

blockchain’s impact on the construction industry, with overall positive trends revealing

increased operational efficiency, transparency, and security.
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Improved Data Management and Record Keeping (Figure 6.2):

In the least optimistic scenario, the potential impact ranges from 0.0% to 86.7%,

suggesting a minimal improvement. Conversely, the most optimistic scenario indicates

a substantial impact of 11.5% to 99.9%. On average, organisations can anticipate

a significant positive impact of approximately 34.0%, promising enhanced efficiency,

accuracy, and accessibility in data management and record keeping.

Figure 6.2: Improved data management and record keeping calculation result

Reducing Fraud and Corruption (Figure 6.3):

The least optimistic scenario implies moderate improvements (0.0% to 25.0%), while

the most optimistic scenario indicates a notable reduction (9.7% to 64.0%). On aver-

age, the impact stands at 24.7%, underscoring a significant and positive influence on

financial transaction transparency and security.

Figure 6.3: Reduced fraud and corruption calculation result

Increased Transparency and Accountability (Figure 6.4):
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The least optimistic scenario suggests a small positive impact (0.0% to 0.0%), with

the most optimistic scenario implying moderate improvements (3.5% to 14.3%). On

average, organisations can expect a modest positive impact of around 3.9%, leading

to increased project visibility and stakeholder confidence.

Figure 6.4: Increased transparency and accountability calculation result

Faster and More Secure Payments (Figure 6.5):

The least optimistic scenario suggests moderate improvements (0.0% to 25.0%), while

the most optimistic scenario indicates a significant improvement (21.25% to 100.0%).

On average, organisations can expect a notable positive impact of around 36.9%,

particularly in terms of transaction speed, accuracy, and security.

Figure 6.5: Faster and more secure payments calculation result

Increased Supply Chain Efficiency and Visibility (Figure 6.6):
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The least optimistic scenario implies moderate improvements (0.0% to 50.0%), while

the most optimistic scenario suggests a significant positive impact (60.0% to 100.0%).

On average, organisations can anticipate a substantial positive impact of around 60.0%,

promising improved supply chain efficiency and visibility.

Figure 6.6: Increased supply chain efficiency and visibility calculation result

Improved Customer Trust and Loyalty (Figure 6.7):

The least optimistic scenario indicates potential challenges ranging from -99.0% to

50.0%, while the most optimistic scenario suggests a significant positive impact (50.0%

to 100.0%). On average, organisations may face challenges (-24.5%), but successful

implementation could result in a notable positive impact of 25.3% on customer trust

and loyalty.

Figure 6.7: Improved customer trust and loyalty calculation result
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Table 6.2 provides valuable insight into the challenges and limitations associated with

the adoption of blockchain technology in the construction industry. Implementation

challenges are highlighted as a significant barrier, particularly with complexities in inte-

grating blockchain into existing systems and the limited availability of skilled personnel.

Table 6.2: Calculating possible minimum and maximum impact for drawbacks

Table 6.2 shows that convincing stakeholders of the benefits and addressing the users’

adoption concerns are also notable challenges. Technical issues such as potential system

outages, scaling challenges and security risks further emphasise the importance of

a robust infrastructure. In addition, the regulatory and legal considerations section

highlights the uncertainties surrounding legal frameworks and the need to comply with

data privacy and security regulations. Percentages and statistical values provide a

quantitative assessment of the rigour of these drawbacks, enabling organisations to

make informed decisions when considering implementing blockchain technology.
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6.2 Questionnaire Investigation and Findings

This section assesses the understanding, potential benefits, drawbacks, and perceived

importance of blockchain for the industry’s future success. This research aims to

contribute to existing knowledge by providing empirical evidence from a questionnaire

that captures the expert opinions of the European Construction Technology Platform

(ECTP). All of the results are provided in Appendix E.2.

6.2.1 Context of the Questionnaire

In this research, the perspectives of 48 participants from different professional back-

grounds in the construction industry were examined. The respondents were composed

of architects, engineers, academics, BIM experts, and other professionals associated

with the ECTP, and played an important role in providing insight into the industry’s

perceptions and knowledge of blockchain. In addition, as members of the ECTP com-

munity, these respondents have a direct interest in advancing technological innovations

in the construction industry. Their responses reflect not only their perspectives but also

broader trends and priorities in the industry with regard to adopting new technologies

such as blockchain in construction. In addition, the responses of the ECTP participants

are important because of their representativeness, expertise, and potential influence in

shaping the future direction of technology adoption in the European construction in-

dustry.

Among the different sectors of the respondents in the questionnaire, as shown in Figure

6.8, the education sector emerges as dominant with 42.6% of the respondents repre-

senting academia. The industrial sector identifies 29.8%, while the commercial sector

shows representation with 27.7% of the professionals questioned.

When the professional roles are analysed, as presented in Figure 6.9, engineers include

25% of the respondents. Project managers represent 20.8%, educators and academics

contribute 22.9%, and architects contribute 8.3%. Other various roles 10.4% are

professions related to BIM.

When the experience of the respondents is investigated in Figure 6.10, 2.1% had the
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least resonance, which is less than 1 year of experience. Meanwhile, 25% of respon-

dents had less than 5 years of experience, 22.9% had 5-10 years of experience, and

50% had more than 10 years of experience in the construction industry or technol-

ogy. Although there is no direct indication from the questionnaire about blockchain

experience-based understanding it can be concluded that a significant proportion of

respondents (50%) have a significant career in the industry, which may be associated

with a deeper understanding of the technology.

Figure 6.8: Types of organisation Figure 6.9: Roles in organisation

Figure 6.10: Industry experience Figure 6.11: Organisation BIM maturity

Regarding the participation of the respondents shown in Figure 6.11, a significant

proportion of the respondents are in the intermediate category (29.2%), indicating the

level of experience. Advanced practitioners have a percentage of 20.8%, indicating a

few professionals with a high level of expertise in BIM. Beginners have a proportion

of 16.7%, reflecting active participation in the initial stages of BIM implementation.

In particular, 14.6% consider themselves experts in BIM and show an advanced level

of competence. In contrast, 18.8% of the respondents have not yet worked on a BIM

project, emphasising a segment that has not yet fully adopted BIM applications.
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6.2.2 Participants’ Knowledge and Familiarity with Blockchain

The questionnaire provides insight into the levels of familiarity of the respondents with

the blockchain, as illustrated in Figure 6.12. A quarter of the respondents are well

familiar with blockchain, having heard of blockchain technology, indicating a basic un-

derstanding, although they have not studied the topic in depth. A further 12.5% of

the respondents have researched blockchain and have a medium level of familiarity,

indicating a better understanding of its principles and applications. However, the high-

est proportion of 43.8% show limited familiarity, having heard of blockchain but have

done minimal study or research, indicating the need for further instruction. The re-

maining percentage indicates that they are unfamiliar with the blockchain, highlighting

a significant segment that is completely unaware of the technology and its potential

implications.

Figure 6.13 shows the level of self-assessed knowledge of blockchain technology of

the respondents, revealing a diverse understanding of blockchain. Although the re-

spondents report limited or no knowledge of blockchain (10.4%), the majority exhibit

varying degrees of awareness and understanding. The largest segment reported ba-

sic knowledge at 31.3%, followed by intermediate at 33.3%, advanced at 18.8%, and

expert at 6.3%.

Figure 6.12: Familiarity of the participants
with blockchain Figure 6.13: Knowledge of the participants

about blockchain

6.2.3 Evidencing Challenges in the Construction Industry

The questionnaire reveals that there is a consensus among the respondents on the

transformative possibilities of blockchain technology in the construction industry, as
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presented in Figure 6.14. The responses confirm a widespread interest in the use of

blockchain, with supply chain management (62.2%) and data management (66.7%)

emerging as the leading areas of consideration. This alignment underscores blockchain’s

perceived capacity to increase transparency and operational efficiency, particularly in

critical areas such as supply chain logistics and data governance. Identity certification

(57.8%) and Digital Document Management (53.3%) also received notable support.

The acknowledgement of blockchain’s potential to create secure identities and optimise

document-related processes demonstrates recognition of its value in addressing the

security and procedural challenges inherent in the construction industry.

Figure 6.14: Identifying difficulties in the construction industry

The results are described using the correlation coefficients (Pearson’s r) method in

order to examine the strength and direction of the linear relationship between pairs

of variables. Question 6 was selected for comprehensiveness and analysed with SPSS

software. The findings are analysed as presented in Table 6.3:

Some key findings and their implications for construction management follow:

Data/Information Security and Collaborative Design: The strong positive correlation

(Pearson’s r = 0.981) indicates that there is a highly positive linear relationship between

data/information security and collaborative design. This means that as one variable

increases, the other tends to increase. In the context of construction management, this
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Table 6.3: Analysis of Q6 on SPSS: Correlation

could mean that a focus on data/information security is closely linked to collaborative

design efforts.

Real-time Monitoring and Related Variables: The positive correlations (Pearson’s r

= 0.503, 0.511) between real-time monitoring of data/information security, secure

database contract disputes, data quality contract disputes, and contract dispute trans-

parency suggest that these variables tend to move in the same direction. For example,

an improvement in real time monitoring is associated with an improvement in data/in-

formation security and a reduction in contract disputes. These relationships provide

insight into the interconnected nature of these elements in the construction sector.

Contract Disputes and Related Variables: The positive correlations between secure

database contract disputes, data quality contract disputes, and contract dispute trans-

parency (Pearson’s r = 0.514, 0.541, 0.503) suggest that addressing issues related to

secure databases, data quality, and transparency can have a positive impact on reducing

contract disputes in construction projects.

Understanding these relationships in construction management is important to making
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informed decisions and optimising processes. For example, if the focus is on reducing

contract disputes, the findings suggest that attention should be delivered to factors

such as secure databases, data quality, and transparency. Similarly, the realisation of

the connection between data/information security and collaborative design highlights

the importance of addressing both aspects simultaneously for effective construction

project management.

6.2.4 Evidencing Challenges in the BIM Environment

The challenges faced by experts and working in the same BIM environment while

sharing data across multiple disciplines during the design or construction phases is a

common concern, as seen in Figure 6.15. The responses show that 31.8% of respon-

dents "always" and 43.2% "usually" face challenges. This highlights the urgent need

to improve collaboration tools and practices with implications for the integration of

innovative solutions, such as blockchain.

Figure 6.15: Data sharing difficulties in the BIM environment

6.2.5 Evidencing the Needs for a Sustainable Construction

A positive perspective from the participants on the integration of BIM and blockchain

to advance the transition to a sustainable and carbon neutral construction industry

is presented in Figure 6.16. The results show that integrating BIM and blockchain

with digital twins of buildings and infrastructure systems can positively contribute
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Figure 6.16: Determining the need for a carbon neutral and sustainable construction industry

to sustainability and carbon emission reduction targets in the construction industry.

Through the use of digital twins, real-time data on energy consumption, resource use

and operational performance can be captured and analysed. This integration enables

more accurate simulations and proactive management of building systems, resulting in

optimised energy efficiency, reduced waste and lower carbon emissions throughout the

building’s lifecycle. The combined percentage of "strongly agree" (17%) and "agree"

(46.8%) responses is significant and indicates that the majority of respondents see

potential benefits in this integration. The 29.8% "undecided" response indicates that

a significant number of respondents are undecided or would welcome more information.

The percentages of "disagree" (2.1%) and "strongly disagree" (4.3%) responses are

relatively low, indicating that only a small minority are sceptical or opposed to the idea.

Evidence of support and interest in adopting new blockchain tools can be seen in the

questionnaire findings presented in Figure 6.17.

The most demanding field is the sustainable energy skills register in the construction

industry (74.4%), indicating a push for recognition and certification of energy efficiency

capabilities. There is interest in collaborations (46.5%) and policy incentives (25.6%),

emphasising that their importance is recognised. There is also considerable interest

in the use of technology (37.2%) and building new partnerships (41.9%) to improve

energy efficiency practices.
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Figure 6.17: Provision of a new energy efficiency tool

6.2.6 Determining the Potential Applications of Blockchain

The questionnaire highlights different perceptions about the feasibility of blockchain in

overcoming specific challenges and optimising various aspects of the construction in-

dustry, as shown in Figure 6.18. The respondents recognise the potential of blockchain

in data management (66.7%) and highlight its ability to ensure the integrity and avail-

ability of critical project data. Supply chain management (62.2%) and digital document

management (53.3%) also received notable support.

Figure 6.18: Possible application fields of blockchain

This points to the consensus on the technology’s ability to increase transparency and

traceability in construction processes. Identity certification has emerged as a strong
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area of interest (57.8%). This reflects the industry’s need to securely and transparently

verify people and organisations involved in construction projects. Contract manage-

ment, financial management and education/training management received moderate

recognition, while some practices such as design management and facilities manage-

ment showed relatively lower levels of recognition, suggesting potential areas for further

research and development.

6.2.7 Determining Possible BIM and Blockchain Integration

The respondents expressed considerable optimism about the transformative potential of

integrating BIM and blockchain into the construction industry, as shown in Figure 6.19.

The results reflect a potential positive impact of the integration of BIM and blockchain

and collective optimism about the future of construction practice. There is strong

support for improved management throughout the life cycle phases (66.7%), indicating

a belief in the integration’s ability to improve general project efficiency. The provenance

of the model and the traceability of the BIM data also attracted significant support

at 54.8%, highlighting the perceived importance of transparent and traceable data in

BIM workflows.

Figure 6.19: The transformative potential of integrating BIM and blockchain

The positive outlook extends to various areas such as the emergence of digital twin

strategies (50%), more informed and sustainable interventions (47.6%), improved de-
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sign collaboration (42.9%), and educational delivery and authenticity (40.5%). The

low proportion of respondents who selected "none of the above" (2.4%) shows that

there is widespread consensus that integration has promise in addressing challenges in

the construction industry and enabling innovation in different dimensions.

6.2.8 Interest in Emerging Technologies

The findings of the questionnaire shown in Figure 6.20 reveal different perceptions

about the beneficial impact of emerging technologies on the digitalisation process in

the construction industry. Blockchain/smart contract technology received considerable

support, with 37.5% rating it important and 29.2% rating it moderate, indicating sig-

nificant recognition of its potential. Similarly, both IoT and cloud computing received

significant support, with 41.7% and 35.4% rating them as important, respectively, indi-

cating their perceived importance in advancing digitalisation. Augmented Reality and

AI received more mixed responses, with ratings ranging from moderate, important and

major, indicating a different perspective on their potential impact.

Figure 6.20: Technology perspectives in digitalisation in construction

The results of the questionnaire also indicate that there is a moderate to high level of

interest among respondents in adopting blockchain, as shown in Figure 6.21 for future

projects in the construction industry, with 42.2% showing considerable interest and an
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additional 20% showing moderate interest.

Figure 6.21: Perspectives to adopt blockchain in respondent’s future projects

In contrast, a minority of respondents showed limited interest: 6.7% showed very little

interest and 11.1% showed marginal interest. These findings suggest that there is

significant potential for the adoption of blockchain in construction projects.

6.2.9 Questionnaire Comments

In an open-ended question, responses from stakeholders in the construction industry

reflect a range of perspectives on the potential adoption of blockchain technology,

particularly in project management, energy efficiency, and training applications. While

some respondents are enthusiastic about blockchain’s capabilities, advocating for ex-

tensive change management processes and pilot projects to showcase its advantages,

others perceive blockchain as a problem-seeking technology, expressing concerns about

its practicality and energy consumption. The recognition of blockchain’s potential

benefits in improving record-keeping, traceability, and stakeholder coordination is sig-

nificant. In addition, recommendations for the establishment of regulatory frameworks

and the implementation of stakeholder demonstrations underline a collective desire for

a clearer understanding and pragmatic use of blockchain within the industry. These

insights serve to develop a methodology and implementation strategy to effectively

integrate blockchain technology into construction industry applications. These results

provide a useful perspective to understand the needs and considerations, and thus

contribute to the academic narrative on the need for blockchain integration in the
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construction industry. In general, the results show that although there are different

perspectives on the integration of blockchain among construction industry profession-

als, the majority are positive about the integration of blockchain technology.

6.3 Summary

This chapter presents evidence of the fundamental role of blockchain and the needs of

the construction industry to build a value proposition for blockchain integration. The

first part of the chapter, on KPIs, confirms the utility of blockchain and categorises

its benefits for different aspects of the construction life cycle. The analysis adopts a

categorisation of KPIs that reflects an understanding of the common benefits and chal-

lenges faced by the construction industry. Various analyses are provided to assess the

potential advantages and disadvantages of blockchain integration, including potential

ROI calculations. In the second part of this chapter, the results of the questionnaire

are reported in terms of demographic information, knowledge of blockchain, percep-

tions of the potential benefits, limitations and challenges of blockchain, and attitudes

towards blockchain implementation in the construction industry. By combining ques-

tionnaire analysis with practical calculations, this chapter provides an overview of the

implications of blockchain in the construction industry.

Next Chapter: Conclusions & Future Work

The next chapter synthesizes the findings in alignment with the overall objectives of the

thesis, and research questions. It also describes the thesis contributions and limitations

alongside future research directions.
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The previous chapters have studied the integration of blockchain technology at various

stages of the construction life cycle to improve safety, efficiency, and sustainability in

construction projects. With our general thesis objectives, this chapter synthesises the

findings from the chapters, with a specific focus on the three research questions. The

contributions and limitations of the thesis are presented, along with insights for future

research in this field.

7.1 Revisiting Research Questions

This chapter will address the research questions stated in Chapter One and explain our

work by revisiting each question.

7.1.1 Life-cycle Integration

The first research question focuses on integrating and applying BIM and blockchain.

A model is proposed that integrates blockchain with BIM to enhance the construction

collaboration process. This integration model has the potential to automate processes,

eliminate the need for intermediaries, and minimise delays in the construction life cycle

by providing secure, transparent, and traceable transactions.

RQ1: "Can BIM and blockchain be integrated and applied in construction life-cycle

stages to improve safety, cost-efficiency and sustainability of construction projects?"

Chapter 4 investigates the analysis of the integration of blockchain and BIM tech-

nologies within the construction life cycle and supply chain. This chapter introduces

innovative frameworks and models that facilitate the evaluation and implementation

of blockchain-based BIM in practical scenarios. This research contributes to the au-

tomation of construction life cycle management, showing the process of smart contract

deployment and execution within the supply chain. This research also contributes to

the academic literature by publishing one article and a conference paper. The article

is titled "Integration of BIM and Blockchain into Construction Life Cycle and Sup-
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ply Chains", and the conference paper is titled "Circular Economy and Construction

Supply Chains".

This research proposes a model that integrates blockchain and BIM, highlighting the

importance of security, transparency, collaboration, and traceability within the BIM

environment. A case study is conducted to validate the effectiveness of the proposed

model, demonstrating its ability to increase stakeholder trust, reduce project delays, and

mitigate conflicts. A guide for implementing blockchain in the construction industry,

this thesis also highlights the benefits of integrating blockchain and BIM systems in

data management and process performance.

The research conducted in these chapters contributes to advancing the application

of blockchain in construction management and supply chain operations. Integrating

blockchain and BIM provides many benefits, including enhanced security, automation,

and improved traceability. This integration can potentially enable a more digitised and

optimised construction ecosystem. Furthermore, examining blockchain in the context

of construction supply chains highlights its ability to support sustainability initiatives.

7.1.2 BIM Data Provenance

RQ2: "Can a blockchain-based BIM provenance model be developed to ensure

traceability and transparency of BIM data in a construction project?"

The second research question focuses on the integration of blockchain and BIM to

establish a secure and reliable BIM data provenance for construction projects. This

research is addressed in Chapter 4, where integration and its consequences are in-

vestigated. The published paper, "Blockchain-supported BIM Data Provenance for

Construction Projects", serves as evidence of the contribution of this research to the

academic literature.

This chapter’s main objective is to explore how blockchain can be integrated with BIM

to create a system that ensures secure and immutable data exchange within construc-

tion projects. The proposed model provides documentation of all activities and transac-
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tions in a construction project, and demonstrates procedures for integrating BIM data

provenance with blockchain using construction data. The results highlight the advan-

tages of using an integrated blockchain system, including traceable and immutable data

exchange. Among the key benefits of this integration are improved contract enforce-

ment, operations, transactions, and evaluation. The use of blockchain-based BIM data

provenance enables continuous monitoring of disciplinary activities, as demonstrated

by an empirical case study presented in this chapter. The integration of provenance

data and blockchain in construction projects prevents data loss by permanently record-

ing the entire project record within the blockchain system. Moreover, using smart

contracts eliminates the need for repetitive documentation and digitally records the

BIM process within the blockchain framework. This accelerates data processing and

reduces the burden of document management. The proposed approach also improves

communication and collaboration among project stakeholders, promoting transparency

and improving project management. The inclusion of drawing records as a data source

is another significant aspect of the proposed method. It allows for the reconfiguration

of various activities based on the tasks involved in a given project, further enhancing

flexibility and adaptability.

7.1.3 Energy Efficiency Applications

RQ3: "How can blockchain technology be applied to energy management systems to

improve operational performance and ensure sustainable building practices?"

Chapters 5 focus on exploring the use of blockchain in energy management in the

construction industry. This chapters contributes to the academic literature, with one

paper currently under review.

Chapter 5 explores the use of a blockchain-based system for energy management in

building infrastructures. This chapter underlines the importance of increasing data

privacy, transparency, and efficiency in energy management processes. Through the

presentation of a case study, this chapter validates the effectiveness of the proposed
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system and evaluates its performance in practical contexts. It also demonstrates the

applicability of blockchain technology in both office and building environments, re-

vealing its potential to revolutionise energy analytics applications. This analysis em-

phasises blockchain’s transformative capacity to innovate energy management systems

while preparing the ground for future applications of ML and AI. These advanced

methodologies promise to leverage data patterns and behaviours to optimise energy

consumption, improve operational efficiency, and elevate occupant comfort levels. In

conclusion, this chapter aims to highlight the benefits of integrating blockchain into en-

ergy management systems, while providing insights for implementation and operational

improvements.

In summary, the use of blockchain in energy management has significant potential to

improve performance, security, and accountability. Blockchain enhances the data analy-

sis process and strengthens data integrity, providing advantages to energy management

fields. Continued advances in these technologies have the potential to contribute to a

more sustainable and technologically sophisticated direction by driving future innova-

tions and developments in these fields.

7.1.4 KPIs & Questionaire

RQ4: "What are the key benefits and drawbacks of the blockchain application for

the construction industry?"

Chapter 6 presented impact calculations and a questionnaire to address the research

question on the integration of blockchain technology into the construction sector. The

first chapter focused on key performance indicators (KPIs) categorising the benefits

and drawbacks of blockchain at various stages of the construction lifecycle. This analy-

sis provided potential ROI impact calculations and insights into the industry’s common

benefits and challenges. The second part of the chapter presents questionnaire results

detailing demographics, blockchain knowledge levels and stakeholder perceptions of

potential benefits, limitations and challenges. The impacts of blockchain integration
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in the construction industry are demonstrated by integrating the questionnaire find-

ings with practical calculations. In conclusion, this chapter highlights the advantages

of adopting blockchain technology and underlines the need for ongoing research and

implementation efforts to realise its full potential to enhance construction processes.

7.1.5 Revisiting the Hypothesis

Based on the previously mentioned responses to the research questions, it is now

possible to confirm the following hypothesis:

"The integration of blockchain technology into various processes within the construc-

tion industry—such as design, construction and energy management can lead to signif-

icant improvements enabling workflow automation, enhancing collaboration between

stakeholders, improving data integrity, security and monitoring, and supporting in-

formed decision-making. These developments encourage the implementation of more

efficient and optimized practices in project management and the construction lifecycle.

"

7.2 Reflections on Research Findings

In this research, our objective is to examine our research findings and explore their

implications and contributions to the academic field. Navigating discoveries involves

examining their significance, assessing their impact, and maintaining a commitment to

the methodological rigor that forms the foundation of the work. This analysis highlights

the transformative potential of the research and reveals previously unexplored directions

in the construction industry.

7.2.1 Significance

This thesis represents a pioneering initiative that evidences that the use of blockchain

in the construction industry can advance sustainable construction practices and techno-

logical innovation. This research explores potential synergies between blockchain and

BIM, addressing issues faced by the construction industry such as operational ineffi-

ciencies, lack of transparency, and environmental impact. This research offers practical
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solutions and contributes to a wider narrative on leveraging new technologies for sus-

tainable development. This research also conceptualises construction projects with an

emphasis on transparency, collaboration, efficiency, and sustainability. Pioneering new

frameworks, this research develops a model for future innovations and best practices

in the construction industry.

The transformative potential of blockchain technology in the construction industry has

been explored in several areas. Each chapter contributes to advancing knowledge, in-

forming practice, and shaping the future trajectory of construction management and

technology. This thesis explores how blockchain technology can revolutionise the con-

struction industry through a series of discussions. Emphasising the urgent need for

enhanced transparency and accountability, illustrated by the blockchain-based BIM

data provenance that ensures data integrity, reduces disputes and increases trust be-

tween stakeholders. Asset management emerges as another focus area, demonstrating

how blockchain optimises asset life-cycle management, improves operational efficiency,

minimises downtime and ultimately leads to cost savings. Moreover, the integration

of blockchain into energy efficiency initiatives demonstrates its capacity to promote

sustainable construction practices by monitoring energy utilisation. Collectively, the

findings emphasise the transformative potential of blockchain technology in the con-

struction industry. By addressing key challenges and opportunities in areas ranging

from BIM data provenance to asset management and energy efficiency, this research

contributes to advancing knowledge and informing practices in the construction indus-

try.

Furthermore, this research demonstrates the feasibility and benefits of blockchain-BIM

integration for the construction industry’s policy-making and regulatory frameworks,

providing a model for the adoption of sustainable practices. This can lead to changes in

the planning, execution, and monitoring of construction projects, focusing on environ-

mental management and social responsibility. This also contributes to the advancement

of interdisciplinary collaboration and knowledge exchange, bridging technology, sustain-

ability, and industry practice, and promoting a more integrated approach to addressing
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challenges, such as data security and trust between stakeholders. This interdisciplinary

approach increases a collaborative environment where different perspectives are consid-

ered and integrated. Ultimately, this research has the potential to accelerate the digital

transformation of the construction industry with a transformative effect. Leveraging

the power of blockchain and BIM leads into a future where construction projects are

more efficient and transparent, as well as environmentally sustainable.

7.2.2 Rigor

The research shows methodological sensitivity by adopting a mixed method approach

to validate theoretical and practical knowledge throughout the construction project.

This includes the process of data collection, analysis, and interpretation, and results

in a practical perspective. The introduction of new concepts and the implementation

of case studies and statistical analysis for the questionnaire ensured that the results

obtained were based on analysis and contributed to the applicability of the research to

a wider community.

The literature review process was evaluated using a systematic approach to assess and

analyze the available information. Extensive searches were conducted in numerous

databases and sources covering a wide range of scientific studies relevant to the re-

search topic. The quality and relevance of the literature were assessed and focused

on identifying gaps, contradictions, and emerging trends in the literature. The find-

ings from the literature were synthesised and logically organised to provide a strong

foundation for the analysis. All sources are cited and previous work is represented

to maintain academic integrity. Importantly, the implications of the literature for the

current research are considered and reflections on how the research contributes to new

insights or perspectives to the field are presented.

In addition to the theoretical foundation, this research utilises empirical research. Real-

world case studies from various construction projects are developed and analysed to

provide practical insights into the implementation of blockchain-BIM integration. In

conducting the case studies, attention was given to defining precise objectives and
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scopes, and ensuring that these were aligned with the research objectives. A diverse

and representative selection of cases was chosen to reflect a variety of perspectives

and experiences in the construction industry. Triangulation of evidence through the

use of multiple sources, such as data, documents, and observations, provided depth

and rigour to the analysis process. Furthermore, transparency was maintained through-

out the case studies by carefully documenting data collection and analysis processes,

thereby enhancing the credibility of the findings. These case studies validate theoret-

ical frameworks and enhance scientific understanding of the practical implications of

integrated technologies in real-world environments.

The questionnaire design and implementation process also contributed to the rigour of

the research. The questions were sensitively formulated to reflect the research objec-

tives. The survey was conducted according to best practices and utilised appropriate

approaches to increase response rates and ensure data quality.

In general, this research establishes a scientific model for future research efforts investi-

gating blockchain-BIM integration and sustainable construction practices to contribute

to the advance of knowledge in the construction industry. Participation in case studies,

questionnaires, and literature review processes highlights the credibility and reliability

of findings that enrich the literature and provide a basis for informed decision making

in the construction industry.

7.2.3 Impact

The purpose of this research is to contribute to the fields of engineering, architecture,

and information technology, enhancing existing knowledge and providing insights for

future research efforts in the construction industry. By investigating the practical

implications of integrating blockchain and BIM, this research expands the scientific

literature and opens new directions for new research.

This research contributes to academic knowledge by addressing gaps and expanding the

discourse surrounding the adoption of blockchain in construction. Through empirical

evidence and theoretical insights, this research enriches the academic literature by
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shedding light on the potential benefits and challenges of blockchain implementation

in combination with BIM.

This research also aims to provide benefits to practitioners, policymakers, and stake-

holders in the construction industry. Through the presentation of case studies and the

introduction of innovative concepts, this research provides stakeholders with practical

strategies to effectively incorporate blockchain and BIM technologies into construction

processes. This research underscores the transformative potential of blockchain tech-

nology in construction project management and supply chain operations, emphasising

its potential for improved efficiency, transparency, automation, and risk mitigation.

This development has the potential to catalyse the digitalisation of the construction

industry and the adoption of sustainable practices, ultimately resulting in cost reduction

and improved project outcomes.

Furthermore, this research explores the cost implications of blockchain-BIM integration,

providing case studies and practical applications adapted to the construction industry.

Thus, it is expected to empower industry stakeholders to make informed decisions, and

promote a more informed and progressive outlook in the construction industry.

7.3 Contributions

The contributions of the thesis are presented in this section.

Contribution 1: This research contributes to examining the integration of blockchain

technology into the construction industry, focusing on construction management and

life-cycle stages, aiming to enhance automation, data management, transparency,

traceability, and efficiency within the construction life cycle. A blockchain model is

proposed to demonstrate the feasibility and effectiveness of this integration through a

case study.

Contribution 2: This research contributes to developing a BIM data provenance model

by leveraging blockchain technology to improve data reliability and authenticity in

construction projects. A real bridge construction case study is used to demonstrate the

effectiveness of the provenance model and its integration with the project BIM data.
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Contribution 3: This research contributes to proposing a blockchain capability that can

support improved energy management based on auditable energy sensing and control

policies in buildings. By developing and validating a blockchain-based model, the study

demonstrates the potential of blockchain to improve data accuracy, transparency, and

efficiency in energy management for buildings.

Contribution 4: This research contributes to providing empirical support for our find-

ings by applying an evaluation framework that includes KPIs with associated impact

calculations and a questionnaire that evidences the significance of the research and im-

proved the scientific understanding of the field while providing a foundation for future

research efforts.

7.4 Limitations

Despite the potential to integrate blockchain into various fields, it is essential to recog-

nise and address certain limitations that require careful consideration. Several limita-

tions have been observed in the process of integrating blockchain into the construction

industry.

This research faced limitations due to the difficulty and cost associated with simu-

lating a real blockchain system. Working in a live blockchain environment created

challenges and imposed significant costs that hindered testing and development pro-

cesses. While the use of testnet environments and virtual simulations attempted to

solve this problem, the emerging nature of blockchain technology was an obstacle to

extensive experimentation. As a result, the inability to replicate real-world conditions

exactly may affect the generalisability of the research findings. Moreover, when con-

sidering the integration of blockchain, scalability challenges have emerged. As the

number of participants and transactions in a blockchain network increases, concerns

about performance and rising costs have emerged as potential limitations that require

careful consideration and resolution. Furthermore, the need for high-end computing

resources was another challenge for us. Meeting these system requirements and ensur-

ing optimal performance became obstacles in the implementation process. In addition,
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the complexity of blockchain interoperability with existing systems and the requirement

for specialised knowledge posed further limitations that had to be taken into account.

Ethereum price volatility prevented the direct application of blockchain in real-world

scenarios. This uncertainty instructed this research to prefer an alternative Remix IDE

platform approach. Our decision to use Remix IDE for certain aspects of development

and testing is driven by its cost-effectiveness, time efficiency, enhanced control, privacy

and security provisions, flexibility, collaborative development features, fast feedback

loop, and simplified deployment process. However, using the Remix IDE for blockchain

development presents limitations, such as a lack of real-world interactions, scalability

challenges, limited testing capabilities, and a lack of consensus mechanisms. These

limitations require careful consideration and adaptation to ensure the effective imple-

mentation of blockchain solutions.

The early stage of blockchain’s technological maturity has impacted our work through-

out the process. The continuous evolution and ongoing developments in blockchain

have raised uncertainties regarding its maturity and stability, which has had an impact

on its applicability in our specific area of work.

Data confidentiality and privacy are important considerations when implementing blockchain

publicly. While blockchain is known for its transparency and immutability, protecting

sensitive information becomes challenging when publicly shared. Achieving a balance

between transparency and data privacy while at the same time implementing strong

security measures is essential for a successful blockchain implementation. In addition,

the limited observation period and data collection in our case study may not have

accurately captured the long-term impact or potential changes over time. A longer

study period and a more comprehensive data collection process could have provided

more powerful insights.

7.5 Future Work

This section explores future research directions in the field of blockchain with the inten-

tion to overcome limitations and improve the scalability, energy efficiency, regulatory
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compliance, user experience, and overall effectiveness of blockchain systems. Key focus

areas include integrating blockchain with BIM, life-cycle assessment (LCA), IoT, AI /

ML, empirical research, standardisation for material passports, privacy advancements,

blockchain integration in IoT, and decentralised governance for smart cities.

7.5.1 Life-cycle Assessment

In the field of LCA, future research could be conducted to study the environmental

consequences of applying blockchain in construction projects. Such efforts require a

comprehensive assessment of the entire life cycle, covering all stages from raw mate-

rial extraction to disposal while taking into account relevant factors such as energy

consumption, emissions, and resource utilisation.

More specifically, LCA studies can be conducted to assess the environmental impacts re-

sulting from the use of blockchain-enabled processes, such as material tracking, supply

chain management, and project documentation in construction. Comparative analyses

with traditional systems or alternative technologies will provide invaluable insights into

the ecological footprint of blockchain applications. Furthermore, exploring the integra-

tion of blockchain with BIM, IoT, AI, and ML from an environmental perspective can

promote understanding of sustainability within digital construction practices.

The potential environmental benefits and drawbacks of blockchain integration in smart

cities, especially related to decentralised governance frameworks and citizen engage-

ment, can be explored through LCA methodologies. This approach facilitates examin-

ing the ecological consequences accompanying the widespread adoption of blockchain

in urban planning and governance.

In summary, incorporating LCAs into future research efforts will provide a holistic under-

standing of the environmental consequences associated with blockchain applications,

thereby supporting the goals of sustainability, efficiency, and transparency in various

industries, especially in the context of construction and smart cities.
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7.5.2 Beyond Artificial Intelligence and Machine Learning

In the area of future exploration, the integration of AI and ML with blockchain stands

as a pivotal frontier, especially tailored to the unique challenges and opportunities in

the construction industry. Emphasis should be placed on predictive analytics for en-

ergy efficiency by leveraging advanced algorithms to analyse historical data and predict

future energy demands. This integration has the potential to revolutionise sustainabil-

ity efforts and resource management practices in the industry. Another critical area

for future research is optimising resource allocation through AI and ML applications.

This requires developing intelligent systems that use online (real-time) learning and dy-

namic programming to dynamically plan tasks, predict equipment maintenance needs

and make real-time adjustments based on evolving project variables. These systems

continuously learn from new data inputs, allowing them to adapt to changing con-

ditions and optimise decisions as projects progress. The ultimate goal is to increase

efficiency and reduce resource waste through data-driven decision-making processes

that respond instantly to project developments, ensure optimal resource allocation and

minimise downtime.

The future of construction envisions generative AI, blockchain, and BIM converging to

unlock a multitude of opportunities. Generative AI has the potential to streamline de-

sign processes by automatically generating building plans that conform to project spec-

ifications, while blockchain ensures the integrity and security of these plans. AI algo-

rithms can optimise supply chains by predicting material requirements, and blockchain

provides a secure and transparent system for tracking materials throughout the con-

struction process. Inspection procedures can be enhanced through AI-driven defect

detection using BIM data, and blockchain guarantees the accuracy and reliability of

inspection reports. Smart contracts embedded in blockchain automate construction

agreements and AI plays a pivotal role in their creation and enforcement. Furthermore,

AI analysis of BIM data can improve predictive maintenance and energy efficiency,

while blockchain acts as a secure ledger to store relevant information. This integration

promises to promote more efficiency, transparency, and sustainability in construction
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projects.

In addition, integrating AI and ML into BIM systems maintains security for advanced

data analysis. Automated pattern recognition, anomaly detection, and data-driven

insights improve decision support mechanisms by offering a more sophisticated and

intelligent approach to processing complex construction data. Furthermore, addressing

privacy and security concerns related to blockchain implementation requires innovative

AI-driven solutions. Future research should explore the development of AI-powered

encryption algorithms, anomaly detection mechanisms, and intelligent access controls

to strengthen data protection in construction projects.

7.5.3 Exploring Smart City Applications

The integration of blockchain technology offers promising possibilities for smart cities,

especially in the area of data coordination and documentation, and the development of

interdisciplinary collaboration. This approach can reduce delays and costs, while mon-

itoring and trusting changes in the digital environment facilitates informed decision-

making in smart cities. The development of smart city applications requires innovative

research to take advantage of the latest technologies and promote collaboration in

this field. One possible solution is the integration of blockchain into intelligent trans-

portation systems (ITS) as a method to improve data management in smart cities. In

particular, the use of blockchain in ITS aims to improve data coordination, documenta-

tion, and security. A book chapter titled "Intelligent Transport Systems Applications:

Security and Transfer of Big Transport Data" was published to serve as a practical ref-

erence in this context. Future research may evaluate strategies that leverage blockchain

to improve security, while addressing big data challenges in transportation. Although

cloud technology is widely used for data processing, it carries security risks.

Innovative developments in smart city applications can be realised through the inte-

gration of cybersecurity measures facilitated by blockchain technology. By leveraging

blockchain’s secure and decentralised architecture, cities can build formidable defences

against cyber threats. Implementing blockchain-driven authentication and access con-
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trol mechanisms strengthens the protection of smart city systems, ensuring that only

authorised entities have access. In addition, blockchain’s immutable transaction log and

audit trails ensure transparency and accountability, discouraging data tampering and

manipulation. Furthermore, the integration of advanced encryption techniques with

blockchain strengthens overall cybersecurity in smart city environments by protecting

data transfer and storage confidentiality. This strategic combination of cybersecurity

measures with blockchain technology enhances data protection and increases trust in

smart city infrastructure, contributing to resilience and sustainability in urban develop-

ment initiatives. In addition, incentivising secure practices through blockchain-based

reward mechanisms can actively engage stakeholders in the protection of smart city

systems.

7.5.4 Digital Twinning

Digital Twin technology has significant potential to enhance digitalisation in various

sectors, including urban planning, construction, and manufacturing. These digital

replicas, from entire cities to individual buildings and machines, constantly evolve with

technological advances. This evolution is further supported by emerging technolo-

gies such as blockchain. A paper titled "Leveraging BIM and Blockchain for Digital

Twins" has been published to show the integration and importance of blockchain in

this context.

In the BIM and blockchain integration field, the incorporation of cross-chain technol-

ogy may be a promising avenue for future research. This innovative approach aims to

address critical challenges related to interoperability and data exchange between differ-

ent blockchain networks, thereby promoting a more interconnected and comprehensive

digital representation of construction projects. Through the integration of cross-chain

capabilities, the transfer and synchronisation of data and transactions between the var-

ious blockchain networks involved in the BIM process can be facilitated. Consequently,

this integration has the potential to create a more cohesive digital twin model by en-

hancing the interoperability of information stored on different blockchain platforms.

Future research efforts could focus on identifying standards and protocols that enable
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secure and efficient communication between various blockchain networks. By creat-

ing a framework that leverages cross-chain solutions to enhance the functionality and

connectivity of digital twins in the construction industry, a pioneering step towards an

integrated and collaborative future for construction project management can be taken.

Furthermore, this exploration encompasses critical areas for future research, including

tokenisation mechanisms, scalability, and regulatory considerations. An in-depth exam-

ination of these dimensions provides valuable insight into how the convergence of BIM

and blockchain can redefine data management, enhance stakeholder engagement, and

address critical concerns related to scalability and ethical governance. Understanding

and addressing these issues will impact the implementation of BIM and blockchain

integration in the construction industry and advance it toward a more efficient and

transparent future.

7.5.5 Circularity in Construction

Future initiatives in the construction industry focus on leveraging blockchain technology

to drive circularity in supply chains. Integrating blockchain into material tracking

systems has the potential to revolutionise the way in which materials are managed,

reused, and recycled. A paper entitled "Circular Economy and Construction Supply

Chains" has been published with a vision of potential integration in this context.

One direction for future work is the development of material passport systems. These

digital records can provide information on a material’s origin, composition, and life-cycle

stages. By integrating blockchain, these passports can become immutable, transparent

ledgers that track the movement and transformation of materials throughout their life

cycle. This can improve traceability and enable stakeholders to make more informed

decisions about the reuse and recycling of materials.

Future work should also focus on interoperability and standardisation. The develop-

ment of common protocols and data formats will facilitate communication between

different blockchain platforms and supply chain systems. This interoperability is nec-

essary to create a harmonised ecosystem where stakeholders can exchange information
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and collaborate effectively to promote circularity. In addition, ethical provenance in the

supply chain is essential. The transparency of blockchain can be used to verify the ori-

gin and authenticity of materials, ensuring that resources are sourced responsibly and

ethically, further contributing to sustainability and compliance with ethical standards.

There is also a need for research into new applications of the blockchain in the practice

of circular construction. For example, smart contracts could be used to automate

processes such as material procurement, ensuring that sustainability criteria are met at

every stage of the supply chain. Similarly, tokenisation of materials could encourage

recycling and reuse by creating a market for secondary raw materials.
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A.1. COMMON AND SPECIFIC FINDINGS FROM RESEARCH ARTICLES

Table A.1: Common and specific findings from research articles

Authors Specific findings Common findings

[34] [164]

[118] [315]

[319] [203]

[144] [122]

[310] [149]

[119] [148]

[318] [316]

[317] [143]

[320] [321]

[322] [323]

[325] [156]

[329] [341]

[342] [191]

[343] [344]

[345] [346]

[347] [348]

[349] [350]

[351] [64]

[324] [352]

[353] [354]

[355] [356]

[357]

[358] [359]

Review of Blockchain and subsequent applica-

tions.

Provide research on where and how to use this

technology in the construction industry.

[312]

The study shows how to design a system that

supports the use of Blockchain technology. The

system allows project team members to con-

duct financial transactions automatically by cod-

ing the costs charged, benefits, and cost savings

of IPD projects.

The study describes Blockchain technology, pro-

vides general information about how it works and

its potential, and explains possible technical lim-

itations.

Continued on next page
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Table A.1 – continued from previous page

Authors Specific findings Common findings

[31] [20]

This article explores the potential application of

Blockchain technology in the development of an

automation system for the Blockchain compli-

ance test process. Hyperledger Fabric is used to

address most current issues such as data security,

track changes and control of permissions arising

from the use of central BIM work processes.

Discover the consequences, challenges and ap-

plications of Blockchain technology for process

improvement and find areas for future research

on Blockchain applications in construction.

[305]

As a conceptual proof, a simulated setup activ-

ity is used to verify the conceptual relationships

included in the proposed framework. The simula-

tion shows how to implement a mini smart con-

tract within the proposed strategy and how to

automate payments when the project execution

is combined with machine-readable BIM specifi-

cations and contract terms.

Blockchain’s main strength is its ability to offer

a better solution to the problem of trust.

[166]

It seeks to evaluate if BIM offers an accurate

platform for implementing smart contracts in the

construction industry.

[360]

It offers a Blockchain collaboration platform for

optimisation issues among distributed stakehold-

ers working with the tool for building information

modeling.

Explore the effects, risks, and practices of

Blockchain technology to improve data flow in

the end-to-end design and construction process.

[165]

Introduced to facilitate BIM data audits for his-

torical modification using blockchain in mobile

cloud and big data sharing.

[285]

It proposes a methodology for automating the

construction payments by formalising them as

smart contracts and implementing them on a sys-

tem based on Blockchain.

Demonstrates the advantage of BIM work pro-

cess integration with Blockchain by providing

change tracking and data ownership.

[180]

The paper discusses the integration of new pat-

terns in information technologies such as cyber-

security and Blockchain features into a typical

university BIM curriculum.

Improves data storage and permissions manage-

ment reliability.

Continued on next page
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Table A.1 – continued from previous page

Authors Specific findings Common findings

[117]

It explores the feasibility of integrating smart

contract applications and technology with build-

ing information modeling and information man-

agement.

[51]

This article proposes a "new value proposition"

for consumers and the AEC practitioners who

now benefit from collaboration and have a vari-

ety of collaboration tools to allow this to happen

in real-time.

Researchers show that Blockchain is a perma-

nent, unchangeable and stable network capable

of removing intermediates and automating pro-

cesses due to its prominent disintermediation, ac-

countability and consistency characteristics.

[313]

A case study examines the potential cost savings

of a real estate company using Blockchain.

The study tests possible cost savings scenarios

from the use of Blockchain (one results shows

that potential cost savings from the implementa-

tion of Blockchain at 8.3 % of overall residential

construction costs, with a standard deviation of

1.26 %).

Executes and releases transaction when condi-

tions have been completed.

[162]

Taking into account the social and technologi-

cal dimensions, it proposes a multi-dimensional

framework that emerged for the adoption of DLT

in the construction industry.

Encourages a collaborative decentralised building

environment.

[314]

The articles demonstrates the emergence of

Blockchain, highlighting the adoption and the

progress of construction companies using this

technology

[188]

It examines the conceptual basis for the design of

an automated payment system and assesses the

role of smart contracts in allowing cash flow to

be efficiently and autonomously conditioned on

the status of product flow.

Increases both the level of traceability and the

level of tracking in real time.

[361]

The article reports on the applicability of using

smart contracts with BIM in the construction

sector.

Overcoming file redundancy challenges and se-

curing the file storage system.

Continued on next page
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Table A.1 – continued from previous page

Authors Specific findings Common findings

[167]

Introduces a unique semantic differential transac-

tion (SDT) technique for minimising redundancy

in the emerging area of BIM and Blockchain in-

tegration.

Records of information cannot be modified based

on a consensus.

[362]

A Hyperledger fabric-based Blockchain network

is proposed and validated to control a sample

building project.

[363]

Integrate design theory, configuration theory, and

task-technology fit into a conceptual framework

for a Blockchain based design process.
Ensures accountability, transparency, and trust.

[364]

A framework is presented to integrate various

technological systems into an ecosystem that

promotes digitalization and enables traceability,

improved information management, and regula-

tory and standard compliance.

Blockchain consensus mechanisms ensure data

quality.

[130]

Provides a system based on smart contracts

for the autonomous administration of build-

ing progress payments. The approach is used

to make payments to seven subcontractors for

two commercial building projects with monitored

progress.

Improve efficiency by automating project man-

agement and operations.

[365]

Investigate the exchange of BIM data between

many parties utilising a Blockchain platform in a

safe way across the whole building lifecycle.

[128]

In the framework of CIM/Smart Cities, investi-

gate the possible effect of integrating Blockchain

and BIM in a smart city setting on the sustain-

ability of buildings.

Eliminates the requirement for a middleman in a

transaction.

[168]

Presents a framework for decentralised architec-

tural design.

Continued on next page
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Table A.1 – continued from previous page

Authors Specific findings Common findings

[169]

Presents a distributed common data environment

(DCDE) architecture for BIM-based design us-

ing Blockchain and Interplanetary File System

(IPFS).

Using a time stamping technology, Blockchain

prevents data manipulation.

[125]

Demonstrates a different approach that utilises

smart construction objects (SCOs), and devel-

ops a framework for SCOs-enabled Blockchain

oracles (SCOs-BOs).

[67]

Virtual location information from a prefabricated

brick is transferred to a digital counterpart in

near real-time and stored on the Blockchain with

time stamps.

The use of blockchain technology ensures the

confidentiality and integrity of transactions.

[366]

Proposes permissioned Blockchain with IBP and

presents Blockchain-enabled IoT-BIM platform

(BIBP) for DIK-driven supply chain operations

in modular construction.

[209]
Introduces a framework (CMF) for Blockchain-

based design cooperation that prioritises secrecy.
Blockchain is a single source of truth.

[158]

Presents a Self Sovereign Identity-based system

proposal to highlight how Blockchain, BIM, IoT

devices, and Self Sovereign Identity may enable

building digitalization, assuring compliance stan-

dards and technical requirements.

[367]
Presents a new BIM-integrated smart contract

progress payment system.
Enhances the security of the network.

[368]

Propose a hierarchical design with IoT, fog, and

cloud layers that integrates Blockchain to secure

Building Management Systems (BMS).

[369]

Proposed a framework for payment automa-

tion using Blockchain in construction projects.

Demonstrated the potential for instant payments

and secure records.

Continued on next page
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Authors Specific findings Common findings

[370]

Proposed a game-based system dynamics (EG-

SD) model for BT adoption in construction -

evaluated diffusion performance under different

scenarios.

[371]
Developed a framework for material provenance

tracing and tracking using IoT and blockchain.

[170]

Developed a blockchain-enabled supply chain co-

ordination system. Used Bayesian updating,

which framework is to make predictions about

new measurements based on the current mea-

surements, to align stakeholder decisions. The

theoretical concept of measuring plan trustwor-

thiness, blockchain and smart contracts has been

evaluated.

[372]

Identified significant barriers to blockchain adop-

tion in India’s sustainable construction industry.

Developed a roadmap for overcoming barriers.

[373]

Proposed a deployment framework for

blockchain-based trust-building in construc-

tion. Articulated a trust-building spectrum and

positioned blockchain in it.

[374]

Developed a set of tools for transparency, ac-

countability, and compliance in the business pro-

cess modeling notation (BPMN) choreographies

using blockchain. Applied the techniques to a

construction industry case study.

Continued on next page
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[375]

Introduction of ChainPM as a Blockchain 3.0

paradigm for Construction project management

(CPM) digital twins, emphasizing indexing key

CPM data, combinatorial query, digital author-

ship, and fast response. Significant reduction in

information synchronization latency.

[127]

Proposal of a solution to address the discon-

nected nature of blockchain adoption in con-

struction procedures. Support for the upstream

circular economy design and fostering collabo-

ration among stakeholders. Development of "a

bank of reusable BIM families" to encourage de-

signers to use them.

[376]

Proposal of a carbon accounting and trading

platform using blockchain technology. Synchro-

nization of taxation with the building’s life cy-

cle and tracking of hazardous products/materi-

als. The need for computer-based systems for

emissions recording and carbon offsets purchase.

[377]

Introduction of a blockchain-based framework for

traceability of on-site construction activities. Use

of deep learning algorithms for information ex-

traction from surveillance videos. Application of

consortium blockchain to record activity informa-

tion and maintain transparency.
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Appendix B

B.1 Code of the Smart Contract Used for the
Workpackage

pragma s o l i d i t y ^ 0 . 8 . 0 ;

c o n t r a c t WorkPackage {

// S t r u c t u r e to ho ld i n f o rma t i o n about a work package

s t r u c t Package {

s t r i n g s ende r ;

s t r i n g r e c e i v e r ;

s t r i n g name ;

u i n t amount ;

s t r i n g p r o j e c t F i l e ;

boo l completed ;

}
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B.1. CODE OF THE SMART CONTRACT USED FOR THE WORKPACKAGE

// Mapping to s t o r e a l l work packages

mapping ( add r e s s => Package ) packages ;

// Events f o r package comp l e t i on and due date e x e c u t i o n

even t PackageCompleted ( add r e s s i ndexed packageAddress ,

s t r i n g packageName ) ;

even t PackageDueDateExecuted ( add r e s s i ndexed packageAddress ,

s t r i n g packageName ) ;

// Funct i on to add a new work package

f u n c t i o n addPackage ( s t r i n g memory _sender , s t r i n g memory _rece i v e r ,

s t r i n g memory _name , u i n t _amount , s t r i n g memory _p r o j e c t F i l e )

p u b l i c {

packages [ msg . s ende r ] = Package ( _sender , _rece i v e r , _name ,

_amount , _p r o j e c t F i l e , f a l s e ) ;

}

// Funct i on to mark a work package as completed

f u n c t i o n completePackage ( add r e s s _packageAddress ) p u b l i c {

r e q u i r e ( packages [ _packageAddress ] . completed == f a l s e ,

"Package a l r e a d y completed " ) ;

packages [ _packageAddress ] . completed = t r u e ;

emit PackageCompleted ( _packageAddress , packages [ _packageAddress ] . name ) ;

}

// Funct i on to exe cu t e a package when i t s due date i s r eached

f u n c t i o n executeDueDate ( add r e s s _packageAddress ) p u b l i c {

r e q u i r e ( packages [ _packageAddress ] . completed == f a l s e ,

"Package a l r e a d y completed " ) ;

emit PackageDueDateExecuted ( _packageAddress ,

packages [ _packageAddress ] . name ) ;

}

}
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Appendix C

C.1 Blockchain-based BIM Test Platform

C.1.1 Main Page and General Information of the Platform
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C.1. BLOCKCHAIN-BASED BIM TEST PLATFORM

C.1.2 New Discipline Registration

C.1.3 New Object or Input Registration

C.1.4 Updating Transaction
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C.1. BLOCKCHAIN-BASED BIM TEST PLATFORM

C.1.5 Visualising Model Transactions
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Appendix D

D.1 Smart Contract Code for the Energy Data
Record to Blockchain with All Variables (Eight Vari-
ables):

pragma s o l i d i t y ^0 . 5 . 1 6 ;

c o n t r a c t IoTBC {

// Inpu t v a r i a b l e s

s t r i n g [ ] p u b l i c day ;

u i n t [ ] p u b l i c t empe ra tu r e ;

u i n t [ ] p u b l i c humid i t y ;

u i n t [ ] p u b l i c co2 ;

// E l e c t r i c i t y I n p u t v a r i a b l e s f o r the b u i l d i n g s

s t r u c t E l e c t r i c i t y I n p u t {

u i n t [ ] QE;

u i n t [ ] QW;

u i n t [ ] QS ;
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D.1. SMART CONTRACT CODE FOR THE ENERGY DATA RECORD TO
BLOCKCHAIN WITH ALL VARIABLES (EIGHT VARIABLES):

u i n t [ ] QC;

u i n t [ ] QN;

}

E l e c t r i c i t y I n p u t e l e c t r i c i t y I n p u t ;

// Output v a r i a b l e s

u i n t [ ] p u b l i c i ndoo rTempe ra tu r eSe tpo i n t ;

u i n t [ ] p u b l i c i n l e t S e t p o i n t ;

u i n t [ ] p u b l i c e l e c t r i c a l E n e r g yCon s ump t i o n ;

u i n t [ ] p u b l i c thermalEnergyConsumpt ion ;

// Event to l o g e x e c u t i o n t ime

even t Execut ionTime ( u i n t256 t ime ) ;

// I npu t f u n c t i o n

f u n c t i o n s e t ( s t r i n g memory _day , u i n t _humidity , u i n t _temperature , u i n t _co2 ,

u i n t [ ] memory _QE, u i n t [ ] memory _QW, u i n t [ ] memory _QS, u i n t [ ] memory _QC,

u i n t [ ] memory _QN, u i n t _indoorTemperatureSetpo int , u i n t _ i n l e t S e t p o i n t ) p u b l i c r e t u r n s ( u i n t ){

u i n t256 s ta r tT ime = now ; // Record s t a r t t ime

day . push (_day ) ;

humid i t y . push ( _humidity ) ;

t empe ra tu r e . push ( _temperature ) ;

co2 . push (_co2 ) ;

e l e c t r i c i t y I n p u t .QE = _QE;

e l e c t r i c i t y I n p u t .QW = _QW;

e l e c t r i c i t y I n p u t .QS = _QS;

e l e c t r i c i t y I n p u t .QC = _QC;

e l e c t r i c i t y I n p u t .QN = _QN;

// Perform c a l c u l a t i o n s to ge t op t im i z ed v a l u e s

// . . .

// op t im i z ed v a l u e f o r i n doo r t empe ra tu r e s e t p o i n t

i ndoo rTempe ra tu r eSe tpo i n t . push ( _indoorTempera tu reSe tpo in t ) ;

// op t im i z ed v a l u e f o r i n l e t consumpt ion

i n l e t S e t p o i n t . push ( _ i n l e t S e t p o i n t ) ;

// op t im i z ed v a l u e f o r e l e c t r i c a l ene rgy consumpt ion

u i n t _e l e c t r i c a lEne r g yCon sumpt i on = 0 ;

// op t im i z ed v a l u e f o r the rma l ene rgy consumpt ion

u i n t _thermalEnergyConsumption = 0 ;
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D.2. SMART CONTRACT CODE FOR THE ENERGY DATA RECORD TO
BLOCKCHAIN WITH FEWER VARIABLES (FOUR VARIABLES):

e l e c t r i c a l E n e r g yCon s ump t i o n . push ( _e l e c t r i c a lEne r g yCon sumpt i on ) ;

thermalEnergyConsumpt ion . push ( _thermalEnergyConsumption ) ;

// Log e x e c u t i o n t ime

u i n t256 execut ionT ime = now − sta r tT ime ;

emit Execut ionTime ( execut ionT ime ) ;

// Return an a p p r o p r i a t e v a l u e

r e t u r n 0 ;

}

// Output f u n c t i o n s

f u n c t i o n ge t I ndoo rTempe r a tu r eSe tpo i n t ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n i ndoo rTempe ra tu r eSe tpo i n t [ i nd ex ] ;

}

f u n c t i o n g e t I n l e t S e t p o i n t ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n i n l e t S e t p o i n t [ i nd ex ] ;

}

f u n c t i o n g e tE l e c t r i c a l En e r g yCon sump t i o n ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n e l e c t r i c a l E n e r g yCon s ump t i o n [ i nd ex ] ;

}

f u n c t i o n getThermalEnergyConsumpt ion ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n thermalEnergyConsumpt ion [ i nd ex ] ;

}

}

D.2 Smart Contract Code for the Energy Data
Record to Blockchain with Fewer Variables (Four
Variables):

pragma s o l i d i t y ^0 . 5 . 1 6 ;

c o n t r a c t IoTBC {

// Inpu t v a r i a b l e s

s t r i n g [ ] p u b l i c day ;

u i n t [ ] p u b l i c t empe ra tu r e ;

u i n t [ ] p u b l i c humid i t y ;

u i n t [ ] p u b l i c co2 ;
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D.2. SMART CONTRACT CODE FOR THE ENERGY DATA RECORD TO
BLOCKCHAIN WITH FEWER VARIABLES (FOUR VARIABLES):

u i n t [ ] p u b l i c e l e c t r i c i t y ;

// Con t r o l v a r i a b l e s

u i n t [ ] p u b l i c i ndoo rTempe ra tu r eSe tpo i n t ;

u i n t [ ] p u b l i c i n l e t S e t p o i n t ;

// Output v a r i a b l e s

u i n t [ ] p u b l i c e l e c t r i c a l E n e r g yCon s ump t i o n ;

u i n t [ ] p u b l i c thermalEnergyConsumpt ion ;

// Event to l o g e x e c u t i o n t ime

even t Execut ionTime ( u i n t256 t ime ) ;

// I npu t f u n c t i o n s

f u n c t i o n s e t (

s t r i n g memory _day ,

u i n t _humidity ,

u i n t _temperature ,

u i n t _co2 ,

u i n t _ e l e c t r i c i t y ,

u i n t _indoorTemperatureSetpo int ,

u i n t _ i n l e t S e t p o i n t

) p u b l i c r e t u r n s ( u i n t ) {

u i n t256 s ta r tT ime = now ; // Record s t a r t t ime

day . push (_day ) ;

humid i t y . push ( _humidity ) ;

t empe ra tu r e . push ( _temperature ) ;

co2 . push (_co2 ) ;

e l e c t r i c i t y . push ( _ e l e c t r i c i t y ) ;

// Perform c a l c u l a t i o n s to ge t op t im i z ed v a l u e s

// op t im i z ed v a l u e f o r i n l e t consumpt ion

i n l e t S e t p o i n t . push ( _ i n l e t S e t p o i n t ) ;

// op t im i z ed v a l u e f o r e l e c t r i c a l ene rgy consumpt ion

u i n t _e l e c t r i c a lEne r g yCon sumpt i on = 0 ;

// op t im i z ed v a l u e f o r the rma l ene rgy consumpt ion

u i n t _thermalEnergyConsumption = 0 ;

// op t im i z ed v a l u e f o r i n doo r t empe ra tu r e s e t p o i n t

i ndoo rTempe ra tu r eSe tpo i n t . push ( _indoorTempera tu reSe tpo in t ) ;

e l e c t r i c a l E n e r g yCon s ump t i o n . push ( _e l e c t r i c a lEne r g yCon sumpt i on ) ;

281



D.2. SMART CONTRACT CODE FOR THE ENERGY DATA RECORD TO
BLOCKCHAIN WITH FEWER VARIABLES (FOUR VARIABLES):

thermalEnergyConsumpt ion . push ( _thermalEnergyConsumption ) ;

// Log e x e c u t i o n t ime

u i n t256 execut ionT ime = now − sta r tT ime ;

emit Execut ionTime ( execut ionT ime ) ;

r e t u r n 0 ;

}

// Output f u n c t i o n s

f u n c t i o n g e t I n l e t S e t p o i n t ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n i n l e t S e t p o i n t [ i nd ex ] ;

}

f u n c t i o n g e tE l e c t r i c a l En e r g yCon sump t i o n ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n e l e c t r i c a l E n e r g yCon s ump t i o n [ i nd ex ] ;

}

f u n c t i o n getThermalEnergyConsumpt ion ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n thermalEnergyConsumpt ion [ i nd ex ] ;

}

f u n c t i o n ge t I ndoo rTempe r a tu r eSe tpo i n t ( u i n t i nd ex ) p u b l i c v iew r e t u r n s ( u i n t ) {

r e t u r n i ndoo rTempe ra tu r eSe tpo i n t [ i nd ex ] ;

}

}

%In the f i r s t con t r a c t , the c o n t r o l v a r i a b l e s f o r i n doo r t empe ra tu r e s e t p o i n t and i n l e t s e t p o i n t were added as pa r t o f the i n pu t f u n c t i o n s e t ( ) . Th i s means tha t whenever a new i npu t i s p r o v i d ed to the con t r a c t , a l ong wi th the o th e r i n pu t parameter s , the i ndoo r t empe ra tu r e s e t p o i n t and i n l e t s e t p o i n t a r e a l s o pas sed i n . I n the second con t r a c t , c o n t r o l v a r i a b l e s a r e s e p a r a t e d from the i npu t f u n c t i o n and d e c l a r e d as pa r t o f the con t r a c t ’ s s t a t e v a r i a b l e s . Th i s approach p r o v i d e s more f l e x i b i l i t y i f you want to s e t t h e s e c o n t r o l v a r i a b l e s s e p a r a t e l y from the i npu t data , a l l ow i n g f o r e a s i e r management and p o t e n t i a l f u t u r e enhancements . Both approaches a r e v a l i d , and the cho i c e between them depends on the s p e c i f i c r e qu i r emen t s and d e s i g n p r e f e r e n c e s o f the smart c o n t r a c t .
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E.1 Blockchain KPI Table with Formulas
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Table E.1: Benefits and Drawbacks of Blockchain ROI Formulas

BENEFITS

Improved data management

and record-keeping
Improved accuracy and completeness of

project data

Reduced errors and discrepancies in

project records

Improved tracking and accountability of

project data

Reduced risk of data

loss or corruption

Streamlined access to

project data across

the organization

Formula

Benefit = (Number of Errors/Dis-

crepancies in Project Data Before

Blockchain Implementation - Number

of Errors/Discrepancies in Project Data

After Blockchain Implementation) /

Number of Records

Benefit = (Number of Errors/Dis-

crepancies in Project Data Before

Blockchain Implementation - Number

of Errors/Discrepancies in Project Data

After Blockchain Implementation) /

Number of Records

Benefit = (Number of Missed Deadlines

or Milestones Before Blockchain Imple-

mentation - Number of Missed Dead-

lines or Milestones After Blockchain Im-

plementation) / Total Number of Dead-

lines or Milestones

Benefit = (Number

of Data Loss or Cor-

ruption Incidents Be-

fore Blockchain Im-

plementation - Num-

ber of Data Loss or

Corruption Incidents

After Blockchain Im-

plementation) / To-

tal Number of Data

Records

Benefit = (Time

Spent Searching for

Project Data Before

Blockchain Imple-

mentation - Time

Spent Searching

for Project Data

After Blockchain

Implementation) /

Total Time Spent

Searching for Project

Data

Reduced fraud and corruption
Improved transparency and auditability of

financial transactions

Reduced opportunities for unauthorized

changes to financial records

Increased ability to detect and prevent

fraudulent activity

Benefit = (Number of Financial Trans-

action Errors or Discrepancies Before

Blockchain Implementation - Number of

Financial Transaction Errors or Discrep-

ancies After Blockchain Implementation)

/ Total Number of Financial Transactions

Benefit = (Number of Unauthorized

Changes to Financial Records Before

Blockchain Implementation - Number

of Unauthorized Changes to Financial

Records After Blockchain Implementa-

tion) / Total Number of Financial

Records

Benefit = (Value of Fraudulent Activity

Detected and Prevented After Blockchain

Implementation - Value of Fraudulent

Activity Detected and Prevented Be-

fore Blockchain Implementation) / Total

Value of Financial Transactions

Increased transparency and

accountability
Improved visibility into project status and

progress

Increased ability to identify and address

issues early on

Enhanced stakeholder trust and confi-

dence in project outcomes

Continued on next page
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Table E.1 – continued from previous page

Benefit = (Value of Time Saved by Im-

proved Visibility into Project Status and

Progress / Total Value of Project Time)

x 100

Benefit = (Value of Issues Prevented or

Mitigated / Total Value of Project Cost)

x 100

Benefit = (Value of Increased Stake-

holder Trust and Confidence / Total

Project Cost) x 100

Faster and more secure pay-

ments Reduced transaction times and costs
Improved payment accuracy and reliabil-

ity
Enhanced payment security and privacy

Benefit = (Number of Transactions * Av-

erage Time per Transaction * Cost per

Transaction) - (Number of Transactions

* Average Time per Transaction * Cost

per Transaction * Reduction Percentage)

Improved payment accuracy and reliabil-

ity = (A * B * C) / D

where: A = Number of payment er-

rors or discrepancies before implementing

blockchain technology

B = Average amount of time and re-

sources spent to resolve each payment

error or discrepancy before implementing

blockchain technology

C = Percentage of payment errors or dis-

crepancies that can be eliminated with

blockchain technology

D = Total number of payments processed

before and after implementing blockchain

technology

1. Reduction in fraud Benefit = (Total

fraud cases before - Total fraud cases af-

ter) / Total fraud cases before

2. Improved privacy Benefit = (Number

of privacy breaches before - Number of

privacy breaches after) / Number of pri-

vacy breaches before

3. Decreased dependency on intermedi-

aries Benefit = (Total fees paid to inter-

mediaries before - Total fees paid to in-

termediaries after) / Total fees paid to

intermediaries before

4. Increased trust and confidence Bene-

fit = (Total number of disputes before -

Total number of disputes after) / Total

number of disputes before

Increased supply chain effi-

ciency and visibility
Improved tracking and tracing of materi-

als and products

Enhanced supplier and vendor manage-

ment

Reduced supply chain delays and disrup-

tions

Continued on next page
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Table E.1 – continued from previous page

1. Improved accuracy and complete-

ness of tracking data: Higher accuracy

and completeness of tracking data after

blockchain implementation compared to

before.

2. Reduced errors and discrepancies in

tracking data: Fewer errors and discrep-

ancies in tracking data after blockchain

implementation compared to before.

3. Improved tracking and accountability

of data: Enhanced tracking and account-

ability of data after blockchain implemen-

tation compared to before.

4. Reduced risk of data loss or corrup-

tion: Decreased incidents of data loss or

corruption after blockchain implementa-

tion compared to before.

5. Streamlined access to tracking data:

Faster access to tracking data across the

organization after blockchain implemen-

tation compared to before.

1. Improved supply chain transparency

and accountability: Higher transparency

and accountability in the supply chain af-

ter implementation compared to before.

2. Streamlined procurement and pur-

chasing processes: Faster procurement

and purchasing processes after implemen-

tation compared to before.

3. Improved supplier performance track-

ing: Enhanced tracking of supplier per-

formance after implementation compared

to before.

4. Increased collaboration and commu-

nication with suppliers and vendors: Im-

proved collaboration and communication

with suppliers and vendors after imple-

mentation compared to before.

Improved customer trust and

loyalty

Enhanced customer experience through

increased transparency and communica-

tion

Improved data privacy and security pro-

tections

Increased customer satisfaction and loy-

alty

Customer Experience Benefit = (P * Q)

- R

where: P is the number of customers

who benefit from increased transparency

and communication. Q is the average in-

crease in customer satisfaction score due

to enhanced transparency and communi-

cation. R is the cost of implementing

the blockchain solution to achieve the en-

hanced transparency and communication

1. Reduced risk of data breaches and cy-

berattacks

2. Increased protection of sensitive infor-

mation

3. Improved compliance with data pri-

vacy regulations

Benefit percentage = (Overall benefit

score / Maximum possible score) x 100%

1. Repeat business or customer retention

rates

2. Positive customer feedback and re-

views

3. Increased referrals and recommenda-

tions from satisfied customers

4. Reduced customer complaints or dis-

putes

5. Higher sales revenue and profitability

due to customer loyalty

Continued on next page
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Table E.1 – continued from previous page

DRAWBACKS

Implementation challenges

Initial costs associated with implementa-

tion and integration of blockchain tech-

nology,

Complexity of implementing and inte-

grating new technology into existing sys-

tems and processes,

Limited availability of skilled personnel to

implement and manage blockchain solu-

tions

1. Software development costs Benefit

Formula: (Cost Before - Cost After) /

Cost Before

2. Hardware costs Benefit Formula:

(Cost Before - Cost After) / Cost Before

3. Infrastructure costs Benefit Formula:

(Cost Before - Cost After) / Cost Before

4. Integration costs Benefit Formula:

(Cost Before - Cost After) / Cost Before

5. Training and education costs Benefit

Formula: (Cost Before - Cost After) /

Cost Before

6. Consulting costs Benefit Formula:

(Cost Before - Cost After) / Cost Before

7. Legal and regulatory costs Benefit For-

mula: (Cost Before - Cost After) / Cost

Before

8. Maintenance costs Benefit Formula:

(Cost Before - Cost After) / Cost Before

1. System requirements (Hours Before -

Hours After) / Hours Before

2. Training and education (Cost Before -

Cost After) / Cost Before

3. Data migration (Cost Before - Cost

After) / Cost Before

4. Integration with existing systems

(Time Before - Time After) / Time Be-

fore

5. Technical expertise (Cost Before -

Cost After) / Cost Before

1. Difficulty in finding qualified personnel

(Percentage Before - Percentage After) /

Percentage Before

2. Cost of hiring and training (Cost Be-

fore - Cost After) / Cost Before

3. Competition for talent (Percentage

Before - Percentage After) / Percentage

Before

Technical issues
Potential for system downtime or errors

Difficulty in scaling blockchain technol-

ogy to meet increasing demands

Risks associated with security vulnerabil-

ities and potential hacking attempts

Continued on next page
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Table E.1 – continued from previous page

Potential for system downtime or errors

= (P * T * R) Where:

• P = Probability of system downtime or

errors occurring

• T = Time period during which the sys-

tem is expected to operate)

• R = Impact or cost of system downtime

or errors

1. Estimate the current demand for

the blockchain application or network (in

transactions per second or other relevant

metric).

2. Determine the maximum capacity of

the current blockchain system to handle

demand (in transactions per second or

other relevant metric).

3. Calculate the gap between current de-

mand and the maximum capacity of the

system.

4. Estimate the projected future demand

for the blockchain application or network

over the desired timeframe.

5. Determine the maximum capacity of

the current blockchain system in the fu-

ture timeframe to handle demand.

6. Calculate the gap between projected

future demand and the maximum capac-

ity of the system in the future timeframe.

7. Consider any technological advance-

ments or upgrades that may improve the

capacity of the blockchain system and ad-

just the calculations accordingly.

8. Assess the impact of the difficulty

in scaling on the overall benefit of the

blockchain solution for the organization.

9. Factor in the cost of implementing

any necessary upgrades or changes to the

blockchain system to improve scalability.

10. Compare the costs and benefits

to determine whether the organization

should pursue scaling efforts, invest in al-

ternative solutions, or maintain the cur-

rent level of blockchain technology.

1. Identify the potential security vulnera-

bilities and their likelihood of occurrence

(A).

2. Estimate the potential impact of a se-

curity breach or hacking attempt, includ-

ing potential financial losses and reputa-

tional damage (B).

3. Multiply the likelihood of occurrence

(A) by the potential impact (B) to cal-

culate the expected value of a security

breach (C = A * B).

4. Identify the potential costs asso-

ciated with mitigating security vulnera-

bilities and preventing hacking attempts

(D).

5. Subtract the potential costs of miti-

gation (D) from the expected value of a

security breach (C) to calculate the net

risk of security vulnerabilities and poten-

tial hacking attempts (E = C - D).

Continued on next page
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Table E.1 – continued from previous page

Regulatory and legal consider-

ations

Uncertainty surrounding legal and regu-

latory frameworks for blockchain technol-

ogy

Compliance with data privacy and secu-

rity regulations,

Potential liability for data breaches or

other security incidents

1. Compliance costs

2. Reputation damage

3. Limited investment

4. Limited adoption

5. Legal risks

Potential Liability = (Estimated Cost of

Data Breaches) + (Lost Revenue/Busi-

ness Opportunities) + (Damage to Rep-

utation) + (Cost of Additional Security

Measures)

User adoption
Potential resistance from employees to

adopting new technology and changing

established processes,

Need for training and education on the

use of blockchain technology,

Difficulty in convincing stakeholders of

the benefits of blockchain technology

One approach could be to use a Lik-

ert scale to assess employee attitudes to-

wards the new technology, asking ques-

tions

1. Employee time and resources required

for training

2. Disruption to regular workflow

3. Effectiveness of training

4. Cost of training

5. Resistance to change

One possible way to calculate the diffi-

culty in convincing stakeholders of the

benefits of blockchain technology could

be:

1. Determine the number of stakeholders

who need to be convinced: N

2. Assign a score to each stakeholder’s

current level of understanding and accep-

tance of blockchain technology, on a scale

from 1 to 10: S1, S2, S3, ..., SN

3. Assign a score to the expected level

of resistance from each stakeholder, on a

scale from 1 to 10: R1, R2, R3, ..., RN

4. Assign a weight to each stakeholder

based on their level of influence and im-

portance to the project: W1, W2, W3,

..., WN (the weights should add up to 1)

5. Calculate the average score of stake-

holders understanding and acceptance:

SA = (S1 + S2 + S3 + ... + SN) /

N
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E.2 Chapter 8: Questionnaire

Q1:

Figure E.1: Question 1

Q2:

Figure E.2: Question 2

Q3:

Figure E.3: Question 3

.

Q4:

Figure E.4: Question 4

Q5:

Figure E.5: Question 5

Q6:

Figure E.6: Question 6

290



E.2. CHAPTER 8: QUESTIONNAIRE

Q7:

Figure E.7: Question 7

Q8:

Figure E.8: Question 8

Q9:

Figure E.9: Question 9

Q10:

Figure E.10: Question 10

Q11:

Figure E.11: Question 11

Q12:

Figure E.12: Question 12

Q13:

Figure E.13: Question 13

Q14:

Figure E.14: Question 14

Q15:

Figure E.15: Question 15
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Q16:

Figure E.16: Question 16

Q17:

Figure E.17: Question 17

Q18:

Figure E.18: Question 18

Q19:

Figure E.19: Question 19

Q20:

Figure E.20: Question 20
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