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Abstract: Digital Security by Design (DSbD) is an initiative supported by the UK govern-
ment aimed at transforming digital technology to deliver necessary digital resilience and
prosperity across the UK. As emerging challenges in the field of digital security evolve,
it becomes essential to explore how entities involved in DSbD interact and change over
time. Understanding these dynamic relationships can provide crucial insights for the
development and improvement of security practices. This paper presents a data-driven
analysis of the evolving landscape of DSbD from 2019 to 2024, gathering insights from
textual documents referencing DSbD. Using a combination of text mining techniques and
network analysis, a large corpus of textual documents was examined to identify key entities,
including organisations, individuals, and the relationships between them. A network was
then visualised to analyse the structural connections between these entities, revealing how
key concepts and actors have evolved. The results and discussion demonstrate that the
network analysis offers a unique advantage in tracking and visualising these evolving
relationships, providing insights into shifts in focus, emerging trends, and changes in
technological adoption over time. For example, a notable finding from the analysis is the
substantial increase in node relationships associated with Artificial Intelligence (AI). We
hypothesise that this surge reflects the growing integration of AI into digital security strate-
gies, driven by the need for more adaptive and autonomous solutions to tackle evolving
cyber threats, as well as the rapid introduction of new AI tools to the market and their
swift adoption across various industries. By mapping such connections, such results are
useful, helping practitioners and researchers recognise new security demands and adjust
strategies to better respond to the evolving landscape of DSbD.

Keywords: temporal network analysis; digital security by design; security by design;
natural language processing; text mining

1. Introduction
The landscape of digital security research is marked by a growing recognition of the

need for proactive, foundational security approaches that integrate protective measures at
every layer of digital infrastructure. Security by Design (SbD) is a longstanding concept
focused on embedding security throughout the development of systems and technologies,
making it integral to product design and minimising vulnerabilities [1–3]. SbD emphasises
principles such as least privilege, defence in depth, and regular threat assessments, provid-
ing a framework that has been widely adopted across sectors [2]. However, as cyber threats
become more sophisticated and pervasive, a broader, more systemic approach is needed to
address inherent architectural vulnerabilities that SbD alone may not fully mitigate.
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To address these challenges, the Digital Security by Design (DSbD) [4] initiative,
launched by the UK government, aims to redesign digital systems from the ground up
to make them inherently resilient to cyber threats [5]. DSbD focuses on creating secure
hardware and software infrastructures that proactively mitigate vulnerabilities at the
architectural level, with projects like the Arm Morello prototype exemplifying DSbD’s
commitment to secure hardware development [6]. This initiative reflects an increasing
recognition that secure-by-default digital environments are necessary for comprehensive
security, particularly in complex systems and critical infrastructure where traditional SbD
approaches may leave certain vulnerabilities exposed [7].

Emerging technologies such as Artificial Intelligence (AI) and cloud computing have
further complicated the digital security landscape, introducing both new capabilities and
potential vulnerabilities [8]. AI in cybersecurity, for instance, has transformed threat
detection and response through predictive modelling and anomaly detection, but its in-
tegration also brings risks related to data integrity and adversarial attacks [9]. As organi-
sations and governments adopt these advanced technologies, there is an increased need
for security frameworks that can adapt to rapid technological changes and the evolving
threat landscape.

It is also essential to understand not only the technological advancements but also the
complex network of relationships and collaborations that drive these developments. The
DSbD landscape is composed of a diverse array of stakeholders, including governmental
research bodies like UK Research and Innovation (UKRI) [10], security organisations such
as the National Cyber Security Centre (NCSC) [11], private sector companies working on
secure hardware like Capability Hardware Enhanced RISC Instructions (CHERI) [12], and
academic researchers advancing AI-driven security techniques. Such entities interact and
collaborate in dynamic ways, shaping the direction and impact of DSbD technologies. Over
time, certain players and technologies may gain prominence within the network, reflecting
shifts in focus, funding, and innovation efforts.

To gather insights into the forces driving digital security innovation at scale within the
complex and broad DSbD ecosystem, automated techniques are essential to systematically
collect and programmatically analyse relevant information from publicly available sources.
In this case, this paper takes a data-driven approach to explore and analyse the changing
DSbD landscape between 2019 and 2024 by leveraging large-scale text analysis techniques
to extract key entities and relationships from a large corpus of online documents. Such
information is then used in network analysis to visualise and quantify the evolution of this
ecosystem, where entities (nodes) represent organisations, individuals, or technologies,
while connections (edges) reflect collaborations, partnerships, or shared developments. By
doing so, the patterns and trends that define the development of DSbD are uncovered,
central players and collaborations are identified, and an understanding of how the digital
security landscape has changed over time is provided.

One of the key advantages of network analysis is its scalability and ability to handle
large datasets, making it an ideal method for monitoring and analysing the temporal evolu-
tion of the DSbD landscape. As new technologies emerge and relationships between entities
shift, network analysis provides a dynamic view of how these interactions change over
time. It can identify not only the most influential actors but also the rise and fall of specific
technologies or organisations within the ecosystem. Additionally, centrality measures, such
as degree centrality, can be employed to quantify the influence of specific nodes within the
network, offering insights into the critical entities driving DSbD innovation.

The contributions of this paper include:
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• A collection of online narratives and documents referencing DSbD between 2019
and 2024, including their metadata such as URLs, document titles, publication dates,
and content.

• By combining large-scale data collection, entity extraction, relationship analysis, and
temporal tracking, we provide insights into the evolution of DSbD. Our findings
reveal how the landscape of digital security has transformed over time, the growing
importance of certain entities, and the emergence of new technologies and collabo-
rations. This knowledge is crucial for stakeholders looking to understand the key
drivers of digital security innovation, anticipate future trends, and guide strategic
decision-making.

• The pipeline developed in this study is designed to be scalable and dynamic. As
more data is collected over time, the system can seamlessly ingest and process new
information, allowing for continuous updates to the network visualisation. This
ensures that the framework remains adaptable to ongoing developments in the DSbD
landscape. Whether new entities emerge, relationships shift, or additional data sources
become available, the pipeline can dynamically integrate these inputs, making it a tool
for long-term monitoring and analysis of digital security trends.

• To enable interactive exploration and deeper understanding of the DSbD network, a
dynamic, browser-based visualisation of the network is available. Such visualisations
allow users to navigate through the network, hover over nodes to explore relation-
ships, and filter by specific criteria to focus on particular entities or timeframes. The
interactive nature of this interface allows stakeholders to gain deeper insights into
how different organisations, individuals, and technologies are connected within the
DSbD ecosystem, further making it a valuable tool for decision-making and research.

This study was designed as shown in Figure 1: (1) collect metadata (e.g., URLs, titles,
publication dates) from online resources such as PDFs and web pages that contain references
to target keywords, (2) collate a corpus of texts using collected metadata from search
results, (3) automatically identify and classify key entities and actors involved in the DSbD
landscape, (4) preprocess entities by filtering out those that contain non-alphanumeric
characters, (5) extract entity relationships using a co-occurrence approach based on a
five-sentence window, and (6) visualise and analyse chronological temporal networks.

Figure 1. An overview of the study design.
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The remainder of this paper is structured as follows: Section 2 presents the related
work, Section 3 discusses the collection of the texts used to support the experiments herein
and the techniques used to prepare the data for visualising the networks, Section 4 presents
and discusses the results, Section 5 concludes the paper and, finally, Section 6 discusses
future work.

2. Related Work
While there has been significant research on digital security technologies, particularly

in areas such as secure hardware architectures [13,14], AI in cybersecurity [15–17], and
collaborative frameworks between academia and industry [18], there are very few directly
comparable studies to the work presented here. Most existing research focuses on specific
aspects of digital security without examining the holistic evolution of DSbD. Network
analysis and text mining have been extensively applied in cybersecurity to process large
volumes of unstructured data to extract actionable intelligence towards enhancing threat
detection and risk management (e.g., [19–22]). However, the application of such tech-
niques to track the temporal evolution of relationships within DSbD remains unexplored,
highlighting the novelty of this study.

Radanliev [23] provides an in-depth review of the evolving landscape of digital secu-
rity. It explores the increasing reliance on technologies such as IoT, AI, and cloud computing,
emphasising the tension between user convenience and robust security measures. One
of the key issues addressed is the design conflict between making systems easy to use
and ensuring they are secure, particularly in the face of growing cyber threats. The study
conducted a bibliometric analysis of records related to digital security from the Web of
Science Core Collection and subsequently visualised emerging research categories and
trends. It also incorporated thematic analysis and workshops to validate findings, provid-
ing a comprehensive view of the research landscape from 1997 to 2023. The study analysed
clustering and keyword coupling to identify the key themes and objectives within digital
security research, focusing on technological advancements like AI and quantum computing,
as well as regulatory frameworks and sector-specific challenges. The paper concludes by
providing actionable recommendations for stakeholders to navigate the evolving digital
security environment, emphasising the need for adaptive strategies across sectors like
healthcare, finance, and manufacturing.

While [23] offers a broad review of digital security by using bibliometric analysis to
map general trends and themes across technologies and sectors, this study emphasises a
data-driven, temporal analysis within the DSbD ecosystem, exploring how relationships
and entities evolve within this ecosystem. Rather than focusing primarily on a wide range
of technologies and regulatory themes, this study hones in on specific interactions, inter-
dependencies, and dynamics within DSbD, examining the relationships among various
entities. Here, network analysis is applied to map such interactions and relationships,
capturing and visualising complex, multi-level relationships among DSbD entities, re-
vealing clusters, influential entities, and emerging patterns. Such an approach allows the
construction of a detailed, ecosystem-level view of DSbD, providing insights that are not
limited to static trends but instead highlight the dynamics and shifts within the DSbD
landscape over time.

Saqr [24] provides a comprehensive overview of temporal network analysis, which
has emerged as a distinct field, integrating both relational and temporal dimensions to
model dynamic phenomena such as information spread and viral trends [25]. Unlike static
social networks, which represent connections as constant, temporal networks capture the
dynamic nature of relationships by representing edges as emerging and dissolving over
time, as edges have defined start and end times, ensuring unidirectional, time-restricted
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paths. Although temporal network analysis has not been investigated in the context of
understanding the evolution of DSbD, it has been extensively employed to investigate the
transformation of topics over time across various domains. For example, recent studies
have applied such methods to analyse progression and shifts in research focus and the
emergence of new subfields in the field of computational economics [26]. Others have
applied temporal network analysis to emphasise the importance of understanding the
evolutionary relationships among scientific topics to inform strategic decision-making
in research and development [27]. Moreover, temporal network analysis has been used
to trace topic transitions in social media platforms, such as Twitter [28]. Lastly, Zhang
and Lauw [29] explore the time evolution of topics in temporally accumulative corpora to
enhance the understanding of topic evolution in documents.

3. Data Collection, Preparation, and Visualisation
3.1. Textual Corpus Formation

To collate online narratives surrounding DSbD, targeted search queries were con-
structed. To refine the search results, Google’s quotation operator (“‘ ”’) was utilised to
ensure that only results containing the exact phrases such as “Digital Security by Design”,
“DSbD”, and “Digital Security” were returned. We used Google as the primary search en-
gine for document collection due to its ability to index a diverse range of publicly accessible
sources, including government publications, academic articles, and industry reports. This
approach ensured a broad and transparent dataset for analysis while focusing on capturing
emerging trends and dynamic relationships within the DSbD landscape.

In addition to using quotation marks, the “site:” operator was employed to limit
the search to specific domains, specifically “.uk” and “.eu”, which are relevant to the
analysis of the DSbD initiative, particularly within Europe and the UK. To capture only
updated content, the URL was further modified with the following time-bound parameter
“&tbs=cdr:1,cd_min:1/1/0”. This addition enabled the search engine to return the last
updated date of the search results, a critical element for the subsequent temporal analysis.

After constructing the search URL, metadata such as URLs, web page titles, and last
updated dates was crawled using Scrapy (version 2.11.2) [30], an open-source web crawling
and scraping framework written in Python. Scrapy’s asynchronous nature improved
the efficiency of the data collection pipeline, allowing data from numerous web pages
to be collected simultaneously. The constructed search URLs were then used with the
keywords mentioned above to gather metadata from Google search results that referenced
DSbD. This included metadata from both web pages and PDF documents spanning from
2019 to 2024. From over 290 URLs, which represented the online documents referring to
DSbD, the metadata and the textual content of each page were collected. The metadata
and content were stored in a Comma-Separated Values (CSV) file, a text file that stores
data in a table-structured format with commas separating values and newlines separating
records. In this file, each row represented a single document, complete with its date, title,
URL, and full text.

3.2. Textual Data Processing

The collected CSV was imported into a dataframe using Pandas (version 2.2.3) [31], an
open-source data analysis and manipulation tool written in Python. In this dataframe, each
row represented a scraped document. In addition to the basic metadata, the dataframe was
enriched with time series features, including the year, month, and day of the publication
date, enabling temporal analysis. This allowed the exploration of how discussions around
DSbD evolved and identified significant periods of increased activity and key shifts in focus.
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To automatically identify and classify key entities and actors involved in the DSbD
landscape, such as organisations and individuals, Named Entity Recognition (NER) was
performed. By performing NER using SpaCy (version 3.7.6) [32], a Python open-source
library for Natural Language Processing (NLP) that can process large text corpora effi-
ciently, it is possible to systematically extract important entities (labelled as “ORG” for
organisations and “PERSON” for individuals) across a wide range of sources without
manually combing through the data. SpaCy’s largest English model, “en_core_web_lg”,
was selected for its balance between deep contextual extraction and speed. Moreover, NER
helps streamline the identification of patterns, such as collaborations, partnerships, or key
contributors to the discourse surrounding DSbD. Leveraging NER allows the construction
of a comprehensive network of entities that are central to DSbD, allowing their interactions
and relationships to be analysed over time. To ensure consistency and accuracy in the
extract entities, those with non-alphanumeric characters or those starting with lowercase
letters were removed.

3.3. Network Formation and Visualisation

To extract relationships between the entities extracted as part of NER, a sliding window
approach was applied across the text corpus. By grouping consecutive sentences into
windows of five, the relationships were inferred based on the co-occurrence of entities
within the same window. The use of a sliding window approach with a small window
size is a common approach to relationship extraction. The rationale behind this is that
relationships between entities are often expressed within a local context, and a window of
five sentences provides a balanced scope to capture relevant and meaningful co-occurrences
without introducing excessive noise. A smaller window size may miss relationships that
span multiple sentences, while a larger window size may include irrelevant information,
diluting the relevance of the extracted relationships [33].

As shown in Figures 2 and 3, in each window, the relationships between the entities
identified by the NER process are extracted. This relationship produces edges for the
ontology based on textual proximity, or the closeness of terms or concepts within a text.
When entities frequently appear near each other in such windows, it may suggest that they
have a relationship or association. However, this relationship is based on co-occurrence
and does not consider syntax, semantic, or contextual relationships between them.

This proximity-based method allows for the detection of implicit connections between
entities, revealing patterns such as frequent collaborations or associations. This approach
is domain-agnostic, as it does not rely on specific linguistic patterns but rather focuses on
contextual proximity between entities. It also captures a broad range of relationships, from
formal partnerships to incidental co-occurrences, providing a comprehensive view of the
network of interactions.

Figure 2. Extracting the first window of five sentences.
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Figure 3. Extracting the second window of five sentences.

As a result of the relationship extraction process, Table 1 reports 13,316 unique entities,
and 127,586 relationships were identified across the dataset. After removing duplicates,
19,489 unique relationships were retained. This means that each node has, on average, fewer
than two direct relationships. These entities and relationships were then represented as a
network, where nodes represent entities (organisations and people) and edges represent
the inferred relationships between them.

Given the large size and its sparsity, visualising the network was essential for under-
standing the structure and dynamics of the DSbD landscape. To produce visualisations,
Pyvis (version 0.3.2), a Python library that leverages vis.js to create interactive, browser-
based visualisations, was used. The HTML-based visualisations generated by Pyvis allow
for rich interactions with the network, enabling users to hover over nodes to explore their
connections and groupings. Figure 4 illustrates how users can filter and search nodes based
on various criteria, such as “AI”, offering a deeper understanding of the relationships
between key players and helping to uncover trends such as the concentration of influence
around certain entities or the emergence of new connections.

Figure 4. An interface to search for and filter network nodes.
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Table 1. Distribution of nodes and relationships between 2019 and 2024.

Year No. of Nodes No. of Unique Edges

2019 1403 2237

2020 1759 2408

2021 1650 1916

2022 2106 2763

2023 2772 3576

2024 5284 7199

4. Results and Discussion
Due to the extensive size of the full network, only a filtered version is presented in this

paper. Figure 5 displays the top 1000 nodes ranked by degree centrality, providing a more
focused representation of the network’s key components, whereas Figure 6a–f display the
top 500 nodes in networks produced for data collected from 2019 to 2024.

Figure 5. An excerpt of 1000 nodes from the non-temporal network.

To understand the network in Figure 5, as well as the forthcoming temporal networks,
the importance of nodes may be investigated by measuring the centrality of the node degree,
which measures the number of direct connections a node has in a network, indicating its
immediate influence, and the centrality of closeness, which assesses how quickly a node can
access all other nodes, reflecting its overall efficiency in spreading or receiving information.

Table 2 reports the node degree and closeness centrality for the non-temporal network.
“Trust” (light blue node, bottom left in Figure 5) holds the highest degree centrality score
(0.046), indicating its prominence in the network. This suggests that it is a crucial concept in
the domain of Digital Security by Design, possibly due to its foundational role in security
practices and regulatory frameworks. Other significant nodes include “NCSC” (0.015) and
“AI” (0.014), reflecting the growing influence of AI in security-related discussions and the UK’s
active role in shaping digital security policies. Nodes such as “Digital Security” (0.012) exhibit
lower centrality scores, indicating they are less prominent in the network but still relevant
to its structure. This may imply that while these terms are essential to the discourse, more
specific concepts like “Trust” and “AI” are currently driving the narrative in this context.

In addition to the above, the closeness centrality analysis illustrated that “Digital”
(0.211), “AI” (0.210), “NCSC” (0.208), and “Cyber Security” (0.208) are the most central
nodes in the network. This further highlights the growing importance of AI technologies
and the UK’s influence in digital security conversations. The centrality of “Digital” suggests
that broader digital transformation efforts are also impacting the security landscape. Nodes
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like “Cyber Security” and “Morello” exhibit relatively high closeness centrality, highlighting
their importance. “Morello”, for instance, may indicate a focus on innovative hardware
security projects, while “Cyber Security” remains a core aspect of DSbD efforts.

(a) (b)

(c) (d)

(e) (f)
Figure 6. Network visualisations illustrating data from 2019 to 2024: (a) 2019, (b) 2020, (c) 2021,
(d) 2022, (e) 2023, (f) 2024.

Edge weights represent the frequency of interactions between nodes, and therefore
higher weights indicate more frequent relationships between those entities. The three most
frequent relationships found in the network were “Department-UKRI”, “Google-Microsoft”,
and “Board-Trust”. These strong connections suggest institutional collaboration in digital
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security efforts and the increasing role of tech giants like Google and Microsoft in shaping
the security landscape. The prominence of “Trust” in its interactions with entities such
as “CQC”, “NHS”, and “KPMG” may indicate a focus on healthcare security and the
importance of trust frameworks in ensuring the safety of sensitive data in that sector.
Similarly, “UKRI” appeared often with “Department”, “HM Treasury”, “CHERI”, and
“DSbD”, which suggests significant governmental involvement in security innovation
projects such as CHERI and the DSbD initiative.

Table 2. Node degree and closeness centrality scores from the non-temporal network.

Node Closeness Centrality Node Degree Centrality

Digital 0.211 Trust 0.046

AI 0.210 NCSC 0.015

NCSC 0.208 Williams 0.014

Cyber Security 0.208 NHS 0.014

University 0.206 AI 0.014

UKRI 0.204 CHERI 0.013

Google 0.204 UKRI 0.013

Digital Security 0.203 Digital Security 0.012

Trust 0.203 Morello 0.010

Morello 0.202 Digital 0.010

The repeated appearance of “CHERI” with nodes like “Codasip”, “Defence”,
“Morello”, “UKRI”, and “Rust” likely signals an ongoing focus on secure hardware ar-
chitectures, particularly in defence and critical infrastructure sectors. These connections
underscore the importance of collaboration between various entities in the development of
secure and resilient systems.

Figure 6a–f visually illustrate the temporal networks between 2019 and 2024, with
Table 1 revealing a significant growth in the number of relationships and entities over time
from 2019 to 2024. Between these years, the number of edges increased from 14,343 to 45,609,
while the number of nodes increased from 1403 to 5284 (see Table 1). This illustrates an
expansion in publications and discussions surrounding the DSbD landscape, likely driven
by increased research funding and the growing complexity of digital security challenges.
The sharpest increase in both entities and relationships was observed in 2023–2024, which
may correspond to heightened global interest in AI, cybersecurity, and advanced hardware
solutions, as well as greater governmental and industry initiatives related to these areas.
Tables 3 and 4 report the closeness centrality and degree centrality score for the top 10 nodes.
Such scores reveal significant shifts in the network’s structure and priorities.

In 2019, “Trust”, illustrated by the yellow node located in the centre of the network in
Figure 6a, emerged as the most dominant node with the highest scores in both metrics (degree:
0.265, closeness: 0.271), underscoring the significant focus on trust frameworks, especially
in healthcare-related security, during this period. The prominence of “NHS” (degree: 0.057,
closeness: 0.242) and “The Hillingdon Hospitals NHS Foundation Trust” (degree: 0.029,
closeness: 0.239) further suggests that digital security discussions were heavily oriented
toward the healthcare sector, likely in response to ongoing concerns about patient data
security, regulatory compliance, and the need for robust security measures within national
health systems. The presence of the “CQC” and the “NHS Foundation Trust” reinforces the
idea that health institutions were key players in early Digital Security by Design initiatives.
However, by 2024, these nodes will have largely decreased in influence, indicating a shift
away from traditional governance and healthcare to technology-driven priorities.
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Table 3. Node degree centrality scores between 2019 and 2024.

2019 2020

Node Degree
Centrality

Node Degree
Centrality

Trust 0.265 Williams 0.087

NHS 0.057 ESRC 0.032

Board 0.047 EPSRC 0.027

The Hillingdon Hospitals
NHS Foundation Trust 0.029 Digital 0.024

CQC 0.024 Cyber Security 0.017

UKRI 0.019 NCSC 0.017

Committee 0.018 Cardiff University 0.016

NHS Foundation Trust 0.016 Manchester 0.016

GP 0.014 University 0.014

Hillingdon Hospital 0.013 Twitter 0.013

2021 2022

Node Degree
Centrality

Node Degree
Centrality

NCSC 0.073 NCSC 0.027

UKRI 0.055 SU Repository 0.020

National Cyber Strategy 0.048 SGN 0.017

Innovation 0.032 Bada 0.017

State 0.032 Morello 0.015

UK Research and Innovation 0.028 NCA 0.013

Department 0.027 Google 0.013

NCA 0.024 NCF 0.011

Industrial Strategy 0.023 Cyber Security 0.010

NCF 0.023 DCMS 0.009

2023 2024

Node Degree
Centrality

Node Degree
Centrality

ITM 0.022 CHERI 0.050

BT 0.018 Digital Security 0.026

SGN 0.013 AI 0.024

AI 0.013 DSS 0.019

Lancaster University 0.011 Ofcom 0.015

Microsoft 0.011 TechWorks 0.014

NAV 0.011 UKRI 0.014

EU 0.009 Bank 0.013

Amazon 0.009 NHS 0.013

UKRI 0.009 Morello 0.012
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Table 4. Node closeness centrality scores between 2019 and 2024.

2019 2020

Node Closeness
Centrality

Node Closeness
Centrality

Trust 0.271 ESRC 0.157

NHS 0.242 NCSC 0.155

Digital 0.239 Williams 0.154

The Hillingdon Hospitals
NHS Foundation Trust 0.239 EPSRC 0.153

CQC 0.229 AI 0.152

RCA 0.229 Cyber Security 0.152

NHS Foundation Trust 0.227 Oxford 0.151

Board 0.225 Digital 0.150

Richard Sumray 0.224 University 0.150

Shane DeGaris 0.224 Morello 0.148

2021 2022

Node Closeness
Centrality

Node Closeness
Centrality

State 0.189 NCSC 0.145

National Cyber Strategy 0.187 AI 0.145

UKRI 0.183 Cyber Security 0.144

Department 0.178 Google 0.143

NCF 0.178 NCA 0.141

NCSC 0.176 Computer Science 0.140

NATO 0.175 SGN 0.138

EU 0.175 Microsoft 0.137

Industrial Strategy 0.174 Quantum 0.137

DSbD 0.173 GCHQ 0.137

2023 2024

Node Closeness
Centrality

Node Closeness
Centrality

Lancaster University 0.144 CHERI 0.170

NCSC 0.142 AI 0.166

Cyber Security 0.141 Morello 0.157

EPSRC 0.139 Google 0.157

Microsoft 0.139 NCSC 0.155

Thales 0.138 UKRI 0.155

AI 0.138 Digital Security 0.154

ARM 0.138 Microsoft 0.153

Amazon 0.136 Rust 0.152

BT 0.135 EDA 0.152

The growing prominence of cybersecurity and technological nodes is evident starting
in 2020, with the “NCSC” becoming increasingly central (degree: 0.073 in 2021, closeness:
0.176). This reflects the rising importance of cybersecurity frameworks in response to global
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threats. By 2024, the network’s focus transitions to advanced technologies, as highlighted
by nodes such as “CHERI” (degree: 0.050, closeness: 0.170) and “Digital Security” (degree:
0.026, closeness: 0.154). By 2023, “AI” entered the network as a central player (red node
in Figure 6e), reflecting the rapid adoption and integration of AI technologies into digital
security strategies. The surge in AI centrality during 2024 (red node in Figure 6f) suggests
that AI tools have become key components in tackling security challenges, such as threat
detection, automated responses, and risk management. This sharp rise may be attributed
to the increasing accessibility of AI technologies, growing trust in AI-driven solutions, and
the widespread adoption of AI tools across various sectors. These entities represent cutting-
edge advancements in AI, secure hardware architectures, and digital security, which have
become critical to the network’s structure.

Funding and research organisations, including “UKRI” and “EPSRC”, maintain con-
sistent relevance throughout the timeline, signifying their role in enabling technological
and scientific progress. In 2020, funding bodies like “ESRC” also emerge as key nodes,
indicating their influence during a transitional phase where investments in cybersecurity
and digital transformation began to take centre stage. By 2024, industry players such as
“Google” (closeness: 0.157) and “Microsoft” (closeness: 0.153) gain central positions in the
network, underscoring the increasing influence of large technology corporations in driving
advancements and shaping interactions within the system.

In general, this temporal analysis demonstrates the highly dynamic nature of DSbD,
with a focus on the network constantly evolving in response to emerging threats, techno-
logical innovations, and policy changes. As new actors and technologies emerge, the DSbD
landscape adapts, highlighting the critical interplay between regulatory bodies, research
institutions, and industry leaders. The ability to track these changes over time provides a
unique opportunity to anticipate future trends, identify potential vulnerabilities, and guide
strategic investment in areas such as AI, hardware security, and regulatory frameworks.
The evolving prominence of entities within the DSbD landscape illustrates that digital
security is not a static field; rather, it is continuously shaped by external factors such as
technological advancements, geopolitical shifts, and societal demands for greater security
and privacy. This dynamic quality underscores the need for ongoing monitoring and
adaptability in the development of DSbD strategies, ensuring that security solutions remain
robust and responsive to the ever-changing digital environment.

As we look ahead to the future, the trends identified in the temporal analysis presented
herein provide a foundation for making informed predictions about the future direction of
DSbD. Based on the continued evolution of aforementioned relationships, technologies,
and entities within this rapidly expanding field, there is an indication that:

1. AI’s Continued Dominance: AI will remain at the forefront of DSbD. As AI tools
continue to evolve and become more sophisticated, their role in automating secu-
rity processes, improving threat detection, and mitigating risks will likely expand.
AI’s integration into both offensive and defensive cyber capabilities is expected to
grow, leading to an increase in research and development focused on AI-driven secu-
rity solutions. We also anticipate further advancements in explainable AI and trust
frameworks that ensure AI’s decisions are transparent and reliable.

2. Emergence of Quantum Computing as a Central Player: Given the current rapid devel-
opments in quantum computing, we expect quantum technologies to become a more
prominent node in the DSbD landscape. With the potential for quantum computers to
break current encryption methods, there will be significant attention on post-quantum
cryptography and new hardware security mechanisms to safeguard data and com-
munications. This may also prompt an increase in collaboration between research
institutions, industry, and government bodies to develop quantum-resistant solutions.
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3. Strengthening of Regulatory and Compliance Frameworks: In 2025, the role of regu-
latory bodies like the EU and national cybersecurity agencies such as “NCSC” will
continue to grow as new policies and guidelines are introduced to govern AI, quan-
tum technologies, and digital security innovations. We anticipate an increased focus
on global standards and cross-border collaborations to ensure the secure deployment
of these emerging technologies.

4. Growth of Secure Hardware Solutions: The prominence of “CHERI” in 2024 suggests
that secure hardware will remain a critical area of focus. In 2025, we predict more
widespread deployment of hardware-based security solutions, particularly in critical
infrastructure sectors such as defence, finance, and healthcare. Innovations like
Morello and other hardware security projects will likely see increased adoption as
organisations look for robust defences against sophisticated cyber threats that target
hardware vulnerabilities.

5. Greater Collaboration Amongst Diverse Stakeholders: As the DSbD network grows
more complex, we anticipate increased collaboration among government agencies,
industry leaders, academia, and international bodies. This will be necessary to address
the multifaceted challenges posed by emerging technologies, such as AI, quantum
computing, and secure hardware. Research funding from bodies like “UKRI” and
“EPSRC” will continue to play a pivotal role in fostering interdisciplinary approaches
and innovative solutions.

6. Rise of New Ethical and Privacy Concerns: As digital security technologies advance,
ethical and privacy concerns are expected to take centre stage in 2025. The increased
use of AI, combined with the growing adoption of surveillance technologies and
biometric security measures, will spark debates on user rights, data privacy, and the
ethical use of technology. Trust frameworks will need to evolve to ensure that security
solutions remain aligned with societal values and legal requirements.

5. Conclusions
This paper presents an exploration of the evolution of Digital Security by Design

(DSbD) using a comprehensive data-driven approach, focusing on extracting key entities
and relationships from textual documents published between 2019 and 2024. By extract-
ing key entities and visualising their relationships using network analysis, the complex
landscape of organisations, individuals, and interactions that have played a significant
role in shaping DSbD over the years was mapped. The resulting networks allowed the
identification of shifts in focus over time, such as the growing prominence and influence of
AI technologies, secure hardware initiatives such as CHERI, and the foundational role of
trust in digital security frameworks.

The temporal analysis revealed the significant growth and dynamic nature of the
DSbD ecosystem, with the rapid expansion of relationships and collaborations, particularly
in recent years. Key findings include the growing centrality of “Trust” and “AI” in net-
work discussions, reflecting their pivotal roles in shaping security strategies. The dynamic
prominence of entities such as “UKRI”, “EPSRC”, and “NCSC” highlighted the critical
contributions of research funding bodies and national security organisations, while the cen-
trality of “EU” underscored the impact of European regulatory influence. The introduction
of hardware innovations like CHERI and the surge in AI-related discussions from 2023
onward marked key turning points in the DSbD landscape. These findings demonstrate
the value of scalable text mining techniques and network analysis in uncovering hidden
relationships and trends, providing actionable and valuable insights into the evolving
nature of digital security and its key drivers, as well as prompting discussion of how such
information can support making informed predictions about the future direction of DSbD.
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This research not only enhances our understanding of how DSbD has developed but
also offers a framework for future studies to monitor ongoing trends and anticipate future
shifts in the landscape. The application of scalable text mining techniques and network
analysis can continue to uncover relationships between entities, providing a foundation for
identifying potential vulnerabilities and fostering collaboration between stakeholders. As
digital security challenges evolve, the ability to track and understand these networks will
be crucial in developing robust, adaptive, and forward-looking security strategies.

6. Future Directions
Given the positive findings of this initial study, several promising avenues can be

explored to further enhance the understanding and practical impact of the DSbD landscape.
One important direction is the expansion of ontological analysis, focusing on specific
subdomains such as AI ethics, quantum-resistant cryptography, and hardware-based
security. Delving deeper into these areas could provide new insights into how they interact
within the broader DSbD framework. Additionally, as discussed in Section 4 building on
the temporal analysis, future research could incorporate predictive modelling techniques to
forecast trends and relationships within the DSbD network beyond 2025. Machine learning
approaches could help anticipate shifts in the digital security landscape, offering valuable
strategic guidance for industry, policy-makers, and researchers.

In future work, we plan to enhance our data processing pipeline through several strate-
gies. To enhance preprocessing, we aim to apply NLP techniques such as tokenisation and
lemmatisation alongside the NER applied in this study, with potential room to investigate
robust duplicate detection and noise filtering methods like TF-IDF and outlier detection
algorithms. Building upon the baseline established using co-occurrence methods, there is
room to also integrate richer linguistic information through dependency parsing and con-
textual embeddings, which preliminary investigations suggest can significantly improve
performance. Additionally, we plan to explore semantic role labelling to achieve more accu-
rate and robust relationship extraction. By incorporating these advanced techniques and
extending our data sources—integrating diverse datasets from global repositories, industry
reports, and emerging digital security frameworks—we aim to build a more comprehensive,
reliable, and meaningful dataset that forms a stronger foundation for future analyses.

Another potential area for future work is cross-sector analysis, exploring how DSbD
principles are adopted and adapted across various sectors like healthcare, finance, and de-
fence. Such comparative studies could identify sector-specific challenges and best practices,
leading to the development of tailored security strategies. Additionally, the integration
of global policy changes into the analysis would provide a deeper understanding of how
regulations, such as those governing AI, data privacy, and quantum security, shape digital
security practices. Incorporating human-in-the-loop systems within DSbD frameworks
could also be explored, focusing on how human behaviour and decision-making influence
security outcomes. This approach would enable the creation of more user-centric security
solutions that balance technical robustness with usability.

Moreover, future work could investigate the ethical, social, and privacy implications
of DSbD, particularly as they relate to AI, biometric security, and increased surveillance.
Understanding the societal impact of these technologies is crucial for developing respon-
sible and equitable digital security solutions. Another exciting area for exploration is the
real-time adaptability of DSbD frameworks. By incorporating streaming data and continu-
ously updating the ontology, researchers could enable faster detection of emerging trends
and threats, providing stakeholders with actionable insights in near real time. These future
research directions offer valuable opportunities to deepen the understanding of DSbD and
address emerging challenges in this evolving field.
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