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Abstract—Traditional machine learning-based intrusion de-
tection systems (ML-IDS) in smart building environments face
critical limitations, including heavy reliance on network traffic
analysis, high computational overhead, and inability to detect
insider threats. The solution lies in recognizing that cyber
attacks in smart buildings inevitably manifest as anomalies
in physical device behaviors, such as temperature fluctuations,
unexpected door activations, and abnormal HVAC operations,
which traditional network-based IDS systems completely over-
look. This paper presents a novel supervised ML-IDS that
leverages multimodal IoT telemetry data, combining physical
sensor readings with device operational states to detect cyber
attacks. Using a dataset with 221,859 telemetry records from
smart building infrastructure, we demonstrate that physical
sensor data (temperature, motion, door states) combined with
Modbus protocol communications provide superior attack de-
tection capabilities. Our multimodal telemetry-based ML-IDS
achieves 84.47% accuracy and 90.76% AUC for binary attack
detection, significantly outperforming conventional IoT security
approaches while operating with minimal computational require-
ments suitable for edge deployment. The system successfully
detects seven distinct types of attack: backdoor, DDoS, injection,
password, ransomware, scanning, and XSS attacks. selective
classification detectors demonstrate exceptional performance for
specific attacks, such as scanning (85.66% AUC) and DDoS
(84.01% AUC). Our findings suggest that multimodal IoT teleme-
try data, particularly combined physical readings and device
status indicators, provide sufficient discriminative features for
effective cyber attack detection, including zero-day exploits and
insider threats that manifest as anomalies in physical device
behaviors.

Index Terms—physical telemetry, IoT, ML, IDS, smart build-
ing, AUC.

I. INTRODUCTION

The convergence of Information Technology (IT) and Op-
erational Technology (OT) in smart building environments
has created unprecedented cybersecurity challenges. While
conventional ML-based IDS approaches focus primarily on
network traffic analysis, smart buildings present a different
threat landscape where cyber attacks directly impact physical
infrastructure through Building Automation Systems (BAS),
Heating Ventilation and Air Conditioning (HVAC) controls,
lighting systems, and security sensor devices (fire suppression,
camera, etc.). This physical-cyber interdependency renders
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traditional network-centric security approaches insufficient for
comprehensive threat detection [1].

Existing ML-based IDS solutions face three fundamen-
tal challenges in smart building environments: First, smart
buildings integrate diverse communication protocols, including
Modbus, BACnet, KNX, and other proprietary IoT protocols,
each with distinct traffic patterns and features that confound
traditional signature-based and anomaly detection approaches
[1]. Current ML-IDSs trained on conventional network traffic
shows poor performance when applied to heterogeneous pro-
tocols prevalent in real-world BAS [2]. Second, as IoT imple-
mentations increasingly implement end-to-end encryption and
complex edge computing services, the rich network feature
traditionally used by ML-based IDSs become too sensitive,
producing more false positives [3]. Third, the sophistication
of attacks extends beyond traditional network-based threats to
include physical-layer attacks that manipulate sensor readings,
device firmware, and insider threats that exploit legitimate in-
terfaces. These attack vectors often bypass network monitoring
and remain undetected while causing substantial physical and
economic damage [4].

Unlike network packets that can be encrypted, spoofed,
or tunneled through covert channels, physical sensor read-
ings reflect the actual state of building infrastructure and
are inherently difficult to manipulate without detection. The
fundamental insight driving this approach is that attackers
cannot manipulate building’s systems without leaving traces
in physical telemetry data [3]. This study makes three primary
contributions to the cybersecurity and IoT security literature:

o Methodologically, we demonstrate that multimodal
telemetry analysis provides more comprehensive attack
detection performance compared to network-only ap-
proaches.

o Empirically, we provide comprehensive performance
evaluation across multiple attack types using realistic
smart building data, revealing specific telemetry features
most indicative of different threat categories.

« Practically, we deliver a complete deployment framework
including data pre-processing, addressing class imbal-
ance, and customized multiclass classification technique
designed specifically for physical telemetry limitations.

The paper is structured as follows: Section 2 reviews related
work, Section 3 details the methodology, Section 4 presents



the experimental setup and results, Section 5 discusses im-
plications, conclusion, and future directions. Our experiment
shows that physical telemetry provides sufficient discrimina-
tive power for cyber threat detection.

II. RELATED WORKS

Combined physical sensor readings and device status indi-
cators have been shown to yield result for ML-based intrusion
detection in BAS [5]. Several studies report that unsupervised
techniques—such as ensembles of autoencoders and one-class
SVMs—that integrate network flows with physical telemetry
achieve high detection accuracy and low false positive rates
when faced with simulated zero-day exploits [6]. In these stud-
ies, statistical summaries, time-based features, and protocol-
specific attributes from both physical and cyber data enhance
event verification and context awareness [7]. By contrast,
only a few studies address insider threats, typically through
behavioral profiling of physical access or movement logs [8].
A summary of characteristics from the previous studies is
depicted in Table L.

The reviewed studies demonstrate state-of-the-art ap-
proaches to the engineering of telemetry data characteristics,
with studies extracting statistical summaries of network flows
[71, [9], time-based features [21], and protocol-specific at-
tributes [20]. Advanced sensor fusion techniques have emerged
as a key trend, with Birnbach et al. [5] integrating data
from 48 physical sensors and Wang et al. [22] and Yasaei
et al. [23] combining network traffic with device telemetry.
This multi-modal approach consistently outperforms single-
modality methods, while physical-cyber correlation models
further enhance discriminative power through context-aware
frameworks [10] and building ontologies [7].

Detection capabilities in the literature reveal a strong em-
phasis on unsupervised anomaly detection for zero-day ex-
ploit identification, with autoencoders, one-class SVMs, and
clustering methods [6], [10], [24] achieving high F1-scores
and low false positive rates. However, explicit evaluation
against real-world zero-day exploits remains limited, with
most evidence based on simulated scenarios. Insider threat
detection capabilities are notably underdeveloped, with only
a few studies [8], [3] addressing behavioral profiling through
physical access logs.

Building automation systems (BAS) presents unique chal-
lenges that significantly impact intrusion detection system
design and deployment. Device heterogeneity, protocol diver-
sity spanning BACnet, Zigbee, and MQTT [19], [25], and
the need for real-time detection under resource constraints
create complex operational environments. The prevalence of
proprietary and legacy systems complicates both development
and evaluation processes. Resource limitations on IoT devices
have driven researchers toward lightweight model architectures
and distributed detection frameworks [9], [16].

Implementation considerations emphasize the critical impor-
tance of scalability, adaptability to new devices, and seamless
integration with existing building management systems. To ad-
dress these challenges, many studies have proposed Software-

Defined Networking (SDN) and Virtualization-based archi-
tectures [11]. Common mitigation strategies include strategic
feature selection [4], [25] and hierarchical detection archi-
tectures that balance performance with resource efficiency,
enabling practical deployment in resource-constrained building
automation environments while maintaining robust security
capabilities [26], [5].

To the best of our knowledge, while the ToN-IoT dataset
[27] has been extensively utilized across various cybersecurity
research domains—including network intrusion detection [26],
federated learning approaches [28], and IoT botnet identifi-
cation [13]—no prior study has systematically investigated
the intrinsic characteristics and discriminative power of its
telemetry features for BAS security. Existing research has
predominantly focused on leveraging the network features
of the dataset, and it’s individual contributions to attack
detection. This oversight represents a significant research gap,
as detecting anomalies in the behavioral patterns encoded
within environmental sensors, device status indicators, indus-
trial communication protocols, and spatial features is a valid
avenue for IDS.

III. METHODOLOGY

Methodology consists of dataset preparation, feature anal-
ysis and selection, addressing class imbalance, choosing ML
algorithms, and analyzing evaluation and validation metrics.
Overall methodology is depicted in Figure 1.

A. Data Preprocessing & Feature Selection

Our experimental evaluation utilized the ToN-IoT dataset
[27], which contains 221,859 telemetry records from a realistic
smart building testbed. The dataset encompasses IoT device
telemetry data representing physical device states and opera-
tional parameters across multiple smart building components.
Each record includes originally 14 features spanning environ-
mental sensors, device status indicators, industrial communi-
cation protocols, and geolocation data. The telemetry features
were categorized into four primary groups:

« Environmental Sensors including
current_temperature, fridge_temperature,
and temp_condition reflecting thermal management
systems;

o Device status indicators such as motion_status,
door_state, light_status, and
sphone_signal representing physical device states;

o Industrial communication features in-

cluding FC1l_Read_Input_Register,
FC2_Read_Discrete_Value,
FC3_Read_Holding_Register, and
FC4_Read _Coil representing Modbus protocol
interactions; and

e Spatial  features  comprising latitude  and

longitude coordinates.
Categorical variable encoding presented unique challenges
due to inconsistent data formatting. The temp_condition
variable exhibited data collection inconsistencies, requiring
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Fig. 1: Feature Selection & Classification Methodology.

robust preprocessing to handle whitespace variations. On the
other hand, sphone_signal contained both numeric (’0’,
’1’) and boolean string representations (’false’, ’true’), neces-
sitating careful encoding to preserve semantic meaning. The
dataset also includes attack classification labels (1abel) and
attack type identifiers (type) for supervised learning tasks.

Tables II and III show the dataframe after data imputation and
data encoding, with the features split across two tables for
clarity due to the large number of variables.

TABLE II: Dataframe After Preprocessing - Part 1

motion_status | light_status | label | _type | door_state | sphone_signal | current_temperature | thermostat_status
0.0 0 1 ddos 0 0 28.59148844 1.0
1.0 1 1 ddos 0 0 28.59148844 1.0
10 T T__| backdoor T 0 7859148844 0
0.0 0 T__| backdoor 0 T 7859148844 10
10 T | injection 0 T 7859148844 0

TABLE III: Dataframe After Preprocessing - Part 2

Value | FC3_Read_Holding Register | FC3_Read_Col Tridge_temperature

B. Class Imbalance Mitigation

The dataset contained seven distinct attack types plus nor-
mal traffic, creating an eight-class multiclass classification
problem. The attack types included backdoor attacks (13. 5%
of training data), DDoS attacks (9. 0%), injection attacks (13.
5%), password attacks (13. 5%), ransomware (5. 9%), scan-
ning attacks (1. 6%) and XSS attacks (2.4%), with normal traf-
fic comprising 40.6% of the dataset. This distribution revealed
severe class imbalance with a 25:1 ratio between the most
frequent (normal) and least frequent (scanning) classes. The
dataset attack profile is visualized in Figure 2. The severe class
imbalance problem required multiple mitigation approaches.
We implemented three primary strategies: (a) Algorithm-level
balancing using class_weight="balanced’ parameters
to automatically adjust model sensitivity to minority classes;
(b) Data-level balancing using Synthetic Minority Oversam-
pling Technique (SMOTE) to generate synthetic minority class
samples; and (c) Cost-sensitive learning with custom class
weights inversely proportional to class frequencies. For mul-
ticlass scenarios, we additionally implemented a One-vs-Rest
approach, training individual binary classifiers for each attack
type versus all others. This strategy addressed the fundamental
challenge that multiclass algorithms struggle.
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Fig. 2: Dataset Attack Profile.

C. ML Algorithm Selection & Evaluation Metrics

Given the cybersecurity application domain, our evaluation
prioritized metrics reflecting operational security requirements.
Our experimental design evaluated six ML algorithms selected
for their complementary strengths and computational effi-
ciency requirements. For binary classification, we emphasized
Area Under the ROC Curve (AUC) as the primary metric,
representing the system’s ability to distinguish between normal
and malicious traffic across all possible decision thresholds.
Additional metrics included precision (attack confidence),
recall (attack detection rate), and specificity (normal traffic
accuracy). For multiclass classification, we computed macro-
averaged and weighted metrics to account for class imbalance
effects. selective classification type performance was evalu-
ated using per-class precision, recall, and F1-scores, enabling
identification of attack types suitable for automated detec-
tion versus those requiring human oversight. The validation
framework employed stratified train-test splits (70%-30%) to
maintain representative class distributions across training and
testing sets. Cross-validation was omitted due to computational
constraints and the adequacy of the large test set (66,558
samples) for reliable performance estimation.

IV. EXPERIMENT AND RESULT

This section describes the experimental setup and the results
obtained from feature selection and classification prediction
using binary and selected multiple classification techniques.
The experiments were conducted on a machine equipped with
a 12GB VRAM GPU (RTX 3060), 120 GB of available
storage, and a 16-core CPU, ensuring sufficient computational
resources to handle the extensive data and model processing
demands.

A. Binary Classification Performance

Binary classification for attack detection demonstrated ex-
cellent performance across all evaluated algorithms, with
Random Forest achieving the highest overall performance at
84.47% accuracy and 90.76% AUC.

Detailed performance analysis revealed critical security
metrics important for operational deployment. The Random
Forest binary classifier achieved 92.48% attack detection rate
(sensitivity), indicating that over 92% of actual attacks would

be successfully identified. The false alarm rate remained
acceptably low at 7.52%, translating to approximately 300
false alarms per 4,000 normal events in operational scenarios.
The precision of 83.3% indicates high confidence in attack
predictions, with approximately 5 out of 6 attack alerts repre-
senting genuine attacks. All the models performance, including
all the scores (precision, recall, and F1), is summarized in
Table IV

TABLE IV: Binary Classification-All models Performance
Summary

Model Att. Prec. | Att. Rec. | Att. F1 | Acc. | AUC
Random Forest 0.83 0.92 0.88 0.84 0.91
Logistic Regression 0.70 0.92 0.80 0.72 | 0.71
Gradient Boosting 0.73 0.99 0.84 0.78 0.87
Extra Trees 0.83 0.93 0.88 0.85 0.89
Linear SVM 0.70 0.92 0.80 0.72 | 0.71
Naive Bayes 0.66 0.75 0.70 0.62 | 0.63
Decision Tree 0.74 0.96 0.84 0.78 0.83

Feature importance analysis revealed that physical IoT
telemetry data provides significant discriminative power for
attack detection. One feature, current_temperature,
emerged as the most critical feature, contributing 99.15% of
the Random Forest’s decision-making process. This finding
suggests that thermal anomalies serve as primary indicators of
malicious activity in BAS environments. Figure 3 illustrates
the attack detection performance of an ML-IDS technique on
multimodal IoT telemetry data.

B. Multiclass Classification Challenges

Multiclass classification faced significant challenges due
to severe class imbalance, achieving a maximum accuracy
of 55.48% with Extra Trees. The confusion matrix analysis
revealed systematic bias toward predicting the majority class
(normal traffic), with most attack types suffering from poor
recall rates below 40%. The SMOTE oversampling approach
improved minority class recall but at the cost of overall
accuracy, achieving 46.13% compared to the baseline 55.48%.
This degradation occurred because synthetic sample generation
could not capture the subtle feature patterns distinguishing
different attack types, leading to increased confusion between
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attack categories. Balanced Random Forest with class weight-
ing achieved similar results (43.87% accuracy), confirming
that the multiclass classification challenges stemmed from
fundamental class separability issues rather than simply al-
gorithmic limitations.

C. Selective Classification Performance

To address the challenges of multiclass classification, we
propose a One-vs-Rest binary classification approach for se-
lective attack types. This approach revealed significant perfor-
mance variations across different attack categories. Scanning
attacks achieved the highest detection performance with an
AUC score of 85.7%, closely followed by DDoS attacks at
84.0%. These results indicate that certain attack types generate
distinctive telemetry signatures that are well-suited for binary
detection approaches.

Backdoor, XSS and ransomware attacks demonstrated mod-
erate detection capability, with AUC scores of 77.2%, 79,8%
and 78.2%, respectively. Injection attack showed acceptable
performance, with AUC scores of 76.5%. But password attack
is NOT acceptable because scored below 75%.

Moderately performing detectors, like those for backdoor
and ransomware attacks, may function effectively with hu-
man oversight to ensure accuracy and reliability. Meanwhile,
challenging attack types such as password attack may require
additional measures, such as rule-based or manual analysis, to
complement machine learning efforts. The selective classifica-
tion detector performance is depicted in Figure 4.

D. Discussion

The attack detection system delivers strong performance,
with an AUC of 0.908 demonstrating effective discrimination
between attacks and normal activities. The normalized con-
fusion matrix confirms high accuracy, with 92.48% of attacks
detected correctly and 72.74% of normal activities recognized,
although a false positive rate of 27.26% exists.

The experiment provided insights into the most critical
IoT telemetry indicators for cybersecurity. Temperature-related
features (current_temperature, temp_condition)
consistently ranked highest, suggesting that thermal anomalies
serve as primary attack indicators in smart building environ-
ments.

The device status features (sphone_signal) contributed
moderate importance, indicating that changes in the state of
the physical device correlate with certain types of attacks. Ge-
ographic features (latitude, longitude) showed mini-
mal importance. The overall ML-IDS performance is summa-
rized in Figure 3.

V. CONCLUSION

This research demonstrates the viability of machine
learning-based intrusion detection systems (ML-IDS) for IoT
smart building environments using physical telemetry data.
Our comprehensive evaluation reveals that binary classification
approaches using random forest achieve production-ready per-
formance (84.47% accuracy, 90.76% AUC) for general attack
detection, while multiclass classification faces significant chal-
lenges due to severe class imbalance inherent in the datasets.

The key finding that IoT devices’ physical telemetry, par-
ticularly temperature sensors and device status indicators, pro-
vides sufficient discriminative power for effective cyber attack
detection has important implications for IoT security archi-
tecture. Unlike traditional network-based intrusion detection
systems requiring deep packet inspection and complex traffic



analysis, physical-based detection can operate effectively using
simple device state information.

The research reveals important limitations in current mul-
ticlass classification approaches. The maximum multiclass
accuracy of 55.48% with severe bias toward majority classes
indicates that attack type identification requires specialized
approaches. However, selective classification detectors achiev-
ing 80%+ AUC for specific threats (DDoS, scanning) suggest
that targeted binary classification approaches can supplement
general attack detection with threat-specific intelligence.

Several areas warrant future investigation. First, temporal
feature engineering, incorporating time-series analysis of IoT
telemetry streams, may improve attack detection accuracy by
capturing behavioral patterns over time. Second, ensemble ap-
proaches combining multiple selective classification detectors
may improve overall multiclass performance while maintain-
ing interpretability.

Several areas warrant future investigation. First, incorpo-
rating time-series analysis of IoT telemetry streams may
improve attack detection accuracy by capturing behavioural
patterns over time. Second, future research should validate the
telemetry-based feature analysis across diverse IoT security
datasets, to establish broader applicability and robustness of
the methodology across different network environments and
attack scenarios.
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