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Abstract—The extensive implementation of digital
technologies has introduced significant cybersecurity
risks for secondary school students, revealing major
deficiencies in structured instruction, teacher preparation,
and institutional support. From 2022 to 2024, a study
conducted across Welsh secondary schools established
a systematic methodology for cybersecurity curriculum
design and development based on the Design Science
Research Methodology (DSRM). The approach integrates
five key cybersecurity knowledge areas and pedagogical
frameworks, including the Cyber Security Body of
Knowledge (CyBOK) and the Digital Competence
Framework, into a structured curriculum supported by
technological tools for customization.

This paper presents the DSRM-based methodology de-
veloped to address the lack of standardized cybersecurity
education and the challenges of teacher preparation. As
part of a broader research project, this work focuses on
the methodological framework; empirical evaluation of its
effectiveness will be reported in future publications. The
paper concludes with recommendations on implementation,
scalability, and ongoing development, emphasizing the
potential for global adoption and the need for sustained
institutional commitment to cybersecurity education.

Index Terms—cybersecurity curriculum, cybersecurity
education,secondary school education,curricul gaps.

I. INTRODUCTION

The extensive integration of digital technology has
significantly transformed society, particularly affecting
secondary school students who are increasingly vulner-
able to sophisticated cyberattacks [1]. Recent statistics
indicate that nine out of ten young Europeans access
the Internet daily [2]. While adolescents benefit from
online communication and information sharing, they are
also exposed to various risks, including privacy breaches,
identity theft, malware infections, and unauthorized fi-
nancial activity [2]. Therefore, it is essential that school
curricula incorporate cybersecurity education to equip
younger generations with the knowledge and skills re-
quired to recognize significant online risks and adopt
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responsible behaviors that minimize exposure to digital
threats [2]-[5].

Challenges in teaching and learning cybersecurity at
the school level primarily relate to teachers’ limited
knowledge, confidence, and resources. Cybersecurity is
not systematically taught in most K-12 settings [6].
Studies show that many teachers responsible for infor-
matics subjects have never studied cybersecurity, either
as a standalone discipline or as part of computer sci-
ence education [7], [8]. Consequently, teachers often
lack a basic understanding of cybersecurity, leading to
low confidence in teaching the subject. This issue is
particularly evident among educators without a technical
background or prior exposure to cybersecurity concepts,
resulting in hesitation and uncertainty about integrating
such content into their curricula. In addition, teachers
frequently report feeling unprepared to deliver effective
cybersecurity instruction due to insufficient training and
outdated materials [9]. Educators also note that exist-
ing curricula are inconsistent and that they struggle to
find engaging, practical resources aligned with students’
needs and current cybersecurity standards [7].

Research highlights that the lack of cybersecurity
education represents a global concern, with estimates
suggesting that it may take up to two decades to close the
current competency gap across educational institutions at
all academic levels [10]. Addressing this gap requires the
establishment of comprehensive educational pathways
that develop essential skills for navigating an increas-
ingly digital society. Early exposure to cybersecurity
concepts not only creates a pipeline of future cybersecu-
rity professionals but also fosters critical digital literacy
skills that help protect individuals and communities from
emerging cyber threats [5].

This paper presents a methodology for designing a
comprehensive cybersecurity curriculum framework as
part of a larger research project on cybersecurity ed-



ucation in secondary schools. Specifically, it focuses
on the systematic design and development phases of
curriculum creation using the Design Science Research
Methodology (DSRM) as the foundational approach. The
primary contribution of this work is the introduction
of a novel methodology that combines DSRM with
curriculum mapping techniques to address the identified
deficiencies in cybersecurity education. While this paper
focuses on the methodological framework, empirical
evaluation through teacher focus groups and implemen-
tation trials will be reported in future publications.

The primary contribution of this paper is the presenta-
tion of a novel methodology that combines DSRM with
curriculum mapping techniques to address the identified
gaps in cybersecurity education. While this paper focuses
exclusively on the methodological framework design,
the empirical evaluation of the framework’s effectiveness
through focus group evaluation with teacher and imple-
mentation trials will be reported in future publications.

The remainder of this paper is organized as follows.
Section II reviews related work. Section III describes the
Design Science Research Methodology (DSRM) applied
to the design and development of the cybersecurity
education program for secondary schools. Section IV
presents the proposed curriculum design methodology
and its implementation process. Section V discusses the
key findings, implications, and limitations of this work.
Finally, Section VI concludes the paper and outlines
directions for future research.

II. BACKGROUND AND RELATED WORK

The growing recognition of cybersecurity as a mul-
tidisciplinary field spanning computer science, educa-
tion, policy, and the social sciences has prompted the
development of numerous educational frameworks and
approaches [11], [12]. Several foundational frameworks
have been introduced to guide the design of cyber-
security education. For example, Bhatia et al. (2023)
demonstrated the effectiveness of problem-based learn-
ing in ethical hacking and network defense curricula,
showing that hands-on problem-solving enhances student
engagement and practical skill development [13].

From a methodological perspective, Kim and Beuran
(2018) proposed a comprehensive six-step model for
designing cybersecurity education programs in higher
education, emphasizing the need to review existing cur-
ricula, define learning frameworks, and iteratively test
them in authentic classroom environments [14]. Their
work underscores the importance of tailoring educa-
tional designs to institutional contexts, learner needs,
and industry expectations, providing a flexible model
applicable across diverse settings.

Costa et al. (2023) examined gender-inclusive ap-
proaches to cybersecurity education, identifying effective
methods for engaging high school girls and addressing

participation disparities in the field [3]. Their find-
ings highlight the importance of inclusive pedagogical
strategies that engage diverse student populations in
cybersecurity learning. In parallel, the use of gamifica-
tion and interactive learning technologies has received
considerable attention. Adams and Makramalla (2017)
introduced attacker-centric gamified learning environ-
ments for cybersecurity training, demonstrating how
simulation-based methods can prepare students for real-
world security challenges [4]. Such experiential ap-
proaches align with broader educational trends that
bridge the gap between theoretical understanding and
practical application.

Despite these advances, research on the current state
of cybersecurity education continues to reveal signif-
icant implementation gaps. Tsado (2019) argues for
institution-wide, multidisciplinary approaches to cyber-
security education, emphasizing that successful imple-
mentation depends on strategic leadership and cross-
curricular integration rather than isolated instructional
units [15], [16]. These insights underscore the continuing
need for comprehensive educational frameworks that
address both curriculum design and teacher preparation
within secondary education.

III. METHODOLOGY FOR DESIGNING AND
DEVELOPING CYBERSECUIRTY CURRICULUM FOR
SECONDARY SCHOOLS

Educational curriculum design is inherently complex.
One of the primary objectives of this work was to
simplify the process to facilitate the development of
cybersecurity curricula for the secondary school level.
Simplifying this process expands the scope of cyber-
security education to address the needs of educational
institutions, teachers, students, industry, and the broader
global community.

The proposed methodology for cybersecurity curricu-
lum design involves three main stages: establishing
an educational framework, selecting appropriate ped-
agogical methods, and developing the corresponding
educational content. This structured methodology was
developed using the Design Science Research Method-
ology (DSRM) as the guiding framework, ensuring both
theoretical rigor and practical applicability.

A. Overview of design science research methodology

The Design Science Research Methodology (DSRM)
is a structured approach used to develop technology-
based solutions that address real-world problems effec-
tively [17]. In recent years, DSRM has been widely
adopted across multiple disciplines, including cybersecu-
rity. As digital technologies advance and the frequency
of cyberattacks increases, the need for innovative and
practical cybersecurity solutions has become more crit-
ical. Consequently, researchers have applied DSRM as



a framework for designing, developing, and evaluating

effective solutions within the cybersecurity domain [18].
DSRM consists of a sequence of six iterative steps. A

brief description of each step is provided below [19].

Step 1: Problem Identification and Motivation:
Define the problem and justify the relevance of its
solution. This step emphasizes the significance of the
issue and identifies weaknesses in existing solutions.

Step 2: Define the Objectives of the Solution:
Determine how the identified problem can be addressed.
General objectives such as feasibility and performance
are established, along with specific goals that guide the
solution design.

Step 3: Design and Development: Develop an ar-
tifact—such as a model, framework, method, or tech-
nology that provides a potential solution to the defined
problem.

Step 4: Demonstration: Demonstrate the functional-
ity of the artifact by applying it to one or more instances
of the problem to verify its practical relevance.

Step S: Evaluation: Observe and measure the arti-
fact’s performance in solving the problem. Assessment
criteria may include effectiveness, efficiency, and appli-
cability.

Step 6: Communication: Disseminate the results
and contributions of the research to relevant academic,
professional, and practitioner communities.

IV. APPLYING DSRM TO CYBER SECURITY
CURRICULUM DESIGN

This section presents the DSRM methodology frame-
work as applied to our cybersecurity curriculum design
context, aiming to improve cybersecurity teaching and
learning approaches and ensure that most teachers can
acquire fundamental cybersecurity knowledge and skills.
The overall process for defining the objectives and
scope of the cybersecurity curriculum methodology is
illustrated in Figurel.

A. Step 1: Problem identification and motivation

This step is crucial for identifying current challenges
in cybersecurity education for secondary school students.
The process involved a comprehensive literature review
and structured interviews with teachers to capture both
theoretical and practical perspectives.

The literature review, as detailed in [20], systemati-
cally examined existing studies, educational standards,
and curricula to identify the key areas of cybersecurity
knowledge typically addressed in secondary education.
The review incorporated multiple sources, including es-
tablished frameworks such as the Cyber Security Body
of Knowledge (CyBOK) [21]. A comparative analysis of
twelve international computer science curricula was also
conducted to understand global approaches to cyberse-
curity integration and to identify best practices across
different educational systems [20].

The findings revealed the absence of a standardized
cybersecurity framework for secondary education world-
wide and highlighted the urgent need for a consistent,
structured program that addresses knowledge gaps and
provides teachers with the professional development and
instructional resources required for effective cybersecu-
rity pedagogy [20].

In addition to the literature review, a thematic analysis
was performed using data collected from structured inter-
views with twenty-seven secondary school teachers rep-
resenting both technical and non-technical backgrounds
[7]. The results confirmed persistent implementation
challenges that align with prior studies on cybersecurity
education inadequacies [12], [22]. A recurring theme
was the lack of professional development opportunities,
which led to low teacher confidence in content delivery,
as well as the scarcity of practical teaching resources that
connect theoretical concepts to real-world applications.

In summary, the identified problems in current sec-
ondary school cybersecurity education include: (1) the
absence of a standardized framework, resulting in incon-
sistent instructional practices across educational systems,
and (2) insufficient teacher training and resource provi-
sion, which together hinder the effective implementation
of cybersecurity curricula.

B. Step 2: Define the objectives of a solution

Based on the findings from the previous step, it was
determined that a structured methodology is required
to design and develop a cybersecurity curriculum that
effectively bridges the gaps in current cybersecurity ed-
ucation. This step synthesizes insights from the compre-
hensive literature review and teacher interviews to define
the scope and objectives of the proposed curriculum
design methodology.

The process involved adapting the knowledge areas
defined in the (CyBOK) framework [23] and integrat-
ing methodological principles from the CONCORDIA
framework, which provides guidelines for developing
cybersecurity courses and instructional materials for
professionals [24]. By combining these approaches, a
tailored methodology was developed to guide the design
and implementation of an educational model suitable for
secondary education.

The resulting framework was structured to enhance
both teachers’ and students’ cybersecurity knowledge
through pedagogically sound and practically relevant
content.

The primary outcome of this stage is a comprehen-
sive cybersecurity curriculum framework that defines the
selected cybersecurity strands and their corresponding
educational progression. The framework establishes a
structured topic hierarchy that sequences learning objec-
tives from foundational to advanced levels while main-
taining alignment between global standards and local
educational contexts.
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Fig. 1: DSRM-based methodology for secondary school cybersecurity curricu-
lum: Six-step systematic approach for designing and developing cybersecurity
curriculum

To support teachers in implementing and evaluating
the curriculum, a competency progression matrix was
also developed. This matrix maps both technical and
non-technical skills across grade levels, enabling educa-
tors to assess student development and monitor progress
toward the intended learning outcomes.

C. Step 3: Design and Development

This stage presents the core creative phase of the
methodology, in which the defined objectives are trans-
formed into practical educational artifacts through sys-
tematic curriculum design and supporting tool develop-
ment. Figure2 above illustrates the process of developing
cybersecurity knowledge areas and their progression
within the secondary school curriculum.

The design process focused on constructing structured
cybersecurity knowledge area content and pedagogically
appropriate curriculum materials for secondary educa-
tion. Following Alrabaee et al [25], five core categories
of cybersecurity knowledge areas were identified. Based
on the Ministry of Education’s K-12 computer science
and technology standards, these areas were organized
into five distinct strands: (1) responsible use and cy-
bersecurity, (2) impacts of technology, (3) information
accuracy and reliability, (4) cyber ethics and laws, and
(5) cyber health.

By synthesizing these classification systems and align-
ing them with the pedagogical requirements of secondary
education, a consolidated cybersecurity framework was
established, as shown in Tablel. Each strand was sys-
tematically mapped to specific cybersecurity topics and
corresponding learning objectives, ensuring coherence
with national educational standards and competency ex-
pectations.

The mapping process defined clear progression steps
that describe how students advance from foundational
awareness to higher-order application skills. Addition-
ally, a competency progression matrix was developed
to assess student performance across technical and non-
technical domains. For each competency level, measur-
able learning outcomes were articulated to guide instruc-

tional planning, formative assessment, and continuous
curriculum improvement.
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Fig. 2: A website tool for customize cybersecuirty curriculum for educators at
secondary school level.

As illustrated in figure2 above this stage introduces
the technological solution designed to address the critical
need for adaptive educational tools in cybersecurity in-
struction. The developed digital platform enables educa-
tors to tailor curriculum content to their specific contexts
through automated algorithmic mapping. The system
establishes correspondences between selected framework
components and relevant cybersecurity domains as de-
fined in the Cybersecurity Body of Knowledge (Cy-
BOK).

The platform allows teachers to design customized
teaching and learning plans for the secondary school
cybersecurity curriculum. Its core functionalities include
the following:

o Generation of contextually appropriate cybersecu-



rity topics aligned with educator-defined progres-
sion parameters.

o Establishment of hierarchical learning sequences
progressing from foundational awareness to ad-
vanced practical applications.

« Provision of comprehensive pedagogical resources,
including instructional materials, formative assess-
ments, and authentic case study exemplars.

In summary, the flexibility of the proposed curriculum
framework enables adaptation to varying institutional ca-
pabilities and student knowledge levels. This adaptability
supports the simultaneous enhancement of cybersecurity
competencies among school educators through structured
professional development pathways. The technological
platform provides algorithmic support that directly ad-
dresses the confidence and resource gaps identified dur-
ing teacher interviews, while the five-strand curriculum
structure ensures comprehensive coverage applicable to
diverse educational contexts worldwide.

D. Step4:Demonstration

Through systematic validation and empirical analy-
sis, the proposed DSRM-based cybersecurity curriculum
framework demonstrates its effectiveness in addressing
the key challenges identified in Step 1. The framework
provides comprehensive solutions that bridge the gap
between theoretical cybersecurity education and practical
industry requirements while maintaining pedagogical
rigor and academic standards [26], [27].

To resolve the fundamental issue of developing appro-
priate cybersecurity curriculum materials for secondary
educators lacking specialized training and expertise, the
study operationalized a structured curriculum frame-
work, as established in Step 3. This framework enables
teachers to access pedagogically sound, technically accu-
rate, and contextually relevant cybersecurity educational
resources that directly address their knowledge limita-
tions.

Furthermore, the developed cybersecurity curriculum
platform allows teachers to systematically monitor stu-
dent progress across all five knowledge strands. The
platform provides detailed tracking of cybersecurity
competency development and practical skill acquisition
while offering full transparency into the specific topics
covered, learning objectives achieved, and competency
milestones attained by each student.

E. Step 5: Curriculum and Tool Evaluation

This stage implements a multi-faceted evaluation ap-
proach that benchmarks the proposed curriculum and
supporting tools against established cybersecurity edu-
cation standards and frameworks. The first component
involves systematic comparison mapping with the Cy-
bersecurity Body of Knowledge (CyBOK) to ensure
alignment with internationally recognized cybersecurity

TABLE I: Comprehensive alignment framework demonstrating systematic inte-
gration of Ministry of Education (MOE) K-12 cybersecurity curriculum strands
with established academic standards

MOE Strands CyBOK UK Online Ofcom Online
Safety Act Safety
Guidance
Strand 1: Human Aspects | Digital literacy; | Protection
Responsible Use | of Security; Cy- | privacy and | against
bercrime & Law | data protection; | fraud/scams;
responsible safe and lawful
behaviour engagement
Strand 2: Technical | Security Cyber-threat Hacking/fraud
Risks Operations; awareness; prevention;
Network platform safety | network threat
Security; obligations awareness
Adversarial
Behaviours
Strand 3: Info Risk & Infor- | Misinformation | Media literacy;

Accuracy mation Security; | detection  and | misinformation
Trustworthy AI | evaluation reduction
Strand 4: Ethics & | Cybersecurity Compliance Legal
Laws Law & Ethics with online- | frameworks;
safety & data- | ethical
protection law technology
use
Strand 5: Cyber Social Engineer- | Mental health; | Protection
Health ing; Risk Man- | safe online | from bullying,
agement experiences hate speech,
exploitation

Note: MOE = Ministry of Education; CyBOK = Cybersecurity Body
of Knowledge.

competencies [28]. Additional assessment mapping was
conducted using the Digital Competence Framework
to validate educational appropriateness and progression
logic, as well as benchmarking against twelve national
curricula to evaluate comparative effectiveness and iden-
tify distinctive contributions within the global cyberse-
curity education landscape. This benchmarking process
provides objective validation of the curriculum’s com-
prehensiveness and international relevance [29], [30].

Secondly, the cybersecurity curriculum was evaluated
using the Technology Standards framework in conjunc-
tion with CyBOK knowledge areas, UK legal require-
ments, and Ofcom recommendations, as shown in Tablel.
This assessment ensures that each curricular compo-
nent maintains fidelity to defined educational objectives
while achieving comprehensive coverage of essential
cybersecurity domains. The evaluation also examines
the integration of CyBOK knowledge areas to confirm
that the curriculum’s theoretical foundations align with
contemporary cybersecurity research and professional
practice standards [21], [31], [32].

Finally, the evaluation methodology incorporates
structured focus groups with teachers to assess the
curriculum’s usability, relevance, and pedagogical effec-
tiveness from an educator’s perspective [33], [34], [35].
These sessions systematically collected feedback on im-
plementation challenges, tool functionality, resource ade-
quacy, and classroom applicability. This comprehensive
evaluation framework ensures that the final cybersecu-
rity curriculum aligns with educational and regulatory



standards while addressing professional best practices in
cybersecurity instruction.

E Step 6: Communication

The final step of the DSRM involves communicating
and disseminating the identified problem, the developed
solution, and its demonstrated utility. The present pa-
per represents one form of this dissemination, ensuring
that the research contributions are clearly conveyed to
relevant stakeholders and integrated into the broader
educational discourse on cybersecurity pedagogy.

The research findings and methodological outcomes
will be communicated through peer-reviewed academic
publications targeting journals in educational technology,
cybersecurity education, and curriculum development. In
addition, a comprehensive series of teacher engagement
initiatives will be implemented to facilitate the transfer
of knowledge from academic research to classroom
practice. These professional development workshops will
provide secondary school educators with hands-on train-
ing in curriculum implementation, digital platform uti-
lization, and pedagogical strategies for effective cyber-
security instruction.

Design Science Research Research Project
Process

1. Problem identification & motivation

2. Objectives of a solution

3. Design & development

4. Demonstration

5. Evaluation

6. Communication

State the problem in your context (e.g.,

gaps in secondary school cybersecurity
education),

Derive principles/requirements from
literature and stakeholders

Describe the artifact (e.g., competency
framework & tool) and how it is built.

Explain how the artifact will be
demonstrated (e.g., classroom pilots,
scenarios)

Define the evaluation strategy (e.g.,
interviews, surveys, learning
outcomes).

Plan how insights will be shared
(papers, workshops, teacher
resources).

Literature review; problem framing;
needs analysis.

Structured literature review; standards
mapping; stakeholder analysis;

Comparative analysis; design rationale;

argumentation.

Systematic validation & benchmarking

Interviews/focus groups with teachers;
mixed-methods evaluation.

Peer-reviewed publications;
practitioner guides; conference talks.

Fig. 3: Design Science Research Process in the Cybersecurity Curriculum Project

As illustrated in Fig3, the DSRM framework repre-
sents the systematic methodology employed to design
and validate the proposed cybersecurity curriculum so-
lution through six interconnected research phases. This
structured approach operationalizes each stage of the
design science process—problem identification, objec-
tive definition, design and development, demonstration,
evaluation, and communication—through specific re-
search methods, including literature synthesis, compara-
tive analysis, expert interviews, and empirical validation.

V. DISCUSSION

A. Comparative Analysis of Curriculum Development
Methodologies

Several researchers have demonstrated successful cur-
riculum development using alternative methodologies,
each offering distinct advantages in specific educational

contexts. The ADDIE model has been extensively ap-
plied in corporate and professional training environ-
ments, where linear progression and standardized out-
comes are prioritized [36]. For example, Johnson et
al. (2019) successfully implemented the ADDIE model
to develop cybersecurity awareness training in finan-
cial institutions, achieving measurable learning outcomes
through its structured instructional design process [37].

Tyler’s Rationale has proven effective in traditional
academic settings that require curriculum stability and
hierarchical learning objectives. Smith and Brown (2020)
employed Tyler’s framework to develop a comprehensive
computer science curriculum for high schools, demon-
strating its effectiveness in establishing clear learning
progressions and aligning assessments with educational
standards [38]. The strength of this approach lies in its
systematic objective-setting and consistency with insti-
tutional expectations.

Backward Design has been particularly successful
in competency-based education. Wilson et al. (2021)
applied this model to develop information security cur-
ricula in higher education, aligning learning outcomes
with industry-defined competencies [39]. The approach’s
focus on desired end goals ensures graduate employabil-
ity and program relevance in professional practice.

Industry-partnership models have also demonstrated
effectiveness in addressing rapidly evolving technical
domains. The Cisco Networking Academy model, as
studied by Davis and Lee (2018), illustrates how direct
collaboration between academia and industry can yield
current, relevant curricula aligned with workforce needs
[40]. However, such models often emphasize practical
immediacy at the expense of theoretical depth.

In contrast, the Design Science Research Methodology
(DSRM) addresses these limitations by integrating: (1)
iterative design cycles that adapt to evolving content
requirements, (2) systematic artifact creation grounded
in theory, (3) rigorous evaluation frameworks, and (4)
explicit knowledge contribution criteria that advance
the research field [41], [42], [43]. This methodological
approach ensures consistency and rigor in curriculum
development while maintaining the flexibility required
for the dynamic nature of cybersecurity education.

To illustrate the novelty and advantages of the pro-
posed DSRM-based approach, Table ?? presents a com-
parative analysis of commonly used curriculum develop-
ment methodologies in educational research and practice.
The four evaluation criteria were selected based on
established curriculum design literature and the specific
requirements of cybersecurity education. Posner and
Rudnitsky (2006) identify systematic procedure, theo-
retical grounding, contextual adaptability, and empirical
validation as key characteristics of effective curriculum
methodologies [44]. These correspond directly to the
four criteria employed in this study:



Rigor: Measures systematic documentation and theo-
retical grounding, essential for academic credibility and
reproducibility [45], [46].

Flexibility: Assesses adaptability to evolving require-
ments, a critical factor in cybersecurity education given
rapidly changing technological and threat landscapes
[47], [48].

Validation: Evaluates empirical testing mechanisms
to ensure evidence-based curriculum effectiveness [49],
[50].

Transferability: Measures cross-contextual applica-
bility, crucial for supporting cybersecurity education at
a global scale [51], [52].

These evaluation criteria align with design science
research principles [43] and collectively address the
essential needs of cybersecurity education for systematic
rigor, contextual adaptability, empirical validation, and
global applicability [53], [54].

TABLE II: Systematic Evaluation of Six Curriculum Development Methodolo-
gies for Cybersecurity Education

Methodology | Rigor | Flex. | Valid. | Transfer.
ADDIE v X v v
Model

Tyler’s Ratio- | v/ X X v
nale

Backwards v v X v
Design

Industry Part- X v X X
nership

Constructivist X v X X
Design

DSRM (Pro-| VvV v v v
posed)

Note: v = strong performance; X = limited performance

VI. CONCLUSION

Cybersecurity education across all levels requires
enhanced institutional support, innovative pedagogical
strategies, and adaptable teaching approaches. The need
for systematic cybersecurity curriculum development
methodologies has become increasingly urgent, partic-
ularly at the secondary school level where foundational
competencies are formed.

This paper presented a novel methodology for cy-
bersecurity curriculum design that systematically ad-
dresses identified gaps in secondary education. As part
of a broader research project on cybersecurity educa-
tion frameworks, this work contributes a methodological
foundation for systematic curriculum development us-
ing an adapted Design Science Research Methodology
(DSRM). The primary contribution lies in demonstrating
how DSRM can be effectively applied to educational
curriculum design, ensuring methodological consistency
and rigor while overcoming the limitations of traditional
curriculum models.

The proposed methodology enables systematic val-
idation of curriculum components against established
cybersecurity knowledge frameworks, while maintaining
the flexibility required to accommodate diverse educa-
tional contexts. The developed framework and support-
ing technological platform address key deficiencies in
current practice, including the absence of standardized
cybersecurity structures and the lack of resources for
effective classroom implementation.

Integrating standardized cybersecurity education with
flexible delivery mechanisms within secondary curricula
will yield multiple benefits—enhancing student cyber-
security literacy, supporting teacher capacity building,
and contributing to the global effort to mitigate the cy-
bersecurity skills shortage. Nonetheless, large-scale im-
plementation of comprehensive cybersecurity programs
will require sustained institutional commitment, ongoing
teacher professional development, technological infras-
tructure investment, and long-term collaboration among
educational stakeholders.

VII. FUTURE WORK AND LIMITATIONS

This paper focuses exclusively on the methodological
design and theoretical framework. The empirical evalu-
ation of the curriculum’s effectiveness—including focus
group and survey studies with teachers, implementation
trials across diverse school contexts, and longitudinal
impact assessments—will be presented in future publi-
cations. Furthermore, subsequent research will examine
the scalability and adaptability of the proposed frame-
work across different educational systems and cultural
contexts.

The methodology presented herein establishes a foun-
dation for systematic, evidence-based cybersecurity cur-
riculum development that can be adapted and applied
across diverse educational settings. It contributes to
advancing cybersecurity education research and practice
through a structured, replicable approach to curriculum
design and validation.
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