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Abstract—Built environments face significant challenges in
promoting material reuse due to the lack of trustworthy and
transparent trading mechanisms. Existing digital platforms
often fail to ensure fairness, bid confidentiality, and auditability.
To address this gap, this paper presents the design and imple-
mentation of a verifiable auction system for trading reusable
construction materials. Built on a Polkadot-based platform,
the system supports sealed reverse auctions through a hybrid
on-chain/off-chain architecture: encrypted and signed bids are
stored in InterPlanetary File System (IPFS), while a Merkle
root of valid bids is committed on-chain. Zero-knowledge proofs
(ZKPs) enable verification of bid correctness without revealing
bid values. Stress testing showed moderate latency from proof
generation and IPFS operations, yet performance remained
suitable for auctions lasting minutes or hours. The results
demonstrate a scalable, privacy-preserving, and auditable auc-
tion mechanism that leverages decentralised technologies to
advance circular economy goals.
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I. INTRODUCTION

The construction industry continues to be the biggest con-
tributor towards material waste [1]. Sustainability and circular
economy practices have become a key focus. Enabling effec-
tive and trustworthy trading of reusable materials will be vital
for managing resource consumption and lowering carbon
emissions [2]. However, there is a lack of transparency,
unclear material provenance, and limited trust in existing
trading systems [3], [4]. Current procurement practices in
the construction sector are often centralised, manual, and
dependent on intermediaries. This can lead to inefficiencies,
lack of transparency and limit product traceability. They do
not adequately guarantee fairness or prevent manipulation,
leading stakeholders to fear engaging due to unverifiable
transactions and potential tampering [2].

Auctions provide an effective mechanism for matching
product supply and demand especially in situations where
the value of reused material is uncertain and price discovery
is required [4]. However, current digital platforms in the con-
struction reuse sector struggle to ensure bid confidentiality,
fairness, and auditability simultaneously which are neces-
sary for enabling circularity and sustainability. Conversely,
Blockchain technologies support transparency, traceability
and auditability. However, existing solutions do not ade-

quately balance privacy and auditability. In such a scenario
there is a need for transparent, fair, and privacy-preserving
mechanisms, where price competition, procurement scale,
and material trustworthiness of material authenticity are
important [5], [6]. Hence, this paper integrates auctioning into
a blockchain-enabled marketplace, where bids are encrypted
and stored in IPFS, while the Merkle root summarising
valid bids is committed to the blockchain. Our architecture
integrates ZKPs into the auction process.

The contributions of this paper are threefold: (i) we design
a hybrid on-chain/off-chain auction framework that combines
IPES storage, Merkle-tree commitments, and zero-knowledge
proofs to balance privacy with auditability; (ii)) we implement
the framework on Polkadot with Grothl6-based ZKPs and
evaluate its performance; and (iii) we demonstrate that bid
submission latencies remain practical for construction reuse
auctions lasting minutes to hours.

The remainder of the paper is structured as follows. Sec-
tion II covers literature on circularity in construction supply
chains and verifiable auction techniques. Section III covers
the system architecture and implementation. Section IV de-
tails the performance evaluation of the framework. Finally,
section V concludes this work and provides future directions.

II. BACKGROUND AND LITERATURE REVIEW

The construction sector generates vast amounts of waste
much of which could be recovered and reused to support
sustainability objectives. Material reuse is central to the
circular economy which aims to extend the lifecycle of
products [2]. Various attempts like Material Passport [7], and
Madaster [8] have emerged to bring material details under
one place to facilitate circularity and exchange of reclaimed
products. However, they often depend on manual verification
and centralised governance which erodes stakeholder trust.
Recent work has explored provenance tracking in construc-
tion materials [9].

Auctions have been used in procurement and resource
allocation because they provide efficient price discovery and
competition [3]. In the current construction scenario, sealed-
bid and reverse auctions have been employed for contractor
selection, material procurement and service outsourcing. Re-
verse auctions are relevant in material reuse as they allow the



buyers to set requirements while suppliers compete to offer
most favourable terms [4]. However, conventional auction
systems in construction face challenges related to fairness
and transparency. The lack of independent verifiability forces
the participants to perceive the outcomes as biased, leading
to reduced engagement and reluctant to engage.

Blockchain technologies have been proposed as a solution
to transparency and integrity of transactions, and various
auction models have been developed, yet major challenges
remain such as storing bids and sensitive information directly
on-chain leading issues of transaction cost and privacy con-
cerns. As identified in recent surveys of blockchain-based
auctions [3], achieving both transparency and bid confiden-
tiality is a common issue in decentralised auction design. In
the context of material reuse markets, suppliers may not wish
to disclose their unit costs or inventory strategies to com-
petitors. Without privacy protections, smaller suppliers may
be unwilling to participate in the auction, afraid their data
will be abused, which makes a verifiable auction mechanism
essential to ensure that the winning bid was selected fairly
and that no manipulation occurred during or after bidding.

III. ARCHITECTURE AND IMPLEMENTATION

The proposed verifiable auction system is built on top of
a marketplace, which is an immutable and decentralized way
of recording information and allows independent validation
of information by stakeholders. The framework is realised
using the Polkadot ecosystem, providing scalability and in-
teroperability of parachains — and allowing for connection
to other blockchains. IPFS is used for decentralised storage,
Grothl6 is used for the ZKP generation.

To ensure privacy and confidentiality for bids, the system
uses authenticated data structures (ADS), implemented using
Merkle trees for compact bid inclusion proofs, and ZKPs for
providing fast verification and small proof size, making it
well-suited for real-time and resource-constrained blockchain
environments [10]. The system is designed around a hybrid
on-chain/off-chain model that extends existing architectures
for auction systems. Bids are encrypted and submitted off-
chain to IPFS. Meanwhile, the final Merkle root and auction
metadata are committed to the blockchain. This design aligns
with trends in scalable blockchain applications where only
minimal, essential state is stored on-chain [11], [12]. To
ensure transparency and trust, the system uses a finalisation
function that commits the winner, winning bid value, quan-
tity, and proof on-chain. Figure 1 shows the architecture of
the proposed framework.

The core auction metadata is stored on-chain, while bids
are first digitally signed by participants to ensure authenticity
and are then encrypted and stored off-chain using IPFS. This
avoids storing sensitive data on-chain. At the auction finalisa-
tion stage, a Merkle root representing all valid signed bids is
computed and stored on-chain. This allows for efficient and
verifiable proof of bid inclusion without revealing the actual
bid contents. This hybrid approach achieves a balance among
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Fig. 1. System Architecture

competing priorities of scalability, privacy, and transparency,
which fully on-chain systems often fail to meet.

In addition, another reason for separating on-chain and off-
chain functions was to avoid last-second race conditions near
auction end. In many blockchain auctions, users compete
to submit bids in the final block, risking exclusion due
to network congestion, gas bidding, or miner prioritisation.
By signing and timestamping pre-bids off-chain and only
finalising them post-auction using a Merkle root, the system
eliminates this bottleneck and ensures deterministic inclusion
of all valid bids. Unlike fully off-chain models that sacrifice
verifiability, this system commits a Merkle root on-chain,
enabling public auditability without revealing sensitive bid
content.
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Fig. 2. Auction process

Figure 2 presents the auction process. We adopt a sealed
reverse auction. In a reverse auction, buyers make a request
for specific products and sellers make offers against each
other. A buyer posts a material request, and multiple sellers
submit sealed bids. Bids are only revealed and finalised



after the deadline, preserving privacy and price competition.
This model is well-suited for bulk procurement of reused or
surplus construction materials, where both confidentiality and
cost efficiency are essential. Reverse auctions have long been
used in procurement to drive price competition [5], and even
in recent blockchain-based systems, they remain relevant for
matching buyers and sellers [12].

The auction flow is as follows: buyers create an auction
request, specifying the required material type, quantity, and
an end time for the auction. Sellers who possess relevant
materials can apply to the auction by submitting associated
material along with their digital product passports (DPP).
Buyers then assess the submitted DPP and accept/reject the
sellers based on their material needs and the content of
the DPP. Once sellers are approved, they can submit sealed
bids during the auction window. Each sealed bid specifies a
price and the quantity the seller is willing to provide. Each
individual bid is uploaded to IPFS and contains the auction
ID hash, the bidder’s wallet address, the encrypted bid
amount, the submission timestamp, and the offered quantity.
This process continues until the closing time of the auction.

IV. PERFORMANCE EVALUATION

Submitting a bid involves generating ZKP, digitally signing
the bid, encrypting it, and uploading the full pre-bid package
to IPFS. In testing, the end-to-end bid submission process
typically averaged between 1.7-2.5 seconds per bid, with
ZKP generation accounting for the largest share of that
time, taking between 1.5 — 2 seconds. To compare off-
chain and on-chain bid paths, a controlled stress test with
5 concurrent users was conducted, each executing identical
ZKP logic. The evaluation was limited to five concurrent
users due to the ZKit toolkit’s limited concurrency support
and the single-threaded Node.js backend, which led to file
I/O collisions during parallel proof generation. Furthermore,
tests were run on a consumer-grade machine with limited
resources hence results are indicative rather than definitive.
Among the successful bids, ZKP generation in the off-chain
version consistently took slightly longer (avg. 3.9s) than
in the on-chain version ( 3.2s). Without ZKPs, both methods
show similar times (300-400ms); proof generation dominates
latency (Table I). A timestamp of each pre-bid off-chain
submissions is reacorded for all bids submitted before the
deadline. This eliminates risks associated with last-second
bidding in blockchain systems. While our stress test involved
only five concurrent users, the modular design enables scaling
to larger auctions; future work will benchmark performance
under higher loads.

V. CONCLUSION

The paper describes a hybrid on-chain/off-chain design to
effectively support verifiable and privacy-preserving reverse
auctions, particularly in circular supply chain contexts of
built environments. This solution improves scalability by
minimising blockchain congestion, while maintaining au-
ditability and verifiable computation. In future work, we

TABLE I

COMPARATIVE LATENCY FOR BID SUBMISSION PATHS
Metric On-chain Off-chain
Avg Total Submission Time 3.3 -3.5 sec 4.1 - 4.2 sec
Avg ZKP Generation Time 3.0 — 3.4 sec 3.9 -4.0 sec
Component Fetch Time 32 — 39 ms 38 — 62 ms
Auction Fetch Time 28 — 46 ms 43 — 179 ms
IPFS Upload Time N/A 30 — 187 ms
Database Save Time N/A 25 — 67 ms
Blockchain Tx Time 290 — 870 ms | N/A

aim to support multi-attribute evaluation that can incorporate
factors such as material provenance and sustainability scores,
optimise cryptographic efficiency for faster ZKP generation,
and explore integration with large-scale DPP systems.
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