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Abstract 

Access control readers are the first line of defence for organizations to restrict access to their facilities to the people who are 

supposed to be there. Such readers represent a major investment for organizations and are replaced every 7–10 years. The 

choice of reader and credential made at the time the system was designed and installed may be vulnerable to an array of at- 

tacks, such as credential cloning and data transmission exploits, which would allow a threat actor to pass through an entrance 

undetected. Once the threat actor has entered the building, the people and/or assets that the organization are responsible for 

are at risk. Access control readers have a number of interfaces based on differ ent technologies that may be attacked to learn 

more about the configuration and other features of the device. This information may then be used to craft an attack on a real 

system. To the best of our knowledge, this is the first paper that outlines the various technologies incorporated into these 

products and draws upon this data to present the first model of the contemporary access control reader. The model is then 

further developed by considering the cybersecurity implications of each of the technologies found in an access control reader. 

Finally, based on known attack vectors, the model may be used as a risk assessment framework for readers and credentials. 

From this foundation, a series of further research topics are then proposed. 
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Despite the well-documented risks, a standardized penetration 

testing methodology for access control readers has yet to be es- 
tablished. Current security evaluations are often conducted by in- 
dividuals with general IT skills, relying on ad hoc techniques de- 
rived from sources like proxmark.org [ 3 ]. This lack of a formal- 
ized framework means that testing is inconsistent and often insuf- 
ficient. Without a structured penetration testing model, organiza- 
tions may struggle to assess and mitigate vulnerabilities in their 
access control systems effectively. 

To the best of our knowledge, this is the first paper that presents 
a comprehensive analysis of a variety of access control readers 
currently available in the market. This analysis is fundamental in 

forming the beginnings of an advanced penetration testing frame- 
work specifically tailored for these systems. Primarily, this pa- 
per highlights the urgent need for a dedicated security evaluation 

methodology, ensuring that access control technologies are rigor- 
ously tested and resilient against emerging threats. 

The paper consists of the following contributions: 

� A paper-based analysis of commercially available products to 

identify the technologies used by the readers in enterprise ac- 
cess control systems. 

� The construction of a generic model of an access control 
reader showing the interfaces to the outside world and the 
flow of data through the device. 

� An attacker/penetration tester view of the model, describing 
the various attack vectors. 
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Introduction 

Locks and keys have been integral to security for ˜4000 years
[ 1 ]. Since their invention, an ongoing battle has persisted be-
tween those designing locks to protect assets and those seeking
to defeat them. In the modern era, organizations rely on elec-
tronic locks and keys managed by physical access control sys-
tems to secure their facilities. These systems represent a sig-
nificant capital investment, with organizations expecting them
to remain effective for 7–10 years before requiring upgrades or
replacements [ 2 ]. 

Over the past decade, access control credentials (the ‘keys’)
and readers (a component of the ‘lock’) have drawn consid-
erable attention from security researchers and hackers, par-
ticularly through platforms like proxmark.org [ 3 ] and high-
profile publications [ 4–7 ]. This body of research has demon-
strated numerous credential cloning attacks on widely used
access control cards and shown how attackers can bypass
readers to inject valid credentials directly into access control
systems. 

Many access control systems installed in the last decade may
not have accounted for evolving cybersecurity threats, nor under-
gone periodic security assessments. As a result, numerous sys-
tems in active use today remain vulnerable. A cloned or spoofed
credential allows an attacker to gain unauthorized access, effec-
tively bypassing the access control system as if they were the le-

gitimate cardholder. 
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Figure 1. A typical access control system including readers, access control unit, and servers. 
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The remainder of this paper is structured as follows. The sec-
ion ‘Background information’ places the access control reader
n the context of an enterprise access control system. The sec-
ion ‘Related work’ reviews existing work related to the cyberse-
urity of access control readers, with particular emphasis on cre-
ential cloning and protocol-level attacks. The section ‘Method-
logy and scope of review’ introduces the methodology and
cope of the study, including the structured review process, in-
lusion and exclusion criteria, and the rationale for device selec-
ion. The section ‘Data sheet review’ presents a structured anal-
sis of manufacturer documentation for the selected readers and
ummarizes their supported technologies and interfaces. The sec-
ion ‘Technology and cybersecurity review’ analyses the identi-
ied technologies against known cybersecurity issues reported
n the literature. The section ‘A functional anatomy of an access
ontrol reader’ constructs a generic functional model of an ac-
ess control reader, compiling relevant technologies and inter-
aces for subsequent analysis. The section ‘Attacker model’ de-
elops this model from the perspective of an attacker or pene-
ration tester, identifying potential attack surfaces and threat vec-
ors. An illustrative application of the proposed framework is then
resented in the section ‘Demonstrative application of the pro-
osed framework’ to demonstrate how it can be applied in a struc-

ured manner to reason about security risk using documented
onfigurations. Finally, the section ‘Conclusion’ concludes the pa-
per, and the section ‘Future work’ discusses directions for future
research. 

Background information 

The following sections provide an outline of the structure of a
modern access control system. This allows the access control
reader to be seen in the context of the overall system. There are a
number of enterprise access control systems available on the mar-
ket today. The OnGuard system from LenelS2 [ 8 ] and the C-CURE
9000 system from Software House [ 9 ] are examples of two systems
used by governments and large enterprises around the world. The
abstraction of the architecture described in Fig. 1 is based on direct
experience with these systems and may be applied to the majority
of access control systems on the market. 

Cardholder 

The cardholder may be an employee, a contractor, a visitor, or any-
one who in some other way is related to the enterprise. As part
of their relationship with the host organization, they are issued
with a credential that allows them to access certain areas. Access
is gained by presenting the credential to an access control reader
at the point of entry. The credential can take many forms: a mag-
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netic stripe card, an RFID card or a Bluetooth credential stored on
a mobile phone, for example. The enterprise will choose the cre-
dential type according to their needs. The enterprise may also en-
force multi-factor user verification at the point of entry where a
PIN and/or biometric is required to be entered or presented in ad-
dition to the credential. 

There is also a use case where the term cardholder is a mis-
nomer. There are biometric identification technologies that can
identify an individual from a fingerprint, an eye iris scan, or by
scanning some other physiological aspect of a human being, and
turn this reading into a unique number compatible with the access
control system to which they are connected. 

The responsibility of the cardholder is to know when, where,
and how they may use the credential that has been issued to them.

Reader 

The access control reader is an electronic device that reads a
unique identifier for the cardholder. There are many types of ac-
cess control readers: from the single technology reader to a multi-
factor biometric device. 

Once the credential has been read, the reader may request a
second factor (e.g. a biometric reader might require a fingerprint
to be read) to verify the identity of the user. 

Once this initial read phase has been completed, the unique
identifier of the cardholder is transmitted to the Access Control
Unit (ACU). The reader may then be asked to display the result of
the access control request by the ACU or request a second factor
(e.g. a keypad reader may request a PIN to be entered). 

The responsibility of the reader is to read a unique identifier
from a credential, or the cardholder in the case of biometric iden-
tification, relay it to the ACU and display the decisions of the ACU.

Access Control Unit 

The ACU provides the local decision-making concerning whether
a cardholder may gain access at a particular entry point. The ACU
may support a number of readers and, therefore, entry points into
and egress points out of the areas and/or buildings defined for the
organization. 

When a unique identifier, or card number, is transmitted to the
ACU by a reader, a decision must be made as to whether the card-
holder should be granted access to the entry or egress point: 

� Is this card number known to the system? 
� Is this card number allowed to access the specified entry or

egress point? 
� Is this card number allowed access at this time? 
� Does the ACU require a second factor for this card number? 

These are only some of the many decisions that can be made
to determine access or otherwise for the card number read by the
access control reader. It should also be noted that there is not nec-
essarily an equivalence between the card number and the card-
holder. An access control system deals with card numbers and the
ACU makes a decision on the card number delivered by the reader.
In this case, the question that is left unanswered is how the system
knows that this number has come from a card presented by the
cardholder. 

In a basic form, the ACU is also responsible for monitoring the
egress button used to unlock a door from the inside when there is
no reader, the door monitor contact to monitor when the door is
opened and closed and for firing the relay that unlocks the door. 

In the modern access control system, the ACU sits on the en-
terprise’s IT network. The ACU obtains a local database for local
decision-making from the access control server over this network.
The database may either be pulled from the server by the ACU or
pushed to the ACU by the server. 

Access Control Server 

The Access Control Server is the ‘source of truth’ for the entire sys-
tem, maintaining the state of the system in the master database
to be pushed towards the periphery (i.e. the ACU and Readers)
and receiving and storing events from these devices. The Access
Control Server runs on one or more dedicated server machines
that may be on-premise or in the cloud. All of the major systems
vendors are now offering cloud-hosted solutions that are more
convenient to configure through the use of virtual machines and,
increasingly, container-based solutions. Another mainstay of the
modern Access Control Server is a Web API to allow integration
with external services that can dynamically manage cardholders
(e.g. a human resource management system). 

Access Control Client 

The Access Control Client (client) provides a user interface onto
the overall system allowing an administrator to: 

� enter cardholders and their permissions into the system, 
� configure the ACUs (e.g. IP address, number of doors, readers),
� configure reader operation (e.g. card only, card and PIN), 
� monitor events in real-time, 
� run reports on past events, 
� run reports against the cardholders configured in the system,

and 

� manage other administrators of the system. 

The Access Control Client may be a desktop application (usu-
ally running on Windows) or a web browser consuming a web ap-
plication hosted as a cloud service or implemented directly on the
Access Control Server. 

Related work 

To the best of our knowledge, this work provides the first con-
solidated, technology-centric analysis of enterprise access control
readers from a cybersecurity perspective, focusing on the reader
as an integrated system rather than examining individual creden-
tial or transmission technologies in isolation. While prior research
has investigated vulnerabilities in specific credentials, protocols,
or attack techniques, there is no directly comparable study that
systematically maps these technologies into a unified reader-level
security model. 

Accordingly, this analysis draws on a combination of peer-
reviewed academic literature, publicly disclosed security research 

from the penetration testing community, and practitioner exper-
tise from a Chief Technology Officer with over 35 years of ex-
perience in access control and physical security. These sources
are used to identify known attack vectors and security-relevant
behaviours across credential, transmission, and interface tech-
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ologies. The objective is to consolidate and structure exist-
ng knowledge, rather than to introduce new empirical attack
emonstrations. 

ow frequency cards 

roximity card technology began gaining traction in access con-
rol systems from the 1990s onwards. During this period, HID (later
nown as HID Global) emerged as the dominant player in the
arket, making their technology a key focus for both security re-

earchers and competing manufacturers. 
In 2007, IOActive, a security research firm, planned to present

 paper at the Black Hat Convention demonstrating vulnerabili-
ies in HID Global’s proximity card technology, particularly its sus-
eptibility to cloning. However, HID Global intervened, requesting
OActive not to publish their findings, leading to the withdrawal
f the presentation [ 10 ]. HID Global later issued its own statement

egarding the situation [ 11 ]. 
This high-profile exchange played out in front of the security re-

earch community and underscored HID Global’s determination to
rotect its intellectual property. However, it also sparked broader

nterest in the security of access control credentials, particularly
mong researchers and hackers who sought to explore and expose
he vulnerabilities of these systems. 

Despite the increasing focus on access control security, for-
al academic research on low-frequency credential technolo-

ies remains scarce. Instead, the primary source of practical re-
earch into 125kHz low-frequency credentials has come from
roxmark.org [ 3 ], an online community dedicated to exploring
FID security. Detailed implementation insights and vulnerabili-

ies for a wide range of low-frequency credentials can be found
ithin this community’s research archives. 
The fundamental issue with low-frequency credentials in ac-

ess control systems is their lack of cryptographic protection or
ny form of secret authentication mechanism. Once the under-

ying implementation is understood, these credentials can be
asily cloned or spoofed, making them inherently insecure. This
eakness highlights the pressing need for organizations to transi-

ion away from legacy low-frequency systems and adopt modern,
ryptographically secure credential technologies to mitigate secu-
ity risks. 

EGIC Prime 

EGIC Prime (originally known as LEGIC) is an RFID card technol-
gy that saw widespread adoption in German-speaking countries,

ncluding Germany, Austria, and Switzerland. In their 2011 paper,
lotz and Nohl [ 12 ] conducted an in-depth analysis of the technol-
gy, combining silicon reverse engineering with protocol analysis,
bserving the communication between a tag and a reader. Their

indings revealed fundamental security weaknesses, leading them
o conclude that ‘systems must not rely on obscurity but should
ather employ cryptography as a base for security functions’. 

Similar to earlier low-frequency credentials, LEGIC Prime was
ltimately reverse-engineered, allowing researchers to fully un-
erstand its implementation. As a result, cloned credentials could
e created, effectively undermining the security of systems relying
n this technology. This research reinforced the well-documented
isk that proprietary security mechanisms without strong cryp-
tographic protections are vulnerable to systematic analysis and
exploitation. 

MIFARE Classic 

According to Garcia and Jacobs [ 13 ], by 2008, MIFARE Classic had
become the most widely used contactless smartcard technology
in the world. Their paper provides a detailed account of how seri-
ous security flaws in MIFARE Classic were uncovered and the chal-
lenges faced by researchers in disclosing these vulnerabilities. As
with other access control technologies, the publication of secu-
rity weaknesses was met with strong resistance from the manu-
facturer, NXP, highlighting the ongoing tension between respon-
sible disclosure and corporate interests in protecting proprietary
technology. 

The paper describes how the MIFARE Classic cipher was
reverse-engineered through physical analysis of the integrated
circuit, leading to the discover y of multiple cr yptographic weak-
nesses. These vulnerabilities were not merely theoretical—
practical exploits were developed that allowed for cloning and
bypassing of access control systems. In addition to the technical
challenges, the researchers also had to navigate complex dis-
cussions with various stakeholders, including NXP and the Dutch
government, to ensure their findings were responsibly disclosed
without causing widespread security failures. 

The MIFARE Classic case serves as a cautionary tale about the
dangers of relying on security through obscurity and the critical
need for strong cryptographic design in access control systems.
The resistance to disclosure from manufacturers did not prevent
attackers from eventually discovering and exploiting these vul-
nerabilities, demonstrating that ignoring security flaws does not
make them disappear. This case underscores the importance of
regular security audits, where organizations must evaluate their
access control technologies to ensure they are not relying on out-
dated or compromised cryptographic mechanisms. It also high-
lights the need for a proactive security approach, where manufac-
turers work collaboratively with researchers to strengthen security
before real-world attacks occur. 

Ultimately, the MIFARE Classic vulnerabilities illustrate a
broader lesson—legacy access control systems without robust
cryptographic protections pose a major security risk, and orga-
nizations must take preventative action to mitigate these threats
before attackers do. Transitioning to modern, cryptographically
secure alternatives, such as MIFARE DESFire EV3 or HID Seos, is
no longer optional but a necessity for organizations prioritizing
security. 

HID iClass 

HID is the clear market leader for access control readers and their
products attract a lot of attention from the security research com-
munity. The iClass technology was no exception and a series of pa-
pers appeared between 2010 and 2014 that scrutinized the imple-
mentation of this technology. 

The 2010 ‘Heart of Darkness’ paper [ 6 ] reminds us that not all
product implementations are perfect. The master key used for
standard iClass credentials was a closely guarded secret by HID.
Readers supplied by HID had a programming header and it was
simple enough to peel away the potting (the protective material,
typically a resin, epoxy, or silicone compound around the device)
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and determine the type of microcontroller used in the reader. It
was then possible to extract the flash image of the reader and
locate the master key used to read a card. This paper was an-
other example of exposing vulnerabilities and by 2012, HID had
responded with an improved version of the technology called
iClass SE. 

Garcia [ 5 ] takes a more academic approach to recovering the
iClass master key, critically analysing HID’s security decisions. He
highlights a fundamental flaw in HID’s design choices, stating, ‘It
is hard to imagine why HID decided, back in 2002, to use single
DES for key diversification considering that DES was already bro-
ken in practice in 1997’. This observation underscores a lack of se-
curity by design in early 2000s access control systems, where out-
dated cryptographic practices were still being implemented de-
spite known vulnerabilities. 

Building on this, Garcia [ 14 , 15 ], while acknowledging the prior
contributions of Kim [ 16 ] and Meriac [ 6 ], expands the research to
describe practical key recovery attacks on iClass technology. His
findings further reinforce the inherent weaknesses in iClass secu-
rity, concluding, ‘We have shown that the security of several build-
ing blocks of iClass is unsatisfactory. Again, obscurity does not pro-
vide extra security and there is always a risk that it can be circum-
vented’. This statement highlights the pitfalls of relying on secu-
rity through obscurity, demonstrating that without robust crypto-
graphic protections, proprietary security mechanisms can be sys-
tematically analyzed and bypassed. 

NXP DESFire 

At the time of writing (January 2024), the technology of choice for
many large organizations and governments [ 17 ] is NXP Mifare DES-
Fire. DESFire is currently on its fourth iteration (DESFire EV3). 

A successful key recovery attack on first-generation DESFire
cards was described by Oswald and Paar [ 18 ], leveraging side-
channel analysis to extract cryptographic keys. Instead of ex-
ploiting weaknesses in the encryption algorithm itself, the at-
tack focused on observing unintended physical leakages, such as
power consumption fluctuations during authentication. By care-
fully measuring these variations while the card processed authen-
tication requests, attackers could identify patterns that revealed
portions of the secret key, ultimately leading to a full key recovery.
Once obtained, this key could be used to impersonate legitimate
cards, clone credentials, or manipulate access control systems. 

However, executing such an attack was far from trivial. The
process required capturing a large number of power traces,
making it computationally expensive and time-consuming. Ad-
ditionally, precise synchronization with authentication opera-
tions was necessary, requiring specialized oscilloscopes and
probes to detect subtle power variations. External factors such
as electromagnetic noise or fluctuations in the power supply
could further distort the collected data, complicating analysis.
Moreover, the attack demanded advanced cryptanalysis skills
and specialized hardware, limiting its practicality for casual
attackers. 

Recognizing these vulnerabilities, NXP introduced significant
security improvements in DESFire EV1 to mitigate side-channel
threats. Countermeasures included randomized power consump-
tion patterns, making power analysis significantly harder, along
with enhanced cryptographic protections to reduce the risk of key
leakage. These enhancements strengthened resistance against
power analysis and other side-channel attacks, ensuring that later
generations of DESFire were more secure. While the side-channel
key recovery attack on first-generation DESFire was a notewor-
thy demonstration of potential weaknesses, its complexity limited
widespread exploitation. Nonetheless, this research played a crit-
ical role in shaping modern smart card security, leading to the de-
velopment of more resilient access control technologies. 

The flawed pseudo-random number generator in first-
generation MIFARE Classic credentials led Hurley-Smith [ 19 ]
to evaluate the true random number generator (TRNG) used in
DESFire EV1. His research revealed preliminary results indicating
patterns of statistical bias in the TRNG, suggesting that its random-
ness may not be entirely unpredictable. This is a critical finding,
as a compromised TRNG could weaken the cryptographic security
of DESFire EV1 credentials, potentially making authentication
sequences more predictable and susceptible to attack. 

While no follow-up research has been identified, this raises im-
portant questions about whether similar biases exist in newer it-
erations, such as DESFire EV3. Given the widespread adoption
of DESFire EV3 for secure access control and payment systems,
it would be prudent to re-evaluate its TRNG to ensure it meets
modern security standards and does not introduce exploitable
weaknesses. 

The work by Labafniya [ 20 ] makes an intriguing claim, given
that the authentication protocol is already documented in NXP’s
official documentation—though access is restricted under a Non-
Disclosure Agreement. However, the context becomes clearer
when considering that the research was conducted at the Re-
search Center on Advanced Technologies in Tehran, Iran. This un-
derscores the uneven global diffusion of advanced technologies,
where access to proprietary security documentation may not be
as readily available in certain regions, potentially driving indepen-
dent reverse-engineering efforts. 

There are also a number of papers that describe hardware and
software that can be used to research the capabilities of DES-
Fire. Schmidt [ 21 ] describes an open-source implementation of
the DESFire specification that can be run on a Chameleon [ 22 ], an
open-source RFID emulator and security research tool designed
for testing and analysing contactless smart cards. Modification
of such software could potentially be used to subvert a reader.
Casanovas [ 23 ] approaches this slightly differently by integrating
the emulation into an Android device. By integrating RFID emu-
lation into such devices, researchers gain a portable, upgradable,
cost-effec tive, and widely available security testing tool. This ap-
proach lowers barriers to studying and improving the security of
access control systems, making it a highly practical innovation in
RFID research. 

This review of related work shows how research has focused
on the various card technologies employed in an access control
reader. The dismantling of both MIFARE Classic and iClass pro-
vides an insight into the process of how other cryptographically
protected RFID smartcards may also be dismantled. Side-channel
attacks also provide an avenue for further research that has yet
to be explored. These works also highlight which technologies
have no security (e.g. Mifare Classic) and do not merit further re-
search, and those on which further research should be performed
(e.g. DESFire) to assure or qualify the security of the technology.
Where other forms of attack have been proposed and demon-
strated, they have not been supported by the appropriate research
document. 
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ethodology and scope of review 

verview of methodology 

his paper adopts a structured technical review methodology to
nalyse contemporary enterprise access control readers and their
ssociated technologies from a cybersecurity perspective. While
he work does not constitute a formal systematic literature review,
 transparent and reproducible process was followed to select rep-
esentative devices, identify relevant technologies, and analyse
heir security implications. 

The methodology consists of four stages. First, representative
ccess control readers currently deployed in commercial and gov-
rnmental environments were identified. Second, reader capabil-

ties, interfaces, and supported technologies were extracted us-
ng publicly available manufacturer documentation. Third, cre-
ential, transmission, and interface technologies were reviewed
gainst known vulnerabilities reported in peer-reviewed academic

iterature and relevant standards documentation. Finally, these
indings were synthesized into a generic functional model of
n access control reader and an attacker-oriented assessment

ramework. 
This approach reflects the realities of access control research,

here implementation details are often proprietary and empiri-
al testing is constrained by legal, ethical, and operational con-
iderations. The scope of this study is limited to enterprise-grade
hysical access control readers deployed in organizational, gov-
rnmental, and critical infrastructure environments. The focus is
n reader-level technologies and interfaces that influence the se-
urity posture of access control systems. 

Devices were included in the review according to the following
riteria: 

� The reader is commercially available and actively supported
by the manufacturer. 

� The reader is intended for enterprise or institutional deploy-
ment rather than consumer or residential use. 

� The reader supports credential-based authentication, in-
cluding proximity, smart contactless, mobile, or biometric
technologies. 

� The reader provides wired communication with an ACU. 

The following categories were explicitly excluded from the
nalysis: 

� Consumer smart locks and residential access control prod-
ucts. 

� Obsolete or discontinued devices no longer in active commer-
cial deployment. 

� Systems for which no publicly available technical or functional
documentation exists. 

This scoping strategy ensures that the analysis reflects realis-
ic deployment scenarios and security risks encountered in oper-
tional access control systems, while maintaining a clear and re-
roducible boundary for device selection. 

evice selection 

his section describes how access control readers were selected
ithin the scope and criteria defined in the section ‘Overview of
ethodology’, with the aim of capturing a representative cross-
section of enterprise access control technologies rather than pro-
viding exhaustive market coverage. 

Access control readers were selected to represent legacy, transi-
tional, and contemporary deployments commonly found in com-
mercial and governmental environments. Selection was guided
by market influence, functional diversity, and prevalence in real-
world systems. This approach ensures that the resulting analysis
reflects realistic deployment scenarios and security risks faced by
organizations operating access control systems. 

The access control reader market has been dominated by HID
Global for the last two decades, having shaped the adoption of
proximity and, later, smart contactless technologies through its
iCLASS product line. As a result, HID readers were included to
represent market-leading deployments. To capture variation be-
yond the dominant vendor, alternative manufacturers were se-
lected based on their presence in enterprise installations and their
support for differing credential technologies, transmission proto-
cols, and user interface features. 

According to IPVM [ 24 ], a US-based product review and news
platform focused on physical security systems, prominent alter-
natives to HID Global include Allegion/Schlage, Farpointe Data,
WaveLynx, 3millID/Blue Diamond, and STid. Readers from these
manufacturers were selected to provide diversity in supported
credentials, communication methods, and form factors. 

Manufacturer datasheets were used solely to identify supported
technologies, interfaces, and functional capabilities of the se-
lected readers. These sources were not used to infer security
properties; instead, all security-relevant analysis was grounded
in peer-reviewed academic literature, standards documentation,
and publicly disclosed security research. 

Data sheet review 

In the following sections, readers have been selected from each of
the manufacturers that demonstrate the breadth of capability in
each of the product ranges. For each manufacturer, a brief com-
pany synopsis is provided followed by a feature list for each of the
readers that have been selected. Finally, these feature lists shall
then be collated into a feature summary. 

HID Global 

Although HID Global, introduced in Section ‘Related work’, were
not the first to market, it rapidly became the leading supplier of
proximity access control readers and has held that position for
the last 20 years. HID was acquired by Assa Abbloy in 2000 and
merged with Indala and Fargo Electronics in 2006 to form HID
Global [ 25 ]. 

Given that HID Global are preeminent in the access control mar-
ket, products from each of the three main eras of products shall be
considered for analysis. These eras are: 

� HID Proximity (1991 to 2002) 
� HID iCLASS (2002 to 2020) 
� HID Signo (2020 to present) 

By examining the evolution of the HID Global product line, the
major trends over the last 30 years can be observed. 
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Figure 2. HID Mini Prox Reader. 

Figure 3. HID iCLASS SE R10. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. HID iCLASS SE RMK40. 

Figure 5. HID iCLASS SE RKLB40. 
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HID proximity 

The original proximity reader products are still available > 30 years
later [ 26 ]. The HID Mini Prox reader has been selected from this era
for review. See Fig. 2 . 

The reader features the ability to read 125kHz HID Proximity
(see the section ‘125kHz proximity technologies’) credentials and
output their data using the Wiegand (see the section ‘Wiegand’)
or Clock and Data (see the section ‘Clock and Data’) protocols us-
ing two open-collector transistor drives to the ACU. The reader fea-
tures a single LED that could be switched to off, red (indicating in-
valid, expired, or authorization for that entry point) or green (in-
dicating valid, and the door or turnstile is unlocked for entry). By
rapidly switching between the red and green states, it was also
possible to present an amber state, indicating that the system is
processing the credential, the reader is in standby mode, or there
is an issue that requires attention. 

HID iCLASS 

In 2002, HID launched the iCLASS product range which is still avail-
able [ 27 ]. iCLASS was HID’s first attempt at secure communication
between the credential and the reader and was based on a tech-
nology called Picopass from Inside Contactless [ 28 ]. 

Figure 3 shows the HID iClass SE R10. The reader could read
iClass credentials and transmit the data to an ACU using Wiegand
or Clock and Data. Later variants of this product could also read
125kHz technologies and communicate securely using the Open
Supervised Device Protocol (OSDP) over an RS-485 bus (see the
section ‘Open Supervised Device Protocol’). The reader also fea-
tures an LED ‘bar’ at the top of the reader and a buzzer to indicate
access has been granted. 

As the market leader, HID Global have a scale that other reader
manufacturers cannot match. This allows them to develop niche
products to serve large scale projects. The HID iCLASS SE RMK40,
shown in Fig. 4 , is an example of one such product. This reader fea-
tures a keypad, where data representing a key press is sent over
the data lines. The reader also has the ability to read a magnetic
stripe card and both HID Proximity and HID iCLASS credentials.
Like the R10, this reader features an LED ‘bar’ at the top of the
reader and a buzzer. 

Figure 5 shows the HID iCLASS SE RKLB40 combined iCLASS,
keypad, and biometric reader. A biometric template is read from
an iCLASS credential for verification using the fingerprint sensor
incorporated in the reader. The standard reader transmits the cre-
dential data using the Wiegand or Clock and Data protocols. A
plug-in module is also available to allow the reader to support the
OSDP protocol. Another key feature of this reader is the text dis-
play. Like other readers in the iCLASS family, the reader features an
LED ‘bar’ and a buzzer to interact with the user. As with the RMK40,
a keypad is provided to transmit key data to the ACU when a key is
pressed. 

HID Signo 

The current product line from HID Global is their Signo range of ac-
cess control readers [ 29 ]. At the time of release, competing man-
ufacturers were offering readers capable of reading a Bluetooth
credential from a mobile phone as well a variety of smart contact-
less credentials, including DESFire and Mifare Classic. Many are
also capable of reading various 125kHz technologies. The release
of the Signo range of readers allowed HID to offer a range of multi-
echnology readers that could work with any HID credential from

the previous 30 years. The HID Signo 20K reader is shown in Fig. 6
and also features a keypad, an LED ‘bar’ and a buzzer. 

The HID Signo 25B reader, shown in Fig. 7 , is an integrated fin-
gerprint and smart contactless reader for template-on-card appli-
cations or against a database of biometric templates held within
the reader. Communication to the access control panel is via OSDP.
The reader features an LED ‘bar’ and a buzzer for interaction with
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Figure 6. HID Signo 20K Reader. 

Figure 7. HID Signo Biometric Reader 25B. 

Figure 8. 3millID 3MIL-R11330. 
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Figure 9. 3millID 3MIL-R11325. 

Figure 10. Allegion/Schlage MTB11. 

Figure 11. Allegion/Schlage MTKB15. 
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millID/Blue Diamond 

ounded in 2015, 3millID Corporation is based in Colorado. Like
any competitors to HID Global, 3millID has focused on high-

unning products: a mullion reader (see Fig. 8 ), which is a narrow,
ertically oriented access control reader designed to be mounted
n a doorframe (mullion) or other slim surfaces where space is

imited, a sing-gang reader that is designed to fit into a stan-
ard single-gang electrical box, which is a common size for wall-
ounted electrical and security devices, and a keypad reader (see

ig. 9 ). 
The readers can read Bluetooth, smart contactless, and 125kHz

redentials [ 30 ]. Credential data may be transmitted via Wiegand,
lock and Data, or OSDP. The keypad version of the reader sends
ata to the ACU when a key is pressed and the reader has an LED
nd buzzer for interaction with the user. The company has also

icensed the product range to market-leader, LenelS2, where the
eaders are sold under the Blue Diamond brand [ 31 ]. 
Allegion 

Allegion spun off from Ingersoll-Rand in 2013 [ 32 ]. Figures 10
and 11 show two of the five readers in the Allegion reader
lineup. 

According to the product information [ 33 ], the readers support
a variety of smart contactless and 125kHz technologies. The stan-
dard readers support the Wiegand and Clock and Data protocols
for transmission of credential data to the ACU. OSDP is available
as a separate variant of these readers. 

Farpointe Data 

Farpointe Data [ 34 ] was founded in California in 2003. They man-
ufacture a range of access control readers. Figure 12 shows one
of their original access control readers. The reader only supports
125kHz credentials and transmits the credential data using the
Wiegand or Clock and Data protocols. The reader has an LED and
a buzzer to interact with the user [ 35 ]. 
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Figure 12. Farpointe Data P500. 

Figure 13. Farpointe Data CSR-6.4L. 

Figure 14. STid ARC16/BT Easyline. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 15. STid ARCS-B/BT Easyline. 

Figure 16. WaveLynx ET-10. 

Figure 17. WaveLynx ET-25. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

D
ow

nloaded from
 https://academ

ic.oup.com
/cybersecurity/article/12/1/tyag008/8526453 by guest on 18 M

arch 2026
Figure 13 shows one of the latest products from the company,
the CSR-6.4L Conekt reader. The reader supports smart contact-
less and Bluetooth credentials. Data may be sent to an ACU using
one of the Wiegand, Clock and Data, or OSDP protocols. The reader
features a keypad, transmitting key data over the selected protocol
when a key is pressed. The reader also features an LED and buzzer
to interact with the user [ 36 ]. 

STid 

Based in France, STid was founded in 1996. Two products have
been selected for this review, the STid ARC16/BT Easyline [ 37 ]
and the ARCS-B/BT Easyline [ 38 ] access control readers shown in
Figs. 14 and 15 . Both readers support smart contactless and Blue-
tooth credentials. Credential data may be transmitted using one
Wiegand, Clock and Data, OSDP, or Smart and Secure Communica-
tion Protocol (SSCP) (see the section ‘Smart and Secure Commu-
nication Protocol’) protocols. Both readers also have an LED and
buzzer for user interaction. 

The ARCS-B/BT Easyline reader also has a keypad and key data
is transmitted over the selected interface when a key is pressed. 
WaveLynx 

The final manufacturer whose products are under consideration
is WaveLynx [ 39 ]. Founded in 2012, WaveLynx is also based in Col-
orado. The selected readers are the ET10 (see Fig. 16 ) and ET25
(see Fig. 17 ) [ 40 ]. These readers support 125kHz and smart con-
tactless credentials as well as Bluetooth. Credential data may be
transmitted using the Wiegand, Clock and Data, and OSDP proto-
cols. Both readers have an LED ‘bar’ and a buzzer to attract the
user’s attention. 

Additionally, the ET25 reader also has a keypad and key data are
transmitted over the selected interface when a key is pressed. 

Feature summary 

Table 1 provides a comparative overview of various access con-
trol readers, highlighting their credential technologies, transmis-
sion methods, and user interface features. The credential tech-
nologies include Bluetooth, Smart Contactless, and 125kHz prox-
imity cards, with some readers supporting multiple methods. For
example, the HID Signo 20K Reader and 3millID 3MIL-R11325 sup-
port all three, whereas others, like the HID iCLASS SE RKLB40, only
support SC. Some readers also integrate additional authentication
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Table 1 Summary of access control reader features. 

Credential Technology Transmission UI 

Reader BT SC 125 Other W C O S L B T K 

HID Mini Prox Y Y Y Y Y 
HID iCLASS SE R10 Y Y Y Y Y 
HID iCLASS SE RMK40 Y Y Magnetic Stripe Y Y Y 
HID iCLASS SE RKLB40 Y Fingerprint Y Y Y 
HID Signo 20K Reader Y Y Y Y Y Y 
HID Signo Biometric Reader 25B Y Y Fingerprint Y Y Y Y 
3millID 3MIL-R11330 Y Y Y Y Y Y Y Y 
3millID 3MIL-R11325 Y Y Y Y Y Y Y Y Y 
Allegion/Schlage MTB11 Y Y Y Y Y Y Y 
Allegion/Schlage MTKB15 Y Y Y Y Y Y Y Y 
Farpointe Data P500 Y Y Y Y Y 
Farpointe Data CSR-6.4L Y Y Y Y Y Y Y Y 
STid ARC16/BT Easyline Y Y Y Y Y Y Y Y 
STid ARCS-B/BT Easyline Y Y Y Y Y Y Y Y Y 
WaveLynx ET-10 Y Y Y Y Y Y Y 
WaveLynx ET-25 Y Y Y Y Y Y Y Y 

Credential Technologies: BT: Bluetooth, SC: Smart Contactless, 125: 125 kHz. Transmission Methods: W: Wiegand, C: Clock and Data, O: OSDP, S: SSCP. User 
Interface (UI): L: LED, B: Buzzer/Speaker, T: Text Display, K: Keypad. 
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ethods such as fingerprint scanning, as seen in the HID iCLASS SE
KLB40 and HID Signo Biometric Reader 25B. In terms of transmis-
ion methods, most readers support Wiegand and Clock and Data,
hile fewer implement more advanced protocols like OSDP and
SCP, with the STid ARC16/BT Easyline and STid ARCS-B/BT Easy-

ine standing out for their full range of transmission options. User
nterface features vary across devices, with LED and buzzer feed-
ack being common, but text displays and keypads appear less

requently, suggesting that some readers focus on enhanced user
nteraction, such as the HID iCLASS SE RMK40 and STid ARCS-B/BT
asyline. Overall, the comparison highlights the diversity of access
ontrol readers in terms of compatibility, security features, and
ser interface, catering to differ ent access control requirements. 

echnology and cybersecurity 

eview 

n this section, an introduction to each of the technologies that are
ncorporated into a reader is provided along with known vulnera-
ilities. This review catalogues the cybersecurity landscape of an
ccess control reader. 

redential technologies 

ne purpose of an access control reader is to read a payload from
 credential. In this section, the three main groups of credentials

dentified in the section ‘Data sheet review’ are considered along
ith the other technologies included in the readers that were

eviewed. 

25kHz proximity technologies 

25kHz card technologies have been used in access control ap-
lications since the 1980s. The transponders use a backscatter
modulation to send a number repeatedly to a reader whilst the
transponder is in the field of the reader. Three different types of
modulation are used by various transponders: Amplitude Shift
Keying, Frequency Shift Keying, and Phase Shift Keying. Once the
data from the transponder has been demodulated, a recurring bit
pattern is observed. The bit pattern generally contains framing bits
to delineate data, parity bits, or check characters to assure the in-
tegrity of the data and the data itself. Once the layout of the data is
understood, it is a trivial process to extract the card number. Com-
mon 125kHz technologies include transponders from HID, Indala,
AWID, Farpointe Data, Kantec, and EM Marin. 

In 2007, Seattle-based security research company IOActive
demonstrated vulnerabilities in HID’s 125kHz proximity card tech-
nology, highlighting the potential for unauthorized cloning and
access [ 41 ]. Over time, more and more details of commercial
125kHz implementation came into the public domain and were
published on proxmark.org [ 3 ]. A summary of what was known in
2013 can be found on the website. Coupled with experience and
access to related materials, an engineering team can quickly con-
struct the equipment to read and create 125kHz proximity cards
based on the information provided. 

To assess the cybersecurity landscape of 125kHz credentials, it
can be viewed through the lenses of confidentiality, integrity, and
availability: 

� Confidentiality: The credential is encoded into a frame of bits
and transmitted repeatedly for demodulation by the access
control reader. The data is sent in plain text and can be read-
ily extracted from the data frame. There is, therefore, no confi-
dentiality provided by the transponders in the 125kHz family. 

� Integrity: Parity bits and/or check characters are used in the
data transmitted from a 125kHz transponder and demodu-
lated by an access control reader. These are only sufficient to
identify that the data has been successfully decoded from the
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� Availability: A denial-of-service (DoS) attack can be mounted
on a reader configured to read 125kHz credentials by mount-
ing a transponder close to the reader. The reader will con-
tinually read this transponder and if another transponder is
brought into the reader field, it will not be reported by the
reader as it will be unable to demodulate the data. 

Given that the widely used 125kHz credentials have no cryp-
tographic protection, are easily cloned and that there is a
widespread move to migrate to ‘more secure’ smart contactless
credentials, it is argued that further research into the 125kHz fam-
ily of technologies would not make a beneficial contribution. 

Smart contactless technologies 

Smart contactless transponders typically run at 13.56MHz, and
like the 125kHz transponder family, use backscatter modulation to
communicate with an access control reader. These transponders
feature various cryptographic protections and mutual authentica-
tion to establish communication between a transponder and an
access control reader. 

In this section, six common smart contactless transponders
supported by the sample set of readers discussed in Section ‘De-
vice selection’ are considered in chronological order. In each case,
a brief history is presented and the current state of security re-
search is considered. 

LEGIC Prime: In 1992, LEGIC Identsystems was the first company
to present contactless smartcard technology operating at 13.56
MHz using their proprietary protocol between the card and reader.
In order to read and write to the cards, a LEGIC Security Module is
also required and is driven using a serial protocol. 

In 2011, Plötz [ 12 ] describes how ‘the security of the tags is
based on several secret checksums but no secret keys are em-
ployed that could lead to inherent security on the cards’. LEGIC
Prime transponders can be read, written and spoofed with an em-
ulator. This outcome demonstrates that LEGIC Prime is not a vi-
able avenue of academic research. Indeed, LEGIC introduced an
upgraded technology called LEGIC Advant based on ISO standards
in 2003. 

NXP Mifare Classic: The first Mifare Classic card was introduced
by Philips (now NXP) in 1994 and gained widespread use in tick-
eting applications across the globe as well as being deployed in
access control solutions. The technology allows up to 1K byte to
be stored on the card and access to this data via a key and an NXP
proprietary protocol called Crypto1. Due to the widespread use of
this technology, Mifare Classic attracted a lot of attention from se-
curity researchers and hackers. 

At the 24th Chaos Communication Club, Nohl and Plötz pre-
sented how they had reverse-engineered the proprietary Crypto1
cipher [ 7 ] in a MIFARE Classic card. This presentation was followed
up by a paper in 2008 [ 42 ]. Garcia and Jacobs [ 13 ] describe the
work that ensued, leading to practical attacks on MIFARE Classic
transponders. Armed with a Proxmark-3, it is possible to extract
the keys from the first generation of Mifare Classic cards. 

HID iClass: In the late 1990s, HID started developing its first
smart contactless transponder technology: iCLASS. Based on
the Picopass transponder chip from Inside Contactless [ 28 ], HID
launched iCLASS readers and transponders in 2002. The iCLASS
product range quickly became the de facto access control product
for large enterprises and, consequently, attracted a lot of interest
from the security research community. 
The dismantling of iCLASS starts with Meriac’s ‘Heart of Dark-
ness’ paper [ 6 ] in which a design flaw is used to extract the
firmware from an HID iCLASS reader/writer to reconstruct the
methods used to read and write iCLASS cards. Further contribu-
tions from Garcia et al. [ 5 , 14 , 15 ] and Kim et al. [ 16 ] allowed re-
searchers to read and write HID iCLASS cards. 

One of the flaws of the original iCLASS transponders is that they
rely on a fixed master key that is used to derive the key for a par-
ticular card. Once this key has been obtained, the cards are open.
HID established an Elite programme where a different key is pro-
grammed into the reader and the cards in the system. Attacks are
still possible on Elite keyed readers and cards [ 14 ]. Latterly, HID in-
troduced iCLASS SE which programs a Secure Identity Object (SIO)
onto an iCLASS card and other types of credentials. The SIO intro-
duced another layer of defence to the readers and cards against
possible attacks. 

NXP Mifare DESFire: The first Mifare DESFire transponder, the
MF3ICD40, was introduced in 2002. This transponder offers a flex-
ible directory and file system and features Triple DES encryption
for communication between the reader and transponder and en-
cryption of file data. By 2011, Oswald and Paar [ 18 ] had published
a paper describing a practical side-channel attack to recover the
3DES key from an MF3ICD40 transponder. 

In 2008, NXP introduced the DESFire EV1 range of transponders
with 2k , 4k , and 8k byte memories. AES encryption was added
as well as Common Criteria certification. Following the work of
Oswald and Paar [ 18 ], NXP acknowledged [ 43 ] the vulnerability
and encouraged their users to migrate to DESFire EV1 having de-
termined that these transponders were not susceptible to these
types of side-channel attacks. Further features were added to the
DESFire line with the introduction of DESFire EV2 in 2016 and DES-
Fire EV3 in 2020. At the time of writing (January 2024), there are no
published attacks on these families of transponders. 

LEGIC Advant: Based on ISO standards, specifically ISO14443
and ISO15693, the first LEGIC Advant transponders were intro-
duced in 2003. As with LEGIC Prime, a proprietary reader module
from LEGIC is required to read and write these transponders. Over
time a number of new versions of LEGIC Advant transponders have
been introduced leading up to the current range [ 44 ]. 

HID SEOS: HID Global introduced SEOS in 2018 as a replace-
ment for the iCLASS and iCLASS SE transponders. The cards use
ISO14443A for communication between the transponder and a
reader and a collection of other relevant standards [ 45 ]. There is,
however, no detailed technical specification with regard to the
protocol between the transponder and a reader. This is a closed
system. HID Global claim [ 46 ] that SEOS ‘offers the first and only
physical access control card to ever have been certified by an in-
dependent security laboratory’ through the TÜViT SEAL-5 accredi-
tation [ 47 ]. At the time of writing (January 2024), there are no pub-
lished attacks on the SEOS family of transponders. 

In summary, smart contactless credentials are more vulnerable
the older they are. However, to mitigate such vulnerabilities, the
following techniques are considered: 

� Confidentiality: Access to a smart contactless transponder
typically requires a shared key between the reader and the
transponder and some form of mutual authentication. The
type of cryptographic algorithm and key length varies for each
of the transponder families that have been identified. Confi-
dentiality is provided by these cryptographic methods. 
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� Integrity: The integrity of the data transfer between a reader
and transponder is supported in ISO14443-3 [ 48 ] through the
use of parity bits. Transponders that use ISO14443-4 (DES-
Fire, some LEGIC Advant) benefit from the integrity checks
provided by the half duplex block protocol. Other protocols
built on top of ISO14443-3 provide their block-based integrity
checks. It is argued that sufficient integrity checks are pro-
vided given the amount of data flowing between the transpon-
der and the reader. 

� Availability: Credentials based on ISO 14443 and ISO15693
[ 49 ] benefit from a feature called anticollision. Unlike 125kHz
transponders, this allows a reader to identify and communi-
cate with multiple transponders in the field of the reader. Avail-
ability is therefore better than for 125kHz transponders. 

obile credential technologies 

obile credentials are stored securely on a phone and transmitted
o a reader using one of two technologies: 

� Near Field Communication (NFC): The use of NFC to transmit
a credential to a reader is very similar to the method used by
a wide variety of smart contactless credentials (i.e. those us-
ing ISO14443). The phone needs to be presented within 10cm
of the reader. Combined with a technology called Host Card
Emulation, a mobile phone essentially mimics a DESFire or
similar credential. This approach is the most obvious use case
for access control as there is very little change from using a
smart contactless card with a reader, something a user would
already be familiar with. NFC became the technology on which
the Google Pay and Apple Pay solutions have been built. Sam-
sung launched the first Android phone featuring NFC in 2010
[ 50 ] and supported in the Gingerbread version of the Android
operating system [ 51 ]. 

� Bluetooth Low Energy (BLE): A specification for BLE also mar-
keted as Bluetooth Smart, was first incorporated into Version
4.0 of the Bluetooth core specification in 2010 [ 52 ]. In 2011,
the iPhone 4S was launched and was the first mobile phone
to incorporate the technology [ 53 ]. The benefits of BLE are a
low power requirement, small physical footprint, low cost, and
compatibility with a wide range of mobile phones. These at-
tributes make it ideal for access control readers and the trans-
mission of a mobile credential from a phone. 

Unikey, based in Orlando, is widely credited with developing
he first mobile credential solution for access control in 2012 when
hey presented their technology on the US television show Shark
ank [ 54 ]. The technology was first brought to market following a

icensing deal with Kwikset in 2013 [ 55 ]. This solution was aimed
t the residential market and stored a mobile credential on an

Phone, which was sent to the lock using Bluetooth. 
HID Global launched their Mobile Access solution in 2014 [ 56 ]

ith support for both Bluetooth and NFC credentials. ‘Twist and
o’ gesture technology was used to allow the user to unlock a door
nd HID Global claimed that the technology ‘has been success-

ully piloted at major universities and businesses in the USA, sig-
als the start of a new era in security solutions’. Despite the op-

imism around the adoption of mobile credentials in 2014, there
ave been a number of obstacles to the adoption of mobile cre-
ential technology. 
The first obstacle has been the reluctance of Apple to open up
NFC to its developers. The Apple ecosystem is a closed ecosys-
tem. Steve Jobs was always unapologetic about this approach
[ 57 ], which ‘is to tightly control how everything integrates from
the chips to the software to the industrial design’. Whilst Apple was
quick to incorporate BLE into their product line in 2011 [ 53 ], they
waited until 2014 to incorporate NFC hardware into the iPhone 6
to allow for contactless payments using Apple Pay [ 58 ]. With sub-
sequent iOS releases, Apple has opened up some NFC functional-
ity but the implementation is far from open. Instead, Apple has fo-
cused on the commercial opportunities offered by Apple Pay and
Apple Wallet. In 2019, Apple pushed forward with the deployment
of access control and other applications based on NFC for students
[ 59 ]. In early 2022, HID deployed the first enterprise access con-
trol reader solution based on Apple Wallet to Silverstein Proper-
ties, World Trade Center 7, New York [ 60 , 61 ]. Whilst this progress
has been encouraging, Apple continue to tightly control access to
its technology. 

The ‘Bring Your Own Device’ scenario, also known as BYOD,
refers to a situation where the user’s mobile phone is used to carry
the credential. Organizations face the challenge of assuring their
information security on devices they do not directly control. Users
face the risk of a loss of privacy by installing an application on be-
half of their employer [ 62 ]. This conflict is another obstacle to the
deployment of mobile credentials. 

The final obstacle is cost. Mobile credentials are generally sold
using a Software-as-a-Service model which involves an annual fee
for the credential and possibly an annual service cost in addition.
Physical credentials are a fixed cost per credential and can last
many years if not abused by the user. The total cost of ownership
for a physical credential against a mobile credential is generally
lower in the current market. 

Despite these obstacles, there has been a proliferation of mo-
bile credential solutions as demonstrated by the five manufac-
turers supporting mobile credentials in the access control read-
ers that have been sampled for this research. Beyond claiming
support for mobile credentials in their product literature, none
of these manufacturers publish any technical detail on their mo-
bile credential implementations. It has been established, how-
ever, that 3millID uses the Supra technology from a sister com-
pany to LenelS2 [ 63 ] and that Farpointe Data use the LEGIC Con-
nect technology from their sister company LEGIC [ 64 ]. 

The cybersecurity landscape of mobile credentials can be
viewed through the lenses of confidentiality, integrity, and avail-
ability. For mobile credentials communicated using NFC, the com-
mentary regarding confidentiality, integrity, and availability is the
same as for smart contactless credentials (see Section ‘125kHz
proximity technologies’). For mobile credentials communicated
using Bluetooth, the commentary is as follows: 

� Confidentiality: All manufacturers claim encryption for the in-
formation passed between a mobile phone and an access
control reader. Through this mechanism, confidentiality is as-
sumed to be assured. 

� Integrity: The integrity of the messaging between the mobile
phone and the access control reader is assured by the BLE Link
Layer. 

� Availability: The availability of mobile credentials depends on
the communication hierarchy between the mobile phone and
the access control reader, specifically whether one acts as the
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Figure 18. Open collector output used by an access control reader. 
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master and the other as the slave. A slave device can only com-
municate with one master at a time. If the mobile phone is the
master and the access control reader is the slave, then only
one mobile credential can be processed at a time. However,
if the roles are reversed and the reader acts as the master, it
can interact with multiple mobile credentials simultaneously.
Javadi et al. [ 65 ] explore this further by demonstrating a DoS
attack on HID BLE readers, highlighting potential vulnerabili-
ties in mobile credential access control systems. 

To summarize, mobile credentials are the latest innovation in
access control credential technology. Much of the implementa-
tion detail is hidden from view and the various manufacturers and
products provide a rich seam of potential research activity. 

Other credential technologies 

As part of the product review, additional credential technolo-
gies were identified, including magnetic stripe card∗ and biomet-
ric authentication methods such as fingerprint recognition. While
these technologies are widely used in access control systems,
they present unique security considerations and implementation
challenges. 

Magnetic stripe technology, once a dominant form of access
credential, is now considered highly insecure due to its lack of en-
cryption and the ease with which it can be copied or cloned. Us-
ing readily available skimming devices, an attacker can extract the
credential data from a magnetic stripe card and replicate it onto a
blank car∗, granting unauthorized access. Given these vulnerabili-
ties, many organizations have migrated away from magnetic stripe
access control systems in favour of more secure alternatives, such
as smartcards, mobile credentials, and encrypted RFID-based
solutions. 

Biometric authentication, particularly fingerprint recognition,
represents a differ ent c ategory of access control credentials. Un-
like magnetic stripe or RFID cards, biometrics rely on physiologi-
cal characteristics that are unique to an individual. While this of-
fers a high level of security and non-repudiation, biometric access
control is a specialized field with distinct challenges, including pri-
vacy concerns, template storage security, and potential spoofing
attacks (e.g., presentation attacks using synthetic fingerprints). 

Given the specialized nature of biometric security and its
unique technical and ethical considerations, this study does not
explore biometric access control systems in detail. Instead, the fo-
cus remains on traditional credential-based access control tech-
nologies, where vulnerabilities such as credential cloning, relay
attacks, and cryptographic weaknesses play a significant role in
security research and threat modelling. 

Transmission methods 

Wiegand 

The Wiegand transmission protocol is the most widely used
method of communication between a reader and an ACU. Wehr
[ 66 ] describes how the Wiegand effect was applied to card tech-
nology. The readers for these cards had what became known as
a Wiegand output and this became the most common transmis-
sion output for access control readers over the last four decades.
The Security Industry Association (SIA) published a standard for
the protocol in 1991 [ 67 ]. 
In the original Wiegand reader, manufactured by Sensor En-
gineering, the respective outputs are driven low by two open-
collector outputs (shown in Fig. 18 ) as the wires in the Wiegand
strip are passed over the Wiegand-effect sensors in the read head.
A resistor is shown in the circuit; it is common practice to include
a weak pull-up in the output circuit of an access control reader to
mitigate any interfacing issues with some equipment. 

Access control readers adopted this method in the 1980s to
transmit bit streams read from other card technologies such as,
most notably, proximity cards. Unlike a real Wiegand reader, these
‘Wiegand emulation’ readers used a fixed timing for the output
as shown in Fig. 19 . Individual bits are typically spaced 1 millisec-
ond apart with either the Data 0 (D0) or Data 1 (D1) outputs being
driven low for between 50 and 100 microseconds. 

Sensor Engineering also created what became a standard bit
format for the transmission of card data: the Sensor 26-bit for-
mat, more simply known as ‘26-bit’. This is an example of the term
‘Wiegand’ used to describe ‘the standard 26-bit binary card data
format’. 

This format is described in Fig. 20 . Cardholders are identified
‘uniquely’ by a facility code and a card number. Some degree of
integrity is provided to the format by the inclusion of two parity
bits. 

Figure 21 presents an example of a Sensor 26-bit data frame
programmed for facility code 99 and card number 1001. 

As the industry grew, the Sensor 26-bit format presented two
principal problems: the range of facility codes and card numbers
is limited, and credential vendors would and still do, accept an or-
der for cards with a specified facility code and card number with-
out any check that the numbers have already been issued. To com-
bat these two issues, custom vendor formats proliferated in an at-
tempt to create security by obscurity. 

To assess the cybersecurity landscape of Wiegand, it can
be viewed through the lenses of confidentiality, integrity, and
availability: 

� Confidentiality: Wiegand was never designed for secure data
transmission. All data is sent as plain text and can be easily
skimmed, as is shown below. The confidentiality of Wiegand
is, therefore, non-existent. 

� Integrity: As demonstrated in the construction of the Sensor
26-bit format, parity bits are added to the frame to allow the re-
ceiver to detect bit transmission errors. This scheme is of min-
imal benefit as two changed bits within one of the parity fields
will result in the reception of the wrong card number at the
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Figure 19. Timing diagram for the Wiegand protocol. 

Figure 20. The Sensor 26-Bit Wiegand format. 

Figure 21. An example of the Sensor 26-Bit Wiegand format. 
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Figure 22. BLE Key, a Wiegand skimming device. 
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ACU. It is argued that this does not stand up to the integrity re-
quirements of a modern information system. The integrity of
Wiegand-formatted data is, therefore, minimal. 

� Availability: To deny service to the Wiegand transmission path,
you need to remove the reader from the wall and interfere with
the wiring. Shorting the data lines has the benefit of the reader
appearing to work while sending gibberish to the ACU. The
availability of Wiegand is, therefore, adequate. The assurance
of availability can be improved by implementing and monitor-
ing the tamper function if the reader supports it. 

It is presumed that an open collector output was originally cho-
en for its ability to drive data over a distance of 150 m (the typical
able distance supported by Wiegand output readers) reliably and
heaply. The open collector outputs of a Wiegand reader also al-

ow readers to be wired in parallel so that an ACU can receive data
from more than one reader on the same port. This opens the op-
portunity to skim the data transmitted and replay it to the ACU at
a later date. 

For $35.00, a device known as a ‘BLE Key’ [ 68 ] (Fig. 22 ) may
be purchased. Installed covertly, this device captures and stores
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Figure 23. Timing diagram for the Clock and Data protocol. 
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Wiegand frames to be replayed to the access control system us-
ing a mobile phone via the device’s Bluetooth connectivity. This
device was presented at the Blackhat USA Conference in 2015 [ 4 ]
and demonstrates how easy it is to use a replay attack on Wiegand
systems. 

Clock and Data 

Clock and Data is another common transmission method for ac-
cess control readers and, like Wiegand, utilizes the open collector
output shown in Fig. 18 . The format of the data transmission is de-
scribed in Fig. 23 . As with Wiegand, data may be easily skimmed
and replayed to the ACU. 

Open Supervised Device Protocol 

The OSDP has its origins at Mercury Security in the early 2000s [ 69 ]
and its early development was led by Frank Gasztonyi, President
of the company. Mercury was one of the success stories of the in-
dustry as a developer and manufacturer of ACUs that they sold to
access control OEMs who delivered the complete system solution.
Rather than mandated by the US government, the protocol was
developed by security equipment manufacturers in response to
customer demands. 

As a result of their success, Mercury was asked to integrate a
myriad of devices with their control panels and started to develop
a standardized way of approaching the problem to share the load
with the peripheral vendors leading to an initial specification in
2007. This version of the specification is commonly referred to as
OSDP Version 1 and implements common functions such as LED
and buzzer control. It lacked, however, any form of secure channel
between the control panel (or ACU) and the peripheral device (a
generic term that encompasses access control readers). 

By 2009, a means to secure communication between the con-
trol panel and peripheral devices had been chosen. This heralded
what the industry refers to as OSDP Version 2. This version of the
specification was developed over the next 5 years by Mercury and
its industry partners, including HID. 

From the outset, Mercury recognized that to have lasting suc-
cess, any specification that they developed with their industry
partners would have to be handed to an industry body to stew-
ard, foster, and promote the standard to access control vendors.
In 2016, the OSDP specification was passed to the SIA [ 70 ]. 
One of the key contributions of SIA was establishing the OSDP
Working Group that meets regularly to discuss various aspects of
the OSDP standard including the proposal of new features. The ob-
jective of SIA was to get the OSDP adopted as an American (ANSI)
or international standard (ISO/IEC). The endeavours of SIA and the
OSDP Working Group led to this goal being achieved in 2020 with
the adoption of OSDP Version 2.2. as IEC 60839-11-5:2020. 

The key benefits of OSDP can be compared and contrasted to
the features of the Wiegand protocol: 

Secure Channel: Secure channel has been the main motivating
factor for the adoption of OSDP over Wiegand by manufacturers,
integrators and end users alike. Wiegand transmits data as plain
text. OSDP has the option of establishing a secure channel be-
tween the ACU and the peripheral device. The security of the com-
munication is based on an AES-128 session key and the applica-
tion of CMAC chaining. 

Constant Device Monitoring: Continuous monitoring of devices
is possible with OSDP because the peripheral devices are con-
stantly polled for events and status. This is why ‘Supervised’ is
used in the name of the protocol. If the device detects that it is
under attack (i.e. in a tamper condition), it can be immediately re-
ported to the ACU. 

Support New Device Technologies: The early 2000s saw ad-
vances in biometric and smart card technologies and the integra-
tion requirements for an access control system. Biometric devices
and smart card readers are both supported by appropriate proto-
col commands. 

File Transfer: At one time, if a manufacturer-specific operation
on a peripheral device was required, a series of manufacturer-
specific commands had to be defined and sent to the peripheral
device. While this is a viable approach for the peripheral device
manufacturer, it is not practical for every ACU manufacturer to
implement support for a plethora of manufacturer-specific com-
mands and use cases. The OSDP file transfer command was de-
vised to avoid this problem. An opaque file that has no meaning
to the ACU, is sent to a peripheral device. The peripheral device
makes sure it is the intended recipient before processing the file. 

OSDP is now widely specified as the best practice for access con-
trol systems by security consultants. There has been a major edu-
cational push by consultants, equipment manufacturers, and the
trade press about the vulnerabilities of Wiegand and the benefits
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f OSDP. This has led to widespread adoption of at least the se-
ure channel benefit of the protocol by [ 63 ] both reader and ACU
anufacturers. 
However, with widespread adoption, manufacturers have been

ound to be implementing the protocol in subtly differ ent w ays
hat have led to interoperability problems. To address this con-
ern, SIA has recently introduced the OSDP-Verified programme
 71 ]. Access control equipment manufacturers submit their equip-

ent for compliance and interoperability testing and, subject to
assing these tests, the relevant products achieve OSDP Verified
ertification. 

To assess the cybersecurity landscape of OSDP, like Wiegand, it
an be viewed through the lenses of confidentiality, integrity, and
vailability: 

� Confidentiality: OSDP provides a Secure Channel operating
mode that encrypts the communication between the reader
and the ACU. When, and only when, this mode is used is the
confidentiality of data provided by the protocol. 

� Integrity: OSDP provides a message authentication code (MAC)
mechanism to assure the integrity of a message. A MAC can be
applied to a plain text message and is mandatory for secure
channel messaging. 

� Availability: Similarly to Wiegand, service can be denied to an
OSDP bus by removing the reader from the wall and interfer-
ing with the wiring. Shorting the data lines, in this case, will re-
sult in all the readers going offline and alerting the operators of
the system. Users will not be able to gain access to the affected
doors. Assurance of availability can be further improved by im-
plementing and monitoring the tamper function if the reader
supports it. 

mart and Secure Communication Protocol 

ne of the manufacturers under review, STid, uses a protocol
alled SSCP [ 72 ]. SSCP is promoted by the Smart Physical Access
ontrol (SPAC) Alliance as a new European standard that guar-
ntees interoperability, without compromising security. The pro-
ocol specification is available for purchase from the SPAC web-
ite. The specification is provided on a confidential basis, which
recludes publishing research that breaches this confidentiality.
SCP was originally developed by STid. 

Nevertheless, it can be reported that the protocol has a num-
er of similarities to OSDP. The protocol runs on an RS-485 bus,
lthough it can also run on other media. The protocol has a se-
ure communication capability based on mutual authentication
nd AES128 cryptography. Frame integrity is maintained by the
se of a key-hash message authentication code (HMAC). Unlike
SDP, the protocol commands largely map to the functions sup-
orted by various NXP transponders, described in the correspond-

ng confidential NXP documents. 
Considering SSCP in the context of the confidentiality, integrity,

nd availability triad: 

� Confidentiality: SSCP provides a secure communication chan-
nel that encrypts the communication between the reader and
the ACU, thus assuring the confidentiality of data sent over the
protocol. 

� Integrity: SSCP provides a HMAC mechanism to assure the in-
tegrity of messages sent over the protocol. 
� Availability: Service can be denied to an SSCP bus by removing
the reader from the wall and interfering with the wiring. Short-
ing the data lines, in this case, will result in all the readers going
offline and alerting the operators of the system. 

User interface technologies 

Whilst not having an obvious cybersecurity implication, the user
interface is an important feature of an access control reader. An
access control reader typically has one or two LEDs, a speaker or
buzzer, and often a keypad. As seen in the sample set of readers,
a text display may also be present. Most readers also have some
form of anti-tamper mechanism. 

LED 

The complexity of LED configuration has increased over time as
new types of LED have been introduced to the market. In the
beginning, LEDs were either red or green. Then there were bi-
colour LEDs that could switch between off, red, green, and even
yellow. Next came RGB LEDs that are widely used in the most re-
cent designs that allow almost any colour to be displayed by the
reader. 

Whilst there is no obvious cybersecurity implication, LEDs are
often used t o indica t e the sta tus of a door by the access control sys-
tem. Red often typically means access denied. Green often means
access granted. Yellow often may mean entering your PIN. Some
readers, when losing communication with the ACU, may go into a
diagnostic mode to alert users that there is a problem. This can
also be useful information to an attacker. 

Buzzer/Speaker 

Readers usually have a buzzer or speaker to give an audible indi-
cation when a card is read. Buzzers emit a single-frequency tone.
Speakers are more flexible and can be used to provide additional
feedback to the user by playing a tune. Like the LEDs, there may
be tones from a reader that may provide information of interest to
an attacker. 

Text display 

Text displays are less common among access control readers and
are usually LCD displays with 2 or 4 lines of text. LED/LCD dis-
plays are also starting to be used which can display full-colour
graphics. As with LEDs and buzzers or speakers, status informa-
tion could potentially be displayed that may be of interest to an
attacker. 

Keypad 

A keypad is provided when a user is required to enter a PIN cor-
responding to their credential as a second factor. Access control
readers often provide configuration functions through the keypad.
This process usually involves ‘logging on’ to the reader by entering
a special key sequence including a maintenance PIN. Maintenance
PINs might be left in a default state allowing an attacker a means
to change the configuration of the reader. 

Certain readers may also allow a credential to be entered man-
ually from the keypad in a PIN-only mode. PIN-only entry can be
observed from a distance and the keying pattern is replicated to
gain entry at a door. 
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Table 2 Classification of access control reader technologies. 

Input Output 

External 125kHz Wiegand 

Smart contactless Clock/Data 
Mobile credential OSDP 

Other SSCP 

Internal Keypad LED 

Buzzer/Speaker 
Text display 
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Tamper 

A tamper mechanism provides a method to signal those moni-
toring an access control system that a reader has been removed
from the wall. The tamper function has evolved over the years
from a rocker switch hard-wired into the panel, to optical sensors
and, most recently, accelerometers driven electronically and sig-
nalling to the access control panel using a dedicated output from
the reader or by sending an appropriate message across the com-
munication bus. 

A functional anatomy of an access 

control reader 

In this section, the various technologies presented previously are
classified and constructed into a functional model of an access
control reader. 

The technologies employed by a reader may be classified as ei-
ther an Input or an Output. Inputs provide data to be processed
by the reader such as credential data or a key press. Outputs pro-
vide data to either the user or the access control system such as
the buzzer or card data sent to the ACU to which the reader is
connected. 

The technologies may also be classified as Internal or External
to the reader. Internal technologies are intrinsic to the reader such
as a keypad or the LEDs. External technologies include credential
technologies to be read or a transmission method to send data
from the reader to the ACU. 

Table 2 summarizes the classification of the technologies ac-
cording to this scheme. 

At the heart of an access control reader is a computer, usually
a microcontroller. This is where the code is executed to perform
the various input/output functions of the reader. With this device
at the centre of the model, the functional anatomy of an access
control reader is presented in Fig. 24 . 

Each technology has been placed into a group corresponding to
the classification identified in Table 2 . As not all readers support all
technologies, each technology is bounded by a dashed line to de-
note that it is optional. To cater for future reader technologies, an
Other box has been added to each of the input and output groups
in the model. From this model, it can be seen that the minimum
functional access control reader requires one external input and
external output technology. 
Attacker model 
The principal threat to an access control reader is that a threat ac-
tor gains entry at an access-controlled door as if they are a legiti-
mate user. They may wish to gain entry for opportunistic reasons
or they may wish to gain access to achieve an objective on a care-
fully crafted kill chain. The level of sophistication required in at-
tacking an access control reader may vary according to which end
of the spectrum they are operating. This section examines how an
attacker may gather intelligence about and/or compromise an ac-
cess control reader. 

Reconnaissance 

Figure 25 presents the anatomy of an access control reader from
an attacker’s perspective. The original model has been extended
to show the external actors to an access control reader: mobile
and physical access control credentials, the ACU and the interfaces
between these components. Some of the technologies have been
colour-coded; those in yellow indicate technologies that have a
history of being compromised with ease, and those in green indi-
cate technologies that need to be further investigated. 

It is important to highlight that, as of today, there is no officially
recognized penetration testing methodology specifically designed 

for evaluating the security of access control readers. By research-
ing the reader deployment to be attacked, we understand that the
attacker can start planning an approach to compromising the sys-
tem. To further our understanding of the system under attack, the
external interfaces and factors are considered as follows: 

(1) Can the card be stolen? 
By far the easiest way of impersonating a legitimate user is to
borrow or steal their card. For the opportunist, stealing the
card and gaining entry achieves their objective, provided a
secondary factor such as PIN or biometric is not required. Bor-
rowing a card temporarily also allows the sophisticated at-
tacker to evaluate the credential technology for cloning and
spoofing. 

(2) Can the card be cloned or spoofed? 
It is known that the majority of 125kHz transponders and some
smart contactless transponders (e.g. Mifare Classic) can be
readily cloned. Cloning means that the attacker can replicate a
physical credential. With access to a card printer, the attacker
can complete the job by replicating the artwork on a real card.
Borrowing a valid credential is one way of researching if the
credential can be cloned. In some cases, the attacker may have
the system information that allows a card to be cloned by
knowing the card number and other relevant parameters. 
A credential may also be spoofed by a piece of equipment (e.g.
a Proxmark 3 [ 3 ]) and replayed to an access control reader. The
device is used to read the credential. At a later time, the cre-
dential may be replayed on demand to gain access at a door. 
As far as the reader is concerned, there is no difference be-
tween reading a legitimate card, a cloned card or a spoofed
card replayed from a device. 

(3) Is information leaked on the air interface? 
By monitoring the air interface between a physical or mobile
credential and a reader, it may be possible to obtain informa-
tion that might help the attacker. For physical credentials, this
is only useful in a desktop exercise where both a valid reader
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Figure 24. A functional anatomy of an access control reader. 

Figure 25. An attacker’s view of an access control reader. 
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and credential are available to the attacker. For a mobile cre-
dential using Bluetooth, monitoring communication between
mobile phones and a reader may be a legitimate reconnais-
sance exercise. 

(4) Can the mobile credential be spoofed? 
This remains an open question in the field of access control
security. In this paper, five differ ent mobile cr edential solu-
tions have been identified, yet none of them have publicly
disclosed their technical implementation details. This lack of
transparency raises important concerns about security, inter-
operability, and potential vulnerabilities. 
Unlike traditional access control credentials, mobile creden-
tials introduce new attack surfaces, including BLE, NFC, and
cloud-based authentication mechanisms. Without access to
detailed implementation information, it is difficult to assess
their resilience against cloning, relay attacks, man-in-the-
middle attacks, or DoS threats. 
As organizations continue to adopt mobile-based access con-
trol solutions, there is a growing need for comprehensive secu-
rity research in this space. The absence of standardized test-
ing methodologies for mobile credentials and access control
readers leaves a gap in penetration testing and security eval-
uation frameworks. This makes mobile credential security a
new frontier for both attackers and researchers alike, warrant-
ing further investigation to ensure secure deployment and risk
mitigation strategies. 

(5) Is information leaked from the panel interface? 
In the case of Wiegand and Clock and Data output from the
reader to the ACU, significant data is leaked from the panel in-
terface. Every time a card is presented or a key is pressed, there
is activity on the bus. If the green LED input to the reader is also
monitored, it is possible to compile a list of valid cards and the
corresponding PINs. The BLE Key [ 68 ] monitors a Wiegand bus
and collects the card data transmitted across the bus. The BLE
Key can be installed in the back of an existing reader to capture
this data. 
RS485 bus protocols like OSDP and SSCP are easily eaves-
dropped but, when deployed properly, are encrypted trans-
missions requiring the appropriate keys to extract the data. 

(6) Can a card read be spoofed on panel interface? 
The BLE Key was designed to do just this on a Wiegand bus. A
credential can be replayed from a mobile application from the
credentials that have been captured by the BLE Key. The same
principle could also be applied to Clock and Data systems. This
works because both Clock and Data and Wiegand are mono-
directional and allow a device to be piggybacked onto the bus.
RS485 buses are bidirectional. If the keys are known and the
data stream can be decrypted, a man-in-the-middle device
could be installed to insert credential data into the communi-
cation path with the ACU. 

(7) Does the keypad have a ‘credential’ mode? 
All of the previous questions relate to the potential external
vulnerabilities of an access control reader. The attacker should
not overlook flaws in the device itself, internal vulnerabilities,
that may provide a backdoor to send credentials to the ACU.
One such backdoor is keypad-only mode. In this mode, a user
enters a PIN and a credential is sent to the ACU. No physical or
mobile credential is required. Where a single PIN has been set
up on a heavily used door, there may be wear on the keys that

correspond to the PIN. 
Exploitation 

Should any of the aforementioned potential vulnerabilities prove
viable or provide the information necessary to clone or spoof a cre-
dential and any device-specific back doors are ignored, there are
only two ways to attack the system: a credential attack or a panel
attack. 

In a credential attack, the attacker presents a stolen, cloned, or
spoofed credential to the reader and access is granted. This is the
easiest way of impersonating a valid user on the system as no ad-
ditional equipment is required. 

Where the system to be attacked is using Wiegand to communi-
cate with the ACUs, a BLE Key needs to be installed at the reader.
This can be done on the insecure side of the door although the at-
tacker would need to be aware of any video surveillance or tamper
monitoring at the reader to avoid detection. Once installed, the at-
tacker can replay a valid credential via remote control from their
phone to the BLE Key. 

Assuming that a man-in-the-middle attack is feasible for OSDP
and/or SSCP, installing this device would be more challenging for
the attacker. This device would need to be installed by breaking
the bus and locating it out-of-sight. This could only realistically be
done by an installation engineer acting on behalf of the attacker.
Once installed, the device could be remotely controlled like the
BLE Key. 

Using the model as an attacker 

The questions posed to the model do not inherently provide an at-
tacker with all the answers needed to compromise an access con-
trol system. However, where the model indicates the possibility
of credential cloning or a panel attack, an attacker can use this
insight to strategically plan their approach. When direct answers
are unavailable, the model still serves as a guiding framework,
prompting further investigation, reconnaissance, and refinement 
of attack strategies. In this way, even gaps in knowledge become
opportunities for deeper probing, ultimately aiding in the identifi-
cation of potential vulnerabilities. 

Demonstrative application of the 

proposed framework 

To illustrate the use of the proposed framework, this sec-
tion presents a conceptual application to a representative enter-
prise access control reader configuration derived from commonly
documented system architectures and publicly described deploy-
ment practices in the literature. The purpose of this illustration is
not to validate the framework through empirical testing, nor to re-
port measurements from a live system, but to demonstrate how
the framework can be applied in a structured manner to reason
about security risk. 

A multi-technology access control reader supporting legacy
125 kHz proximity credentials and smart contactless credentials is
considered, using two commonly described configuration scenar-
ios: communication between the reader and ACU via Wiegand, and
communication via OSDP with a secure channel enabled. These
scenarios are selected based on their prevalence in the litera-
ture and industry documentation, and serve solely as illustrative
examples. 
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Applying the framework to the Wiegand-based scenario would
ighlight exposure at the panel interface, where credential iden-

ifiers and keypad inputs are transmitted without cryptographic
rotection. The framework would identify risks associated with
redential replay, unauthorized credential injection, and data har-
esting, consistent with previously reported attacks. Importantly,
his analysis is based on known properties of the protocol rather
han observation of a specific deployed system. 

When the same reader configuration is considered under an
SDP secure-channel scenario, the framework would indicate a

eduction in confidentiality and integrity risks associated with
anel communication, owing to encrypted messaging and mes-
age authentication. Availability risks related to physical access to
he communication bus would likely remain, reflecting limitations
iscussed in prior work. This comparison demonstrates how the

ramework can be used to contrast configuration choices and rea-
on about their security implications. 

This illustrative application shows how the proposed frame-
ork supports systematic reasoning about attack surfaces and risk

oncentration using existing knowledge, without requiring access
o operational systems or empirical attack execution. 

onclusion 

he modern access control reader is a sophisticated convergence
f multiple technologies, each introducing potential vulnerabili-

ies that adversaries can exploit to compromise the security of an
ccess control system. While complexity enhances functionality, it
lso expands the attack surface, making security-by-design a fun-
amental requirement in reader development. An adversary, how-
ver, needs to find only a single weakness to bypass protections
nd gain unauthorized access, potentially leading to significant fi-
ancial, reputational, and operational damage to an organization.

This paper presents a comprehensive anatomy of an access
ontrol reader, systematically mapping its components to poten-
ial vulnerabilities and exploits. By adopting an attacker’s perspec-
ive, we establish a structured penetration testing framework, en-
bling a formal cybersecurity evaluation of access control read-
rs. This approach not only enhances the security assessment pro-
ess but also identifies critical areas for future research in access
ontrol technology. Just as physical locks continuously evolve to
ounter lock-picking techniques, access control credentials must
e rigorously scrutinized with each technological advancement.
his paper lays the groundwork for future research, driving the de-
elopment of more resilient and robust enterprise security solu-
ions. The proposed framework is intended as an analytical and
tructuring tool, with empirical validation in live operational envi-
onments left to future work. 

uture work 

his research identifies two primary attack vectors in access con-
rol systems: credential attacks and panel attacks, both warrant-
ng further investigation. Future work includes evaluating the fea-
ibility of relay attacks on NXP DESFire credentials (EV1, EV2,
V3) and assessing vulnerabilities in commercial deployments.
urthermore, dismantling and modelling proprietary technolo-
ies such as HID SEOS, LEGIC Advant, Apple Wallet, and HID Mo-
ile Access can help uncover undocumented behaviours and po-
tential weaknesses, contributing to a broader understanding of
credential-based threats. Despite secure protocols like OSDP and
SSCP replacing legacy ones (e.g. Wiegand), research is needed to
examine their resilience to eavesdropping and man-in-the-middle
attacks over RS-485. Key questions include whether secure modes
leak data or allow replay attacks and the implications of these find-
ings for installers, manufacturers, and system integrators. Explor-
ing these areas will inform best practices for securing modern ac-
cess control systems against evolving threats. 
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