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ARTICLE INFO ABSTRACT

Dataset link: https://www.nyiso.com/load-data The integration of cyber and physical components in modern power grids has introduced vulnerabilities that
challenge operators’ situational awareness during cyber attacks. Adversarial actions can compromise the grid’s
controllability, defined as the ability to steer system states through control inputs, and observability, the
ability to infer those states from sensor data. This paper addresses the lack of quantitative tools for assessing
how Indicators of Compromise (IoCs) affect these key properties. We propose a comprehensive framework
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Threat detection that evaluates the operational impact of cyber-physical attacks by quantifying how IoCs degrade system
Cyber security controllability and observability. Using a co-simulation environment, we simulate three coordinated attack
1Cs scenarios: False Command Injection (FCI), Load Redistribution (LR), and False Data Injection (FDI). The
Operational technology framework introduces novel quantitative indices that capture both structural and operational degradation in

controllability and observability capabilities.

Our results reveal that coordinated attacks systematically exploit the interdependencies between cyber
and physical layers, causing cascading effects that compromise both controllability and observability simul-
taneously. In the FCI case, the system experiences a 25.8% drop in controllability and a 32.6% reduction
in observability redundancy, with cascading effects on voltage stability and power flow regulation. The LR
scenario causes a 13.4% decline in controllability, primarily through operational stress redistribution, while
preserving structural connectivity. The false data injection attack conceals physical disruptions, leading to a
33.5% drop in observability margin and masking critical state changes. The proposed indexes successfully
quantify system degradation patterns that remain undetected by conventional security mechanisms, revealing
compound vulnerabilities where the loss of control coincides with diminished situational awareness.

1. Introduction A key interest in power grid CPSs is to maintain controllability
and observability under cyber-attacks. The controllability refers to the

The integration of cyber and physical components in modern power system’s ability to reach desired states through appropriate control
grids has fundamentally transformed grid management. This is enabled inputs, while observability involves accurately monitoring and inter-

by technologies such as Wide Area Monitoring Systems (WAMS), au- preting system states (Kalman, 1968; Kreindler and Sarachik, 1964).
tomated demand response, and real-time optimization (Ashok et al.,

2017; Adhikari et al., 2017). As a result, such advancements allow for
sub-second control decisions, dynamic topology reconfiguration, and

predictive maintenance capabilities that were not achievable in legacy . . . .
. L e tain stable and reliable operation. In particular, these measures cannot
systems. However, this integration introduces new vulnerabilities in

industrial control environments exemplified by the Ukraine attacks in accoun.t.for h0\'/v particular cyber z?ttacks imptact controllability and ob-
December 2015 and February 2016 (Lee et al., 2016). Cyber-Physical servability, which are key properties that define whether operators can

Conventional IT controls such as encryption and authentication miti-
gate unauthorized access and tampering. However, they fail to quantify
or reveal how successful intrusions affect the system’s ability to main-

Systems (CPSs) bring together components from the physical and cy- accurately assess system states and take corrective control actions. This
ber world. However, an attacker can exploit the complex interactions gap leaves system operators with limited tools for real-time assessment
between these different components. This could lead to serious conse- of cyber threats’ effects on power systems, crucial for implementing
quences, such as power outages, equipment damage, and substantial effective countermeasures.

financial loss.
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The security landscape of the modern power grid is becoming
increasingly complex due to the proliferation of Internet-of-Things (IoT)
devices and Distributed Energy Resources (DERs) (Bedi et al., 2018).
Key components such as smart meters and smart inverters are now
integrated into the grid to enable automated grid-support functions
and advanced control schemes. While these advancements boost grid
operations, they simultaneously introduce new and significant cyber
attack vectors. Cyber attacks on these devices can obscure the true
state of the system or mislead operators, severely impacting both
controllability and observability.

Prior research has focused on isolated aspects of cyber—physical se-
curity, such as Intrusion Detection Systems (IDSs) that process network
traffic or physical data for situational awareness. While these aspects
are essential, they lack a quantitative framework for understanding
the interplay between cyber threats and CPS dynamic properties. For
instance, Li et al. (2017) highlight conditions under which a system
can remain controllable and observable under adversarial attacks but
do not provide metrics quantifying these impacts on the electric grid.
Similarly, Jacobs et al. (2020) propose a graph-theoretic approach to
achieving cyber—physical observability but employ binary observability
assessment that cannot capture the progressive degradation we observe
in real attacks.Their work does not quantify how Indicators of Compro-
mise (IoCs) translate into measurable reductions in controllability and
observability.

To bridge these gaps, this research aims to develop metrics that
quantitatively assess the impact of cyber-attacks compromise on the
controllability and observability of cyber—physical power systems. Our
novel approach combines cyber security indicators with power system
dynamics, providing a holistic framework for threat assessment. In this
paper, therefore, we focus on how each indicator in the attack chain
affects these system properties with the goal of enhancing situational
awareness during ongoing attacks and improving operators’ ability to
respond effectively by answering the following research questions:

RQ1: How can we develop metrics that accurately quantify the
IoC-driven impact on the controllability and observability of
cyber-physical power systems, thereby enabling operators to
better understand and respond to ongoing cyber threats?

RQ2: How can we quantify the progressive degradation of sys-
tem controllability and observability under coordinated cyber—
physical attacks, and identify the most critical system elements
whose compromise leads to maximal operational disruption?

In summary, we make the following contributions.

+ We develop a novel set of quantitative indices, including Sys-
tem Control Reach Coverage (SCRC), Structural Controllability
Index (SCI), Structural Observability Margin (SOM), and Substa-
tion Observability Score (SOSub). Together, these indices capture
the degradation of controllability and observability under cyber—
physical attacks. They integrate control-theoretic sensitivity anal-
ysis with graph-theoretic and measurement-based observability
formulations.

We introduce a systematic methodology for mapping IoCs to
operational impacts on power system dynamics. By aligning IoCs
with MITRE ATT&CK techniques and associating them with in-
dex degradation patterns, we enable real-time threat assessment
grounded in system behavior.

We present an integrated cyber—physical security co-simulator
tool to model and evaluate the impact of three attack scenar-
ios: False Command Injection (FCI), Load Redistribution (LR),'

1 Note that while Load Redistribution attacks are often classified as a subset
of FDI in the literature, we distinguish between attacks that manipulate control
setpoints to cause actual physical load changes (LR) and those that only
corrupt measurement data without altering the physical system state (FDI),
as each produces distinct operational impacts requiring different mitigation
strategies.
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and False Data Injection (FDI). This setup captures the inter-
dependencies between cyber-layer intrusions and physical-layer
impact.

Through extensive simulation, we demonstrate how coordinated
attacks induce cascading degradation in both control authority
and measurement integrity. Our results reveal that even localized
attacks can lead to system-wide observability fragmentation, volt-
age violations, and loss of control reach, which remain undetected
by conventional security mechanisms.

2. Related work

There are only a few works available in the literature assessing
controllability and observability from cyber-attacks points of view.
The importance of situational awareness in cyber threats cannot be
overstated (Asiri et al., 2025). Kholidy discusses how attackers often
use automated tools to exploit vulnerabilities, necessitating a robust
situational awareness framework for detecting and responding to evolv-
ing threats (Kholidy, 2021). This aligns with the findings of Nafees
et al. (2023), who similarly advocate for integrating cyber—physical
situational awareness metrics with power system indicators to improve
security. However, these works primarily focus on detection frame-
works without quantifying how cyber threats degrade controllability
and observability metrics.

To accurately assess the security and resilience of power systems, it
is crucial to evaluate how cyber threats affect the controllability and
observability of the integrated cyber—physical system. This assessment
should include a comprehensive evaluation of how cyber-attack com-
promises impact both the communication networks and the physical
power infrastructure, rather than examining them separately. Recent
security-focused studies have begun addressing this need. Abbaspour
et al. (2019) examine resilient control design under false data injection
attacks, using Luenberger observers combined with neural networks
for anomaly detection. While their approach demonstrates how False
Data Injection (FDI) attacks degrade system observability through com-
promised measurements, it provides detection accuracy metrics rather
than continuous quantification of observability degradation. Similarly,
another work (Syrmakesis and Hatziargyriou, 2024) categorize cyber
resilience methods against FDI attacks but primarily offers qualita-
tive frameworks rather than quantitative controllability/observability
metrics under varying threat intensities.

Other security-aware approaches include Taha et al. (2016), who
discuss risk mitigation strategies that maintain observability through
secure measurements, particularly in scenarios where data integrity is
compromised. Additionally, other works have shown that false data
injection attacks can significantly undermine the observability of power
systems, requiring robust countermeasures to identify and mitigate
such vulnerabilities (Bae et al., 2017; Xie et al., 2021). However,
these works focus on binary assessment (attack/no-attack) rather than
quantifying the progressive degradation of system controllability and
observability as attacks evolve.

In contrast, traditional controllability and observability studies as-
sume benign operating conditions without considering cyber threats.
These studies define observability and controllability metrics that are
tailored to power system oscillations. Zhao et al. (2023) introduce
Mode Comprehensive Observability Metric (MCOM) and Mode Com-
prehensive Controllability Metric (MCCM) using Frobenius norm-based
quantification, providing sophisticated mathematical frameworks for
oscillation analysis. These metrics play a crucial role in measuring
the system’s ability to effectively respond to disturbances and up-
hold stability across different scenarios but assume perfect measure-
ments and no adversarial interference. Similarly, Sun et al. (2022)
analyze robust structural controllability using zero-forcing set theory
and graph-theoretic approaches. They provide only binary structural
analysis without considering measurement integrity or communication
vulnerabilities.
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Fig. 1. Power system model with a control center and multiple substations.

Traditional observability analysis extensively focuses on Weighted
Least Squares (WLS) state estimation and optimal Phasor Measure-
ment Unit (PMU) placement using Integer Linear Programming (ILP)
approaches (Wang et al., 2019; Raju and Kumar, 2016). While these
methods optimize system performance, they assume measurement re-
liability and do not account for adversarial data manipulation. The
System Observability Redundancy Index (SORI) provides reliability
assessment but lacks quantitative metrics for observability degradation
under cyber threats (Awon et al., 2018).

Our work addresses this critical gap by developing IoC-based quanti-
tative metrics that provide continuous assessment of controllability and
observability degradation under cyber-attacks. Unlike existing binary
detection methods or traditional non-security-aware frameworks, our
approach quantifies how specific IoCs progressively degrade system
controllability and observability indexes and metrics in order to help
operators to assess system degradation in real-time as attacks evolve.

3. System and attack model

In this section, we explain the details of the system and attack model
for this work.

3.1. System model

We present a cyber—physical power transmission system designed
to monitor and control electrical power flow across a network of
transmission substations. Fig. 1 illustrates the system, which consists
of three primary layers: a centralized control center, an intermediate
communication network, and multiple transmission substations.

The control center serves as the operational hub, housing the
SCADA master station that collects telemetry data and issues con-
trol commands to field devices. The SCADA system integrates with a
Human-Machine Interface (HMI) to provide operators with real-time
visualization and control capabilities of the power grid status. The com-
munication infrastructure provides the data exchange layer between
the control center and substations, utilizing industrial protocols for
command and data transmission. This network layer incorporates se-
curity mechanisms, including firewalls and intrusion detection systems,
to protect against cyber threats.

Each substation operates as a local monitoring and control node
within a hierarchical framework. At the highest level, a Programmable
Logic Controller (PLC) serves as the substation automation controller,
aggregating data from downstream devices. At the bay level, Remote
Terminal Units (RTUs) and protective relays collect system status in-
formation and supervise operations. These components interface with
the process level, comprising physical devices such as circuit break-
ers, generators, and transmission lines. Circuit breakers operate as
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binary-state components, while generators and line flows are monitored
through analogue signals. Protective relays control circuit breakers to
isolate faulty circuits, transmitting status data through the RTUs to the
substation automation controller for further processing.

Within the control center, the SCADA master continuously polls
substation controllers to maintain a comprehensive view of the grid’s
status, including circuit breaker positions, generator outputs, and trans-
mission line loadings. The system operates on industrial communication
protocols, with Modbus being a prevalent protocol for master-slave
communication between the control center and field devices. In a real-
world scenario, this communication takes place over either an insecure
network or a Virtual Private Network (VPN), creating opportunities
for adversaries to manipulate data at the substation level. The control
center implements protection logic through its control instructions, au-
tomatically triggering circuit breakers when faults are detected, thereby
enhancing system reliability.

Steady-State Control Loop Model: We model supervisory control as a
steady-state setpoint-to-state loop. Let N denote the number of buses.
Let x := [0"VT]T € R* denote the power-flow state, where 6 €
RN and ¥V € RN are the bus voltage angles and magnitudes, re-
spectively, and n, = 2N — 1 after fixing a reference angle. Let u =
[Pyen,1» Pgen2s -+ ,Pgen,,,g]T denote the vector of generator active-power
setpoints, where n, is the number of generators and j € {1,...,n,} in-
dexes generators. Let d denote exogenous demand (active and reactive
loads). The steady-state operating point is defined by the AC power-
flow equations, written compactly as g(x,u,d) = 0, where g(-) stacks
the nodal active- and reactive-power balance constraints. Let P € RV
and Q € RN denote the vectors of nodal net active- and reactive-
power injections, respectively. Around a converged solution (6%, V*),
small perturbations satisfy:

4Pl _ [40 J oP/06 OP/oV 491 _ -1 [AP
AQ| T T AV |’ “ loQ/o0  0Q/0V (gw*)’ AV 40|

Here, AP and AQ represent nodal net-injection perturbations at the
operating point. Under supervisory setpoint actions with fixed demand
(4d = 0), the perturbation is induced by Au through active-power
injection changes at generator buses, so AP is the bus-wise injection
change associated with Au (with zero entries at non-generator buses),
and AQ is zero for the setpoint action itself. This establishes an explicit
analytical mapping from setpoint changes to (46, 4V) via the inverse
Jacobian.

A setpoint change 4u; at generator j induces Jacobian-based sen-
sitivities 0V;/0Pyep; for bus voltages and dF, /0Py, ; for branch real-
power flows F, = f,(0,V); these quantify the steady-state control
influence of u on the controlled variables (V, F).

Actuation and communication are represented at the supervisory
layer by authenticated dispatch of u to field devices. Cyber events that
remove, delay, or alter specific actuation paths are modeled as reduc-
tions of the effective control set and modifications to the corresponding
sensitivities; no dynamic frequency-control mechanisms are invoked in
this formulation.

Measurements follow z = h(x)+v, where z € R™ is the measurement
vector, x € R"r is the system state vector containing bus voltage
magnitudes and phase angles, h(-) is the nonlinear mapping that relates
system states to expected measurements based on network topology
and parameters, and v € R” is the measurement noise vector. The lin-
earized estimator uses H = dh/dx evaluated at (6*, V*). Observability
at the operating point requires rank(H) = n, after fixing a reference
angle; if the network partitions into I observable islands, each island
requires its own reference to ensure a well-posed estimation problem.

3.2. Threat model
Adversary Profile and Access Vector. The adversary attempts to dis-

rupt the stability and operation of a cyber—physical smart grid system.
Their goal is to compromise the system’s ability to accurately monitor
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and control power distribution by exploiting vulnerabilities in com-
munication channels and control mechanisms. Operating externally,
they gain unauthorized access through methods such as exploiting
weak authentication, breaching VPNs, or intercepting data exchanges
between the control center and substations. Once inside, the attacker
can issue false commands, alter operational settings, or manipulate
measurement data to mislead operators and destabilize the power grid.

Adversary’s Objectives and Capabilities. We assume the adversary
can carry out attacks with different levels of sophistication. The at-
tacker can gather information about the system’s architecture, identify
critical components, and analyze communication patterns by leveraging
network reconnaissance techniques such as passive packet sniffing and
active scanning. This information can be used later to map control
system assets and formulate targeted attack strategies. Moreover, the
adversary can take advantage of the Modbus/TCP protocol, which
lacks authentication mechanisms and encryption. They can modify
control commands as they wish between the control center and sub-
stations (Lopez-Morales et al., 2024). We can envision that an adver-
sary has high technical capabilities that enable them to craft control
messages that resemble legitimate SCADA commands, making them
difficult to detect.

Adversary’s Knowledge and Attack Progression. The adversary op-
erates with evolving knowledge of both network and power system
topologies, which expands progressively during attack execution. Be-
ginning with limited visibility, they exploit initial access to conduct
reconnaissance, map system architecture, and escalate privileges. This
phase reveals critical operational data, including SCADA command
structures and PLC addressing schemes essential for logic implementa-
tion. Accessibility evolves from external network penetration to internal
system control, ultimately enabling the injection of malicious com-
mands and modification of data using legitimate system credentials.
These actions are blended with normal operations, delaying detection
until physical anomalies emerge in the power system.

We selected three attack scenarios based on their documented ef-
fectiveness in real-world incidents and their distinct impacts on system
controllability and observability. These attacks represent critical vul-
nerabilities identified in modern power grids that can cascade into
widespread physical failures. In the first attack scenario (a), the ad-
versary targets the direct control pathway by sending unauthorized
commands to open circuit breakers at critical generators. This attack
vector gained prominence following the 2015 Ukraine incident where
adversaries manually opened breakers, causing immediate loss of gen-
eration capacity that affected 225,000 customers (Liang et al., 2016).
If this attack is successful, potential impacts include power imbalances
triggering under-frequency load shedding and voltage instability prop-
agating through interconnected buses (Ju et al., 2017). Additionally,
there is a risk of potential generator damage from out-of-step conditions
if re-synchronization is attempted without proper procedures.

In the second attack scenario (b), the adversary conducts load
manipulation by altering setpoints within the SCADA database, causing
artificial load variations that stress transmission lines and generators
beyond operational limits. Unlike general FDI attacks that only falsify
measurement data, such an attack represents a structured form of FDI
that maintains total system load while creating localized stress concen-
trations that can cause line outages or even cascading failures (Xiang
et al., 2016). In the third attack scenario (c), the adversary executes
false data injection by altering measurement values from substation
PLCs. The adversary aims to corrupt the observability foundation re-
quired for secure operation by presenting misleading system states
to operators while concealing developing instabilities in the physical
power system. An attack of this nature directly threatens the control
and safety mechanisms of the system. Operators might take incorrect
actions, like curtailing generation when it is desperately needed, due
to receiving false system data (Abbaspour et al.,, 2019). Similarly,
protection systems, relying on corrupted information, could either trip
unnecessarily or fail to engage during genuine threats.
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4. Our approach

In this section, we present our approach as depicted in Fig. 2,
discuss specific use cases for this work, identify potential indicators,
and outline how our metrics cover different stages of an attack.

Controllability in CPS refers to the ability of the system operator to
influence the state of the power grid through control actions, under
the joint constraints imposed by both physical dynamics and the cyber-
layer infrastructure. While classical control theory uses the Kalman
rank condition to assess whether a system’s state can be driven to any
desired configuration through a sequence of valid control inputs (Guo
et al., 2017), this assumes flawless execution of commands. In real-
world CPS operations, controllability is additionally constrained by the
security, reliability, and latency of communication networks and actu-
ators. Cyber threats, including Denial-of-Service (DoS), malicious com-
mand injection, and unauthorized access, can degrade or delay control
actions. Thus, a system that is theoretically controllable may become
practically uncontrollable in adversarial environments, necessitating a
definition that integrates both physical and cyber considerations (Li
et al., 2024; Ge et al., 2023).

Using the state vector x and the generator control vector u as
defined in Section 3.1, we formalize steady-state controllability through
sensitivity analysis. We define the set of controlled quantities Q =
{41.9, ..., 4,4 }> Where the first n elements correspond to bus voltage
magnitudes V; for i € N = {1,2,...,n} (the set of buses), and the
remaining m elements correspond to branch power flows F, for e €
E = {1,2,...,m} (the set of branches). For notational simplicity, we use
a unified index i € {1,2,...,n+ m} to refer to any controlled quantity
g;- The generator set is denoted G = {1,2,...,n,}, with j € G indexing
individual generators.

The relationship between generator setpoints and these controlled
quantities is characterized through sensitivities evaluated at the steady-
state operating point (0*, V*). The sensitivities of the controlled quanti-
ties with respect to the generator setpoints are expressed as
0q;/0u; | g y+), where u; denotes the jth element of the control vector u
(i.€., Pgen;)- Given fixed thresholds ), = 0.01 pu/MW for bus voltages
and e = 0.05MW/MW for branch flows, we define the indicator
variable:

i

Uuj

0, otherwise.

1, if max
5 = J

i

> g,

where ¢ equals ¢, for voltage quantities and ¢, for flow quantities.
In words, this indicator determines whether controlled quantity i can
be sufficiently influenced by at least one generator. If the maximum
sensitivity across all generators exceeds the threshold, the element is
deemed controllable (5; = 1); otherwise, it lacks adequate control
authority (6; = 0). Finally, the steady-state control coverage is defined
as

_ 2w §;

2w |
which quantifies the fraction of electrically weighted elements that
remain responsive to admissible setpoint actions under cyber and com-
munication constraints, where w; represents the electrical importance
of element i.

It is important to distinguish our approach from traditional control-
lability metrics such as the Kalman rank condition, which are designed
for dynamical systems with state-space representations x = Ax + Bu. In
contrast, supervisory control of power systems is primarily concerned
with maintaining steady-state equilibrium points. Our framework eval-
uates whether generator setpoints can influence bus voltages and line
flows to keep the system within operational limits. By using sensitivities
derived from algebraic power-flow equations, this approach directly
captures steady-state control authority and provides a practical basis
for the controllability assessment framework presented in this paper.

K
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Fig. 2. Overview of our approach.

Observability, on the other hand, refers to the ability to infer the
internal state of the power system from available sensor measure-
ments (Cheng et al., 2024), accounting not only for the spatial dis-
tribution of sensors but also for the integrity and security of the
data they provide. In classical control theory, observability is de-
termined by the ability to reconstruct state variables from output
measurements, typically assessed using the rank condition of the ob-
servability matrix (Moore, 1981). In traditional power systems, this
concept is operationalized through the strategic placement of Phasor
Measurement Units (PMUs) and SCADA sensors. However, in a cyber—
physical environment, true observability is further compromised by
cyber threats such as false data injection, communication delays, and
sensor tampering. These threats can lead to incomplete or corrupted
state information, meaning that even a mathematically observable sys-
tem may become partially or fully unobservable in practice. Therefore,
the definition must integrate both the sufficiency of measurement data
and the trustworthiness of sensor outputs under adversarial conditions,
with considerations for dynamic degradation and recovery of measure-
ment integrity. The measurement model in Section 3.1 is augmented
with an attack vector as follows:

z=h(x)+v+a

where a € R™ represents the attack vector containing false data injected
by adversaries. The linearized estimator uses the Jacobian matrix H =
0h/ox evaluated at the operating point (6%, V*).

After fixing a reference angle, global observability at the operating
point requires rank(H) = n,, with n, = 2N — 1 for an N-bus system.
Topological changes or measurement loss can partition the network
into I observable islands, where I is the number of such islands, and
each island requires an independent angular reference. Let mqg; denote
the effective number of usable measurements after bad-data detection
and validation, that is, the count of measurements deemed trustworthy
once corrupted or suspicious data are removed. The minimum usable-
measurement count required for full observability across I islands is
n,+(I—1). For substation-level assessment, consider a substation j with
local state variables (6;,V;) and corresponding sub-Jacobian matrix H;.
H; is formed by selecting from H the columns associated with these
states. Since each substation has n; = 2 state variables (6, and V), local

rank(H ;)
—— ) e

observability requires rank(H;) = n;. The normalized ratio

J* n;
[0, 1] serves as a measure of the local state estimation capability, where

a value of 1 indicates full observability of the substation states.
4.1. Identify IoCs based on use case scenarios

An adversary can perform various cyber attacks targeting critical
components of the power system through various attack vectors. These
scenarios demonstrate different approaches where attackers, with vary-
ing levels of system knowledge, can compromise system operations
through the control center system and PLC devices. The attacks range
from direct malicious command injection to subtle data manipulation,
each with distinct impacts on system controllability and observability.
We discuss three specific scenarios in the remainder of this section.
The scenarios studied here are implemented as malicious modifications
to actuation and measurement pathways and are evaluated through
their operational consequences on controllability and observability. The
proposed indices quantify the resulting degradation in control authority
and measurement integrity. They do not, by themselves, attribute

whether the initiating cause is a remote cyber intrusion or an insider
issuing equivalent actions through authorized interfaces. In operational
deployments, provenance is established by correlating the observed
degradation with cyber evidence available from the OT infrastructure.
Our work focuses on impact quantification once the affected commands
or measurements have been identified.

Use Case 1: An adversary aims to disrupt the power system by performing
a false command injection attack targeting circuit breaker operations at
critical generators. The attacker has gained unauthorized access to the
network but lacks complete system knowledge. If an adversary targets a
command from a malicious source, such as a fabricated command to detach
a generator, the IDS will be able to detect the command and prevent its
execution on the power system. By exploiting vulnerabilities in the com-
munication protocols between the master PLC and the outstation device,
the adversary sends malicious commands to open the circuit breakers of
two critical generators in the system. Prior to issuing these commands, the
attacker identifies critical communication paths and asset dependencies by
mapping the SCADA environment. The attacker has two options to achieve
this. First, they can sniff the communication and access detailed system
configuration files from the targeted controller, which provide insights into
address schemes and control logic. This enables the attacker to map observed
network traffic to specific devices and functions. Second, the adversary can
compromise the SCADA system to gain full control and complete knowledge.

Use Case Steps. ® The attack begins when the adversary gains access
to the target network through a VPN, exploiting weak authentication
or using stolen credentials. Once inside, ® they harvest credentials
from the engineering workstation and map the network to identify
critical assets, including SCADA systems and PLCs. With a clear un-
derstanding of system dependencies established, ® the attacker sends a
legitimate-looking Modbus/TCP packet to open the circuit breaker. @
The master PLC executes the command, disconnecting a targeted gen-
erator from the power grid. ® Then, the control center logs the status
change without immediate anomaly detection. ® The power system
subsequently exhibits power flow imbalances and system instability.
Moreover, voltage instabilities rapidly spread across the network. This
forces other generators into sudden, compensatory adjustments and
exacerbates operational imbalances within the power system.

Use Case 2: An adversary seeks to destabilize the power system by
altering load distribution across selected substations to cause operational
stress without changing the total system load. The attacker has gained
unauthorized access to the HMI and modified load set points without
operator awareness.

Use Case Steps. Initially, the attacker follows the same preliminary
steps @ and ® as described in use case 1. ® Next, they identify and
monitor load set points within the SCADA database, collecting critical
operational data to prepare for the manipulation. Their goal here is
to select specific load buses to increase or decrease demand in a way
that shifts power flows toward less redundant parts of the network.
® Then, using the acquired insights, the attacker modifies the load
set points and propagates the altered values to the outstation PLCs. @
As a result, generators and transmission lines experience stress due to
unexpected load variations. Such targeted adjustments incrementally
redirect power flows toward constrained network segments. The system
operates beyond its stability limits and accumulates stress, which can
lead to localized overload conditions and eventual equipment failure.

Use Case 3: An adversary executes a false data injection attack by
compromising sensor measurements to deceive operators and disrupt power



M. Asiri et al.

Table 1

Summary of IoCs and mapped MITRE ATT&CK techniques used in attack scenarios.
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Attack scenario Layer Indicators MITRE ATT&CK technique Technique ID
«Unauthorized access attempts detected on Exploitation of Remote T0866
Engineer workstation (IoC-A;) Services
«Unauthorized login with valid credentials Valid Accounts T0859
on SCADA (IoC-Aj)
«Unusual port scanning or network Network Connection T0840, T0842
reconnaissance activities (IoC-A3) Enumeration, Network Sniffing
Cyber «SCADA logs indicate a command to open Unauthorized Command T0855, T0836
the circuit breaker that was not initiated by Message, Modify Parameter
an authorized operator (IoC-A,)
Scenario 1 eIncreased frequency of Modbus/TCP Denial of Control T0813
commands in a short time frame (JoC-A;)
«Modbus function codes that are not Unauthorized Command T0855
typically used for regular operations or Message
unexpected (IoC-Ag)
«Sudden loss of generation capacity from Loss of Availability , T0826, T0831
the disconnected generator (IoC-A,) Manipulation of Control
«Voltage and frequency deviations exceeding Manipulation of Control, T0831, T0836
Physical normal operational limits (IoC-Ag) Modify Parameter
«Generators unexpectedly ramp up to Manipulation of Control T0831
compensate for the lost capacity (IoC-Ay)
«Unauthorized modifications to setpoint Manipulation of Control, T0831, T0836
values in the control center (IoC-B;) Modify Parameter
eIncreased data traffic between the control Denial of Service T0814
Cyber center and field devices (IoC-B,)
«Abnormal frequency of control commands Denial of Control T0813
issued from the control center to outstation
Scenario 2 devices (IoC-B;)
«Imbalanced load distribution across grid Manipulation of Control T0831
areas (IoC-By)
Physical «Transmission line overloads, risking Manipulation of Control T0831
physical damage (IoC-Bs)
«Anomalous power flow patterns Manipulation of Control T0831
inconsistent with operational norms (IoC-Bg)
«Anomalous Modbus/TCP traffic with Unauthorized Command T0855
unexpected function codes (IoC-C;) Message
«Discrepancies between redundant sensor Manipulation of View T0832
Cyber measurements and expected values (IoC-C,)
«Inconsistent data timestamps across devices Spoof Reporting Message T0856
(IoC-C3)
«Unusual delays or losses in data Denial of Service, Loss of T0814, T0829
transmission between devices (IoC-C,) View, Impair Process Control
Scenario 3 «Anomalies in power flow measurements Manipulation of Control T0831
inconsistent with operational conditions
(IoC-C5)
Physical «Frequency deviations or oscillatory Manipulation of Control T0831
behavior in the grid (IoC-Cy)
«Overheating or mechanical stress in Manipulation of Control T0831

transformers or lines (IoC-C,)

system stability. Targeting outstation PLCs, the attacker injects falsified
data into the control stream, undermining system observability and control
accuracy.

Use Case Steps. ® and ® same as in use case 1. ® The attacker then
conducts network enumeration to identify outstation PLCs responsible
for transmitting generator output and substation voltage data to the
SCADA system. @ Leveraging this position, the attacker injects falsified
sensor readings and control signals into the SCADA stream, which
is designed to reflect normal operating conditions even when critical
components are offline. ® The operator relies on the manipulated
SCADA display and remains unaware of the generator’s actual offline
state. As a consequence, no corrective actions occur. The system then
operates under false assumptions. This allows underlying instabilities
to persist and potentially escalate. Table 1 provides a comprehensive
mapping of the cyber and physical indicators identified in each attack
scenario to their corresponding MITRE ATT&CK technique identifiers.

4.2. Metric definitions and computation

In this work, several indices have been developed to quantify
the degradation of controllability and observability in cyber—physical

power systems under attack. Such indices are composed of metrics
derived from power system principles as sub-components. By using
these indices, the continuous quantification of system degradation has
been meaningful toward providing operators with actionable thresh-
olds for intervention, transforming previously undetectable progressive
attacks into measurable degradation patterns with specific response
triggers before cascading failures occur. All indices are derived from
steady-state linearizations of the AC power-flow equations and the
measurement model. Specifically, we use the control-to-state sensitivity

matrix ¥ = 3% , which captures the influence of generator setpoints
J

on system states, and the measurement Jacobian H = %, which charac-
terizes the relationship between system states and sensor outputs. These
matrices form the analytical foundation for the metrics defined below.
To ensure consistent interpretation, the indices here are steady-state,
operational surrogates of controllability and observability rather than
dynamic state-space tests.

At the solved operating point, ground truth denotes the ability to
realize a minimum, bounded change in a designated quantity ¢; €
{V;, F,} without violating steady-state network constraints. Let u denote
the admissible set of generator set-point changes defined by operating
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limits, and use the sensitivity matrix Y. For element i, we implement a
local operational criterion by testing max; ¢y |d¢;/du; | against materially
relevant thresholds and then aggregating element-level decisions with
the electrical-importance weights used in this work.

4.2.1. System Control Reach Coverage (SCRC)

In power systems, the fundamental question during cyber attacks is:
can operators still control critical infrastructure? SCRC index addresses
this by measuring how many system elements remain responsive to
available control inputs, providing a quantitative answer to whether
sufficient control authority exists to maintain stability. SCRC quantifies
the extent to which control inputs in a power system can effectively in-
fluence critical system elements. We evaluate steady-state control reach

from the sensitivities dqf in %, aggregating element-wise influence tests

ou;
into a normalized, elec/trically weighted coverage. Formally, SCRC is

defined as:
) 5.

SCRC = ZIEN W;o;
Tien Wi

where:

» N represents the set of system elements (buses and branches)
+ w; is the electrical significance weight of element i
+ §; is the controllability indicator for element i

For each element i € N, the controllability indicator §; is determined
by:

. 0x;
1, if maneG E > €

5 =

1
0, otherwise

where:

» G denotes the set of generator buses

* u; represents the control input from generator j

« x; represents the state variable of element i (voltage magnitude
V; for buses or real power flow F, for branches)

+ ¢ denotes the sensitivity threshold, specifically ¢, = 0.01 pu/MW
for voltage sensitivities and ¢ = 0.05 MW/MW for flow sen-
sitivities. Where MW/MW represent a dimensionless ratio that
quantifies the change in branch real-power flow (MW) per unit
change in generator real-power injection (MW). These thresholds
are informed by industry practices and technical literature (Pow-
erWorld Corporation, 2025; Arefifar et al., 2016; Xu et al., 2023;
Davis and Overbye, 2010).

The electrical significance weight w; captures the operational impor-
tance of element i and can be formulated as:

w; = f(Load,, Centrality,, VoltageLevel,)
Common weighting schemes include:
1. Uniform weighting: w,; = 1

2. Load-based weighting: w; = max(Load;,0.1) for bus i € N
3. Flow-based weighting: w; = max(|F,|,0.1) for branch e € £

The sensitivity % quantifies the response of state variable x; to a
. A .

marginal change in control input u. For each system element, we

compute:

+ For buses: d(;i - voltage sensitivity to generator output change
en

« For branches: -2« — flow sensitivity to generator output change

gen

The maximum absolute sensitivity across all available control inputs
determines controllability:

ox;

max
du 5

JEG
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The SCRC yields values ranging from 0 to 1. When the value is close to
1, it reflects a system with high controllability. In such cases, most of
the elements that carry significant weight respond well to the available
control actions. On the other hand, a value near O indicates poor
controllability. This suggests that even the most critical elements in the
system exhibit little or no response to control inputs.

4.2.2. Structural Controllability Index (SCI)

While SCRC reveals whether control inputs can influence system
elements, it does not capture whether the control paths themselves are
viable under stressed conditions. SCI fills this gap by evaluating both
the existence of control paths and their operational quality, recognizing
that cyber attacks often leave systems connected but operating beyond
safe limits. The SCI is designed to quantify the extent to which critical
control points in a power system remain interconnected and operate
within desired power flow parameters. It reflects the system’s ability
to maintain controllability by measuring the impact of such indicators
on system connectivity and power flow integrity. To achieve this, we
designed the index by integrating two critical dimensions: structural
connectivity and operational stability. In structural connectivity, we ex-
amine whether critical control points remain connected through viable
and redundant pathways. On the other hand, we assess whether these
pathways are functioning effectively by maintaining stable flows and
voltages through the operational stability component. In a steady-state
loop, SCI reflects the conditions under which setpoint perturbations
propagate effectively through the network, with congestion and voltage
violations reducing the practical effect of sensitivities in X. The follow-
ing subsections describe each component in detail before presenting the
combined SCI formulation.

Structural Connectivity Component: For the structural connectiv-
ity component .S, we need to evaluate the robustness of connections
between critical control points C. The set C represents the
critical control points whose interconnection is essential for maintain-
ing system controllability. These points are identified based on their
operational importance and vulnerability. Thus, We can express C as:

C=C,uCuUC,uC,

where C, represents generator buses, C; denotes high-load buses (top
20% by demand), C, comprises high-centrality buses (80th percentile of
betweenness centrality), and C, includes voltage-critical buses (voltage
magnitude below 0.95 p.u.). These critical thresholds are defined em-
pirically based on referential scenarios as in Yan et al. (2014), Eppstein
and Hines (2012). We model the power system as an undirected graph:

=8

where ¥V = {1,2,...,n} denotes the set of buses and & = {(i,j)|i,j €
V,i # j} comprises the set of transmission lines and transformers.
Before evaluating connectivity, we assess the quality of each branch
using the loading ratio:

/(P:mt)z + (Q:;ct)z

~ LineLimMVA, + ¢

where PeaCt and Q?Ct are the branch’s active (MW) and reactive (MVar)
power flows, LineLimMVA, is its MVA rating, and ¢ is a small positive
constant included to prevent division by zero. We then assign a discrete
quality score g, based on p,.

Pe

1.0, p, < 1.0 Normal operation

0.8, 1.0<p, <12 Moderate overloading
9. =40.6,

0.3, p,> 1.5 Critical overloading

1.2 < p, < 1.5 Heavily overloading

0.0, branch out of service or disconnected

For transformer branches with p, > 1.0, an additional 5% penalty
is applied: g, < 0.95 - q,, to reflect their more stringent operational
constraints (Choi and Moon, 2009).
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For each critical-bus pair {i, j} C C, we need to assess the resilience
of control pathways under adversarial conditions in which attackers
strategically target high-value links. Traditional graph-theoretic meth-
ods typically use shortest path algorithms to minimize communication
latency or Euclidean distance. However, in a CPS context under attack,
these shortest paths often pass through critical bottlenecks. When such
bottlenecks are compromised, all control between the nodes can be lost.
In addition, power flow physics imposes branch thermal limits. This
means that a viable path must not only exist but must also support
sufficient capacity.

To address these constraints, we use disjoint widest paths instead
of shortest paths. Power system control requires both redundancy and
capacity. Disjoint paths provide alternative routes if primary ones are
compromised, and path width reflects the actual power transfer capa-
bility needed during emergencies. To assess the robustness of control
pathways, we consider not just a single route but up to K independent
routes between critical points. These routes are required to be disjoint.
This requirement ensures that if an outage or cyber-attack disrupts
one pathway, alternative pathways remain available. Each route is
evaluated based on its weakest link (bottleneck quality), which reflects
the limiting capacity along that path.

The process first identifies the most reliable available pathway and
evaluates its bottleneck quality. Then, it searches for additional non-
overlapping pathways to capture redundancy. By repeating this process
up to K times, the method quantifies both whether a connection exists
and the diversity and strength of alternative routes. The resulting
pairwise connectivity score, Q;;, represents the maximum bottleneck
quality across the K identified routes. This score provides a measure
of both pathway redundancy and overall control delivery capacity.
Algorithm 1 summarizes the formal procedure used to compute Q;;.

Algorithm 1: Edge-Disjoint Widest Paths for Connectivity Score
Qij
Input: Graph G = (V, £), critical-bus pair {i, j} C C, maximum paths K
Output: Pairwise connectivity score Q;;

1 Annotate every branch ¢ € € with its quality g,;

2 Initialize G, = G;

3 for k=1to K do

4 Compute the maximum-spanning tree MST, of G,_; using
edge-weights g,;

5 Let (i, j) be the unique path between i and j in MST,;

6 if no path exists then

7 ‘ break;

8 end

9 Define bottleneck quality f; = min,e, ), 4¢3

10 Remove one branch achieving g, from G,_, to form G,;

11 end

12 Set the pairwise connectivity score Q, ;= max, gk By
13 return Q

i

Summing Q;; across all critical pairs yields the connectedness
metric N, to capture system-wide control capability rather than
isolated path quality:

N, cc = Z Qi j

i,jeCi<j
The connectedness metric N, is then normalized by the total number
of critical pairs, N,. = ("2‘), where n, = |C|, to compute the structural
connectivity score S:

S = % e [0,1].
tc

This score is bounded within [0, 1], which ensures consistent inter-
pretation across systems of varying sizes and enables percentage-based
degradation assessment. Here, S — 1 indicates robust structural redun-
dancy, while .S — 0 signals fragmented critical-point connectivity.

Operational Stability Component: While the structural dimension
assesses topology, operational stability is measured by deviations from
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expected power flows. Modern power systems experience fluctuations
due to load variations, renewable intermittency, or contingencies. How-
ever, excessive deviations compromise controllability (Bessa et al.,
2019).

To quantify branch-level deviations from baseline power flows, each
branch e is assigned a weight w, = |Pebasel + ¢, where ¢ > 0 ensures
numerical stability for lightly loaded branches.

The weighted mean deviation A4P,.,, aggregates discrepan-
cies between actual (Pf“) and baseline (Pebase) flows:

act _ pbase
P e P e

ZZEE W,
Zeeé‘ W,

This metric prioritizes deviations in heavily loaded branches, as
they pose greater risks to grid stability. The deviation factor D is then
normalized against the total actual power flow, P = X, | P2%:
APmean

Protal

D — 1 implies minimal deviation (operational consistency), while
D — 0 reflects significant divergence from baseline expectations. While
S captures the presence of structural connectivity, it does not quantify
the operational robustness of the resulting paths. To incorporate con-
nection quality, we compute the average branch quality factor, denoted
by:

1
Qavg = E Z de

eef

AP, =

mean

D=1-

We then scale the structural score to obtain an adjusted connectivity
measure.

Sadj =S5x Qavg

This adjustment penalizes networks in which connectivity exists but
is supported by branches with low quality factors. Under stressed
operating conditions (e.g., Q,y,, nominally connected routes may be
ineffective due to congestion, thermal constraints, or voltage-related
limitations (Greenwood and Taylor, 2014). Consequently, S,q; better
reflects the true controllability potential of the network under stressed
conditions.

In parallel, voltage security is incorporated by penalizing widespread
voltage violations. Let:

Myjol = ’{i EV|V,<090pu v V> 1.10p.u.}‘

be the number of buses outside the acceptable voltage band. We then
set:

Nyiol
Vscore =1 - v’

so that the operational component is diminished in proportion to the
fraction of buses experiencing voltage excursions. Voltage violations
directly impair controllability through protection system activations.
Loads are disconnected when voltage drops below 0.90 p.u. due to
undervoltage load shedding, while generators are tripped when voltage
exceeds 1.10 p.u. due to overvoltage protection (Otomega and Van Cut-
sem, 2007). These actions progressively remove control nodes from the
network, reducing the system’s ability to respond to control inputs.
By incorporating V.., the SCI captures this loss of control resources
caused by voltage-triggered disconnections, ensuring the index reflects
actual control capability rather than theoretical connectivity.
The final index combines structural and operational metrics:

SCI = aSadj + (1 - a)DI/SCDre

where a € [0, 1] is a tuning parameter that balances topological connec-
tivity and operational stability. Higher values of « focus on the network
structure, whereas lower values devote more attention to the power
flow alignment with the desired power flows. This index captures not
only the integrity of the most critical control paths but also the ability of
the system to meet operational setpoints. The voltage score V.. serves
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as a penalty factor that reduces the operational component when volt-
age violations are widespread to reflect the diminished controllability
under such conditions.

The resulting index spans [0, 1]. Higher values imply that the power
system retains more of its control structure, allowing operators to retain
greater controllability over power flows. On the other hand, a lower
SCI value implies that significant portions of the control structure have
been compromised, and power flows deviate considerably from nomi-
nal conditions. Such a state could severely impair the controllability of
the system thus destabilizing the grid under current load conditions.

4.2.3. Structural Observability Margin (SOM)

To quantify measurement redundancy and resilience against data
loss or topological reconfigurations, we propose the SOM index. This
index is particularly relevant in cyber-physical attack scenarios, where
measurement loss and network fragmentation can progressively erode
state estimation capabilities. By quantifying how close the system is
to becoming unobservable, SOM supports timely operator interven-
tion and enhances situational awareness. Unlike classical observability
assessments, which yield a dichotomous classification (observable
vs. unobservable) based on the full-rank condition of the mea-
surement Jacobian matrix, SOM provides a continuous, dynamic index
indicating the proximity of the system to the unobservability threshold.
This margin jointly incorporates (i) the retained measurement count
after bad-data elimination and (ii) the existence of observable islands,
each necessitating an independent reference angle (slack bus). To our
knowledge, no prior work has introduced a real-time, normalized ob-
servability metric that integrates both measurement validity screening
and network decomposition into islands (Fotopoulou et al., 2022; Gou
and Abur, 2000).

Formally, let:

- N denotes the number of buses, yielding a state vector of dimen-
sion n, = 2N — 1 (assuming a single slack bus for angle reference),

- H € R™eft*"x represent the post-processing Weighted Least-Squares
(WLS) measurement Jacobian with mg valid measurements retained
after bad-data removal,

- I indicates the number of observable islands identified via topology-
processing observability analysis.

We define the unscaled margin:

M = Mg — [nx+(I— 1)]

Here, M represents the surplus number of trustworthy measurements
available beyond the minimum required for observability. A positive
value of M indicates redundancy that can tolerate measurement losses
or attacks, whereas a negative value implies a shortage of measure-
ments, leaving parts of the system unobservable. The normalized SOM
is then given by:

soM =2 e [—co,1],

Meff
The just-observable boundary occurs at mgg = n, — (I — 1), equivalently
rank(H) =2N - 1.

* SOM = 0 — System is just-observable (minimal measurements for
full observability).

SOM > 0 — System has measurement redundancy where SOM
represents the fraction of surplus measurements.

SOM < 0 — System is unobservable where |[SOM| X m¢ equals the
number of additional independent measurements needed.

* SOM - 1 — Approaches maximum redundancy as meg > n, —(I —

1).

Beyond a simple binary pass/fail, SOM offers a granular, real-time
assessment of observability robustness which empowers operators to
monitor the progressive degradation or restoration of state estimation
feasibility (Fotopoulou et al., 2022).
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4.2.4. Substation Observability Score (SOSub)

While SOM evaluates system-wide observability resilience, opera-
tors need substation-level metrics to diagnose localized visibility loss.
SOSub addresses this need by enabling fine-grained visibility into which
substations are at risk of observability loss during cyber attacks, allow-
ing for targeted mitigation and improved operational awareness. We
thus propose the SOSub index, a novel metric assigning each substation
a continuous score € [0, 1] reflecting its ability to determine voltage
magnitude and phase angle from available measurements. Traditional
approaches rely on binary measurement-presence indicators or system-
wide meter placement studies. In contrast, SOSub directly assesses
local state solvability via sub-Jacobian rank analysis (Gol et al., 2012).
Concretely, H; is formed by selecting from H the columns associated
with (¢;,V;), and SOSub; = rank(H;)/n; with n; = 2, yielding a
localized rank-based assessment consistent with the global Jacobian
test. For substation j (with n ; = 2 states: voltage and angle):

« Let H; € R™™" denote the sub-Jacobian formed by selecting
columns of H corresponding to substation ,’s states,
* r; = rank(H,) represent the number of locally observable states.

The SOSub is defined as:
.

SOSub; = -~ €0, 1].
n.

Here, Sé)Subj = 1 implies full local observability (both states
resolvable), SOSubj = 0.5 indicates partial observability (one state
unobservable), and SOSub; = 0 corresponds to complete local observ-
ability loss (e.g., an electrically isolated or unmonitored substation).
By evaluating sub-Jacobian rank-rather than merely tallying measure-
ments, SOSub provides a more precise and granular identification of
substations vulnerable to observability loss during contingency sce-
narios. This enables fine-grained diagnostics and enhances situational
awareness in modern power systems (Abur and Exposito, 2004).

4.3. Cyber-physical controllability and observability impact evaluation

IoC-to-Metric Procedure. For each IoC listed in Table 1, we apply
a deterministic update to steady-state parameters and then recompute
the indices defined in Section 4.2. The updated parameters are the
effective control-input set U,y C U (available generator setpoints),
the branch-quality scores g, € [0, 1], the weighted mean flow devi-
ation AP.,, the count of buses with voltage-band violations ny;q,
the usable-measurement count mgg after screening, and the number of
observable islands I. This procedure specifies the computation pipeline
used in all case studies and provides a consistent basis for interpreting
index variations. To assess the operational impacts of coordinated
cyber-physical attacks on power system controllability and observabil-
ity, we implement a comparative evaluation framework that quantifies
system degradation through pre-attack and post-attack analysis.

Pre-Attack Phase. In this phase, we establish a baseline that char-
acterizes the system’s normal operational behavior in the absence of
cyber threats. This baseline encompasses not only static measurements
but also the system’s structural and functional attributes under typical
operating conditions. It provides a reference point for detecting devi-
ations in behavior once adversarial activity is introduced. To ensure
the simulation remains grounded in realistic conditions, we utilize
historical load data from the New York Independent System Operator
(NYISO) mapped to the IEEE 39-bus system. The mapping retains
both temporal variation and spatial diversity in demand and supports
an accurate representation of system dynamics. The resulting base-
line enables comparative analysis of how key system-level properties
evolve in response to cyber-physical disruptions. Details regarding the
simulation environment and data mapping are presented in Section
VI-A.

Post-Attack Phase. We evaluate system response under the three
coordinated cyber-physical attack scenarios defined previously. For
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each attack case, we assess how the system’s controllability and ob-
servability characteristics change when subjected to false command
injection, load manipulation, and false data injection attacks. This
multi-scenario approach enables a comprehensive evaluation of dif-
ferent threat vectors and their distinct operational impacts. During
each attack simulation, we monitor the behavior of controllability
and observability metrics to capture system degradation patterns. The
quantitative, metric-based evaluation provides objective measures of
how each attack scenario affects critical system functions, from control
authority degradation to measurement integrity loss. This systematic
monitoring reveals the specific vulnerabilities exposed by different
attack types and their cascading effects on system operations. By ob-
serving how metrics behave during and after attacks, we can detect
and characterize different types of cyber—physical threats, understand
how attacks impact situational awareness and control capacity, and
use these insights to inform potential defense strategies. The compar-
ative analysis across scenarios supports the identification of attack-
specific indicators and enables the development of targeted mitigation
approaches for enhanced system resilience.

5. Experimental design and results

This section presents the simulation-based evaluation of the pro-
posed framework. The goal is to assess how the previously defined
cyber-physical attack scenarios affect the controllability and observ-
ability of the IEEE 39-bus power system. The simulation is conducted
using a co-simulation environment that integrates power system dy-
namics with cyber-layer interactions. We begin by outlining the sim-
ulation setup, including the data mapping process used to establish
realistic operating conditions. We then evaluate the system’s behavior
under each attack scenario, using the baseline established in the pre-
attack phase as a reference for comparison. Our analysis concludes by
determining whether the power system’s current state is controllable,
observable, and secure.

5.1. Setup

This section establishes the experimental framework used to evalu-
ate our proposed metrics under cyber—physical attacks. We describe the
IEEE 39-bus test system with realistic NYISO operational data mapping
and present the co-simulation platform that integrates power system
dynamics with cyber-layer interactions to enable systematic attack
assessment.

5.1.1. IEEE 39-bus model-NYISO data mapping

We use the IEEE 39-bus test system as the foundation for our
analysis. The network topology is shown in Fig. 3(a). This system
consists of 10 generators, 46 transmission lines, and 19 load buses.
This model is widely used for evaluating transmission-level dynamics
and control strategies (Pai, 1989). In our work, the power flow and
dynamic simulations are executed in PowerWorld Simulator. To ensure
realistic operating conditions, we map historical load data from the
NYISO onto the load buses of the IEEE 39-bus system. Specifically,
we use 5-minute interval load data from NYISO’s publicly available
archives (New York Independent System Operator, 2025). The NYISO
zonal map used in our study is identical to that shown in Fig. 3(b).
Each NYISO load zone is proportionally assigned to a subset of the 39-
bus system’s load buses based on nominal demand levels. We assign
these zones to load buses in a two-step process. First, each NYISO zone
is mapped to a unique load bus based on nominal load magnitude
and spatial proximity. Second, the remaining load buses are assigned
reused zones by incorporating data from a different operational year
to preserve statistical independence. Thus, we can produce a complete
assignment across all 19 load buses while maintaining realism in both
spatial and temporal dimensions (Ge and Jiao, 2020).

10
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The load time series are scaled to match the nominal base case
profile of the 39-bus system, ensuring consistency in power factor
and load magnitude. This preserves the network’s steady-state char-
acteristics while introducing realistic temporal dynamics derived from
actual grid operations. Control zone definitions used for multi-area
monitoring are overlaid on the bus-to-zone mapping, allowing NYISO-
derived fluctuations to propagate through the dynamic simulation and
influence both local and system-wide observability.

5.1.2. Cyber-physical simulation process

We developed an experimental setup with a co-simulator (Asiri
et al., 2023). The co-simulator integrates cyber and physical domain
modeling to create an environment and enable systematic assessment of
attack scenarios while capturing the interdependencies between com-
munication networks and power system operations. The co-simulation
integrates three primary components: CORE network emulator for com-
munication infrastructure modeling, ScadaBR and OpenPLC for control
system functionality, and PowerWorld for power system simulation.

Our co-simultion achieves cyber-physical coupling through protocol-
based integration using industrial communication standards. OpenPLC
functions as the Modbus master, establishing communication with
substation devices through Modbus TCP protocol with a 100 ms polling
cycle for real-time monitoring and control operations. Power system
integration is accomplished through PowerWorld’s Simulator Automa-
tion Server (SimAuto) interface, which provides programmatic access
to simulation data and control functionalities. The bidirectional com-
munication bridge enables the control process loop in OpenPLC to
retrieve power system readings and execute control commands within
the PowerWorld simulation environment.

The communication network system is modeled using CORE emu-
lator (Ahrenholz et al., 2008). Such an emulator provides a realistic
communication network representation with configurable parameters
such as data rates, propagation delays, and network topology. The
integrated environment enables assessment of cyber-attack impacts on
power system controllability and observability through realistic opera-
tional scenarios, supporting the validation of our proposed framework
for enhanced smart grid security assessment.

5.2. Experimental results

In this section, we present the simulation results for the three attack
scenarios: FCI, LR, and FDIA. We evaluate how each attack affects
the system’s controllability and observability capabilities. The analysis
quantifies the operational impacts of each attack vector on grid stability
and situational awareness.

5.2.1. Case I: False Command Injection (FCI)

As described in Section 4.1, the attack begins with a covert com-
promise of the SCADA network, where the attacker gains access and
escalates privileges without immediately disrupting system behavior.
At this stage, controllability remains theoretically intact, but the ad-
versary’s ability to issue unauthorized Modbus commands introduces a
latent loss of control authority. Once the attacker transmits a forged
command to open circuit breakers at critical generators, the system
transitions into a state of partial-to-full controllability loss. Such loss
may remain undetected if the operator retains access to SCADA and
PLC panels and thus creates a deceptive sense of control. The ad-
versary aims to target critical power components, such as generators
and transformers, to damage the power system or cause a service
interruption.

After the malicious command executes, the circuit breakers con-
necting two generators to the grid are simultaneously opened. Conse-
quently, the system experiences significant degradation across multiple
dimensions of stability and control. The SCI index quantifies this degra-
dation with a measured score of 0.74, indicating a 25.8% decrease from
baseline values, which typically range between 0.97 and 0.99 during
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Fig. 3. IEEE 39-bus system mapped into NYISO control area load zone data. (a) IEEE 39-bus system. (b) NYISO map of the 19 control area load zones.

standard operations, as shown in Fig. 4. In contrast, structural con-
nectivity exhibits moderate degradation, decreasing by 10.1% to 0.90.
However, the operational stability metric suffers a disproportionately
severe decline, falling by 40.2% to 0.59.

Fig. 5 illustrates how this targeted attack triggers cascading effects,
observable in branch loading patterns. Prior to the attack, the trans-
mission network maintained uniformly optimal edge quality factors
(¢, = 1.0). Following generator disruption, specific branches develop
critical vulnerabilities, particularly at nodes 2-3 and 2-30 where edge
quality deteriorates sharply (g, = 0.30 and 0.28), and corresponding
loading ratios reach hazardous levels of 1.85 and 1.60, respectively.
Meanwhile, the flow deviation metric increased from 7.54 x 10* MW
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before the attack to 2.24 x 10° MW after the attack, which is about
29.7 times higher (a 2,871% increase). This substantial reconfiguration
of power flow reflects the system’s emergency compensation mecha-
nisms attempting to maintain equilibrium despite the sudden loss of
generation capacity.

We observed that the attack caused voltage violations at bus 31,
where the generation was compromised. As a result, such an attack
indicates the attack’s direct impact on local voltage regulation capa-
bilities. The voltage instability further influences the system’s critical
control infrastructure, where notable reconfiguration occurs following
the attack. While generator bus 38 is removed entirely from the critical
set, bus 31 remains critical despite its compromised operational status,
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Fig. 5. Comparative analysis of branch loading ratios (p,) and edge quality scores (g,): Scenario 1.

specifically due to its newly emerged voltage violations. This finding
emphasizes an important characteristic of the SCI index: its ability
to adaptively identify critical infrastructure based on both structural
importance and operational violations. From a controllability perspec-
tive, systems must monitor not only the connectivity of critical control
points but also their operational states. Generators that become inop-
erable may still remain essential to system controllability due to their
influence on voltage stability and network dynamics.

Further, the SCRC index offers deeper insight into how the at-
tack scenario impairs the system’s capacity to regulate its critical
elements using available control actions, as detailed in Table 2. The
attack at buses 31 and 38 reduced the SCRC from 0.88 to 0.78. This
change reflects an 11.36% decline in overall system controllability.
The degradation is evident across both voltage and power flow do-
mains. Bus controllability dropped from 97.4% to 87.2%, while branch
controllability experienced a more pronounced reduction from 80.4%
to 70.5%. In addition, maximum voltage sensitivity rose from 1.00
to 1.15 pu/MW. Maximum flow sensitivity nearly doubled, increasing
from 5.66 to 10.04 MW/MW. These shifts reinforce the operational
stability deterioration previously observed in the SCI results.

Sensitivity analysis further revealed that the remaining generators
must exert significantly greater influence to maintain system control
post-attack, consistent with the cascading effects observed in branch
loading patterns. Average flow sensitivity rose by 56.25% from 0.096
to 0.150 MW/MW, indicating increased stress on control resources. No-
tably, a 20% reduction in generation capacity led to a disproportionate
13.3% loss in controllable elements (10 out of 75). Branches connected
to buses 31-6 exhibited the most severe controllability degradation,
forming localized vulnerability zones with limited control reach. These
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zones align with areas showing critical edge quality deterioration in the
SCI assessment. Consequently, the SCRC results quantitatively confirm
that the attack not only undermines system stability metrics but also
fundamentally erodes the power system’s ability to regulate power flow
across its critical elements.

Beyond controllability degradation, the FCI attack significantly
compromises system observability, thereby undermining the operator’s
situational awareness and the reliability of state estimation. The SOM
index declined from 0.442 to 0.297, marking a 32.8% reduction in mea-
surement redundancy. This sharp drop indicates that the system retains
only a 29.8% redundancy margin, critically close to the observability
threshold where state estimation becomes infeasible. In contrast to the
moderate 10.1% decline in structural connectivity observed in control-
lability metrics, observability suffers a disproportionate deterioration,
comparable to the 40.2% drop in operational stability. A summary of
the observability and redundancy findings is presented in Table 3.

Observable islands increase from 1 to 9 following the attack, frag-
menting the measurement topology by 800%. Each island requires an
independent angular reference, which prevents unified system-wide
state estimation. As a result, blind spots emerge between regions, com-
promising inter-area oscillation monitoring and coordinated control
actions. This fragmentation in measurement coverage directly cor-
responds to the power flow redistribution patterns identified in the
controllability analysis. In that analysis, flows increased by 2,871% as
the system struggled to maintain equilibrium.

Substation-level observability reveals degradation patterns that align
with the targeted attack locations. Before the attack, only bus 31 (the
reference bus) exhibited partial observability (SOSub = 0.5). After the
generator disruption, buses 28, 29, 30, and 38 also entered this de-
graded state. Consequently, average system observability declined from
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Control reach coverage analysis of system parameters under attack Scenario 1.

System parameter

Normal scenario

Under attack Change (%)

Overall SCRC 0.88
Voltage Controllability 0.97
Flow Controllability 0.80
Avg. Generator Reach 7.8
Max Voltage Sens. (pu/MW) 1.00
Max Flow Sens. (MW/MW) 5.66
Avg. Flow Sens. (MW/MW) 0.096
Total Controllable Elements 75

0.78 -11.36
0.87 -10.31
0.70 -12.50
6.2 -20.51
1.15 +15.00
10.04 +77.39
0.150 +56.25
65 -13.33

Note: Avg. Generator Reach represents the mean number of system elements (buses and branches) that
each active generator can effectively control (i.e., influence beyond established sensitivity thresholds of
0.01 pu/MW for voltage and 0.05 MW/MW for flow). This metric quantifies how the control capability of
individual generators degrades even beyond the simple reduction in generation resources.
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Fig. 7. Voltage angle and magnitude error under Attack Scenario 1.

0.987 to 0.935, as shown in Fig. 6. These newly affected substations
correspond precisely to the critical edge quality deterioration zones
identified in the SCI assessment. In particular, branches 2—3 and 2 —-30
experienced the most severe loading stress, with edge quality values of
0.30 and 0.28, respectively.
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A closer inspection of state estimation accuracy in Fig. 7 reveals
catastrophic deterioration. The deviation of state estimation surged
from 0.7904 to 25.393. Angular estimation errors were the primary
contributor, increasing from 1.117° to 35.911°, while voltage magni-
tude errors doubled from 0.0384 to 0.1199 p.u. These errors exceed
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Table 3 Table 4
Observability & redundancy analysis across normal and attack scenario. Comparative analysis of SCI index across normal and attack scenarios.
Metric Pre-attack Post-attack Change (%) Scenario Metric Range Attack Change (%)
SOM 0.442 0.297 —-32.8% Overall SCI 0.97-1.00 0.74 —25.80
Observable Islands 1 9 +800% . S 1.00-1.00 0.90 —-10.08
Scenario 1
Measurement Redundancy Index 44.2 29.8 -32.6% D 0.95-1.00 0.59 —40.19
Average SOSub 0.987 0.935 -5.27% AP (MW) 1.10 X 10*-2.96 x 10° 2.24 x 10° x29.7
Unreliable Measurements 69/207 86/207 +24.6% Overall SCI 0.96-0.98 0.84 _13.40
Note: The 800% increase in observable islands corresponds to the formation of nine s . S 1.00-1.00 1.00 0.00
cenario 2
islands (from one in the normal state to nine under attack, i.e., a X9 increase). D 0.92-0.96 0.68 -29.20
AP (MW) 221 % 10°-4.42 x 10° 1.77 x 10° x5.33

operational thresholds for secure system operation, rendering state
estimates unreliable for real-time decision-making.

Measurement effectiveness analysis shows that 41.5% of measure-
ments (86 out of 207) become unreliable under the extreme operating
conditions induced by the attack. This degradation occurs without
any physical damage to the measurement infrastructure. Instead, the
severe operating point violates fundamental assumptions underlying
state estimation algorithms. Unreliable measurements are concentrated
around buses 31 and 38, creating zones where operators lose visibility
precisely where enhanced monitoring is most critical.

The correlation between observability and controllability metrics
reveals compound vulnerabilities. The 11.36% reduction in SCRC trans-
lates into a diminished ability to validate control actions through state
estimation. Operators can no longer reliably assess system responses to
control inputs. The near doubling of maximum flow sensitivity from
5.66 to 10.04 MW/MW in the controllability domain corresponds to
increased estimation uncertainty in the observability domain. In this
context, small measurement errors propagate into large deviations in
state estimation.

The operational implications extend beyond numerical degradation.
With only 29.8% measurement redundancy remaining, any additional
measurement loss could lead to complete observability failure. The
35.911° average angular error prevents accurate contingency analysis,
security assessment, and optimal power flow calculations. Under such
conditions, operators must abandon model-based decision support tools
and rely solely on direct telemetry. This shift sacrifices comprehensive
situational awareness in favor of localized visibility. The observability
analysis thus confirms that coordinated attacks trigger cascading degra-
dation across multiple system dimensions. A loss of generation capacity
leads to compromised visibility, which in turn amplifies operational
vulnerabilities.

5.2.2. Case II: Load Redistribution (LR)

In this scenario, the attacker executes a coordinated load redistri-
bution by altering demand values at specific buses while keeping the
total system load unchanged. The attack targets the eastern corridor of
the network particularly the area spanning buses 21, 28, and 29—by
increasing demand at these locations and reducing it at central buses
such as 4, 8, and 20. The objective is to redirect power flows toward
a less redundant and more constrained section of the grid, exploiting
its limited meshing to introduce hidden operational stress. All changes
remain within normal load variation thresholds, making them unlikely
to trigger forecasting or anomaly detection systems. This strategy lever-
ages topological insight rather than internal system metrics, aiming
to subtly degrade system controllability without causing immediate
violations or alarms.

Quantitative analysis reveals significant differences in system con-
trollability between normal operating conditions and the load redistri-
bution attack scenario. Under normal conditions, the SCI index consis-
tently ranged between 0.96 and 0.98, indicating robust controllability.
This performance is supported by high structural connectivity (1.00)
and operational stability values between 0.92 and 0.96. The detailed
SCI scores and component breakdowns for both baseline and attack
scenarios are presented in Table 4.
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When subjected to a load redistribution attack, the system pre-
viously in a carefully balanced state experienced substantial stress.
The overall SCI dropped by 13.4% to 0.84, as shown in Fig. 8. This
degradation followed a distinct pattern across components. Structural
connectivity remained unaffected, maintaining its perfect score of 1.00.
However, operational stability absorbed the full impact, declining by
29.2% to 0.68. This behavior suggests that while the topology of
critical connections remained intact, the system’s ability to sustain
stable operational parameters was significantly compromised.

As illustrated in Fig. 9, edge quality assessment revealed clear differ-
ences in loading patterns between normal and attack conditions. During
normal operations, approximately 90% of branches exhibited quality
factors (g,) of 1.0, indicating nominal performance. Under attack con-
ditions, however, specific branches experienced overloading. Branches
26-28, 28-29, and 29-38 were most affected. Branch 26-28 showed
heavy overloading, with a quality factor of 0.60 and a loading ratio of
1.25. Branch 28-29 experienced moderate overloading, with a quality
factor of 0.80 and a loading ratio of 1.10. The most severe impact
occurred at branch 29-38, where the quality factor dropped to 0.30
and the loading ratio reached 1.65, well beyond normal operational
thresholds. These localized vulnerabilities highlight the non-uniform
distribution of stress across the network under attack conditions. Conse-
quently, total system power flow increased significantly. While normal
conditions saw flows ranging from approximately 2.21 x 10° to 4.42 X
10> MW, the attack scenario pushed this value to 1.77 x 10° MW. This
substantial increase demonstrates the attack’s ability to redistribute
internal power flows while maintaining overall system stability.

Moreover, the SCRC index provides a dynamic perspective on how
the same load redistribution attack affects system controllability mar-
gins. Under attack conditions, the SCRC value declined from 0.8824
to 0.8588. This 2.67% reduction indicates a subtle yet operationally
significant degradation in system controllability. Although the change
appears modest, it reflects a measurable weakening in the system’s
capacity to execute coordinated control actions in response to distur-
bances.

At the bus level, controllability remained largely unaffected. Of the
39 buses, 38 retained effective voltage control, corresponding to 97.4%
coverage. This result suggests that local voltage observability was
preserved under the constrained attack scenario. In contrast, branch-
level controllability declined from 80.4% to 76.1%, with only 35 of 46
branches remaining controllable. The 5.3% reduction in flow control
reach indicates a diminished capacity to regulate power transfers across
the network.

Sensitivity analysis offers further insight into the system’s dynamic
response. Maximum voltage sensitivity remained constant at 1.00
pu/MW, indicating that the most responsive voltage control point
was unaffected. However, maximum flow sensitivity decreased from
5.66 MW/MW to 4.40 MW/MW, reflecting a redistribution of control
stress away from the most heavily loaded branches. Average voltage
sensitivity increased slightly from 0.1106 to 0.1121 pu/MW. At the
same time, average flow sensitivity rose from 0.0959 to 0.1336 MW/
MW, a 39% increase. These shifts suggest a broader dispersion of
control effort and a corresponding increase in the effort required to
achieve targeted flow adjustments.
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Fig. 9. Comparative analysis of branch loading ratios (p,) and edge quality scores (g,): Scenario 2.

The attack was deliberately constrained to +20% load variations
and applied selectively to a subset of buses. These parameters enabled
a gradual erosion of controllability margins while avoiding detection
by conventional monitoring systems. Unlike abrupt or randomized
load perturbations, which typically trigger alarms, this low-intensity
strategy remained below standard detection thresholds.

5.2.3. Case III: False data injection (FDIA)

The controllability impact observed here closely mirrors the effects
described in use case 1. In this scenario, the adversary escalates the
attack vector by executing an FDIA strategy augmented with breaker
status spoofing. Unlike the direct command injection used in use case 1,
this attack introduces a deceptive layer that conceals physical topology
changes by falsifying circuit breaker status indicators. As a result,
although generators are physically disconnected, the system continues
to report them as operational—creating a critical cyber—physical incon-
gruity between the cyber representation and the actual physical state
of the grid.

The impact of this stealthy attack is profound. Network observabil-
ity deteriorates significantly, as reflected by the SOM index dropping to
0.1979. This represents a 33.37% reduction relative to use case 1, leav-
ing only a 19.8% redundancy margin. Such a collapse in observability
places the system on the brink of operational blindness, with minimal
resilience to further measurement or component losses.

A particularly insidious feature of this FDIA is its ability to preserve
the appearance of a single, coherent observable island. While use case 1
exposed system fragmentation and the formation of multiple observable
islands, the status-spoofed scenario maintains the illusion of network
integrity. This false continuity delays operator detection and response,
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critically impairing situational awareness during a period of heightened
vulnerability.

Measurement integrity is also severely compromised. Of the 207
measurements analyzed, 111 (53.6%) are flagged as bad data—an
increase of 29% over compared to case 1. This surge in data rejection
results from the irreconcilable mismatch between actual system condi-
tions and the falsified topology model. The state estimator, confronted
with this inconsistency, is unable to reconcile expected and observed
system behavior.

Paradoxically, the spoofed scenario exhibits fewer partially observ-
able substations, limited to bus 31, compared to use case 1, which
affected buses 28, 29, 30, 31, and 38. This apparent improvement in
observability metrics is misleading and dangerous. It reinforces a false
sense of system health precisely when conditions are deteriorating.
The absence of observable island fragmentation further compounds this
illusion.

State estimation accuracy reveals a nuanced degradation pattern.
While the total estimation deviation (23.9632) is slightly lower than
in use case 1 (25.3930), the angular estimation error remains se-
vere (33.89° versus 35.91°). Interestingly, voltage magnitude errors
improve significantly (0.0380 versus 0.1199 p.u.). This asymmetric
impact on estimation quality—where some metrics appear to improve
while overall system integrity declines—creates a hazardous moni-
toring environment. In such a context, partially valid results may
inadvertently reinforce operator trust in a compromised system.

5.3. IoC-to-metric quantitative mapping

The cyber-layer IoCs in Table 1 are intended to be instantiated
from standard OT telemetry, such as SCADA/EMS audit trails and
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Table 5
IoC-to-Parameter-to-Metric mapping.
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IoC Parameter perturbation

Metric impact Quantitative effect

Scenario 1: FCI

Al T - Precursor only
A2 T - Enables attack
A3 T - Target identification
A4 Ugi 1, g, 1, APy 1, SCRCJ, SCI|, SOM| Observed SCRC
ngo 1, 11 (if boundary (when mg; | and/or —11.36% (case study)
measurements are lost) 11), SOSubl
A5 ¥ - Detection indicator
A6 T - Detection indicator
A7 Uge b, APpean 15 6. 1 SCRC|, SCI} Physical confirmation
A8 Ry T SCI} (via Vo) Stability degradation
A9 APpen 15 G, 1 SCI|, local SCRC| System stress
(congestion)

Scenario 2: LR

Bl AP 1, 4. 1 (corridor), SCI|, minor SCRC| Observed SCI —13.4%,
U, unchanged SCRC —-2.67%

B2 Mg | SOM|, SOSub| Communication

degradation

B3 Uy | (if commands SCRC! Control congestion
fail)

B4 AP 15 4. 1 SCI} Operational stress

B5 q, | (specific lines) SCLl (via S,q) 4, € {0.60,0.80,0.30}

B6 AP 15 4, L SCI|, local SCRC| Flow redistribution

Scenario 3: FDIA

Cl T - Detection indicator

C2 me |, 11 (if boundary SOM|, SOSub] Observed SOM
measurements are lost) 0.297 - 0.1979

Cc3 Megr L SOM| Data staleness

C4 myy L, I 1 (possible) SOM|, SOSub] Measurement loss

C5 my; | (screening), SOM|; SCI| if AP, 1 Compound effect

AP,y 1 Gf trusted)

Cc6 No direct index
parameter; n, 1 (if
voltage-band limits are
violated)

SCI} (via V,

ore)

Stability indicator

c7 q. 1

SCIL (via S,g, Ou) Physical degradation

Note: | indicates decrease, 1 indicates increase. ¥ denotes diagnostic IoCs that enable attack detection without causing parameter perturbations.
— indicates no direct impact. Quantitative effects shown where measured in experiments.

protocol/network observations (e.g., Modbus/TCP transaction traces).
These cyber indicators provide corroborating evidence of cyber com-
promise and help distinguish cyber-originated manipulation from local
manual action. In this section, we use the identified IoCs to update
the corresponding steady-state parameters and then recompute the
proposed indices to quantify the resulting operational impact. For each
detected IoC listed in Table 1, the steady-state parameters are updated
and the indices defined in Section 4.2 are recomputed. The updated
parameters include the effective control-input set U,y C U (available
generator setpoints), branch-quality scores (g,) € [0,1], the weighted
mean flow deviation 4P ,,,,,, the number of buses with voltage-band
violations n ,;,, the usable-measurement count my after screening,
and the number of observable islands I. This computation procedure
follows the methodology in Section 5 and is applied uniformly across
all scenarios. The indices are evaluated on these parameters as follows:

* SCRC = (¥, w;6) /(X wy) with §; = 1 if max,ey , 109;/0ul > &(-)
and 0 otherwise.

+ SCl= aSadj({‘]e}) + (1 = @) D(APean)Vscore (Myiol)-

+ SOM = [megg — (n, — (I = 1))]/mege With n, = 2N — 1.

* SOSub; = rank(H,)/2.

The metrics respond to these parameter changes according to their
respective formulations. SCRC is sensitive to reductions in Ugy and
the suppression of control sensitivities below threshold levels. SCI is
jointly influenced by structural connectivity degradation (via ¢,) and
operational instability (via AP, and nyg). SOM decreases mono-
tonically with measurement loss and with fragmentation into multiple
observable islands, while SOSub captures localized observability degra-
dation at substations affected by compromised measurements. Table 5
consolidates the complete mapping between IoCs, affected parameters,
and metric impacts.

Under FCI scenario, initial reconnaissance IoCs (A1-A3) provide no
direct parameter changes. Malicious control actions (A4) are executed
to remove generation resources from service, directly reducing U
A cascade of stress is triggered across the network. Branch stress
is elevated with degraded g¢,. Generation-demand imbalance raises
APy ean- Voltage limits can be breached, increasing ny;,. The grid may
splinter into islands when boundary or bridging measurements are
lost, increasing I. These disruptions produce measurable reductions in
SCRC and SCI, reflecting a weakened ability to stabilize the system.
SOM deteriorates as mgg is reduced and I increases simultaneously.
Abnormal communication patterns (A5-A6) remain diagnostic unless
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successful actuation is achieved. Physical-layer indicators (A7-A9) pro-
vide tangible confirmation through observable generation loss, voltage
excursions, and compensatory ramping.

In contrast to the direct physical disruptions of FCI, the LR scenario
operates differently by manipulating control setpoints for certain loads
(B1) to redistribute demand within the grid. Total system consump-
tion remains unaltered. The system responds by adjusting generation
dispatch and tapping reserves, increasing AP, . Transmission cor-
ridors experience degraded ¢, with reduced stability margins. Uy
remains unaffected. The operational component of SCI experiences
significant degradation due to flow imbalances. Structural connectivity
may remain intact. Supporting IoCs (B2-B3) can impair communi-
cation reliability, reducing m.s and potentially affecting SOM and
SOSub. Physical indicators (B4-B6) manifest as flow imbalances and
anomalous power patterns. These further degrade branch quality and
flow stability. SCRC experiences modest degradation in heavily loaded
regions where control actions lose efficacy.

Unlike FCI and LR, which target physical and control-layer proper-
ties, the FDIA attack is characterized by corrupting the measurement
data rather than physical manipulation. C4 provides diagnostic indi-
cation. C5 introduces stealthy measurement discrepancies that reduce
the effective measurement pool. Timestamp anomalies combined with
communication delays (C6-C7) render measurements untrustworthy
or desynchronized. The grid can splinter into islands when boundary
measurements are corrupted, increasing I in the observer’s model. Ob-
servability metrics are primarily affected. SOM declines according to its
formula above. SOSub decreases at substations where measurement re-
dundancy no longer satisfies rank conditions for observability. Physical-
layer indicators (C8-C10) either introduce additional measurement
corruption or induce equipment stress. This reduces g, and causes
compounding degradation of both observability and controllability.

Our results validate these distinct impacts. FCI scenarios caused
an 11.36% reduction in SCRC and a 25.80% decline in SCI. SOM
decreased from 0.442 to 0.297. Load redistribution induced a 13.4%
reduction in SCI, indicating notably weakened operational connectiv-
ity. SCRC decreased by 2.67%. Transmission corridors experienced
degraded qualities of g, €{0.60, 0.80, 0.30}, highlighting localized
vulnerabilities. The FDIA scenario drove SOM from 0.297 to 0.1979,
reflecting a major loss of reliable situational awareness. This resulted
from a substantial reduction in meg. A single-island topology was
maintained in the reported case.

6. Conclusions

This paper presents a novel methodology for quantifying how
cyber-physical attacks impact power grid operations by linking specific
IoCs to fundamental system properties. Unlike existing approaches that
rely on binary detection mechanisms, we develop a framework that
provides a continuous, quantitative assessment of how cyber threats
systematically degrade controllability and observability in real-time.

Our key methodological innovation lies in developing metrics that
capture both structural topology changes and operational performance
degradation. This enables operators to understand attack progression
before critical failures occur, representing a paradigm shift from re-
active security monitoring to proactive vulnerability assessment based
on measurable system degradation. Our work provides a foundation
for developing adaptive defense strategies that respond to progressive
system degradation and enable preemptive countermeasures based on
quantitative threat assessment. In the future, we will focus on integrat-
ing this methodology with machine learning approaches and validating
the framework across larger, more complex power systems.
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