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Abstract—Anomaly detection (AD) plays a pivotal role across diverse domains, including cybersecurity, finance, healthcare, and industrial
manufacturing, by identifying unexpected patterns that deviate from established norms in real-world data. Recent advancements in deep
learning, specifically diffusion models (DMs), have sparked significant interest due to their ability to learn complex data distributions and
generate high-fidelity samples, offering a robust framework for unsupervised AD. In this survey, we comprehensively review anomaly
detection and generation with diffusion models (ADGDM), presenting a tutorial-style analysis of the theoretical foundations and practical
implementations and spanning images, videos, time series, tabular, and multimodal data. Crucially, unlike existing surveys that often treat
anomaly detection and generation as separate problems, we highlight their inherent synergistic relationship. We reveal how DMs enable
a reinforcing cycle where generation techniques directly address the fundamental challenge of anomaly data scarcity, while detection

methods provide critical feedback to improve generation fidelity and relevance, advancing both capabilities beyond their individual potential.

A detailed taxonomy categorizes ADGDM methods based on anomaly scoring mechanisms, conditioning strategies, and architectural
designs, analyzing their strengths and limitations. We final discuss key challenges including scalability and computational efficiency, and
outline promising future directions such as efficient architectures, conditioning strategies, and integration with foundation models (e.g.,
visual-language models and large language models). By synthesizing recent advances and outlining open research questions, this survey

(©2pcpwM) aims to guide researchers and practitioners in leveraging DMs for innovative AD solutions across diverse applications.

Index Terms—Anomaly Detection, Anomaly Generation, Diffusion Models, Generative Al, Unsupervised Learning, Survey
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1 INTRODUCTION

NOMALY detection (AD) is a crucial task in various
domains, from cybersecurity [1] and finance [2] to
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healthcare [3] and industrial manufacturing [4], aiming to
identify instances deviating significantly from established
normal patterns [5]. However, the unsupervised nature of
AD presents substantial challenges, particularly the lack
of labeled anomalous data, which makes defining precise
boundaries between normal and abnormal behavior diffi-
cult [6]. Traditional AD methods, often relying on prede-
fined thresholds or assuming specific data distributions,
are sensitive to noise and struggle to adapt to complex
real-world scenarios [7]. As data in modern applications
become more complex and high-dimensional, more robust
and adaptable techniques are needed [8]. Consequently,
innovative approaches are needed to learn from the inherent
structure of normal data and effectively identify deviations
without explicit supervision [9]. The scarcity of labeled
anomalies coupled with data heterogeneity complicates the
development of effective unsupervised AD methods [10]. In
addition, the need for interpretability in anomaly detection
adds another layer of complexity, as understanding the
reasons for flagged anomalies is crucial for effective decision-
making [11].

Recent years have witnessed the emergence of DMs as
a powerful class of generative models that have rapidly
gained prominence across various computer vision tasks
[12], [13]. At their core, DMs operate through a distinctive
two-stage process: forward diffusion and reverse denoising.
During forward diffusion, Gaussian noise progressively
corrupts input data across multiple steps, transforming
complex data distributions into simple isotropic Gaussian
structures [14]. The neural network-parameterized reverse
denoising process then learns to iteratively remove the added
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noise, reconstructing original data from noisy samples while
capturing intricate data dependencies [15]. Compared to tra-
ditional generative approaches such as generative adversarial
networks (GANSs) and variational autoencoders (VAEs), DMs
offer significant advantages in training stability by avoiding
mode collapse and vanishing gradient challenges [16]. With
superior sample quality and improved mode coverage,
DMs generate diverse, high-fidelity samples that accurately
represent underlying data distributions, positioning them
at the forefront of generative modeling research for appli-
cations including anomaly detection [17]. Ongoing research
addresses computational limitations through techniques
like patching, which employs vision Transformer (ViT)-
style transformations to reduce sampling time and memory
requirements, while flexibility in the forward process enables
multi-scale training that enhances overall performance [1].
Considering the inherent challenges of anomaly scarcity
and data distribution complexity, identifying instances that
deviate significantly from expected behavior poses particular
challenges in unsupervised settings with limited labeled
anomalies [18], [19], where DMs provide a promising solution
by learning complex data distributions and generating high-
fidelity samples for effective reconstruction-based anomaly
scoring [20], [21]. Specifically, a DM trained on normal data
learns to progressively add and then reverse noise, effectively
reconstructing data from a noise distribution [22]. Conse-
quently, when presented with an anomalous input, the DM
attempts to reconstruct a “normal” version, and the discrep-
ancy between the input and its reconstruction, quantified as
the reconstruction error, serves as an anomaly score [23], [24].
A larger reconstruction error thus implies a higher likelihood
of an anomaly, allowing DMs to capture subtle deviations,
particularly in high-dimensional image data and industrial
time-series monitoring [25]-[27]. A compact publication-and-
citation trend summary is provided in the supplementary
material in Fig. 1, where it still shows the same central
pattern: research interest in anomaly detection and diffu-
sion models rises steeply from 2021 to 2025, with TSAD
accounting for 41% of the surveyed AD papers, followed by
VAD (29%) and IAD (22%), indicating both broad modality
coverage and especially strong momentum in sequential-
data settings. Cross-modality qualitative snapshots are also
provided in the supplementary material Sec. IV so that
representative diffusion-based progress can be compared
for image, video, time series, tabular, and multimodal AD.
Taken together, the distribution reflects both the versatility
of diffusion models across different data modalities and the
particularly challenging nature of detecting anomalies in
sequential data [28]-[30]. Due to incomplete data for the
current year, the overall trend indicates sustained interest in
applying DMs to anomaly detection and generation tasks
across various domains.
Related Surveys. Despite the growing interest in anomaly
detection research, existing surveys typically focus on specific
modalities or methodological aspects rather than offering a
unified perspective across different data types and genera-
tive approaches. For example, Cook et al. [31] concentrate
solely on IoT time-series data anomaly detection without
addressing generative approaches, while Pang et al. [32]
provide a general overview of deep learning for anomaly
detection but omit specific coverage of diffusion models.
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In the medical domain, Fernando et al. [33] thoroughly
examine anomaly detection techniques but predominantly
focus on discriminative rather than generative approaches.
Regarding VAD, Ramachandra et al. [7] and Chandrakala et
al. [34] offer valuable insights into single-scene surveillance
applications but lack exploration of generative approaches
such as diffusion models. Furthermore, while Liu et al. [38]
establish a comprehensive taxonomy for VAD and Liu et
al. [39] investigate networking systems for VAD, neither
addresses the potential of DMs. Similarly, Ma et al. [35]
extensively explore graph anomaly detection with deep learn-
ing but without investigating diffusion-based approaches.
More recently, Jin et al. [6] and Zamanzadeh Darban et
al. [8] have advanced TSAD research, yet their coverage
of DMs remains limited. We further add cybersecurity-
specific context by explicitly covering intrusion-detection
and communication-network surveys such as Kheddar et
al. [37], because cyberattacks in industrial control systems,
network telemetry, and structured security logs are important
TSAD/TAD application settings. A detailed comparison
between our survey and existing works is presented in
Table 1, which demonstrates our unique contribution in
comprehensively addressing both anomaly detection and
generation across multiple modalities through the lens of
diffusion models.

Scope and Contributions. In this survey!, we provide
a comprehensive and up-to-date examination of anomaly
detection and generation with diffusion models (ADGDM),
spanning multiple data modalities including images, videos,
time series, and tabular data. A distinctive aspect is our inte-
grated view of detection and generation as complementary
processes, wherein DMs enable controllable generation of
synthetic anomalies to address data scarcity, while detection
insights guide targeted generation. Consequently, a syner-
gistic feedback loop emerges, transforming the fundamental
limitation of anomaly data scarcity into an opportunity for
continuous improvement. As DMs continue to demonstrate
remarkable capabilities in generative Al tasks across various
domains, their application to anomaly detection represents a
rapidly evolving frontier with significant potential. The key
contributions of our survey are summarized as follows:

e To the best of our knowledge, this is the first com-
prehensive survey specifically dedicated to examining
the intersection of diffusion models with anomaly de-
tection and generation across diverse data modalities
including images, videos, time series, and tabular data.
Our integrative perspective reveals common principles
and modality-specific challenges, fostering knowledge
transfer between previously siloed research areas.

e We establish a taxonomy that categorizes ADGDM
methods based on their anomaly scoring mechanisms
(reconstruction-based, density-based, score-based) and
conditioning strategies (unconditional, conditional).
Accordingly, the structured framework provides re-
searchers with a clear understanding of the method-
ological landscape and facilitates the positioning of new
contributions.

» Unlike previous surveys focusing solely on detection,
we address both anomaly detection and generation

1. Resources at Github: https:/ /github.com/fudanyliu/ ADGDM
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TABLE 1: Summary of our survey with recently AD surveys, highlighting the main focus, domain, scope, resources.

Domain Scopre Resources
Ref. Year  Venue Main Foucs Specific General IAD VAD TSAD TAD MAD AG DM Dataset Metric Page
[31] 2020 IEEE IoTJ Time series AD in [oT v ® O] () O O © O O 0 S
[32] 2021 ACM CSUR General AD with DL v [} © [} © 0 o O © O -
[33] 2022 ACM CSUR Medical AD v [} O O © O o O O [ J =
[71 2022 IEEE TPAMI Single-scene video AD v @) [ ) ©) © O o O [ ] [ -
[34] 2023 Al Rew. DL for surveillance VAD v @) [ ) @) O @) o O [ 0 =
[35] 2023 IEEE TKDE Graph AD with DL v O O O © © O © [ [ J (9]
[36] 2023 IEEE COMST Blockchain AD v © © © 0 O o O 0 [ J =
[37] 2025 IEEE COMST RL-based intrusion detection review v ® 0 © © @) o O © [ ) -
[6] 2024 IEEE TPAMI GNN for time series analytics v @) @) [ J © O O O [ ] [ ()
[38] 2024 ACM CSUR Generalized VAD taxonomy v 0 [ ) @) O 0 O O [ [ J ()
[39] 2024 ACM CSUR Networking systems for VAD v © o O O ¢ O © (] (] (¥}
[8] 2025 ACM CSUR Time series AD with DL v @) @) () 0 @) © O [ ] [ ) ()
Ours 2025 - AD & AG with DMs v [} [} [} [ J [ J o o [ [ (9]

Notes: Symbol definitions used throughout the comparison: O: “Not Covered”, ©: “Partially Covered”, ®: “Not applicable”, and @: “Fully Covered”. Abbreviations
include image AD (IAD), video AD (VAD), time series AD (TSAD), tabular AD (TAD), multimodal AD (MAD), anomaly generation (AG), and diffusion models (DMs).

with diffusion models, where the processes form a
synergistic cycle in which generation creates diverse
synthetic anomalies to overcome data scarcity, while
detection techniques inform targeted generation ap-
proaches. We highlight how generative capabilities
enhance data augmentation, model robustness testing,
and self-supervised learning.

o We identify key challenges in the field, such as com-
putational efficiency and identity shortcut problem,
and propose promising research directions including
efficient architectures, novel conditioning strategies,
hybrid approaches integrating traditional techniques,
and LLMs with diffusion-based frameworks. In turn,
the roadmap aims to accelerate progress in this rapidly
evolving field.

Organization. As illustrated in Fig. 1, the organization
reflects the multifaceted nature of ADGDM research, high-
lighting both the core theoretical underpinnings and their
practical applications across diverse domains. The remainder
of this survey is structured as follows. Sec. 2 establishes
the foundations of ADGDM, covering diffusion models,
anomaly scoring mechanisms, and conditioning strategies.
Sec. 3 and Sec. 4 examine image and video AD respectively,
addressing modality-specific challenges and methodological
advances. Sec. 5 and Sec. 6 explore anomaly detection in time
series and tabular data, respectively, while Sec. 7 investigates
multimodal anomaly detection. Sec. 8 investigates anomaly
generation with diffusion models. Sec. 9 details evaluation
metrics and benchmark datasets across different modalities.
Sec. 10 discusses open challenges and future research direc-
tions, and Sec. 11 concludes this survey.

2 FOUNDATIONS
2.1

DMs constitute a powerful class of generative models capable
of synthesizing high-quality data across various modalities
[40]. At the core of DMs is a two-stage process: a forward
diffusion process that gradually corrupts data by adding
noise, and a reverse denoising process that learns to recover
the original data from this noisy version. Mathematically,
the forward process can be formulated as a stochastic
differential equation (SDE) dx = f(x,t)dt + g(t)dw [41]
or its discrete-time counterpart, where Gaussian noise is
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Fig. 1: Organization outline of this survey, covering the foun-
dations of diffusion-based anomaly detection and generation,
modality-specific anomaly detection, anomaly generation,
evaluation, and future research opportunities.

iteratively added to an initial data sample x( according to a
predefined schedule 3; [42]. In the discrete-time formulation,
the forward process transforms x through a series of steps
q(xt|xt—1) = N(x¢; /1 — Brx¢—1, 5tI), eventually approxi-
mating a standard Gaussian distribution . Sampling from
DMs can be viewed as solving the corresponding SDEs
or ordinary differential equations (ODEs) [42], and recent
work such as DynGMA [43] explores robustly learning
SDEs from data, potentially enhancing the forward process.
In the reverse process, a neural network, typically a U-
Net [14], is trained to predict either the noise €y(x;,t) or
estimate the score function Vy, log p(x;) at each time step,
effectively reversing the noise addition. During training,
the network predicts either the original data or the added
noise, guided by maximizing a variational lower bound on
the data likelihood [40]. Several DM variants exist, including
denoising diffusion probabilistic models (DDPMs) [44] which
employ a Markov chain, denoising diffusion implicit models
(DDIMSs) [42] which offer a non-Markovian formulation for
faster sampling, and SDE-based models [41], [45] for a more
flexible framework. Additionally, alternative frameworks
based on phase space dynamics [46] and methods using
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neural operators for accelerated sampling [47] have been
proposed. A mathematical analysis of singularities in DMs
provides further insights into the challenges associated with
learning complex data distributions, particularly when data
lies on lower-dimensional manifolds [48].

2.2 Anomaly Scoring Mechanisms with DMs

Anomaly scoring with DMs leverages their learned un-
derstanding of data distributions to identify deviations
from normality. DMs provide three primary paradigms for
anomaly scoring, and the supplementary material retains
the overview schematic so the main paper can focus on the
scoring logic itself.

2.2.1 Reconstruction-Based Scoring

Leveraging the reconstruction capability inherent in diffusion
models, anomaly scoring can quantify the discrepancy
between an input x and its reconstructed version X. Under
this principle, a larger reconstruction error signifies a higher
likelihood of x being anomalous, stemming from the model’s
training predominantly on normal data which hinders
accurate reconstruction of out-of-distribution samples [49].
In the reconstruction paradigm, the process involves passing
x through the reverse process to produce X, then comparing
them. The reconstruction error can be formally expressed as
A(x) = d(x, %), where common distance metrics d include
the L; norm, Ly norm, or perceptual loss [50]. Perceptual
loss uniquely compares high-level features extracted via pre-
trained networks, capturing perceptual similarity rather than
pixel-wise differences. Further refinements involve utilizing
intermediate diffusion states x; for scoring rather than
just the final reconstruction. To refine scoring, intermediate
diffusion states x; are utilized, capturing diverse data charac-
teristics at varying noise levels [51]. A generalized multi-step
scoring approach aggregates errors over different timesteps
as S(x) = Y.t = 17w, L(x, %;), where weights w; prioritize
contributions from specific steps [16]. Additionally, methods
like dynamic denoising and latent space projections aim to
improve reconstruction fidelity, particularly for anomalies of
varying scales [25].

2.2.2 Density-Based Scoring

Density-based ADGDM exploits the model’s capacity to
learn the probability density function of the training data,
operating under the premise that anomalies reside in low-
density regions. Specifically, an anomaly score is assigned
based on the negative log-likelihood: A(x) = —logp(x),
where A(x) represents the anomaly score and p(x) is the
estimated probability density of x [52]. A primary advantage
of this approach is its interpretability, as the score directly
corresponds to the probability density [53]. However, accu-
rately estimating this density, especially in high-dimensional
spaces, poses a considerable challenge due to the curse of
dimensionality, which necessitates a large number of samples
for accurate estimation [54]. Furthermore, diffusion models
often operate in a transformed space, where the estimated
density might not accurately reflect the original data space
density. Simultaneously, a key challenge stems from the fact
that diffusion models primarily learn the score function (the
gradient of the log density) rather than the density itself
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[55]. Estimating the density from the score function can be
computationally intensive and error-prone, particularly in
high dimensions. Several studies have explored methods
to address these challenges, including joint dimensionality
reduction and density estimation using low-rank tensor
models [56], analyzing score approximation and distribution
recovery in low-dimensional data [57], estimating the data
manifold dimension [58], and improving density estimation
through maximum likelihood training [59].

2.2.3 Score-Based Scoring

Score-based anomaly detection utilizes the learned score
function, Vy log p(x), representing the gradient of the log-
probability density. V log p(x) provides crucial information
about the local geometry of the probability density in data
space [24]. Importantly, a higher score magnitude indicates
steeper probability density change rather than directly in-
dicating the probability value itself. The anomaly score is
defined as A(x) = ||Vxlog p(x)||2. The effectiveness stems
from geometric properties of normal data manifolds, which
typically form regions with smooth probability transitions,
while anomalies often lie where density functions exhibit
sharp changes. In practice, the pattern occurs when: (1)
data points fall between normal clusters, causing gradi-
ents to point strongly toward nearby modes, or (2) out-
of-distribution samples prompt stronger “pulling” toward
the learned manifold. During training, the model estimates
scores at different noise levels [60] through score matching.
At each reverse diffusion step, the score function sg(xy, t)
guides denoising as X; | = X; — €8¢(X¢, 1) + v/2¢z, pulling
samples toward higher density regions [61]. In AD, this
represents restoring potentially anomalous inputs toward
normality [22], where persistent high score magnitudes signal
anomalous behavior. Empirical studies confirm that while
score magnitude and probability density aren’t strictly mono-
tonically related, score-based methods effectively identify
anomalies through gradient field behavior near anomalous
regions.

2.3 Conditioning Strategies

Conditioning strategies are crucial for adapting diffusion
models to anomaly detection by shaping the learned dis-
tribution and influencing reconstruction behavior. We first
examine unconditional diffusion models (UDMs), noting
their simplicity but acknowledging potential limitations
with complex data. Subsequently, we explore conditional
diffusion models (CDMs), investigating how incorporating
additional information, such as class labels, image content,
or textual descriptions, improves anomaly detection and
enables controllable anomaly generation.

2.3.1 Unconditional DMs

UDMs learn the underlying data distribution without ex-
ternal labels, simplifying training and making them readily
applicable to anomaly detection [26]. In the standard for-
mulation, an unconditional DM maps a standard Gaussian
distribution N (0,1) to the data distribution p(x) through
a forward Markov chain that gradually adds scheduled
Gaussian noise, q(x;|x;—1) = N (x4;v/1 — Bix;_1, 51). Con-
sequently, the learned reverse chain estimates pp(x¢—1|x¢) =
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N (x¢—1; po(Xt, 1), Lo (x¢, t)), where neural networks param-
eterize the mean and covariance used to denoise samples
from noisy states. For anomaly detection, reconstruction
mapping directs a test input toward its expected normal
counterpart, and the discrepancy between the input and
reconstruction, often measured by L; or Ly norms, serves as
the anomaly score [25]. Accordingly, a high reconstruction
error indicates that the sample cannot be well explained
by the learned normal distribution. However, the same
simplicity also limits UDMs on heterogeneous or multi-
modal data because a single global normal distribution may
underrepresent sub-population structure, reduce sensitivity
to subtle deviations [62], and create identity shortcuts in
which anomalous inputs are reconstructed too faithfully
[22], making such drawbacks especially problematic when
normal data contain multiple operating modes, anatomical
subgroups, or scene-specific variations. Consequently, UDMs
remain valuable for relatively homogeneous normal data
and transparent baseline construction, but complex settings
typically require structured conditioning, stronger priors,
adaptive noise schedules, or more localized scoring [63].

2.3.2 Conditional DMs

CDMs incorporate external information, denoted as y, to
guide the denoising and thus control generated samples.
In the reverse process, the neural network parameterizing
the denoising process takes both the noisy input x; and the
conditioning signal y as inputs, specifically pg(x;—1|x¢,y) =
N (x¢—1; po(Xt, t,y), Bo(X¢, t,y)), where pp and Xy repre-
sent the learned mean and covariance, respectively. The
conditioning signal y can represent various data types
depending on the application. For example, Zhan et al. [64]
use class labels as the conditioning signal for multi-class
anomaly detection, allowing the model to learn class-specific
distributions. Similarly, for image restoration, Mousakhan et
al. [65] condition the denoising process on the input image
itself to reconstruct a defect-free version. In another approach,
Tebbe and Tayyub [25] utilize an initial anomaly prediction as
a conditioning signal to guide the dynamic addition of noise
during the forward diffusion process. Additionally, Singh et
al. [66] explore conditioning on crafted input noise artifacts
for controlled image generation with semantic attributes. For
controllable anomaly generation, text-conditioned diffusion
models, as explored by Sadat et al. [67], leverage textual
descriptions to improve the diversity of generated samples.
In the context of time series analysis, Pintilie et al. [26]
investigate the use of diffusion models for anomaly detection,
while Tebbe and Tayyub [22] explore conditioning strategies
for improved anomaly localization.

3 IMAGE ANOMALY DETECTION
3.1

For IAD, the central design tension is between anomaly-
sensitive reconstruction fidelity and practical denoising effi-
ciency. As illustrated in Fig. 2, identity shortcuts arise when
diffusion models trained for high-fidelity reconstruction
inadvertently reconstruct anomalous regions, suppressing
the residual maps that should reveal defects [17], [23].
Masked reconstruction mitigates this behavior by forcing the
model to infer missing normal content [68], feature editing
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Fig. 2: IAD with (a) reconstruction-based methods and (b)
conditional/multi-stage variants.

steers anomalous latent representations toward normal coun-
terparts [51], and adversarial training can improve robustness
to perturbations [69]. Nevertheless, these remedies introduce
different costs: masked reconstruction depends on reliable
masking, feature editing requires meaningful latent-space
control, and adversarial objectives add optimization complex-
ity. Their usefulness also depends on whether the anomaly
is localized, texture-like, structural, or distributed across
an image. Computational demand forms a second practical
constraint because iterative reverse diffusion can require 50—
1000 denoising steps for high-resolution inspection, resulting
in substantial latency for medical or industrial images.
Acceleration strategies therefore shorten sampling or reduce
representation complexity. Progressive distillation reduces
the number of reverse steps while preserving reconstruction
quality [70]. SLAM and FDM use linear ODE approximations
or momentum-based acceleration [71], [72], DPM-Solver
streamlines the reverse process through efficient ODE solvers
[73], and LDMs reduce pixel-space cost by operating in lower-
dimensional latent spaces [74]. LoORA and sparse-layer de-
signs further improve deployability by limiting the number
of trainable or active parameters [20], [75]. The resulting
IAD design must therefore balance reconstruction sensitivity,
localization quality, sampling time, and the availability of
masks or other auxiliary priors.

3.2 Anomaly Localization with DMs

Precise localization of anomalous regions is crucial for
applications like industrial defect detection [16] and medical
diagnosis [17]. While diffusion models excel at capturing
global data distributions, pinpointing anomalies requires
specialized techniques, such as generating a difference map
between the original and reconstructed image [76]. The
magnitude of this difference then serves as the anomaly
likelihood measure. In addition, incorporating attention
mechanisms within the diffusion model architecture offers
finer-grained localization [3], where attention weights high-
light anomalous regions during reconstruction. Gradient-
based methods provide another strategy [77], identifying
anomalous pixels by computing the gradient of the recon-
struction loss with respect to the input. Specifically, methods
like AnoFPDM [77] leverage the forward diffusion process
for brain MRI anomaly segmentation, while D3AD [22] uses
dynamic denoising and latent projections to localize multi-
scale anomalies, and AnoDDPM [76] employs multi-scale
simplex noise diffusion for improved localization accuracy,
particularly in medical images.
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TABLE 2: Summary of IAD methods across various imaging
domains with implementations.
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TABLE 3: Performance comparison of key IAD methods on
VisA and BTAD datasets.

Method Year Venue Imaging Domains Code
Latent DDPM [3] 2022 MICCAI Brain CT and MRI -
LDM-OOD [82] 2023 MICCAI 3D medical data <9
FNDM [17] 2023 MICCAI Brain MR images -
Cold Diffusion [83] 2023 NeurIPS General image -
Mao et al. [84] 2023 ACM MM Text-image pairs -
THOR [85] 2024 MICCAI Brain MRI, Wrist X-rays ¢§
DDPM-DDIM [86] 2024 IEEE TMI Brain images -
mDDPM [87] 2024 MLMI Brain MRI g
MMCCD [79] 2024 MICCAIW  Multimodal MRI -
DAG [88] 2024 MICCAI Brain MRI -
IgCONDA-PET [80] 2024 ArXiv Medical imaging (PET) &
ODEED [89] 2024 CVPRW Remote sensing -
AnomalyDiffusion [78] 2024 AAAI Industrial images &
Dual AnoDiff [90] 2024  ArXiv Industrial images -
Babaei et al. [91] 2024  ArXiv Medical imaging =
UNIMO-G [92] 2024 ACL Text-image pairs -
ICDM [81] 2025 USMLMI Medical imaging &

3.3 Taxonomy and Advances

IAD methods using diffusion models can be organized by
scoring mechanism, conditioning strategy, and reconstruction
design. As summarized in Table 2, reconstruction-, density-
, and score-based methods produce different anomaly
evidence, while unconditional, conditional, single-stage,
and multi-stage designs expose trade-offs among fidelity,
calibration, auxiliary-prior availability, and deployment
cost [24], [54], [78]-[81]. Additional details on reconstruc-
tion/density/score scoring, conditioning, and staging are
provided in the supplementary material, Sec. V.

3.4 Performance Comparison

Diffusion-based approaches for IAD have demonstrated sig-
nificant performance improvements on standard benchmarks
in recent years. As evidenced in Table 3, methods from 2021
to 2025 show a clear upward trajectory in detection metrics
across challenging datasets like MVTec AD [93] and VisA [23].
Early approaches such as DRAEM [94] established strong
foundations through discriminatively trained reconstruction
embeddings for surface anomaly detection, while PaDiM
[95] advanced the field through patch distribution modeling
techniques. Subsequently, PatchCore [96] achieved competi-
tive results by leveraging memory banks of nominal patch
features for efficient inference. Moving beyond traditional
approaches, AnoDDPM [76] introduced partial diffusion
with simplex noise to outperform Gaussian diffusion models,
particularly in medical image applications. Recent innova-
tions include AutoDDPM [97], which enhances robustness
through masking and resampling techniques, and Lu et al.’s
[93] anomaly removal approach that treats irregularities
as noise for improved localization. Notably, GLAD [23]
represents the current state-of-the-art through its global-local
adaptive diffusion framework, achieving nearly perfect de-
tection scores on the VisA [98]. Throughout the evolution of
these methods, evaluation metrics have remained consistent,
focusing on AUROC, AUPR, and pixel-level metrics like Dice
coefficient and IoU for comprehensive assessment. Compara-
tive analysis across these approaches reveals inherent trade-
offs between detection accuracy, localization precision, and
computational demands, with certain methods excelling in
image-level anomaly detection (e.g., PatchCore on MVTec AD

Dataset (Metric)

Method Year Venue
VisA (I-AUROC) BTAD (PRO)

DRAEM [94] 2021 ICCV 88.7,73.1 -
SPADE [100] 2021 Arxiv 82.1, 65.9 -
PaDiM [95] 2021 ICPR 89.1, 85.9 -
RD4AD [101] 2022 CVPR 96.0, 70.9 94.3,77.1
PatchCore [96] 2022 CVPR 95.1,91.2 92.7,77.3
RAN [93] 2023 ICCV - 93.4,78.7
Tebbe et al. [25] 2024 CVPRW 96.0, 94.1 95.2,83.2
GLAD [49] 2025 ECCV 99.5, 98.6 -

[99]) while others demonstrate superior anomaly localization
capabilities (e.g., AnoDDPM [76] on medical images). These
comparisons are therefore interpreted as benchmark-specific
evidence rather than a single absolute ranking, because
localization-heavy medical settings and surface-inspection
settings report different metric mixes, annotation granularity,
and operational constraints.

4 VIDEO ANOMALY DETECTION
4.1

For VAD, informative deployment depends on modeling tem-
poral context and motion strongly enough to distinguish true
event-level anomalies from benign scene-specific variation
[102], [103]. As illustrated in Fig. 3, VAD frameworks process
sequential frames while capturing temporal dependencies,
sudden trajectory changes, object interactions, and scene-
level context [104]-[106]. Diffusion models must therefore
avoid treating videos as independent image collections when
abnormality is expressed through action order, persistence,
speed, or interactions rather than appearance alone. Spatio-
temporal feature extractors and motion-conditioned diffusion
modules help model these dependencies by incorporating
flow vectors, past frames, or learned motion representations
[12], [107]. Because an isolated action may be normal in one
scene but anomalous in another, scene context and object
interaction cues must be preserved together with motion dy-
namics. Recent approaches further combine spatio-temporal
transformers such as VDT, motion-aware mechanisms such
as SMA and MoVideo, and compressed-domain cues to
preserve temporal consistency across clips [13], [108]. Ro-
bustness penalties and sampling-space truncation in VIDM
can improve generation quality and anomaly discrimination
[109], but these gains must be balanced against memory
use, inference latency, scene-specific motion priors, and
sensitivity to noisy optical-flow estimates. Consequently,
practical VAD systems often trade fine-grained temporal
modeling for scalable clip-level processing, especially in
surveillance settings with long videos and sparse anomalous
events.

Considerations

4.2 Taxonomy and Advances

As shown in Table 4, VAD methods employ diffusion models
across surveillance, traffic, and disaster-detection domains by
varying processing granularity, motion modeling, and condi-
tioning mechanisms. Frame-level designs scale efficiently
but discard temporal evidence, whereas sequence-aware


https://github.com/marksgraham/ddpm-ood
https://github.com/compai-lab/2024-miccai-bercea-thor.git
https://mddpm.github.io/
https://github.com/igcondapet/IgCONDA-PET.git
https://github.com/sjtuplayer/anomalydiffusion
https://github.com/matt-baugh/img-cond-diffusion-model-ad
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Diffusion Model
q level)
(Motion Modeling: Flow, Vecs, TF)

Motion Info.
(Seman. Flow, Vectors)

Fig. 3: VAD incorporating spatio-temporal features and
motion modeling.

TABLE 4: Summary of VAD with learning paradigms and
available implementations.

Spatio-Temporal
Feature Extractor
(e.g., 3D Conv, Transformer)

Video Frame
(Segst,...,t+k)

Challenges: Temporal Deps., Motion Complexity

Predicted /
Recon. Frames
(Temporal Consistency)

Anomaly Score €--------------3

Method Year Venue Type Domain Code
Tur et al. [107] 2023 IEEE ICIP E Video surveillance &
Awasthi et al. [113] 2024 IEEEMMSP F Satellite imagery, disaster detection -
Video LDM [114] 2023 CVPR S, M Driving simulation -
VidRD [115] 2023 Arxiv S Text-to-video generation -
FPDM [116] 2023 ICCcv E Video surveillance -
Stable Video Diffusion [117] 2023 Arxiv S,M Text/Image-to-video generation -
Wang et al. [118] 2023 Neurocomput. F Video surveillance -
Masked Diffusion [119] 2023 Arxiv C Video procedure planning -
GD-VDM [120] 2023 Arxiv S  Complex scene video generation -
AADIff [121] 2023 Arxiv C Audio-aligned video synthesis -
Basak et al. [122] 2024 ESWA F Video surveillance -
DHVAD [123] 2024 IJCAI F Security and surveillance -
DiffVAD [21] 2024 JJCAI E Sustainable cities management -
GiCiSAD [124] 2024 Arxiv M Skeleton-based VAD -
VADiffusion [125] 2024 Arxiv F Security surveillance Ly
Cai et al. [126] 2024  Sensors B Dust pollution monitoring =

FedDiff [127] 2024 IEEETCSVT C

Notes: "Type” refers to learning paradigm: F=Frame-level, S=Sequence-level, M=Motion
Modeling, C=conditioning Strategies.

Multi-modal remote sensing =

and motion-conditioned pipelines better capture evolving
anomalies at the cost of higher memory, longer inference,
and sensitivity to noisy optical-flow or scene-dependent
motion priors [110]-[112]. Additional details on frame-level
processing, motion modeling, and conditioning strategies are
provided in the supplementary material, Sec. VI.

4.3 Performance Comparison

Emerging research in VAD increasingly leverages diffusion
models to capture complex temporal dynamics and generate
high-fidelity video reconstructions. As shown in Table 5,
contemporary methods demonstrate varying performance
across standard benchmark datasets, with approaches like
DMAD [128] achieving exceptional results on UCSD Ped2
(99.7% AUC) and CUHK Avenue (92.8% AUC). Despite the
promising capabilities of diffusion-based techniques, directly
comparing model performance remains challenging due to
inconsistent experimental protocols and reporting standards
across studies. While traditional VAD research has predomi-
nantly employed autoencoders and generative adversarial
networks, diffusion-based approaches like VADiffusion [125]
show competitive performance by employing a dual-branch
architecture that combines motion vector reconstruction with
I-frame prediction guided by compressed domain informa-
tion. In turn, integrating diffusion principles enhances frame-
work stability and detection accuracy, particularly when ad-
dressing both sudden and persistent anomalies. Nevertheless,
computational overhead presents a significant concern for
high-resolution video processing, creating an inevitable trade-
off between detection accuracy and operational efficiency.
Methods such as ReFLIP-VAD [129] and VadCLIP [19],
though not directly via DMs, further highlight challenges
in adapting complex vision-language architectures for video
analysis despite their strong performance on datasets like
XD-Violence [130] and UCF-Crime [131]. For this reason, the
comparison table is paired with surrounding analysis rather
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TABLE 5: Performance (AUC) comparison of key VAD

methods on UCSD Ped2, CUHK Avenue, and ShanghaiTech.

Method Year  Venue Dataset
UCSD Ped2 CUHK Avenue ShanghaiTech

RTFM [132] 2021  ICCV 96.3 85.1 73
DMAD [128] 2023  CVPR 99.7 92.8 78.8
LSH [133] 2023 IEEE TCSVT 91.3 87.4 77.6
VADNet [134] 2023 IEEE TCSVT - 87.3 75.2
UMIL [135] 2023  CVPR - 88.3 -
UR-DMU [28] 2023  AAAI - 88.9 97.92
VADiffusion [125] 2024 IEEE TCSVT 98.2 87.2 71.7
PLOVAD [136] 2025 IEEE TCSVT - - 97.98

Input Time Series Adaptation Module Diffusion Model Imputed Series
(Multivariate/Irregular) (RNN, Attention, etc.) (Time Series Aware) (Missing Values Filled)
Imputation Quality
T

v v

Anomaly Score Anomaly Score

Reconstructed Series} [

Challenges: Temporal Deps., Irregular

Reconstruction-based Method Sampling, Long-term Deps. Imputation-based Method

Fig. 4: TSAD with reconstruction and imputation paths.

than an independent limitation column: the main weaknesses
depend on whether a method targets frame reconstruction,
temporal coherence, compressed-domain cues, or vision-
language semantics.

5 TIME SERIES ANOMALY DETECTION

TSAD with DMs faces distinct challenges related to the
inherent temporal structure of sequential data. As shown
in Fig. 4, effective TSAD frameworks must address tem-
poral dependencies, irregular sampling rates, and long-
term relationships through specialized adaptation modules
incorporating recurrent networks and attention mechanisms.
The figure highlights two primary approaches in diffusion-
based TSAD: reconstruction-based methods that compute
anomaly scores by comparing original and reconstructed
series, and imputation-based methods that evaluate anomaly
likelihood through the quality of imputed missing values.
Both approaches utilize specialized time series-aware diffu-
sion models that capture the complex dynamics of sequential
data, enabling more nuanced anomaly detection compared
to traditional methods. This setting is particularly important
for cyberattack and intrusion detection, where multivariate
telemetry from industrial control systems, cloud services,
or network monitors must reveal stealthy deviations, false-
data injection, and process manipulation without assuming
abundant labeled attacks [37], [137], [138].

5.1 Considerations

For TSAD, the central issue is preserving long-range tempo-
ral evidence while keeping anomaly scores calibrated under
irregular sampling, missing values, and online monitoring
constraints [26], [29]. Sequential anomalies may appear as
short spikes, slow drifts, delayed correlations, or multi-
sensor pattern changes, so diffusion models must combine
generative reconstruction with temporal modules that cap-
ture relationships across extended horizons [139]. Recurrent
networks such as LSTMs provide one route for modeling
sequential dependencies [36], while attention mechanisms
allow the model to focus on relevant windows during
reconstruction or scoring [3]. Diffusion transformers such as


https://github.com/AnilOsmanTur/video_anomaly_diffusion
https://github.com/LHaoooo/VADiffusion
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TABLE 6: Summary of TSAD with learning paradigms.

Method Year Venue Learning Paradigm
D3R [145] 2023 NeurIPS Decompo. and recon.
DDMT [146] 2023 ArXiv Mask-based
DiffAD [147] 2023 KDD Imputation-based
SSSD [148] 2023 ArXiv Imputation and forecasting
Diffusion+ [149] 2023  ESEC/FSE Imputation-based
SaSDim [150] 2023 ArXiv Noise-scaling diffusion
Pintilie et al. [26] 2023 ICDMW Diffusion-based
NetDiffus [151] 2024 COMNET Time-series imaging
NGLS-Diff [62] 2024 ECML PKDD Latent space diffusion
TimeADDM [152] 2024 ICASSP Diffusion-based

Zuo et al. [63] 2024 APIN Reconstruction-based
TimeDiT [140] 2024 ICMLW Foundation model
TSDE [153] 2024 ArXiv Self-supervised learning
ProDiffAD [154] 2024 IJCNN Progressive distillation
TSAD-C [155] 2024 ArXiv Graph conditional diffusion

TimeDiT extend this idea by coupling attention with genera-
tive sampling for high-quality temporal synthesis [140], and
CAT uses a moment network with reinforcement learning to
locate informative moments under irregular sampling [141].
Progressive learning can gradually increase data complexity
and network capacity to represent long-term trends and
short-term variations [14]. Incomplete observations remain
another practical obstacle, since real industrial or network
telemetry often contains missing channels, unequal sampling
intervals, and delayed measurements. Structural-prior-free
diffusion designs and temporal self-attention mechanisms,
including TranAD and Triformer, improve robustness and
efficient long-sequence processing while preserving distinct
temporal dynamics [142]-[144], which proves particularly
critical for online monitoring, where a detector must react
quickly without overfitting to transient noise or masking
gradual process drift.

5.2 Taxonomy and Advances

As detailed in Table 6, diffusion models for TSAD primarily
follow reconstruction- and imputation-oriented architectures.
Reconstruction-based methods specifically identify anoma-
lies based on high reconstruction errors. DDTAD uses a 1-D
U-Net within a DDPM framework for time-series reconstruc-
tion [29], D®R introduces dynamic decomposition to handle
drifting series [145], NGLS-Diff operates within a learned
latent space of normal temporal patterns [62], and DDMT
combines denoising diffusion, Transformer modules, and
adaptive neighbor masking [146], and while this approach
remains intuitive because anomalous observations should
be harder to reconstruct from a normal temporal model,
excessive smoothing may weaken short or low-amplitude
attack signatures. Imputation-based methods instead frame
anomaly detection around missing-value recovery or density-
ratio reasoning [142]. DiffAD uses density ratios and condi-
tional weight-incremental diffusion for concentrated anoma-
lous points [147], SSSD combines conditional diffusion
with structured state space models for imputation and
forecasting [148], and Diffusion+ and SaSDim target cloud-
failure prediction and spatial time-series imputation [149],
[150]. General-purpose diffusion transformers and graph
conditional variants, including TimeDiT, TSDE, and TSAD-
C, broaden the same paradigm to multiple temporal tasks
[140], [153], [155]. At the category level, reconstruction can
smooth weak attack signatures [149], imputation depends

8

TABLE 7: Performance comparison of key TSAD methods on
SWaT, WADI, MSL, and SMD datasets.

Dataset (Metrics)
SWaT (P, R, F1, FI_PA) WADI (P, R, F1, FI_PA) MSL (P, R, F1, F1_PA) SMD (P, R, F1, F1_PA)
DAGMM [156] 2018 ICLR  27.46,69.52,39.37, 85.33 54.44,26.99, 36.09, 61.65 25.91, 62.86, 36.69, 70.09 42.59, 50.46, 26.85, 72.29
OmniAnomaly [138] 2019 ACM KDD 98.25, 64.97, 78.22, 86.61 49.47, 12.98, 22.96, 41.72 16.19, 84.66, 27.18, 89.94 20.61, 46.73, 28.20, 75.29
AnomalyTran [159] 2021  ICLR  12.00,100.00, 2143, 94.07 5.79,43.43,10.21, 89.10 -, -, 2.10,93.59 -, -212,92.33
TranAD [143]
DR [145]
PUAD [157]

Method Year Venue

2022 VLDB  97.94, 60.52, 74.16, 91.04 86.88, 15.50, 26.00, 42.04 29.06, 75.96, 42.04, 94.94 26.95, 57.36, 37.16, 76.95
2023 NeurlPS 12.04,99.59, 2149, 90.55 6.23,18.93, 11.75, 35.46 11.04, 93.01, 19.74, 87.44 23.70, 52.63, 26.12, 95.09
2023 ICML  97.94, 60.52, 74.16, 91.04 86.88, 15.50, 26.00, 42.04 29.06, 75.96, 42.04, 94.94 26.95, 57.36, 37.16, 76.95
NPSR [158] 2023 NeurlPS 9342, 7552, 8352, 91.07 78.43,50.33, 61.31, 75.22 24.03, 83.92, 37.37, 96.45 26.58, 62.36, 37.27, 76.95
SensitiveHUE [160] 2024 ACM KDD 94.68, 87.74, 91.08, 96.75 86.51, 58.73, 69.96, 92.25 33.05, 71.26, 45.16, 98.42 29.54, 60.80, 39.76, 96.33

Notes: P, R, F1, and F1_PA refer to Precision, Recall, F1-score, and Point-Adjusted F1-
score.

on missingness and calibration assumptions [147], and
graph/transformer variants improve context modeling while
increasing cost for long horizons, dense telemetry, and
latency-sensitive IDS pipelines [28].

5.3 Performance Comparison

Originally developed for image generation, DMs are increas-
ingly being adapted for TSAD, leveraging their capability
to capture complex temporal dependencies and generate
high-fidelity synthetic data [138]. As evidenced in Table 7,
methods demonstrate significant performance improvements
across challenging benchmarks such as SWaT, WADI, MSL,
and SMD datasets. Early approaches like DAGMM [156]
established foundational techniques using deep generative
models, while subsequent methods such as OmniAnomaly
[138] advanced the field through more sophisticated prob-
abilistic modeling. Architectural adaptations addressing
specific challenges of time series data have emerged, with
researchers incorporating recurrent networks and attention
mechanisms to handle irregular sampling and long-term
dependencies [145]. Various conditioning strategies have
been explored, including prototype-based methods [157]
that achieve notable precision-recall balance on industrial
datasets, and approaches conditioning on “nominality scores”
[158] that demonstrate improved performance in point-
adjusted metrics. Applications span diverse domains from
network monitoring [159] to industrial fault detection [52],
with generative capabilities being leveraged for data augmen-
tation and robustness enhancement [143]. Recent innovations
such as D3R [145] incorporate dynamic decomposition to
handle unstable multivariate time series with data drift,
while SensitiveHUE [160] represents the current state-of-the-
art by enhancing sensitivity to normal patterns, achieving
remarkable F1 scores (91.08% on SWaT) and point-adjusted
metrics (98.42% on MSL). Comparative analysis across these
approaches reveals an inherent trade-off between precision
and recall, with certain methods excelling in different
application domains based on their specific architectural
characteristics and conditioning strategies. Because TSAD
papers often differ in point-adjustment policy, window
length, contamination assumptions, and anomaly granularity,
limitation analysis is summarized around protocol compara-
bility and precision-recall trade-offs rather than forced into
row-wise table cells.

6 TABULAR ANOMALY DETECTION

Tabular data presents unique challenges for anomaly detec-
tion, primarily due to the inherent nature of mixed data types
(numerical, categorical, ordinal) and the frequent presence
of missing values. As illustrated in Fig. 5, effective TAD
frameworks must process heterogeneous input data through
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Input Tabular Data Preprocessing / Embed.
(Mixed Types, Missing) (Handle Mixed/Missing)

Challenges: Mixed Types, Miss. Vals, Het. Vars

Diffusion Model
(Tabular Adapted)
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TABLE 8: Summary of TAD methods with type, metrics, and
available implementations.

Recon. / Gen. Loss

Anomal [C S
omaly Score (or Likelihood)

Fig. 5: TAD handling mixed data types.

specialized preprocessing and embedding techniques before
applying tabular-adapted diffusion models, which generate
reconstructions that can be compared with the original
input to compute anomaly scores. The figure highlights
how reconstruction or generation loss serves as the pri-
mary mechanism for anomaly detection, while addressing
key challenges specific to tabular data throughout the
pipeline. Consequently, researchers have developed specific
data preprocessing techniques and specialized diffusion
model architectures to address these issues. Beyond finance
and healthcare, these design choices are also central to
cybersecurity-oriented tabular AD, where flow records, alarm
summaries, authentication logs, and other structured security
events require anomaly scores that remain robust under
heavy class imbalance, missing fields, and rapidly shifting
attack distributions [37], [161].

6.1 Considerations

For TAD, informative evaluation depends on mixed-type
modeling, missing-value handling, computational efficiency,
and row-level provenance. However, since conventional
diffusion models poorly handle categorical variables and
heterogeneous feature scales, motivating DiSK for simulta-
neous processing of text, categorical, and continuous data
[162], while TabSynDex converts diverse feature types into
unified latent representations [163]. Missing values further
complicate tabular modeling. Consequently, methods such as
MissDiff and Difflmpute address this limitation through
masked denoising objectives or harmonized imputation
[164], [165]. Moreover, efficiency constraints have encouraged
gradient-boosted score functions and accelerated sampling,
with TimeAutoDiff illustrating parallel generation for time-
series tabular data [166]. Additional adaptations use fair
DMs to mitigate imbalance, Transformer denoisers to model
feature interactions, latent diffusion to reduce representation
complexity, and structured state space models for temporal
tables [30], [148], [167], driving practical deployment beyond
finance and healthcare: fraud screening requires calibrated
ranking under extreme imbalance [2], clinical records require
missing-value policies that preserve rare but actionable
outliers [162], and security-operation pipelines require prove-
nance so analysts can trace which fields, joins, or retrieved
exemplars triggered an alert [37]. As a result, preprocessing
choices, categorical encoders, missing-value policies, and
post-hoc evidence extraction become as important as the
diffusion backbone itself. A tabular detector with strong
reconstruction accuracy may still be difficult to deploy if it
cannot explain which fields drove an anomaly score or if its
treatment of rare categories changes the operational meaning
of an alert.

Method Year Venue Type Performance Metrics Code
Reconstructed / TabADM [168] 2023 ArXiv Diffusion-based Detection accuracy
Generated Data MPDR [169] 2023 NeurIPS Energy-based AUPR, AUROC

Tritscher et al. [170] 2024 xAI Generative inpainting Explanation quality

TimeAutoDiff [166] 2024 ArXiv VAE + DDPM hybrid ~ Fidelity and utility metrics &

Dai et al. [171] 2025 AAAI Noise evaluation AUC score -

CoDi [172] 2023 ICML Co-evolving diffusion Synthesis quality &

SimpDM [173] 2024 CIKM  Self-supervised diffusion Imputation accuracy

FinDiff [174] 2023 ICAIF Diffusion-based Fidelity, privacy, utility

PHAD [175] 2025 IPM Hypergraph representation  Detection accuracy

Thimonier et al. [176] 2024 CIKM Retrieval-augmented Detection performance
Notes: Public implementations are listed when directly available from the cited methods.

TABLE 9: Performance comparison of key TAD models on
47 real-world tabular datasets, including domains such as
healthcare, image processing, and finance.

Avg. performance on 47-dataset

Method Year Venue

AUC (%) Mean Rank p-value
NeuTraLAD [177] 2021 ICML 71.45+226 9.16 0
SCAD [178] 2022 ICLR  69.15+ 153 6 0.0002
ECOD [179] 2023 IEEE TKDE 52.77 + 11.7 10.12 0
PLAD [180] 2022 NeurIPS 67.42 +19.6 9.16 0
DPAD [181] 2024  Arxiv  88.05+ 124 4.96 0.0003
AutoUAD [182] 2024 Arxiv = 92.68 +11.8 2.04 047
DNN [171] 2025 AAAI 9227 +11.1 1.68 0.47

6.2 Taxonomy and Advances

Modern approaches to TAD with generative models ex-
hibit distinct methodological divisions, as illustrated in
Table 8, which categorizes recent techniques across multiple
dimensions including architectural paradigms and evalu-
ation frameworks. Among reconstruction-based methods,
TabADM [168] leverages diffusion principles to model
normal data distributions and identify anomalies through
reconstruction errors, establishing a foundational approach
for diffusion-based tabular analysis. Complementary to this
paradigm, generation-based techniques such as FinDiff [174]
and CoDi [172] focus on synthesizing realistic tabular data,
enabling broader applications spanning data augmentation
and comparative anomaly detection between generated
and real instances. Beyond standard diffusion approaches,
self-supervised paradigms exemplified by SimpDM [173]
enhance imputation accuracy and robustness when handling
sparse or missing values, a prevalent challenge in tabular
domains. Integration with complementary techniques further
diversifies the methodological landscape, with PHAD [175]
merging diffusion-based augmentation with hypergraph
representation learning to capture higher-order relationships,
while retrieval-augmented methods [176] leverage retrieved
samples for enhanced anomaly identification. Architectural
innovations continue to emerge through hybrid approaches
like TimeAutoDiff [166], which synergistically combines au-
toencoder frameworks with DMs to enhance data synthesis
by capitalizing on the strengths of both paradigms. Across
these categories, diffusion-based tabular models still depend
heavily on the choice of categorical embeddings and missing-
value handling [174], retrieval or hypergraph augmentations
increase memory/pipeline complexity [176], and generation-
oriented methods can improve robustness but do not au-
tomatically yield interpretable row-level evidence for high-
stakes decisions such as fraud or intrusion screening [166].


https://github.com/Hurongyao/TIMEADDM
https://github.com/ChaejeongLee/CoDi
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Fig. 6: MAD with early/late/dynamic fusion strategies.
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6.3 Performance Comparison

Direct application of image-based DMs to tabular data
presents challenges due to inherent structural differences,
including mixed data types and missing values, which neces-
sitate specialized adaptations and preprocessing techniques.
As evidenced in Table 9, TAD approaches demonstrate
considerable performance variations across 47 real-world
datasets spanning healthcare, finance, and image processing
domains. Earlier methods like NeuTraLAD [177] and SCAD
[178] established foundational techniques with AUC scores
of 71.45% and 69.15% respectively, while recent innovations
including DPAD [181] and AutoUAD [182] show substantial
improvements, achieving 88.05% and 92.68% AUC scores.
Related work in multivariate time series demonstrates
competitive performance through specialized architectures
that capture complex dependencies in structured data [26].
Advanced frameworks incorporating dynamic step size
computation and latent space projection [25] enhance both
detection accuracy and anomaly localization capabilities.
Applications span diverse domains from fraud detection
to intrusion monitoring, leveraging diffusion models” abil-
ity to learn complex distributions for identifying unusual
patterns in tabular structures. Notably, few-shot frame-
works like AnomalySD [183] utilizing Stable Diffusion have
demonstrated particular effectiveness in industrial settings,
achieving high performance with minimal labeled examples.
Comparative analysis across these approaches reveals the im-
portance of domain-specific adaptations, with methods like
DNN [171] achieving state-of-the-art performance (92.27%
AUC) through specialized architectures tailored to tabular
data characteristics. The table should be read together with
the taxonomy discussion: tabular methods vary in feature
types, missing-value policy, and label imbalance, so their
weaknesses are more reliably described as category-level
constraints than as row-wise claims detached from the
original experimental settings.

7 MULTIMODAL ANOMALY DETECTION

By leveraging the complementary nature of diverse data
sources, multimodal approaches significantly enhance the
accuracy and robustness of anomaly detection systems. Fig. 6
illustrates how these frameworks process multiple input
modalities through alignment and embedding techniques be-
fore applying fusion strategies (early, late, or dynamic) within
collaborative diffusion models. The diagram demonstrates
data flow while highlighting critical challenges including
modal alignment, fusion techniques, and influence balancing.
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For MAD, the most informative challenge axis is how
alignment, fusion, and missing-modality handling affect

Considerations
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whether cross-modal disagreement becomes usable anomaly
evidence or just another source of false alarms [25], [184].
MAD introduces challenges due to diverse data sources.
Modal alignment is challenging as different modalities
occupy distinct feature spaces with varying scales and
distributions [185]. Effective fusion techniques are crucial for
capturing modality interactions, as simple concatenation may
not exploit their complementary nature [186]. Additionally,
balancing the influence of modalities is essential, as some
may be more informative for specific anomaly types [187]. To
address these challenges, collaborative diffusion frameworks
enable joint learning of representations across modalities,
promoting alignment and facilitating information exchange
[188]. Multimodal embedding spaces provide a common
ground for representing and comparing information, mitigat-
ing the alignment issue, as exemplified by AnomalyXFusion’s
X-embedding approach, which integrates image, text, and
mask features [189]. Dynamic fusion mechanisms, such
as AnomalyXFusion’s Dynamic Dif-Fusion module, offer
adaptive weighting of modalities based on their relevance,
adjusting the contribution of multimodal features during
diffusion steps for context-aware generation [190]. Ongoing
research on cross-modal feature mapping and quality-aware
fusion further enhances the robustness and accuracy of these
systems [185], [187]. Deep structured anomaly detection
frameworks [191] and the incorporation of semantic guidance
in diffusion models [192] also contribute to handling the
complexities of multimodal data. Compared with image-
only or video-only AD, multimodal deployment further
requires deciding when disagreement between modalities
is itself anomalous, when one modality should override
another, and how to continue operating when text, audio,
masks, or metadata are delayed or missing [188], [193]. As
a result, calibration, fallback design, and human-in-the-loop
validation become central parts of MAD pipelines rather
than implementation details.

7.2 Taxonomy and Advances

Recent research in anomaly detection increasingly exploits
complementary information from diverse data sources to
enhance detection accuracy and robustness. As shown in
Table 10, recent multimodal approaches leverage various
fusion strategies tailored to specific application domains
and data characteristics. Early fusion methods, exemplified
by FedDiff [127], combine modalities at the input level,
integrating features before model processing. In contrast, late
fusion approaches like Ano-cDiff [193] process each modal-
ity independently before combining outputs, preserving
modality-specific characteristics. Dynamic fusion strategies,
represented by Collaborative Diffusion [194], adaptively
weight modality contributions based on input characteris-
tics, optimizing information extraction from heterogeneous
sources. Multiple modality combinations have demonstrated
effectiveness across application domains, with image-text
pairings [195] enhancing industrial defect detection through
expert knowledge integration, video-audio combinations
[121], [196] improving surveillance anomaly recognition,
and image-mask pairings [188] facilitating precise region
localization. Notable architectural innovations include X-
embeddings [188] that unify features from multiple modali-
ties into coherent embedding spaces, and human-in-the-loop
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TABLE 10: Summary of MAD methods on different datasets
with available implementations.

Method Year Venue Datasets Code
Multimodal LDM [195] 2024 Ital-TA KSDD2 -
Ano-cDiff [193] 2024 ESWA Brain glioma datasets 9

Flaborea et al. [196] 2023 ICCV  UBnormal, HR-UBnormal, etc., -
AnomalyXFusion [188] 2024 ArXiv MVTec AD, LOCO, MVTec Caption ¢§
Collaborative Diffusion [194] 2023 CVPR CelebAMask-HQ, CelebA-Dialog -

systems [195] that incorporate expert knowledge through text
descriptions and region localization, substantially enhancing
model performance on datasets like KSDD2. The growing
availability of open-source implementations for methods
like AnomalyXFusion and Ano-cDiff further accelerates
progress in this rapidly evolving research area. However,
early fusion can blur modality-specific anomaly signatures,
late fusion depends on well-calibrated per-modal scorers,
and dynamic fusion remains vulnerable to misalignment,
missing modalities, or one dominant signal overwhelming
weaker but safety-critical evidence [191], [197].

7.3 Applications

MAD with DMs offers substantial advancements in Industry
5.0, especially for defect detection. In this setting, diffusion
models integrate diverse data modalities like images and text,
providing a more comprehensive understanding of industrial
processes and facilitating accurate anomaly identification.
Approaches combining expert knowledge with visual data
show particular promise. For example, multimodal LDMs
incorporate text descriptions and region localization [195],
enabling more targeted anomaly detection. In these models,
experts provide textual descriptions and localize potential
anomalies within images, guiding the model towards learn-
ing relevant and interpretable defect representations [195].
Consequently, the integration of human expertise enhances
the model’s ability to detect subtle anomalies often missed by
purely data-driven methods, and facilitates a robust feedback
loop for iterative refinement and improved accuracy [195].
Similarly, the Myriad model [198] uses an Expert Perception
module to embed prior knowledge as tokens understandable
by LLMs [199]. Adopting this neuro-symbolic strategy facili-
tates the generation of granular anomaly descriptions encom-
passing attributes like color, shape, and category [198], which
is crucial for effective decision-making in industrial settings.
Broader MAD case studies suggest the same pattern beyond
industrial inspection: medical image-report pairs benefit from
cross-checking lesion evidence against textual findings [195],
audio-visual surveillance relies on asynchronous cues for
rare events [200], and cyber-physical monitoring increasingly
combines telemetry with logs or alerts so operators can verify
whether a cross-modal inconsistency reflects a true incident
or a benign sensor failure [137].

8 ANOMALY GENERATION
8.1

Synthetic anomaly generation with DMs addresses the
scarcity, imbalance, and limited diversity of real anomalies
while enabling data augmentation, robustness testing, and
self-supervised training. As shown in Fig. 8, AG methods
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Fig. 8: AG techniques with guided DMs for data augmenta-
tion, robustness testing, and self-supervised learning.

typically start from normal data seeds and optional condi-
tions such as text descriptions or masks, then use guided
diffusion to synthesize anomalies across modalities. Models
such as CUT manipulate latent spaces to create diverse and
realistic visual anomalies without requiring large anomaly
collections [201]. As illustrated in Fig. 7, AnomalyDiffusion
further integrates spatial anomaly embeddings and adaptive
attention re-weighting to control anomaly location and ap-
pearance more precisely [78]. Beyond expanding training sets,
controllable generation supports stress testing by varying
anomaly size, shape, severity, and context, which helps
expose detector vulnerabilities in settings such as medical
imaging [22], [25], [202]. Systematically generated anoma-
lies can also reveal failure modes under rare or extreme
conditions that are difficult to collect in real deployments,
such as small defects, unusual lesion shapes, or low-contrast
abnormal regions. Because the generation process can be
conditioned, AG also enables controlled ablation studies that
isolate whether a detector is sensitive to location, texture,
scale, or semantic category. Finally, generated anomalies
support self-supervised learning by mixing normal samples
with synthetic abnormal patterns, allowing models to learn
discriminative cues without dense manual labels [16], [203].

8.2 Taxonomy and Advances

Various diffusion-based approaches for anomaly generation
have emerged in recent years, each addressing different
aspects of the generation challenge with distinct methodolog-
ical foundations. As summarized in Table 11, these methods
can be classified according to their underlying techniques
and application domains. Manipulation-based approaches
directly alter the diffusion process to produce anomalous
samples, while conditional generation methods leverage
additional information to guide the generation toward
specific anomaly types. For example, AnomalyDiffusion
[78] and DualAnoDiff [90] utilize specialized conditioning
strategies for industrial inspection applications, whereas CUT
[201] offers a more general framework for visual anomaly
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TABLE 11: Summary of AG methods across various domains
with implementations.
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TABLE 12: Performance comparison of key AG models on the
MVTec dataset using IS and IC-LPIPS metrics, with public
implementations when available.

Method Year Venue Domain DM Code

HumanRefiner [206] 2024 ECCV Human image generation v & Metric
AnomalyDiffusion [78] 2024 ~ AAAI Industrial inspection v & Method Year Venue ——— Code
Dual AnoDiff [90] 2024  ArXiv Industrial inspection v @ IS IC-L
AdaBLDM [204] 2024  ArXiv Industrial defect generation v 8

CUT [201] 2024  ArXiv Visual anomaly detection v 9 DefectGAN [210] 2021 WACV 1.69 0.15 -
Rai et al. [207] 2024 CVPR Video anomaly detection v - SDGAN [213] 2020 IEEETASE 171 0.13 -
NSA [208] 2022 ECCV  Manufacturing, Medical imaging X & DiffAug [214] 2020 NeurIPS 1.58 0.09 -
CutPaste [205] 2021 CVPR Industrial inspection x - Crop&Paste [215] 2021 IEEEICME 151 0.14 =
PRN [209] 2023 CVPR Industrial manufacturing X -

Fontanella et al. [86] 2024 IEEE TMI Medical imaging (Brain) v - DFEMGAN [211] 2023 AAAI 1.72 0.20 -
FinDiff [174] 2023 ACM ICAIF Financial data v oo- CDC [216] 2021 CVPR 1.65 0.07 =
NetDiffus [151] 2024 COMNET Network traffic analysis oo AnomalyDiffusion [78] 2024 AAAI 1.80 0.32 Ly

detection. Latent space modification represents another
significant category, where techniques modify the underlying
representation space to create anomalies, contrasting with
data-space approaches that operate directly on raw input.
Furthermore, the integration of diffusion models with other
generative or discriminative architectures has gained traction,
as exemplified by AdaBLDM [204], which enhances the
realism and diversity of generated anomalies. Beyond visual
domains, applications have expanded to specialized fields
such as financial data analysis with FinDiff [174] and network
traffic analysis through NetDiffus [151], demonstrating the
versatility of diffusion models for anomaly generation across
diverse domains. The evolution from earlier techniques like
CutPaste [205] to sophisticated diffusion-based frameworks
indicates significant progression in generating increasingly
realistic and controllable anomalies.

8.3 Performance Comparison

Leveraging the powerful capabilities of DMs, several frame-
works have emerged as effective tools for generating syn-
thetic anomalies with remarkable realism and diversity. As
shown in Table 12, AnomalyDiffusion [78] demonstrates
superior performance over traditional GAN-based methods
like DefectGAN [210] and DFMGAN [211], achieving the
highest Inception Score (1.8) and IC-LPIPS (0.32) on the
MVTec AD dataset. Beyond AnomalyDiffusion, methods
like CUT [201] further advance the field by leveraging
Stable Diffusion for generating realistic anomalies without
retraining, demonstrating universality across unseen data
and novel anomaly types, which facilitates targeted anomaly
creation for applications like data augmentation. Addition-
ally, conditioning strategies play a crucial role in guiding
the generation process. For example, SDAS in RealNet [212]
employ a diffusion-based synthesis strategy specifically de-
signed to mimic the distribution of real anomalies, creating a
diverse set of synthetic examples for training robust anomaly
detection models. Moreover, vision-language models [129]
can effectively leverage textual descriptions to condition
the generation process, enabling fine-grained control over
the characteristics of generated anomalies. Since anomaly-
generation studies evaluate realism, diversity, localization
utility, or downstream detector gains under different proto-
cols, the comparison reports the most relevant metric cues
while the surrounding text explains the main limitation:
cross-paper numbers are informative for orientation but not
a controlled benchmark.

8.4 Applications

Anomaly generation with DMs has found diverse applica-
tions, notably in data augmentation [78]. In scenarios with
limited anomaly samples, synthetically generated anomalies
can augment training datasets, consequently improving the
performance and robustness of AD models, which is particu-
larly valuable in areas like industrial inspection [23] where
acquiring real-world anomalies is challenging. Additionally,
generating a wide range of potential anomalies facilitates
model robustness testing [97] and allows researchers to
evaluate detection models under diverse conditions. Through
this process, vulnerabilities can be identified and the re-
liability of anomaly detection systems can be enhanced.
Anomaly generation also enables anomaly visualization [26],
aiding in understanding anomalous event characteristics
and interpreting model predictions. For example, in medical
imaging, visualizing generated anomalies can assist clini-
cians in identifying subtle abnormalities. Furthermore, some
methods [22], [25] leverage dynamic noise addition during
diffusion, guided by initial anomaly predictions, to improve
anomaly localization, particularly for anomalies of varying
scales.

9 MODEL EVALUATION

Evaluation opens with a cross-modality overview before
the detailed metric and benchmark subsections: metrics
should be interpreted as task-specific evidence for ranking,
localization, or temporal consistency [217], [218], while
benchmark datasets define the anomaly prevalence, an-
notation granularity, and domain shift conditions under
which those metrics remain meaningful [161]. In turn, the
overview anchors the later modality-by-modality discussion
in a common evaluation scaffold instead of treating each
modality in isolation.

9.1

Effective ADGDM relies on robust evaluation metrics tailored
to specific data modalities. As shown in Fig. 9, evaluation
frameworks must address the distinct characteristics of
each data type through specialized metrics. Beyond listing
metrics, a practical survey must also clarify when each
metric is trustworthy. AUROC is useful for threshold-free
ranking but can obscure deployment risk under severe class
imbalance [217]; AUPRC and F1 better reflect rare-event
retrieval but are threshold-sensitive [219]; point-wise scores
reward local detection whereas range-based metrics better
capture contiguous temporal anomalies [220]; localization

Evaluation Metrics


https://github.com/Enderfga/HumanRefiner
https://github.com/sjtuplayer/anomalydiffusion
https://doi.org/10.48550/arXiv.2408.13509
https://github.com/GrandpaXun242/AdaBLDM.git
https://doi.org/10.48550/arXiv.2406.01078
https://github.com/hmsch/natural-synthetic-anomalies
https://github.com/sjtuplayer/anomalydiffusion

IEEE TRANSACTIONS ON PATTERN ANALYSIS AND MACHINE INTELLIGENCE

Image Anomaly Detection Metrics Time Series Anomaly Detection Metrics

Error & Effici
+ RMSE / MAE / CRPS
* Inference Time
« Energy Consumption
- Statistical Fidelity

Pixel-level Metrics Detection Per
« Dice Coefficient

« Intersection over Union
+ Hausdorff Distance

For anomaly localization

Image-level Metrics
+AUROC +AUROC / AUPRC
+ Average Precision (AP) « Fi-score
+ Fi-score « Precision / Recall
For anomaly ificatic For ification accuracy

N
p Ci

Domain-Specific Challenges
« Industrial Defect Detection: F1-score, AP (high recall)
* Medical Imaging: AUROC (minimize false positives)

+ Surface Defect: Precision-Recall balance —

« Class Imbalance: AUPRC preferred over accuracy
« Point-wise vs. Range-based Detection
. Financial: Min. false positives, Industrial: Timely detection

Metrics

Video Anomaly Detection Metrics Multimodal Anomaly Detection Metrics

Detection Metrics
+AUROC
+AUC@PR
« Equal Error Rate (EER)
For event classification

Quality Metrics
+ Fréchet Video Distance
« Fréchet Inception Distance
+ CLIPSIM
For generation quality

Cross-Modal & Fusion
« Cross-modal Consistency
+ Fusion Performance

* Modality Analysis

+ Information Convergence

Modality-Specific Metrics
« Image: Dice, loU, AUROC

« Time Series: RMSE, F1

« Video: FVD, Temp. Coher.

* Audio: STFT measures

Consistency & Human Evaluation
- Temporal Coherence (optical flow, motion trajectory)
* Human Assessment (subjective quality, anomaly perception)
- Context i ions (esp. for i

Challenges & Domain-Specific Metrics
- Data Heterogeneity: Complex interactions between modalities
+ Industrial: Visual-textual metrics for inspection tasks
o to modality quality variations and availability

Critical metrics, Domain Class imbalan

across all ies: Task-sp
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metrics such as Dice/IoU matter when the actionability of
an alert depends on spatial precision [221]; and cross-modal
consistency metrics are only meaningful when alignment
quality and missing-modality behavior are reported along-
side them [184], [191].

9.1.1 Image Anomaly Detection Metrics

IAD employs evaluation metrics reflecting the task’s mul-
tifaceted nature, categorized into pixel-level metrics for
anomaly localization and image-level metrics for classifica-
tion [217]. Pixel-level localization relies on the Dice coefficient
and Intersection over Union (IoU) to measure overlap
between predicted and ground truth anomaly masks [221],
while the Hausdorff Distance quantifies maximum boundary
distances, proving particularly valuable in medical imaging
where precise localization is crucial [222]. For classification
tasks, AUROC measures the model’s ability to distinguish
between normal and anomalous images [223], while Average
Precision addresses class imbalance inherent in anomaly
datasets [219], and F1-score balances precision and recall to
reflect both correct identification and false positive avoidance
[224]. Metric selection depends on application requirements,
with industrial defect detection prioritizing high recall
through Fl-score or AP, whereas medical applications favor
AUROC to minimize false positives.

9.1.2 Video Anomaly Detection Metrics

VAD evaluation requires assessing both detection accuracy
and video quality while maintaining temporal consistency
[38]. Detection metrics including AUROC, AUC@PR, and
Equal Error Rate quantify distinguishing capabilities between
normal and anomalous events [225], with AUC@PR par-
ticularly relevant given class imbalance challenges. Video
quality assessment employs Fréchet Video Distance, Fréchet
Inception Distance, and CLIPSIM to evaluate generated video
fidelity through feature distribution comparisons and seman-
tic similarity measures [207]. Temporal coherence metrics
ensure smooth frame transitions by measuring optical flow
consistency and motion trajectory smoothness [107], while
human evaluation provides subjective assessment for subtle
or context-dependent anomalies.
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9.1.3 Time Series Anomaly Detection Metrics

TSAD metrics encompass detection performance, error mea-
surement, computational efficiency, and statistical fidelity
[218]. Detection capabilities utilize AUROC, AUPRC, F1-
score, precision, and recall [226], while error metrics like
RMSE, MAE, and CRPS quantify prediction accuracy for
forecasting-based methods [227]. Computational consider-
ations including inference time and energy consumption
prove critical for deployment [103], alongside statistical
fidelity metrics ensuring synthetic data reflects underlying
distributions [26]. Unique challenges include severe class
imbalance where normal data vastly outnumbers anomalies
[228], distinctions between point-wise and range-based
detection requiring different evaluation approaches [220],
and domain-specific requirements where financial applica-
tions prioritize false positive minimization while industrial
monitoring emphasizes timely detection [229].

9.1.4 Multimodal Anomaly Detection Metrics

MAD evaluation addresses both modality-specific and cross-
modal performance aspects through comprehensive metric
frameworks [200]. Individual modalities employ standard
metrics like Dice coefficient, IoU, and Hausdorff Distance
for localization alongside AUROC, AP, and F1-score for clas-
sification. Cross-modal assessment introduces consistency
metrics quantifying information alignment between sources
[191] and fusion performance metrics evaluating multimodal
integration benefits over single-modality approaches [197].
Application-specific adaptations combine visual-textual data
for industrial inspection [230] or specialized audio-visual
metrics for surveillance, while addressing challenges from
data heterogeneity, lack of standardized benchmarks [231],
and the need for interpretable metrics capturing complemen-
tary information across modalities [184].

9.2 Benchmark Datasets

Evaluating AD requires access to well-established benchmark
datasets spanning industrial inspection, medical screening,
cyber-physical telemetry, and open-world video monitor-
ing. To keep the main manuscript focused, we retain a
concise cross-modality summary here and move the ex-
tended dataset-by-dataset comparison to the supplemen-
tary material, where Table I consolidates representative
metric cues, application domains, and practical bottlenecks.
Dataset choice also constrains metric interpretation: factory-
inspection benchmarks reward localization fidelity [98],
[99], long-horizon telemetry benchmarks expose latency
and range-detection trade-offs [138], [232], and multimodal
benchmarks remain limited by inconsistent annotation gran-
ularity and fusion protocols [231]. For this reason, the “best”
metric is scenario-dependent and should be read together
with dataset bias, anomaly prevalence, and the intended
deployment objective summarized below and expanded
further in Table L
e IAD benchmarks such as MVTec AD, MVTec 3D-AD,
LOCO, VisA, and BraTS emphasize localization fidelity,
small-defect sensitivity, and domain transfer between
industrial and medical settings.
o TSAD benchmarks including SMD, SMAP, MSL, and
SWaT expose long-range dependency, point-vs-range
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anomaly scoring, and cyber-physical attack-detection
trade-offs.

o VAD/TAD benchmarks such as ShanghaiTech, UCF-
Crime, CrossTask, COIN, TEP, and ADBench broaden
coverage toward surveillance, procedural deviation, and
structured-record anomaly settings, with the supple-
mentary table organizing their metric cues and practical
bottlenecks in a unified view.

9.2.1 Image Anomaly Detection Datasets

MVTec AD [99] serves as the de facto standard for industrial
anomaly detection, encompassing 15 object categories with
diverse defect types. Its extension, MVIec 3D-AD [233],
incorporates depth information, facilitating research on 3D
anomaly detection. Additionally, MVTec LOCO [234] focuses
on logical anomalies characterized by structural or composi-
tional irregularities. Other industrial datasets include BTAD
[235], VisA [98], KSDD?2 [236], MPDD [237], and PCB-Bank
[49], each presenting unique characteristics for evaluating
different aspects of diffusion model performance. Finally, the
medical dataset BraTS [238] provides MRI scans for brain
tumor segmentation, introducing challenges related to subtle
anomalies and the critical need for accurate detection in
medical applications.

9.2.2 Video Anomaly Detection Datasets

Industrial surveillance datasets including UCSD Ped?2 [239]
and CUHK Avenue [240] provide foundational benchmarks
for non-pedestrian detection and unusual pedestrian be-
haviors, while comprehensive datasets Shanghailech [131]
and UCF-Crime [131] offer diverse evaluation scenarios
across 13 scenes and crime categories respectively. The
most challenging benchmark, NWPU Campus [241], [242],
features 43 scenes with scene-dependent anomaly definitions
where identical events may be normal or abnormal based on
context. Complementing surveillance data, UBnormal [243]
provides densely annotated videos for pixel-level localization,
while instructional datasets CrossTask [244] and COIN [245]
evaluate procedural anomaly detection through deviations
from standard procedures.

9.2.3 Time Series Anomaly Detection Datasets

Industrial monitoring drives TSAD benchmark development,
with SMD [138] providing server metrics for multivariate
dependency evaluation, while spacecraft datasets SMAP
[232] and MSL [232] offer real-world telemetry scenarios.
Moreover, industrial control contributions include SWaT
[137] featuring real-world water purification testbed data
with simulated attacks, specialized datasets TEP [246] with
chemical process environments, Batchbenchmark [247] for
manufacturing processes, and comprehensive ADBench [161]
containing 57 real-world datasets across domains. The di-
versity in temporal characteristics and anomaly prevalence
provides comprehensive evaluation settings for diffusion
model performance in capturing temporal correlations essen-
tial for robust TSAD applications.
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10 DiscussioN
10.1

The application of ADGDM has shown promising results, yet
several critical challenges remain to be addressed to achieve
robust, scalable, and generalizable solutions.

Scalability. Scaling DMs to high-dimensional data, such as
high-resolution images or long video sequences, remains
challenging due to significant memory and computational
demands [248]. Iterative denoising processes exacerbate
scalability issues, limiting applicability in resource-intensive
settings [75]. Developing efficient architectures, such as
latent diffusion or optimized sampling techniques, is crucial
to handlling complex multimodal inputs effectively while
maintaining detection accuracy [92].

Generalization. Achieving robust generalization for diffu-
sion models across domains, e.g., from industrial to medical
imaging, is hindered by domain shifts and varying anomaly
types [6], [11]. Models trained on specific datasets often fail
to adapt to new contexts, reducing their practical utility [33],
[34]. Transfer learning and domain-adaptive techniques are
essential to enhance cross-domain performance, ensuring
DMs can handle diverse data distributions and anomaly
characteristics effectively [222].

Class Imbalance. Detecting rare anomalies in imbalanced
datasets, where normal samples dominate, poses a significant
challenge for diffusion models [217]. Overfitting to normal
data distributions reduces sensitivity to subtle anomalies,
compromising detection accuracy [202]. Techniques like
anomaly augmentation or robust scoring mechanisms are
needed to improve model performance on rare events,
ensuring reliable detection in critical applications such as
industrial monitoring [90].

Computational Efficiency. High computational cost of
DMs during inference, driven by iterative denoising steps,
hinders deployment in real-time or resource-constrained
environments [249], thereby limiting their practicality for
applications like industrial monitoring [95]. Across the
literature, the most consistent efficiency cues are whether
computation occurs in pixel space or latent space, whether
sampling uses the full reverse chain or an accelerated solver,
and whether additional distillation/parallelization is needed
before deployment. Table 13 summarizes representative
training-side and inference-side efficiency cues across modal-
ities so that these trade-offs can be compared in one place.
For example, latent-space designs reduce the per-step state
size for medical or multimodal volumes [3], [92], DDIM-
style or shortened reverse paths trade some fidelity for
faster image reconstruction [76], [86], progressive distillation
compresses TSAD sampling depth at the cost of extra training
stages [154], and hybrid tabular generators exploit parallel
synthesis to reduce wall-clock latency but introduce front-
end encoding overhead [166]. Consequently, techniques such
as model distillation, fewer-step sampling, or hardware-
aware optimizations are essential to reduce inference latency
while preserving AD accuracy [96].

Robustness. DMs are vulnerable to adversarial perturbations
and noisy inputs, which can distort anomaly scoring and
compromise reliability [93], particularly in domains like
medical diagnostics, where robustness is paramount [17].
Given these vulnerabilities, developing adversarial training

Open Challenges
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TABLE 13: Representative efficiency cues across ADGDM.

Method Mod. Train. Cue Infer. Cue Trade-off
Latent IAD Latent 3D Smaller la- Faster sampl.
DDPM modeling tent state may miss tiny
[3] lesions
DDPM- IAD Standard Shortened Lower latency
DDIM diffusion reverse vs. recon. loss
[86] training path
ProDiffAD TSAD  Progressive Reduced Better speed
[154] distilla- sampling vs. calibration
tion stage depth issues
NPSR TAD Hybrid Parallel ta- Faster speed
[158] encoder- ble synthe- vs. extra
diffusion sis encoding cost
UNIMO- MAD Large mul- Cross- Stronger con-
G [92] timodal modal text vs. mem-
backbone condition ory overhead

strategies or noise-robust scoring mechanisms is necessary to
enhance model stability, ensuring consistent performance
under challenging conditions and safeguarding against
malicious or erroneous inputs [69].

Explainability. Although many ADGDM pipelines yield
accurate anomaly scores, critical applications require expla-
nations that identify what changed, where the evidence is
located, and why the model is confident. Reconstruction-
difference attribution and saliency maps help localize sus-
picious regions or timestamps, but they can still over-
highlight artifacts introduced by the denoiser itself [250].
Counterfactual anomaly generation offers a complementary
route by editing the same sample toward nearby normal
or anomalous states, while text-assisted and human-in-the-
loop verification frameworks are increasingly needed in
medical screening, industrial inspection, and cyber defense
to determine whether a highlighted deviation is actionable
or merely distribution drift [190], [251], [252].
Deployment-Oriented Case Studies. In industrial inspection,
diffusion models are typically paired with high-resolution
cameras and strict cycle-time budgets, so the practical
question is whether a method can localize a defect fast
enough for inline rejection while still providing defect-
type evidence to quality engineers [23], [95]. In medical
screening, the same reconstruction machinery must instead
prioritize lesion-level sensitivity, uncertainty communication,
and clinician-auditable rationales because a visually plausible
reconstruction can still suppress subtle but clinically relevant
anomalies [3], [17]. A complementary deployment pattern
appears in cyber-physical and network monitoring, where
multivariate telemetry, alarm logs, and topology context
arrive asynchronously [37], [137], [138]. Here, diffusion-
based detectors are most useful when they summarize which
channels drifted first, whether the event resembles attack-
like contamination or routine operating-mode changes, and
how much latency the reverse process introduces before
analysts can triage the alert. Together, the examples reinforce
that deployment success depends jointly on modality fit,
explanation format, and efficiency constraints rather than on
accuracy alone.

10.2 Future Opportunities

ADGDM presents several promising opportunities for fu-
ture research and development, with prospects to enhance
efficiency, integrate novel conditioning, combine with other
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techniques, explore new modalities, and leverage LLMs for
intelligent detection, that could significantly advance the
capabilities and practical applications of this field.

Efficient DM architectures. High computational costs limit
DM deployment in real-time anomaly detection applica-
tions, particularly for high-resolution images and videos.
Dynamic step size computation [22] addresses this through
initial anomaly prediction guidance, while latent space
projections and quantization techniques reduce memory
demands. Moreover, alternatives to full-length Markov chain
diffusion [76] and multi-scale simplex noise diffusion offer
pathways to scaling DMs to high-resolution imagery without
compromising detection quality.

New Conditioning Strategies. Enhanced conditioning strate-
gies incorporate prior knowledge and contextual infor-
mation to improve anomaly detection performance [249].
Multimodal conditioning through text or audio provides
complementary detection cues [253], while domain-specific
knowledge integration improves detection specificity. Tempo-
ral conditioning benefits time-series and video analysis [26],
while feedback loops using anomaly scores [22], [25] enhance
localization accuracy. Adaptive conditioning strategies that
respond to input characteristics offer promising solutions for
heterogeneous datasets.

DMs with Other AD techniques. Hybrid approaches
combining DMs with existing methods yield superior per-
formance through complementary strengths. Clustering
integration leverages generative capabilities for represen-
tative normal data synthesis [23], while one-class classifiers
benefit from DM-generated samples [243]. Notable methods
include ODD [18] combining similarity networks with outlier
exposure, and dual conditioning frameworks for multi-class
detection through category-specific reconstructions [64].

New Modalities and Applications. Current ADGDM focuses
primarily on images, videos, and time series, leaving oppor-
tunities in broader modalities and applications. Tabular data
applications in finance and healthcare show promise despite
mixed data type challenges [2]. Multimodal detection [25]
and extensions to audio or 3D point clouds could enable new
applications, while time series advances address irregular
sampling and long-term dependencies [26], combined with
self-supervised learning [203].

AD with LLMs and VLMs. LLMs and VLMs can enhance
diffusion-based detection, but their most promising role
is as a coordination and explanation layer over diffusion
outputs rather than as a replacement for modality-specific
detectors. A practical framework space includes knowledge-
grounded text conditioning before diffusion, post-hoc expla-
nation generation from reconstruction maps and anomaly
scores [251], cross-modal alignment of image/text/audio
evidence in multimodal settings [254], [255], long-horizon
temporal summarization for TSAD [256], and agent-assisted
monitoring loops that convert synthetic anomaly generation
into scenario-driven augmentation or triage checklists [257],
[258]. We emphasize that these are literature-grounded inte-
gration frameworks rather than new empirical claims, and
their value is highest in medical diagnosis and cybersecurity
where analysts need grounded textual reasoning, policy-
aware triage, and human-verifiable recommendations instead
of a single black-box anomaly score [259], [260].
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CONCLUSION

In this survey, we comprehensively examine anomaly detec-
tion and generation with diffusion models (ADGDM) across
diverse data modalities. We explore various conditioning
strategies and their impact on performance while highlight-
ing adaptations for image, video, time series, and tabular
data. We also explore emerging multimodal approaches and
assess the potential of DMs for synthetic anomaly generation.
Researchers currently face challenges including scalability,
generalization, class imbalance, computational efficiency, and
robustness across applications. Future research opportunities
encompass developing efficient architectures, novel condi-
tioning strategies, hybrid approaches integrating traditional
techniques, and leveraging large language models.
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