
 ORCA – Online Research @
Cardiff

This is an Open Access document downloaded from ORCA, Cardiff University's institutional
repository:https://orca.cardiff.ac.uk/id/eprint/190188/

This is the author’s version of a work that was submitted to / accepted for publication.

Citation for final published version:

Zhang, Xuejian, Sun, Li, Chang, Le and Sun, Zhen 2027. Natural hazards, critical infrastructure systems,
and resilience enhancement: A structured state-of-the-art review and a synthesis-based rapid assessment

framework. Natural Hazards Review 28 (1) , 03126011. 10.1061/NHREFO.NHENG-2965 

Publishers page: https://doi.org/10.1061/nhrefo.nheng-2965 

Please note: 
Changes made as a result of publishing processes such as copy-editing, formatting and page numbers may
not be reflected in this version. For the definitive version of this publication, please refer to the published

source. You are advised to consult the publisher’s version if you wish to cite this paper.

This version is being made available in accordance with publisher policies. See 
http://orca.cf.ac.uk/policies.html for usage policies. Copyright and moral rights for publications made

available in ORCA are retained by the copyright holders.



 

1 

 

Natural Hazards, Critical Infrastructure Systems, and Resilience Enhancement: A 1 

Structured State-of-the-Art Review and a Synthesis-Based Rapid Assessment 2 

Framework 3 

Xuejian Zhang1, Li Sun2, Le Chang3, Zhen Sun4 4 

Abstract: Critical infrastructure systems (CISs) are increasingly exposed to natural hazards whose 5 

impacts are amplified by infrastructure interdependence, urban complexity, and the growing prevalence 6 

of compound and cascading events. Existing research provides valuable insights into individual hazards, 7 

infrastructure components, modelling methods, and resilience metrics, but these insights remain difficult 8 

to translate into preliminary decision support because they are organized across different hazard types, 9 

sectors, analytical scales, and decision contexts. This article presents a structured state-of-the-art review 10 

of natural hazards, CIS impacts, and resilience enhancement. A two-pathway review strategy was 11 

adopted. A Web of Science core search was used to characterize the bibliometric landscape and identify 12 

WoS-sourced core synthesis studies, while a targeted anchor-search pathway was used to verify 13 

foundational concepts, hazard mechanisms, methodological approaches, resilience frameworks, and 14 

authoritative institutional sources. The review clarifies the conceptual distinction among dependencies, 15 

interdependencies, compound hazards, cascading failures, service disruption, and resilience; synthesizes 16 

cross-hazard infrastructure impact mechanisms; compares major method families for hazard-impact and 17 

resilience assessment; and develops a synthesis-derived rapid resilience assessment framework for 18 

preliminary screening and prioritization under constrained data and time conditions. The synthesis 19 

indicates that future CIS resilience assessment would benefit from moving beyond isolated asset-damage 20 

analysis toward integrated workflows that link hazard loading, component vulnerability, network 21 

functionality, service consequences, recovery capacity, uncertainty, and feasible intervention choices. 22 

The article contributes a more transparent evidence-source structure, an evidence-to-decision bridge, and 23 

a bounded decision-oriented framework for organizing future research and practical resilience screening. 24 
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1. Introduction 25 

1.1 Background 26 

Critical infrastructure systems (CISs) support the continuous provision of essential services and are 27 

fundamental to public safety, economic activity, emergency response, and social continuity. In urban and 28 

regional settings, electric power, water and wastewater, transportation, and communication and 29 

information and communication technology (ICT) systems are closely coupled through physical, cyber, 30 

geographic, organizational, and functional links. Damage or operational degradation in one system can 31 

therefore affect not only the directly exposed assets, but also dependent services, emergency access, 32 

repair logistics, and community functionality (Field et al. 2012). 33 

Natural hazards remain a major source of risk to CISs (IPCC 2021; IPCC 2023). Earthquakes, 34 

floods, storm surges, hurricanes, typhoons, tsunamis, landslides, heatwaves, wildfires, and snow- and 35 

ice-related extremes can damage infrastructure components, disrupt network connectivity, reduce service 36 

capacity, and delay restoration. These impacts are increasingly difficult to interpret through single-hazard 37 

or single-asset perspectives because hazard drivers, infrastructure dependencies, urban exposure, and 38 

social service demands interact across spatial and temporal scales (Kossin et al. 2020; Schotten et al. 39 

2024; Wells et al. 2022). 40 

In this review, resilience is treated as an analytical construct for evaluating how CISs withstand, 41 

absorb, recover from, and adapt to disruptive hazard events. This framing moves the discussion from 42 

damage description alone toward service continuity, recovery trajectories, cross-sector dependencies, 43 

and decision support for prioritizing mitigation and restoration actions under uncertainty. 44 

1.2 Critical infrastructure, dependencies, interdependencies, and cascading processes 45 

A defining characteristic of CISs is that they operate through multiple forms of dependency and 46 

interdependency. A dependency is a directional relation in which the operation of one infrastructure relies 47 

on another infrastructure, resource, or service. An interdependency is a coupled relation in which two or 48 

more infrastructures mutually influence performance or recovery. This distinction is analytically 49 

important because it affects how disruptions propagate, how restoration actions are prioritized, and how 50 

system-level resilience is interpreted (Rinaldi et al. 2001; Duenas-Osorio and Vemuru 2009; Ouyang 51 

2014). 52 

Infrastructure interdependencies are a source of both operational efficiency and systemic 53 

vulnerability. Under routine conditions, they support coordinated service delivery. Under hazard 54 

conditions, however, they can create cascading failures, restoration bottlenecks, and geographically 55 

dispersed service losses. For example, a power outage may interrupt water pumping, wastewater 56 

treatment, communication networks, traffic control, emergency logistics, and repair operations. 57 
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Infrastructure resilience is therefore not only a property of individual assets, but also an outcome of cross-58 

sector coordination, redundancy, operability, and recovery capacity (Buldyrev et al. 2010; Ouyang 2014; 59 

Wang et al. 2024). 60 

A related but distinct issue is compound hazards. Compound hazards involve multiple hazard 61 

drivers that co-occur, occur in close sequence, or interact in ways that amplify exposure, loading, or 62 

consequence. Compound hazards describe the hazard-side structure of risk, whereas cascading failures 63 

describe disruption propagation through infrastructure and service networks. Distinguishing these 64 

concepts is necessary for aligning hazard modelling, infrastructure assessment, and resilience planning 65 

(Zscheischler et al. 2020; Raymond et al. 2020). 66 

1.3 Research gap and review question 67 

Research on natural-hazard impacts and CIS resilience has grown rapidly, but several limitations 68 

continue to restrict both scholarly synthesis and practical decision support. First, the literature remains 69 

fragmented across hazard categories. Earthquake, flood, storm, heat, snow/ice, wildfire, landslide, and 70 

coastal-hazard studies often develop separate loading measures, damage models, exposure indicators, 71 

and recovery assumptions. This fragmentation makes it difficult to compare hazard-induced challenges 72 

across infrastructure systems or to translate hazard-specific findings into cross-hazard assessment logic. 73 

Second, interdependency analysis remains methodologically inconsistent. Studies differ in how they 74 

define dependency, interdependency, cascading failure, compound hazards, functional disruption, and 75 

recovery coupling. Without clearer conceptual boundaries, it is difficult to determine whether a study is 76 

modelling hazard interaction, infrastructure coupling, service failure, or recovery constraint (Haggag et 77 

al. 2022; Wells et al. 2022; Wang et al. 2024). Third, current assessment approaches often remain tied to 78 

discipline-specific outputs. Engineering studies may provide detailed component damage or fragility 79 

information, whereas network, geospatial, social vulnerability, and resilience studies may focus on 80 

service accessibility, spatial exposure, recovery prioritization, or equity. These outputs are useful, but 81 

they are not always organized into a transparent method-selection logic for decision makers working 82 

under limited data and time constraints. 83 

Fourth, CIS modelling faces persistent data constraints. Input data on asset exposure, dependencies, 84 

restoration resources, service demand, and recovery trajectories are often incomplete, inaccessible, or 85 

inconsistent across sectors. This makes it necessary to distinguish detailed predictive assessment from 86 

first-pass screening and prioritization frameworks (Garschagen and Sandholz 2018; Martell et al. 2021; 87 

Cedergren et al. 2018). The gap addressed in this review is therefore not fragmentation alone. At the 88 

scholarly level, existing studies and reviews have provided important but differently bounded 89 

contributions, but their evidence remains difficult to compare across hazard mechanisms, infrastructure 90 
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sectors, interdependency pathways, assessment methods, and resilience outcomes. At the decision-91 

support level, existing reviews, resilience frameworks, and institutional protocols provide less explicit 92 

guidance on how heterogeneous evidence can be translated into a proportionate first-pass screening 93 

workflow when data, time, and cross-sector information are constrained. 94 

Table 1 positions the present review against major prior review and framework streams. The 95 

contribution of this review is to provide an evidence-to-decision bridge rather than to claim novelty on 96 

the basis of literature fragmentation alone. Detailed engineering models may characterize component 97 

damage or fragility, network models may represent interdependency and cascade propagation, and 98 

resilience frameworks may define recovery or service-continuity metrics. However, these outputs are not 99 

always connected to a transparent sequence of decisions that helps analysts determine what indicators to 100 

define, what vulnerable assets or dependency pathways to screen, what scenarios to stress test, and how 101 

to connect the results to feasible mitigation or restoration choices. 102 

These gaps lead to the following research question: How can natural-hazard impact mechanisms, 103 

infrastructure dependencies and interdependencies, assessment methods, and resilience-enhancement 104 

strategies be synthesized into a transparent and decision-oriented structure for preliminary CIS resilience 105 

screening under constrained data conditions? This question defines the review boundary and explains 106 

why the article connects hazard mechanisms, method families, service-level resilience outcomes, and 107 

rapid assessment logic rather than treating them as separate literature streams. 108 

1.4 Aim and scope of this review 109 

This article presents a structured state-of-the-art review of CIS resilience under natural hazards. The 110 

review focuses on four major urban infrastructure domains: electric power, water and wastewater, 111 

transportation, and communication/ICT. These sectors were selected because they form the operational 112 

backbone of basic service continuity and emergency response. Power supports pumping, treatment, 113 

communication, traffic control, and digital infrastructure; transportation enables emergency access, 114 

repair logistics, and evacuation; communication/ICT supports coordination, monitoring, and control; and 115 

water and wastewater systems are directly tied to public health and urban functionality. 116 

Other infrastructure sectors, including health care, fuel supply, food supply, finance, and public 117 

administration, are important and may appear as dependent, contextual, or consequence-bearing systems. 118 

They are not treated as primary synthesis sectors in order to keep the review analytically bounded and to 119 

focus on the lifeline systems most frequently coupled in natural-hazard infrastructure-resilience studies. 120 

This boundary does not imply that excluded sectors are less important; rather, it provides a tractable basis 121 

for comparing hazard impacts, method families, and resilience outcomes while recognizing that 122 

disruptions in the four focal sectors can affect these dependent services. 123 
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The objectives are threefold. First, the review synthesizes how major natural hazards affect CISs 124 

and how these impacts propagate through dependent and interdependent networks. Second, it compares 125 

assessment methods according to their outputs, data requirements, scale of applicability, uncertainty 126 

treatment, and limitations. Third, it develops a synthesis-based rapid assessment framework for 127 

preliminary screening, mitigation planning, and recovery prioritization rather than a fully validated 128 

predictive model. 129 

1.5 Structure of the article 130 

The remainder of this article is organized as follows. Section 2 presents the review methodology, 131 

evidence-source structure, and literature landscape. Section 3 synthesizes major hazard categories and 132 

infrastructure impact pathways. Section 4 compares assessment methods for CIS hazard and resilience 133 

analysis. Section 5 discusses resilience indicators, enhancement strategies, and a synthesis-based rapid 134 

assessment framework. Section 6 summarizes the main findings, practical implications, review 135 

limitations, and future research needs. Section 7 concludes the article. 136 

2. Review Methodology and Literature Landscape 137 

2.1 Review design and methodological basis 138 

This study adopts a structured state-of-the-art review design that combines bibliometric mapping 139 

with structured qualitative synthesis. This design is appropriate because CIS resilience research spans 140 

engineering, hazard science, network analysis, geospatial modelling, disaster risk reduction, governance, 141 

and decision-support studies. A purely narrative review would risk selective coverage, while a single 142 

database-limited systematic review would not fully capture foundational concepts, general 143 

methodological sources, official datasets, and institutional guidance needed to interpret a cross-144 

disciplinary field (Snyder 2019; Page et al. 2021; Rethlefsen et al. 2021). 145 

The methodological design separates bibliometric mapping from evidence screening and qualitative 146 

synthesis. Bibliometric tools are suited to identifying knowledge structures, research clusters, temporal 147 

evolution, and emerging topics in large bibliographic datasets (Chen 2006, 2017; Donthu et al. 2021; 148 

Linnenluecke et al. 2020). By contrast, the identification, verification, appraisal, and synthesis of 149 

evidence require explicit search logic, inclusion and exclusion criteria, citation tracking, source 150 

verification, and transparent reporting. Therefore, CiteSpace was used for literature-landscape mapping 151 

rather than as a substitute for eligibility screening or source-quality assessment. 152 

On this basis, the review protocol was organized around two complementary pathways, as shown 153 

in Figure 1. Pathway A was a primary Web of Science (WoS) bibliometric search designed to construct 154 

a large, source-consistent, and thematically coherent corpus at the intersection of natural hazards, CISs, 155 

and resilience-oriented assessment. Pathway B was a secondary structured anchor search designed to 156 
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identify predefined conceptual, hazard-impact, methodological, resilience-framework, and authoritative 157 

institutional sources required for the structured synthesis. The two pathways therefore served different 158 

evidence functions and were not merged into a single undifferentiated database. 159 

This distinction is central to the review logic. Pathway A supports reproducible bibliometric 160 

mapping and provides WoS-sourced peer-reviewed core synthesis evidence. Pathway B supports concept 161 

clarification, method-family comparison, hazard-mechanism explanation, resilience framework 162 

development, and official contextual evidence. The final reference list is consequently broader than the 163 

counted WoS bibliometric corpus, which is expected for a structured state-of-the-art review but must be 164 

reported transparently. 165 

2.2 Two-pathway literature identification strategy 166 

Pathway A used the WoS Core Collection as the primary database because it provides standardized 167 

bibliographic metadata, indexed keywords, citation information, and reproducible export for CiteSpace 168 

analysis. The search was conducted on April 1, 2026; records from 2026 were included up to the search 169 

date. The Topic field was used to capture title, abstract, author keywords, and Keywords Plus. The 170 

screened WoS candidate records span 1994-2026, while the CiteSpace visualizations reported in Figures 171 

2-4 display the 1996-2026 keyword-mapping window shown in the exported figures. The primary query 172 

targeted the intersection of critical infrastructure, resilience or risk assessment, and natural-hazard terms. 173 

The operational Boolean logic for Pathway A was as follows: 174 

TS = (("critical infrastructure" OR "infrastructure systems" OR lifeline OR "interdependent 175 

infrastructure") AND (resilien OR recover OR vulnerab OR "risk assessment" OR "resilience 176 

assessment") AND ("natural hazard" OR earthquake OR flood OR "storm surge" OR tsunami OR 177 

hurricane OR landslide OR "extreme event" OR "compound hazard")). 178 

The primary query identified 1,884 records. These records were retained as the WoS bibliometric 179 

corpus for CiteSpace because the objective of this layer was to capture the thematic breadth and temporal 180 

development of the cross-domain research field. Title and abstract screening excluded 462 records and 181 

produced a 1,422-record candidate pool. The main exclusion reasons were lack of focus on critical 182 

infrastructure or core infrastructure systems (n = 155), education or training topics (n = 78), non-natural 183 

threats such as conflict or cyber events (n = 72), non-system-level infrastructure treatment (n = 56), non-184 

core sectors or supply-chain topics (n = 43), weak focus on resilience, risk, recovery, or interdependency 185 

(n = 36), insufficient natural-hazard or interdependency relevance (n = 14), policy or public-opinion 186 

focus only (n = 5), and weak relevance to infrastructure performance or resilience (n = 3). The 1,422 187 

candidate records were then audited using title, abstract, keywords, source, DOI, and bibliographic 188 

metadata, with closer checking for retained, ambiguous, and cited records. 189 
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Pathway B was used because a single broad WoS query cannot be expected to capture all 190 

foundational concepts, generic methods, hazard-specific mechanisms, resilience frameworks, and 191 

authoritative institutional documents required by a structured state-of-the-art review. Expanding the main 192 

query to include all such background and methodological terms would have substantially broadened the 193 

corpus and weakened the interpretability of the bibliometric map. Therefore, Pathway B was organized 194 

as a secondary structured anchor search with five predefined modules derived from the review question, 195 

preliminary reading of the WoS candidate pool, and the main thematic patterns observed in Pathway A. 196 

The five Pathway B modules were conceptual and theoretical anchors, hazard-impact mechanism 197 

anchors, methodological and technical anchors, resilience-framework anchors, and authoritative 198 

institutional sources. The secondary search used topic-specific database searches, backward and forward 199 

citation tracking, and publisher or official-source verification. Google Scholar was not used to construct 200 

a second counted corpus; it was used only as a discovery and citation-tracking interface. Bibliographic 201 

details and institutional documents were verified through DOI records, publisher pages, database records, 202 

or official institutional websites. Pathway B sources were not retained because they supported the 203 

proposed framework; they were retained because they fulfilled predefined citation functions that could 204 

not be fully captured by the broad WoS corpus. 205 

2.3 Eligibility, verification, and appraisal criteria 206 

Eligibility criteria were applied according to the function of each pathway. For Pathway A, records 207 

were screened for relevance to the cross-domain topic of natural hazards, CISs, and resilience-oriented 208 

assessment. Records were excluded if they did not address CISs or lifeline systems, did not concern 209 

natural hazards or hazard-induced disruptions, were outside the review scope, or lacked a clear 210 

methodological, conceptual, or empirical contribution to the review question. 211 

For Pathway B, eligibility was based on citation function rather than membership in the primary 212 

WoS corpus. A source was retained only if it served at least one clearly defined function: defining a key 213 

concept, explaining a hazard-impact mechanism, supporting a method family, providing sector-specific 214 

evidence, clarifying resilience metrics or recovery modelling, or supplying authoritative institutional 215 

context. Sources were excluded if they were weakly connected to CIS resilience, duplicated the same 216 

function already covered by a stronger source, could not be verified through a reliable bibliographic or 217 

institutional record, or were not directly used in the manuscript argument. To reduce confirmation bias, 218 

viewpoint-sensitive anchors, especially conceptual and resilience-framework sources, were considered 219 

alongside complementary or competing sources rather than being treated as authoritative by default. 220 

Quality and relevance appraisal was conducted using source-type-specific criteria. Peer-reviewed 221 

studies were appraised for CIS relevance, hazard relevance, method transparency, scale clarity, validation 222 
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or uncertainty treatment, and value for synthesis. Authoritative non-journal sources were appraised for 223 

issuing organization, document purpose, traceability, and relevance to hazard, infrastructure, or resilience 224 

context. This appraisal did not assign meta-analytic quality scores; instead, it determined the role each 225 

retained source could credibly play in the structured synthesis. 226 

The complete lists of the 38 WoS-sourced core studies, 64 targeted scholarly anchors, and 8 227 

authoritative non-journal sources are provided in the supplementary methodology tables. A row-level 228 

screening log for the 1,422 WoS candidate records and an expanded Pathway B selection-and-bias audit 229 

are also provided as supplementary materials, so that the evidence structure remains auditable while the 230 

main text remains focused on the substantive synthesis. 231 

2.4 Screening process and evidence-source structure 232 

Figure 1 summarizes the evidence-source structure used in the review and reports the transparent 233 

audit of the Pathway A reduction from 1,422 candidate records to 38 WoS-sourced core synthesis studies. 234 

Pathway A identified 1,884 WoS records, all of which were used for bibliometric mapping. Title and 235 

abstract screening excluded 462 records under the exclusion categories reported above, leaving 1,422 236 

candidate records. The subsequent audit used four decision gates: essential eligibility, synthesis-function 237 

coding, usability appraisal, and representativeness/non-redundancy audit. Gate 1 excluded 95 records 238 

that failed the essential hazard-CIS-resilience nexus or showed weak alignment with the target CIS 239 

sectors. Gate 2 excluded 373 records that did not provide a clear and transferable synthesis function for 240 

Sections 3-5. Gate 3 excluded 371 records whose findings were too local or case-specific for critical 241 

comparison or whose methods were insufficiently transparent for the synthesis. Gate 4 excluded 545 242 

records through a representativeness/non-redundancy audit because their citation function overlapped 243 

with broader, clearer, more recent, foundational, or more representative retained sources. The final core 244 

evidence set therefore equals 38 = 1,422 - 95 - 373 - 371 - 545. 245 

In parallel, Pathway B identified 64 targeted scholarly anchor references and 8 authoritative non-246 

journal sources, giving a final reference structure of 110 sources. These references were not merged into 247 

the counted WoS bibliometric corpus and were not used in CiteSpace. They were selected through 248 

predefined anchor-search modules, topic-specific searches, backward/forward citation tracking, and 249 

official-source verification. The purpose of this second pathway was to support conceptual precision, 250 

hazard-mechanism explanation, method-family comparison, resilience-framework clarification, and 251 

authoritative contextualization, while also checking viewpoint-sensitive anchors against complementary 252 

or competing perspectives. Thus, the final reference list used in the review includes both formal WoS-253 

sourced core synthesis studies and function-specific anchor sources. 254 
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Because Pathway A was exported as a single WoS record set, database-merging duplicate removal 255 

was not applicable within the counted bibliometric corpus. For Pathway B, duplicate or overlapping 256 

sources were checked manually by title, author, year, DOI, source, and citation function. Uncertain cases 257 

were resolved through author-team discussion and consensus. Because the article is a structured state-of-258 

the-art synthesis rather than a meta-analysis, the procedure used consensus-based source checking rather 259 

than formal interrater reliability scoring. 260 

The resulting reference structure consists of 38 WoS-sourced core synthesis studies, 64 targeted 261 

scholarly anchors, and 8 authoritative non-journal sources. This structure reconciles the counted WoS 262 

screening workflow with the broader reference list required for a state-of-the-art review that must also 263 

define concepts, compare method families, explain hazard mechanisms, and cite official contextual 264 

evidence. The retained 38 studies were not selected because they supported a preferred conclusion. Each 265 

retained study satisfied the eligibility criteria, provided at least one explicit synthesis function, was usable 266 

for critical comparison, and added a non-redundant contribution to the cross-hazard, cross-sector, 267 

method-comparison, resilience, or decision-support synthesis. 268 

2.5 Analytical framework for synthesis 269 

The literature was synthesized through six classification dimensions: hazard type, infrastructure 270 

sector, dominant impact mechanism or failure pathway, methodological family, analytical scale, and 271 

resilience or decision-support function. This structure links hazard processes to infrastructure 272 

consequences and links assessment methods to decision outputs. It also distinguishes between physical 273 

damage, functional disruption, cross-sector propagation, and recovery constraints. 274 

Hazards were grouped into geological, meteorological, and hydrological/marine classes, while 275 

compound hazards and cascading failures were treated as cross-cutting interaction and propagation 276 

processes. Infrastructure sectors were grouped into electric power, water and wastewater, transportation, 277 

and communication and information and communication technology (ICT) systems. Method families 278 

were classified into physical experiments and monitoring, numerical simulation and multi-physics 279 

modelling, probabilistic and fragility-based approaches, interdependency and network-science methods, 280 

and data-driven approaches such as geographic information systems (GIS), remote sensing, machine 281 

learning, and digital twins. Analytical scale was considered across component/facility, network/system, 282 

and urban/regional levels. 283 

The synthesis follows a progressive logic. Section 3 identifies how major hazard categories affect 284 

CISs and how impacts may propagate through dependencies, interdependencies, compound hazards, and 285 

cascading processes. Section 4 then compares assessment methods according to the questions they can 286 

answer, the data they require, the scale at which they operate, and the limitations they impose. Section 5 287 
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builds on these results to discuss resilience metrics, enhancement strategies, and a synthesis-based rapid 288 

assessment workflow for preliminary screening and prioritization. This structure makes explicit how the 289 

conceptual distinctions introduced in Section 1 alter the review logic rather than remaining purely 290 

definitional. 291 

The anchor-search modules in Pathway B were used to ensure that the qualitative synthesis did not 292 

rely only on the 38 core WoS-sourced studies. Instead, each major concept, hazard mechanism, method 293 

family, or resilience framework was supported by traceable anchor references with a defined citation 294 

function. This approach is consistent with the use of supplementary searching and citation tracking in 295 

complex evidence reviews, where relevant evidence may be dispersed across databases, disciplines, and 296 

document types (Greenhalgh and Peacock 2005; Rethlefsen et al. 2021; Wohlin 2014). To make this 297 

analytical process explicit, Table 2 summarizes how each major manuscript component draws on 298 

different evidence sources and translates them into the corresponding synthesis outputs. 299 

2.6 Literature landscape and implications for synthesis 300 

The bibliometric analysis was conducted using CiteSpace v.7.0.R0 with one-year time slicing over 301 

the 1996-2026 visualization window shown in Figures 2-4, keyword node analysis, g-index node 302 

selection (k = 10), and Pathfinder pruning. The keyword co-occurrence network had 415 nodes and 2,737 303 

links. The modularity Q value was 0.7972 and the weighted mean silhouette value was 0.8704, indicating 304 

a well-structured keyword-cluster network. These values are reported as descriptors of the bibliometric 305 

map, not as indicators of study quality. 306 

The bibliometric results from Pathway A show that the WoS corpus is organized around several 307 

prominent knowledge domains, including critical infrastructure, risk assessment, urban resilience, 308 

cascading effects, risk management, climate change, system-of-systems modelling, and decision support. 309 

Earlier research themes were more strongly associated with ground motion, model development, seismic 310 

vulnerability, lifeline systems, and disaster recovery. Later themes expanded toward risk assessment, 311 

interdependency, cascading failure, climate-related disruption, urban resilience, and data-driven or 312 

digital methods. 313 

These observations should be interpreted as bibliometric patterns rather than as eligibility decisions. 314 

They show how the field has evolved and where major research clusters are located, but they do not 315 

determine by themselves which sources are conceptually foundational, methodologically representative, 316 

or institutionally authoritative. For this reason, the bibliometric observations were used to inform the 317 

structure of the qualitative synthesis, while individual source inclusion was governed by the two-pathway 318 

identification strategy and the relevance, verification, and citation-function criteria described above. 319 
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The literature landscape indicates a transition from asset- and hazard-specific studies toward 320 

integrated analysis of interdependent infrastructure systems, service disruption, recovery, and resilience 321 

planning. This transition motivates the structure of the remainder of the review. Section 3 focuses on 322 

hazard-impact mechanisms and cross-hazard patterns. Section 4 compares method families according to 323 

outputs, data needs, scale, uncertainty treatment, and limitations. Section 5 uses the resulting synthesis 324 

to develop a bounded rapid assessment framework for preliminary screening and decision support under 325 

constrained data conditions. 326 

3. Natural Hazard Types and Impact Mechanisms for Critical Infrastructure 327 

Systems 328 

3.1 Hazard taxonomy and infrastructure scope 329 

Natural hazards affect critical infrastructure systems (CISs) through distinct but often interacting 330 

physical and operational processes. For infrastructure analysis, the key issue is not only the physical 331 

origin of a hazard, but also the way it imposes loading, degrades operability, disrupts network 332 

connectivity, and propagates consequences through dependent services. This review therefore organizes 333 

primary natural hazards into geological, meteorological, and hydrological/marine classes, while treating 334 

compound hazards and cascading failures as cross-cutting interaction and propagation processes within 335 

a common consequence chain that links hazard drivers, exposure, asset response, network disruption, 336 

service loss, and recovery constraints. 337 

The infrastructure scope remains focused on electric power, water and wastewater, transportation, 338 

and communication/ICT systems. These sectors were selected because they form the operational 339 

backbone of urban service continuity and emergency response. Across these sectors, the same physical 340 

damage can generate very different service consequences depending on redundancy, accessibility, 341 

dependency structure, repair resources, and institutional coordination. Thus, the synthesis below 342 

emphasizes service-level consequences and cross-sector propagation rather than treating hazards as 343 

isolated damage mechanisms. 344 

Figure 5 summarizes the hazard classes considered in this review, representative cascading and 345 

concurrent pathways, and their typical implications for CISs. The figure is used as a synthesis device: 346 

the left panel defines the dominant hazard classes, the middle panel illustrates multi-step and concurrent 347 

interactions, and the right panel connects hazard impacts to physical damage, operability loss, network 348 

disruption, and service interruption. 349 

3.2 Geological hazards 350 

Geological hazards include earthquakes, coseismic ground failure, landslides, debris flows, and 351 

tsunami-generating source mechanisms. Earthquakes remain the most extensively studied because they 352 
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can generate spatially distributed damage across multiple lifeline sectors within a short time. Strong 353 

ground motion imposes inertial demands on structures, equipment, and support systems, whereas fault 354 

rupture, liquefaction, lateral spreading, and ground settlement can sever buried pipelines, damage bridge 355 

foundations, distort rail alignments, and impair service corridors. For power systems, vulnerable 356 

components include substations, transformers, towers, and control equipment; for water and wastewater 357 

systems, buried pipelines, pumping stations, and treatment facilities are critical; for transportation, 358 

bridges, tunnels, embankments, and access routes are central; and for communication systems, towers, 359 

control nodes, data facilities, and power-dependent equipment can fail directly or indirectly 360 

(Vamvatsikos and Cornell 2002; Rota et al. 2010; Fan et al. 2019). 361 

The infrastructure significance of earthquakes lies in the combination of direct physical damage and 362 

indirect service consequences. Direct effects include structural yielding, support failure, rupture of buried 363 

lifelines, and malfunction of electromechanical components. Indirect effects arise when damaged 364 

transportation links delay emergency access, when electricity loss disables pumps and treatment plants, 365 

or when communication failures reduce situational awareness and coordination capacity. This explains 366 

why component fragility alone is insufficient for CIS resilience assessment; the same damage state may 367 

have different consequences depending on network location and cross-sector dependency. 368 

Landslides and debris flows create a different but equally important failure pathway. Roads, 369 

railways, pipelines, transmission corridors, and slope-adjacent facilities can be buried, undermined, 370 

displaced, or isolated by slope failures. Localized slope failure can therefore produce regional service 371 

consequences when infrastructure corridors have limited redundancy. Earthquake-induced landslides 372 

further illustrate the boundary between single-hazard and cascading-hazard analysis because they may 373 

block rivers, form landslide-dammed lakes, damage roads, and trigger downstream flood risk after 374 

breach. For coastal systems, tsunamis are best understood in this review through their infrastructure 375 

consequences: hydrodynamic impact, buoyancy, scour, debris loading, contamination, and prolonged 376 

service interruption. This avoids duplicating tsunami discussion while retaining the distinction between 377 

source mechanism and impact mechanism (Keefer 2002; Suppasri et al. 2013; Fan et al. 2019; Zhong et 378 

al. 2023). 379 

3.3 Meteorological hazards 380 

Meteorological hazards affect CISs through wind loading, extreme precipitation, snow and ice 381 

accretion, temperature extremes, and prolonged operational stress. In contrast to many geological events, 382 

meteorological hazards are often spatially extensive, temporally evolving, and strongly linked to 383 

operational disruption as well as physical damage. Windstorms and tropical cyclones can damage 384 

transmission poles, towers, building envelopes, elevated transport elements, signage, and communication 385 
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masts. In power systems, overhead distribution networks are particularly exposed because pole and line 386 

failure can spread outages over wide areas. In transportation systems, blocked corridors, damaged traffic-387 

control equipment, bridge restrictions, and debris accumulation can sharply reduce accessibility (Kossin 388 

et al. 2020; Pinelli et al. 2004; Wu et al. 2024). 389 

Extreme precipitation generates pluvial flooding, urban drainage surcharge, ponding, and rapid 390 

inundation of low-lying facilities. Substations, pump stations, wastewater plants, tunnels, underpasses, 391 

and underground communication facilities can lose function even without catastrophic structural failure. 392 

In these cases, the most important consequence is often serviceability loss rather than collapse. This is 393 

why rainfall-induced infrastructure disruption should be assessed not only through inundation depth, but 394 

also through accessibility, duration, dependency pathways, and restoration feasibility (Dong et al. 2022; 395 

Guo et al. 2021; Tellman et al. 2021). 396 

Snow, ice, and heat-related hazards require explicit treatment rather than being treated as minor 397 

extensions of storm impacts. Ice accretion on power lines and towers can induce sagging, galloping, 398 

conductor failure, and tower instability. Snow accumulation can overload exposed structures, degrade 399 

mobility, interrupt logistics, and delay repair access. Heatwaves can reduce power-generation and 400 

transmission efficiency, increase cooling demand, deform transport assets, stress ICT facilities, and affect 401 

worker safety during emergency response. The 2021 Texas winter storm illustrates how meteorological 402 

stress can trigger coupled electricity and water failures, transforming an atmospheric event into a cross-403 

sector service crisis. The literature remains uneven in this area, with wind, flood, and seismic hazards 404 

more mature than prolonged cold-, heat-, and ice-related service-disruption studies (Molarius et al. 2022; 405 

Fekete and Nehren 2024; Qarahasanlou et al. 2025). 406 

3.4 Hydrological and marine hazards 407 

Hydrological and marine hazards affect infrastructure through inundation depth, flow velocity, 408 

exposure duration, hydrostatic and hydrodynamic loading, scour, salinity, debris impact, and sediment 409 

deposition. Riverine and pluvial floods are major sources of disruption for transportation, water and 410 

wastewater, and electric power systems. Bridges and embankments are vulnerable to scour and erosion; 411 

pumping stations, treatment facilities, and substations may be disabled by inundation; and roads, 412 

railways, tunnels, and service corridors can become impassable before structural failure occurs. The most 413 

relevant decision questions therefore concern not only where assets are damaged, but where service is 414 

interrupted, for how long, and which dependent systems are affected (Apel et al. 2004, 2006; Merz et al. 415 

2010; Martin-Vide et al. 1998). 416 

Coastal storm surges add further complexity because surge magnitude depends on storm track, 417 

intensity, bathymetry, tide, wave conditions, shoreline geometry, and protection systems. Low-lying 418 
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urban districts may experience rapid inundation of ports, substations, wastewater facilities, coastal 419 

highways, tunnels, and communication assets. Salinity intrusion, debris impact, repeated overtopping, 420 

and prolonged standing water can intensify damage and delay restoration relative to inland flooding. In 421 

coastal and estuarine settings, surge, rainfall, river discharge, and tide can interact, making single-driver 422 

flood analysis inadequate for infrastructure resilience planning (Rego and Li 2009; Bunya et al. 2010; 423 

Muis et al. 2016; Marsooli et al. 2019). 424 

Tsunamis are lower-frequency but high-consequence hydrodynamic events for ports, coastal 425 

transport corridors, nearshore industrial facilities, water systems, power assets, and submarine 426 

communication links. Their impacts include impact forces, drag, flotation, debris collision, foundation 427 

scour, and widespread contamination of coastal service environments. For CIS synthesis, the key point 428 

is that hydrological and marine hazards often shift assessment from asset damage toward service 429 

interruption, accessibility loss, and recovery sequencing (Titov and Synolakis 1998; Suppasri et al. 2013). 430 

3.5 Compound and cascading hazards 431 

Single-hazard analysis is often insufficient for CIS resilience because severe infrastructure 432 

disruption frequently arises from interacting hazard drivers and cross-sector failure propagation. 433 

Compound hazards occur when multiple hazard drivers co-occur, occur in close sequence, or interact in 434 

ways that amplify exposure or impact. Cascading failures occur when an initial failure or degradation 435 

propagates through infrastructure dependencies and interdependencies. These two processes are 436 

analytically distinct but often operationally coupled: hazard-side compounding can increase the 437 

probability of asset failure, while infrastructure interdependencies can convert localized failures into 438 

wider service disruption (Zscheischler et al. 2020; Raymond et al. 2020; Wells et al. 2022). 439 

Several pathways illustrate this logic. Tropical cyclones may combine extreme wind, intense 440 

rainfall, and storm surge, exposing power, transport, drainage, water, wastewater, and ICT systems to 441 

concurrent stress. Earthquakes can trigger landslides, liquefaction, dammed lakes, and tsunami impacts. 442 

Flood-induced substation outages can disable pumping, treatment, traffic control, and communication 443 

services. Cold-weather extremes can disrupt power supply and subsequently affect water distribution, 444 

wastewater treatment, heating, mobility, emergency communication, and repair logistics. In each case, 445 

consequence depends on the timing, overlap, spatial coincidence, and dependency structure of the event, 446 

not only on peak hazard intensity (Wahl et al. 2015; Bevacqua et al. 2019; Tubaldi et al. 2022; Tiedmann 447 

et al. 2023). 448 

The literature has made progress in classifying compound hazards, modelling dependence among 449 

hazard drivers, and representing network-based failure propagation. However, integration remains 450 

incomplete. Compound events are still frequently described qualitatively, and recovery dynamics are 451 
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often represented through simplified or sector-specific assumptions. This is a critical limitation for urban 452 

CISs, where service consequences are shaped by restoration resources, access constraints, backup 453 

systems, interagency coordination, and prioritization decisions (Brunner et al. 2024; Muehlhofer et al. 454 

2023; Wang et al. 2024). 455 

3.6 Cross-hazard synthesis 456 

Across hazard categories, a common impact progression can be identified. Hazard drivers impose 457 

loads or environmental stressors on infrastructure components; these loads trigger physical damage or 458 

operational degradation; component failures propagate through networks and dependencies; service 459 

disruption affects users, communities, and emergency-response functions; and recovery is shaped by 460 

accessibility, repair resources, redundancy, governance, and uncertainty. This shared structure helps 461 

unify otherwise fragmented hazard-specific literatures and provides the basis for the methodological 462 

comparison in Section 4 (Haggag et al. 2022; Yang et al. 2024; Yan et al. 2025). 463 

Table 3 synthesizes the cross-hazard logic used in this review. The table is not intended to replace 464 

hazard-specific technical analysis. Instead, it connects hazard mechanisms to sector consequences, 465 

cascading pathways, and suitable method families so that the transition from Section 3 to Section 4 is 466 

explicit. 467 

4. Methods for Quantifying Hazard Impacts on Critical Infrastructure Systems 468 

The literature on hazard impacts to CISs has developed along multiple methodological trajectories. 469 

These methods are complementary rather than interchangeable: each is suited to different hazards, spatial 470 

scales, data conditions, uncertainty treatments, and decision needs. Building on the cross-hazard 471 

synthesis in Section 3, this section compares five method families: physical experiments and monitoring, 472 

numerical simulation and multi-physics modelling, probabilistic and fragility-based approaches, 473 

interdependency and network-science approaches, and data-driven methods including GIS, remote 474 

sensing, machine learning, and digital twins. Figure 6 summarizes how these methods relate to analytical 475 

scale, output type, and decision relevance (Schotten et al. 2024; Wells et al. 2022; Muehlhofer et al. 476 

2023). 477 

4.1 Physical experiments and monitoring 478 

Physical experiments remain indispensable because they provide direct evidence on how 479 

infrastructure components and facilities behave under extreme loading. Common platforms include 480 

shake-table tests for seismic response, wind-tunnel tests for aerodynamic loading and debris effects, 481 

hydraulic flumes and wave basins for flood, storm-surge, and tsunami loading, durability tests for 482 

environmental degradation, and structural health monitoring systems for field performance. These 483 

methods are most useful when the objective is to identify damage mechanisms, threshold behaviour, 484 
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nonlinear response, and failure modes that cannot be inferred reliably from simplified models alone 485 

(Farrar and Worden 2007; Kerle et al. 2020; Wasowski and Bovenga 2022). 486 

The strength of this family is mechanistic clarity. Experiments and monitoring help define damage 487 

states, functionality thresholds, fragility relationships, and calibration targets for simulation. Their 488 

limitation is scalability. Laboratory tests and instrumented monitoring are costly, often component-489 

specific, and difficult to translate directly to network-level or urban-scale service consequences. 490 

Therefore, they are strongest when linked to simulation, fragility, or system models that convert local 491 

response into broader performance implications (Farrar and Worden 2007; Cha et al. 2017). 492 

4.2 Numerical simulation and multi-physics modelling 493 

Numerical simulation extends experimental understanding by representing hazard loading and 494 

infrastructure response under varied scenarios. Finite-element models, computational fluid dynamics, 495 

hydrodynamic flood models, wave and surge models, slope-stability models, traffic assignment models, 496 

and coupled multi-physics tools can quantify stresses, inundation, scour, deformation, flow, and scenario-497 

specific asset response. These methods are valuable where field evidence is limited or where decision 498 

makers need to test alternative hazard intensities, asset configurations, or protection measures 499 

(Vamvatsikos and Cornell 2002; Roelvink et al. 2009; Bates et al. 2010; Guo et al. 2021). 500 

The main advantage of simulation is scenario flexibility. A single model can explore hazard 501 

intensity, exposure, design assumptions, boundary conditions, and intervention options. However, 502 

simulations are sensitive to input data, boundary assumptions, calibration quality, and computational 503 

cost. Their uncertainty treatment is often uneven: some models include probabilistic loading or sensitivity 504 

analysis, whereas others produce deterministic outputs that may look precise but depend heavily on 505 

uncertain assumptions. For CIS resilience, simulation outputs are most defensible when connected to 506 

fragility, network, or recovery models (Baker 2010; Gerstenberger et al. 2020). 507 

4.3 Probabilistic risk and fragility-based approaches 508 

Probabilistic and fragility-based methods translate uncertain hazard intensity into failure 509 

probability, damage states, expected loss, or performance exceedance. They are especially important for 510 

earthquakes, floods, wind hazards, bridge systems, buildings, substations, pipelines, and other assets 511 

where uncertainty in loading, capacity, exposure, and consequence must be represented explicitly. These 512 

methods support risk comparison, retrofit prioritization, cost-benefit analysis, and resilience-oriented 513 

decision making under uncertainty (Rota et al. 2010; Gerstenberger et al. 2020; Powers et al. 2021; Yang 514 

and Qian 2019). 515 

Their main strength is that they make uncertainty visible. Rather than reporting a single 516 

deterministic damage outcome, they can estimate probability distributions, exceedance probabilities, 517 
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expected losses, and confidence ranges. Their limitation is that they often simplify service consequences 518 

and recovery. Fragility curves may describe asset damage well while treating operability, dependency, 519 

repair duration, and restoration sequencing through coarse assumptions. For interdependent CISs, 520 

probabilistic methods should therefore be coupled with network and recovery analysis when the decision 521 

question involves service disruption rather than only asset damage (Apel et al. 2004; Li et al. 2020). 522 

4.4 Interdependency and network-science approaches 523 

Interdependency and network-science approaches shift the analytical focus from local damage to 524 

system-wide disruption. They represent infrastructure as nodes, links, flows, dependencies, and service 525 

relationships, allowing analysts to evaluate connectivity loss, reachability, cascading effects, critical 526 

nodes, dependency pathways, and restoration priorities. These methods are essential when a damaged 527 

asset affects services beyond its immediate location, such as when power outages disable pumps, 528 

communication nodes, traffic signals, treatment facilities, or repair logistics (Rinaldi et al. 2001; Dueñas-529 

Osorio and Vemuru 2009; Ouyang 2014; Wang et al. 2024). 530 

The principal value of network approaches is their ability to connect asset failure with service 531 

consequences. They can reveal bottlenecks, dependency hotspots, and restoration priorities that are not 532 

visible in component-level analysis. Their main limitation is data and behavioural realism. Coupling 533 

strengths, restoration rules, substitution capacity, operator decisions, and repair-resource constraints are 534 

often uncertain or unavailable. As a result, network models may capture disruption propagation more 535 

convincingly than recovery dynamics unless restoration assumptions are carefully specified and tested 536 

(Mitsova 2021; Haggag et al. 2022; He and Cha 2022). 537 

4.5 Data-driven, artificial intelligence (AI), GIS, remote-sensing, and digital-twin approaches 538 

Data-driven approaches have become increasingly important because CIS assessment often needs 539 

rapid spatial coverage under incomplete information. GIS overlays, remote sensing, machine learning, 540 

image-based damage detection, outage analytics, social-sensing data, and digital twins can support 541 

exposure mapping, damage inference, hotspot detection, asset-state updating, and preliminary 542 

prioritization. These tools are particularly useful for broad-area screening and early situational awareness 543 

when detailed engineering models are unavailable (Cian et al. 2018; Tellman et al. 2021; Cha et al. 2017; 544 

Braik and Koliou 2023). 545 

Their strength lies in speed, coverage, and adaptability. GIS and remote sensing can identify 546 

exposed assets and affected regions; machine learning can support detection and prediction; digital twins 547 

can link asset states, monitoring data, and scenario analysis. Their limitations include data bias, 548 

transferability, interpretability, and validation. A model trained in one region, hazard type, or 549 

infrastructure sector may not generalize to another. Digital twins also require sustained data governance, 550 
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model updating, and institutional capacity. Therefore, data-driven tools are best treated as part of hybrid 551 

workflows rather than as substitutes for physical understanding and uncertainty-aware assessment (Feng 552 

et al. 2023; Belenguer-Plomer et al. 2025; Shafiei et al. 2025). 553 

4.6 Comparative synthesis and method-selection logic 554 

Table 4 compares the major method families according to the dimensions established in Section 2: 555 

output type, data requirement, analytical scale, uncertainty treatment, suitable use, and limitations. The 556 

comparison clarifies why no single method is sufficient across all hazards, sectors, and decision contexts. 557 

A defensible CIS resilience workflow should select methods according to the decision question, available 558 

data, required scale, and acceptable uncertainty. 559 

The method-selection implication is direct. If the question concerns component failure mechanisms, 560 

experiments and simulation are most appropriate. If the question concerns probability of damage or loss, 561 

fragility and probabilistic methods are required. If the question concerns service propagation or 562 

restoration priorities, network and interdependency models become necessary. If the question concerns 563 

rapid broad-area screening under incomplete data, GIS, remote sensing, and data-driven methods are 564 

useful starting points. For practical CIS resilience planning, these methods should be sequenced rather 565 

than substituted: rapid screening can identify priorities, and detailed engineering or network analysis can 566 

then be applied to the most critical assets, sectors, and scenarios. 567 

5. Resilience Metrics, Enhancement Strategies, and a Synthesis-Based Rapid 568 

Assessment Framework 569 

This section connects the hazard-impact synthesis in Section 3 and the method comparison in 570 

Section 4 to resilience assessment and action. The purpose is not to propose a fully validated predictive 571 

model. Rather, the aim is to formulate a synthesis-based rapid assessment workflow that can support 572 

preliminary screening and prioritization under constrained data and time conditions. The framework is 573 

intended for infrastructure planners, operators, and emergency-management agencies that need to 574 

identify priority assets, dependency pathways, vulnerability hotspots, and candidate interventions before 575 

committing resources to detailed sector-specific modelling. 576 

5.1 Resilience concepts, metrics, and recovery modelling 577 

Resilience in CISs should not be defined solely by immediate physical damage. For electricity, 578 

water, wastewater, transportation, and communication systems, post-disaster performance depends on 579 

whether essential services can be retained, rerouted, restored, and equitably delivered over time. In this 580 

review, resilience is therefore treated as a performance- and recovery-oriented construct linking hazard 581 

impacts to service continuity, disruption severity, restoration dynamics, and adaptive capacity (Bruneau 582 

et al. 2003; Francis and Bekera 2014; Hosseini et al. 2016). 583 
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Operationally, resilience assessment should distinguish four indicator domains as shown in Figure 584 

7. The first is physical and functional performance, including component damage, operability loss, 585 

network capacity reduction, and service-quality degradation. The second is socio-economic 586 

consequence, including repair cost, business interruption, customer-hour outage, logistics delay, and 587 

productivity loss. The third is human and social accessibility, including access to essential services, 588 

disruption affecting vulnerable populations, treatment delay, and mobility restriction. The fourth is 589 

institutional and organizational capacity, including coordination, backup supply, staffing, resource 590 

mobilization, financing, and governance effectiveness (Meerow et al. 2016; NIST 2015; Hallegatte et al. 591 

2019; Davidson et al. 2022). 592 

A recovery-curve representation provides a practical way to integrate these domains. The pre-event 593 

state defines baseline functionality, the hazard produces an initial performance drop, and the post-event 594 

trajectory describes degraded operation and recovery. Metrics can then be derived for initial loss, 595 

minimum retained functionality, disruption duration, time to partial recovery, time to near-full recovery, 596 

and cumulative retained functionality. No single metric is sufficient across all infrastructure sectors, but 597 

a compact indicator set can support cross-sector comparison while remaining sensitive to sector-specific 598 

disruption patterns (Ouyang et al. 2012; Bocchini and Frangopol 2012; Lu et al. 2020). 599 

5.2 Component-level engineering strategies 600 

At the component level, resilience enhancement aims to reduce the probability, extent, and service 601 

consequence of physical damage. Hazard-specific measures include seismic isolation, energy dissipation, 602 

scour protection, elevation of flood-prone assets, aerodynamic strengthening, improved fastening, 603 

material durability, thermal protection, and backup equipment. For CIS synthesis, however, these 604 

measures are best interpreted according to their functional roles rather than as isolated technical solutions 605 

(Sheikh et al. 2022; Tse et al. 2021; Bajwa et al. 2019; Panteli et al. 2017). 606 

Component-level strategies serve five broad resilience functions: strengthening, damage avoidance, 607 

asset-level redundancy, reparability, and restoration readiness. Strengthening reduces the likelihood of 608 

failure under hazard loading. Damage avoidance limits permanent deformation or damage to hard-to-609 

repair components. Asset-level redundancy provides backup equipment, parallel supply, modular 610 

replacement, or alternative access. Reparability reduces downtime by making post-event inspection and 611 

repair faster. Restoration readiness ensures that spare parts, access routes, repair protocols, and inspection 612 

procedures are available before a disaster occurs. 613 

This interpretation matters because structural survival and service continuity are not equivalent. A 614 

bridge, substation, pump station, control node, or communication facility may remain physically intact 615 

but fail operationally because access, power supply, control systems, or repair resources are unavailable. 616 
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Component-level resilience should therefore be assessed by its effect on both physical damage states and 617 

functional states. 618 

5.3 System-level and governance strategies 619 

Component robustness alone cannot ensure CIS resilience. Infrastructure systems operate as 620 

interconnected service networks, and their performance during disasters depends on topology, 621 

operational dependencies, redundancy, restoration logistics, and institutional coordination. System-level 622 

strategies seek to preserve critical service pathways, reduce cascade potential, and shorten restoration 623 

time. 624 

Key system-level strategies include network reconfiguration, distributed backup provision, 625 

segmentation and controlled isolation, strategic redundancy, diversification of supply routes, mobile 626 

service provision, and prioritized restoration of critical nodes. In electric power systems, this may involve 627 

sectionalization, distributed generation, microgrids, and backup supply for critical facilities. In water and 628 

wastewater systems, it may involve looped networks, emergency interconnections, mobile pumping or 629 

treatment capacity, and critical-node prioritization. In transportation systems, resilience depends on 630 

alternative routing, bridge and corridor redundancy, emergency logistics, and repair access. In 631 

communication systems, resilience requires backup power, decentralized routing, physical hardening, 632 

and rapid restoration of control and data connectivity (Aerts et al. 2014; Bajwa et al. 2019; Panteli et al. 633 

2017; Sun et al. 2023). 634 

Governance strategies are equally important because technical measures are implemented through 635 

institutions. Building codes, land-use controls, emergency protocols, maintenance investment, mutual-636 

aid arrangements, financing mechanisms, insurance structures, and interagency coordination all affect 637 

whether resilience strategies are implemented and whether restoration proceeds effectively under real 638 

constraints. This becomes especially important under compound and cascading hazards, where the 639 

allocation of scarce repair resources and coordination among operators may matter as much as the initial 640 

damage state (NIST 2015; Shakou et al. 2019; Hallegatte et al. 2019; Davidson et al. 2022). 641 

5.4 A synthesis-based rapid resilience assessment framework 642 

The rapid assessment framework proposed here is not reported as an empirical finding directly 643 

observed in a single reviewed study, nor is it presented as a fully validated predictive model. It is a 644 

synthesis-derived framework developed by the authors to translate the evidence categories identified in 645 

Sections 3 and 4 into a first-pass decision-support workflow. The framework is intended for preliminary 646 

CIS resilience screening and prioritization when data, time, and cross-sector information are constrained. 647 

Its logic is based on the repeated finding that CIS resilience assessment cannot stop at isolated 648 

descriptions of hazard loading, component damage, network disruption, or recovery metrics. Instead, 649 
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these elements must be connected in a staged procedure that first defines decision-relevant service 650 

outcomes, then screens vulnerable assets and dependency pathways, and finally stress-tests plausible 651 

disruption and recovery scenarios. Table 5 makes this evidence-to-framework translation explicit. 652 

Step 1 establishes an outcome-oriented indicator system. The analyst defines the infrastructure 653 

sectors, service objectives, minimum performance requirements, and indicator domains relevant to the 654 

decision. The output is a compact indicator set and baseline performance profile covering 655 

physical/functionality, socio-economic, human/social accessibility, and institutional dimensions. 656 

Step 2 conducts data-driven vulnerability screening. Using asset inventories, GIS layers, hazard 657 

maps, exposure data, service-area information, dependency assumptions, remote-sensing products, and 658 

social vulnerability indicators where available, this step identifies exposed assets, priority sectors, 659 

dependency hotspots, vulnerable populations, and likely service bottlenecks. The output is a shortlist of 660 

priority assets, hotspot zones, and critical dependency pathways that warrant closer analysis (Garschagen 661 

and Sandholz 2018; Tellman et al. 2021; Wing et al. 2022). 662 

Step 3 applies scenario-based simulation or structured stress testing. Depending on data availability, 663 

this step may range from simplified service-loss estimation to network-based disruption modelling or 664 

sector-specific scenario simulation. The purpose is to examine how hazard intensity, asset fragility, 665 

dependency logic, and restoration assumptions combine to shape service interruption, recovery 666 

trajectories, and intervention priorities (Ouyang et al. 2012; Li et al. 2020; Nekooie and Taghizadeh 667 

2022). 668 

Figure 8 summarizes the workflow and clarifies the decision use of each step. Indicators define what 669 

counts as resilience loss; screening narrows the field of concern to critical vulnerabilities; stress testing 670 

evaluates plausible disruption and recovery trajectories; and the resulting outputs support priority-setting, 671 

intervention comparison, and escalation to more detailed analysis. Table 5 complements Figure 8 by 672 

showing how the reviewed evidence categories lead to the three framework components and their 673 

decision outputs. 674 

5.5 Applicability, implementation, and decision support 675 

The proposed framework is best understood as a tiered screening and decision-support approach. At 676 

the first tier, it helps cities and operators organize uneven data and identify priority sectors, assets, and 677 

dependency pathways. At the second tier, it supports comparative screening of mitigation options by 678 

clarifying where hardening, redundancy, backup provision, access improvement, or governance 679 

measures may yield the greatest resilience benefit. At the third tier, it guides the selection of locations, 680 

sectors, and scenarios that require more detailed engineering, network, or recovery modelling (Martell et 681 

al. 2021; Cedergren et al. 2018; Davidson et al. 2022). 682 
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The framework is most appropriate during preparedness planning, mitigation planning, resilience 683 

investment screening, and early post-event prioritization. Its value lies in usability under uneven data 684 

conditions. Not all cities possess detailed interdependency models, real-time digital platforms, or fully 685 

harmonized asset datasets. A rapid assessment structure should therefore remain useful when data 686 

availability and model detail vary across sectors. This means that the indicator system should be compact, 687 

the screening stage should accommodate partial datasets, and the stress-testing stage should be adaptable 688 

across different levels of analytical detail. 689 

At the same time, the framework must remain transparent about uncertainty. Simplified scores, 690 

proxy indicators, approximate dependency assumptions, and scenario narratives can be useful for 691 

prioritization, but they should not be treated as substitutes for detailed engineering design or validated 692 

operational recovery models. The appropriate interpretation is therefore staged: the workflow identifies 693 

where attention is most needed, and detailed models are then applied selectively to the highest-priority 694 

assets, dependencies, and scenarios. 695 

Overall, the contribution of this section is to reposition resilience enhancement as a multi-level and 696 

decision-oriented problem with a defined level of analytical ambition. The framework is intended for 697 

preliminary screening, comparative prioritization, and the selection of assets, dependencies, and 698 

scenarios that require more detailed investigation. It is most suitable for city agencies, infrastructure 699 

operators, and planning teams working with incomplete cross-sector datasets, limited time, and uneven 700 

modelling capacity. Its outputs should therefore be interpreted as prioritization evidence rather than as 701 

final design values or validated predictions. Metrics are useful only when they clarify what is to be 702 

protected and how recovery will be judged. Engineering measures are effective only when they improve 703 

functional retention, reparability, or restoration readiness. Governance matters when it enables 704 

coordination, resource allocation, and implementation. A structured review should therefore conclude 705 

not with a list of abstract strategies, but with an integrated logic that links hazard impacts, method 706 

selection, resilience indicators, and practical prioritization under real decision constraints. 707 

6. Research Gaps, Review Limitations, and Future Agenda 708 

6.1 Current research gaps 709 

The synthesis in Sections 3-5 indicates that the main research gaps are no longer limited to a lack 710 

of individual hazard models or component-level vulnerability functions. Rather, they arise at the 711 

interfaces among hazard mechanisms, infrastructure interdependencies, service consequences, recovery 712 

processes, and practical decision support.  713 

First, the quantification of compound and cascading hazard effects remains insufficiently connected 714 

to infrastructure service outcomes. Studies increasingly recognize concurrent, sequential, and interacting 715 
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hazard drivers, but fewer studies translate those interactions into infrastructure-specific exposure, 716 

damage, functionality, outage duration, and recovery trajectories. This gap is particularly important in 717 

coastal and urban settings where rainfall, river flooding, storm surge, wind, landslides, and infrastructure 718 

failures may interact across multiple spatial and temporal scales (Ouyang 2014; Zscheischler et al. 2020; 719 

Raymond et al. 2020; Fekete 2019; Arrighi et al. 2021; Wahl et al. 2015; Bevacqua et al. 2019; Couasnon 720 

et al. 2020). 721 

Second, interdependent infrastructure failure and recovery remain unevenly represented. Network 722 

and interdependency models have made substantial progress in identifying cascade pathways, critical 723 

nodes, and network robustness, but they less consistently represent restoration sequencing, repair-724 

resource competition, emergency access constraints, service substitution, institutional coordination, and 725 

feedback loops among sectors. Consequently, many models explain disruption propagation more 726 

convincingly than post-event recovery and adaptive management (Rinaldi et al. 2001; Dueñas-Osorio 727 

and Vemuru 2009; Ouyang 2014; Buldyrev et al. 2010; Wang et al. 2024; Arrighi et al. 2021; Muehlhofer 728 

et al. 2023; Ouyang et al. 2012; Lu et al. 2020). 729 

Third, the linkage between physical damage, functional disruption, socio-economic loss, and human 730 

consequences remains underdeveloped. For CISs, asset damage is only one part of resilience. Service 731 

reachability, outage duration, repair priority, user exposure, vulnerable populations, and cascading 732 

welfare losses are also central to the consequences of hazard events. Yet these dimensions are still 733 

frequently handled through simplified proxies or qualitative discussion rather than being embedded in 734 

integrated hazard-impact and recovery assessment (Garschagen and Sandholz 2018; Hosseini et al. 2016; 735 

Bruneau et al. 2003; Francis and Bekera 2014; Ouyang et al. 2012; Meerow et al. 2016; Hallegatte et al. 736 

2019; Wing et al. 2022). 737 

Fourth, data availability, interoperability, and uncertainty treatment remain major barriers to 738 

implementation. Recent studies show that infrastructure risk and resilience models are highly sensitive 739 

to the completeness, granularity, and compatibility of asset, dependency, hazard, operational, and 740 

restoration datasets. Remote sensing, GIS, AI, and digital twins are promising, but their value for CIS 741 

resilience depends on whether they can be linked to physical mechanisms, transparent assumptions, 742 

uncertainty-aware outputs, and operational decision needs (Schotten et al. 2024; Martell et al. 2021; 743 

Cedergren et al. 2018; Tellman et al. 2021; Cha et al. 2017; Cian et al. 2018; Feng et al. 2023; Belenguer-744 

Plomer et al. 2025; Braik and Koliou 2023). 745 

Finally, a persistent gap remains between resilience assessment and practical use. Many studies 746 

propose indicators, metrics, or conceptual frameworks, but fewer demonstrate how these tools can be 747 

applied under real planning conditions with incomplete data, limited time, and competing infrastructure 748 
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priorities. This gap motivates the restrained framing of the framework in Section 5 as a synthesis-based 749 

first-pass structure for preliminary screening and prioritization, rather than as a fully validated 750 

operational model (Wells et al. 2022; He and Cha 2022; Hosseini et al. 2016; NIST 2015; Shakou et al. 751 

2019; Davidson et al. 2022; Sun et al. 2023; Tiedmann et al. 2024). 752 

6.2 Limitations of this review 753 

This review has several limitations. First, although the revised methodology makes the search 754 

strategy, screening logic, source verification, and evidence-to-synthesis bridge explicit, the article 755 

remains a structured state-of-the-art review rather than a meta-analysis. The reviewed evidence is 756 

heterogeneous in hazard type, infrastructure sector, modelling scale, data source, and outcome definition; 757 

therefore, quantitative effect-size synthesis was not appropriate. 758 

Second, the bibliometric mapping and the qualitative synthesis serve different purposes. The Web 759 

of Science dataset was used to characterize the literature landscape, whereas additional targeted sources 760 

were used to support conceptual definitions, methodological interpretation, official datasets, and 761 

resilience-framework discussion. This two-pathway approach improves interpretive coverage, but it also 762 

means that the reference list should be read as a functionally organized evidence base rather than as a 763 

simple reproduction of the bibliometric corpus. 764 

Third, the review focuses on CISs most directly related to urban and regional functionality, 765 

especially electric power, water and wastewater, transportation, and communication/ICT systems. Other 766 

built-environment systems, social infrastructures, emergency organizations, and supply-chain 767 

dependencies are discussed mainly when they affect these core CIS functions. The scope is therefore 768 

targeted rather than exhaustive. 769 

Fourth, the synthesis-based rapid resilience assessment framework has not yet been validated 770 

through a full end-to-end application across multiple real-world cities or infrastructure operators. It 771 

should be interpreted as a structured decision-support architecture that organizes indicators, scenarios, 772 

and prioritization logic under constrained data conditions. Future applications should calibrate the 773 

framework to local hazard conditions, asset inventories, dependency structures, service priorities, and 774 

restoration resources. 775 

6.3 Future research directions 776 

Future research should move from fragmented hazard- or sector-specific analysis toward integrated 777 

and operational CIS resilience science. A first priority is to develop multi-hazard frameworks that 778 

represent concurrent, sequential, and cascading hazard processes in forms compatible with infrastructure 779 

service modelling. This includes better treatment of hazard dependence, temporal compounding, damage 780 

co-occurrence, and the translation of hazard interactions into service-loss and recovery outcomes 781 
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(Zscheischler et al. 2020; Raymond et al. 2020; Wahl et al. 2015; Bevacqua et al. 2019; Wu et al. 2018; 782 

Couasnon et al. 2020; Martius et al. 2016; Hsiao et al. 2021; Moftakhari et al. 2017). 783 

A second priority is the development of network-of-networks recovery models. Future models 784 

should go beyond static topology and isolated outage analysis by incorporating restoration sequencing, 785 

repair-resource allocation, emergency substitution, accessibility constraints, and cross-sector feedback 786 

loops. Such advances are necessary if resilience assessment is to become useful for infrastructure 787 

operators and city-level decision makers (Wang et al. 2024; Muehlhofer et al. 2023; Ouyang et al. 2012; 788 

Lu et al. 2020; Sun et al. 2023; Tiedmann et al. 2024). 789 

A third priority is tighter coupling of engineering damage, service disruption, socio-economic loss, 790 

and human impact. CIS resilience research will remain incomplete unless it can link physical damage 791 

states to socially meaningful outcomes such as outage inequity, loss of access to essential services, and 792 

prolonged exposure of vulnerable communities. This requires closer integration among engineering, 793 

network science, urban systems analysis, social vulnerability assessment, and emergency management 794 

(Garschagen and Sandholz 2018; Meerow et al. 2016; Hallegatte et al. 2019; U.S. Global Change 795 

Research Program 2023; Wing et al. 2022). 796 

A fourth priority is the development of uncertainty-aware rapid screening tools that remain 797 

interpretable and transferable across different cities and infrastructure systems. AI, remote sensing, GIS, 798 

and digital twins should be connected to infrastructure logic and uncertainty reporting rather than used 799 

as isolated black-box layers. Transparent first-pass tools can help prioritize where detailed simulation, 800 

field investigation, or investment analysis is most needed (Schotten et al. 2024; Tellman et al. 2021; Cha 801 

et al. 2017; Cian et al. 2018; Feng et al. 2023; Belenguer-Plomer et al. 2025; Braik and Koliou 2023). 802 

Finally, future studies should place greater emphasis on implementation pathways. The most 803 

valuable next step is not only to propose additional metrics, but to clarify how resilience indicators, 804 

vulnerability screening, scenario-based stress testing, and intervention prioritization can be embedded in 805 

planning, maintenance, emergency preparedness, and capital-investment decisions. Progress in this 806 

direction is essential if CIS resilience assessment is to move from retrospective diagnosis toward 807 

proactive and implementable resilience management (NIST 2015; Hallegatte et al. 2019; Shakou et al. 808 

2019; Davidson et al. 2022; Sun et al. 2023; Tiedmann et al. 2024). 809 

7. Conclusions 810 

This article presents a structured state-of-the-art review of natural hazards, critical infrastructure 811 

systems, and resilience enhancement. By combining bibliometric landscape mapping with structured 812 

qualitative synthesis, the review clarifies the conceptual foundations of CIS resilience, links hazard 813 
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mechanisms to infrastructure impacts, compares major methodological families, and develops a 814 

synthesis-based rapid assessment framework. Four conclusions can be drawn. 815 

First, natural hazard impacts on CISs are systemic rather than purely component-based. 816 

Infrastructure consequences are governed by interactions among hazard loading, asset vulnerability, 817 

infrastructure dependencies, network topology, service demand, emergency access, and recovery 818 

capacity. A credible review structure must therefore distinguish hazard-side compounding from 819 

infrastructure-side cascading and must connect both to service disruption and recovery. 820 

Second, the evidence base remains uneven across hazards, sectors, and analytical scales. 821 

Component-level methods such as experiments, monitoring, numerical simulation, and fragility analysis 822 

are relatively mature for selected hazards and assets. By contrast, cross-sector interdependency analysis, 823 

compound-hazard service loss, recovery modelling, and rapid decision-support tools remain less 824 

standardized and less consistently validated. 825 

Third, resilience enhancement must be addressed beyond the component scale. Hardening, 826 

retrofitting, protective design, and monitoring remain essential, but they are insufficient without 827 

redundancy, controlled isolation, restoration planning, resource allocation, institutional coordination, and 828 

governance capacity. System-level strategies become especially important under compound and 829 

cascading hazard conditions. 830 

Fourth, the synthesis indicates that future CIS resilience assessment would benefit from becoming 831 

more integrated, transparent, and decision-oriented. A useful assessment workflow should not stop at 832 

separate descriptions of hazards, assets, methods, or resilience metrics. It should connect hazard loading, 833 

component vulnerability, network functionality, service consequences, recovery capacity, uncertainty, 834 

and feasible intervention choices. The rapid framework proposed in this article should therefore be 835 

interpreted as a structured synthesis output and first-pass decision-support heuristic derived from the 836 

reviewed evidence, rather than as an independently validated predictive model. 837 
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Table 1. Comparative positioning of the present review against prior reviews and resilience-assessment 1221 

frameworks. 1222 
Source group Main contribution Remaining limitation for this 

review 

How the present review 

responds 

Compounding-threat and CIS 

resilience reviews 

Synthesize compound or 

interacting threats and 

infrastructure resilience 

modelling. 

Limited translation into staged 

screening for constrained 

decision contexts. 

Links compound hazards with 

service consequences, method 

choice, recovery constraints, and 

prioritization. 

Interdependency and cascading-

failure reviews 

Explain infrastructure 

dependency, interdependency, 

cascade propagation, and 

network behaviour. 

Often separate system coupling 

from hazard loading, component 

vulnerability, recovery, and 

intervention choice. 

Connects coupling and cascading 

processes to the hazard-

exposure-asset-network-service-

recovery consequence chain. 

Resilience-metric and 

engineered-system frameworks 

Define and quantify robustness, 

recovery, time-dependent 

performance, and system 

functionality. 

Metrics are not always connected 

to cross-hazard method selection 

or screening under incomplete 

data. 

Embeds resilience metrics in a 

workflow linking indicators, 

vulnerability screening, and 

scenario stress testing. 

Institutional and planning-

oriented frameworks 

Guide priority setting, resource 

allocation, and community or 

infrastructure resilience 

planning. 

Often operate as high-level 

protocols rather than evidence-

to-method syntheses from CIS 

literature. 

Complements planning guidance 

with a traceable evidence-to-

decision bridge for CIS 

screening. 

Urban seismic shelter site-

selection decision-support 

studies (e.g., Anjomshoa and 

Heravi 2025) 

Show transparent factor 

identification, expert screening, 

and multi-criteria ranking for a 

specific planning problem. 

Hazard- and application-specific; 

not a cross-hazard review of CIS 

resilience assessment. 

Adopts the transparency 

principle while extending it to 

multi-hazard CIS impact, 

interdependency, methods, and 

screening. 

Present review Synthesizes natural-hazard 

impacts, CIS interdependencies, 

methods, resilience outcomes, 

and rapid screening logic. 

Not a validated predictive model 

and not a substitute for detailed 

hazard- or sector-specific 

assessment. 

Provides a structured evidence-

to-decision bridge for 

preliminary CIS resilience 

screening and prioritization. 

 1223 
Table 2. Evidence-to-synthesis bridge used to organize Sections 3-5. 1224 

Manuscript component Evidence basis Synthesis output 

Section 3: hazard-impact mechanisms 

WoS-sourced core studies, hazard-impact 

anchors, and selected authoritative hazard 

sources. 

Cross-hazard organization of direct 

physical damage, functional disruption, 

compound-hazard effects, cascading 

propagation, and sector-specific service 

consequences. 

Section 4: method-family comparison 

WoS-sourced core studies and 

methodological anchors on experiments, 

monitoring, simulation, fragility, network 

analysis, GIS, remote sensing, AI, and 

digital twins. 

Comparison of method families by output 

type, data requirement, analytical scale, 

uncertainty treatment, and suitability for 

CIS resilience assessment. 

Section 5: resilience metrics and rapid 

screening 

WoS-sourced core studies, resilience-

framework anchors, restoration-modelling 

sources, and institutional guidance. 

A bounded preliminary screening 

workflow linking indicators, vulnerability 

diagnosis, scenario stress testing, and 

prioritization under constrained data 

conditions. 

Section 6: limitations and future agenda 

Observed gaps in the screened WoS 

corpus and limits identified during 

citation-function appraisal. 

Identification of underdeveloped areas, 

including empirical recovery data, cross-

sector restoration modelling, uncertainty 

treatment, and operational 

implementation. 

 1225 
Table 3. Cross-hazard synthesis linking hazard mechanisms, sector consequences, cascading pathways, and 1226 

method implications. 1227 

Hazard group 
Dominant impact 

mechanism 

Typical CIS 

consequences 

Cascading or 

compound pathway 

Suitable assessment 

methods 

Geological hazards 
Ground shaking, permanent 

ground deformation, slope 

Bridge, tunnel, pipeline, 

substation, tower, and 

Earthquake-landslide-

flood chains; power loss 

Fragility analysis, 

structural simulation, 
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Hazard group 
Dominant impact 

mechanism 

Typical CIS 

consequences 

Cascading or 

compound pathway 

Suitable assessment 

methods 

failure, tsunami source 

mechanisms. 

control-facility damage; 

emergency access loss. 

affecting water, ICT, 

transport control, and 

repair logistics. 

network analysis, 

scenario-based 

restoration modelling. 

Meteorological 

hazards 

Wind loading, extreme 
precipitation, snow/ice 

accretion, heat or cold 

stress. 

Power-line and tower 

failure; transport 
blockage; drainage 

overload; ICT power 

dependency; reduced 

repair capacity. 

Cyclone wind-rain-surge 

combinations; winter-
storm power-water 

failures; heat-driven 

demand and equipment 

stress. 

Monitoring, GIS 

screening, probabilistic 
risk, outage modelling, 

data-driven detection, 

stress testing. 

Hydrological and 

marine hazards 

Inundation depth, velocity, 

duration, scour, salinity, 

debris impact, 

hydrodynamic loading. 

Substation, pump station, 
wastewater, bridge, 

tunnel, port, coastal road, 

and communication 

disruption. 

Compound flooding 
from rainfall, river 

discharge, tide, and 

storm surge; flood-

induced service 

cascades. 

Hydrodynamic 
simulation, flood 

exposure mapping, 

fragility functions, 

accessibility analysis, 

service-loss estimation. 

Compound and 

cascading processes 

Co-occurring or sequential 

drivers and failure 

propagation through 

dependencies. 

Multi-sector service loss, 

prolonged downtime, 

restoration bottlenecks, 

and geographically 

dispersed consequences. 

Hazard compounding 

interacts with 

infrastructure 

interdependency and 

resource constraints. 

Multi-hazard scenarios, 

interdependency models, 

network science, hybrid 

workflows, uncertainty-

sensitive prioritization. 

Cross-sector recovery 

constraints 

Repair-resource limits, 

access constraints, 

coordination delay, and 

dependency-driven 

restoration sequencing. 

Delayed restoration, 

unequal service 

recovery, and reduced 

effectiveness of isolated 

component hardening. 

Transport access controls 

power/water repair; ICT 

and power support 

coordination and 

operations. 

Recovery-curve analysis, 

optimization, decision-

support workflows, rapid 

screening under 

incomplete data. 

 1228 

Table 4. Comparative synthesis of major method families for CIS hazard-impact and resilience 1229 

assessment. 1230 

Method family Main output 
Data 

requirement 
Analytical scale 

Uncertainty 

treatment 
Suitable use Main limitation 

Physical 

experiments and 

monitoring 

Damage 

mechanisms, 

thresholds, 

response records, 

calibration 

evidence. 

Specimens, 

sensors, loading 

protocols, field 

monitoring, 

component 

information. 

Component/facility. 

Usually empirical; 

can support 

uncertainty 

calibration but 

rarely covers full 

system uncertainty. 

Mechanism 

identification, 

fragility calibration, 

validation of 

numerical models. 

Costly, asset-specific, 

and difficult to scale 

to network or urban 

service consequences. 

Numerical 

simulation and 

multi-physics 

modelling 

Scenario response, 

stress/strain, 

inundation, scour, 

deformation, 

loading, local 

damage. 

Hazard scenarios, 

geometry, material 

properties, 

boundary 

conditions, 

calibration data. 

Component to 

network/urban 

depending on model 

type. 

Sensitivity analysis 

or probabilistic 

inputs when 

implemented; often 

deterministic in 

practice. 

Scenario testing, 

design comparison, 

protection analysis, 

hazard-specific 

response modelling. 

Computationally 

demanding and 

sensitive to 

assumptions, data 

quality, and 

calibration. 

Probabilistic risk 

and fragility 

approaches 

Failure 

probability, 

damage-state 

exceedance, 

expected loss, 

uncertainty ranges. 

Hazard intensity 

measures, 

exposure, asset 

capacity, empirical 

or analytical 

fragility functions. 

Facility to network. 

Explicit 

probability-based 

treatment of hazard 

and capacity 

uncertainty. 

Risk ranking, 

retrofit 

prioritization, loss 

estimation, decision 

analysis under 

uncertainty. 

Often simplifies 

service disruption, 

interdependency, 

repair duration, and 

restoration 

sequencing. 

Interdependency 

and network-

science 

approaches 

Connectivity loss, 

reachability, 

service disruption, 

cascading 

pathways, critical 
nodes. 

Network topology, 

dependency links, 

flow rules, 

demand, 

restoration 
assumptions. 

Network/system to 

urban/regional. 

Can test scenarios 

and coupling 

assumptions; 

probabilistic 

treatment varies 
widely. 

Cascading-failure 

analysis, service 

reachability, 

restoration 

prioritization, 
dependency hotspot 

identification. 

Strongly dependent on 

uncertain coupling, 

behavioral, and 

restoration 
assumptions. 

GIS, remote 
sensing, AI, and 

digital twins 

Exposure hotspots, 

damage inference, 

dynamic asset 
states, screening 

scores, operational 

dashboards. 

Spatial data, 

remote sensing, 

asset inventories, 
training data, 

sensor streams, 

model-update 

logic. 

Urban/regional, with 
asset or network 

extensions. 

Often data-driven; 

uncertainty 

depends on training 
data, transferability 

testing, and model 

validation. 

Rapid screening, 

broad-area 

assessment, 
situational 

awareness, 

preliminary 

prioritization. 

Transferability, 

interpretability, bias, 
and sustained data-

governance 

challenges. 
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Method family Main output 
Data 

requirement 
Analytical scale 

Uncertainty 

treatment 
Suitable use Main limitation 

Hybrid workflows 

Linked damage-

function-recovery 

assessment and 

decision-support 

outputs. 

Integrated hazard, 

asset, network, 

service, recovery, 

and institutional 

data. 

Multi-scale. 

Best suited for 

explicit uncertainty 

propagation and 

scenario 

comparison when 

data permit. 

Preliminary 

screening followed 

by targeted detailed 

modelling; 

resilience 

investment 
prioritization. 

Data-intensive and 

difficult to calibrate 

consistently across 

sectors and 

jurisdictions. 
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Table 5. Evidence-to-framework translation underlying the synthesis-based rapid resilience assessment 1232 

framework. 1233 
Evidence category Repeated limitation Derived requirement Framework component 

Hazard loading and exposure Hazard metrics, exposure 

assumptions, and spatial scales 

are often hazard-specific. 

Define hazard-relevant but 

service-oriented indicators 

before detailed assessment. 

Step 1: Indicator definition 

Component vulnerability and 

asset response 

Damage or fragility outputs do 

not automatically indicate 

service loss or priority. 

Screen assets by physical 

susceptibility and functional 

importance. 

Step 2: Vulnerability screening 

Dependency, interdependency, 

and cascading pathways 

Local damage can propagate 

through dependent systems and 

create indirect service losses. 

Identify critical nodes, 

dependency paths, cascade-prone 

links, and cross-sector 

bottlenecks. 

Step 2 and Step 3 

Network functionality and 

service consequences 

Engineering outputs may not 

express service continuity, 

accessibility, minimum supply, 

or affected users. 

Translate physical and network 

disruption into service-level 

consequences. 

Step 1 and Step 3 

Recovery capacity and 

restoration constraints 

Recovery depends on access, 

resources, workforce, 

coordination, and repair 

sequencing, which are often 

uncertain. 

Include restoration constraints 

and alternative recovery 

assumptions in scenario testing. 

Step 3: Stress testing 

Data availability and model 

uncertainty 

Full predictive modelling is often 

infeasible with incomplete asset, 

dependency, demand, and 

recovery data. 

Use tiered first-pass screening 

before detailed modelling. 

Overall framework logic 

Feasible intervention choices Assessment outputs are often 

disconnected from mitigation, 

preparedness, restoration, or 

investment decisions. 

Link outputs to priority assets, 

sectors, dependency paths, 

scenarios, and interventions. 

Decision output 
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Figure 1. Two-pathway literature identification strategy and evidence-source structure and transparent audit of the 1235 

Pathway A 1,422-to-38 screening process used in this review. 1236 

Figure 2. Keyword cluster map of the literature on natural hazards and critical infrastructure systems generated by 1237 

CiteSpace. 1238 

Figure 3. Timeline view of major keyword clusters, showing the temporal evolution of research themes in the WoS 1239 

corpus. 1240 

Figure 4. Top keywords with the strongest citation bursts, highlighting shifting research frontiers in CIS resilience 1241 

research. 1242 

Figure 5. Primary hazard classes considered in this review, representative cascading and concurrent pathways, and 1243 

typical implications for CISs. 1244 
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Figure 6. Synthesis of major methodological families for CIS hazard-impact assessment across component, 1245 

network, and urban scales. 1246 

Figure 7. Indicator architecture linking outcome dimensions, recovery-curve logic, and capability domains that 1247 

influence restoration performance. 1248 

Figure 8. Illustrative workflow of the synthesis-based rapid resilience assessment framework, linking indicator 1249 

development, vulnerability screening, scenario-based stress testing, and decision use. 1250 
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