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On Trust Models and Trust Evaluation Metrics for
Ad-Hoc Networks

George Theodorakopoulos, and John S. Bafaow, IEEE

Abstract— Within the realm of network security, we interpret For an illustration associated with Public Keys, suppose
the concept of trust as a relation among entities that partippate in  that entity A wants to determine the public key that entity B
various protocols. Trust relations are based on evidence eated controls. In this case. the trust relation would be : "A does
by the previous interactions of entities within a protocol.In this . \ . '
work, we are focusing on the evaluation of trust evidence in (or does not_) bel!eve th"_"t B's key isgK A and B.have
Ad Hoc Networks. Because of the dynamic nature of Ad Hoc had no previous interactions, hence no trust relation, so A
Networks, trust evidence may be uncertain and incomplete. ko, has to contact entities that have some evidence about B’s key
no pre-established infrastructure can be assumed. The ev#tion Relevant pieces of evidence in this case are certificatekirgjn
process is modeled as a path problem on a directed graph, wher gug ey 1o B's identity. Also, the trustworthiness of the ities

nodes represent entities, and edges represent trust relatis. We - . .
give intuitive requirements and discuss design issues forng that issued these certificates should be taken into account.

trust evaluation algorithm. Using the theory of semirings, we In a regular PKI with a Trusted Third Party (TTP), A
show how two nodes can establish an indirect trust relation would now contact the TTP for B's key. Since the TTP is

without previous direct interaction. We show that our semiring  trusted by everyone, A would believe that B's key is what
framework |s,erX|bIe enough to express other trust models, wst the TTP provided, and that would be the end of the story.
notably PGP's Web of Trust. Our scheme is shown to be robust In this work. however. we do not assume the existence of
in the presence of attackers. ’ ] : 3
any globally trusted entity: on the contrary, everythingufs
to the individual nodes of the network. They themselves sign
certificates for each other’s keys, and they themselves toave
judge how much to trust these certificates and, essentiadiy,
|. INTRODUCTION issuers. If A has had previous interactions with these iigguli
HE notion of trust, in the realm of network security, willentities, then their public keys as well as their trustwinitlss
for our purposes correspond to a set of relations amowgll be known to A, who will now decide whether to accept
entities that participate in a protocol [1]. These relasiamre Kg as B’s key or not. Otherwise, the same steps will have
based on the evidence generated by the previous interactitth be repeated to establish a trust relation with the issuing
of entities within a protocol. In general, if the interact® entities, recursively, until A can reach a decision, whiohld
have been faithful to the protocol, then trust will "accuatel’  very well be that there is not (trustworthy) enough evidence
between these entities. Exactly how trust is computed dipefo establish the relation. This is what the trust computatio
on the particular protocol (application). The applicatiter- algorithm does (Sec I1I-D.4), but in a forward way: A first
mines the exact semantics of trust, and the entity detesnif®mputes trust values for his one-hop neighbors, then wm-h
how the trust relation will be used in the ensuing steps of tid@d so on until the destination is reached (or, in the general
protocol. Trust influences decisions like access contrmjae case, until A has computed a trust value for all other esfitie
of public keys, etc. It could be useful as a complement to a The specification of admissible types of evidence, the gen-
Public Key Infrastructure (PKI), where an entity would agte eration, distribution, discovery and evaluation of trugtlence
or reject a public key according to the trustworthiness @f trare collectively called Trust Establishment. In this wone
entities that vouch for it (i.e. have signed a certificateifpr are focusing on the evaluation process of trust evidencegin A
— this is the idea behind PGP’s Web of Trust [2]. It can alsdoc Networks, i.e. we are focusing on the trust metric itdelf
be used for routing decisions: Instead of the shortest pah, particular, we are not dealing with the collecting of eviden
could be looking for the most trusted path between two nod&em the network, and the accompanying communication and
(this has been already proposed in P2P networks [3]). signaling overhead. This issue is important, and obviously
needs to be addressed in a complete system.
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previously interacted; this is achieved by using the ditecit Il. TAXONOMY OF RELATED WORK

relations that intermediate nodes have with each othercélen

we assume that trust is transitive, but in a way that takes int In this section we are examining important issues that

account edge weights, too. should be considered by designers of trust metrics. For more
Ad Hoc networks are envisioned to have dynamic, somépecific examples of related work, please see [7].

times rapidly-changing, random, multihop topologies vahic

are composed of bandwidth-constrained wireless links. The

nodes themselves form the network routing infrastructare A. System Model

an ad hoc fashion [4]. Based on these characteristics, we ar

. . . . . The most commonly used model is a labeled, directed
imposing the following three main constraints on ourschemera h. Nodes represent entities, and edges represeny binar
First, there is no preestablished infrastructure. The adep grapn. P ! 9 P

tion process cannot rely on, e.g., a Trusted Third Partyrd hérﬁsfiéeklitlOgjfti;:aetsee(ifsliggnsyigp _l?self;o; Eitﬂeeﬁl?flf]rl)c:)c?d
is no centralized Public Key Infrastructure, Certificatin- b y J Y),

thorities, or Registration Authorities with elevated fleges. :?L?;tvf/r;lrath(i:r?gse:g;n:smgstmjgg: d E(;y e(i(e::rtmcate is valid, the
Second, evidence is uncertain and incomplete. Uncertain, T
because it is generated by the users on the fly, without lgngth
processes. Incomplete, because in the presence of adegsrs
we cannot assume that all friendly nodes will be reachab
the malicious users may have rendered a small or big parBy centralized trust we refer to the situation where a
of the network unreachable. Despite the above, we requijRbally trusted party calculates trust values for evergenin
that the results are as accurate as possible, yet robusein the system. All users of the system ask this trusted partiveo g
presence of attackers. It is desirable to, for instancentifye them information about other users. The situation desdribe
all allied nodes, but it is even more desirable that no adwgrs has two important implications: First, every user depenals o
is misidentified as good. the trustworthiness of this single party, thus turning i@
Third, the trust metric cannot impose unrealistic comsingle point of failure. Second, it is reasonable to assurae t
munication/computation requirements. Although we are ngifferent users are expected to have different opinionsiabo
modeling or measuring the communication in any detail, Wfe same target; this fact is suppressed here.
are looking for a scheme that would lend itself to an efficient The decentralized version of the trust problem corresponds
implementation. In other words, it should be as light &g each user being the "center of his own world”. That is,
possible since it is a complement to the real operation of thgers are responsible for calculating their own trust \safoe
network. any target they want. This "bottom-up” approach is the one
We use a general framework for path problems on grapfiat has been most widely implemented and put into use, as
as a mathematical basis for our proposed scheme, and gls8art of PGP [2] for public key certification.
give intuitive requirements that any trust evaluation aljen  Note that the distinction just mentioned refers to the seman
should have under that framework. The formalism of sem&ing.q of trust. The actual algorithm used for the computadén
highlights that our algorithm is a member of a larger family ¢ js a separate issue: all data may be gathered at a single
of well studied algorithms, collectively described undke t user, where the algorithm will be executed:; or the comporati
term Factor Graphs [5], or Generalized Distributive Law. [6},5y he done in a distributed fashion, throughout the network
Such algorithms include Dijkstra’s shortest path algonith o e aigorithm may even be localized, in the sense that

the Viterbi decoding algorithm, the Kalman filter, etc. SOyqch node only interacts with his local neighborhood, witho
analytical results about these algorithms can be direaddu gynecting any explicit cooperation from nodes further away
Moreover, because of a particular property of semirings-(di

tributivity, see Sec. 1lI-D), we can do in-network processi
of trust evidence, thus reducing the amount of data thét Proactive vs reactive computation
needs to reach the source. In other words, local computation
and message exchange is possible, which is a feature of allhis is an issue more closely related to the communication
algorithms under the Factor Graph umbrella. We argue thatificiency of the actual implementation. The same arguments
is especially useful in the context of ad-hoc networks. as in routing algorithms apply: Proactive trust computatio
This work is organized in five sections. After this Introuses more bandwidth for maintaining the trust relationship
duction, the second section describes and comments on tasturate. So, the trust decision can be reached withouy.dela
design issues that frequently appear in related work. Tiné thOn the other hand, reactive methods calculate trust valoigs o
section explains our approach, proposes a flexible matliemathen explicitly needed. The choice depends largely on the
cal modeling framework for trust computation, and des&ibapecific circumstances of the application and the netwark. F
intuitive properties that any scheme under this framewogkample, if local trust values change much more often than a
should have. In the fourth section, our proposed schemetiigst decision needs to be made, then a proactive compuitatio
used for actual computation scenarios, and the results @&eaot favored: The bandwidth used to keep trust values up to
discussed. The fifth section concludes the paper and sisggesite will be wasted, since most of the computed information
future directions for improvement. will be obsolete before it is used.

r . .
%. Centralized vs decentralized trust
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D. Extensional vs intensional metrics key is stolen) the public key certificates for this node sHoul
As mentioned in [8] one possible criterion to classif)l?e reyoked. So,_revocation can be seen as a special case of
uncertainty methods is whether the uncertainty is deal wif'€gative trust evidence. _ _ _
extensionallyor intensionally In extensional systems, the un- ©On the other hand, the introduction of negative evidence
certainty of a formula is computed as a function of the uncefomPplicates the model. Specifically, an attacker can try to
tainties of its subformulas. In intensional systems, utabety d€face good nodes by issuing false negative evidence about
is attached to "state of affairs” or "possible worlds”. Irhet them. If, as a countermeasure to that, issuing negativepue
words, we can either aggregate partial results in interatedi'S Penalized, good nodes may refrain from reporting real
nodes (in-network computation), or we can collect all daffi@licious behavior for fear of being penalized.
(opinions and trust topology) at the initiator of the trusegy
and compute a function that depends on all details of theevh&k. What layer should trust be implemented in?

graph. An important issue that is often glossed over is the layer
For example, the scheme proposed by Jasang [9] is inteii-which the trust protocol will operate. That is, the seesic
sional, whereas ours is extensional. As pointed out by Maurgequired by the protocol and the services it offers should be
there seems to be a trade-off between computational effiade clear, especially its relationship to other security-c
ciency and correctness. Extensional systems are moreeeffici ponents. As pointed out in [13], some secure routing prd$oco
whereas intensional are more correct. For more on thish&ee 4ssume that security associations between protocoleantitin
discussion on the distributivity property (Sec IlI-D). be established with the use of a trust establishment akgorit
e.g. by discovering a public key certificate chain between
two entities. However, in order to offer its services, thestr
establishment algorithm may often assume that routing ean b

_Levien ([10]) suggested a criterion for measuring the I¢jone in a secure way. This creates a circular dependency that
sistance of a trust metric to attackers. First, he distisiged g1 be broken if the system as a whole is to operate as
between two types of attacks: node attacks, and edge attagks o cted.

Node attacks amount to a certain node being impersonated. So
the attagker can issue_any number of arbitrary opiniqnsl(cpub . SEMIRING-BASED TRUST EVALUATION METRICS
key certificates in Levien’s case) from the compromised node
about any other node. A. System Model

Edge attacks are more constrained: Only one false opinionVe view the trust inference problem as a generalized
can be created per each attack. In other words, an attacksbertest path problem on a weighted directed gragh, )
this type is equivalent to inserting a false edge in the trugtust grapl). The vertices of the graph are the users/entities
graph. Obviously, a node attack is the more powerful of tHé the network. A weighted edge from vertéxto vertexj
two, since it permits the insertion of an arbitrary number d@forresponds to thepinion that entity, also referred to as
false edges. the issuer has about entityj, also referred to as thiarget

The attack resistance of a metric can be gauged by the weight function id(é,j) : V x V' — S, whereS is the
number of node or edge attacks, or both, that are neededebefpinion space.
the metric can be manipulated beyond some threshold. FoEach opinion consists of two numbers: tinest value, and
instance, in [11] Reiter and Stubblebine show that a sindlée confidencevalue. The former corresponds to the issuer’s
misbehaving entity (a 1-node attack) can cause the met@gtimate of the target's trustworthiness. For example,gh hi
proposed in [12] to return an arbitrary result. trust value may mean that the target is one of the good guys, or

Here an important clarification has to be made: there df#at the target is able to give high quality location infotioa,
trust graphs that are "weaker” than others. When, for examp®' that a digital certificate issued for the target's pubky ks
there exists only a single, long path between the sourcetand elieved to be correct. On the other hand, the confidencevalu
destination, then any decent metric is expected to give a IGfresponds to the accuracy of the trust value assignment. A
trust value. So, the attack resistance of a metric is noymalligh confidence value means that the target has passed a large
judged by its performance in these "weak” graphs. This lihe gumber of tests that the issuer has set, or that the issuer has
thinking also hints at why intensional systems (group rasjri interacted with the target for a long time, and no evidence fo
perform better than extensional: They take into account tRealicious behavior has appeared. Since opinions with a high

whole graph, so they can identify graph "weaknesses” mo¢gnfidence value are more useful in making trust decisions,
accurately. the confidence value is also referred to as doelity of the

opinion. The space of opinions can be visualized as a reletang
(ZERO.TRUST, MAX_TRUST)x (ZERO.CONF, MAX_CONF)
in the Cartesian plane (Figure 1, f6r= [0,1] x [0, 1]).

It is desirable to include both positive and negative eviden Both the trust and the confidence values are assigned by
in the trust model. The model is then more accurate atite issuer, in accordance with his own criteria. This means
flexible. It corresponds better to real-life situations,end that a node that tends to sign public key certificates without
interactions between two parties can lead to either satiefa too much consideration will often give high trust and high
or complaints. When a node is compromised (e.g. its privatenfidence values. The opposite holds true for a strictyentit

E. Attack resistance (node/edge attacks)

F. Negative and positive evidence (certificate revocation)
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BAD GOOD (o = A, v1,...,0n = B) : (v;,0141) € E,0<i<k—1that
1 has the highest aggregate trust value among all trust paths
starting at A and ending at B. A high level view of the system
1 is shown in Figure 2.
]
]
E T S
i . Direct trust evidence

Zg Co — - - —————— O_ Izlfllo_il (t’ C) on physical neighbovrvs
5 1 |

| Local
© | monitoring

I |
: Local Neighbor Aggregation along TRUST
1T : direct trust — multiple source- |
: Interactions evaluation destination paths DECISION
| : Local Public
| | | | | ° | | | Key Exchange
ol T T T 1 | t T 1T 1 B
Direct trust values Indirect trust 'value on
Trust on physical neighbors destination

Fig. 1. Opinion space

Fig. 2. System operation

When two such entities interact, it is important for thectei
entity to assign a low enough trust value to the less strictBoth problems are important: finding a target's trust value
one. Otherwise, the less strict entity may lead the stricterneeded before deciding whether to grant him access ts one’
one to undesirable trust decisions. This situation is edsie files, or whether to disclose sensitive information, or wkiat
picture in the context of Certification Authorities and pabl of orders he is allowed to give (in a military scenario, for
key certification. In that context, a certification authprA instance). With this approach, a node will be able to rely on
will only give a high trust value to B, if B's policy for other nodes’ past experiences and not just his own, which
issuing certificates is at least as strict as A's and has time samight be insufficient. The second problem is more relevant
durability characteristics [1]. when it comes to actually communicating with a target node.

Also, it is assumed that nodes assign their opinions basedTe target node being trustworthy is one thing, but finding a
local observations. For example, each node may be equippedsted path of nodes is needed, so that traffic is routedigfiro
with a mechanism that monitors neighbors for evidence tiem. Note that in the usual shortest path problem in a graph
malicious behavior, as in [14]. Alternatively, two usersymafinding the distance between two nodes, simultaneously finds
come in close contact and visually identify each other, dhe actual shortest path. In the trust case, we will usudilige
exchange public keys, as suggested in [15]. In any caseultiple trust paths to compute the trust distance from the
the input to the system is local: however, extant pieces sburce to the destination, since that will increase theendd
evidence based on, e.g., previous interactions with nodongn which the source bases its final estimate. The first problem
neighboring nodes can also be taken into account for the fingladdressed with what we call "Distance semiring” (Sec IlI-
decision. This would come into play when two nodes thd@.3), and the second with the "Path semiring” (Sec 11I-D.2).
have met in the past need now to make a trust decision forThe core of our approach is the two operators used to com-
each other. Of course, the confidence value for such evidetiee opinions: One operator (denoted combines opinions
would diminish over time. One consequence of the localiglong a path, i.e. As opinion for B is combined with B’s
of evidence gathering is that the trust graph initially d&ps opinion for C into one indirect opinion that A should have for
with the physical topology graph: The nodes are obviousty, based on B's recommendation. The other operator (denoted
the same, and the edges are also the same if the trust weightscombines opinions across paths, i.e. A's indirect opinion
are not taken into account. As nodes move, opinions for dfdr X through pathp, is combined with A's indirect opinion
neighbors are preserved, so the trust graph will have mdoe X through pathp, into one aggregate opinion. Then, these
edges than the topology graph. However, as time goes byperators can be used in a general framework for solving path
these old opinions fade away, and so do the correspondm@blems in graphs, provided they satisfy certain mathiealat
edges. properties, i.e. form an algebraic structure called a samir

In the framework described, two versions of the trustlore details on this general framework are in section Ill-
inference problem can be formalized. The first is finding th®. Two existing trust computation algorithms (PGP [2] and
trust-confidence value that a source node A should assignBigenTrust [16]) are modeled as operations on two particula
a destination node B, based on the intermediate nodes* trus#mirings. Note that our approach differs from PGP in that it
confidence values. Viewed as a generalized shortest pah prallows the user to infer trust values for unknown users/keys
lem, it amounts to finding the generalized distance betwe@&hat is, not all trust values have to be directly assignechiey t
nodes A and B. The second version is finding the most trusteser making the computations. The operators are discussed i
path between nodes A and B. That is, find a sequence of nodesater depth in section III-D.
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B. Semirings operator ist+, and@ (neutral element fog) is 0: if we add a

For a more complete survey of the issues briefly exposé@ro-delay link in a path, the total delay does not changs Th
here, see Rote [17], and also (for more applications in co§- regular addition. Now, we have all the path delays from

munications and other areas) Kschischang, Frey, Loelijer [t© J» and we want to somehow combine them so as to come
and Aji, McEliece [6]. up with theshortestpath delay. The way to combine them is

1) Definitions: A semiring is an algebraic structure take theminimumamong their values. So, the operator is
(S,®, ®), where S is a set, and®, ® are binary operators min, and© (neutral element foe) is oo, sincemin(z, oo) =
with the following propertiesd, b, c € S): z, Yo € N, if we find an infinite delay path, the shortest path

. . - . elay does not change. In summary, the semiring we should
e« @ is commutative, associative, with a neutral elemerqt y 9 y 9

© €5 use for this situation is%, U {co}, min, +).
' Suppose now that we are given all link capacities instead of
adb = bda delays. We want to compute the highest possible rate ofdraffi
(@®&b)dc = ad(bdc) from i to j along any single path (i.e. all paths are candidates,

60 = but we have to pick one). Link capacities, like link delays a
“ - non-negative s is again®®; U {oo}. The highest possible
« ® is associative, with a neutral elemerif) < S, and traffic rate along a path (the path capacity) is therimum

© as an absorbing element: among all links along the path (bottleneck capacity). Se, th
® operator ismin, and@) is co. Now, we have the capacities
(@@b)c = a®(d®c) of all paths fromi to j, and we want to find thargestamong
a® @ = QO ®a = a them. So, thed operator ismax, and @ is 0: if we find a0
a® @ =0 ®a = © capacity path, the maximum path capacity does not change.
o The semiring is now(R; U {oo}, max, min).
« ® distributes overs: Note that the® operator may pick a single path weight (as
@eb)oc = (a®c)d@®c) is case above witthax andmin) or it may explicitly combine
information from all paths (addition or multiplication).
a®@bdc) = (a®@b)@®(a®c)

3) Semirings for systems of linear equatiorg1 equivalent
A semiring (S, @, ®) with a partial order relatior< that is Way to describe the previous shortest path problem is by way
monotone with respect to both operators is callecbatered 0f a system of equations that the shortest path weights and th
semiring (S, ®, ®, <): edge weights should satisfy. df;; is the weight of the edge
P , , , , (i,7), with @ being the weight of non-existent edges, ang
a=bandd b =a®ad 2bob anda®@a’ bRV s the shortest path weight fromto j, then the following

An ordered semiring§, ©, ®, <) is ordered by thaliffer- €quation has to hold (assume there existodes):
ence relationif: n

zi; = @Plair @ 215)

Va,be S:(a<xb <= Jz€S:adz=0») o1

A semiring is called idempotent when the following holdsFor example, when edge weights are transmission delays, thi

equation becomes:
VaeS:a®da=a
.- T;; = min (a;x + Tk,
2) Semirings for path problemsOne way we can see 7 15k5n( ik + i)
semirings in action is when computing a generalized shortggyte, also, that if> and @ are the usual addition and mul-

path weight in a weighted graph. In that case,is the ijpjication, respectively, then the first of the above etprat

operator used to calculate the weightp) of a pathp = pecomes exactly matrix multiplication.
(vo,v1,...,vr) based on the weights of the path’s edges: .
w(p) = wlvo, v1) @ w(vy,v2) @ -+ @ w(vp_1,08) v =Y apzy & X =AX
k=1

The @ operator is used to compute the shortest path Weigw1 e X —
d;; as a function of all paths from the sourdeto the eres =
destinationj:

= @il A =il .
We will use this fact in a later section to model an existing

trust computation algorithm.
di= D wb P J
p is a path
from i to j C. Semirings as a model for trust computations

Suppose we want to compute the delay of the shortest pathin order to show the modeling power of this framework,
from i to j in a network. We model the network as a weightedre now model PGP’s web of trust computations [2] as a
graph, where edge weights correspond to link transmissisemiring. Remember that PGP computes the validity of an
delays. Since link delays are non-negative, thes&t going alleged key-to-user binding, as seen from the point of view
to be®; U{oo}. The total delay of a path is equal to teem of a particular user, henceforth called the source. Thetitgpu
of all link delays (edge weights) along the path. So, the the computation algorithm consists of three things: Thes®u
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node, the graph of certificates issued by users for each,other (a®b)® (a®c)=val (a)b+val (a)c

and the trust values for each user as assigned by the source.

Note that the validity of all key-to-user bindings has to be The computation algorithm below uses the above semiring
verified, since only certificates signed by valid keys aretakto compute the validity or otherwise of all keys in the
into account, and any certificate may influence the validfty &ertificate graph G. The source nodesisand the function

a key-to-user binding. w maps edges to edge weights.

The validity of the key-to-user binding for userwill be
deduced from the vectad; € N¥, wherek is the number
of different trust levels defined by PGP. It seems that 1 for i« 1to[V]|
is 4 ("unknown”, "untrusted”, "marginally trusted”, "fujl 2 do dfi] — ©
trusted”), but some include a fifth level : "ultimately tragt. 3 dls] — @
Our analysis is independent of the exact valué.ofhe vector 4 5 - {s}

d; will hold the number of valid certificates for userthat © While S # 0
have been signed by users of each trust level. For exampl§, do u < DEQUEUH(S)

PGP-EMIRING-CALCULATION (G, w, s)

d; = (0,1,2,3) means that one "untrusted”, two "marginally ’ for eachv € Neighbors[u] with val (d[v]) =0
trusted”, and three "fully trusted” users have issued fieaties 8 do

for useri’s public key. In addition, all six of these certificates 9 d[v] — d[v] & (d[u] ® w(u,v))

are signed by valid keys, i.e. keys for which the key-to-uséf if val (d[v]) =1

binding has been verified. 11 then ENQUEUE(S, v)

In order to yerify the actual validity of thg binding, we will  The computation starts at the sourgeand progressively
use the functioval : N* — V, whereV is the space of computes the validity of all keys reachable fromin the
admissible results. For simplicity, we will be assumingtthgeriificate graph. The quewsecontains all valid keys for which
V ={"invalid”, "valid" }, although values such as "marginallyie outgoing edges (certificates signed with these keys} hav
valid” have also been proposed. The outputval for a ot peen examined yet. When a key is extracted figynits
specific input is determined by thresholds such as: "A keyeriificates to other keys are examined, and thieiectors are
to-user binding is valid if at least two "marginally trusted updated. Only certificates to so-far-invalid keys are exemj
users have issued a certificate for it". These thresholds &ffqe adding a certificate to thévector of a key already
incorporated inval and will be transparent to our analysiSghown to be valid is redundant. If a so-far-invalid key obai
Finally, for computation simplicity we will be assuming thagnoygh certificates to become valid, it is added to the quene f
V = {0,1}, where "invalid= 0, and "valid"= 1. _ future examination. Each key is enqueued at most once (when

The edge weightso;; € N*,1 <,j < n, wheren is the i hecomes valid), and all keys in the queue are eventually
number of users, correspond to the certificate frombout dequeued. Ergo, the algorithm terminates. After termimati
J's alleged public key. A weight can only have onefof-1 g valid keys have been discovered.
possible values. Either it consists only of Os, or of exactly Note that ifs is only interested in the validity of a particular

k —10s and one 1. An all-zero weight means that there gy o.yser binding, then the algorithm can stop earlier: a
no certificate from: about;’s key. An 1 in the position that 46 a5 jts validity is determined, or after all certificafes
corresponds to trust levelmeans that the source has assigngg 5 key have been examined.

trust levelt to 4, andi has issued a certificate fgr

. X h We can also model the EigenTrust algorithm [16] as a
The ® operator is defined as follows,(b € N¥):

semiring. Using the system of linear equations interpiatat
a®b=val (a)b € Nk of a semiring, the EigenTrust algorithm solves the follogvin
matrix equation forf™:
The @ operator is defined exactly as vector additioriNh .
Verificqtion of the semiring propertiesior ®, the absorbing T=CT & t;= Zciktk]’
element isQ = (0,...,0) € N¥, and the neutral element is Pt
@ = {x € N* : val (z) = 1}. That is, all such vectors are N N
mapped tad; for our purposes, they are equivalent. It is triviayvhere the semiring operators are the usual addition and

to prove thatQ) is a neutral element fop. multiplication.
The ® operator is associative:
a®(b®c)=a® (val (b)) =val (a)val (b)c D. Trust Semirings

1) Trust Interpretation of Semiring PropertieBased on

(a®b)®c=(val (a)b) ® c=val (val (a)b)c intuitive concepts about trust establishment, we can expec

and these two are equal becawsd ((0)=0. binary operators to have certain properties in additiomhosé
The & operator is commutative and associative, becausd@guired by the semiring structure.

is vector addition. Since an opinion should deteriorate along a path, we require
The ® operator distributes ovee: the following for the® operator(a,b € S):

a® (bdc)=val (a)(b+c) a®b=<ab
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where < is the difference relation defined in Section IlI-B.
Note that the total opinion along a path is "limited” by the
source’s opinion for the first node in the path.

Regarding aggregation across paths with theoperator,
we generally expect that opinion quality will improve, nc
we have multiple opinions. If the opinions disagree, the enor
confident one will weigh heavier. In a fashion similar to the
operator, we require that the operator satisfiega, b € S):

source destination

a®b>a,b

The @ element (neutral element fap, absorbing for®)
corresponds to the opinion "I don’t knowh¢t the most neg-
ative opinion). This corresponds to non-existent trusitiehs
between nodes. The rationale is that ifGx is encountered
along a path, then the whole path "through” this opiniohid: 3. Real topology
should have weight equal t@. Also, such opinions should
be ignored ind-sums.

The elementd (neutral element fow) is the "best” opinion
that can be assigned to a node. This can also be seen as the
opinion of a node about itself. If encountered along a pdh,
effectively contracts the corresponding edge and idestifie source destination
nodes at its endpoints for the purposes of the concatenation

The associativity property for both operators allows the
incremental calculation of results: If one more opinion dee
to be aggregated into the current "total”, then it can be
done in one step, without having to recall all opinions that
were aggregated for the current total. The same goes for
concatenation. Commutativity for aggregation makesesraht
the order in which opinion are taken into account (i.e. which
one is first, which one is second, etc.)

The distributivity property is potentially more doubleggi, F19- 4. Topology as perceived by the source
in the sense that its desirability has been disputed by ggsan

[9]. Briefly stated, the argument is that distributivity w@pes Finally, distributivity is defensible from the trust peesp

opinion dependence when aggregating. To visualise the sit- o . :
uation, consider the following two graphs (Figs. 3 and 4). ?ve, too. Namely, the shaded node is indeed a single point of

distributivity holds, then the source cannot distinguistween ;ilér;é Svri]tr\:v rr:ﬁnl t?:irfggr(;isd:rftl?rlﬁgt d?ﬁ:?j& dtzﬁt ':0'3 aISs
the two topologies, and, in fact, for the source all topadsgi P P P 9 ‘

are indistinguishable from the one in Fig. 4. So, even thou fh;g'r‘c]’ tEZ?ZIIV\(I)(:;]JLdr rt]lg(;]a:;; tgnggnfag, é?}?::ICIfC:)L:S_{ |towlc:juld
the intermediate nodes are depending on the same node P youching for it wou

guestion-marked) for information on the destination, faist eesimu_ltaneously wrong. That said, it is certainly betfer i
is hidden from the source. This is called opinion depend,en&]eere exist comple.tely_mdependgnt_ paths all the way froen th
and it is a problem because the real trust topology becomse?sl;rce o the q(a_stlr.1at|on. B.Ut this IS _not always_ the case.
equivalent to the topology that is perceived by the source ) Path semiring:n our f.|rst semiring, the opinion space
(for an appropriate assignment of numerical values to trHSeS =[0.1] x [0,1] O.ur choice for thes and @ operators is
opinions). In other words, the question-marked node besonf® follows (Figure 5):
a single point of failure, borrowing a term from the distiibd

systems terminology. (tin, cir) @ (trjscj) = (tintrg, CinCrj) (1)
The situation at hand is an example of the extensional versus (P, PY) if P > o
intensional approach (see Section I). Clearly, if complet _ Y e B B
information about the graph is available to the source, then (t5, ) if & = 2
177 1j (YR Y |

decision will be better. However, this means that all opisin
the trust graph will have to be sent to the source. On the othelnere(tf} , cfjl) is the opinion thai has formed about along
hand, if we make use of the distributivity property, in-netw the pathp;, andt;; = max(t(;,t}7).
computation is possible: each node will only pass a singleSince both the trust and the confidence values are in the
aggregate opinion to the upstream neighbor (the node on fhel] interval, they both decrease when aggregated along a
way back to the source). This will save a significant amouptith. When opinions are aggregated across paths, the dme wit
of bandwidth, which is particularly suitable for resourcethe highest confidence prevails. If the two opinions haveabqu

constrained ad-hoc wireless networks. confidences but different trust values, we pick the one with
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Fig. 5. ® and® operators for the Path semiring Fig. 6. ® and® operators for the Distance semiring

the highest trust value. We could have also picked the low&ghen we describe its effect on the results of the operatdrs. T
trust value; the choice depends on the desired semantibe of sinary operators are then applied to this weight, and thaltres
application. is mapped back to a (trust, confidence) pair. For simplieity,
This semiring essentially computes the trust distancegalosanly show the final result without the intermediate mappings
the most confident trust path to the destination. An impdrtan
feature is that this distance is computed along a single, path (ti, cir) @ (trj, crg)  — <%,cikckj>
since thed operator picks exactly one path. Other paths are Tik " Ty
ignored, so not all available information is being takeroint P14 P2
account. One of the advantages is that if the trust valussturn  (t57 <) @ (657, ¢7)  — I ,chj i
out to be high, then a trusted path to the destination has o
also been discovered. Also, fewer messages are exchanged f
information gathering.
3) Distance semiring:Our second proposal, the distanc
semiring, is based on thExpectation semiringdefined by
Eisner in [18], and used for speech/language processing:

tik  tkj

%o, when aggregating along a path, both the trust and the
confidence decrease. The component trust values are cainbine
fike parallel resistors. Recall that two resistors in patalffer
lower resistance than either of them in isolation. Also, eoze
trust value in either opinion will result in a zero trust valu
(a1,b1) @ (ag,ba) = (ayby + azby, bibo) in the resulting opinion (absorbing element), while a trust
_ value equal to infinity will cause the corresponding opinion

(a1,5) @ (a2,52) = (a1 + 2,1+ b2) to disapqpear from the result (neutral eIemeEt). on thg other

The opinion space i$ = [0, o] x [0, 1]. Before using this hand, the component confidence values are between 0 and 1,
semiring, the pair (trust, confidencéj) is mapped to the and they are multiplied, so the resulting confidence value is
weight(c/t, ¢). The motivation for this mapping becomes cleasmaller than both.
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When aggregating across paths, the total trust value is #lso on the actual topology of the network. As the reader can
weighted harmonic average of the components, with weightse in [19], the crucial parameter of the topology is the neimb
according to their confidence values. So, the result is betweof paths from the source to the other nodes. So, the moresspars
the two component values, but closer to the more confidghe network, the more efficient the algorithm. But, in anyscas
one. Note, also, the behavior caused by extreme (zerotbe algorithm can be executed in a distributedfashion jket |
infinity) trust values: A zero trust value dominates the tesuOSPF [21] with local data exchanges only.

(unless its corresponding confidence is zero); a trust valueOur computation algorithm is based on Mohri’s, but with
equal to infinity results in an increase in the trust valueegiv three adjustments which are needed when considering the
by the other opinion. In order for the resulting trust valuproblem from the perspective of trust. Lines 11-13 of the
to be the maximum possible, both opinions have to assigigorithm will be referred to as "nodg votes for nodey”.

the maximum. So, in general, we can say that this operator isFirst of all, some nodes may be prevented from voting. Only
conservative. A zero confidence value (neutral elemenfeasuif a node’s trust value exceeds a predefined trust thresimld,
the corresponding opinion to disappear from the result.  the node allowed to vote. This is motivated from the common

4) Computation algorithm:The algorithm below, due to sense observation that only good nodes should participate i
Mobhri [19], computes theb-sum of all path weights from a the computation, and bad nodes should be barred. Note that
designated node to all other nodes in the trust gragh = there is no restriction on the corresponding confidences Thi
(V, E). will initially lead to bad nodes being allowed to vote, butesf

Revisiting the illustrative example described in the Introsome point they will be excluded since good nodes will aeguir
duction, remember that entity A wanted to judge the validitgvidence for their maliciousness.
of entity B's public key based on certificates signed by other Second, no node is allowed to vote for the sourdegince
entities in the network. Using the trust computation altponi, it is s that initiates the computation, it does not make sense
A will compute those entities’ trustworthiness. If they aréo computes’s opinion for itself.
trustworthy enough, then A will believe their certificatega Third, no cyclic paths are taken into account. If that were
true, and will accept B’s key. If not, A will not accept it. Ofthe case, we would be allowing a node to influence the opinion
course, the above assumes that A already knows the puldiut itself, which is undesirable. Unfortunately, thesend
keys of the entities that issued the certificates for B. It tha clear way to discard any single edge-opinion of the cycle. So
not the case, then the whole process will be repeated for the approach taken is to discard any edges that would form a

public key of each one of the unknown issuers. cycle if accepted. As a result, the order in which the voters
are chosen in line 6 is important. We argue that it makes sense
GENERIC-SINGLE-SOURCE SHORTESTFDISTANCE(G, s) to choose the node for which the confidence is highest.
1 fori«—1to|V] These adjustments introduce characteristics from the Path
2 do d[i] < r[i] «— @ semiring into the Distance semiring. For example, the node
3 d[s] —r[s] =@ with the maximum confidence gets to vote first. Moreover,
4 S —{s} some paths are pruned which means that fewer messages
5 while S #0 are exchanged, thus saving bandwidth, but also some of the
6 do g « head(S) existing information is not taken into account.
7 DEQUEUKS)
8 r’ — r[q] IV. EVALUATION AND EXPERIMENTAL RESULTS
9 rlg) —© In this section, we are describing the scenarios that were ex
10 for eachuv € Neighbors|q] amined in the simulations. The results obtained are disclss
11 do if d[v] # dlv] & (' ® w[(q,v)]) and explained in terms of the parameters and propertiesof th
12 then d[v] — d[v] ® (r' ® w[(¢,v)])  algorithms.
13 o] = vl ® (" @ wl(g, v)])
14 if vg S A. Good and Bad Nodes
15 then ENQUEUE(S, v)
16 d[s] — @ We assume that some nodes are Good, and some are Bad.

Good nodes adjust their direct opinions (opinions for their

This is an extension to Dijkstra’s algorithm [20]S is a neighbors) according to some predefined rules (explained in
queue that contains the vertices to be examined next for th8ection 1V-B). Bad nodes, however, always have the best
contribution to the shortest path weights. The vedféri € V  opinion (1,1) for their neighboring Bad nodes, and the worst
holds the current estimate of the shortest distance fsoim opinion (0, 1) for their neighboring Good nodes.
i. The vectorr[i],i € V holds the total weight added ] We expect that the opinions of a Good node for all other
since the last time was extracted fronS. This is needed nodes would evolve as in Figure 7. That is, all Good and all
for non-idempotent semirings, such as the one proposed. B&d nodes will be identified as Good and Bad, respectively.
computational complexity depends on the semiring used, and

B. Simulation details

INote that Dijkstra’s algorithm is essentially the base fe&r ©SPF protocol - » . .
[21], as pointed out by Reviewer 1. The extravectors take care of the ~ VWhen the network is "born”, the nodes are partitioned into

contributions of additional paths to the trust value of aaod Good and Bad. We pick a Good node, which will be computing
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BéD _ GOOD C. Results and Discussion
i_x . ) We now present and discuss some representative results
X X obtained through simulations. The percentage of bad nades i
1 . . increased from 0% to 50% to 90%. Figures 8 and 9 show the
o 1" opinions of the source node)(for every other node after the
S —+ X - computations of round3) and70 for a50% percentage of Bad
L x X x" X nodes. The nodes originally designated as Good are pictured
Ug X = X as crosses, whereas the Bad ones as squares. The aim is, first
e T and foremost, for the Good nodes to be separated from the Bad
O )
S ones. Also, the Good nodes should be as close as possible to
_x . * the upper right corner (GOOD corner, corresponding to the
R « = X X (1,1) opinion), and the Bad nodes to the upper left corner
T o I . |>(-l >|< (BAD corner,(0,1) opinion).
of T T T 1 T T 1BAD GOOD
Trust
Fig. 7. Opinion convergence. Opinions for good nodes aremli@s crosses, 0.8 —
opinions for bad nodes as squares.
Gg 0.6 —
3
indirect opinions to all other nodes. Initial direct opingare =04 —~ %
all set to values randomly distributed (0.5,0.1), i.e. medium S X
trust and low confidence. The trust threshold, which decides . .
which nodes are allowed to vote, is empirically setOtg. 0.2 . %
Time is discrete and is measured in rounds. . x X
At each round, two things happen. First, the direct opinions 0 I I I I
of each node for his neighbors approach the correct opinion, 0 02 04 06 08 1
which is (0,1) for the bad neighbors, andl,1) for the Trust
good neighbors. The motlvatlorI is that the Iong?r two hodg%_ 8. 50% Bad nodes, round 30.
interact, the better they can estimate each other’s truttiwo
ness. Second, the designated good node calculates hisdandir
opinions for all other nodes. These indirect opinions are BAD GOOD
the experimental results shown inFigures 8 and 9. Also, the 1
confidence for some indirect opinions may be too low (within
e = 0.01 of zero), so these nodes are not assigned any opinion. 0.8 —
The most important evaluation metric is whether the nodes
are correctly classified as good and bad. In other words, we g 0.6 %
want the opinions for all bad nodes to be closgol) and S . % X
the opinions for all good nodes close ta,1). Moreover, < -'_ XZ{ X
= X
we want this to happen as soon as possible, i.e. before all 5 0-4 S x XX Xx
direct opinions converge to the correct ones, since thesuser © X x X X
in the real network may be forced to make an early trust 02— =
decision. Furthermore, a failsafe is desirable: If trustiemce
is insufficient, we prefer not to make any decision about a
node, rather than make a wrong one. Of course, we have to 0 | | | |
evaluate the robustness of each of the above mentioneccmetri 0 02 04 06 038 1
as the proportion of bad nodes increases. Trust

The trust topology we are using is a Small World-typeig. 9. 50% Bad nodes, round 70.

topology: The total number of nodes is 100, a few of which

have a high degree, and all the rest have many fewer neighbord\Ve were able to observe some general trends in the results
The average degree is 8, but the highest is 19. The Small Woolstained. First of all, in the early rounds Good and Bad nodes
topology for trust has also been used in [22]. A comparis@re intermixed: there is no clear separating line. Moreover
with two other topologies, as well as the complete list ddad nodes seem to be given better opinions than Good nodes,

obtained results, is in [7].

which is clearly undesirable. The explanation for this isdzh
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on two aspects of the scheme; namely, the trust threshold and 8

: S g " < 100
the Bad nodes’ way of assigning direct opinions. InitiaBgd a)
nodes are allowed to vote, since the trust threshold) (is = 80—
lower than the initial default trust valué.f), i.e. they have FS 60 —
not been "discovered” yet. So, thei, 1) opinions for Good ‘% 40 —
nodes are taken into account and the result is that Good nodes % 9() —
appear to be bad. Also, Bad nodes gfv¥el) opinions to each i) 0
other, hence reinforcing each other. = | | | |

xo 0 20 40 60 80 100

The situation in later rounds improves. The Good nodes Round
move towards the upper right corner, the Bad ones towards the
upper left. There is also a clear separating line between thig 10. Node classification,0% — 50% — 90% bad nodes
two groups of nodes. For an actual implementation a prdctica
guideline could be derived from the above observationta.e.
be especially careful when making important trust decision V. CONCLUSION AND FUTURE WORK
early rounds. The trust computation may be based on toe littl We have presented a scheme for evaluating trust evidence
raw evidence (direct opinions) to be relied upon. In all easeén Ad-Hoc networks. Our scheme is entirely based on infor-
however, the Good and Bad nodes are separated eventugiiition originating at the users of the network. No centealiz
(in the last rounds). This serves as a sanity check for thfrastructure is required, although the presence of one ca
algorithm. certainly be utilized. Also, users need not have persoiract

) experience with every other user in the network in order to

As the percentag_e Of Bad nodes increases, we can B pute an opinion about them. They can base their opinion
thaF the separgtloq is still successful sooner or .Iater,tlh)elt on second-hand evidence provided by intermediate nodes, th
main observation is that the number of classified nodes &, fiting from other nodes’ experiences. Of course, we are
decreasmg. Cla_lssmed ”Od‘?s are those for which the_ e_\@de'f%ing into account the fact that second-hand (or third, or
was sufficient, i.e. the confidence of the source’s opinian fg, ) evidence is not as valuable as direct experietrce

them was more thaa= (_)'_01' The fqllowing graphs show theth's sense, our approach extends PGP, since PGP only uses
number of nodes classified, for different percentages of Ba ectly assigned trust values

nodes, after every round of computat_iqn. The general effectAt each round of computation, the source node computes
Or: Bad n(cj)_des on tgehnurr;)lzl)erkofhclas&fled EOdﬁs s that, Qfﬁeﬂinions for all nodes. This means that information acqliae
they are discovered, they block the trust paths they aremuesi single round can be stored and subsequently used for many

they are not allowed to vote. So, nodes that are further awgh¥st decisions. If there is not enough evidence to detegmin
from the source than these Bad nodes can be reached by fewer

hs. Th b letely isolated. | opinion, then no opinion is formed. So, when malicious
pat S. They may even e' comp gte y isolate - In any case, es are present in the network they cannot fool the system
confidence in the source’s opinion for them is decreased

f th be classified ' ifto accepting a malicious node as benevolent. A failsafe
some of them cannot be classified. state exists that ensures graceful degradation as the mumbe

In our Small World topology the average path length i8f @dversaries increases.
short, since there are some highly connected nodes. Howeyel" future work, we plan to implement more elaborate models
it is exactly these highly connected nodes that degrade {if% the attackers” behavior, and for the measures takemsiai
performance of the computation when they are Bad. Th@des that are being aSS|gned_ low trust values (i.e., aetect
reason is, again, that they block many paths and affectamini to be bad). So, the attackers will be facing a tradeoff betwee

for most nodes. If the majority of these highly connectedesodth€ amount of damage they can inflict, and the possibility of
are Bad, few trust paths will be able to be established. being, for instance, isolated from the rest network. Sigtab

strategies will be developed for Good as well as Bad nodes.
For the 50% and 90% Bad node cases, there is a noticeable
drop in the number of classified nodes between rounds 30 and ACKNOWLEDGMENT

40. This is so, because at this point the opinions for Bad $10de The authors would like to thank the editors of the journal,

acquire trust values that are lower than the trust threstsold 5 the anonymous reviewers for their cooperation and their

they become ineligible to vote and block the paths they are Qi ments that helped improve the presentation of the rateri
This effect is more pronounced in the 90% case, but despite
the Bad node preponderance, almost 40 nodes are classified.
This happens because the source node is one of the highly _ _
connected nodes (19 neighbors, when the average degredlist: Eschenauer, V. D. Gligor, and J. Baras, “On trust déghiment
8) S Il of the 19 neighbors. and some of the nodes that are in mobile ad-hoc networks,” irl0th International Security Protocols
). So, a g - S, S S Workshop, Cambridge, UK, April 2002er. Lecture Notes in Computer
two hops away are classified for a total of about 40 nodes. A Science, B. Christianson, B. Crispo, J. A. Malcolm, and MeR&ds.,
practical guideline for the Small World topology would then Vol 2845. Springer-Verlag, 2004, pp. 47-66.
be th highl d d hould b d b 2} P. R. ZimmermannThe Official PGP User's Guide MIT Press, 1995.
e that highly connected nodes shou e protected, bet S. Marti, P. Ganesan, and H. Garcia-Molina, “Sprout: P@&ing with

prepared to withstand attacks, or, in general, less vuihera social networks,” Stanford University, Tech. Rep., Japu2004.
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