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Full title of thesis:

Myriad: A distributed Machine Vision application framework

Abstract:

This thesis examines the potential for the application of distributed computing
frameworks to industrial and also lightweight consumer-level Machine Vision (MV)
applications.

Traditional, stand-alone MV systems have many benefits in well-defined, tightly-
controlled industrial settings, but expose limitations in interactive, de-localised and
small-task applications that seek to utilise vision techniques. In these situations,
single-computer solutions fail to suffice and greater flexibility in terms of system
construction, interactivity and localisation are required. Network-connected and
distributed vision systems are proposed as a remedy to these problems, providing
dynamic, componentised systems that may optionally be independent of location, or
take advantage of networked computing tools and techniques, such as web servers,
databases, proxies, wireless networking, secure connectivity, distributed computing
clusters, web services and load balancing.

The thesis discusses a system named Myriad, a distributed computing framework for
Machine Vision applications. Myriad is composed components, such as image
processing engines and equipment controllers, which behave as enhanced web servers
and communicate using simple HTTP requests. The roles of HTTP-based distributed
computing servers in simplifying rapid development of networked applications and
integrating those applications with existing networked tools and business processes
are explored. Prototypes of Myriad components, written in Java, along with
supporting PHP, Perl and Prolog scripts and user interfaces in C#, Java, VB and
C++/Qt are examined.

Each component includes a scripting language named MCS, enabling remote clients
(or other Myriad components) to issue single commands or execute sequences of
commands locally to the component in a sustained session. The advantages of server-
side scripting in this manner for distributed computing tasks are outlined with
emphasis on Machine Vision applications, as a means to overcome network
connection issues and address problems where consistent processing is required.
Furthermore, the opportunities to utilise scripting to form complex distributed
computing network topologies and fully-autonomous federated networked
applications are described, and examples given on how to achieve functionality such
as clusters of image processing nodes.



Through the medium of experimentation involving the remote control of a model train
set, cameras and lights, the ability of Myriad to perform traditional roles of fixed,
stand-alone Machine Vision systems is supported, along with discussion of
opportunities to incorporate these elements into network-based dynamic collaborative
inspection applications. In an example of 2D packing of remotely-acquired shapes,
distributed computing extensions to Machine Vision tasks are explored, along with
integration into larger business processes.

Finally, the thesis examines the use of Machine Vision techniques and Myriad
components to construct distributed computing applications with the addition of
vision capabilities, leading to a new class of image-data-driven applications that
exploit mobile computing and Pervasive Computing trends.
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1 Introduction

1.1 Definition of Machine Vision

One core definition of Machine Vision was described by the Automated Vision Association
[AVA]:

“The use of devices for optical, non-contact sensing to automatically receive
and interpret an image of a real scene in order to obtain information and/or

control machines or processes”

Machine Vision is a broad discipline, encompassing a range of subjects that straddle

engineering and computing; but at the core of MV, this definition is central.

1.2 Introducing the Problem

Machine Vision as an industry is growing rapidly, most especially in markets such as quality
control systems and monitoring of industrial processes [OCO]. However, there are also
extensive opportunities for diversification into other applications. Requirements of security,
forensic science, robotics, general purpose monitoring and other areas of interest continually
increase with the accelerating proliferation of mobile computing devices, networking,
wireless systems and data-aware devices. As this process ensues, the need for Vision-based
solutions increases, while the number of Vision Engineers and those experienced in Image

Processing and system integration increases at a far reduced rate.

As a consequence, present workers in the field of Machine Vision require tools and methods
to:

- Train more Vision engineers

- Enable existing Vision Engineers to assess situations and problems more quickly

- Intuitively examine products more quickly

- Develop prototype solutions and migrate to final deployment easily

One of the most common requirements of Machine Vision solutions for industry is an

understanding of the problem, the objects involved in the inspection and the environment
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within which the inspection will take place. For the products, objects and equipment being
inspected, samples can typically be removed from the industrial site and examined in a lab (it
is often the case that businesses supply a researcher with a palette of the appropriate goods to
test); for the environment itself, however, the researching developer needs to acquire a
detailed understanding of the situation in the factory, such as:

- Lighting levels (ambient, directional)

- Personnel movements and access

- Dust

- Noise and vibration levels

- Type of lighting (fluorescent strobing must be considered, for example)

- Physical confinements in the deployment area

While simpler tools can assist in the rapid development of an MV solution, such as interactive
Image Processors, site visits become a constantly time- and money-consuming feature of MV

solution creation.

The importance of the vision engineer being able to experience the site and the problem must
not be underestimated for the discontinuity between theory and the physical scene is the
difference between Computer Vision and Machine Vision. This difference is explored later
with the description and example of what MV adds to the Computer Vision process and the
additional concerns that it introduces to problem solution. For emphasis, the following

anecdote is apt:

A vision engineer was commissioned by a large food processing company, who were
producing bags of peanuts. Their vision problem was that the nuts entering their factory
inevitably were not always perfect and some were covered in a fungus. Unfortunately, this
need a human being to examine every single nut; a time-consuming process that was not
efficient as it added a high per-nut cost which translated into a substantially higher price for a
bag including hundreds of peanuts. The vision engineer, working in a laboratory was provided
with a number of boxes of samples, both of good and fungal peanuts and set about trying to
develop a system which would visually detect the bad peanuts. Once the system was ready,
the engineer organised a demonstration of the system to the company. The system utterly

failed to detect the fungus.
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The reason for the failure was that the samples of bad nuts were not representative of what
entered the production system. The mould was a white colour and the engineer had developed
a solution that was capable of identifying that colour of fungus. It turned out that the fungus
on the production line peanuts was actually green in colour and changed to white after a few
days (which was the time between the peanuts being picked, boxed and sent to the engineer).
The matter was resolved reasonably through changes to the detection algorithms and lighting,
but if the engineer had been able to personally see the production line, he would have realised

that this change takes place.

The engineer in the anecdote was fortunate, in that his system could be easily changed to
correct for the difference in colour of the fungus. In other cases, however, this type of change
is not always possible and causes the failure of an entire project. Taking the discussion of
problem constraint in J. R. Park’s seminal paper [PARK], industry is ripe for the use of
Vision technology, because the problem and environment may be understood and
subsequently controlled, but this relies on a good understanding of the environment in the first
instance.

As a consequence, the step of the Vision Engineer visiting the site of the problem is essential
to the Machine Vision process and must not be removed, lest the project fail through the

application of bad assumptions.

As other areas of the development process become streamlined, this physical step (especially
considering long-distance travel) becomes a larger element of the time consumed in

proportion to other factors, while being an essential element that cannot be removed or

skipped.

1.3 A Solution: Networked Vision Systems

In order to alleviate the time-consuming necessity for a Vision Engineer to visit a site to
create an understanding of the environment and the problem, and to facilitate testing of vision
system prototypes, a remote control and administration system needs to be created. The
development of network-connected camera and equipment systems, presents a ready basis for
remote control vision systems with local or global range. The vision engineer has the same
degree of control if he/she is on another continent to a site, as if they were in an adjacent room

or building. Less obviously, remote access to an environment can prove more effective in

L
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diagnosing a situation, since the vision engineer can observe, examine and test the problem
scene from the comfort of their conventional workplace. This provides increased access to
tools, knowledge bases, articles, books and information resources that would not be available

if the vision engineer was in the midst of a factory floor.

Simply planting a camera in the midst of a factory is insufficient to achieve a good
understanding of the scene, however. A single camera image does not:

- Give a complete view of the scene

- Allow elements to be focused upon and examined at close range

- Give an impression of the level of dust/floating debris

- Allow the engineer to explore the scene, equipment, process and products

simultaneously, to understand the interaction of scene elements
- Enable the engineer to monitor the scene throughout the day, see variations in lighting

and attempt to compensate through the activation of temporary lighting rigs.

The idea of distributing Machine Vision systems across a network is, of itself, not a new idea
and indeed, it becomes the next logical step beyond adding basic image processing operations
to embedded chipsets onboard networked camera devices. The first discussion of networked
MV systems occurred in the 1991 paper “Distributed Industrial Vision Systems” by P. Neve.
In that paper, Neve defined a network-distributed Vision system as a collection of ‘intelligent’
cameras with onboard framegrabbers and image processing capabilities which operate on a
network and are controlled and monitored by a single controller, connected to the same local
area network. The system described in that paper was designed to meet the objective of
distributing image processing tasks around a network to the cameras involved in a problem,
with the intention of pre-processing images to perform IP operations on DSPs, which were far
more effective for that type of operation than personal computers contemporary to the paper.
Forcing the host computer to perform the image processing tasks for a large number of
cameras would be exceedingly slow, while each camera could process the image in the same

manner before transmission in less time than the controller.

The UK-based company, Image Inspection Ltd., for whom Neve worked continued with the
idea of intelligent cameras, marketing their products with the somewhat unimaginative title of
‘Intelligent Camera’. This network layout of embedding IP commands in camera systems was

highly effective, and derivatives of this approach are now widely used in products from
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companies such as Cognex and Axis, or in consumer electronics such as hand-held video

recorders and in-built cellular telephone cameras.

In his paper, Neve also takes the time to outline the advantages of networked MV systems:

- Minimal equipment needs to be installed next to the production line, saving cost and
space, exposing less equipment to hazardous conditions

- The complete system can be monitored using just one network-connected computer

- The monitoring computer can be freely located away from the production line, in a
convenient place

- Wiring between the camera and IP system is minimised, reducing signal noise

- The system can be expanded at any time with the addition of a new camera to the
network

- If a camera unit fails, the remainder of the system continues to operate

- Ifthe controller fails, the system can continue to act autonomously

Neve also mentions a number of advantages that are unique to his system, such as reduced
connection Jistances between the IPE and hardware interfaces. In most modern digital
systems, interference is less of an issue due to integrity control and resending provisions

included in protocols such as TCP/IP.

In the concept outlined in the paper, and subsequent papers (such as “Distributed Vision
System: A Perceptual Information Infrastructure for Robot Navigation” by Ishiguro in 1997
and “A Fault-Tolerant Distributed Vision System Architecture for Object Tracking in a Smart
Room” by Karuppiah et al. in 2001), the definition is implied that networked and distributed
MYV systems are synonymous with networked and distributed image processing systems. As a
consequence of this, applications of distributed Machine Vision have been primarily limited
to:

- Motion tracking

- Security

- Fixed, encapsulated quality control camera systems
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1.4 Distributed Vision Application Frameworks
This thesis seeks to first and foremost to examine the opportunities for distributed computing

methods for Machine Vision tasks. Where Neve saw the benefits of connecting multiple
uniform cameras to a network, to support distributed acquisition and pre-processing of
images, this thesis expounds the benefits of extending this concept to include the entirety of
MV tools:

- Equipment/lighting controllers

- Intelligent controllers

- Knowledge bases & Intelligent advisory systems

- Networked information stores (databases, web servers, LDAP servers)

- Mobile computing devices

While this extension may seem a simple logically successor to Neve’s outline, it is also
radically different and more complex, in that it no longer deals with a homogeneous network
of cameras with a controller. Including a diverse range of components poses questions as to
how these elements communicate with each other and operators. Do networks need to be 1
Controller to Many Single Devices? Are non-hierarchical networks supported? Multiple
controllers? Neve never envisioning use with WANSs or the Internet; how should networked
vision systems operate at global scales? How do networked vision systems integrate with
businesses that are increasingly completely networked? Can diverse networked vision systems

address new, original vision problems that fixed systems cannot?

Allowing any element of an MV system to be distributed provides the ability to:

- Take advantage of other networked tools and services

- Add MV techniques and facilities easily to any network-connected computing device
or task

- Design flexible MV systems that can add and remove components as they operate,
compensating automatically as the problem changes

- Support locational independence — If a problem needs a component, processor or
information that is not available locally, it can find one from anywhere around the
world

- Control an MV system from any location connected to the network; also anywhere
around the world for (S)WANsSs or the Internet
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This thesis aims to contribute to the field of Machine Vision through promoting consideration
of how distributed computing might be used to:

- Expand existing typical Machine Vision techniques to include distributed components,
providing dynamically-allocated resources and taking advantage of networked
resources, such as remote knowledge bases or image processing engine clusters (see
Train example).

- Enable distributed cameras, processing nodes and controllers to be utilised to provide
Machine Vision solutions where localised conditions inhibit access (e.g. controlling
cameras and equipment remotely in hazardous environments) (see Linpacker
example).

- Incorporate Machine Vision systems into larger networked systems, such as
manufacturing control and monitoring systems (see Car Park example) or e-commerce
systems.

- Provide opportunities to create wide-area Machine Vision applications, combining the
functionality of multiple smaller Machine Vision systems (e.g. managing multiple

production lines (see Car Park example).

Most importantly, this thesis seeks to extend Machine Vision discourse to include less rigid
vision problems than the traditional factory fixed-system inspection tasks. There exist a range
of problems that can benefit from Machine Vision tools and techniques, such as the Non-
Hospitalised Dermalogical Testing example, where small or flexible use of vision can actively
open up new tasks and solutions. With the advent of Pervasive Computing, wireless hotspots,
cellular data networks and Metropolitan Area Wireless Networks, combined with small form-
factor computing devices and integrated cameras, the opportunities for acquiring imagery are
great, and the necessity for the use of Machine Vision to support that acquisition and use

those images as operable networked data rather than just snapshot photographs is great.

Conversely, this thesis also intends to contribute to the field of distributed computing by
proposing the use of Machine Vision with distributed elements. While considering how
Machine Vision might be affected by distributing computing components, the reverse
situation is also critical; in an increasingly networked or Pervasive Computing environment,
how might visual data and vision techniques affect established tasks and offer opportunities
for the development of augmented networked applications based around the acquisition of
visual data?
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Through the Myriad system, this thesis details:
- How vision tools may be integrated into web-based distributed computing systems
- The means of bridging distributed computing systems with problems that require
highly physically-localised elements (e.g. cameras, equipment controllers)
- How scripted distributed computing components may be used to overcome network
difficulties that pose obstacles to the use of networked elements in situations where

consistent control is required

1.5 Introducing Myriad

Myriad is a framework for distributed vision systems, based around internet-connected
servers that perform specific functions, such as Image Processing Engines, equipment

controllers, web servers, databases and intelligent controllers.

Myriad components are based around a web server template, communicating using HTTP

requests and responses.

HTTP-based components support widely-used and well-understood tools such as firewalls
and proxy servers, integrating with existing networked systems which have been built around
web servers for the past decade. Not only may Myriad components utilise existing web
technologies, but the ubiquitous nature of the HTTP interface enables the integration of
machine vision tools into networked tasks without reprogramming of interfaces or creation of

protocol handlers.

The objectives of Myriad are:

- Locational freedom — Operator and components may be located anywhere, connected
to the internet, without physical limitation

- Implicit integration of existing web tools (firewalls, web servers, proxies, VPNs) and
network features (multiplexing, load-balancing, secure communication, rerouting to
redundant servers on failure)

- Access for low-performance and mobile devices (PDAs, cellular telephones,
embedded systems)

- Simple interface for small task solution, extended with scripting for complex tasks



&2 3
$1

##

7@

##

? %

##

FM

'"$ F($



Myriad: A distributed Machine Vision application framework 19

Moreover, it shall also be demonstrated that network components may be changed
dynamically, that security elements can be added to the system, that the system can support a
wide range of interfaces and controllers including mobile computing devices (such as PDAs
and cellular telephones) and that the system is able to take advantage of web server and

database-stored data, and also supply vision-generated data to other software.

In this first chapter, we have examined vision as a concept; how it occurs in the natural world,
and the uses to which it is put. It has been established that vision is an important tool for
human beings and animals, solving problems that uniquely require visual sensing. From there,
artificial vision was introduced, and the fields of computer and machine vision, showing that
vision can be useful for computing tasks, frequently mimicking human operation. However,
computer-based vision is not constructed in the same way as human vision, and while it does
offer a number of benefits thanks to this difference, it should also be understood that one
should not assume that a human vision task can be completed by a computer, nor in the same

manner.

The difference between computer vision and machine vision has been defined, with machine
vision being a broader subject concerned with physical environment, input and output, in

addition to the processing operations that are the emphasis of computer vision.

Demonstrations of machine vision tasks have been outlined, and the reader may appreciate
that the opportunities for vision-based computing solutions are vast and diverse, ranging from

agricultural to security and vehicle automation applications.

Finally, the problems of restricted vision systems and the issues of a limited number of
qualified vision engineers were explained, along with a description of networked machine
vision systems, and how their abilities may be enlisted to support improved efficiency of

vision engineers, enhanced by the freedom of non-localised developmental systems.
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2 Vision

This chapter outlines Vision as a concept in living, describing the tasks to which it is applied,
the essential nature of Vision in human society, and the opportunities it offers for discovery,

interaction and manipulation.

From the fundamental understanding of visual tasks, the chapter examines the construction
and functionality of human vision, in order to establish how those visual tasks are
conventionally performed. Once natural vision has been discussed, the reader is invited to
explore and contrast assisted and artificial vision, completed with the subjects of Computer

Vision and Machine Vision, concemed with semi- and fully-automated vision.

Examples are subsequently provided to illustrate avenues of development and applications of

automated vision systems.

Finally, the chapter outlines the problem addressed in this thesis and briefly describes
networked vision systems as a solution together with a description of Myriad, an

implementation of this solution.

2.1 Benefits of Vision

Of all senses in the natural world, vision is quite unique. Along with smell and hearing, vision
is non-tactile, and most crucially, in comparison to the olfactory and auditory senses, it is
highly specific and perfectly directional. Moreover, vision is also one of the most descriptive
of the natural senses, able to discern fine details, such as textures, colours and forms, even at
significant distance. For human beings, vision is possibly the most essential sense, evident in
the capability of people to adapt to deafness and nasal problems (anyone with the misfortune
of suffering from hay fever will express discomfort and irritation, but the majority will be able
to function, albeit with a stock of anti-histamine tablets and tissues), still leading relatively
normal lives. The losses of touch and taste are more extreme in most cases, and thankfully

rare enough that they need not be considered except in the cases of neurological injury and
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leprosy. Vision, however, is an essential component of society, with blindness being a

significant handicap, and a massively isolating disability. To take a most rudimentary case,

the reader’s visual acuity is being tested now, in the reading of this sentence. Advances do

mean that a computerised version of this text might be made audible through the use of

screen-reading software, but the locating of the document alone is a visually intensive task,

whether it arrived in the reader’s possession by disc, e-mail or direct file browsing; these are

once again, visual tasks in order to locate and process information.

In historical terms, human vision has a wide range of benefits to life:

Hunting animal prey

Acquiring plant-type foods (distinguishing by visual cues, such as size, shape and
colour, preventing the person from eating poisonous or limited nutrition foods)
Recognition and avoidance of hazards

Recognition of known individuals and developing and understanding of new persons
Aiding manipulation of objects

Determining security, particularly prior to rest (e.g. checking that doors are locked/gas
elements are off before sleep)

Assessing direction and distance

Monitoring and judging time and periods of time

Beyond the application of Vision to tasks of survival, contemporary society also provides

careers and work with a large number of visual elements.

Transportation driving for people and goods

Word processing

Creation of visual advertising and relational materials (posters, brochures, booklets,
branded objects)

Management and transformation of data (accounting, stock control, surveying, data
monitoring)

Restaurants and catering (precision and navigation are needed to manage/avoid hot
and dangerous objects or transport them to customers and locations)

Quality control in production environments

Vision therefore enables what most people would consider to be more fulfilling aspects of

modern life in westernised societies. The development of technological assistance, tools such
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as screen readers, scanning pens, brail keyboards and labelling attempt to reduce the burden
of access to conventional living to visually disabled persons, but there are areas of
inaccessibility that still exist, and the workplace is still bound to visual tasks. It is hardly a
coincidence that the majority of computing activity (to the frustration of new media designers
and next-generation programmers) concerns tasks analogous to physical activity; typing has
become word processing, letter reading and writing has become e-mail,
magazine/newspaper/book reading has become web browsing, typesetting has become
desktop publishing and canvas artwork has become digital design. Accessibility tools in a
computerised world along with empowered employment laws have broken down many of the
barriers to working that would otherwise be present, but in less technological nations,
disenfranchisement of visually disabled people is clearly evident. The effort required to
overcome a lack of sight illustrates the essential nature of vision to the human condition and

the performance of a life considered normal.

2.2 Natural Vision

Within the natural world, there exist a variety of different forms of Vision system, from the
single dynamic optic, high inference system of the human eye, to the multi-optic
combinatorial system present in many flying insects, to photo-sensitive single-cell organisms
and other microscopic flora and fauna. The forms of natural vision are diverse, from dual-
sensor combinatorial human vision to massively multi-sensor insect vision, also compensating
for a range of circumstances and needs encompassing low-light optics (nocturnal animals),
sub-marine vision (fish and general amphibians), high-intensity correction (desert creatures),
motion tracking (many top predators) and spectra beyond the human visual norm. Careful
assessments tend to place the number of unique visual forms at around 23-26 types, although
recent discoveries such as creatures existing around hydrothermal vents in deep sea situations

lead to further discussion that could recognise further forms.

The key advantages of vision for natural applications are articulated by Prof. B. Batchelor and
Prof. Fred Waltz in their book “Intelligent Machine Vision : Techniques, Implementations
and Applications” [BAT2]:

“Vision bestows great advantages on an organism. Looking for food, rather than
chasing it blindly, is very efficient in terms of the energy expended. Animals that

look into a crevice in a rock to check that it is safe to go in are more likely to
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survive than those that do not do so. Animals that use vision to identify a suitable
mate are more likely to find a fit, healthy one than those that ignore the
appearance of a possible partner. Animals that can see a predator approaching
are more likely to be able to escape capture than those that cannot.”

This understanding outlines four principle areas of life where Vision is advantageous:
- Effective food acquisition
- Enhanced Safety
- Improved reproductive opportunity
- Improved protection from predation

In many aspects, human vision follows much the same requirements as that of natural vision
in other animal species, retaining the same objectives of safety, food discovery, sexual
assessment and protection from predatory danger. Beyond these requirements, however,
human beings have developed complex social infrastructures with the specific objectives of
eliminating these natural constraints, imposing a new set of Vision requirements on existence.
These artificial demands include tasks such as:
- Recognising social groups and hierarchies (e.g. identifying police uniforms, uniform
logos, styles of dress, etc.)
- Reading instructions and educational materials
- Visually understanding signs and safety notices
- Categorising objects (cutlery & crockery)
- Distinguishing physically similar products (e.g. bottles of shampoo vs. bottles of
concentrated household bleach).
- Controlling equipment (drills, cars, computing devices)

- Enjoying visual and interactive entertainment (films, video games, sports)

An ideal representation of this replacement of natural demands for artificial is a trivial
example encountered recently by the author. An elderly lady whose first language was not
English had relied on her husband for assistance in reading complex script for many years,
until he passed away. As a consequence, she found herself unable to read the text on a number
of household products, most particularly a bottle of bleach and one of shampoo, which were
deceptively packaged in the same colour plastic with almost identical colouring of label.
Whilst confusing the shampoo for bleach when cleaning the bathroom might have been
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unfortunate, the opposite reversal would have produced far more grave results were the wrong
bottle to be used in washing her hair. This left her with an unsafe choice to make, all due to
poor visual cues provided by the manufacturers of those products. Thankfully, the lady in
question had assistance from her family, who diligently relabelled all products in her house in

her native language.

This problem, however, illustrates some of the visual dependencies that exist within modern
society through the inconsiderate use of visual information. A wiser choice for the producers
of those products would have been to apply warning labels with clear imagery (such as the
‘corrosive’ icon, mandated by European law). In this case, however the lady would have been
unable to appreciate such additions to the packaging, since she did not possess suitable social
context to recognise such markings. Specific colourings of bottles might also have helped
(e.g. Milk cartons typically use blue for whole milk and green for semi-skimmed, although
this knowledge is also contextual, as the American standard is the precise reverse of this).
Relying on natural analogues would also fail to provide satisfactory remedy, as bright red and
yellow colouring used in the wild to indicate danger and many other cues have been
cunningly repurposed by companies realising that exciting natural responses can give their
products improved potential recognition (e.g. Royal Mail emblematic colours are red with

yellow trim, clearly identifiable and eye-catching. Are postmen naturally dangerous?).

Human vision in contemporary society involves a range of high-level inference and
recognition systems, developed to satisfy and overcome the complexities introduced by
society and life with many artificial elements. This application of intelligence, however, also
rests atop an advanced optics and recognition system that composes human biological vision

elements.

Human optics are similar to many other high-cognitive animals, in that they are directed to
form a system whose characteristics are:
- Limited image quality
o Narrow region of visual acuity surrounding the fovea
o Limited response sensors
o Low granularity signal differentiation
- High movement

- Situation compensation
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image in the majority of situations, often a more valuable trait. These features also mean that
minor damage inflicted to any part of the eye, or loss of degrees of function due to age, illness
or malformation are correctable, and are less severe than they might be in a high precision

system with more restricted range of operation.

The optics of human vision are, however, only part of the overall solution that constitutes
vision. The counterpart of this element is the inference system provided in the neurons of the
brain and the specialised visual streams formed in the optic nerve, physically encoding
recognition elements, such as size, shape and colour. As expressed by Wandell:

“Since the retinal image is often ambiguous, the visual system’s success in

interpreting images must be because it makes good assumptions about the

likely properties of objects in the world. Not all configurations of objects are

equally likely; we exist in a three-dimensional world. Not all surface-

reflectance functions are equally likely; there are regularities in the

wavelength properties of surfaces and illuminants. Not all types of motion are

equally likely; hard objects cannot pass through one another. The unequal

probabilities of different interpretations make it possible to make informed

guesses about the color, motion position and shape of objects. The

probabilities of different events are sufficiently skewed so that the visual

system succeeds in interpreting the image data”

What Wandell does not comment upon, of course, is the degree to which human beings
customise their environments to encode further distinguishing information, through the
application of writing, marking, general manipulation and wearing that lend further
opportunities for differentiation of stimuli. In summation, the human visual system is
designed for highly active and diverse use, with the expectation of damage to be overcome,
and taking maximal advantage of a large inference system, able to compensate for the

limitations formed from the implementation of such a generalised system.

2.3 Artificial Vision (AV)

Beyond natural vision, the creation of scientific imaging devices has enabled human beings,
animals and computers to see beyond their natural abilities (of which computers, technically
have none). We will examine two types of artificial vision in an effort to establish where

computers fit into a visual world. Artificial Vision can be seen as the opposite to natural
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human vision in many ways; it is precise, fixed, high response, limited dynamic range and
minimally inferred. The use of such systems, to complement human vision in cases where
acuity it desirable, therefore, is hardly surprising, and enables a user to examine a far more

complete set of problems than those to be inspected by the naked eye alone.

Computer Vision
Most definitely, computers with cameras and other super-visual acquisition apparatus (such as

X-ray detectors) may be classed as artificial vision examples.

Augmented Natural Vision
The first stage in artificial vision, is the attempt to expand the range of natural vision, beyond
that which is in fact, natural. Even prior to the development of computing devices and their
ability to capture and process imagery, efforts were completed to enable human beings, with
the assistance of cameras and film of special types, to visualise:

- X-rays

- Infra-red

- Ultra-violet

- Alpha/Beta/Gamma radiation

We may consider these tools to be the first attempts at artificial vision, and it is not
coincidental that these tools then became the same tools, once equipped with analogue-digital
capture equipment to facilitate computer vision, through the use of digital cameras and frame
grabbing hardware.

The line between what is natural and what is artificial is somewhat blurred by this definition,
as while it might be obvious that a seeing computer is artificial, the question arises as to

exactly whether artificial retinal implants are artificial.

2.4 Computer Vision

In enabling computers to see, there are two discrete areas of development:
- Capture of the image
- Analysis of the image
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are in partnership and together, provide high-quality solutions to the problem of helping

computers to see.

It is important, however, to carefully mark the difference between the two disciplines, as
problems of seeing computers in the physical world, most often deal specifically with issues
that contain physically-constraining elements. For example, when dealing with examination
of a factory-based production line, an image must be captured in a specific place, with
specific lighting; a solution that assumes that a high-definition image is already ready for
processing, and that does not take account of what to do with the conclusion that a product
being visualised is bad, is only half complete. Regardless of the system being used to process
the image data, an image must be captured in a given location, and the quality of the lighting
and environment must be controlled in that location, and equipment must be able to respond
to a situation, in that location. The problem itself cannot be dealt with purely as a data-
processing puzzle, but is logically a summation of a range of different areas of endeavour
working in coordination to form a solution; able to computationally process data, but able to

interact with the physical world.

To clarify the role of Machine Vision as an expansion of Computer Vision, with an
appreciation of the differing concerns of task, the following example is valuable. Taking the
figure 5 below, a Computer Vision viewpoint would find it quite agreeable. A Machine

Vision perspective however, would raise a number of issues:

- The camera mounting is not rigid — it could move or be moved while operating

- Camera focus/iris controls are freely accessible to any workers or accidental change,
potentially ruining image quality

- The ring light in front of the lens is not rigidly fixed in place; it could move and
obscure the view, alter the lighting, or harm the camera

- The camera and lighting system as a whole is not protected from physical injury which
may occur in an industrial environment

- The camera and lighting system is not protected in an way from the leaking chemicals
it is intended to detect

- The metallic bars containing the products are actively reflecting light back towards the
camera and partially block the ring light’s field

- Ambient lighting is not controlled in any way
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2.6 Applications of Automated Vision

2.6.1 Industrial

One of the primary applications of Automated Vision, is that of quality control in industrial
settings. Manufacturing industry supplies a range of products that require assessment, for

safety and overall visual quality.

Such products include:
- Components for vehicles (e.g. brake blocks, turbine blades, engine cylinders)
- Medical apparatus (e.g. syringes, high pressure liquid drug containers, heart valves,
artificial joints)
- Food products (e.g. jars & bottles (defects and foreign objects), boned meats, highly
visually variable products (fruit, bread, cakes)

In these cases, the two requirements being satisfied by the application of a Machine Vision
system are:

- Safety

- Quality for the objective of saleability

A variety of goods are also inhibitive in the manner in which they may be inspected,
necessitating the use of vision; such as food. In food and medical consumables, it is often the
case that the use of tactile sensing and probing will damage the product (examining a loaf of
bread for foreign objects would require poking a very large number of holes in the loaf from
multiple angles) or expose it to contamination from the probe (searching for objects in
medical vials). Therefore, Machine Vision is uniquely suited to supporting manufacturing
industry, where other investigative methods are incapable of providing the level of safety and

quality control required to ensure the integrity of the product.

These systems often perform tasks that are already being performed by human operators
[BAT], albeit with a reduced rate of error. This can have advantages:

- The problem is already apparently visually solvable

- The problem is well understood

- The process of manufacture is readily set up to allow for a quality control stage
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2.6.2 Horticulture

Horticulture is an intriguing area for the application of Machine Vision, principally because
visual examination and classification is the only means of inspecting the state of a plant or
fruit while it continues to grow. Metrics used are threefold:

- Numerical (number of fruit, leaves, etc.)

- Geometric (size of elements, such as fruit)

- Colour (ripeness of fruit, type of flower denoting type of plant and sufficiency of

chlorophyll, presence of disease or malnutrition)

The uses of Machine Vision are quite diverse in horticulture, as outlined by Prof. Dr. Rath

[HANV]:

“The market for machine vision has been established in a wide range of
production processes. Machine Vision is on the way to becoming an
important key technology, safeguarding the competiveness of users in plant
production. More and more colour information is used to complete this

technology.

The task of this project is to analyse and interpret the colour information of
horticultural scenes* in a biometrical or statistical way. The goal is a system
which can select coloured agricultural objects (plants, weeds, cut flowers,

etc.) in an optimal way using the information of the different colour

channels.

*Examples of horticultural scenes: Weed detection in open field situation,
discrimination of plant parts (e.g. leaves from stems) for plant propagation,
analysis of the nutrient and health status of plants using the colour of the

leaves”

In contrast with most other Machine Vision tasks, horticultural use very much focuses on
using MV for analysis of the scene and subsequent statistical activity. In addition, the primary
operators for examination are colour-based, rather than greyscale presence/no presence

methods that are the core of industrial inspection.
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There are, however, a number of developments in the field of robotics and horticulture,
relating to the management of robotic equipment to manipulate plants, automatically prune
them, collect fruit and perform complex propagation tasks, as discussed by Kondo, Nishitsuji,
Ling & Ting in their 1996 work “Visual feedback guided robotic cherry-tomato harvesting.”
[KON]. These systems have a great deal in common with activities such as Automated
Guided Vehicles and regular vision-targeted robotics. This is, however, a unique vision
problem, in that it deals with:

- Non-uniform lighting at the plant level, due to repetitive occlusion.

- Small-object analysis

- Randomised object motion (swaying stems, leaves, etc.)

- Non-man-made targets

- Variability of colour across elements (leaves, petals, fruit, etc.) and more widely

across numerous plants, requiring tolerance systems

Development is also ongoing in the creation of systems to respond to analysis of plants, such
as systems to judge the correct amount of required chemicals to apply to food crops as shown
by Alchanatis, Hetzroni and Edan [ALC].

2.6.3 Medical

The use of Machine Vision and Artificial Vision in medicine is one of the earliest areas of
development for associated technologies, as outlined by Lasse Jyrkinen’s discussion of

Radiology as a field of endeavour:

“Radiology is the field of medicine that uses various forms of acoustic and
electromagnetic energy for producing diagnostic images of the human body.
Since the discovery of X-rays by Rontgen in 1895, X-ray imaging has dominated
the history of radiology and it has only been during the last three decades that
alternative imaging methods have begun to emerge. The first of these was
ultrasound, which used acoustic waves in forming an image. Shortly afterwards
computed tomography revolutionised the world of medicine when it made it
possible to acquire cross-section images from a living human body. One
drawback, however, was that computed tomography still used X-rays, which are
harmful to living organs.
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In the late 1970s magnetic resonance imaging (MRI) was introduced. MRI is
able to produce two- or three-dimensional images of great quality, showing
cross-sections through body parts at regular intervals. The images are so precise
that radiologists are often able to get as much information from a scan as from

looking at the tissue directly.”

Non-visual-spectrum investigative methods now include such techniques as:

- Magnetic Resonance Imaging (MRI)

- Computed Tomography (CT) scanning

- Infra-red examination

- Ultra-violet exposure of injuries

- Internal organ and systemic visualisation using Beta and Gamma radiation sources

- Ultrasound visualisation

The use of vision-based methods and tools can be highly effective and advantageous as a
means of diagnosis of the human body, since palpation and fluid analysis can only reveal a
limited number of conditions. In order to extend the range of diagnosis invasive procedures
must be performed to gain an understanding of the internal situation. Not only are such
procedures costly and requiring the skills of a wide range of professionals, but they also
expose the patient to risks of complications arising from:

- General or local anaesthesia (to which a number of patients react adversely)

- Collateral damage from invasion

- Loss of blood and non-clotting bleeding

- Post-operative infection

This is not to mention that the amount of work required to maintain dressings and stitches and
provide outpatient care to the people whose abdominal pain is irresolvable and required a

number of investigative surgical operations, would be prohibitive in its own right.

Developments in medical vision extend beyond the limits of 2-Dimensional visualisation and
diagnosis, however. There are a range of services and projects designed to produce 3-
Dimensional visualisation of organs for exploration; one such example would be the

inspection of the pancreatobiliary tract as discussed in [ROB] for the recognition of bile fluids
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and their placement internally. The benefits of 3D visualisation of internal structures of bodily
organs are primarily in the field of surgery, where the use of such tools assist the operating

team in planning operative procedures and gauging the potential outcomes.

Medical applications also benefit from the use of Machine Vision in the fields of keyhole

(laparoscopic) surgery and Interventional Radiology.

Interventional Radiology is defined [SIR] by the Society for Interventional Radiology (US)

as:

“Interventional Radiology (IR) -- minimally invasive targeted treatments
performed under guided imaging -- in the mid-1970s. Interventional radiology
procedures are a major advance in medicine that do not require large
incisions, and offer less risk, less pain and shorter recovery times compared to

surgery.”

The use of IR in surgical procedures provides visualisation and instrument tracking in

‘closed’ surgery, allowing surgeons to follow the path of fibre-optic cameras and instruments
topologically as they progress internally and administer directed injections and tools (e.g.
angioplasty balloons) to the tracked site [JYR]. Image processing techniques also provide a
range of tools for augmented visualisation, pre-surgical simulation and Medical Teleoperation
[PASS].

264 AGVs

Automated Guided Vehicles (AGVs) are robotic systems that operate by tracking visual cues.
In the simplest case, a truck (with a computing device and camera onboard) designed to carry
stock might follow the path of a line painted on the floor and stop when the line ends,
transporting the load from one place to another.

In most implementations, AGVs are designed as ‘pullers’, carriers or manipulators.
‘Pullers’ or ‘tuggers’ are vehicles produced to pull other objects behind them, along their

course. One example would be a small vehicle able to tug aeroplanes and loaded wagons

along the lines painted on the tarmac of runways and paved airport areas. Specifically
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coloured and modified markings already exist on runways and parkways to enable pilots to
follow to their allocated gate or station. The function of a tugging vehicle is therefore
essentially the same as that already provided by the pilots and manned tugs, the drivers of

which are providing a visually-cued sequence of movements.

In his 1981 paper [THO] to the 1* International Conference on AGVs, Brigadier R Thornton
describes the use of ‘driverless tractors’ into the Central Ordnance Depot at Donnington, one
of the largest storage depots in Europe, at the time of his writing. The AGVs in use were
provided with both visual and magnetic guidance measures, following white painted lines on
the floor, or embedded wires below the floor. The AGVs themselves were able to be operated
manually or automatically, had been ruggedised for outside use (including waterproofing) and
were powered by rechargeable batteries with a range of included safety measures
(undoubtedly beneficial in a situation where munitions were being transported and stored).
Brigadier Thornton reports a number of acknowledged benefits of the system:

1. They are reliable: downtime is negligible

They save manpower.

They provide a certain discipline in the operation of the warehouse
They are simple to install and need little maintenance

They are ideal for repetitive work

They will work easily outside their normal location

They cause less accidents than many conventional movement systems

® N v bk WD

In the event of power failure they will continue to operate for up to 24 hours

The origins of the AGV can be seen in the industrial revolution, with the introduction of
small-scale railway systems in factories and between critical sites. Embedded rail designs
ensued, with transport systems being the primary cause of deployment. With the addition of
electronic systems in the mid/late 1960s, however, these systems can be firmly classed as
AGVs. The inclusion of visual tracking in the mid-1970s which was present in Brig.
Thornton’s paper marks a clear change in that it introduces computing elements into such
systems, and Brig. Thornton himself speculates on potential future developments with
connection to the depot computing systems for high level control and advanced programmed
tasks. Much of this progress has now taken place, and such systems commonly participate in

the working of large warehouse environments, following visual markings and
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loading/unloading stock autonomously, often by examining product barcodes visually and

ascertaining the desired action.

Carriers operate in much the same way as ‘pullers’, except that they provide a set of carriages
or customised loading volume which can be enjoyed by appropriate objects. These systems
are frequently employed in large industrial environments, where large quantities of products
are required to be transported from one area of the site to another. Conventionally, this
process would be performed by manually-guided vehicles or forklift trucks, but this requires
multiple trips and the permanent retention of drivers. In addition, it also exposes the site to
health and safety risks that are introduced with driven vehicles, such as crashes, fumes from
combustion engines, noise and catastrophic failure (e.g. brake failure, toppling loads). For
highly repetitive operations along well-defined paths, therefore, it makes sense to use an
AGV.

In addition to the benefits of AGVs as enumerated above, there are also similar considerations
for safety that require the implementation of non-human operators. In industrial environments
including the use of hazardous chemicals and radioactive agents, there are considerable risks
to the regular use of human workers for transportation, particularly when driver error might
result in the spilling of a dangerous load or damage of safety equipment. The same risks are
true in the cases of operation requiring manipulation. One of the first areas of deployment of
robotics is the use of assembly, welding and painting robots in automobile production.
Aerosol paints, sealants, fixers, preparation chemicals and cleaning products are very
frequently hazardous, both on physical contact, and when breathed by human workers.
Lifting, moving and manipulating heavy elements such as modern reinforced car doors can
also be physically detrimental on a regular basis to workers, producing muscle damage and
chronic conditions, such as back pain. Finally, exposure to arc-welding equipment and high
temperature systems in factory environments is a constant source of danger that poses a threat
to workers; while this may not be a problem for fully-aware and well-trained personnel,
conditions such as distraction, tiredness or illness may produce fatal accidents. As a result,
automated systems are frequently used to replace human beings in production of large-sized

and complex products.



Myriad: A distributed Machine Vision application framework 40

26.5 Astronomy

In much the same vein as Landsat, astronomical use of Machine Vision is concerned firstly
with the analysis of high-resolution imagery. In contrast to Landsat, of course, astronomical
progress is outward looking, rather than being Earth-examining and contains a far wider range
of objects being inspected, and with far more potential data to be acquired. The total number
of objects in the universe is so massive, that present estimates are highly vague by many
orders of magnitude. Considering only stars, estimates range from 2x10'" to 3x10'® stars by
many parties, with NASA going so far as to officially guesstimate over a zillion stars in the
universe as a whole [NASA]. Apart from stars, the goal of finding extra-solar planets (those
outside our solar system, forming other solar systems) requires sensitive noise-reduction and
measurement techniques on both visual and radio telescope data, as described with the
discovery of a planet circling the star HD 209458 [HUBB]. The number of potential planets in
the universe is even less precisely known, as too few have been discovered to establish
grounds for extrapolation, however, the number in almost all rough guides starts in the billion
figures and escalates to several times the number of existing stars, depending on the data

source.

Moreover, astronomical data is of special significance, because it includes three types of data
(see fig.7):

- Earth-based

- Orbital satellite imagery

- Travelling probe imagery
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2.6.7 Commerce

Use of Machine Vision in commercial environments is one of the distinct areas of growth for
new MV activity. The greater industry may be broken down in much the way that economists,
geographers and social scientists might espouse:

- Primary industry (initial manufacture, mining, growing)

- Secondary industry (processing, product manufacture)

- Tertiary industry (presentation of services and products to the consumer; sales)

Examining the uses and progress of Machine Vision in these discrete areas provides

reasonable categorisation for our purposes.

Primary Industry

The uses of Machine Vision in the acquisition of resources are integral to industrial
efficiency, but also to safety. In efficiency terms, Machine Vision systems are able to provide
quality controls and identify degrees of desirability in resource discovery, with tools such as
coal seam tracking and grade discovery. Safety applications are of a far more broad range,
attempting to both reduce the risks to human workers and the environment through risk
management and identification, and also taking the place of human beings in high-risk or

hostile environments.

MV tools are able to be used to affect the yields and finalised outputs of this sector. They are
also able to handle agricultural tasks and apply visually-derived response to conditions,
removing the need for people to troubleshoot large-scale and potentially dangerous

equipment, such as threshers and bladed harvesters.

In the field of inorganic asset discovery and harvest, however, vision-guided robotic systems
and analysis tools can be valuable in automating highly repetitive and strenuous tasks, such as
mining. Not only are robots able to inspect and excavate smaller spaces than human beings,
but there are reduced consequences in the event of mine collapses, digging equipment failure
(including fire and loose blades when damaged). Automated mining systems, of course, have
applications in the mining of other planets, the Moon and comets/asteroids; techniques that

will be essential in initial manned missions to Mars and beyond, and the establishment of a
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involve the use of concentrated oxidation and reduction agents, such as concentrated
sulphuric acid. Clearly, the use of these chemicals may be intensely harmful around human
beings, leading to physical injury if contact is made with flesh, or leading to respiratory
damage such as bronchial scarring. With the use of Machine Vision equipment, personnel
may be clearly isolated from these dangerous industrial processes, and automation may be
introduced to improve the efficiency of operations, reducing the quantity of harmful
substances required. In this type of situation, MV equipment may be used to provide
monitoring and intervention based on visual cues, measured chemical levels and other

metrics, such as auditory response of equipment.

Secondary Industry

In most cases, Secondary Industry is the position at which Machine Vision systems have been

classically deployed, able to work in a variety of settings, covering the tasks of:

- Product quality control
- Equipment monitoring

- Efficiency monitoring

Inter-industry Transport and Distribution

In addition to the use of Machine Vision equipment with Secondary Industry, there is a class
of inter-industry services, based around distribution, which makes extensive use of MV

techniques.

The use of AGVs in factory and warehousing environments has already been discussed, and is
one application of MV systems, but that also goes hand in hand with robotic systems designed
to perform picking operations in large storage spaces, reading the barcodes on boxes of stock,
picking the desired box and placing it on the AGV ready for transport to packing and shipping
areas of the business, which might similarly employ robotic equipment. As a result, an
operator may enter into their desktop computer, an order which they received over the
telephone or e-mail, or approved in their web-based business-to-business (‘b2b’) ordering
service; noting products, quantities and the destination. The automated warehousing system
proceeds to:

- Move the AGV to the appropriate area of the warehouse, where the products may be

found
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- Use a camera on the robotic picker on the AGV to discover all the locations of the
barcodes on the visible boxes

- When recognising the correct barcodes, lifting the boxes from the shelves and placing
them on the AGV, to the quantity required by the customer.

- Move the AGV to the dispatch loading dock

- Inform the distribution workers that boxes are ready to be loaded

- Print tracking numbers for each box, ready for the workers to apply them to the boxes
as they load the vehicle (or applied automatically)

- Store the tracking numbers in a database and inform the distribution company of the
barcodes

Upon delivery, the driver uses a mobile computing device with a barcode reader to record the
barcode-marked items delivered, and these can then be checked off against the database

records, ensuring complete delivery, prior to invoicing.

The majority of companies with very large warehouses are presently instituting such systems,
with integration with internal distribution and courier companies for transport to customers,
such as retail premises. One such example of this is Amazon Corp. the pioneer of web-based
commerce; more than most, their infrastructure has been built in recent years, enabling them
to take advantage of new technologies in their first implementation, rather than having to

replace existing systems and consider the cost benefits of replacement.

Tertiary Industry

Concerned with the sales and distribution of products and services to customers and end
users, the Tertiary Industry is most commonly associated with the retail space, but includes:
- Shop retail
- Internet retail
- Service provision

- Support services (call centres, automated systems (b2b ordering services, etc.))

As a result, the range of Machine Vision opportunities is very different to manufacturing
industry. Quality control aspects are typically not a key point of investigation, but more
immediate elements, such as visual sales registering, stock management and customer

monitoring are more essential.
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Examples:

- Visual sales registering
o Barcode readers
o Full-item recognition systems

- Stock management
o Identifying damaged goods
o Visual tracking of stock objects around a warehouse/retail space
o Visually-assisted high-speed stock taking systems
o AGYV systems for transfer of goods, and automated picking for packing and

dispatch

o Barcode-based stock confirmation and data addition systems

- Customer monitoring
o Visual customer identification and privileged security authorisation
o Tracking of personnel and customers around privileged locations
o Motion tracking security systems

o Visually-assisted CRM (Customer Relationship Management) applications

In the majority of Tertiary Industrial environments, however, the use of Machine Vision tools
and techniques is firmly restricted to the reading of barcodes and dot matrix codes for retail
and warehouse picking. Likely next steps of implementation include detailed barcode stock
tracking, visual security measures and assisted CRM tools (“Welcome Mr Philips, we 've just

had a few new products in stock that you might be interested in... ).

2.6.8 Forensic Science
Vision techniques are a modern and increasingly frequent tool in forensic science; the ability
to examine evidence, deduce additional information, and yet leave the evidence itself

untainted by interaction is highly valuable in criminal investigation.

There are two discreet areas of endeavour that should be addressed in this field:
¢ Image processing for examination of physical evidence

¢ Video processing and correction
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The first covers more publicly-understood tasks, such as:
¢ Fingerprint identification
¢ Bullet/cartridge striation identification
o Facial reconstruction
¢ Photographic analysis

e Handwriting recognition, comparison and indentation analysis

Geradts and Bijhold [GER] outline the following common tasks for image processing of

video images in forensics:

e Image enhancement

e Visualization of images for the court
e Image comparison

¢ Video tape integrity verification

o Camera identification

While the first set of tasks are those which may be carried out by skilled forensic scientists,
albeit with limited speed and potentially reduced deductive features, the second set are

uniquely computational operations.

In an increasingly automated world, the advance of the close circuit television camera has
been hailed by specialists and lamented by civil rights activists; while the concerns of privacy
in public places and work spaces are worthy if serious discussion, the notion often persists
that such facilities are perfect and able to distinguish people and objects, label them and
manipulate this data. In reality however, the images produced from wall/column-mounted
CCTV cameras, especially first and second generation digital CCD cameras are far less
sufficient to the task than is perceived. The use of such evidence in criminal investigations
frequently requires that a judgement be made as to whether a grainy image identifies a
reported scene or person sufficiently, and while much of this information is presented to
magistrates for criminal prosecution (90% of minor cases), more serious cases are presented

to a Crown Court and jury [HAM]:
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“So, it is the jury not the judge which reaches a verdict on the guilt or
innocence of the defendant. In criminal cases, the prosecution has the
burden of proof - it must prove guilt, rather than the defendant having to
prove innocence. The standard (= level) of proof is heavy - guilt must be

proven beyond reasonable doubt.”

In these cases, a noisy CCTV image will clearly not suffice to identify the defendant in an
action or location. In these situations, clearly reproducible and scientifically-based image
enhancement techniques are an important tool to provide unambiguous higher-quality

imaging.

With contemporary developments in computing, image manipulation and digital photography
and video, however, the opposing question of the veracity of imaging evidence presents itself;
if an image might be manipulated and enhanced to highlight elements for criminal
prosecution, might not standard images be altered to misrepresent information to protect
criminal activity, masqueraded as fact? Photographic manipulation has always been a present
problem in the verification of evidence, but microscopic analysis has typically sufficed to
identify forging; in the case of digital imaging, however, pixel-level accuracy is possible in
manipulation, making an edited image perceptibly similar to an original. These problems

make the verification of taint-able image evidence a key hurdle to legal acceptance.

Machine Vision and Image Processing techniques capable of examining data in ways beyond
conventional linear continuity checking are able to offer competent scientific means to ensure
the veracity of digital and analogue imaging for evidential purposes. Methods such as artefact
examination, lighting discontinuity checking and perspective/distortion compensation are able
to provide high-level tools for discovering tampering within image data, through video
sequences and ranges of images [GER]. While it is still insufficient to ensure that evidence is
completely trustworthy, it does provide the degree of trust that was previously true of

microscopic examination of print photography.

In many ways, the provenance of data is one of the most problematic questions of the
networked digital age, in that documents may be easily copied and forged, and yet there exist
few tools capable of providing secure and complete chains of trust. Means such as

public/private key cryptographic systems based on factorisation of large primes are able to
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help as a short-term measure, but quantum computing is capable of ruining such techniques,
and attaching a true key to an unencrypted forged document is still an issue unless rolling and

interference key generation is introduced.

2.6.9 Personal Identification

Associated in many ways with the use of Machine Vision in surveillance, is the task of visual
verification and personal identification. This can be instituted as part of a number of discrete

scenarios:

- Searching for people within crowds
- Identifying people in photographic images
- Logged and verifying people at security/access checkpoints

- Corroboration with documents (e.g. checking against passport images)

These tasks are traditionally those performed by a security officer, but frequently the
circumstances in which such tasks are performed have outgrown the capabilities of basic
human inspection. A suitable example of such a dilemma of examining the photographic ID
cards of employees at the gate of a large technology firm’s main campus. With the advent of
information-based industries, employees working in front of computers in cubicles and small
spaces, the density of personnel and their shear number in the case of multi-national
corporations means that up to 10,000 people might work at any one site during a single day.
Institutions such as universities and governmental organisations can often raise this number to
25,000 or higher (the approximate number of students at Cardiff University, for example).
Clearly, this number of faces is beyond the capability of a single security officer, or a group
of officers to validate. In addition, supposing only simple validation against a photo ID card,
lacks a number of safeguards:
- It fails to log entries and exits
- It might confirm that a face matches a photo, but it does not confirm that the card is
valid
- It similarly does not raise an alert when a false photograph is forged onto a valid ID
card
- It does not support the ability of security officers to examine behavioural change and

take advantage of their prior knowledge of the subject
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In large-scale cases, therefore, some system of databasing and collective knowledge must be
built to ensure a higher level of security. In point of fact, while US airports have had
significant issues in producing systems able to identify faces of people deemed to be security
threats in the midst of crowds, there has been more advancement in the second generation of
systems produced for this security industry, with the development of carefully lit individual-
specific checkpoints at the US Immigration and Naturalisation Service (INS) desks at the
aforementioned airports. As of October 2004, foreign nationals entering the United States are
subject to fingerprinting (automated and compared against international databases) and having
their picture taken by a webcam-style camera, subsequently compared to a similar national
database with international links to legal agencies. This along with passport details and
inclusion of previous flight data supplied by the airline companies enables detailed tracking of
persons travelling to and from the United States. Later improvements to the system promise to

include retinal imaging.

More broadly, the United Kingdom government is attempting to introduce a system of
personal ID cards, identifying an individual and including encoded data for verification, such
as:

- Finger prints

- Voice prints

- Iris scan

- Facial thermal images

- Palm prints

- Thermal hand images

The intention of the ID card is to provide biometric verifiable data to confirm an individual’s
identity and also to unify presently disparate forms of identification (birth certificates,
passports, credit cards, photo cards) into a single ubiquitous card which may be carried by the
person. The person may then be assured that any company, organisation or individual wishing
to identify them may use the ID card, rather than some other form of verification or ID.
Prototypes of such cards mimic the technologies presently in use for the new biometric
passport style, although the complete national networked database and connectivity systems
have yet to be developed, leading dissenters to argue that the somewhat nebulous nature of the

proposal and the ill-defined scope of the project may lead to failure.
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assuring identity short of full DNA comparison (which is not feasible for instantaneous tests
at this point in time). Combining biometric information contained within a single ID card
object, a national authoritative database capable of validating the veracity of that ID card
(checksum + certificate) and a system of shared secrets will provide the capability to
physically identify a person at a checkpoint or electronically for access provision, or even for
electronic access to computing devices. Because of the scale of such a task, only a
government or a limited number of large companies have the capacity to undertake the project
and provide the system validation, security and scaling required for a national network able to
deal with billions of transactions per day. Whether the present government is able to achieve
such a lofty goal as a single, ubiquitous biometric identification system is debatable, but the
desirability of such a system for the wide range of security tasks in everyday living alone
tends to indicate that if technology is capable, the goal will be realised at some point in the
future. If such a system is successful, the next step would be for European states and the USA
to introduce their own implementations (able to transact with the UK system), and then global
initiatives would see roll-outs to most countries as and when they could afford it. Vision
companies able to be contracted to provide components for the first such successful system
will see substantial return (on the admittedly substantial risk of taking on such a large,
complex project) and long term market-share of a global identification system. The market for
the machine vision aspects of this problem alone has the potential to dwarf the current
industrial MV market in terms of annual turnover and is sustainable for decades and perhaps
centuries (for context, the oldest known key and lock was found in the Khorsabad palace ruins

near Nineveh, Assyria, dated at around 4,000 years old).
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3 Existing MV Systems

This chapter provides an outline with advantages and limitations of present Machine Vision
(MV) systems for use in prototyping tasks, their application to five types of problem classes
found in exploratory MV:

- Examining & measuring products

- Monitoring & controlled acquisition

- Management control

- Prototyping

- Education & Training

After considering present MV solutions, the ability of these systems to be networked and
provide efficient networked vision operation is examined through the use of remote control
mechanisms such as VNC. The limitations and overheads of these methods are illustrated,
displaying the need for more direct and remotely controllable vision systems for confederated

and uniform solutions across large distances.

Existing MV systems can be defined as being of one of four key classes in terms of their
intended operation. While there do exist systems which do not fall within these categories, at
the current time the majority of MV systems do conform to one of these. It is using these

cases that we may form the basis of comparison of Myriad to contemporary solutions.

As well as considering Vision systems to be categorised by the form of task they perform, we

also separate them into Target and Prototype systems, reflecting the stage of development of
the system itself.



#

56
9% 0 & )
:) &*
) $*
1 &: #
I3
]
2
\/
TC 6U$
#
! 2
#
!
#
" #

& &* &' 0 & )

'"$ FL( ! #

1M















































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































