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Data collection / generation challenge
Privacy challenge
Anonymity challenge
Ethics of care 
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hGraph basics + multi screen by Juhan Sonin (CC BY 2.0)

context & settings



Exercise by Eric Veland (CC BY-NC 2.0)

context & settings



Exercise by Andy Miah (CC BY-NC 2.0)

context & settings

eHealth	



Digital	Health	Infographic	by	Paul	Sonnier	(CC	BY	1.0)



Pew Research Internet Centre (2015)

Health & Fitness   28,617 / 2,75%
Medical 14,632 / 1,41%



?
What ethical obligations do 
researchers have to protect the 
PRIVACY of subjects engaging in 
activities in Internet spaces?

How is CONFIDENTIALITY and 
ANONYMITY assured online? 


How is and should INFORMED 
CONSENT be obtained online? 

researchers & data
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Terms of use, privacy policy & 
permissions



Permissions
Permissions that access user 
information
EU – Draft of conduct



The	central	knoll	at	Tompkins	Square	Park	CC	BY-SA	3.0	David	Shankbone	

Private & public
“…privacy is a concept that must include a consideration of 
expectations and consensus.” (AoIR 2012)
Contextual integrity



Aggregated data
Confidentiality & Anonymity
Data /  human subjects 


Are we studying human subjects?


INFORMED	CONSENT		
	

• 	A	study	of	email	communica;on	
• 	Interviews	in	virtual	worlds	
• 	Forums,	IM	
• 	Web	crawlers	
• 	Third-party	applica;ons	
	

• 	Large	data	pools.	Eg.	#hastag	in	TwiVer.	
• 	Big	social	data	
• The	connec;on	between	the	person	and	
the	object	of	research	is	indis;nct.		

ANONIMITY	
	



COMPLEX
EU – Draft of conduct

AoIR  Research Ethics Guidelines (2012)
Ethics Resource Guide (COSMOS)  

Johnclark.pba  CC-BY-SA-3.0



ETHICS OF CARE  

Individuals 

Circumstances

Socio-technical	
context	
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